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Abstrat

2048XKS-F (eXtended Key Shedule-Feistel) is a Feistel ipher

with a blok length of 2048 bit and a key size of 4096 bit or 8192

bit, respetively. It uses the round funtion of the Substitution-

Permutation-Networks (SPN) 1024 [11℄ and 1024XKS [12℄ as the f-

funtion. 4096XKS-F is a Feistel ipher with a blok length of 4096

bit and a key size of 8192 bit or 16384 bit, respetively. It uses

the round funtion of the Substitution-Permutation-Network (SPN)

2048XKS as the f-funtion. Both 2048XKS-F and 4096XKS-F have

32 rounds. Additionally, there are #de�ne statements in the refer-

ene implementations to ontrol whih of the funtions are ompiled

�rst, e.g. the di�usion layer or the s-box layer. In total, there are 6

#de�ne statements in eah referene implementation, making up 64

di�erent iphers. 2048XKS-F and 4096XKS-F are designed for 32 bit

miroproessors with an integer hardware multiplier.

1 Introdution

IDEA and its predeessor PES (see [5, 6, 7℄) was the �rst enryption

algorithm, that used inompatible group operations to get di�usion

and onfusion (see [15℄). IDEA uses addition modulo 2 (XOR), ad-

dition modulo 2

16

and multipliation modulo 2

16

+ 1. IDEA has not

been broken in the open literature. However, IDEA is about twenty

years old and due to its blok length of 64 bits and keysize of 128 bits

not state of the art.

Interestingly, James Bamford (see [1℄) gives a note, what the Na-

tional Seurity Ageny (NSA) an ahieve. He writes: Another fator
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was the growing use of enryption and the NSA's inability, without

spending exessive amounts of omputer time and human energy, to

solve ommerial systems more omplex than 256 bits.

A key spae of 2

256

equals about 10

77

. The number of eletrons in

the universe equals about 10

80

. So if you store all 256 bit keys, you

have to ontrol every thousandth eletron of the universe, whih is, of

ourse, infeasible. Bringing down suh an e�ort to 2

40

or 2

50

, that is

what a omputer an digest, is an art, whih I do not understand.

But the meaning of Bamfords text is twofold: There are muh

more blok iphers than asymmetri enryption algorithms (see, for

example, Wikipedia). A blok ipher and an asymmetri enryption

algorithm are used in a hybrid sheme. The payload is enrypted with

the blok ipher and the blok ipher key is enrypted with asymmetri

enryption algorithm (e.g. RSA, ElGamal, ECC). When the number

of asymmetri enryption algorithms is small against the number of

blok iphers, then the breaking of that asymmetri enryption algo-

rithm should yield more bene�ts then the breaking of a blok ipher.

But the NSA breaks the blok iphers, whih in turn leaves only one

onlusion: the NSA has diÆulties in solving asymmetri enryption

algorithms with the urrent key size.

2048XKS-F has a blok length of 2048 bits and a keyspae of 4096

bits or 8192 bits. 4096XKS-F has a blok length of 4096 bits and

a keyspae of 8192 bits or 16384 bits. Both use addition modulo 2

(XOR), addition modulo 2

32

, addition modulo 2

256

, irular shifts to

the left of 32 bit integers, and multipliation modulo 2

32

� 1. Note

that bitwise rotation (a irular shift by a to n positions to the left)

an be expressed as 2

n

� a mod 2

32

� 1, if a < 2

32

� 1.

At �rst, the key sizes of 2048XKS-F and 4096XKS-F seem to be

exaggerated. But mind the following: The lifetime of a blok ipher

is about 20 years (DES,Triple-DES). The serey period of oÆial

douments in Germany is in general 30 years. So in total you must

guard 50 years against ryptanalysis. But you an not antiipate every

ryptanalytial attak. That is, why the key spae is so high.

2048XKS-F and 4096XKS-F are Feistel-Networks. The s-boxes are

based on multipliation modulo 2

32

�1. This was invented by Daemen

et al. in blok ipher MMB (see [2℄). The permutation is a modi�ed

Pseudo-Hadamard-Tranformation taken from SAFER (see [8, 9℄). The

key shedule is a modi�ation from the key shedule of Blow�sh (see

[14℄).

2048XKS-F and 4096XKS-F have 32 rounds. For deryption, only

the order of the keys has to be inverted, but the individual key stays

the same. For further insight, please turn to the funtion invert keys

in the referene implementations.

2



2 The Algorithm of 2048XKS-F and

4096XKS-F

2.1 The S-Boxes

2048XKS-F and 4096XKS-F are Feistel iphers. It uses as building

bloks multipliation modulo 2

32

�1 as s-box and a modi�ed di�usion

layer from SAFER. Keys are applied before and after the s-boxes.

4096XKS-F has 64 s-boxes (multipliation modulo 2

32

�1), 2048XKS-

F has 32 s-boxes. Eah s-box has 32 bits, making a total width of

the f-funtion of 2048 bits in 4096XKS-F or 1024 bit in 2048XKS-F.

Let us denote in this artile addition, subtration and multipliation

modulo 2

n

� 1 by respetively +,- and �, ordinary multipliation by

�, integer division by b� ,XOR by �, rotation by a bits to the left

byna. .

Multipliation modulo 2

n

� 1 as s-box was �rst used by Daemen

et. al. [2, 3, 4℄. The studied funtion is:

f

a

(x) =

(

a� x if x < 2

n

� 1

2

n

� 1 if x = 2

n

� 1

(1)

The alulation is easy:

a � b mod(2

n

� 1) = (a � b mod(2

n

) + b

a � b

2

n

)(1 +

1

2

n

) (2)

The �rst righthand term is obtained by taking the least signi�ant

bits of the produt, the seond term by taking the remaining bits and

shifting them to the right by n bits and add that to the �rst term.

If a arry (i.e. bit 32 is set) results from that addition the result is

inremented by 1. Note that [2℄ gives a wrong formula. It has been

orreted in hapter 11 of Joan Daemens Ph.D. thesis [4℄. Note that

the last fator of the righthandside of the equation is not distributive.

Multipliation modulo 2

n

� 1 has interesting properties. A multi-

pliation by 2 modulo 2

n

�1 is equivalent by a rotation to left by one.

Similarly 2

k

� a = an k. Further material an be found in [3℄.

The ritial probability of the s-boxes with regard to di�erential

ryptanalysis is 2

�9

.

2.1.1 The order of s-boxes in 2048XKS-F

In 2048XKS-F the s-boxes are the same as in 1024XKS, if FACTORS

(see Compiler Options) is de�ned. If FACTORS is not de�ned, the
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deryption fators of 1024XKS are used. See the funtion enryp-

tion fators at the top of the referene implementation for further de-

tails. There is an inrease by two for the rotation values for eah step

ranging from 0 (left most s-box) to 30 (seond right most s-box). The

rotation values for the s-boxes with even rotation values are shown by

the table:

position 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30

rotation 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30

For the s-boxes, whih have odd rotation values the table is shown

here:

position 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31

rotation 7 5 3 1 31 29 27 25 23 21 19 17 15 13 11 9

If FACTORS is de�ned, the starting value of the multipliation is

0x25F1CDB and the rotation is to the left. If FACTORS is not de-

�ned, the starting value of the multipliation is 229459604 (the mul-

tipliative inverse of 0x25F1CDB) and the rotation is to the right.

For further insight study the funtions enryption fators at the

beginning of the referene implementation.

2.1.2 The order of s-boxes in 4096XKS-F

In 4096XKS-F the s-boxes are the same as in 2048XKS, if FACTORS

(see Compiler Options) is de�ned. If FACTORS is not de�ned, the

deryption fators of 2048XKS are used. See the funtion enryp-

tion fators at the top of the referene implementation for further

details.

In 4096XKS-F the s-boxes, whih ontain the even rotation num-

bers, are same as in 1024 [11℄. To �ll the left half of the 64 s-boxes, we

use the fator 0x25F1CDB. There is an inrease by two for the rota-

tion values for eah step ranging from 0 (left most s-box) to 30. The

rotation values for the s-boxes with even rotation values are shown by

the table:

position 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30

rotation 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30

For the s-boxes, whih have odd rotation values, the table is shown

here:
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position 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31

rotation 7 5 3 1 31 29 27 25 23 21 19 17 15 13 11 9

To �ll the right half of the 64 s-boxes, we use the fator 229459604.

This is the deryption fator of 0x25F1CDB or the multipliatve in-

verse. The rotation values for s-boxes with even rotation are shown

in the table:

position 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62

rotation 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30

For the s-boxes, whih have odd rotation values the table is shown

here:

position 33 35 37 39 41 43 45 47 49 51 53 55 57 59 61 63

rotation 17 15 13 11 9 7 5 3 1 31 29 27 25 23 21 19

If FACTORS is de�ned, all the irular shifts are to the left. If

FACTORS is not de�ned, all irular shifts are to the right and the

�rst fator (to �ll the left half of the s-box layer) is 229459604 and the

fator 0x25F1CDB is used to �ll the right half of the s-box layer.

For further insight study the funtions enryption fators at the

beginning of the referene implementation.

2.2 Addition modulo 2

256

Addition modulo 2

256

was introdued to give an upper bound for linear

ryptanalysis. If we take [10℄, we an have an upper bound for linear

ryptanalysis without being fored to examine the di�usion layer or

the s-boxes.

2048XKS-F has two bloks of 1024 bits. This means addition mod-

ulo 2

256

is applied four times, from left to right, sometimes after the

s-boxes, sometimes before the s-boxes. 4096XKS-F has two bloks of

2048 bits. This means addition modulo 2

256

is applied eight times,

from left to right, sometimes after the s-boxes, sometimes before the

s-boxes. The input or the output of one addition modulo 2

256

is eight

s-boxes.

One an argue that all the keys should be applied by addition

modulo 2

256

, so one an use less rounds. But the addition modulo 2

(XOR) of some keys is there to make the ryptanalysis more diÆult

by using di�erent groups or to avoid symmetry attaks.
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2.3 Di�usion Layer

The di�usion layer has as parent the di�usion layer from SAFER [8, 9℄.

However, there are three modi�ations:

1. 64 (4096XKS-F) or 32 (2048XKS-F) bloks instead of eight.

2. Four bytes instead of one byte as primitive unit. See [14℄.

3. Before the addition primitive units are being rotated.

Point two is lear. In a modern PC the CPU has a register size

of four bytes, sometimes eight bytes. Obviously this will inrease the

speed.

The Pseudo-Hadamard-Transform is de�ned as:

b

1

= 2a

1

+ a

2

(3)

b

2

= a

1

+ a

2

(4)

It an be rewritten:

b

2

= a

1

+ a

2

(5)

b

1

= a

1

+ b

2

(6)

The Pseudo-Hadamard-Transform has one disadvantage. The least

signi�ant bit of b

1

is not dependent on a

1

. Shneier et. al. [14℄ were

aware, that b

1

is not dependent on the most signi�ant bit of a

1

. But

there is no word on the least signi�ant bit of a

1

(or at least I did

not see it). Beause b

1

= 2a

1

+ a

2

the least signi�ant bit of b

1

is a

funtion of a

2

and not of a

1

. Thus the least signi�ant bit of b

1

is

inomplete.

Therefore the Pseudo-Hadamard-Transform (PHT) was supple-

mented by rotation. For example, if a

0

is the leftmost element of

the array, the equation is now:

a

1

= a

1

+ (a

0

n 1) (7)

a

0

= a

0

+ (a

1

n 2) (8)

The other rotation values were pseudo-randomly produed for eah

round. However, it is worth noting, that an element of the array with

even index number has an odd rotation value and vie versa. The

Inverse-Pseudo-Hadamard-Transform (IPHT) may also be used. For

example, if b

0

is the leftmost element of the array, the equation is now:
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b

0

= b

0

� (b

1

n 2) (9)

b

1

= b

1

� (b

0

n 1) (10)

The f-funtion of 4096XKS-F has a width of 64*32 bits=2048 bits.

Eah element of the array is rotated one, exept for one element,

that is not rotated, beause rotation ranges from 0 to 31,whih are 32

values. As the array has 64 elements, the rotation values start at b

32

again, i.e. b

i

and b

i+32

have the same rotation value for 0 <= i < 32.

The one element, that is not rotated has always an odd index number.

Every round of the Pseudo-Hadamard-Transform has a distint rota-

tion pattern, beause rotation values were pseudo-randomly seleted,

exept for 1 and 2 for the two leftmost elements of the array.

The f-funtion of 2048XKS-F has a width of 32*32 bis=1024 bits.

There are 32 rotation values, 0 to 31, without repetition.

For more information, please turn to the funtions pht and ipht in

the referene implementation.

2.4 The Key Shedule

The round key generation of 2048XKS-F is as follows: First alulate

the round keys in the 1024 manner, i.e. do the rotation by 455 bit

to left. Then take a 2048 bit all zero string and let it pass through

the algorithm. The resulting bit string is the �rst round key, 1024

bit before the s-box layer, 1024 bit after the s-box layer. Let the

algorithm work in Output Feedbak Mode (OFB). Eah time the bit

string has passed through the algorithm, a round key is assigned that

bit string in asending order. Given the number of rounds (32),the

Output Feedbak Mode (OFB) is applied 32 times. This key shedule

was inspired by Blow�sh [13℄.

The round key generation of 4096XKS-F is as follows: First al-

ulate the round keys in the 1024 [11℄ manner, i.e. do the rotation

by 455 bit to left. Then take a 4096 bit all zero string and let it pass

through the algorithm. The resulting bit string is the �rst round key,

2048 bit before the s-box layer, 2048 bit after the s-box layer. Let the

algorithm work in Output Feedbak Mode (OFB). Eah time the bit

string has passed through the algorithm, a round key is assigned that

bit string in asending order. Given the number of rounds (32),the

Output Feedbak Mode (OFB) is applied 32 times.

However, that "forward mode" has a disadvantage: The �rst half

of the �rst round key is assigned the bit string of the �rst OFB round.

When enryption is applied, the �rst half of the �rst round key and

the bit string have the same value. When they are added modulo
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2 (XOR), the result is the all zero string. As the s-boxes left the

zeroes unhanged, the �rst non-zero input is the seond half of the

�rst round key, or the seond half of the user key. However, this is the

only "error" that ours in the "forward mode".

To avoid the "error", 4096XKS-F and 2048XKS-F have a mode of

key sheduling whih I desribe as the "bakward mode". This means

that Output Feedbak Mode is still employed, but the round keys are

assigned the value in desending order, i.e the last key of the f-funtion

is assigned the value �rst. This "bakward mode" has not the same

error as the "forward mode".

To distinguish the modes in the referene implementation, there

is a variable for the preproessor named #de�ne FORWARD. When

the #de�ne statement is true, then the key sheduling is in "forward

mode". If the #de�ne statement is not true, then the key sheduling is

in "bakward mode". To aomplish that, you ould erase the #de�ne

statement or leave it as a ommentary, i.e. to the beginning of the

#de�ne statement insert /* und the end of the statement insert */.

The ode of the referene implementation, whih are inuened by the

#de�ne statement, are the funtions enrypt and derypt quite at the

end of the referene implementation.

3 Compiler Options

The referene implementations was build for the ompiler g (Cygwin

B20.1 for Windows 95). Quite at the beginning of the referene imple-

mentation there six #de�ne statements. Eah #de�ne statement an

be on or of. In the referene implementation, all #de�ne statements

are on. To swith on #de�ne statement of, simple mark the statement

as a ommentary by putting a /* at the beginning and a */ at the end.

In total, the six #de�ne statements are making up 2

6

= 64 di�erent

iphers.

#de�ne FORWARD: If FORWARD is de�ned, the keys are plaed

in the ipher in asending order. If FORWARD is not de�ned, the

keys are plaed in the ipher in desending order. Also see subsetion

Key Shedule.

#de�ne BIG KEY: If BIG KEY is de�ned, the user key has the

size of 16384 bits (4096XKS-F) or 8192 bits (2048XKS-F). If BIG KEY

is not de�ned, the user key has the size of 8192 bits (4096XKS-F) or

4096 bits (2048XKS-F).

#de�ne TOP: If TOP is de�ned, the XOR, s-boxes and addition

modulo 2

256

are arried out before the di�usion layer is applied. If

TOP is unde�ned, the di�usion layer (pht or ipht) is arried out �rst.
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#de�ne PHT: If PHT is de�ned, the di�usion layer is made up

of the Pseudo-Hadamard-Transform (pht). If PHT is not de�ned, the

di�usion layer is made up of the Inverse-Pseudo-Hadamard-Transform

(ipht).

#de�ne PRIMARY: If PRIMARY is de�ned, the order of exeution

is XOR, s-boxes, addition modulo 2

256

. If PRIMARY is not de�ned,

the order of exeution is addition modulo 2

256

, s-boxes, XOR.

#de�ne FACTORS: If FACTORS is de�ned, the order of the

s-boxes is the same as in 2048XKS (4096XKS-F) or in 1024XKS

(2048XKS-F) enryption mode. If FACTORS is not de�ned, the order

of the s-boxes is the same as in 2048XKS (4096XKS-F) or in 1024XKS

(2048XKS-F) deryption mode.

4 Implementation Consideration

The referene implementation is programmed in the language C. Un-

fortunately, this laks instrutions, whih in assembler (proessor lan-

guage) are quite ommon. This makes the referene implementation

a bit lumsy. In the referene implementation you must have 64 bit

variables to allow for the arry. These 64 bit variables are then shifted

to right by 32 digits to get added in the next round of alulations.

This is true for the addtion modulo 2

256

and the s-boxes (see fun-

tions modmult and rypt). Also the rotations (see funtion pht and

ipht) are made up with the shift to left, a shift to right, and OR (see

the de�nitions of the referene implementation). For example, in the

Intel Arhiteture for 32 bit miroproessors (IA32), the s-boxes are

pogrammed in this way:

MOV EAX,data

MOV EBX,fator

MUL EBX

ADD EAX,EDX

ADC EAX,0

MOV data,EAX

Also the addition modulo 2

256

looks like this:

MOV EAX,data0

MOV EBX,key0

ADD EAX,BX

MOV data0,EAX

MOV EAX,data1

MOV EBX,key1
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ADC EAX,EBX

MOV data1,EAX

.

.

.

MOV EAX,data7

MOV EBX,key7

ADC EAX,EBX

MOV data7,EAX

The rotations of the di�usion layer are a part of the IA32. For the

�rst values of the funtion pht (a

0

and a

1

), the programming looks

like this:

MOV EAX,a0

MOV EBX,a1

MOV ECX,EAX

ROL ECX,1

ADD EBX,ECX

MOV EDX,EBX

ROL EDX,2

ADD EAX,EDX

MOV a1,EBX

MOV a0,EAX

In the ideal ase, the programming of 2048XKS-F and 4096XKS-F

should be all in assembler.

5 Derivatives of the XKS Family

If a 64 bit miroproessor is available, then multipliation modulo

2

64

� 1 an be used as a s-box. In the AMD world simply replae the

32 bit instrutions with 64 bit instrutions, that's it (see Implementa-

tion Consideration). In the Intel World it is a bit more ompliated,

beause Intel miroproessor alulate only the top 64 bit or the bot-

tom 64 bit. Hene, two multipliations have to be used here.

A fator f must not only ful�ll gd(f; 2

64

�1) = 1, but must be im-

mune to di�erential and linear ryptanalysis. The algorithm presented

in [2, 3℄ to redue vulnerability against di�erential ryptanalysis an

be used straightforword. To redue vulnerability against linear rypt-

analysis, an algorithm has to be developed or other measures have to

be taken. This an be, as is the ase with the XKS family, e.g. [10℄.

For 32 bit miroproessor multipliation modulo 2

32

+1 and for 64
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bit miroproessor multipliation modulo 2

64

+ 1 an be used. They

are similar to multipliation modulo 2

n

� 1, only the high bits are

subtrated from the low bits. In multipliation modulo 2

n

�1, the high

bits are added to the low bits (see Implementation Consideration).

However, measures against standard ryptanalytial tehniques have

to be found. See [7℄ for further information.

6 Intelletual Property

2048XKS-F and 4096XKS-F are free. The referene implementations

are overed by the GNU General Publi Liense.
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A Referene Implementation of 2048XKS-

F

#inlude<stdio.h>

#define NUM_ROUNDS 32

#define INT_LENGTH 32

#define ROL(x,a) (((x)<<(a))|((x)>>(INT_LENGTH-(a))))
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#define ROR(x,a) (((x)<<(INT_LENGTH-(a))|((x)>>(a))))

#define WIDTH 32

#define ROTROUND 455

#define FORWARD

#define BIG_KEY

#define FACTORS

#define PRIMARY

#define PHT

#define TOP

#ifdef FACTORS

void enryption_fators(unsigned long e_fators[WIDTH℄){

unsigned long i;

e_fators[0℄=0x025F1CDB;

for(i=0;i<(WIDTH/2);i++){

if(i!=0) e_fators[2*i℄=ROL(e_fators[0℄,2*i);

e_fators[2*i+1℄=ROL(e_fators[0℄,(WIDTH+7-2*i)%WIDTH);

}

}

#else

void enryption_fators(unsigned long d_fators[WIDTH℄){

unsigned long i;

d_fators[0℄=229459604;

for(i=0;i<(WIDTH/2);i++){

if(i!=0) d_fators[2*i℄=ROR(d_fators[0℄,2*i);

d_fators[2*i+1℄=ROR(d_fators[0℄,(WIDTH+7-2*i)%WIDTH);

}

}

#endif

unsigned long modmult(unsigned long fator1,unsigned long fator2){

unsigned long long f1,f2,ergebnis,k;

f1=(unsigned long long) fator1;

f2=(unsigned long long) fator2;
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ergebnis=f1*f2;

k=(ergebnis>>INT_LENGTH);

ergebnis&=0xFFFFFFFF;

ergebnis+=k;

ergebnis+=(ergebnis>>INT_LENGTH) & 1;

return(ergebnis & 0xFFFFFFFF);

}

void invert_keys(unsigned long keys[2*NUM_ROUNDS℄[WIDTH℄){

unsigned long i,j,intermediate[2*NUM_ROUNDS℄[WIDTH℄;

for(i=0;i<(2*NUM_ROUNDS);i++){

for(j=0;j<WIDTH;j++){

intermediate[i℄[j℄=keys[i℄[j℄;

}

}

for(i=0;i<NUM_ROUNDS;i++){

for(j=0;j<WIDTH;j++){

keys[(2*NUM_ROUNDS-2)-2*i℄[j℄=intermediate[2*i℄[j℄;

keys[(2*NUM_ROUNDS-1)-2*i℄[j℄=intermediate[2*i+1℄[j℄;

}

}

}

#ifdef BIG_KEY

void key_shedule(unsigned long user_key[8℄[WIDTH℄,\

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄){

unsigned long i,j;

for(i=0;i<8;i++){

for(j=0;j<WIDTH;j++){

key[i℄[j℄=user_key[i℄[j℄;

}

}

for(i=1;i<(NUM_ROUNDS/4);i++){

for(j=0;j<WIDTH;j++) {

key[8*i+7℄[j℄=(key[8*(i-1)+((j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH*7)℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))|\
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(key[8*(i-1)+((j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH)*7℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+6℄[j℄=(key[8*(i-1)+7-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+7-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+5℄[j℄=(key[8*(i-1)+6-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+6-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+4℄[j℄=(key[8*(i-1)+5-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+5-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+3℄[j℄=(key[8*(i-1)+4-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+4-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+2℄[j℄=(key[8*(i-1)+3-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+3-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\
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(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+1℄[j℄=(key[8*(i-1)+2-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+2-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i℄[j℄=(key[8*(i-1)+1-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+1-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

}

}

}

#else

void key_shedule(unsigned long user_key[4℄[WIDTH℄,\

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄){

unsigned long i,j;

for(i=0;i<4;i++){

for(j=0;j<WIDTH;j++){

key[i℄[j℄=user_key[i℄[j℄;

}

}

for(i=1;i<(NUM_ROUNDS/2);i++){

for(j=0;j<WIDTH;j++) {

key[4*i+3℄[j℄=(key[4*(i-1)+((j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH*3)℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))|\

(key[4*(i-1)+((j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH)*3℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\
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(INT_LENGTH-ROTROUND%INT_LENGTH));

key[4*i+2℄[j℄=(key[4*(i-1)+3-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[4*(i-1)+3-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[4*i+1℄[j℄=(key[4*(i-1)+2-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[4*(i-1)+2-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[4*i℄[j℄=(key[4*(i-1)+1-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[4*(i-1)+1-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

}

}

}

#endif

#ifdef PHT

void pht(unsigned long a[WIDTH℄){

unsigned long i,b[WIDTH℄;

a[1℄+=ROL(a[0℄,1);

a[0℄+=ROL(a[1℄,2);

a[3℄+=ROL(a[2℄,7);

a[2℄+=ROL(a[3℄,16);

a[5℄+=ROL(a[4℄,13),
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a[4℄+=ROL(a[5℄,30);

a[7℄+=ROL(a[6℄,19);

a[6℄+=ROL(a[7℄,12);

a[9℄+=ROL(a[8℄,25);

a[8℄+=ROL(a[9℄,26);

a[11℄+=ROL(a[10℄,31);

a[10℄+=ROL(a[11℄,8);

a[13℄+=ROL(a[12℄,5);

a[12℄+=ROL(a[13℄,22);

a[15℄+=ROL(a[14℄,11);

a[14℄+=ROL(a[15℄,4);

a[17℄+=ROL(a[16℄,17);

a[16℄+=ROL(a[17℄,18),

a[19℄+=ROL(a[18℄,23);

a[18℄+=a[19℄;

a[21℄+=ROL(a[20℄,29);

a[20℄+=ROL(a[21℄,14);

a[23℄+=ROL(a[22℄,3);

a[22℄+=ROL(a[23℄,28);

a[25℄+=ROL(a[24℄,9);

a[24℄+=ROL(a[25℄,10);

a[27℄+=ROL(a[26℄,15);

a[26℄+=ROL(a[27℄,24);

a[29℄+=ROL(a[28℄,21);

a[28℄+=ROL(a[29℄,6);

a[31℄+=ROL(a[30℄,27);

a[30℄+=ROL(a[31℄,20);

for(i=0;i<(WIDTH/2);i++){

b[i℄=a[2*i℄;

b[i+(WIDTH/2)℄=a[2*i+1℄;

}

b[1℄+=ROL(b[0℄,1);

b[0℄+=ROL(b[1℄,2);

b[3℄+=ROL(b[2℄,11);

b[2℄+=ROL(b[3℄,20);

b[5℄+=ROL(b[4℄,21);

b[4℄+=ROL(b[5℄,6);

b[7℄+=ROL(b[6℄,31);

b[6℄+=ROL(b[7℄,24);

b[9℄+=ROL(b[8℄,9);

b[8℄+=ROL(b[9℄,10);

b[11℄+=ROL(b[10℄,19);
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b[10℄+=ROL(b[11℄,28);

b[13℄+=ROL(b[12℄,29);

b[12℄+=ROL(b[13℄,14);

b[15℄+=ROL(b[14℄,7);

b[14℄+=b[15℄;

b[17℄+=ROL(b[16℄,17);

b[16℄+=ROL(b[17℄,18);

b[19℄+=ROL(b[18℄,27);

b[18℄+=ROL(b[19℄,4);

b[21℄+=ROL(b[20℄,5);

b[20℄+=ROL(b[21℄,22);

b[23℄+=ROL(b[22℄,15);

b[22℄+=ROL(b[23℄,8);

b[25℄+=ROL(b[24℄,25);

b[24℄+=ROL(b[25℄,26);

b[27℄+=ROL(b[26℄,3);

b[26℄+=ROL(b[27℄,12);

b[29℄+=ROL(b[28℄,13);

b[28℄+=ROL(b[29℄,30);

b[31℄+=ROL(b[30℄,23);

b[30℄+=ROL(b[31℄,16);

for(i=0;i<(WIDTH/2);i++){

a[i℄=b[2*i℄;

a[i+(WIDTH/2)℄=b[2*i+1℄;

}

a[1℄+=ROL(a[0℄,1);

a[0℄+=ROL(a[1℄,2);

a[3℄+=ROL(a[2℄,15);

a[2℄+=ROL(a[3℄,24);

a[5℄+=ROL(a[4℄,29);

a[4℄+=ROL(a[5℄,14);

a[7℄+=ROL(a[6℄,11);

a[6℄+=ROL(a[7℄,4);

a[9℄+=ROL(a[8℄,25);

a[8℄+=ROL(a[9℄,26);

a[11℄+=ROL(a[10℄,7);

a[10℄+=ROL(a[11℄,16);

a[13℄+=ROL(a[12℄,21);

a[12℄+=ROL(a[13℄,6);

a[15℄+=ROL(a[14℄,3);

a[14℄+=ROL(a[15℄,28);

a[17℄+=ROL(a[16℄,17);

a[16℄+=ROL(a[17℄,18);
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a[19℄+=ROL(a[18℄,31);

a[18℄+=ROL(a[19℄,8);

a[21℄+=ROL(a[20℄,13);

a[20℄+=ROL(a[21℄,30);

a[23℄+=ROL(a[22℄,27);

a[22℄+=ROL(a[23℄,20);

a[25℄+=ROL(a[24℄,9);

a[24℄+=ROL(a[25℄,10),

a[27℄+=ROL(a[26℄,23);

a[26℄+=a[27℄;

a[29℄+=ROL(a[28℄,5);

a[28℄+=ROL(a[29℄,22);

a[31℄+=ROL(a[30℄,19);

a[30℄+=ROL(a[31℄,12);

for(i=0;i<(WIDTH/2);i++){

b[i℄=a[2*i℄;

b[i+(WIDTH/2)℄=a[2*i+1℄;

}

b[1℄+=ROL(b[0℄,1);

b[0℄+=ROL(b[1℄,2);

b[3℄+=ROL(b[2℄,19);

b[2℄+=ROL(b[3℄,12);

b[5℄+=ROL(b[4℄,5);

b[4℄+=ROL(b[5℄,22);

b[7℄+=ROL(b[6℄,23);

b[6℄+=b[7℄;

b[9℄+=ROL(b[8℄,9);

b[8℄+=ROL(b[9℄,10);

b[11℄+=ROL(b[10℄,27);

b[10℄+=ROL(b[11℄,20);

b[13℄+=ROL(b[12℄,13);

b[12℄+=ROL(b[13℄,30);

b[15℄+=ROL(b[14℄,31);

b[14℄+=ROL(b[15℄,8);

b[17℄+=ROL(b[16℄,17);

b[16℄+=ROL(b[17℄,18);

b[19℄+=ROL(b[18℄,3);

b[18℄+=ROL(b[19℄,28);

b[21℄+=ROL(b[20℄,21);

b[20℄+=ROL(b[21℄,6);

b[23℄+=ROL(b[22℄,7);

b[22℄+=ROL(b[23℄,16);

b[25℄+=ROL(b[24℄,25);
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b[24℄+=ROL(b[25℄,26);

b[27℄+=ROL(b[26℄,11);

b[26℄+=ROL(b[27℄,4);

b[29℄+=ROL(b[28℄,29);

b[28℄+=ROL(b[29℄,14);

b[31℄+=ROL(b[30℄,15);

b[30℄+=ROL(b[31℄,24);

for(i=0;i<(WIDTH/2);i++){

a[i℄=b[2*i℄;

a[i+(WIDTH/2)℄=b[2*i+1℄;

}

a[1℄+=ROL(a[0℄,1);

a[0℄+=ROL(a[1℄,2);

a[3℄+=ROL(a[2℄,23);

a[2℄+=ROL(a[3℄,28);

a[5℄+=ROL(a[4℄,13);

a[4℄+=ROL(a[5℄,22);

a[7℄+=ROL(a[6℄,3);

a[6℄+=ROL(a[7℄,16);

a[9℄+=ROL(a[8℄,25);

a[8℄+=ROL(a[9℄,10);

a[11℄+=ROL(a[10℄,15);

a[10℄+=ROL(a[11℄,4);

a[13℄+=ROL(a[12℄,5);

a[12℄+=ROL(a[13℄,30);

a[15℄+=ROL(a[14℄,27);

a[14℄+=ROL(a[15℄,24);

a[17℄+=ROL(a[16℄,17);

a[16℄+=ROL(a[17℄,18);

a[19℄+=ROL(a[18℄,7);

a[18℄+=ROL(a[19℄,12);

a[21℄+=ROL(a[20℄,29);

a[20℄+=ROL(a[21℄,6);

a[23℄+=ROL(a[22℄,19);

a[22℄+=a[23℄;

a[25℄+=ROL(a[24℄,9);

a[24℄+=ROL(a[25℄,26),

a[27℄+=ROL(a[26℄,31);

a[26℄+=ROL(a[27℄,20);

a[29℄+=ROL(a[28℄,21);

a[28℄+=ROL(a[29℄,14);

a[31℄+=ROL(a[30℄,11);

a[30℄+=ROL(a[31℄,8);
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}

#else

void ipht(unsigned long b[WIDTH℄){

unsigned long i,a[WIDTH℄;

b[0℄-=ROL(b[1℄,2);

b[1℄-=ROL(b[0℄,1);

b[2℄-=ROL(b[3℄,28);

b[3℄-=ROL(b[2℄,23);

b[4℄-=ROL(b[5℄,22);

b[5℄-=ROL(b[4℄,13);

b[6℄-=ROL(b[7℄,16);

b[7℄-=ROL(b[6℄,3);

b[8℄-=ROL(b[9℄,10);

b[9℄-=ROL(b[8℄,25);

b[10℄-=ROL(b[11℄,4);

b[11℄-=ROL(b[10℄,15);

b[12℄-=ROL(b[13℄,30);

b[13℄-=ROL(b[12℄,5);

b[14℄-=ROL(b[15℄,24);

b[15℄-=ROL(b[14℄,27);

b[16℄-=ROL(b[17℄,18);

b[17℄-=ROL(b[16℄,17);

b[18℄-=ROL(b[19℄,12);

b[19℄-=ROL(b[18℄,7);

b[20℄-=ROL(b[21℄,6);

b[21℄-=ROL(b[20℄,29);

b[22℄-=b[23℄;

b[23℄-=ROL(b[22℄,19);

b[24℄-=ROL(b[25℄,26);

b[25℄-=ROL(b[24℄,9);

b[26℄-=ROL(b[27℄,20);

b[27℄-=ROL(b[26℄,31);

b[28℄-=ROL(b[29℄,14);

b[29℄-=ROL(b[28℄,21);

b[30℄-=ROL(b[31℄,8);

b[31℄-=ROL(b[30℄,11);

for(i=0;i<(WIDTH/2);i++){

a[2*i℄=b[i℄;

a[2*i+1℄=b[i+(WIDTH/2)℄;

}
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a[0℄-=ROL(a[1℄,2);

a[1℄-=ROL(a[0℄,1);

a[2℄-=ROL(a[3℄,12);

a[3℄-=ROL(a[2℄,19);

a[4℄-=ROL(a[5℄,22);

a[5℄-=ROL(a[4℄,5);

a[6℄-=a[7℄;

a[7℄-=ROL(a[6℄,23);

a[8℄-=ROL(a[9℄,10),

a[9℄-=ROL(a[8℄,9);

a[10℄-=ROL(a[11℄,20);

a[11℄-=ROL(a[10℄,27);

a[12℄-=ROL(a[13℄,30);

a[13℄-=ROL(a[12℄,13);

a[14℄-=ROL(a[15℄,8);

a[15℄-=ROL(a[14℄,31);

a[16℄-=ROL(a[17℄,18);

a[17℄-=ROL(a[16℄,17);

a[18℄-=ROL(a[19℄,28);

a[19℄-=ROL(a[18℄,3);

a[20℄-=ROL(a[21℄,6);

a[21℄-=ROL(a[20℄,21);

a[22℄-=ROL(a[23℄,16);

a[23℄-=ROL(a[22℄,7);

a[24℄-=ROL(a[25℄,26);

a[25℄-=ROL(a[24℄,25);

a[26℄-=ROL(a[27℄,4);

a[27℄-=ROL(a[26℄,11);

a[28℄-=ROL(a[29℄,14);

a[29℄-=ROL(a[28℄,29);

a[30℄-=ROL(a[31℄,24);

a[31℄-=ROL(a[30℄,15);

for(i=0;i<(WIDTH/2);i++){

b[2*i℄=a[i℄;

b[2*i+1℄=a[i+(WIDTH/2)℄;

}

b[0℄-=ROL(b[1℄,2);

b[1℄-=ROL(b[0℄,1);

b[2℄-=ROL(b[3℄,24);

b[3℄-=ROL(b[2℄,15);

b[4℄-=ROL(b[5℄,14);

b[5℄-=ROL(b[4℄,29);

b[6℄-=ROL(b[7℄,4);
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b[7℄-=ROL(b[6℄,11);

b[8℄-=ROL(b[9℄,26);

b[9℄-=ROL(b[8℄,25);

b[10℄-=ROL(b[11℄,16);

b[11℄-=ROL(b[10℄,7);

b[12℄-=ROL(b[13℄,6);

b[13℄-=ROL(b[12℄,21);

b[14℄-=ROL(b[15℄,28);

b[15℄-=ROL(b[14℄,3);

b[16℄-=ROL(b[17℄,18);

b[17℄-=ROL(b[16℄,17);

b[18℄-=ROL(b[19℄,8);

b[19℄-=ROL(b[18℄,31);

b[20℄-=ROL(b[21℄,30);

b[21℄-=ROL(b[20℄,13);

b[22℄-=ROL(b[23℄,20);

b[23℄-=ROL(b[22℄,27);

b[24℄-=ROL(b[25℄,10);

b[25℄-=ROL(b[24℄,9);

b[26℄-=b[27℄;

b[27℄-=ROL(b[26℄,23);

b[28℄-=ROL(b[29℄,22);

b[29℄-=ROL(b[28℄,5);

b[30℄-=ROL(b[31℄,12);

b[31℄-=ROL(b[30℄,19);

for(i=0;i<(WIDTH/2);i++){

a[2*i℄=b[i℄;

a[2*i+1℄=b[i+(WIDTH/2)℄;

}

a[0℄-=ROL(a[1℄,2);

a[1℄-=ROL(a[0℄,1);

a[2℄-=ROL(a[3℄,20);

a[3℄-=ROL(a[2℄,11);

a[4℄-=ROL(a[5℄,6);

a[5℄-=ROL(a[4℄,21);

a[6℄-=ROL(a[7℄,24);

a[7℄-=ROL(a[6℄,31);

a[8℄-=ROL(a[9℄,10),

a[9℄-=ROL(a[8℄,9);

a[10℄-=ROL(a[11℄,28);

a[11℄-=ROL(a[10℄,19);

a[12℄-=ROL(a[13℄,14);

a[13℄-=ROL(a[12℄,29);
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a[14℄-=a[15℄;

a[15℄-=ROL(a[14℄,7);

a[16℄-=ROL(a[17℄,18);

a[17℄-=ROL(a[16℄,17);

a[18℄-=ROL(a[19℄,4);

a[19℄-=ROL(a[18℄,27);

a[20℄-=ROL(a[21℄,22);

a[21℄-=ROL(a[20℄,5);

a[22℄-=ROL(a[23℄,8);

a[23℄-=ROL(a[22℄,15);

a[24℄-=ROL(a[25℄,26);

a[25℄-=ROL(a[24℄,25);

a[26℄-=ROL(a[27℄,12);

a[27℄-=ROL(a[26℄,3);

a[28℄-=ROL(a[29℄,30);

a[29℄-=ROL(a[28℄,13);

a[30℄-=ROL(a[31℄,16);

a[31℄-=ROL(a[30℄,23);

for(i=0;i<(WIDTH/2);i++){

b[2*i℄=a[i℄;

b[2*i+1℄=a[i+(WIDTH/2)℄;

}

b[0℄-=ROL(b[1℄,2);

b[1℄-=ROL(b[0℄,1);

b[2℄-=ROL(b[3℄,16);

b[3℄-=ROL(b[2℄,7);

b[4℄-=ROL(b[5℄,30);

b[5℄-=ROL(b[4℄,13);

b[6℄-=ROL(b[7℄,12);

b[7℄-=ROL(b[6℄,19);

b[8℄-=ROL(b[9℄,26);

b[9℄-=ROL(b[8℄,25);

b[10℄-=ROL(b[11℄,8),

b[11℄-=ROL(b[10℄,31);

b[12℄-=ROL(b[13℄,22);

b[13℄-=ROL(b[12℄,5);

b[14℄-=ROL(b[15℄,4);

b[15℄-=ROL(b[14℄,11);

b[16℄-=ROL(b[17℄,18);

b[17℄-=ROL(b[16℄,17);

b[18℄-=b[19℄;

b[19℄-=ROL(b[18℄,23);

b[20℄-=ROL(b[21℄,14);
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b[21℄-=ROL(b[20℄,29);

b[22℄-=ROL(b[23℄,28);

b[23℄-=ROL(b[22℄,3);

b[24℄-=ROL(b[25℄,10);

b[25℄-=ROL(b[24℄,9);

b[26℄-=ROL(b[27℄,24);

b[27℄-=ROL(b[26℄,15);

b[28℄-=ROL(b[29℄,6);

b[29℄-=ROL(b[28℄,21);

b[30℄-=ROL(b[31℄,20);

b[31℄-=ROL(b[30℄,27);

}

#endif

void f_funtion(unsigned long key[2*NUM_ROUNDS℄[WIDTH℄,\

unsigned long fators[WIDTH℄,unsigned long max,\

unsigned long left[WIDTH℄,unsigned long right[WIDTH℄){

unsigned long i,j,help[WIDTH℄;

unsigned long long n,o,arry1;

for(i=0;i<WIDTH;i++) help[i℄=left[i℄;

#ifdef TOP

#ifdef PRIMARY

arry1=0;

for(j=0;j<WIDTH;j++){

help[j℄^=key[max℄[j℄;

help[j℄=modmult(help[j℄,fators[j℄);

n=(unsigned long long) key[max+1℄[j℄;

o=(unsigned long long) help[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

if((j & 7)==7) arry1=0;

}

#else
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arry1=0;

for(j=0;j<WIDTH;j++){

n=(unsigned long long) help[j℄;

o=(unsigned long long) key[max℄[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

help[j℄=modmult(help[j℄,fators[j℄);

help[j℄^=key[max+1℄[j℄;

if((j & 7)==7) arry1=0;

}

#endif

#ifdef PHT

pht(help);

#else

ipht(help);

#endif

#else

#ifdef PHT

pht(help);

#else

ipht(help);

#endif

#ifdef PRIMARY

arry1=0;

for(j=0;j<WIDTH;j++){

help[j℄^=key[max℄[j℄;

help[j℄=modmult(help[j℄,fators[j℄);

n=(unsigned long long) key[max+1℄[j℄;
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o=(unsigned long long) help[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

if((j & 7)==7) arry1=0;

}

#else

arry1=0;

for(j=0;j<WIDTH;j++){

n=(unsigned long long) help[j℄;

o=(unsigned long long) key[max℄[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

help[j℄=modmult(help[j℄,fators[j℄);

help[j℄^=key[max+1℄[j℄;

if((j & 7)==7) arry1=0;

}

#endif

#endif

for(i=0;i<WIDTH;i++) right[i℄^=help[i℄;

}

void rypt(unsigned long key[2*NUM_ROUNDS℄[WIDTH℄,\

unsigned long fators[WIDTH℄,unsigned long left[WIDTH℄,\

unsigned long right[WIDTH℄){

unsigned long i,help;

for(i=0;i<(NUM_ROUNDS/2);i++){

f_funtion(key,fators,(4*i),left,right);

f_funtion(key,fators,(4*i+2),right,left);

}

for(i=0;i<WIDTH;i++){

help=right[i℄;
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right[i℄=left[i℄;

left[i℄=help;

}

}

void enrypt(unsigned long userkey[℄[WIDTH℄,unsigned long long size,\

unsigned long left[℄[WIDTH℄, unsigned long right[℄[WIDTH℄){

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄;

unsigned long fators[WIDTH℄;

unsigned long i,j,help1[WIDTH℄,help2[WIDTH℄;

unsigned long long m;

key_shedule(userkey,key);

enryption_fators(fators);

for(i=0;i<WIDTH;i++){

help1[i℄=0;help2[i℄=0;

}

#if defined(FORWARD)

for(i=0;i<(NUM_ROUNDS);i++){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i℄[j℄=help2[j℄;

key[2*i+1℄[j℄=help1[j℄;

}

}

#else

for(i=(NUM_ROUNDS);i>0;i--){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i-1℄[j℄=help1[j℄;

key[2*i-2℄[j℄=help2[j℄;

}

}

#endif

for(m=0;m<size;m++){
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rypt(key,fators,&(left[m℄[0℄),&(right[m℄[0℄));

}

}

void derypt(unsigned long userkey[℄[WIDTH℄,unsigned long long size,\

unsigned long left[℄[WIDTH℄, unsigned long right[℄[WIDTH℄){

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄;

unsigned long fators[WIDTH℄;

unsigned long i,j,help1[WIDTH℄,help2[WIDTH℄;

unsigned long long m;

key_shedule(userkey,key);

enryption_fators(fators);

for(i=0;i<WIDTH;i++){

help1[i℄=0;help2[i℄=0;

}

#if defined(FORWARD)

for(i=0;i<(NUM_ROUNDS);i++){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i℄[j℄=help2[j℄;

key[2*i+1℄[j℄=help1[j℄;

}

}

#else

for(i=(NUM_ROUNDS);i>0;i--){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i-1℄[j℄=help1[j℄;

key[2*i-2℄[j℄=help2[j℄;

}

}

#endif

invert_keys(key);

for(m=0;m<size;m++){

rypt(key,fators,&(left[m℄[0℄),&(right[m℄[0℄));
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}

}

int main(){

unsigned long i,j;

unsigned long left[1℄[WIDTH℄,right[1℄[WIDTH℄;

#if defined(BIG_KEY)

unsigned long userkey[8℄[WIDTH℄;

#else

unsigned long userkey[4℄[WIDTH℄;

#endif

for(i=0;i<WIDTH;i++){

left[0℄[i℄=i;

right[0℄[i℄=i;

}

#if defined(BIG_KEY)

for(i=0;i<WIDTH;i++){

for(j=0;j<8;j++) userkey[j℄[i℄=WIDTH*j+i;

}

#else

for(i=0;i<WIDTH;i++){

for(j=0;j<4;j++) userkey[j℄[i℄=WIDTH*j+i;

}

#endif

enrypt(userkey,1ULL,left,right);

for(i=0;i<WIDTH;i++) printf("%lx %lx\n",left[0℄[i℄, right[0℄[i℄);

sanf("%ld",&j);

derypt(userkey,1ULL,left,right);

for(i=0;i<WIDTH;i++) printf("%lx %lx\n",left[0℄[i℄,right[0℄[i℄);

sanf("%ld",&j);

return(0);

}
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B Referene Implementation of 4096XKS-

F

#inlude<stdio.h>

#define NUM_ROUNDS 32

#define INT_LENGTH 32

#define ROL(x,a) (((x)<<(a))|((x)>>(INT_LENGTH-(a))))

#define ROR(x,a) (((x)<<(INT_LENGTH-(a))|((x)>>(a))))

#define WIDTH 64

#define ROTROUND 455

#define FORWARD

#define BIG_KEY

#define FACTORS

#define PRIMARY

#define PHT

#define TOP

#ifdef FACTORS

void enryption_fators(unsigned long e_fators[WIDTH℄){

unsigned long i;

e_fators[0℄=0x025F1CDB;

for(i=0;i<(WIDTH/4);i++){

if(i!=0) e_fators[2*i℄=ROL(e_fators[0℄,2*i);

e_fators[2*i+1℄=\

ROL(e_fators[0℄,((WIDTH/2)+7-2*i)%(WIDTH/2));

}

e_fators[WIDTH/2℄=229459604;

for(i=0;i<(WIDTH/4);i++){

if(i!=0) e_fators[WIDTH/2+2*i℄=ROL(e_fators[WIDTH/2℄,2*i);

e_fators[WIDTH/2+2*i+1℄=\

ROL(e_fators[WIDTH/2℄,((WIDTH/2)+17-2*i)%(WIDTH/2));

}

}

#else

void enryption_fators(unsigned long d_fators[WIDTH℄){

unsigned long i;
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d_fators[0℄=229459604;

for(i=0;i<(WIDTH/4);i++){

if(i!=0) d_fators[2*i℄=ROR(d_fators[0℄,2*i);

d_fators[2*i+1℄=\

ROR(d_fators[0℄,((WIDTH/2)+7-2*i)%(WIDTH/2));

}

d_fators[WIDTH/2℄=0x025F1CDB;

for(i=0;i<(WIDTH/4);i++){

if(i!=0) d_fators[WIDTH/2+2*i℄=ROR(d_fators[WIDTH/2℄,2*i);

d_fators[WIDTH/2+2*i+1℄=\

ROR(d_fators[WIDTH/2℄,((WIDTH/2)+17-2*i)%(WIDTH/2));

}

}

#endif

unsigned long modmult(unsigned long fator1,unsigned long fator2){

unsigned long long f1,f2,ergebnis,k;

f1=(unsigned long long) fator1;

f2=(unsigned long long) fator2;

ergebnis=f1*f2;

k=(ergebnis>>INT_LENGTH);

ergebnis&=0xFFFFFFFF;

ergebnis+=k;

ergebnis+=(ergebnis>>INT_LENGTH) & 1;

return(ergebnis & 0xFFFFFFFF);

}

void invert_keys(unsigned long keys[2*NUM_ROUNDS℄[WIDTH℄){

unsigned long i,j,intermediate[2*NUM_ROUNDS℄[WIDTH℄;

for(i=0;i<(2*NUM_ROUNDS);i++){

for(j=0;j<WIDTH;j++){

intermediate[i℄[j℄=keys[i℄[j℄;

}

}

for(i=0;i<NUM_ROUNDS;i++){

for(j=0;j<WIDTH;j++){

keys[(2*NUM_ROUNDS-2)-2*i℄[j℄=intermediate[2*i℄[j℄;

keys[(2*NUM_ROUNDS-1)-2*i℄[j℄=intermediate[2*i+1℄[j℄;

}

}
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}

#ifdef BIG_KEY

void key_shedule(unsigned long user_key[8℄[WIDTH℄,\

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄){

unsigned long i,j;

for(i=0;i<8;i++){

for(j=0;j<WIDTH;j++){

key[i℄[j℄=user_key[i℄[j℄;

}

}

for(i=1;i<(NUM_ROUNDS/4);i++){

for(j=0;j<WIDTH;j++) {

key[8*i+7℄[j℄=(key[8*(i-1)+((j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH*7)℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))|\

(key[8*(i-1)+((j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH)*7℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+6℄[j℄=(key[8*(i-1)+7-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+7-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+5℄[j℄=(key[8*(i-1)+6-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+6-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+4℄[j℄=(key[8*(i-1)+5-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\
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[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+5-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+3℄[j℄=(key[8*(i-1)+4-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+4-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+2℄[j℄=(key[8*(i-1)+3-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+3-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i+1℄[j℄=(key[8*(i-1)+2-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+2-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[8*i℄[j℄=(key[8*(i-1)+1-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[8*(i-1)+1-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

}

}

}
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#else

void key_shedule(unsigned long user_key[4℄[WIDTH℄,\

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄){

unsigned long i,j;

for(i=0;i<4;i++){

for(j=0;j<WIDTH;j++){

key[i℄[j℄=user_key[i℄[j℄;

}

}

for(i=1;i<(NUM_ROUNDS/2);i++){

for(j=0;j<WIDTH;j++) {

key[4*i+3℄[j℄=(key[4*(i-1)+((j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH*3)℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))|\

(key[4*(i-1)+((j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH)*3℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[4*i+2℄[j℄=(key[4*(i-1)+3-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[4*(i-1)+3-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[4*i+1℄[j℄=(key[4*(i-1)+2-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\

%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[4*(i-1)+2-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

key[4*i℄[j℄=(key[4*(i-1)+1-(j+((WIDTH*INT_LENGTH-ROTROUND)\

/INT_LENGTH))/WIDTH℄\

[(j+((WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH))\
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%WIDTH℄<<(ROTROUND%INT_LENGTH))\

|(key[4*(i-1)+1-(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)/WIDTH℄\

[(j+(WIDTH*INT_LENGTH-ROTROUND)/INT_LENGTH+1)%WIDTH℄>>\

(INT_LENGTH-ROTROUND%INT_LENGTH));

}

}

}

#endif

#ifdef PHT

void pht(unsigned long a[WIDTH℄){

unsigned long i,b[WIDTH℄;

a[1℄+=ROL(a[0℄,1);

a[0℄+=ROL(a[1℄,2);

a[3℄+=ROL(a[2℄,7);

a[2℄+=ROL(a[3℄,16);

a[5℄+=ROL(a[4℄,13),

a[4℄+=ROL(a[5℄,30);

a[7℄+=ROL(a[6℄,19);

a[6℄+=ROL(a[7℄,12);

a[9℄+=ROL(a[8℄,25);

a[8℄+=ROL(a[9℄,26);

a[11℄+=ROL(a[10℄,31);

a[10℄+=ROL(a[11℄,8);

a[13℄+=ROL(a[12℄,5);

a[12℄+=ROL(a[13℄,22);

a[15℄+=ROL(a[14℄,11);

a[14℄+=ROL(a[15℄,4);

a[17℄+=ROL(a[16℄,17);

a[16℄+=ROL(a[17℄,18),

a[19℄+=ROL(a[18℄,23);

a[18℄+=a[19℄;

a[21℄+=ROL(a[20℄,29);

a[20℄+=ROL(a[21℄,14);

a[23℄+=ROL(a[22℄,3);

a[22℄+=ROL(a[23℄,28);

a[25℄+=ROL(a[24℄,9);

a[24℄+=ROL(a[25℄,10);

a[27℄+=ROL(a[26℄,15);

37



a[26℄+=ROL(a[27℄,24);

a[29℄+=ROL(a[28℄,21);

a[28℄+=ROL(a[29℄,6);

a[31℄+=ROL(a[30℄,27);

a[30℄+=ROL(a[31℄,20);

a[33℄+=ROL(a[32℄,1);

a[32℄+=ROL(a[33℄,2);

a[35℄+=ROL(a[34℄,7);

a[34℄+=ROL(a[35℄,16);

a[37℄+=ROL(a[36℄,13),

a[36℄+=ROL(a[37℄,30);

a[39℄+=ROL(a[38℄,19);

a[38℄+=ROL(a[39℄,12);

a[41℄+=ROL(a[40℄,25);

a[40℄+=ROL(a[41℄,26);

a[43℄+=ROL(a[42℄,31);

a[42℄+=ROL(a[43℄,8);

a[45℄+=ROL(a[44℄,5);

a[44℄+=ROL(a[45℄,22);

a[47℄+=ROL(a[46℄,11);

a[46℄+=ROL(a[47℄,4);

a[49℄+=ROL(a[48℄,17);

a[48℄+=ROL(a[49℄,18),

a[51℄+=ROL(a[50℄,23);

a[50℄+=a[51℄;

a[53℄+=ROL(a[52℄,29);

a[52℄+=ROL(a[53℄,14);

a[55℄+=ROL(a[54℄,3);

a[54℄+=ROL(a[55℄,28);

a[57℄+=ROL(a[56℄,9);

a[56℄+=ROL(a[57℄,10);

a[59℄+=ROL(a[58℄,15);

a[58℄+=ROL(a[59℄,24);

a[61℄+=ROL(a[60℄,21);

a[60℄+=ROL(a[61℄,6);

a[63℄+=ROL(a[62℄,27);

a[62℄+=ROL(a[63℄,20);

for(i=0;i<(WIDTH/2);i++){

b[i℄=a[2*i℄;

b[i+(WIDTH/2)℄=a[2*i+1℄;

}
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b[1℄+=ROL(b[0℄,1);

b[0℄+=ROL(b[1℄,2);

b[3℄+=ROL(b[2℄,11);

b[2℄+=ROL(b[3℄,20);

b[5℄+=ROL(b[4℄,21);

b[4℄+=ROL(b[5℄,6);

b[7℄+=ROL(b[6℄,31);

b[6℄+=ROL(b[7℄,24);

b[9℄+=ROL(b[8℄,9);

b[8℄+=ROL(b[9℄,10);

b[11℄+=ROL(b[10℄,19);

b[10℄+=ROL(b[11℄,28);

b[13℄+=ROL(b[12℄,29);

b[12℄+=ROL(b[13℄,14);

b[15℄+=ROL(b[14℄,7);

b[14℄+=b[15℄;

b[17℄+=ROL(b[16℄,17);

b[16℄+=ROL(b[17℄,18);

b[19℄+=ROL(b[18℄,27);

b[18℄+=ROL(b[19℄,4);

b[21℄+=ROL(b[20℄,5);

b[20℄+=ROL(b[21℄,22);

b[23℄+=ROL(b[22℄,15);

b[22℄+=ROL(b[23℄,8);

b[25℄+=ROL(b[24℄,25);

b[24℄+=ROL(b[25℄,26);

b[27℄+=ROL(b[26℄,3);

b[26℄+=ROL(b[27℄,12);

b[29℄+=ROL(b[28℄,13);

b[28℄+=ROL(b[29℄,30);

b[31℄+=ROL(b[30℄,23);

b[30℄+=ROL(b[31℄,16);

b[33℄+=ROL(b[32℄,1);

b[32℄+=ROL(b[33℄,2);

b[35℄+=ROL(b[34℄,11);

b[34℄+=ROL(b[35℄,20);

b[37℄+=ROL(b[36℄,21);

b[36℄+=ROL(b[37℄,6);

b[39℄+=ROL(b[38℄,31);

b[38℄+=ROL(b[39℄,24);

b[41℄+=ROL(b[40℄,9);
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b[40℄+=ROL(b[41℄,10);

b[43℄+=ROL(b[42℄,19);

b[42℄+=ROL(b[43℄,28);

b[45℄+=ROL(b[44℄,29);

b[44℄+=ROL(b[45℄,14);

b[47℄+=ROL(b[46℄,7);

b[46℄+=b[47℄;

b[49℄+=ROL(b[48℄,17);

b[48℄+=ROL(b[49℄,18);

b[51℄+=ROL(b[50℄,27);

b[50℄+=ROL(b[51℄,4);

b[53℄+=ROL(b[52℄,5);

b[52℄+=ROL(b[53℄,22);

b[55℄+=ROL(b[54℄,15);

b[54℄+=ROL(b[55℄,8);

b[57℄+=ROL(b[56℄,25);

b[56℄+=ROL(b[57℄,26);

b[59℄+=ROL(b[58℄,3);

b[58℄+=ROL(b[59℄,12);

b[61℄+=ROL(b[60℄,13);

b[60℄+=ROL(b[61℄,30);

b[63℄+=ROL(b[62℄,23);

b[62℄+=ROL(b[63℄,16);

for(i=0;i<(WIDTH/2);i++){

a[i℄=b[2*i℄;

a[i+(WIDTH/2)℄=b[2*i+1℄;

}

a[1℄+=ROL(a[0℄,1);

a[0℄+=ROL(a[1℄,2);

a[3℄+=ROL(a[2℄,15);

a[2℄+=ROL(a[3℄,24);

a[5℄+=ROL(a[4℄,29);

a[4℄+=ROL(a[5℄,14);

a[7℄+=ROL(a[6℄,11);

a[6℄+=ROL(a[7℄,4);

a[9℄+=ROL(a[8℄,25);

a[8℄+=ROL(a[9℄,26);

a[11℄+=ROL(a[10℄,7);

a[10℄+=ROL(a[11℄,16);

a[13℄+=ROL(a[12℄,21);

a[12℄+=ROL(a[13℄,6);
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a[15℄+=ROL(a[14℄,3);

a[14℄+=ROL(a[15℄,28);

a[17℄+=ROL(a[16℄,17);

a[16℄+=ROL(a[17℄,18);

a[19℄+=ROL(a[18℄,31);

a[18℄+=ROL(a[19℄,8);

a[21℄+=ROL(a[20℄,13);

a[20℄+=ROL(a[21℄,30);

a[23℄+=ROL(a[22℄,27);

a[22℄+=ROL(a[23℄,20);

a[25℄+=ROL(a[24℄,9);

a[24℄+=ROL(a[25℄,10),

a[27℄+=ROL(a[26℄,23);

a[26℄+=a[27℄;

a[29℄+=ROL(a[28℄,5);

a[28℄+=ROL(a[29℄,22);

a[31℄+=ROL(a[30℄,19);

a[30℄+=ROL(a[31℄,12);

a[33℄+=ROL(a[32℄,1);

a[32℄+=ROL(a[33℄,2);

a[35℄+=ROL(a[34℄,15);

a[34℄+=ROL(a[35℄,24);

a[37℄+=ROL(a[36℄,29);

a[36℄+=ROL(a[37℄,14);

a[39℄+=ROL(a[38℄,11);

a[38℄+=ROL(a[39℄,4);

a[41℄+=ROL(a[40℄,25);

a[40℄+=ROL(a[41℄,26);

a[43℄+=ROL(a[42℄,7);

a[42℄+=ROL(a[43℄,16);

a[45℄+=ROL(a[44℄,21);

a[44℄+=ROL(a[45℄,6);

a[47℄+=ROL(a[46℄,3);

a[46℄+=ROL(a[47℄,28);

a[49℄+=ROL(a[48℄,17);

a[48℄+=ROL(a[49℄,18);

a[51℄+=ROL(a[50℄,31);

a[50℄+=ROL(a[51℄,8);

a[53℄+=ROL(a[52℄,13);

a[52℄+=ROL(a[53℄,30);

a[55℄+=ROL(a[54℄,27);

a[54℄+=ROL(a[55℄,20);
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a[57℄+=ROL(a[56℄,9);

a[56℄+=ROL(a[57℄,10),

a[59℄+=ROL(a[58℄,23);

a[58℄+=a[59℄;

a[61℄+=ROL(a[60℄,5);

a[60℄+=ROL(a[61℄,22);

a[63℄+=ROL(a[62℄,19);

a[62℄+=ROL(a[63℄,12);

for(i=0;i<(WIDTH/2);i++){

b[i℄=a[2*i℄;

b[i+(WIDTH/2)℄=a[2*i+1℄;

}

b[1℄+=ROL(b[0℄,1);

b[0℄+=ROL(b[1℄,2);

b[3℄+=ROL(b[2℄,19);

b[2℄+=ROL(b[3℄,12);

b[5℄+=ROL(b[4℄,5);

b[4℄+=ROL(b[5℄,22);

b[7℄+=ROL(b[6℄,23);

b[6℄+=b[7℄;

b[9℄+=ROL(b[8℄,9);

b[8℄+=ROL(b[9℄,10);

b[11℄+=ROL(b[10℄,27);

b[10℄+=ROL(b[11℄,20);

b[13℄+=ROL(b[12℄,13);

b[12℄+=ROL(b[13℄,30);

b[15℄+=ROL(b[14℄,31);

b[14℄+=ROL(b[15℄,8);

b[17℄+=ROL(b[16℄,17);

b[16℄+=ROL(b[17℄,18);

b[19℄+=ROL(b[18℄,3);

b[18℄+=ROL(b[19℄,28);

b[21℄+=ROL(b[20℄,21);

b[20℄+=ROL(b[21℄,6);

b[23℄+=ROL(b[22℄,7);

b[22℄+=ROL(b[23℄,16);

b[25℄+=ROL(b[24℄,25);

b[24℄+=ROL(b[25℄,26);

b[27℄+=ROL(b[26℄,11);

b[26℄+=ROL(b[27℄,4);

b[29℄+=ROL(b[28℄,29);
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b[28℄+=ROL(b[29℄,14);

b[31℄+=ROL(b[30℄,15);

b[30℄+=ROL(b[31℄,24);

b[33℄+=ROL(b[32℄,1);

b[32℄+=ROL(b[33℄,2);

b[35℄+=ROL(b[34℄,19);

b[34℄+=ROL(b[35℄,12);

b[37℄+=ROL(b[36℄,5);

b[36℄+=ROL(b[37℄,22);

b[39℄+=ROL(b[38℄,23);

b[38℄+=b[39℄;

b[41℄+=ROL(b[40℄,9);

b[40℄+=ROL(b[41℄,10);

b[43℄+=ROL(b[42℄,27);

b[42℄+=ROL(b[43℄,20);

b[45℄+=ROL(b[44℄,13);

b[44℄+=ROL(b[45℄,30);

b[47℄+=ROL(b[46℄,31);

b[46℄+=ROL(b[47℄,8);

b[49℄+=ROL(b[48℄,17);

b[48℄+=ROL(b[49℄,18);

b[51℄+=ROL(b[50℄,3);

b[50℄+=ROL(b[51℄,28);

b[53℄+=ROL(b[52℄,21);

b[52℄+=ROL(b[53℄,6);

b[55℄+=ROL(b[54℄,7);

b[54℄+=ROL(b[55℄,16);

b[57℄+=ROL(b[56℄,25);

b[56℄+=ROL(b[57℄,26);

b[59℄+=ROL(b[58℄,11);

b[58℄+=ROL(b[59℄,4);

b[61℄+=ROL(b[60℄,29);

b[60℄+=ROL(b[61℄,14);

b[63℄+=ROL(b[62℄,15);

b[62℄+=ROL(b[63℄,24);

for(i=0;i<(WIDTH/2);i++){

a[i℄=b[2*i℄;

a[i+(WIDTH/2)℄=b[2*i+1℄;

}
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a[1℄+=ROL(a[0℄,1);

a[0℄+=ROL(a[1℄,2);

a[3℄+=ROL(a[2℄,23);

a[2℄+=ROL(a[3℄,28);

a[5℄+=ROL(a[4℄,13);

a[4℄+=ROL(a[5℄,22);

a[7℄+=ROL(a[6℄,3);

a[6℄+=ROL(a[7℄,16);

a[9℄+=ROL(a[8℄,25);

a[8℄+=ROL(a[9℄,10);

a[11℄+=ROL(a[10℄,15);

a[10℄+=ROL(a[11℄,4);

a[13℄+=ROL(a[12℄,5);

a[12℄+=ROL(a[13℄,30);

a[15℄+=ROL(a[14℄,27);

a[14℄+=ROL(a[15℄,24);

a[17℄+=ROL(a[16℄,17);

a[16℄+=ROL(a[17℄,18);

a[19℄+=ROL(a[18℄,7);

a[18℄+=ROL(a[19℄,12);

a[21℄+=ROL(a[20℄,29);

a[20℄+=ROL(a[21℄,6);

a[23℄+=ROL(a[22℄,19);

a[22℄+=a[23℄;

a[25℄+=ROL(a[24℄,9);

a[24℄+=ROL(a[25℄,26),

a[27℄+=ROL(a[26℄,31);

a[26℄+=ROL(a[27℄,20);

a[29℄+=ROL(a[28℄,21);

a[28℄+=ROL(a[29℄,14);

a[31℄+=ROL(a[30℄,11);

a[30℄+=ROL(a[31℄,8);

a[33℄+=ROL(a[32℄,1);

a[32℄+=ROL(a[33℄,2);

a[35℄+=ROL(a[34℄,23);

a[34℄+=ROL(a[35℄,28);

a[37℄+=ROL(a[36℄,13);

a[36℄+=ROL(a[37℄,22);

a[39℄+=ROL(a[38℄,3);

a[38℄+=ROL(a[39℄,16);

a[41℄+=ROL(a[40℄,25);

a[40℄+=ROL(a[41℄,10);
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a[43℄+=ROL(a[42℄,15);

a[42℄+=ROL(a[43℄,4);

a[45℄+=ROL(a[44℄,5);

a[44℄+=ROL(a[45℄,30);

a[47℄+=ROL(a[46℄,27);

a[46℄+=ROL(a[47℄,24);

a[49℄+=ROL(a[48℄,17);

a[48℄+=ROL(a[49℄,18);

a[51℄+=ROL(a[50℄,7);

a[50℄+=ROL(a[51℄,12);

a[53℄+=ROL(a[52℄,29);

a[52℄+=ROL(a[53℄,6);

a[55℄+=ROL(a[54℄,19);

a[54℄+=a[55℄;

a[57℄+=ROL(a[56℄,9);

a[56℄+=ROL(a[57℄,26),

a[59℄+=ROL(a[58℄,31);

a[58℄+=ROL(a[59℄,20);

a[61℄+=ROL(a[60℄,21);

a[60℄+=ROL(a[61℄,14);

a[63℄+=ROL(a[62℄,11);

a[62℄+=ROL(a[63℄,8);

for(i=0;i<(WIDTH/2);i++){

b[i℄=a[2*i℄;

b[i+(WIDTH/2)℄=a[2*i+1℄;

}

b[1℄+=ROL(b[0℄,1);

b[0℄+=ROL(b[1℄,2);

b[3℄+=ROL(b[2℄,19);

b[2℄+=ROL(b[3℄,12);

b[5℄+=ROL(b[4℄,5);

b[4℄+=ROL(b[5℄,22);

b[7℄+=ROL(b[6℄,23);

b[6℄+=b[7℄;

b[9℄+=ROL(b[8℄,9);

b[8℄+=ROL(b[9℄,10);

b[11℄+=ROL(b[10℄,27);

b[10℄+=ROL(b[11℄,20);

b[13℄+=ROL(b[12℄,13);

b[12℄+=ROL(b[13℄,30);

b[15℄+=ROL(b[14℄,31);
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b[14℄+=ROL(b[15℄,8);

b[17℄+=ROL(b[16℄,17);

b[16℄+=ROL(b[17℄,18);

b[19℄+=ROL(b[18℄,3);

b[18℄+=ROL(b[19℄,28);

b[21℄+=ROL(b[20℄,21);

b[20℄+=ROL(b[21℄,6);

b[23℄+=ROL(b[22℄,7);

b[22℄+=ROL(b[23℄,16);

b[25℄+=ROL(b[24℄,25);

b[24℄+=ROL(b[25℄,26);

b[27℄+=ROL(b[26℄,11);

b[26℄+=ROL(b[27℄,4);

b[29℄+=ROL(b[28℄,29);

b[28℄+=ROL(b[29℄,14);

b[31℄+=ROL(b[30℄,15);

b[30℄+=ROL(b[31℄,24);

b[33℄+=ROL(b[32℄,1);

b[32℄+=ROL(b[33℄,2);

b[35℄+=ROL(b[34℄,19);

b[34℄+=ROL(b[35℄,12);

b[37℄+=ROL(b[36℄,5);

b[36℄+=ROL(b[37℄,22);

b[39℄+=ROL(b[38℄,23);

b[38℄+=b[39℄;

b[41℄+=ROL(b[40℄,9);

b[40℄+=ROL(b[41℄,10);

b[43℄+=ROL(b[42℄,27);

b[42℄+=ROL(b[43℄,20);

b[45℄+=ROL(b[44℄,13);

b[44℄+=ROL(b[45℄,30);

b[47℄+=ROL(b[46℄,31);

b[46℄+=ROL(b[47℄,8);

b[49℄+=ROL(b[48℄,17);

b[48℄+=ROL(b[49℄,18);

b[51℄+=ROL(b[50℄,3);

b[50℄+=ROL(b[51℄,28);

b[53℄+=ROL(b[52℄,21);

b[52℄+=ROL(b[53℄,6);

b[55℄+=ROL(b[54℄,7);

b[54℄+=ROL(b[55℄,16);

b[57℄+=ROL(b[56℄,25);

46



b[56℄+=ROL(b[57℄,26);

b[59℄+=ROL(b[58℄,11);

b[58℄+=ROL(b[59℄,4);

b[61℄+=ROL(b[60℄,29);

b[60℄+=ROL(b[61℄,14);

b[63℄+=ROL(b[62℄,15);

b[62℄+=ROL(b[63℄,24);

for(i=0;i<WIDTH;i++) a[i℄=b[i℄;

}

#else

void ipht(unsigned long a[WIDTH℄){

unsigned long i,b[WIDTH℄;

a[0℄-=ROL(a[1℄,2);

a[1℄-=ROL(a[0℄,1);

a[2℄-=ROL(a[3℄,12);

a[3℄-=ROL(a[2℄,19);

a[4℄-=ROL(a[5℄,22);

a[5℄-=ROL(a[4℄,5);

a[6℄-=a[7℄;

a[7℄-=ROL(a[6℄,23);

a[8℄-=ROL(a[9℄,10),

a[9℄-=ROL(a[8℄,9);

a[10℄-=ROL(a[11℄,20);

a[11℄-=ROL(a[10℄,27);

a[12℄-=ROL(a[13℄,30);

a[13℄-=ROL(a[12℄,13);

a[14℄-=ROL(a[15℄,8);

a[15℄-=ROL(a[14℄,31);

a[16℄-=ROL(a[17℄,18);

a[17℄-=ROL(a[16℄,17);

a[18℄-=ROL(a[19℄,28);

a[19℄-=ROL(a[18℄,3);

a[20℄-=ROL(a[21℄,6);

a[21℄-=ROL(a[20℄,21);

a[22℄-=ROL(a[23℄,16);

a[23℄-=ROL(a[22℄,7);

a[24℄-=ROL(a[25℄,26);

a[25℄-=ROL(a[24℄,25);
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a[26℄-=ROL(a[27℄,4);

a[27℄-=ROL(a[26℄,11);

a[28℄-=ROL(a[29℄,14);

a[29℄-=ROL(a[28℄,29);

a[30℄-=ROL(a[31℄,24);

a[31℄-=ROL(a[30℄,15);

a[32℄-=ROL(a[33℄,2);

a[33℄-=ROL(a[32℄,1);

a[34℄-=ROL(a[35℄,12);

a[35℄-=ROL(a[34℄,19);

a[36℄-=ROL(a[37℄,22);

a[37℄-=ROL(a[36℄,5);

a[38℄-=a[39℄;

a[39℄-=ROL(a[38℄,23);

a[40℄-=ROL(a[41℄,10),

a[41℄-=ROL(a[40℄,9);

a[42℄-=ROL(a[43℄,20);

a[43℄-=ROL(a[42℄,27);

a[44℄-=ROL(a[45℄,30);

a[45℄-=ROL(a[44℄,13);

a[46℄-=ROL(a[47℄,8);

a[47℄-=ROL(a[46℄,31);

a[48℄-=ROL(a[49℄,18);

a[49℄-=ROL(a[48℄,17);

a[50℄-=ROL(a[51℄,28);

a[51℄-=ROL(a[50℄,3);

a[52℄-=ROL(a[53℄,6);

a[53℄-=ROL(a[52℄,21);

a[54℄-=ROL(a[55℄,16);

a[55℄-=ROL(a[54℄,7);

a[56℄-=ROL(a[57℄,26);

a[57℄-=ROL(a[56℄,25);

a[58℄-=ROL(a[59℄,4);

a[59℄-=ROL(a[58℄,11);

a[60℄-=ROL(a[61℄,14);

a[61℄-=ROL(a[60℄,29);

a[62℄-=ROL(a[63℄,24);

a[63℄-=ROL(a[62℄,15);

for(i=0;i<(WIDTH/2);i++){

b[2*i℄=a[i℄;
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b[2*i+1℄=a[i+(WIDTH/2)℄;

}

b[0℄-=ROL(b[1℄,2);

b[1℄-=ROL(b[0℄,1);

b[2℄-=ROL(b[3℄,28);

b[3℄-=ROL(b[2℄,23);

b[4℄-=ROL(b[5℄,22);

b[5℄-=ROL(b[4℄,13);

b[6℄-=ROL(b[7℄,16);

b[7℄-=ROL(b[6℄,3);

b[8℄-=ROL(b[9℄,10);

b[9℄-=ROL(b[8℄,25);

b[10℄-=ROL(b[11℄,4);

b[11℄-=ROL(b[10℄,15);

b[12℄-=ROL(b[13℄,30);

b[13℄-=ROL(b[12℄,5);

b[14℄-=ROL(b[15℄,24);

b[15℄-=ROL(b[14℄,27);

b[16℄-=ROL(b[17℄,18);

b[17℄-=ROL(b[16℄,17);

b[18℄-=ROL(b[19℄,12);

b[19℄-=ROL(b[18℄,7);

b[20℄-=ROL(b[21℄,6);

b[21℄-=ROL(b[20℄,29);

b[22℄-=b[23℄;

b[23℄-=ROL(b[22℄,19);

b[24℄-=ROL(b[25℄,26);

b[25℄-=ROL(b[24℄,9);

b[26℄-=ROL(b[27℄,20);

b[27℄-=ROL(b[26℄,31);

b[28℄-=ROL(b[29℄,14);

b[29℄-=ROL(b[28℄,21);

b[30℄-=ROL(b[31℄,8);

b[31℄-=ROL(b[30℄,11);

b[32℄-=ROL(b[33℄,2);

b[33℄-=ROL(b[32℄,1);

b[34℄-=ROL(b[35℄,28);

b[35℄-=ROL(b[34℄,23);

b[36℄-=ROL(b[37℄,22);

b[37℄-=ROL(b[36℄,13);
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b[38℄-=ROL(b[39℄,16);

b[39℄-=ROL(b[38℄,3);

b[40℄-=ROL(b[41℄,10);

b[41℄-=ROL(b[40℄,25);

b[42℄-=ROL(b[43℄,4);

b[43℄-=ROL(b[42℄,15);

b[44℄-=ROL(b[45℄,30);

b[45℄-=ROL(b[44℄,5);

b[46℄-=ROL(b[47℄,24);

b[47℄-=ROL(b[46℄,27);

b[48℄-=ROL(b[49℄,18);

b[49℄-=ROL(b[48℄,17);

b[50℄-=ROL(b[51℄,12);

b[51℄-=ROL(b[50℄,7);

b[52℄-=ROL(b[53℄,6);

b[53℄-=ROL(b[52℄,29);

b[54℄-=b[55℄;

b[55℄-=ROL(b[54℄,19);

b[56℄-=ROL(b[57℄,26);

b[57℄-=ROL(b[56℄,9);

b[58℄-=ROL(b[59℄,20);

b[59℄-=ROL(b[58℄,31);

b[60℄-=ROL(b[61℄,14);

b[61℄-=ROL(b[60℄,21);

b[62℄-=ROL(b[63℄,8);

b[63℄-=ROL(b[62℄,11);

for(i=0;i<(WIDTH/2);i++){

a[2*i℄=b[i℄;

a[2*i+1℄=b[i+(WIDTH/2)℄;

}

a[0℄-=ROL(a[1℄,2);

a[1℄-=ROL(a[0℄,1);

a[2℄-=ROL(a[3℄,12);

a[3℄-=ROL(a[2℄,19);

a[4℄-=ROL(a[5℄,22);

a[5℄-=ROL(a[4℄,5);

a[6℄-=a[7℄;

a[7℄-=ROL(a[6℄,23);

a[8℄-=ROL(a[9℄,10),

a[9℄-=ROL(a[8℄,9);
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a[10℄-=ROL(a[11℄,20);

a[11℄-=ROL(a[10℄,27);

a[12℄-=ROL(a[13℄,30);

a[13℄-=ROL(a[12℄,13);

a[14℄-=ROL(a[15℄,8);

a[15℄-=ROL(a[14℄,31);

a[16℄-=ROL(a[17℄,18);

a[17℄-=ROL(a[16℄,17);

a[18℄-=ROL(a[19℄,28);

a[19℄-=ROL(a[18℄,3);

a[20℄-=ROL(a[21℄,6);

a[21℄-=ROL(a[20℄,21);

a[22℄-=ROL(a[23℄,16);

a[23℄-=ROL(a[22℄,7);

a[24℄-=ROL(a[25℄,26);

a[25℄-=ROL(a[24℄,25);

a[26℄-=ROL(a[27℄,4);

a[27℄-=ROL(a[26℄,11);

a[28℄-=ROL(a[29℄,14);

a[29℄-=ROL(a[28℄,29);

a[30℄-=ROL(a[31℄,24);

a[31℄-=ROL(a[30℄,15);

a[32℄-=ROL(a[33℄,2);

a[33℄-=ROL(a[32℄,1);

a[34℄-=ROL(a[35℄,12);

a[35℄-=ROL(a[34℄,19);

a[36℄-=ROL(a[37℄,22);

a[37℄-=ROL(a[36℄,5);

a[38℄-=a[39℄;

a[39℄-=ROL(a[38℄,23);

a[40℄-=ROL(a[41℄,10),

a[41℄-=ROL(a[40℄,9);

a[42℄-=ROL(a[43℄,20);

a[43℄-=ROL(a[42℄,27);

a[44℄-=ROL(a[45℄,30);

a[45℄-=ROL(a[44℄,13);

a[46℄-=ROL(a[47℄,8);

a[47℄-=ROL(a[46℄,31);

a[48℄-=ROL(a[49℄,18);

a[49℄-=ROL(a[48℄,17);

a[50℄-=ROL(a[51℄,28);

a[51℄-=ROL(a[50℄,3);
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a[52℄-=ROL(a[53℄,6);

a[53℄-=ROL(a[52℄,21);

a[54℄-=ROL(a[55℄,16);

a[55℄-=ROL(a[54℄,7);

a[56℄-=ROL(a[57℄,26);

a[57℄-=ROL(a[56℄,25);

a[58℄-=ROL(a[59℄,4);

a[59℄-=ROL(a[58℄,11);

a[60℄-=ROL(a[61℄,14);

a[61℄-=ROL(a[60℄,29);

a[62℄-=ROL(a[63℄,24);

a[63℄-=ROL(a[62℄,15);

for(i=0;i<(WIDTH/2);i++){

b[2*i℄=a[i℄;

b[2*i+1℄=a[i+(WIDTH/2)℄;

}

b[0℄-=ROL(b[1℄,2);

b[1℄-=ROL(b[0℄,1);

b[2℄-=ROL(b[3℄,24);

b[3℄-=ROL(b[2℄,15);

b[4℄-=ROL(b[5℄,14);

b[5℄-=ROL(b[4℄,29);

b[6℄-=ROL(b[7℄,4);

b[7℄-=ROL(b[6℄,11);

b[8℄-=ROL(b[9℄,26);

b[9℄-=ROL(b[8℄,25);

b[10℄-=ROL(b[11℄,16);

b[11℄-=ROL(b[10℄,7);

b[12℄-=ROL(b[13℄,6);

b[13℄-=ROL(b[12℄,21);

b[14℄-=ROL(b[15℄,28);

b[15℄-=ROL(b[14℄,3);

b[16℄-=ROL(b[17℄,18);

b[17℄-=ROL(b[16℄,17);

b[18℄-=ROL(b[19℄,8);

b[19℄-=ROL(b[18℄,31);

b[20℄-=ROL(b[21℄,30);

b[21℄-=ROL(b[20℄,13);

b[22℄-=ROL(b[23℄,20);

b[23℄-=ROL(b[22℄,27);
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b[24℄-=ROL(b[25℄,10);

b[25℄-=ROL(b[24℄,9);

b[26℄-=b[27℄;

b[27℄-=ROL(b[26℄,23);

b[28℄-=ROL(b[29℄,22);

b[29℄-=ROL(b[28℄,5);

b[30℄-=ROL(b[31℄,12);

b[31℄-=ROL(b[30℄,19);

b[32℄-=ROL(b[33℄,2);

b[33℄-=ROL(b[32℄,1);

b[34℄-=ROL(b[35℄,24);

b[35℄-=ROL(b[34℄,15);

b[36℄-=ROL(b[37℄,14);

b[37℄-=ROL(b[36℄,29);

b[38℄-=ROL(b[39℄,4);

b[39℄-=ROL(b[38℄,11);

b[40℄-=ROL(b[41℄,26);

b[41℄-=ROL(b[40℄,25);

b[42℄-=ROL(b[43℄,16);

b[43℄-=ROL(b[42℄,7);

b[44℄-=ROL(b[45℄,6);

b[45℄-=ROL(b[44℄,21);

b[46℄-=ROL(b[47℄,28);

b[47℄-=ROL(b[46℄,3);

b[48℄-=ROL(b[49℄,18);

b[49℄-=ROL(b[48℄,17);

b[50℄-=ROL(b[51℄,8);

b[51℄-=ROL(b[50℄,31);

b[52℄-=ROL(b[53℄,30);

b[53℄-=ROL(b[52℄,13);

b[54℄-=ROL(b[55℄,20);

b[55℄-=ROL(b[54℄,27);

b[56℄-=ROL(b[57℄,10);

b[57℄-=ROL(b[56℄,9);

b[58℄-=b[59℄;

b[59℄-=ROL(b[58℄,23);

b[60℄-=ROL(b[61℄,22);

b[61℄-=ROL(b[60℄,5);

b[62℄-=ROL(b[63℄,12);

b[63℄-=ROL(b[62℄,19);

for(i=0;i<(WIDTH/2);i++){

53



a[2*i℄=b[i℄;

a[2*i+1℄=b[i+(WIDTH/2)℄;

}

a[0℄-=ROL(a[1℄,2);

a[1℄-=ROL(a[0℄,1);

a[2℄-=ROL(a[3℄,20);

a[3℄-=ROL(a[2℄,11);

a[4℄-=ROL(a[5℄,6);

a[5℄-=ROL(a[4℄,21);

a[6℄-=ROL(a[7℄,24);

a[7℄-=ROL(a[6℄,31);

a[8℄-=ROL(a[9℄,10),

a[9℄-=ROL(a[8℄,9);

a[10℄-=ROL(a[11℄,28);

a[11℄-=ROL(a[10℄,19);

a[12℄-=ROL(a[13℄,14);

a[13℄-=ROL(a[12℄,29);

a[14℄-=a[15℄;

a[15℄-=ROL(a[14℄,7);

a[16℄-=ROL(a[17℄,18);

a[17℄-=ROL(a[16℄,17);

a[18℄-=ROL(a[19℄,4);

a[19℄-=ROL(a[18℄,27);

a[20℄-=ROL(a[21℄,22);

a[21℄-=ROL(a[20℄,5);

a[22℄-=ROL(a[23℄,8);

a[23℄-=ROL(a[22℄,15);

a[24℄-=ROL(a[25℄,26);

a[25℄-=ROL(a[24℄,25);

a[26℄-=ROL(a[27℄,12);

a[27℄-=ROL(a[26℄,3);

a[28℄-=ROL(a[29℄,30);

a[29℄-=ROL(a[28℄,13);

a[30℄-=ROL(a[31℄,16);

a[31℄-=ROL(a[30℄,23);

a[32℄-=ROL(a[33℄,2);

a[33℄-=ROL(a[32℄,1);

a[34℄-=ROL(a[35℄,20);

a[35℄-=ROL(a[34℄,11);

a[36℄-=ROL(a[37℄,6);

a[37℄-=ROL(a[36℄,21);
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a[38℄-=ROL(a[39℄,24);

a[39℄-=ROL(a[38℄,31);

a[40℄-=ROL(a[41℄,10),

a[41℄-=ROL(a[40℄,9);

a[42℄-=ROL(a[43℄,28);

a[43℄-=ROL(a[42℄,19);

a[44℄-=ROL(a[45℄,14);

a[45℄-=ROL(a[44℄,29);

a[46℄-=a[47℄;

a[47℄-=ROL(a[46℄,7);

a[48℄-=ROL(a[49℄,18);

a[49℄-=ROL(a[48℄,17);

a[50℄-=ROL(a[51℄,4);

a[51℄-=ROL(a[50℄,27);

a[52℄-=ROL(a[53℄,22);

a[53℄-=ROL(a[52℄,5);

a[54℄-=ROL(a[55℄,8);

a[55℄-=ROL(a[54℄,15);

a[56℄-=ROL(a[57℄,26);

a[57℄-=ROL(a[56℄,25);

a[58℄-=ROL(a[59℄,12);

a[59℄-=ROL(a[58℄,3);

a[60℄-=ROL(a[61℄,30);

a[61℄-=ROL(a[60℄,13);

a[62℄-=ROL(a[63℄,16);

a[63℄-=ROL(a[62℄,23);

for(i=0;i<(WIDTH/2);i++){

b[2*i℄=a[i℄;

b[2*i+1℄=a[i+(WIDTH/2)℄;

}

b[0℄-=ROL(b[1℄,2);

b[1℄-=ROL(b[0℄,1);

b[2℄-=ROL(b[3℄,16);

b[3℄-=ROL(b[2℄,7);

b[4℄-=ROL(b[5℄,30);

b[5℄-=ROL(b[4℄,13);

b[6℄-=ROL(b[7℄,12);

b[7℄-=ROL(b[6℄,19);

b[8℄-=ROL(b[9℄,26);

b[9℄-=ROL(b[8℄,25);
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b[10℄-=ROL(b[11℄,8),

b[11℄-=ROL(b[10℄,31);

b[12℄-=ROL(b[13℄,22);

b[13℄-=ROL(b[12℄,5);

b[14℄-=ROL(b[15℄,4);

b[15℄-=ROL(b[14℄,11);

b[16℄-=ROL(b[17℄,18);

b[17℄-=ROL(b[16℄,17);

b[18℄-=b[19℄;

b[19℄-=ROL(b[18℄,23);

b[20℄-=ROL(b[21℄,14);

b[21℄-=ROL(b[20℄,29);

b[22℄-=ROL(b[23℄,28);

b[23℄-=ROL(b[22℄,3);

b[24℄-=ROL(b[25℄,10);

b[25℄-=ROL(b[24℄,9);

b[26℄-=ROL(b[27℄,24);

b[27℄-=ROL(b[26℄,15);

b[28℄-=ROL(b[29℄,6);

b[29℄-=ROL(b[28℄,21);

b[30℄-=ROL(b[31℄,20);

b[31℄-=ROL(b[30℄,27);

b[32℄-=ROL(b[33℄,2);

b[33℄-=ROL(b[32℄,1);

b[34℄-=ROL(b[35℄,16);

b[35℄-=ROL(b[34℄,7);

b[36℄-=ROL(b[37℄,30);

b[37℄-=ROL(b[36℄,13);

b[38℄-=ROL(b[39℄,12);

b[39℄-=ROL(b[38℄,19);

b[40℄-=ROL(b[41℄,26);

b[41℄-=ROL(b[40℄,25);

b[42℄-=ROL(b[43℄,8),

b[43℄-=ROL(b[42℄,31);

b[44℄-=ROL(b[45℄,22);

b[45℄-=ROL(b[44℄,5);

b[46℄-=ROL(b[47℄,4);

b[47℄-=ROL(b[46℄,11);

b[48℄-=ROL(b[49℄,18);

b[49℄-=ROL(b[48℄,17);

b[50℄-=b[51℄;

b[51℄-=ROL(b[50℄,23);
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b[52℄-=ROL(b[53℄,14);

b[53℄-=ROL(b[52℄,29);

b[54℄-=ROL(b[55℄,28);

b[55℄-=ROL(b[54℄,3);

b[56℄-=ROL(b[57℄,10);

b[57℄-=ROL(b[56℄,9);

b[58℄-=ROL(b[59℄,24);

b[59℄-=ROL(b[58℄,15);

b[60℄-=ROL(b[61℄,6);

b[61℄-=ROL(b[60℄,21);

b[62℄-=ROL(b[63℄,20);

b[63℄-=ROL(b[62℄,27);

for(i=0;i<WIDTH;i++) a[i℄=b[i℄;

}

#endif

void f_funtion(unsigned long key[2*NUM_ROUNDS℄[WIDTH℄,\

unsigned long fators[WIDTH℄,unsigned long max,\

unsigned long left[WIDTH℄,unsigned long right[WIDTH℄){

unsigned long i,j,help[WIDTH℄;

unsigned long long n,o,arry1;

for(i=0;i<WIDTH;i++) help[i℄=left[i℄;

#ifdef TOP

#ifdef PRIMARY

arry1=0;

for(j=0;j<WIDTH;j++){

help[j℄^=key[max℄[j℄;

help[j℄=modmult(help[j℄,fators[j℄);

n=(unsigned long long) key[max+1℄[j℄;

o=(unsigned long long) help[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;
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if((j & 7)==7) arry1=0;

}

#else

arry1=0;

for(j=0;j<WIDTH;j++){

n=(unsigned long long) help[j℄;

o=(unsigned long long) key[max℄[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

help[j℄=modmult(help[j℄,fators[j℄);

help[j℄^=key[max+1℄[j℄;

if((j & 7)==7) arry1=0;

}

#endif

#ifdef PHT

pht(help);

#else

ipht(help);

#endif

#else

#ifdef PHT

pht(help);

#else

ipht(help);

#endif

#ifdef PRIMARY
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arry1=0;

for(j=0;j<WIDTH;j++){

help[j℄^=key[max℄[j℄;

help[j℄=modmult(help[j℄,fators[j℄);

n=(unsigned long long) key[max+1℄[j℄;

o=(unsigned long long) help[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

if((j & 7)==7) arry1=0;

}

#else

arry1=0;

for(j=0;j<WIDTH;j++){

n=(unsigned long long) help[j℄;

o=(unsigned long long) key[max℄[j℄;

n+=o;

n+=arry1;

arry1=(n>>INT_LENGTH) & 1;

help[j℄=n & 0xFFFFFFFF;

help[j℄=modmult(help[j℄,fators[j℄);

help[j℄^=key[max+1℄[j℄;

if((j & 7)==7) arry1=0;

}

#endif

#endif

for(i=0;i<WIDTH;i++) right[i℄^=help[i℄;

}

void rypt(unsigned long key[2*NUM_ROUNDS℄[WIDTH℄,\

unsigned long fators[WIDTH℄,unsigned long left[WIDTH℄,\

unsigned long right[WIDTH℄){

unsigned long i,help;

for(i=0;i<(NUM_ROUNDS/2);i++){
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f_funtion(key,fators,(4*i),left,right);

f_funtion(key,fators,(4*i+2),right,left);

}

for(i=0;i<WIDTH;i++){

help=right[i℄;

right[i℄=left[i℄;

left[i℄=help;

}

}

void enrypt(unsigned long userkey[℄[WIDTH℄,unsigned long long size,\

unsigned long left[℄[WIDTH℄, unsigned long right[℄[WIDTH℄){

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄;

unsigned long fators[WIDTH℄;

unsigned long i,j,help1[WIDTH℄,help2[WIDTH℄;

unsigned long long m;

key_shedule(userkey,key);

enryption_fators(fators);

for(i=0;i<WIDTH;i++){

help1[i℄=0;help2[i℄=0;

}

#if defined(FORWARD)

for(i=0;i<(NUM_ROUNDS);i++){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i℄[j℄=help2[j℄;

key[2*i+1℄[j℄=help1[j℄;

}

}

#else

for(i=(NUM_ROUNDS);i>0;i--){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i-1℄[j℄=help1[j℄;

key[2*i-2℄[j℄=help2[j℄;
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}

}

#endif

for(m=0;m<size;m++){

rypt(key,fators,&(left[m℄[0℄),&(right[m℄[0℄));

}

}

void derypt(unsigned long userkey[℄[WIDTH℄,unsigned long long size,\

unsigned long left[℄[WIDTH℄, unsigned long right[℄[WIDTH℄){

unsigned long key[2*NUM_ROUNDS℄[WIDTH℄;

unsigned long fators[WIDTH℄;

unsigned long i,j,help1[WIDTH℄,help2[WIDTH℄;

unsigned long long m;

key_shedule(userkey,key);

enryption_fators(fators);

for(i=0;i<WIDTH;i++){

help1[i℄=0;help2[i℄=0;

}

#if defined(FORWARD)

for(i=0;i<(NUM_ROUNDS);i++){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i℄[j℄=help2[j℄;

key[2*i+1℄[j℄=help1[j℄;

}

}

#else

for(i=(NUM_ROUNDS);i>0;i--){

rypt(key,fators,help1,help2);

for(j=0;j<WIDTH;j++){

key[2*i-1℄[j℄=help1[j℄;

key[2*i-2℄[j℄=help2[j℄;

}

}
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#endif

invert_keys(key);

for(m=0;m<size;m++){

rypt(key,fators,&(left[m℄[0℄),&(right[m℄[0℄));

}

}

int main(){

unsigned long i,j;

unsigned long left[1℄[WIDTH℄,right[1℄[WIDTH℄;

#if defined(BIG_KEY)

unsigned long userkey[8℄[WIDTH℄;

#else

unsigned long userkey[4℄[WIDTH℄;

#endif

for(i=0;i<WIDTH;i++){

left[0℄[i℄=i;

right[0℄[i℄=i;

}

#if defined(BIG_KEY)

for(i=0;i<WIDTH;i++){

for(j=0;j<8;j++) userkey[j℄[i℄=WIDTH*j+i;

}

#else

for(i=0;i<WIDTH;i++){

for(j=0;j<4;j++) userkey[j℄[i℄=WIDTH*j+i;

}

#endif

enrypt(userkey,1ULL,left,right);

for(i=0;i<WIDTH;i++) printf("%lx %lx\n",left[0℄[i℄, right[0℄[i℄);

sanf("%ld",&j);

derypt(userkey,1ULL,left,right);

for(i=0;i<WIDTH;i++) printf("%lx %lx\n",left[0℄[i℄,right[0℄[i℄);

sanf("%ld",&j);

return(0);

}
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