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Abstract

We put forward a new algebraic framework to generalize and analyze Diffie-Hellman like Decisional
Assumptions which allows us to argue about security and applications by considering only algebraic
properties. Our Dy -MDDH assumption states that it is hard to decide whether a vector in Gt is
linearly dependent of the columns of some matrix in G*** sampled according to distribution Do It
covers known assumptions such as DDH, 2-Lin (linear assumption), and k-Lin (the k-linear assumption).
Using our algebraic viewpoint, we can relate the generic hardness of our assumptions in m-linear groups
to the irreducibility of certain polynomials which describe the output of Dy ;. We use the hardness results
to find new distributions for which the Dy r-MDDH-Assumption holds generically in m-linear groups. In
particular, our new assumption 2-SCasc is generically hard in bilinear groups and, compared to 2-Lin, has
shorter description size, which is a relevant parameter for efficiency in many applications. These results
support using our new assumption as a natural replacement for the 2-Lin Assumption which was already
used in a large number of applications.

To illustrate the conceptual advantages of our algebraic framework, we construct several fundamental
primitives based on any MDDH-Assumption. In particular, we can give many instantiations of a primitive
in a compact way, including public-key encryption, hash-proof systems, pseudo-random functions, and
Groth-Sahai NIZK and NIWI proofs. As an independent contribution we give more efficient NIZK proofs
for membership in a subgroup of G¥, for validity of ciphertexts and for equality of plaintexts. The results
imply very significant efficiency improvements for a large number of schemes, most notably Naor-Yung
type of constructions.
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1 Introduction

Arguably, one of the most important cryptographic hardness assumptions is the Decisional Diffie-Hellman
(DDH) Assumption. For a fixed additive group G of prime order ¢ and a generator P of G, we denote
by [a] := aP € G the implicit representation of an element a € Z,. The DDH Assumption states that
([al, [r], [ar]) = ([a],[r], [2]) € G3, where a,r,z are uniform elements in Z, and ~. denotes computationally
indistinguishability of the two distributions. It has been used in numerous important applications such as
secure encryption [12], key-exchange [21], hash-proof systems [13], pseudo-random functions [34], and many
more.

BILINEAR GROUPS AND THE LINEAR ASSUMPTION. Bilinear groups (i.e., groups G, Gr of prime order ¢
equipped with a bilinear map e : G x G — Gr) [25] 4] revolutionized cryptography in recent years and
and are the basis for a large number of cryptographic protocols. However, relative to a (symmetric) bilinear
map, the DDH Assumption is no longer true in the group G. (This is since e([a], [r]) = e([1], [ar]) and hence
[ar] is not longer pseudorandom given [a] and [r].) The need for an “alternative” decisional assumption in G
was quickly addressed with the Linear Assumption (2-Lin) introduced by Boneh, Boyen, and Shacham [3]. It
states that ([a1], [a2], [a171], [azra], [r1 +72]) ~c ([a1], [az), [a17m1], [aers], [2]) € G®, where ay, az, r1,72, 2 < Z,.
2-Lin holds in generic bilinear groups [3] and it has virtually become the standard decisional assumption in
the group G in the bilinear setting. It has found applications to encryption [28, [7, [5 85], signatures [3], zero-
knowledge proofs [22], pseudorandom functions [6] and many more. More recently, the 2-Lin Assumption was
generalized to the (k-Lin)gen Assumption family [24, 42] (1-Lin = DDH), a family of increasingly (strictly)
weaker Assumptions which are generically hard in k-linear maps.

SUBGROUP MEMBERSHIP PROBLEMS. Since the work of Cramer and Shoup [I3] it has been recognized
that it is useful to view the DDH Assumption as a hard subgroup membership problem in G2. In this
formulation, the DDH Assumption states that it is hard to decide whether a given element ([r], [t]) € G?
is contained in the subgroup generated by ([1], [a]). Similarly, in this language the 2-Lin Assumption says
that it is hard to decide whether a given vector ([r], [s], [t]) € G is in the subgroup generated by the vectors
([a1], 0], [1]), ([0], [@z], [1]). The same holds for the (k-Lin)gen Assumption family: for each k, the k-Lin
assumption can be naturally written as a hard subgroup membership problem in G**'. This alternative
formulation has conceptual advantages for some applications, for instance, it allowed to provide more in-
stantiations of the original DDH-based scheme of Cramer and Shoup and it is also the most natural point
of view for translating schemes originally constructed in composite order groups into prime order groups
[19, 33, (411, [40].

LINEAR ALGEBRA IN BILINEAR GROUPS. In its formulation as subgroup decision membership problem, the
k-Lin assumption can be seen as the problem of deciding linear dependence “in the exponent.” Recently, a
number of works have illustrated the usefulness of a more algebraic point of view on decisional assumptions
in bilinear groups, like the Dual Pairing Vector Spaces of Okamoto and Takashima [37] or the Subspace
Assumption of Lewko [30]. Although these new decisional assumptions reduce to the 2-Lin Assumption,
their flexibility and their algebraic description have proven to be crucial in many works to obtain complex
primitives in strong security models previously unrealized in the literature, like Attribute-Based Encryption,
Unbounded Inner Product Encryption and many more (see [30, [39] B8], just to name a few).

THIS WORK. Motivated by the success of this algebraic viewpoint of decisional assumptions, in this paper we
explore new insights resulting from interpreting the k-Lin decisional assumption as a special case of what we
call a Matrix Diffie-Hellman Assumption. The general problem states that it is hard to distinguish whether
a given vector in G is contained in the space spanned by the columns of a certain matrix [A] € G*** where
A is sampled according to some distribution D, ;. We remark that even though all our results are stated in
symmetric bilinear groups, they can be naturally extended to the asymmetric setting.

1.1 The Matrix Diffie-Hellman Assumption

A NEW FRAMEWORK FOR DDH-LIKE ASSUMPTIONS. For integers £ > k let Dy 1, be an (efficiently samplable)
distribution over Zng. We define the Dy -Matrix DH (D ,-MDDH) Assumption as the following subgroup



decision assumption:
D x-MDDH :  [A||AF] ~. [A||d] € (GE><(k+1)7 M

where A € Z{*¥ is chosen from distribution Dy, 7 < Z%, and @ <— G*. The (k-Lin)zen family corresponds
to this problem when £ = k + 1, and Dy, is the specific distribution £ (formally defined in Example [2]).

GENERIC HARDNESS. Due to its linearity properties, the Dy ,-MDDH Assumption does not hold in (k +
1)-linear groups. In Section we give two different theorems which state sufficient conditions for the
Dy x-MDDH Assumption to hold generically in m-linear groups. Theorem [3] is very similar to the Uber-
Assumption [2 9] that characterizes hardness in bilinear groups (i.e., m = 2) in terms of linear independence
of polynomials in the inputs. We generalize this to arbitrary m using a more algebraic language. This
algebraic formulation has the advantage that one can use additional tools (e.g. Grobner bases or resultants)
to show that a distribution Dy, meets the conditions of Theorem @ which is specially important for large m.
It also allows to prove a completely new result, namely Theorem |4} which states that a matrix assumption
with £ = k + 1 is generically hard if a certain determinant polynomial is irreducible.

NEW ASSUMPTIONS FOR BILINEAR GROUPS. We propose other families of generically hard decisional as-
sumptions that did not previously appear in the literature, e.g., those associated to Cy,SCr,ZL) defined
below. For the most important parameters k = 2 and £ = k 4+ 1 = 3, we consider the following examples of
distributions:

a; O a O a; O a 0
CQZAZ 1 as SCQIAZ 1 a EQ:A: 0 a2 I[,QZAZ 0 a+1 ,
0 1 0 1 1 1 1 1

for uniform a, a1, as € Zg4 as well as Us o, the uniform distribution in Zg“ (already considered in [5] 35 20}
43]). All assumptions are hard in generic bilinear groups. It is easy to verify that £o-MDDH = 2-Lin. We de-
fine 2-Casc := Co-MDDH (Cascade Assumption), 2-SCasc := SC2-MDDH (Symmetric Cascade Assumption),
and 2-ILin := ZL5-MDDH (Incremental Linear Assumption). In Section we show that 2-SCasc = 2-Casc,
2-ILin = 2-Lin and that Us;2-MDDH is the weakest of these assumptions (which extends the results of
[20, 43}, 19] for 2-Lin). Although originally [I7] 2-ILin and 2-SCasc were thought to be incomparable assump-
tions, in Section [] we show that 2-SCasc and 2-ILin are indeed equivalent assumptions. The equivalence
result, together with the fact that 2-ILin = 2-Lin, imply that 2-SCasc is a stronger assumption than 2-Lin. EI

EFFICIENCY IMPROVEMENTS. As a measure of efficiency, we define the representation size REg (D) of an
Dy, ,-MDDH assumption as the minimal number of group elements needed to represent [A] for any A « Dy .
This parameter is important since it affects the performance (typically the size of public/secret parameters) of
schemes based on a Matrix Diffie-Hellman Assumption. 2-Lin and 2-Casc have representation size 2 (elements
([a1], [a2])), while 2-SCasc only 1 (element [a]). Hence our new assumptions directly translate into shorter
parameters for a large number of applications (see the Applications in Section [5). Further, our result points
out a tradeoff between efficiency and hardness which questions the role of 2-Lin as the “standard decisional
assumption” over a bilinear group G.

NEw FAMILIES OF WEAKER ASSUMPTIONS. By defining appropriate distributions Cy, SCy, ZLy over
Zék+1)Xk7 for any k£ € N, one can generalize all three new assumptions naturally to k-Casc, k-SCasc, and
k-ILin with representation size k, 1, and 1, respectively. Using our results on generic hardness, it is easy to
verify that all three assumptions are generically hard in k-linear groups. Actually, in Section [ we show that
k-SCasc, and k-ILin are equivalent for every k. Since all these assumptions are false in (k + 1)-linear groups
this gives us three new families of increasingly strictly weaker assumptionﬂ In particular, the k-SCasc
(equivalently, k-ILin) assumption family is of great interest due to its compact representation size of only 1
element.

1This was unknown prior to this full version.

2We actually assume that k and ¢ are considered as constants, i.e. they do not depend on the security parameter. Otherwise,
for a general Dy j it is not so easy to solve the Dy -MDDH problem with the only help of a (k 4 1)-linear map, because
determinants of size k + 1 could not be computable in polynomial time.



RELATIONS TO OTHER STANDARD ASSUMPTIONS. Surprisingly, the new assumption families can also be
related to standard assumptions. The k-Casc Assumption is implied by the (k + 1)-Party Diffie-Hellman
Assumption ((k + 1)-PDDH) [7] which states that ([a1], ..., [ak+1],[a1 ... agt1]) =c ([a1],-- -, [ak+1], [2]) €
G**2. Similarly, k-SCasc is implied by the (k+ 1)-Exponent Diffie-Hellman Assumption ((k+ 1)-EDDH) [27]
which states that ([a], [a*T1]) ~. ([a],[2]) € G2. Figure [1] on page [L1] gives an overview over the relations
between the different assumptions.

UNIQUENESS OF ONE-PARAMETER FAMILY. The most natural and useful D, ;-MDDH assumptions are
those with ¢ = k£ 4+ 1 and the entries of the matrices generated by D, are polynomials of degree one
in some parameters. Among them, the most compact correpond to the one-parameter distributions. As
novel contribution with respect to [I7], in Section 4| we show that k-ILin and k-SCasc are tightly equivalent.
Moreover, we prove that every Di-MDDH assumption defined by univariate polynomials of degree one is
tightly equivalent to k-SCasc, so we can see k-SCasc as a sort of canonical compact Matrix DH assumption.
From the equivalence proof between k-ILin and k-SCasc one can easily construct a reduction from k-SCasc
to k-Lin.

1.2 Basic Applications

We believe that all schemes based on 2-Lin can be shown to work for any Matrix Assumption. Consequently,
a large class of known schemes can be instantiated more efficiently with the new more compact decisional
assumptions, while offering the same generic security guarantees. We leave as an open question if new as-
sumptions give raise to interesting new instantiations of the Dual Pairing Vector Spaces [37] or the Subspace
Assumptions [30]. To support this belief, in Section |5| we show how to construct some fundamental prim-
itives based on any Matrix Assumption. All constructions are purely algebraic and therefore very easy to
understand and prove.

e Public-key Encryption. We build a key-encapsulation mechanism with security against passive
adversaries from any Dy ,-MDDH Assumption. The public-key is [A], the ciphertext consists of the
first k elements of [z] = [A7], the symmetric key of the last £ — k elements of [z]. Passive security
immediately follows from D, ,-MDDH.

e Hash Proof Systems. We build a smooth projective hash proof system (HPS) from any D, ,-MDDH
Assumption. It is well-known that HPS imply chosen-ciphertext secure encryption [I3], password-
authenticated key-exchange [21], zero-knowledge proofs [I], and many other things.

e Pseudo-Random Functions. Generalizing the Naor-Reingold PRF [34][6], we build a pseudo-random
function PRF from any Dy ;-MDDH Assumption. The secret-key consists of transformation matrices

Ti,..., Ty (derived from independent instances A, ; <= Dy i) plus a vector h of group elements. For
x € {0,1}" we define PRFg(z) = [Hmizl T; - ﬁ} Using the random self-reducibility of the Dy j-
MDDH Assumption, we give a tight security proof.

e Groth-Sahai Non-Interactive Zero-Knowledge Proofs. Groth and Sahai [22] proposed very ele-
gant and efficient non-interactive zero-knowledge (NIZK) and non-interactive witness-indistinguishable
(NIWT) proofs that work directly for a wide class of languages that are relevant in practice. We show
how to instantiatiate their proof system based on any Dy ;-MDDH Assumption. While the size of the
proofs depends only on ¢ and k, the CRS and verification depends on the representation size of the
Matrix Assumptions. Therefore our new instantiations offer improved efficiency over the 2-Lin-based
construction from [22]. This application in particular highlights the usefulness of the Matrix Assump-
tion to describe in a compact way many instantiations of a scheme: instead of having to specify the
constructions for the DDH and the 2-Lin assumptions separately [22], we can recover them as a special
case of a general construction.

MORE EFFICIENT PROOFS FOR CRS DEPENDENT LANGUAGES. In Section [f] we provide more efficient NIZK
proofs for concrete natural languages which are dependent on the common reference string. More specifically,



the common reference string of the D, ,-MDDH instantiation of Groth-Sahai proofs of Section includes
as part of the commitment keys the matrix [A], where A € Zng < Dy . We give more efficient proofs for
several languages related to A. Although at first glance the languages considered may seem quite restricted,
they naturally appear in many applications, where typically A is the public key of some encryption scheme
and one wants to prove statements about ciphertexts. More specifically, we obtain improvements for several
kinds of statements, namely:

e Subgroup membership proofs. We give more efficient proofs in the language La o p := {[AF],7 €
Zf;} C G*. To quantify some concrete improvement, in the 2-Lin case, our proofs of membership are
half of the size of a standard Groth-Sahai proof and they require only 6 groups elements. We stress
that this improvement is obtained without introducing any new computational assumption. As an
example of application, consider for instance the encryption scheme derived from our KEM based on
any Dy -MDDH, where the public key is some matrix [A], A <= D; . To see which kind of statements
can be proved using our result, note that a ciphertext is a rerandomization of another one only if their
difference is in £a g, ». The same holds for proving that two commitments with the same key hide the
same value or for showing in a publicly verifiable manner that the ciphertext of our encryption scheme
opens to some known message [m]. This improvement has a significant impact on recent results, like
[32, [18], and we think many more examples can be found.

e Ciphertext validity. The result is extended to prove membership in the language L4 ¢ » = {[d :
¢= A7+ mz} C G, where 7 € Zg is some public vector such that Z ¢ Im(A), and the witness of the
statement is (7, [m]) € Z’; x G. The natural application of this result is to prove that a ciphertext is
well-formed and the prover knows the message [m], like for instance in [16].

e Plaintext equality. In Section we obtain more efficient proofs for equality of ciphertexts. We
consider Groth-Sahai proofs in a setting in which the variables of the proofs are committed with
different commitment keys, defined by two matrices A < Dy, x,, B <= D}, ;. We give more efficient
proofs of membership in the language La B¢ p := {([Ca],[CB]) : [€a] = [AT+ (0,...,0,m)T],[éB] =
B3+ (0,...,0,m)T],7 € ZZHE’ € Z’(j?} C G x G*2. To quantify our concrete improvements, the
size of the proof is reduced by 4 group elements with respect to [26] and by 9 group elements with
respect to [23]. As in the previous case, this language appears most naturally when one wants to
prove equality of two committed values or plaintexts encrypted under different keys, e.g., when using
Naor-Yung techniques to obtain chosen-ciphertext security [36]. Concretely, our results apply to the
encryption schemes in [26] 23] 10, [15].

2 Preliminaries

2.1 Notation

For n € N, we write 1™ for the string of n ones. Moreover, |z| denotes the length of a bitstring z, while |S]
denotes the size of a set S. Further, s < S denotes the process of sampling an element s from S uniformly
at random. For an algorithm A, we write z <— A(z,y,...) to indicate that A is a (probabilistic) algorithm
that outputs z on input (z,y,...). If A is a matrix we denote by a;; the entries and @; the column vectors.

2.2 Representing elements in groups

Let Gen be a probabilistic polynomial time (ppt) algorithm that on input 1* returns a description G =
(G, q,P) of a cyclic group G of order ¢ for a A-bit prime ¢ and a generator P of G. More generally, for any
fixed k > 1, let MGeny, be a ppt algorithm that on input 1* returns a description MGy, = (G, G, ¢, ex, P),
where G and G, are cyclic additive groups of prime-order ¢, P a generator of G, and e; : GF — G,
is a (non-degenerated, efficiently computable) k-linear map. For k = 2 we define PGen := MGens to be a
generator of a bilinear group PG = (G, Gr, q,¢,P).



For an element a € Z, we define [a] = aP as the implicit representation of ¢ in G. More generally, for a
matrix A = (a;;) € Zy*™ we define [A] as the implicit representation of A in G and [A]r, as the implicit
representation of A in Gy, :

ai1P ... aimP ai1Pr, ... a1mPr,
[A] = S anm’ [A]Tk = € G%j(m7
anl'P anm'P aanTk a’nTrL,]DT;c

where P, = ex(P,...,P) € Gr,.

When talking about elements in G and G, we will always use this implicit notation, i.e., we let [a] € G
be an element in G or [b]r, be an element in G, . Note that from [a] € G it is generally hard to compute
the value a (discrete logarithm problem in G). Further, from [b]r, € Gr, it is hard to compute the value
b € Z, (discrete logarithm problem in Grp,) or the value [b] € G (pairing inversion problem). Obviously,
given [a] € G, [b]1, € G, and a scalar x € Z,, one can efficiently compute [az] € G and [bz]r, € Gr,.

Also, all functions and operations acting on G and Gg, will be defined implicitly. For example, when
evaluating a bilinear pairing e : G x G — Gr in [a],[b] € G we will use again our implicit representation
and write [z]r := e([a], [b]). Note that e([a], [b]) = [ab]r, for all a,b € Z,.

2.3 Standard Diffie-Hellman Assumptions

Let Gen be a ppt algorithm that on input 1* returns a description G = (G, q,P) of cyclic group G of
prime-order ¢ and a generator P of G. Similarly, let PGen be a ppt algorithm that returns a description
PG = (G,Gr,q,¢,P) of a pairing group. We informally recall a number of previously considered Decisional
Diffie-Hellman Assumptions.

e Diffie-Hellman (DDH) Assumption. It is hard to distinguish (G, [z], [y], [xy]) from (G, [z], [v], [2]),
for G = (G, q,P) + Gen, z,y, z < Zg.

e k-Linear (k-Lin) Assumption [3} 24}, [42]. It is hard to distinguish (G, [x1], [x2],...[zx], [r121],
[roxal, ... [rexk], [r1 + -+ + rg]) from (G, [z1], [z2], . .. [xk], [r121], [r222), - - . [reak], [2]), for G < Gen,
iy 3Tk, T1,y ..., Tk, 2 < Zg. Clearly, 1-Lin = DDH.

¢ Bilinear Diffie-Hellman (BDDH) Assumption [4]. It is hard to distinguish (PG, [z], [v], [2], [zyz]T)
from (PG, [z], [y], [2], [w]r), for PG < PGen, z,y, z,w + Zg.

e k-Multilinear Diffie-Hellman (k-MLDDH) Assumption [§]. Given k-linear group generator
MGeny, it is hard to distinguish (MG, [1], ... [Tk+1], [X1-- - - Tg41]7, ) from (MG, [21], - .. [Zr41], [Z] 7)),
for MGy, < MGeny, a1, ..., 2541, 2 < Zq. Clearly, 2-MLDDH = BDDH.

e k-Party Diffie-Hellman (k-PDDH) Assumption. It is hard to distinguish (G, [z1], [z2], . . . [x], [z1 -
—xy]) from (G, [z1], [z2], - - ., [zk), [2]), for G < Gen, z1,..., 2k, 2 < Z,. 2-PDDH = DDH and 3-PDDH
was proposed in [7].

e k-Exponent Diffie-Hellman (k-EDDH) Assumption [44} 27]. It is hard to distinguish (G, [z], [z¥])
from (G, [z], [2]), for G < Gen, z, z < Z,.

2.4 Key Encapsulation Mechanisms

A key-encapsulation mechanism KEM = (Gen, Enc, Dec) with key-space K(\) consists of three polynomial-
time algorithms (PTAs). Via (pk,sk) < Gen(1*) the randomized key-generation algorithm produces pub-
lic/secret keys for security parameter A € N; via (K, ¢) < Enc(pk) the randomized encapsulation algorithm
creates a uniformly distributed symmetric key K € KC(\) together with a ciphertext ¢; via K < Dec(sk, c)
the possessor of secret key sk decrypts ciphertext ¢ to get back a key K which is an element in K or a
special rejection symbol L. For consistency, we require that for all A € N, and all (K, ¢) < Enc(pk) we have
Pr[Dec(sk,c) = K| = 1, where the probability is taken over the choice of (pk, sk) < Gen(1%), and the coins
of all the algorithms in the expression above.



2.5 Hash Proof Systems

We recall the notion of hash proof systems as introduced by Cramer and Shoup [13].

Let C,K be sets and V C C a language. In the context of public-key encryption (and viewing a hash
proof system as a key encapsulation mechanism (KEM) [14] with “special algebraic properties”) one may
think of C as the set of all ciphertexts, V C C as the set of all valid (consistent) ciphertests, and K as the
set of all symmetric keys. Let Ay : C — I be a hash function indexed with sk € SIC, where SK is a set. A
hash function Ay is projective if there exists a projection p : SK — PK such that u(sk) € PK defines the
action of Ag; over the subset V. That is, for every ¢ € V, the value K = Ag(c¢) is uniquely determined by
wu(sk) and c. In contrast, nothing is guaranteed for ¢ € C \ V, and it may not be possible to compute Ay (c)
from p(sk) and c. The projective hash function is (perfectly) universaly if for all c € C\ V,

(pk, As(c)) = (pk, K) (2)

where in the above pk = u(sk) for sk + SK and K + K.

A hash proof system HPS = (Param, Pub, Priv) consists of three algorithms where the randomized algo-
rithm Param(1*) generates instances of params = (S, K,C, V,PK,SK, Ay :C = K,p: SK — PK), where S
may contain some additional structural parameters such as the group description. The deterministic public
evaluation algorithm Pub inputs the projection key pk = u(sk), ¢ € V and a witness w of the fact that ¢ € V
and returns K = Ag;(c). The deterministic private evaluation algorithm inputs sk € SK and returns A (c),
without knowing a witness. We further assume there are efficient algorithms given for sampling sk € SK
and sampling ¢ € V uniformly together with a witness w.

As computational problem we require that the subset membership problem is hard in HPS which means
that the two elements ¢ and ¢’ are computationally indistinguishable, for uniform ¢ € V and uniform ¢’ € C\V.

2.6 Pseudo-random Functions

A pseudo-random function PRF = (Gen, F) with respect to range R = R(\) and message space M = M(})
consists of two algorithms, where the randomized algorithm Gen(1*) generates a symmetric key K and the
deterministic evaluation algorithm Fx(x) outputs a value in R. For security we require that an adversary
making polynomially many queries to an oracle O(-) cannot efficiently distinguish O(z) = Fx () for a fixed
key K « Gen(1*) from O(x) which outputs uniform elements in R.

3 Matrix DH assumptions

3.1 Definition

Definition 1. Let ¢,k € N with ¢ > k. We call Dy, a matriz distribution if it outputs (in poly time, with
overwhelming probability) matrices in Zng of full rank k. We define Dy := Dy41k.

For simplicity we will also assume that, wlog, the first k rows of A < D, form an invertible matrix.
We define the Dy p-matrix problem as to distinguish the two distributions ([A], [Aw]) and ([A], [@]), where
A < Dy, @+ Zk, and @ + 7.

Definition 2 (D, ;-Matrix Diffie-Hellman Assumption Dy ,-MDDH). Let Dy be a matriz distribution.
We say that the Dy y-Matriz Diffie-Hellman (Dy-MDDH) Assumption holds relative to Gen if for all ppt
adversaries D,

Advp, . Gen(D) = Pr[D(G, [A], [Aw]) = 1] — Pr[D(G, [A], [d]) = 1] = negl(}),

where the probability is taken over G = (G, q, P) < Gen(1*), A + Dy, W + Z’;,ﬂ' — Zg and the coin tosses
of adversary D.



Definition 3. Let Dy be a matriz distribution. Let Ay be the first k rows of A and A, be the last { — k
rows of A. The matriz T € fo"“)” defined as T = A1A0_1 is called the transformation matriz of A.

We note that using the transformation matrix, one can alternatively define the advantage from Defini-

tion [2] as .
)=11- P, | g |. [Z]) ~ 1]

where the probability is taken over G = (G, ¢, P) + Gen(1?), A «+ D&k,ﬁ — Z’;,ﬁ' — Zf;*k and the coin
tosses of adversary D.

h

A
AV, (D) = PG, | 1 || 1

TA,

3.2 Basic Properties

We can generalize Definition [2| to the m-fold D, ;-MDDH Assumption as follows. Given W <« Z’;X"L for
some m > 1, we consider the problem of distinguishing the distributions ([A], [AW]) and ([A], [U]) where
U « ngm is equivalent to m independent instances of the problem (with the same A but different ;).
This can be proved through a hybrid argument with a loss of m in the reduction, or, with a tight reduction
(independent of m) via random self-reducibility.

Lemma 1 (Random self reducibility). For any matriz distribution De ., De ,,-MDDH is random self-reducible.
Concretely, for any m,

m - Advp, , Gen(D) 1<m</l—-k
Adv} D) < ’ 1
VD““Gen( ) - (é — k‘) . Adng,k,Gen(D) + 7{] 1 m>¥{—k ’

where
Advy,, cen(D') = Pr[D'(G,[A], [AW]) = 1] — Pr[D'(G, [A], [U]) = 1],

and the probability is taken over G = (G, q,P) + Gen(1}), A + Dy, W + Z’;XW, U+ ngm and the coin
tosses of adversary D’.

Proof. The case 1 < m < ¢ — k comes from a natural hybrid argument, while the case m > ¢ — k is obtained

from the inequality
1

qg—1

To prove it, we show that there exists an efficient transformation of any instance ([A], [Z]) of the (£ — k)-fold

Dy, ,-MDDH problem into another instance ([A], [Z']) of the m-fold problem, with overwhelming probability.
In particular, we set Z’ = AR + ZC, for random matrices R «+ Z’;X"’ and C « Z((f_k)xm . On the one

hand, if Z = AW then Z/ = AW’ for W/ = R + WC, which is uniformly distributed in Zlgxm. On the

other hand, if Z = U is uniform then A|U is full-rank with probability at least 1 —1/(¢ — 1). In that case,

Z' = AR + UC is uniformly distributed in Zf;xm, which proves the above inequality. O

Advgg,k,Gen(Dl) S AdveD;i,Gen(D) —+

We remark that, given [A], [Z] the above lemma can only be used to re-randomize the value [Z]. In order
to re-randomize the matrix [A] we need that one can sample matrices L and R such that A’ = LAR looks
like an independent instance A’ <— Dy . In all of our example distributions we are able to do this.

Due to its linearity properties, the Dy -MDDH assumption does not hold in (k+1)-linear groups, assuming
that k is constant, i.e. it does not depend on the security parametetﬂ

Lemma 2. Let Dy be any matriz distribution. Then the Dy j-Matriz Diffie-Hellman Assumption is false
in (k4 1)-linear groups.

3If k grows linearly with the security parameter, computing determinants of size k41 in G could in general take exponential
time. However, for the particular matrices in the forthcoming examples (except for the uniform distribution) the associated
determinants are still efficiently computable, and the Matrix DH Assumption is also false in (k + 1)-linear groups.



Proof. In a (k + 1)-linear group, the implicit representation of any r x r determinant for » < k 4+ 1 can be
efficiently computed by using the r-linear map given by the Leibnitz formula:

det(M) = Z sgn(o) Hmwi

ocES,

Using the (k + 1)-linear map, [det(M)]r, can be computed in the target group. Then, given [B] := [A|[|Z],
consider the submatrix Ay formed by the first k£ rows of A and the vector 2z formed by the first k elements
of Z. If det(Ap) # 0, then define C as the first k¥ + 1 rows of B. If 2 is random then det(C) # 0 with
overwhelming probability, while if 2 = A for some vector & then det(C) = 0. Therefore the Dy ,-Matrix
Diffie-Hellman Assumption is false in this case.

Otherwise det(A) = 0. Then rank(Ag||Zp) = rank(A() when Z = A, while rank(Ag||Zp) = rank(Ag) +
1 with overwhelming probability if 2'is random. To compute the rank of both matrices the following efficient
randomized algorithm can be used. Take random invertible matrices L, R € Z’;Xk. Then set [Aj] = [LAGR]
and [z] = [LZp], which is just a randomized instance of the same problem. Now if rank(Af{) = r then with
overwhelming probability its principal  x r minor is nonzero. Therefore, we can estimate r = rank(A() as
the size of the largest nonzero principal minor (with negligible error probability). Finally, if the determinant
of the submatrix of Aj||z formed by the first » 4+ 1 rows and the first  and the last column is nonzero we
conclude that 2 is random. O

3.3 Generic Hardness of Matrix DH

Let Dy be a matrix distribution as in Definition which outputs matrices A € Zf;Xk. We call Dy,
polynomial-induced if the distribution is defined by picking ¢ € Zg uniformly at random and setting a; ; :=

Pij (f) for some polynomials p; ; € Zq[f] whose degree does not depend on A. E.g. for 2-Lin from Section
we have a1 1 = t1,a22 = t2,a21 = ag2 = 1 and a1 2 = ag; = 0 with ¢1,¢2 (called a;,a2 in Section |1.1))
uniform.

We set fi,j = Az’J' —Pij and gi = Z; — Zj pi,jo in the ring R = Zq[AlJ, Ce ,Ag7k, Z, f, W] Consider
the ideal Zy generated by all f; ;’s and g;’s and the ideal Z; generated only by the f; ;’s in R. Let J; :=
Ty N ZylAr1, ..., Ak, Z). Note that the equations f; ; = 0 just encode the definition of the matrix entry
aij by pij (f) and the equation g; = 0 encodes the definition of z; in the case Z = Ad. So, informally, Z,
encodes the relations between the a; ;’s, 2;’s, t;’s and w;’s in ([A], [Z] = [Ad]) and Z; encodes the relations
in ([A],[2] = [@]). For b=0 (= A&) and b =1 (Z uniform), J;, encodes the relations visible by considering
only the given data (i.e. the A; ;’s and Z;’s).

Theorem 3. Let Dy, be a polynomial-induced matrixz distribution with notation as above. Then the Dy -
MDDH assumption holds in generic m-linear groups if and only if (Jo)<m = (J1)<m, where the <., means
restriction to total degree at most m.

Proof. Note that J<,, captures precisely what any adversary can generically compute with polynomially
many group and m-linear pairing operations. Formally, this is proven by restating the Uber-Assumption
Theorem of [2 9] and its proof more algebraically. Cf. Appendix [B|for details. O

For a given matrix distribution, the condition (Jp)<m = (J1)<m can be verified by direct linear algebra
or by elimination theory (using e.g. Grobner bases)ﬂ For the special case ¢ = k + 1, we can actually give a
criterion that is simple to verify using determinants:

Theorem 4. Let Dy, be a polynomial-induced matrixz distribution, which outputs matrices a; ; = p; ; (t) for
uniform t € Zg. Let d be the determinant of (p; ;(T)||Z) as a polynomial in Z,T.

1. If the matrices output by Dy,_always have full rank (not Just with overwhelming probability), even for
t; from the algebraic closure Zg, then 0 is irreducible over Zg.

4see Lem. in Appendix




2. If all p; ; have degree at most one and d is irreducible over Z, and the total degree of 0 is k + 1, then
the Dy-MDDH assumption holds in generic k-linear groups.

This theorem and generalizations for non-linear p; ; and non-irreducible 9 are proven in Appendix |E|
using tools from algebraic geometry.

3.4 Examples of D, ;-MDDH

Let Dy be a matrix distribution and A < D, . Looking ahead to our applications, [A] will correspond
to the public-key (or common reference string) and [Aw] € Gf will correspond to a ciphertext. We define
the representation size REg (D) of a given polynomial-induced matrix distribution Dy with linear p; ;’s
as the minimal number of group elements it takes to represent [A] for any A € D; . We will be interested
in families of distributions Dy j such that that Matrix Diffie-Hellman Assumption is hard in k-linear groups.
By Lemma [2| we obtain a family of strictly weaker assumptions. Our goal is to obtain such a family of
assumptions with small (possibly minimal) representation.

Example 1. Let U, be the uniform distribution over Zng.

The next lemma says that Uy ,-MDDH is the weakest possible assumption among all D, ,-Matrix Diffie-
Hellman Assumptions. However, Uy, has poor representation, i.e., REg (U 1) = Ck.

Lemma 5. Let Dy, be any matrixz distribution. Then Dy ,-MDDH = U, ,-MDDH.

Proof. Given an instance ([A], [Aw@]) of Dy, if L € Zf;xe and R € ZF** are two random invertible matrices, it
is possible to get a properly distributed instance of the Uy -matrix DH problem as ([LAR], [LAw]). Indeed,
LAR has a distribution statistically close to the uniform distributionﬂ in Z’;M , while LAwW = LARY for

7 =R~ Clearly, ¢ has the uniform distribution in Z. O

Example 2 (k-Linear Assumption/k-Lin). We define the distribution Ly as follows

agz 0 ... 0 O
0 as 0 0
_ 10 0 0 k1) xk
A=|" ‘ ' € ZFTxk
0 0 0 Qg
1 1 ... 1 1
where a; < Zy. The transformation matriz T € ZéXk is given as T = (a—ll, ceey i) Note that the distribution
(A, AwW) can be compactly written as (a1, ..., ak, a1w, ..., aWk, W1 +...+wg) = (a1,...,ax,b1,...,bg, 2—11—1—

.+ Z—i) with a; < Zy, bi,w; < Z,. Hence the Ly-Matriz Diffie-Hellman Assumption is an equivalent
description of the k-linear Assumption [3, [24, [42] with REg (L) = k.

It was shown in [42] that k-Lin holds in the generic k-linear group model and hence k-Lin forms a family
of increasingly strictly weaker assumptions. Furthermore, in [7] it was shown that 2-Lin = BDDH.

Example 3 (k-Cascade Assumption/k-Casc). We define the distribution Ci as follows

a 0 ... 0 O
1 as 0 0
A — 0 1 i 0 ’
0 0 1 ar
0o 0 ... 0 1

5If A has full-rank (that happens with overwhelming probability) then LAR is uniformly distributed in the set of full-rank
matrices in Zng, which implies that it is close to uniform in Zng.



where a; < Zy. The transformation matriz T € Z;Xk is given as T = (:tal.}_ak , $a2f._ak ey %) Note that

(A, AwW) can be compactly written as (ay, . .., ax, aywy, w1+asWs . .., Wg_1+aWwg, Wg) = (a1, ..., 0k, b1, ..., b,
b7k _ br—1 br—2 _ b1 . —
o oo T o e e - + R ). We have REg (Ck) = k.

Matrix A bears resemblance to a cascade which explains the assumption’s name. Indeed, in order to
compute the right lower entry wy, of matrix (A, Aw) from the remaining entries, one has to “descend” the
cascade to compute all the other entries w; (1 <i < k — 1) one after the other.

A more compact version of Cj, is obtained by setting all a; := a.

Example 4. (Symmetric k-Cascade Assumption) We define the distribution SCy as Cy but now a; = a,

where a < Zy. Then (A, Aw) can be compactly written as (a,awi,wy + aws, ..., w1 + awg, wk)
(@y by, by, e = Uit B by e hae REG(Ch) = 1.

Observe that the same trick cannot be applied to the k-Linear assumption k-Lin, as the resulting Sym-
metric k-Linear assumption does not hold in k-linear groups. However, if we set a; := a + i — 1, we obtain
another matrix distribution with compact representation.

Example 5. (Incremental k-Linear Assumption) We define the distribution TLy as Ly with a; =a+1i—1,
for a < Z}. The transformation matriz T € Z1** is given as T = (+,..., ﬁ) (A, AW) can be compactly
written as (a,aws, (@ + Dwa, ..., (a+k— Dwg, w1 + ... +wg) = (a,b1,..., b, %1 + alfl +...+ a+b,§71). We
also have REg(ZLy) = 1.

The last three examples need some work to prove its generic hardness.
Theorem 6. k-Casc, k-SCasc and k-ILin are hard in generic k-linear groups.

Proof. We need to consider the (statistically close) variants with a; € Z, rather that 7. The determinant
polynomial for Cy, is 0(a1, ..., @k, 21, -+, Zkt1) = Q1 A2kl — 01 - Q12K+ . .+ (—=1)F 21, which has total
degree k + 1. As all matrices in C; have rank k, because the determinant of the last k rows in A is always
1, by Theorem [] we conclude that k-Casc is hard in k-linear groups. As SCj is a particular case of Cy,
the determinant polynomial for SCy is 0(a, 21, ..., 2x41) = a*2py1 — a* Lzp + ...+ (=1)F2;. As before, by
Theorem 4] k-SCasc is hard in k-linear groups. Finally, in the case of k-ILin we will show in the next section

its equivalence to k-SCasc and therefore it is generically hard in k-linear groups.
O

The previous examples can be related to some known assumptions from Section 2:3] Figure [I] depicts
the relations that are also stated in next theorem, except the equivalence of k-ILin and k-SCasc which is
addressed in the next section. We stress that this equivalence together with Theorem [7] imply that k-SCasc
is a stronger assumption than k-Lin, previously unknown [I7].

Theorem 7. For any k > 2, the following holds:

(k +1)-PDDH = k-Casc ;
(k +1)-EDDH = k-SCasc = k-Casc ; E-ILin = k-Lin ;
k-Casc = (k + 1)-Casc; k-SCasc = (k + 1)-SCasc

Further, in k-linear groups, k-Casc = k-MLDDH.
Proof. The proof of all implications can be found in Appendix [A] O

4 Uniqueness of One-Parameter Matrix DH Problems
Some differently-looking MDDH assumptions can be tightly equivalent, or isomorphic, meaning that there is

a very tight generic reduction between the corresponding problems. These reductions are mainly based on
the algebraic nature of the MDDH problems.

10
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DDH ————— 2-ILin _ 3-EDDH = 3-PDDH _ 3-ILin 4-EDDH — 4-PDDH

INt—F—.] |

2-Lin 2-SCasc = 2-Casc 3-Lin 3-SCasc = 3-Casc

N

BDDH 3-MLDDH
—_——
hard in generic groups hard in 2-linear groups hard in 3-linear groups
easy in 2-linear groups easy in 3-linear groups easy in 4-linear groups

Figure 1: Relation between various assumptions and their generic hardness in k-linear groups.

The simplest and most compact polynomial-induced matrix distributions Dy, are the one-parameter linear
ones, where Dj, outputs matrices A(t) = Ay + A;t for a uniformly distributed ¢ € Zy, and fixed Ay, A; €
7>k The two examples of them given in [I7] are SC), and ZLy.

A natural question is whether such a tight algebraic reduction exists between SCy and ZLj. In this
section we prove a much stronger result, which states there exists essentially a single one-parameter linear
MDDH problem. Indeed, we show that all one-parameter linear Dp-MDDH problems are isomorphic to SCy.
This result is heavily related to the one-parameter nature of the problems considered, and it seems to be not
generalizable to broader families of MDDH problems (e.g., trying to relate Cy and Ly, or dealing with the
case { > k+1).

4.1 Hardness

Theorem [4] gives an easy-to-check sufficient condition ensuring the Dy-MDDH assumption holds in generic k-
linear groups for certain matrix distributions Dy, including the one-parameter linear ones. For this particular
family, the sufficient condition is that all matrices A(t) = Ao+ At have full-rank for all ¢ € Z,, the algebraic
closure of the finite field Z,, and the determinant d of (A(T)||Z) as a polynomial in Z, T has total degree
k4 1. We first show that indeed it is also a necessary condition for the hardness of the Di-MDDH problem.

Theorem 8. Let Dy, be a one-parameter linear matriz distribution, producing matrices A(t) = Ao + Aqt,
such that Dy-MDDH assumption is hard generically in k-linear groups. Then, the determinantd of (A(T)||Z)
is an irreducible polynomial in Z[ZT] with total degree k + 1, and the rank of Ag + A1t is always k, for
all t € Zy,.

Proof. The proof just consists in finding a nonzero polynomial ) € ZQ[Z ,T] of degree at most k such that
h(A(t)w,t) =0 for all t € Zy and W € Z’;, and then using it to solve the Di-MDDH problem. If the total
degree of 0 is at most k, then we can simply let h = dﬂ Otherwise, assume that the degree of 0 is K+ 1. If 0
is reducible, from Lemma it follows that d can be split as @ = d¢, where ¢ € Z,[T] and 9y € Zq[Z , T are

nonconstant. Clearly, if ¢(t) # 0 then 9o (A(t)w,t) = 0 for all @ € Z}, which means that as a polynomial in

ZQ[W, T, 00(T, A(T)W) has too many roots, so it is the zero polynomial. Therefore, we are done by taking
h = .
Finally, observe that 9(Z,t) = Zf;rol ¢;(t)z;, where Z = (21,...,2k+1) and the ¢;(¢) are the (signed) k-

minors of A(t). Therefore, if A(to) has rank less than k for some & € Z, then d(Z,tg) = 0 for all Z € Zi*,

6 Actually, it is assumed that 0 # 0, i.e., some matrices output by D) have full-rank. Otherwise, it is not hard finding the
polynomial h based on a nonzero maximal minor of A(t), by adding to it an extra row and the column Z.
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which means that c¢;(t9) = 0 for all i. As a consequence, T — ty divides all ¢; and hence it divides 9, that is,
0 is reducible.

Once we have found the polynomial ) of degree at most k, an efficient distinguisher can use the k-
linear map to evaluate [h(Z,¢)]r, from an instance ([A(t)],[Z]) of the Dx-MDDH problem, where [¢] can be
computed easily from [A(t)] because Ag and A; are known. If 2= A(¢)w then h(Z,t) = 0, while for a
randomly chosen Z, h(Z,t) # 0 with overwhelming probabilityﬂ Then the distinguisher succeeds with an
overwhelming probability. O

4.2 Isomorphic Problems

From now on, we consider in this section a one-parameter linear matrix distribution Dy such that Dp-MDDH
assumption holds in generic k-linear groups. This in particular means that using Theorem [8] the polynomial
9 is irreducible in Z, [Z T) with total degree k + 1, and that the rank of Ag+ A1t is always k, for all t € Z,,.
Clearly the rank of Ay is k, but also A; has rank k. Indeed, it is easy to see that the Coeﬂiments of the
monomials of degree k + 1 in 0 are exactly the (signed) k-minors of Ay, so they cannot be all zero.

There are some natural families of maps that generically transform MDDH problems into MDDH problems.
As mentioned in previous sections, some examples of them are left and right multiplication by an invertible
constant matrix. More precisely, let L € GLjy1(Z,), the set of all invertible matrices in ZékJrl)X(kH), and
R € GL(Z,). Given some matrix distribution Dy, we write D;c = LD;R to denote the matrix distribution
resulting from sampling a matrix from Dy and multiplying on the left and on the right by L and R.

This mapping between matrix distrutions can be used to transform any distinguisher for D;-MDDH into
a distinguisher for Di-MDDH with the same advantage and essentially the same running time. Indeed,
a ‘real’ instance ([A],[Aw]) of a MDDH problem can be transformed into a ‘real’ instance of the other
MDDH problem ([A’], [A'W']) = (L[A]R, L[Aw]) with the right distribution, because LAwW = A’w’, where
@' = R™!4 is uniformly distributed. Similarly, a ‘random’ instance ([A],[Z]) is transformed into another
one ([A'],[Z"]) = (L[A]R,L[Z]). From an algebraic point of view, we can see the above transformation as
changing the bases used to represent certain linear maps as matrices.

In the particular case of one-parameter linear matrix distributions, one can write A’(t) = LA(t)R =
LA(R + LA;R¢, which simply means defining Aj = LAgR and A] = LA;R. Consider the injective linear
maps fo, f1 : Z’; — Z’;‘H defined by fo(w) = Apw and f1(w) = Ajw. We need the following technical
lemma.

Lemma 9. If Dy is generically hard in k-linear groups, no nontrivial subspace U C Z’; exists such that

fo(U) = f1(U).

Proof. Assume for contradiction a nontrivial subspace U exists such that fo(U) = f1(U), and consider the
natural automorphism ¢ : U — U defined as ¢ = f| Lo fo. It is well defined due to the injectivity of fu and f;.
Then, there exists an eigenvector @ # 0 of ¢ for some eigenvalue A € Z,. The equation ¢(7) = I o fo(T) =

implies (fo — Af1)(7) = 0. Therefore, fo —Afi is no longer injective and A(—\) = Ag— AA; has rank strictly
less than k, which contradicts Theorem [8] O

Applying the lemma iteratively one can build special bases for the spaces Z% and Z[™, and obtain
canonical forms simultaneously for Ay and A;, as described in the proof of the following theorem, which
has some resemblance to the construction of Jordan normal forms of endomorphisms. The proof is rather
technical, and it can be found in Appendix [C}

Theorem 10. Let fy, f1 : ZZ — Z’;“ two injective linear maps such that fo(U) # f1(U) for any nontrivial
subspace U C ZZ. There exist bases of sz and Zl(fd such that fo and fi1 are represented in those bases

7As a polynomial of total degree at most k it vanishes with probability at most k/q at a uniformly distributed point.
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respectively by the matrices

0 0 | 0
Jo= |t 3= |9
: .0 : |
0o --- 1 0 --- 0

Corollary 1. All one-parameter linear hard Dy-MDDH problems are isomorphic to the SCi,-MDDH problem,
i.e., there exist invertible matrices L € GLy11(Zy) and R € GLi(Z,) such that D = LSCiR.

Proof. Combining the previous results, the maps fy, f1 defined from the hard Di-MDDH problem are injective
and they can be represented in the bases given in Theorem [I0] In terms of matrices this means that there
exist L € GLyy1(Z4) and R € GLy(Zg) such that Ag = LIgR and A; = LJ; R, that is,

t 0
1 :
At)=L | R
: t
0 1
which concludes the proof. [

As an example, we show an explicit isomorphism between SCo-MDDH and ZL5-MDDH problems.

t 0 -1 0 0\ [t 0\,
0 t+1)=( 111 1t<11>
11 001/ \o 1

We stress that ‘isomorphic’ does not mean ‘identical’, and it is still useful having at hand different represen-
tations of essentially the same computational problem, as it would help finding applications.

5 Basic applications

5.1 Public-Key encryption

Let Gen be a group generating algorithm and Dy be a matrix distribution that outputs a matrix over Zng
such that the first k-rows form an invertible matrix with overwhelming probability. We define the following
key-encapsulation mechanism KEMgen,p,, = (Gen, Enc, Dec) with key-space K = Gk,

e Gen(1*) runs G + Gen(1*) and A «+ Dy . Let Ag be the first k rows of A and A be the last £ — k
rows of A. Define T € ng‘k)” as the transformation matrix T = AlAal. The public/secret-key is

pk = (G, [A] € GEXICL sk = (pk, T € Z((]Z—lc)xk)

e Enc,;, picks @ + Z’;. The ciphertext/key pair is
[@ = [Aow] € G*, [K]=[Aw] € GF

e Decy([c] € G¥) recomputes the key as [K] = [T¢] € GFF.

Correctness follows by the equation T - ¢ = T - Agw/ = Ajw. The public key contains REg(Dy ) and the
ciphertext k group elements. An example scheme from the k-SCasc Assumption is given in Appendix

Theorem 11. Under the Dy ,-MDDH Assumption KEMgen p, , is IND-CPA secure.

Proof. By the D, Matrix Diffie-Hellman Assumption, the distribution of (pk, [¢], [K]) = ((G, [A]), [AW]) is
computationally indistinguishable from ((G, [A]), [i]), where @ +— Z{. O
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5.2 Hash Proof System

Let Dy 1, be a matrix distribution. We build a universal; hash proof system HPS = (Param, Pub, Priv), whose
hard subset membership problem is based on the Dy ; Matrix Diffie-Hellman Assumption.

e Param(1%) runs G + Gen(1*) and picks A < Dy . Define the language
V=V ={d=[Aw] e G" : WeZi} CC=G"

The value W € Z’; is a witness of [¢] € V. Let SK = Zg, PK = GF, and K = G. For sk = ¥ € Zg,
define the projection pu(sk) = [#T A] € G*. For [¢] € C and sk € SK we define

Ag([@) = [z" - 3. (3)
The output of Param is params = (8 = (G, [A]),IQC,V7PIC,SIC,A(_)(-),;L(~)).
e Priv(sk,[c]) computes [K] = Ag([d]).

e Pub(pk, [d],@). Given pk = pu(sk) = [ZTA], [¢] € V and a witness @ € Z& such that [7] = [A - @] the
public evaluation algorithm Pub(pk, [¢], &) computes [K] = Ay ([¢]) as

Correctness follows by and the definition of p. Clearly, under the Dy ,-Matrix Diffie-Hellman Assumption,
the subset membership problem is hard in HPS.

We now show that A is a universal; projective hash function. Let [¢] € C\ V. Then the matrix (A||c) €
Zﬁx(kﬂ) is of full rank and consequently (Z' - Al|Z" - &) = (£T Al[u) for & « Z} and u + Z,. Hence,
(pk, A (1d]) = ([F7 AL [7 ) = ([7T A], [u]) = ([77 A, [K)).

We remark that A can be transformed into a universals projective hash function by applying a four-wise
independent hash function [29]. Alternatively, one can construct a computational version of a universaly
projective hash function as follows. Let SK = (Z%)?, PK = (G*)?, and K = G. For sk = (%1, %) € (Z})?,
define the projection u(sk) = [Z] A, Zy A] € (G¥)2. For [¢] € C and sk € SK, define A ([c]) := [(tz] +Z] )-d],
where ¢t = H(¢) and H : C — Z, is a collision-resistant hash function. The corresponding Priv and Pub
algorithms are adapted accordingly. It is easy to verify that for all values [¢1], [C2] € C\V with H(¢1) # H(¢c2),
we have (pk, Agi([¢1], Ask([C2]) = (pk, [K1], [K2]), for K1, Ky + Z,.

5.3 Pseudo-random Functions

Let Gen be a group generating algorithm and Dy, be a matrix distribution that outputs a matrix over Zf;Xk
such that the first k-rows form an invertible matrix with overwhelming probability. We define the following
pseudo-random function PRFgen,p,, = (Gen, F) with message space {0,1}". For simplicity we assume that
¢ — k divides k.

e Gen(1*) runs G «+ Gen(1*), h € Zf, and A;j < Dyy for i =1,...,nand j = 1,...,t := k/({ — k)

and computes the transformation matrices T;; € ZSf*’“)X’C of A;; € Zng (cf. Definition . For

1 =1,...,n define the aggregated transformation matrices
T
T; = € Z];Xk
T+

The key is defined as



e Fx(z) computes

e G*.

FK(x):[H T, - h

;=1

PRFGen,z, (i-e., setting Dy = L) is the PRF from Lewko and Waters [31]. A more efficient PRF from the
k-SCasc Assumption is given in Appendix

Note that the elements T4,...,T; of the secret-key consist of the transformation matrices of indepen-
dently sampled matrices A; ;. Interestingly, for a number of distributions D, the distribution of the
transformation matrix T is the same. For example, the transformation matrix for £y consists of a uniform
row vector, so does the transformation matrix for C;, and for Uy 11, ;. Consequently, PRFgenc, = PRFGen,c, =
PRFGen 4, , and in light of the theorem below, PRFgen, 2, proposed by Lewko and Waters can also be proved
on the weakest of all MDDH assumptions, namely the U ,-MDDH assumption.

Theorem 12. Under the Dy ,-MDDH Assumption PRFGen,p, ,, %5 @ secure pseudo-random Sfunction.
Proof. For our proof we require the reader to be familiar with the augmented cascade construction of Boneh
et al. [6]. For one aggregated transformation matrix Ty € Z&** and h € Z% we define f : ZF**xGF x{0,1} —
GF as the function .

. {[h] if b=0

F(Ty [A],0) = Tuh] ifb=1

The definition of f also explains the choice of ¢ = k/(¢ — k) as the the augmented cascade construction
requires range of f to be G*. Then PRFGen,p, , is obtained directly from f using the augmented cascade
construction (via a hybrid argument over 1 <4 < n). To show that it is a secure pseudo-random function it
suffices to show that f is parallel secure [6], i.e., that for every polynomial m,

—

h h
L ) e @y
T1hy T1hm
is pseudo-random, where h; Zy,
T
T, = € Z];Xk,
T
and Ty ; (1 < j < t) are transformation matrices of A ; - Dy ;. By a hybrid argument over j =1,...,¢ it
is sufficient to show that ~ .
h h
L B Tl e@H™
Ti1h Ti1hm

is pseudo-random (for one single transformation matrix T; 1 of Ay 1 < Dg) which in turn follows directly
by Lemma |1| (random self-reducibility of D, ;-MDDH).

We remark that the reduction is independent of the number of queries, i.e., it loses a factor of nk =
nt(¢ — k), where the factor n stems from the augmented cascade Theorem [6], the factor ¢ from the hybrid
argument over j, and the factor £ — k from Lemma O

5.4 Groth-Sahai Non-interactive Zero-Knowledge Proofs

Groth and Sahai gave a method to construct non-interactive witness-indistinguishable (NIWI) and non-
interactive zero-knowledge (NIZK) proofs for satisfiability of a set of equations in a bilinear group PG. (For
formal definitions of NIWI and NIZK proofs we refer to [22].) The equations in the set can be of different
types, but they can be written in a unified way as

n m n

Zf(ajaYJ)+Zf(xi7bi>+ZZf(Xia’Yinj) =t, (4)

j=1 i=1 i=1j=1
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where A;, As, Ar are Zgmodules, X € A", y € AL are the variables, @ € A7, be AR, T = (vij) € 27",
t € Ar are the constants and f : A; X Ay — Ar is a bilinear map. More specifically, considering only
symmetric bilinear groups, equations are of one of these types:

i) Pairing product equations, with Ay = Ay = G, Ar = Gr, f([x],[y]) = [xy]r € Gr.
i) Multi-scalar multiplication equations, with A, = Z,, As = Ap = G, f(x,[y]) = [xy] € G.

iii) Quadratic equations in Z,, with A1 = Ay = Ay = Zg, f(x,y) = xy € Zq.

OVERVIEW. The GS proof system allows to construct NIWI and NIZK proofs for satisfiability of a set of
equations of the type 7 i.e., proofs that there is a choice of variables — the witness — satisfying all
equations simultaneously. The prover gives to the verifier a commitment to each element of the witness
and some additional information, the proof. Commitments and proof satisfy some related set of equations
computable by the verifier because of their algebraic properties. We stress that to compute the proof, the
prover needs the randomness which it used to create the commitments. To give new instantiations of GS
proofs we need to specify the distribution of the common reference string, which includes the commitment
keys and some maps whose purpose is roughly to give some algebraic structure to the commitment space.

CoMMITMENTS. We will now construct commitments to elements in Z, and G. The commitment key
U] = ([t1), ..., [tk41]) € GE*(k+1) i of the form

)

U] = [A]| A binding key (soundness setting)
| [A]|Aw@ — Z] hiding key (WI setting)

where A < Dy, W+ Z’;, and 7' € Zf;, Z ¢ Im(A) is a fixed, public vector. The two types of commitment
keys are computationally indistinguishable based on the Dy ;,-MDDH Assumption.

To commit to [y] € G using randomness 7 < Z’;‘H we define maps ¢ : G — Zg and p: G* — Z, as

W)=y -z p(d)=¢€" -G defining compu)=([y];7) = [u(ly]) + UF] € G,

where £ € Zg is an arbitrary vector such that £’ A = 0 and £ - # = 1. Note that, given ly], e(ly]) is
not efficiently computable, but [¢([y])] is, and this suffices to compute the commitment. On a binding key
(soundness setting) we have that p([¢([y])]) =y for all [y] € G and that p([@;]) =0 foralli=1...k+ 1. So
p(comu z(ly}; 7)) = ET(Fy + UM = T2y + £ (A||A®)7 = y and the commitment is perfectly binding. On
a hiding key (WI setting), ¢([y]) € Span(uy,...,ux+1) for all [y] € G which implies that the commitments
are perfectly hiding.

To commit to a scalar x € Z, using randomness 5 < Z’; we define the maps ¢/ : Zq — ZS and p' : G — Zq
as
V(X) =x- (g1 + 2), P([@)=€'¢ defining comfy, #(x;8) := [/(x) + A5] € G

where £ is defined as above. Note that, given x, ¢(x) is not efficiently computable, but [1(x)] is, and this
suffices to compute the commitment. On a binding key (soundness setting) we have that p’([¢/(x)]) = x for
all x € Z, and p/([@;]) = 0 for all ¢ = 1...k so the commitment is perfectly binding. On a hiding key (WI
setting), ¢/(z) € Span(dy, ..., us) for all © € Zy, which implies that the commitment is perfectly hiding.

It will also be convenient to define a vector of commitments as compy) z([y; R) = [«([y']) + UR] and
com(y #(%8) = [/(XT) + AS], where [y] € G™, X € Z, R + ngﬂ)xm, S « ZF*™ and the inclusion maps
are defined component-wise.

INCLUSION AND PROJECTION MAPS. As we have seen, commitments are elements of G’. The main idea
of GS NIWI and NIZK proofs is to give some algebraic structure to the commitment space (in this case,
G') so that the commitments to a solution in Aj, Ay of a certain set of equations satisfy a related set of
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equations in some larger modules. For this purpose, if [X] € G’ and [y] € G, we define the bilinear map
F:G'x G — Zf;” defined implicitly as:

F([X, [y) =x-y",

as well as its symmetric variant F([X], [y]) = %F (X, [¥) + %F ([¥],[¥]). Additionally, for any two row vectors of
elements of G* of equal length r [X] = [¥;,...,%.] and [Y] = [y1,...,¥,], we define the maps @ , ® associated
with F and F as [X] & [Y] = [21_, (%], ¥:]))]r and [X] e [Y] = [SI_, F([%i], [¥i])]r- To complete the details
of the new instantiation, we must specify for each type of equation, for both F/ = F and F’ = F"

a) some maps (7 and pr such that for all x € A,y € Ao, [X] € G, [y] € G,

F/([1(9], [e2)]) = ex(f(x,y))  and  pr((F((K, ¥)Ir) = f(pr(X), p2([¥])),

where 1, 15 are either ¢ or ¢/ and py, py either [p] or p/, according to the appropriate A, Ay for each
equation,

b) matrices Hy,..., H,, € Z’;lX’”, where k1, ko are the number of columns of Uy, Ug respectively and
which, in the witness indistinguishability setting, are a basis of all the matrices which are a solution of

the equation [U;H] e [Ug] = [0]r if F/ = F or [U;H] e [Uy| = [0 if F’ = F', where Uy, Uy are either
U or A, depending on the modules A1, A>. These matrices are necessary to randomize the NIWI and
NIZK proofs.

To present the instantiations in concise form, in the following H™*"™" = (h;;) € Z;**" denotes the matrix
such that h,s = —1, hsy =1 and h,;; = 0 for (4,5) & {(r,s), (s,r)}. In summary, the elements which must be
defined are:

e Pairing product equations. In this case, A; = Ay = G, Ay = Gr, 11 = 12 = ¢, p1 = p2 = [p],
U; =Uy =U and both for F/ = F and F' = F,

w(dr)=z-7 27 e m** pr(Zlr) = €' Z€]r,

where Z = (Zij)1<ij<¢ € Z5**. The equation [UH] e [U] = [0]7 admits no solution, while all the
solutions to [UH] e [U] = [0]r are generated by {HT7S7I€+1,I€+1}1ST‘<S§]€+1.

e Multi-scalar multiplication equations. In this case, 41 = Z4, Ay = Apr = G, 11 = Uyg = 1,
p1=p, pa=[p], Up = A, Uz = U and for both F/ = F and F' = F,

vr([2]) = F/([V ()], [((2D)]) pr([Z)r) = [€7Z€].

The equation [AH] e [U] = [0]r admits no solution, while all the solutions to [AH] e [U] = [0]r are
generated by {HT’S’k’k“}1<T<S<k.

e Quadratic equations. In this case, A = Ay = Ar = Zg, t1 = 12 = /, pp = pa = p' and
U; =Uy = A, for both F/ = F and F’ = F, we define
wr(2) = FI([C(D] [ (2)]) pr(Zr) =€ ZE.

The equation [AH] & [A] = [0]r admits no solution, while all the solutions to [AH] e [A] = [0]r are
generated by {HT’S’k’k}1<T<S<k.

To argue that the equation [U;H] & [Us] = [0]r admits no solution, for each of the cases above, it is
sufficient to argue that the vectors F([i;], [#;]) are linearly independent. This holds regardless of the matrix
distribution Dy, from basic linear algebra, since F([@;], [i;]) was defined as the implicit representation of
the outer product of @; and @; and i, ..., Uk, are linearly independent.

PROOF AND VERIFICATION. For completeness, we now describe how do the prover and the verifier proceed.
Define k1, ko as the number of columns of Uy, Uj respectively. On input PG, [U], Z, a set of equations and
a set of witnesses X € A",y € AY the prover proceeds as follows:
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De,,-MDDH instantiation elements of G | elements of Z,
Commitment to a Variable 4 0
Pairing product equation Lk+1) 0

- Linear equation: k+1 0
Multi-scalar multiplication equation Uk+1) 0

- Linear equation with variables in G 0 k+1

- Linear equation with variables in Z, k 0
Quadratic equation 175 0

- Linear equation 0 k

Table 1: Size of the proofs based on the Dy ,-MDDH Assumption.

1. Commit to X and y as
[C]=[u(") +UiR],  [D]=[2F")+ US|

where R «+ Z’;lxm, S« Z’;2X".

2. For each equation of the type 7 pick T «+ Z’;leQ and output ([IT], [®]), defined as:

] = [(0")RT+ 6 )ITRT+USTTRT —U,T' + > U H/ |
1<i<n

O] = [u@)ST +uXHrs’ + U,T]

The proof described above is for a general equation, the same optimizations for special types of equation as
in the full version of [22] apply. In particular, when the map used is the symmetric map F', the size of the
proof can be reduced. In addition, the size of the proof can also be reduced when all the elements in either
Ay or As are constants. Taking these optimizations into account, we give the size of the commitments and
the proof for the different types of equations in Table [I]

To verify a proof, on input the commitments [C], [D] and a proof ([I1], [®]), the verifier checks if

[1(@")] o D] +[C] o' [12(67)] + [C] ' [DTT] = [u(t)] + [Us] ' [TT] + [©] ' [Uy],

where o' is either o or ¢, depending on whether F’ is F or F. If the equation is satisfied, the verifier accepts
the proof for this equation and rejects otherwise. In general, the verification cost depends on ¢ and k,
though a bit might be gained in pairing computations when using batch verification techniques and if some
components of the commitment keys are trivial or are repeated, i.e. if the D, j, admits short representation.
EFFICIENCY. We emphasize that for Dy = Lo and 7 = (0,0,1)T and for Dy, = DDH and z = (0, nt
(in the natural extension to asymmetric bilinear groups), we recover the 2-Lin and the SXDH instantiations
of [22]. While the size of the proofs depends only on ¢ and k, both the size of the CRS and the cost of
verification increase with REg (Dpx). In particular, in terms of efficiency, the SC, Assumption is preferable
to the 2-Lin Assumption but the main reason to consider more instantiations of GS proofs is to obtain more
efficient proofs for a large class of languages in Section [6]

6 More efficient proofs for some CRS dependent languages

6.1 More efficient subgroup membership proofs

Let [U] be the commitment key defined in last section as part of a Dy -MDDH instantiation, for some

A < Dyy. In this section we show a new technique to obtain proofs of membership in the language
EA’pg = {[AT_‘T,FE Zz} c G
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INTUITION. Our idea is to exploit the special algebraic structure of commitments in GS proofs, namely the
observation that if [®] = [A7] € La pg then [B] = comy)(0; 7). Therefore, to prove that [®] € La.pg, we
proceed as if we were giving a GS proof of satisfability of the equation x = 0 where the randomness used
for the commitment to x is 7. In particular, no commitments have to be given in the proof, which results in
shorter proofs. To prove zero-knowledge we rewrite the equation x = 0 as x- 4 = 0. The real proof is just a
standard GS proof with the commitment to 6 = 1 being /(1) = comy;(1; 0), while in the simulated proof
the trapdoor allows to open ¢/(1) as a commitment to 0, so we can proceed as if the equation was the trivial
one x-0 = 0, for which it is easy to give a proof of satisfiability. For the 2-Lin Assumption, our proof consists
of only 6 group elements, whereas without using our technique the proof consists of 12 elements. Details are
in Appendix More generally, in Appendix we will prove the following theorem.

Theorem 13. Let A < Dy, where Dy is a matriz distribution. There exists a Non-Interactive Zero-
Knowledge Proof for the language La pg, with perfect completeness, perfect soundness and composable zero-
knowledge of k¢ group elements based on the Dy ,-MDDH Assumption.

APPLICATIONS. For a typical application scenario of Theorem think of [A] as part of the public parame-
ters of the hash proof system of Section[5.2] Proving that a ciphertext is well-formed is proving membership
in LA pg. For instance, in [32] Libert and Yung combine a proof of membership in 2-Lin with a one-time
signature scheme to obtain publicly verifiable ciphertexts. With our result, we reduce the size of their ci-
phertexts from 15 to 9 group elements. We stress that in our construction the setup of the CRS can be built
on top of the encryption key so that proofs can be simulated without the decryption key, which is essential
in their case. Another application is to show that two ciphertexts encrypt the same message under the same
public key, a common problem in electronic voting or anonymous credentials. There are many other settings
in which subgroup membership problems naturally appear, for instance the problem of certifying public keys
or given some plaintext m, the problem of proving that a certain ciphertext is an encryption of [m].

6.2 More efficient proofs of validity of ciphertexts

The techniques of the previous section can be extended to prove the validity of a ciphertext. More specifically,
given A < Dy, and some vector Z € Zf;, Z ¢ Im(A), we show how to give a more efficient proof of
membership in the space:

£A7g7pg = {[C_] :C=Ar+ mZ} - Ge,

where (7, [m]) € Z x G is the witness. This is also a proof of membership in the subspace of G spanned by
the columns of [A] and the vector [Z], but the techniques given in Sectiondo not apply. The reason is that
part of the witness, [m], is in the group G and not in Z,, while to compute the subgroup membership proofs
as described in Section all of the witness has to be in Z,. In particular, since GS are non-interactive
zero-knowledge proofs of knowledge when the witnesses are group elements, the proof guarantees both that
the ¢ is well-formed and that the prover knows [m].

In a typical application, [¢] will be the ciphertext of some encryption scheme, in which case 7 will be the
ciphertext randomness and [m] the message. Deciding membership in this space is trivial when Im(A) and
Z span all of Zg, so in particular our result is meaningful when ¢ > k + 1. In Appendix we prove the
following theorem:

Theorem 14. Let Dy be a matriz distribution and let A < Dy . There exists a Non-Interactive Zero-
Knowledge Proof for the language La zpg of (k+ 2)¢ group elements with perfect completeness, perfect
soundness and composable zero-knowledge based on the Dy ;,-MDDH Assumption.

APPLICATIONS. A proof that a ciphertext is well formed is used, for instance, in [16]. Using this result, we

can give a proof that the 2-Lin Cramer-Shoup ciphertext is well formed which takes only 20 group elements
as opposed to 23 using standard techniques.
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6.3 More efficient proofs of plaintext equality

The encryption scheme derived from the KEM given in Section corresponds to a commitment in GS
proofs. That is, if pk, = (G, [A] € G**F), for some A < Dy, given 7 € Z’;,

Encye, ((m]:7) = [ = [A7 + (0,...,0,m) ] = [AF+m - 2] = comiaaag ([m]: §),

where 57 := (¥7,0) and z:= (0,...,0,1)". Therefore, given two (potentially distinct) matrix distributions
Dey kv s Déz,kz and A < Dy, ,, B + Déz,kz’ proving equality of plaintexts of two ciphertexts encrypted
under pk 4, pkp, corresponds to proving that two commitments under different keys open to the same value.
Our proof will be more efficient because we do not give any commitments as part of the proof, since the
ciphertexts themselves play this role. More specifically, given [¢4] = Encpy, ([m]) and [€g] = Encyy, ([m])
we will treat [€4] as a commitment to the variable [x] € A1 = G and [¢p] as a commitment to the variable
ly] € A2 = G and prove that the quadratic equation e([x],[1]) - e([—1],[y]) = [0]r is satisfied. The zero-
knowledge simulator will open ¢1([1]), t2([—1]) as commitments to the [0] variable and simulate a proof for
the equation e([x], [0]) - e([0], [y]) = [0]r, which is trivially satisfiable and can be simulated.
More formally, let

LaB.z.5pg = {([Cal.[€B]) : [Ca] = [AT+ mZ], [Cs] = [BF + %]} C G x G*

where 7 € Zi,§ € Ik> m € Ly, 7y € Z}, and 7 ¢ Im(A) and 7 € Z?, 7 ¢ Im(B). In Appendix we
prove:

Theorem 15. Let Dy, i, and Dy, ., be two matriz distributions and let A < Dy, 3,, B < Dy, .. There
exists a Non-Interactive Zero-Knowledge Proof for the language LaBz.zpc of li(ks + 1) + €2(kj1 +1)
group elements with perfect completeness, perfect soundness and composable zero-knowledge based on the

Dy, .k, -MDDH and the Dy, r,-MDDH Assumption.

APPLICATIONS. In [26], we reduce the size of the proof by 4 group elements from 18 to 22, while in [23] we
save 9 elements although their proof is quite inefficient altogether. We note that even if both papers give a
proof that two ciphertexts under two different 2-Lin public keys correspond to the same value, the proof in
[23] is more inefficient because it must use GS proofs for pairing product equations instead of multi-scalar
multiplication equations. Other examples include [10, [I5]. We note that our approach is easily generalizable
to prove more general statements about plaintexts, for instance to prove membership in ‘CIA,B, 2 2. PG =
{([eal], [€B]) : [Ca] = [AF+(0,...,0,m)"],[éB] = [B5+ (0,...,0,2m)"],7 € Z’;l,é’e Zfﬁ} c G x G*
or in general to show that some linear relation between a set of plaintexts encrypted under two different
public-keys holds.
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A Proof of Theorem [T

We split the theorem in several lemmas.
Lemma 16. (k+ 1)-PDDH = k-Casc.

Proof. The idea of the proof is that an instance of the (k4 1)-PDDH problem can be viewed as an instance
of the C-MDDH problem with a non-uniform distribution of @. A suitable re-randomization of @ yields the
result. Let (G, [1],..., [Tk+1], [2]) be a (k+1)-PDDH instance with either z € Z, uniform or z = 1 - - - Tp41.
We will construct a k-Casc instance from that, setting [A] as follows:

N [z ... 0 0
A= "l
00 (U
0 0 0 [
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Let [67] := ((=1)**1[z],0,0,...,0, [:ck+1])T. Since A has full rank, b is in the span of the columns of A iff
det(A||b) = 0. Since det(A||b) = 21 - - -z — 2, this depends on the distribution of z as desired. To obtain a
properly distributed k-Casc instance (G, [A], [']), we set [)'] = [b] + >, wila;i] for uniform w; € Z,. Clearly,
if b is in the span of the columns of A, v will be a uniform element in the span of the columns of A, whereas
if it is not, b’ will be uniform in all of ZZ'H. O

Lemma 17. (k+ 1)-EDDH = k-SCasc.

Proof. The proof is analogous to the proof of the preceding Lemma Let (G, [z], [2]) be a (k + 1)-EDDH
instance with either » € Z, uniform or z = z*+1. We will construct a k-SCasc instance from that, defining
[A] as the following k x (k 4 1)-matrix:

[z] O ... 0 O
[ [«] 0 0
0 |1 0
A= M 7
0 0 ... [1] [z]
0 0 ... 0 [1]
Set [b'] := ((=1)*1[2],0,0,...,0,[z]). As above, b is in the span of the columns of A if and only if

z = zF*t1. To obtain a properly distributed k-SCasc instance (G, [A], [0']), we set [b] = [b] + >, wild;] for
uniform w; € Zg. O

Lemma 18. In k-linear groups, k-Casc = k-MLDDH.

Proof. Assume for the purpose of contradiction that k~-MLDDH does not hold. To break the k-Casc problem,
we are given an instance [A], [Z], where A + Cj; and we have to distinguish between Z = A« for uniform o

and uniform Z. Or, equivalently, we have to test if the determinant of matrix B = A||Z € Z((Ikﬂ)x(kﬂ) is
zero. We claim that

det(B) =aq « ... agzps1 + Ti(a1, .. QK 21, - - - Zkt1)s

where T} only contains k-linear terms. (This can be proved by induction using the Laplace expansion.)
Hence, to test whether det(B) = 0, one computes [b]7, = [-Tk(a1,...,ak, 21, .., 2k+1)]T, using the k-linear
map and the oracle k-MLDDH([a1], ..., [ak], [zk+1], [b]T,,) to check if a1 - ... agzr11 = —b. O

Lemma 19. k-SCasc = k-Casc, k-ILin = k-Lin

Proof. Both implications follow by simple rerandomization arguments. A k-SCasc instance ([a1], .. ., [ax], [a1w1],
[w1+agws], . .., [wg—1+arwg], [wg]) can be transformed into a k-Casc instance by picking oy, avg, .. ., o < Zy
and computing ([ac], [aas], .. ., [aag], [aw, ], [E2e2], . [wo’jl’lzcz’f" |, [5725-]). Similarly, a k-ILin instance
([a], [aw1], [(a + Dws],...,[(a + k — Dwg], [w1 + ... + wg]) can be transformed into a k-Lin instance by
picking random ay, @, ...,  Z; and computing ([aai], [(a + L)az],...,[(a + k — 1)ag], [awiau], [(a +
Dwaag], ..., [(a +k — Dwgag], [wi + ... + wg]). O

Lemma 20. k-Casc = (k + 1)-Casc, k-SCasc = (k + 1)-SCasc.

Proof. To show the first implication, we transform a given instance of the k-Casc problem Dy = ([a4], . . ., [ak],
[arwn], [w1 + agwa), ..., [wk—1 + apwg], [wg]) into an instance of the (k + 1)-Casc problem by picking uni-
form wyy1 < Zg and [ap41] < G and computing Dy = ([a1], ..., [art1], [@rw1], (w1 + asws], ..., [wr—1 +
arwg|, (Wi + akr1Wk11], [wi11]). Note that Dy is pseudorandom iff Dy is pseudorandom. The same reduction
also works in the symmetric case. O
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B Proofs for the Generic Hardness results

In this section, we give the remaining proofs for the results on the D, ;-MDDH assumption in generic m-linear
groups from Section We refer to reader to e.g. [I1] for necessary background on the algebraic material
such as polynomial rings, ideals, Grobner bases, varieties and irreducibility used in this section. Note that
in this paper irreducibility is not implicit in the definition of a variety.

Recall that our setup is that Dy is a matrix distribution which outputs a; ; = p; ; (f} for uniform # € Zg
and possibly multivariate polynomials p; ;, whose degree does not depend on A and hence not on gq. The
distributions ([A], [z] = [A]) respectively ([A], [2] = [@]) for A < Dy, & < Z%, @ + 7 are denoted by D°
respectively D'. In order to describe all of these data, we consider the polynomial ring R = Zq[ff7 A , f, W],
introducing formal variables A= Ai1,...,Ap to describe the matrix A, 7 = Z1,...,2Zy to describe the
vector 2, T = T, ...Tq for some d to describe the underlying t’s used to sample the a; ;’s via a; ; = p; ; (f), and
formal variables W = W1, ..., W), to describe & (which only appears in D°). Note that we shorthand write
A for the collection of all A; j's if the structure as a matrix is not crucial. Furthermore, we write A = p({)
or @ = p(f), meaning that a; ; = p; ;(£). We further consider the polynomial subring S = Z,[4, Z] C R to
describe the publicly known expressions. We can now encode our distributions D° and D! by polynomials
in the following way: let f; ; = A; j — p”(f) and g; = Z; — Zj Pij (T)Wj Let Gg be the set of all §’s and
g’s, whereas GGy only consists of the §’s, but not the g’s. The generators Gy, span the ideals Z;, over R, which
encode all the relations in D? for b € {0,1}. Of course, Z; C Zo.

We consider J, = I, NS, which are ideals in § encoding the relations between the known data. We
will show that (Jp)<m, where <, denotes restriction to total degree at most m, captures exactly what can
be generically computed by an adversary performing only polynomially many group and m-linear pairing
operations:

B.1 Proof of Theorem [3l

Let Dy be a matrix distribution with polynomial defining equations and Zy,Z; be as above. Then the
D¢,,-MDDH assumption holds in generic m-linear groups if and only if Jy and J; are equal up to total
degree m, i.e. (Jo)<m = (J1)<m-

Proof. The proof is analogous to the one from [2] 9], apart from being stated more algebraically. Let D be
a ppt distinguisher with input from D for either b= 0 or b = 1. Let x = poly()\) be an upper bound on the
number of D’s oracle queries and initial input group elements. We will replace the oracles D has access to,
show that this replacement can only be detected with negligible probability and show that D’s advantage
with the replaced oracles is zero.

Our replacement of D’s oracles is as follows: We replace (the random representation of) G and its
associated oracles by (a random representatiorﬁ of) the quotient @ = R/Zp. Similarly G is replaced by
an isomorphic copy Q' of R/Z, (with another random representation independent from the one for G). The
oracle for e is replaced by an oracle computing the product in @ and outputting the (representation of the)
associated element in . The initial elements [a; ;] respectively [z;] are replaced by w(A4; ;) € Q respectively
m(Z;) € @, where 7 respectively n’ denotes the projection 7 : R — @ respectively 7’ : R — @Q’. The
generators g and gr are replaced by 7(1) € Q and #'(1) € Q’. The representations of ) and Q' are as usual
defined on demand by keeping a list of all elements queried so far and choosing random representations for
new elements; queries with representations as input that have not been previously defined produce an invalid
answer L, as do queries using the wrong isomorphic copy and/or mixing them. Note that we assume here
that in the random group model the representations are sufficiently long, say a generous > 5log ¢, such that
representations are hard to guess and the sets of representations for G and G are disjoint with overwhelming
probability.

8Strictly speaking, only those polynomially many elements ever appearing even have a well-defined representation. Note
that @ is infinite.
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By Buchberger’s First Criterion [I1], the given generating set G} is actually a Grobner basis with respect
to any lexicographic ordering, where any Z;’s are larger than any A; ;’s and both are larger than any T;’s or
W;’s. We identify elements from R /Z; by their remainders modulo Gy. Note that computing this remainder
just means replacing any occurrence of A; ; by p; ; and, if b = 0, additionally replacing Z; by Zj pi W

After D has run, we sample t < ZZ, W Z’; U Zg. For any remainder h € @Q, define ev(h) as

ev(h) = [h(0, 4,1, )] € G, where we plug in @ for Z, tfor T and & for W. Note that there are no A;j’sin b
and in the case b = 0 no Z;’s occur either. For )’ € Q' we define ev(h’) € Gr analogously.

Since D can only apply e in @, but not in Q’, any element seen in Q by D can be written as a sum of
elements initially presented to D. Elements seen in @’ can be written as sums of m-fold products of such
elements. So let ¢1,...,¢. € S<; and #,... ¢, € S<;,, with r + ' < k be the elements constructed by D.
Let b, := ¢ mod 7, € @ and b} := € mod Z, € Q'. The distinct elements among the h; and b} are exactly the
distinct elements from @ respectively Q' seen by D, whereas the ¢; and €, keep track of how D constructed
those. Note that modZ, need not be injective on S<,.

Since computing modZy is just a replacement of each A; ; and possibly Z; by a polynomial of degree at
most deg + 1, the total degree of all remainders b; and b} is bounded by the constant (deg + 1)™, where
deg is the upper bound on the total degree of the p; ;, which is independent of the security parameter A by
assumption. Let Good denote the event that for all h; # b; we have ev(h;) # ev(h;) and for all b} # b} we
have ev(h;) # ev(h’). By construction, if Good occurs, the view of D with the replaced oracles is 1dent1cal
to the view if D Would have had access to the original oracles. Since each such equality ev(h;) = ev(h;) or
ev(h;) = ev(h) is a non-zero polynomial equation of total degree at most (deg + 1)™ in uniformly chosen

¢ (deg+1)m

unknowns from Z,, each one holds only with probability at mos = negl(\A). Since there are only

K(k— 1)(2deg+l)m
Furthermore, D’s view can only depend on b if we have €¢; — £; = 0 mod Zy but ¢ — £; # 0 mod Ilq(or the
analogous in Q') for some elements ¢;,¢; constructed by D. We know that any ¢; or EZ is in S<;,. So, since
ZoNS<m = (Jo)<m = (J1)<m = 1 N S<m, D’s view (with the replaced oracles) does not depend on b.

For the other direction of the theorem, note that if there exists £ € (Jo)<m \ (J1)<m then it is easy to
construct a ppt distinguisher D that computes h = [¢(a; ;, z;)]r € Gr. If b = 0, we always have h = [0]r

polynomially many pairs ¢ # j, Good occurs with overwhelming probablhty of at least 1 —

whereas if b = 1, we have h = [0]r only with probability at most M = negl(\). O

The ideals Jy and J; can be computed from Zy and Z; using elimination theory. If we use Grobner bases
for that, the condition (Jy)<m = (J1)<m can be rephrased as follows:

Lemma 21. Let notation be as before and m > 0. Let < be an elimination order on the monomials of R
such any monomial containing any T; or W; is larger than any monomial from S. Further assume that,
restricted to the monomials of S, < sorts by total degree first. Let Hy respectively Hy be reduced Grobner
bases for Iy respectively T; w.r.t. <. Then the following are equivalent:

1. (jO)S'm - (jl)gm
2. Hy ﬁSSm = H; ﬂSSm
3. Hyo N S<m does not involve any Z;’s.

4. There exists a not necessarily reduced Grobner basis H|y for Ty such that H) N S<,, does not involve
any Z;’s.

Proof. First, note that by the elimination theorem of Grobner bases [11], J; is an ideal over S with reduced
Grobner basis H, N S.

(1) = (2) : Assume (Jo)<m = (J1)<m- Let h € Hy N S<,y, but assume towards a contradiction
h ¢ Hi NS<y,. Since h € Iy N S<yp, there must be some £ € H; NS, ¢ # b such that the leading term of
£ divides the leading term of h. By assumption, < sorts by total degree first, so the total degree of ¢ is at
most m. Hence £ € 7y N S<,,, with leading term diving that of b, contradicting the reducedness of Hy N S.
The other inclusion Hy N S<y, C Hp N S<y, is analogous.
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(2) = (3) : Hy does not involve any Z;’s, since the generating set G does not.
(3) = (4) : Obvious.

(4) = (1) : Assume Hy N S<,, does not involve any Z;. We first show that for any h € Hy N S<,,, we
have h € Z;. To see this, write h = Z” i ifag + Zl 0;0; as a linear combination in our original generators
Go with polynomial coefficients ¢; ;,0; € R. Plugging in 0 for all W;’s and Z;’s into this equation does not
affect b by assumption and eliminates all g;, so we obtain h =}, ; ¢; ;f; ; for some ¢} ; showing h € Z;.
Now let £ € ZyNS<s, = (Jo)<m be arbitrary. Since HjNS is a Grobner basis w.r.t to <, which sorts by total
degree first, we have £ = ), e;h; for some ¢; € S and h; € Hy N S<qege. Since we have shown that all the b;
that appear here are in Z;, we have ¢ € Z;, showing (Jo)<m C (J1)<m. The other inclusion is trivial. O

B.2 Proof of Theorem 4 and Generalizations

Theorem 4] will follow as a corollary from the following lemma, which is a generalization to non-linear p; ;
and non-irreducible 0:

Eemma 22. Let notation be as befor@ We assume that £ = k+1 and A can be full rank for some values gf
t. Letd be the determinant of (p(T)||Z) as a polynomial in Z,T and consider the ideal J := TyNZ4[A, Z,T)
over Zq[ff, Z, f] Then there exists a unique (up to scalar) decomposition d = ¢ - g over Zq, where ¢ only
involves the T and 0¢ is irreducible over the algebraic closure Tq. Furthermore, J is generated by Gy and

0p.

Proof. Since A can be full rank, there exists some Z,# with D(Z,f) # 0, so 0 is not the zero polynomial. For
the existence and uniqueness of ¢ and 9, consider the (up to scalar) unique decomposition d = ¢J*¢5? - - - ¢¢=of
0 into distinct irreducible polynomials ¢; in Z[Z, f] Since 0 is linear in the Z;’s, only one factor, w.l.o.g. ¢
with e, = 1, can contain any of the Z;’s. Note that this implies that ¢, is linear in the Z;’s as well. So we
have the up to scalar unique decomposition 3(Z,T) = ¢(T)0o(Z, T) with 9y = ¢, and ¢ = ¢¢* -+ ¢, which
has the desired properties, provided that 9y and ¢ actually have coefficients in the base field 7Z, rather than
Z,.

To show the latter, write 9 = ). a,Z; with a; € Zq[f]. Since by construction ¢ divides 0, for all 1 <4 <
0,1 <j<s—1wehave a; = - b;; for some b;; € Zy[T] and indeed ¢ is nothing but the ged of the a;.
Since a; € Zy[T), it follows that o(a;) = a; = o(cj)% - o(b; ;), where o is the (coefficient-wise) Frobenius. So

€s—1

o(c;)% divides each a;, hence every Frobenius-conjugate must appear in the decomposition ¢ = ¢i* ---¢;*3
with the same multiplicity, showing ¢ € Zq[’f ]. It follows that 99 = 2 is also in the base field.

For the second part of the lemma, we first observe that both ideals Zy and Z; are radical: Since they
can be generated by polynomials of the form A, ; — pm-(f), Z; — qi(f, W) expressing one set of variables as
functions of another disjoint set of variables, the quotient R /Zy respectively R/Z; is isomorphic to Zq[f, W]
respectively Zq[Z , f, W] Since these quotients have no nilpotent elements, the ideals Zo, Z; are radical. It
follows that J is radical, since intersection with a polynomial subring preserves being radical. Since 0q is
irreducible, the quotient Zq[/f, Z,T)/(Gy,00), which is isomorphic to Zq[z, T/ (v0), contains no nilpotent
elements, hence the ideal generated by Z; and 9y in Zq[/f, Z , f] is radical. It thus suffices to consider
the corresponding varieties (all varieties are over the algebraic closure Z,) V(G1,09) and V(J) by the
Nullstellensatz. Let V(Z;) be the variety associated to Z;. By the Closure Theorem [1I], the variety V(J)
associated to J is given by the Zariski closure of {(@,2,1) € V(Z1) | 3@, s.t. z; = > jwjaij}. Let us start
by showing V(G1,00) C V(J):

If for some value of 7, ¢(£) = 0, then det(p(#)||Z) = 0 for all values of Z, hence p(#) has rank < k. Consider
the variety Viaq of all (d@,Zz,t) € V(Z;) such that A = (a;;) has rank < k, which is indeed an algebraic
set (consider det(Al||€;) = 0 for canonical basis vectors €;) and Vhaa D V(¢,Zy). Outside of this bad set,
A = p(t) has full rank k and hence there exists & such that Z = A - @ if and only if det(A||Z) = 0, or
equivalently, since c(t) # 0, 99(Z,1) = 0. It follows that V(G1,00) \ Vbaa C V(J). By the same argument as
in the previous paragraph, since 0 is irreducible over Zg, the quotient Z,[A, Z, T]/(G1,00) = Zq|Z, T]/(00)
has no zero divisors and so V(G1,00) is irreducible. Since (&,0,7) € V(G1,00) for any # with p(#) full rank,
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we have Viaq ;é V(G1,0p). From this and the irreducibility of V(G1,0g), we can then deduce that the Zariski
closure of V(G1,00) \ Vbaa C V() is all of V(G1,09), so we have V(G1,00) C V()
For the other direction, consider (&, Z,t) such that @ = p(f) and there exists & with z; = > Wi

We need to show 9(Z,7) = 0. For this, note that det(p(T)| > Wipi (T T)) is the zero polynomial. So

022 Wipi; (T '), T) =
as otherwise 9(Z, T') would be the zero polynomial, we have that 0o(3_; Wjpi,;(T ['), T is the zero polynomial.
It follows that d9(Z,%) = 00(3_; w;pi;(f), ) = 0, finishing the proof of V/(G1,00) D V(7).

o(T) - 00 (22 Wipi i (T [')) is the zero polynomial. Since ¢(T') is not the zero polynomial,

O

This lemma allows us to easily prove Theorem [ which states:

Let £ = k + 1 and Dyy1 be a matrix distribution, which outputs matrices A = p(#) for uniform . Let
0 be the determinant of (p(7')||Z) as a polynomial in Z,T.

1. If the matrices output by Dy1,x always have full rank (not just with overwhelming probability), even
for ¢; from the algebraic closure Z,, then 9 is irreducible over Z,.

2. If all p; ; have degree at most 1, 0 is irreducible over Z and the total degree of  is k + 1, then the
Di+1,,-MDDH assumption holds in generic k-linear groups.

Proof. Let notation be as in the lemmas above.

(1): If ¢ is non-constant, it would have some roots (Z, ) in Z,. At these roots p( (t) can’t have full rank, since
det(p(f)[|2) = 0 for all 2. Hence d = 9, which is irreducible over Z,.

(2): W l.o.g. we may assume that p is injective (otherwise we drop some T-variables), so we can express the
T;’s as linear polynomials in the A; ;’s. Computing a Grébner basis (for an appropriate elimination ordering)
for Jo = J NS from J just means expressing all T;’s by A; ;’s. Since J is generated by 9 =0y and G by
the above Lemma a Grobner basis for Jy is just given by G and 9, expressed by the A; ;’s. Since this
invertible linear variable substitution does not change total degree, the theorem follows. O

C Proof of Theorem [10

The proof is rather technical because we need an explicit construction of a sequence of subspaces with

special properties. The key idea is using a consequence of Lemma @ for any nontrivial subspace U C Z’; ,

dim(fo(U)+ f1(U)) > dim U, and for any nontrivial subspace V' C fo(ZF)N f1(Z%), dim(fy " (V) + f; (V) >

dim V. This allows us to build a sequence of subspaces with strictly increasing dimensions having some

interesting properties. We will then use these subspaces to build the bases claimed in the theorem.
Consider the following sequences of subspaces, for a suitable value of m € Z

Ui CUsC-CUp=27Z; ViCVaC--CVp CZIT!

such that V; = fo(U;) N f1(U;) and U;_ L= = fo (Vi) 0 f7H(Vi). The sequences are well defined because we
know that V; C fo(U;) and U;,_1 C fy ( Vi), and then U;_1 C f(;l( Vi) C f(;l(fo( ;) = U, since fy is
injective, and similarly V;_1 C fo(Ui_1) C fo(fy (Vi) C V. On the other hand from the injectivity of the
maps dimU; = dim fy(U;) = dim f1(U;) and dimV; = dlmfo vy = dlrnf1 L(V;). Now, by Lemma@ we
know that fo(U;) # f1(Us), if U; is nontrivial, and similarly f, *(Vi) # f; *(Vi), if Vi is nontrivial. Therefore,
if dim V; > 0 then

dimU;_; = dim(f; 1 (V;) N f71(V3)) < dim V;

and if dim U; > 0 then
dim V; = dim(fo(U;) N f1(U;)) < dim U;

On the other hand, since f;'(V;) C U; and f;'(V;) C U; then fy ' (Vi) + f;*(Vi) C U;, and analogously
fo(Ui) + f1(U;) C Viy1. Putting all equations together, if U; is nontrivial,

1 <dimU; —dimV; = dim U; — dim(fo(U;) N f1(U;)) = dim(fo(U;) + f1(U;)) — dim U; < dim Vi — dim U;
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and similarly, if V; is nontrivial, 1 < dim V; — dimU;_; < dim U; — dim V. But
dim Uy, — dim Vi, = dim(fo(Un) + f1(Um)) — dim Uy, = dim Z; ! — dim ZF = 1

and then all the equalities hold. As a consequence, if k is even, taking & = 2m we have shown that
dimV; = 2¢ — 1 and dim U; = 2i. Otherwise, we take k = 2m — 1 and dimV; = 2i — 2 and dimU; = 27 — 1
(hence, V; is trivial here).

In addition, the previous equalities of dimensions imply the corresponding equalities of subspaces U; =
fal(l/i) + ffl(Vi) and Vi1 = fo(U;) + f1(U;), which in particular mean that a generating set of U; can be
constructed by computing the preimages of a generating set in V; for both fo and f1 (these preimages always
exist for vectors in any V; C V,,, = fo(Up) N f1(Uy)). Similarly, we can build a generating set of Vi1 by
applying fo and fi to a generating set of U;. We will also use the fact that Z**! = fo(Up) + f1(Um) to
complete a basis of ZFT!.

At this point, we have constructed two sequences of subspaces which dimensions grow regularly, and we
can build bases of the spaces by cleverly picking vectors from them. We consider separately the cases k even
and k odd.

For k = 2m, we know that dimV; = 1. Let i € Z’;‘H be a nonzero vector in V;. Then, ¥y = f(;l(gj) and
T = fl_l(gj) form a basis of Uy, since it is a generating set and dim U; = 2. Similarly, we build a generating
set {f1(Z0), fo(Zo), f1(Z1), fo(@1)} of Vi, but actually fo(Zo) = f1(#1) = ¢. Since dim V5 = 3 we know that
the three different vectors form a basis. Observe that we can write it as {(f1 o f5 )(#), 7, (fo o fy (@)},
where f; ! (and similarly f; 1) denotes here the inverse map of fy restricted to its image fo(Z’;), so it is well
defined on any subspace V;. Now, computing the preimages for fy and f; and removing the repeated vectors
we can build a basis of U,. Following the same procedure iteratively, we can build the bases

B, = {(fJI ° f1>m_1(50)>" ) (f(;l © fl)(fO)’f(Jvflv (ffl o fO)(fl)" ) (ffl ofo)m_l(fl)}

and
By ={(fio fo )" (@), -, (fro fo @), 7, (foo fi @), -, (foo fi )™ (@)}

of Z’; and Zf;"‘l, respectively, with the property that the images of the vectors in By by fy are exactly the
last k vectors in Bs, and the images of the vectors in By by f; are exactly the first k vectors in By. This is
the same as saying that fo and f; are represented in those bases by the matrices Jo and J1, respectively.

The proof for the odd case k = 2m — 1 proceeds similarly, but starting from a nonzero vector ¥ € Uy,
computing the two images go = fo(Z) and 43 = f1(Z), and then applying the same iterative procedure as
before to obtain the bases

By = {(f(;l Ofl)m_l(f)v' R) (f(;l o f1)({f)7if7 (ffl o fo)(f), AR (ffl o fO)m_l(f)}
and
By = {(fro fo )™ (@), -, (fro fo @), 71, G0, (fo o f1 ) (@o), -+ (foo fi )™ (@)}

of Z’; and Z’;‘H, respectively, with exactly the same property as before.

D Details of the proofs for some CRS dependent languages

In this section we give the technical exposition of the results announced in Section [§] The results in this
section are based on arbitrary Dy p-matrix assumptions in some group G, with the only restriction that a
matrix A < Dy should have full rank with overwhelming probability. Although to build our proofs we
implicitly use the GS framework — following the intuition given in Sections [6.1] and [6.3]— we have preferred
to give the proofs without using the GS notation.
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D.1 More efficient NIZK subgroup membership proofs

We now proceed to give the technical exposition of the results announced in Section Define H := {H €
Z(?Xk :H+H'" = 0}. We first describe how to construct the NIZK proof of membership in La pg of size
ke

Setup. At the setup stage, some group PG = (G, Gr,q, e, P) + PGen(1?) is specified.
Common reference string. We define [U] = ([t1],..., [Ukr+1]) as [A||A®W + Z] in the soundness setting
and [A||A@] in the witness indistinguishability setting, where A < Dy, W < Z%, and 7 € Z!, 7 ¢ Im(A).

=\

The common reference string is o := (PG, [U], 2)
Simulation trapdoor. The simulation trapdoor 7 is the vector @ € Z’;.

Prover. On input o, a vector [(f} = [A7] € La pg and the witness 7 € ij, the prover chooses a matrix
H + H and computes
[TI] = [dp1 7 + AH].

Verifier. On input o, [], [IT], the verifier checks if [‘fﬁgﬂ + @p1® ) = [IIAT + AILT 7.
Simulator. On input o, [®], 7 the simulator picks a matrix H' +— A and computes
[Mgm] = [®0" + AH'.
To prove Theorem [13|from Section we just need to see that the proof satisfies the required properties.

Proof. (Proof of Theorem First, it is clear that under the D, ,-MDDH Assumption, the soundness and
the WI setting are computationally indistinguishable.

COMPLETENESS. To see completeness, we see that a real proof satisfies the verification equation. Indeed, in
the soundness setting, the left term of the verification equation is:

(B, + @B |7 = [AF(AT + 2)T + (AT + 2)(AF) |7
=[AFG" + W AT + AFET 4+ 27T A T p
while the right term in the real proof is:
+ @7 AT + AH+HNDHAT + A7 + 27T ATy (5)
=[AFG" + W AT + AFET 4 ZFT AT (6)
This proves perfect completeness.

SOUNDNESS. Let 5 € Zg be any vector such that ETA =0, f_TZ = 1. This implies that in the soundness

setting, 5T tg+1 = 1. Therefore, if [II] is any proof that satisfies the verification equation, multiplying on
the left by £ and the right by ¢,

ET[®d) y + Up1® 7€ =€ [IIAT + ATLT]7€,
we obtain
€7 + 3| = (0] (7)

Since [€T® 4+ T €]p = 2[€T ], from this last equation it follows that [T ®]; = [0]7. This holds for any
vector £ such that fT A =0 and ET Z =1, which implies that [®] € LA pg, which proves perfect soundness.

COMPOSABLE ZERO-KNOWLEDGE. We will now see that, in the witness indistinguishability setting, both a
real proof and a simulated proof have the same distribution when [®] € La pg. We first note that they both
satisfy the verification equation. Indeed, the left term of the verification equation in the WI setting is

(@i, + @@ )r = [AFT + a7 )A 7,
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which is obviously equal to the right term of the verification equation for the real proof (rewrite equation
in the WI setting). On the other hand, if [®] € La pg, the right term of the verification equation for a
simulated proof is:

sim

Mg AT + AL |7 = [A(FGT +0F AT + A(H + (H) ATy

for some H' € H.

We now argue that an honestly generated proof [II] and a simulated proof [IlLgy,] have the same distri-
bution. By construction, there exist some matrices ® and @' such that [II] = [A®] and [IL,] = [AO’].
Now, if [II;] = [A®,] and [II;] = [A®;] are two proofs, real or simulated, which satisfy the verification
equation, then necessarily [(TTI; — TIo)AT + A(TT; — Ib)]r = [A((©1 — ©2) + (O — ©3) A T]r = 0.

Since with overwhelming probability, A has rank &, it must hold that (©; — ©3) + (©; — ®3) " = 0, that
is, it must hold that (@1 — ®2) € H. By construction, both for honestly generated proofs [II] and simulated
proofs these difference is uniformly distributed in H. O

D.1.1 Efficiency comparison

To prove that [®] € La pg, for some A < Dy, with a GS instantiation based on a (possibly unrelated) Dy /-
matrix DH problem using standard GS proofs, one would prove that the following equation is satisfiable for
alli=1...¢

T1 [uu] + ...+ TEk [uk,z] = [@Z]a (8)

that is, one needs to prove that £ linear equations with k variables are satisfied. Therefore, according to
Table [1] the verifier must be given k¢ elements of G for the commitments and ¢k’ elements of G for the
proof. On the other hand, proving [5} € L pg using our approach requires ¢k elements of G, corresponding
to the size of the proof of one quadratic equation.

Application example 1. The standard proof of membership in £ pg, when A < 2-Lin based on the
same assumption (with ¢ = ¢ = 3, k = k/ = 2), requires 12 group elements, while with our approach only
6 elements are requiredﬂ This reduces the ciphertext size of one of the instantiations of [32] from 15 to 9
group elements.

Application example 2. With our results we can also give a more efficient proof of correct opening of the
Cramer Shoup ciphertext. We briefly recall the CS encryption scheme based on the 2-Lin-Assumption ([42],
[24]). The public key consists of the description of some group G and a tuple [a1, az, X1, Xa, X3, X4, X5, X¢] €
G8. Given a message [m] € G, a ciphertext is constructed by picking random 7, s € Z4 and setting

C :=[r(a1,0,1, X5, X1 + aX3) + 5(0, a2, 1, X6, X2 + aXy) + (0,0,m,0,0)],

where « is the hash of some components of the ciphertext and possibly some label. To prove that a ciphertext
opens to a (known) message [m], substract [m] from the third component of the ciphertext and prove
membership in L4 pg, where A, is defined as:

a1 0 100000‘32

0 as 01000 0 112

A, = 1 1 =00 100 0|,
X X 000100)(5)(6

X1 +aXs Xo+aX, 00001 « L2

X5 X4

Denote M,,, C, the two matrices of the right term of the previous equation such that A, = M,C. The
matrix A, depends on « and is different for each ciphertext, so it cannot be included in the CRS. Instead,

9A detailed comparison for 2-Lin case is given in Appendix The same results hold for the Symmetric 2-cascade
assumption.
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we include the matrix [U¢] := [C||CW+ Z¢] in the soundness setting and [U¢| := [C||Cw] in the WT setting,
for Zo ¢ Im(C), for instance Z} := (0,0,0,0,1,0). To prove membership in La_ pg as we explained, we
would make the proof with respect to the CRS [U,] := [M,U¢]. Clearly, if T := (0,0,0,0,1), [U,] =
[Aq||AqW + 2] in the soundness setting and [U,] = [A4||AqW] in the WI, as required. The resulting proof
consists of 10 group elements, as opposed to 16 using standard GS proofs. This applies to the result of [18§],
Section 3.

D.2 More efficient NIZK proof of validity of ciphertexts

In this section we complete the exposition of the results announced in section More specifically, given
A < Dy, and some vector Z' € Zg, Z ¢ Im(A), we show how to give a more efficient proof of membership
in the space:
Lazpg={d:c=AF+mZ} C G,

where (7, [m]) € Zf x G is the witness. We note that a part of the witness, [m], is in the group G and not in
Z4, while to compute the subgroup membership proofs as described in Appendix all of the witness has
to be in Z,. Deciding membership in this space is trivial when Im(A) and Z span all of Zg, so throughout
this section we will assume that ¢ > k 4+ 1 and in particular, that there exists some non-zero vector § € Zf;
such that §¢ (Im(A), 2).

Define H := {H € ng+2)x(k+2) : H+H' = 0}. We first show how to construct a NIZK proof of
membership in £a zpg of size (k + 2)¢.

Setup. At the setup stage, some group PG = (G, Gr,q, e, P) + PGen(1?) is specified.
Common reference string. We define [U] = ([@1], ..., [dr+2]) as [A]|Z]|Ad] in the soundness setting and
[A]|Z]|A@ + 5] in the witness indistinguishability setting, where A < Dy, @ < ZF, and § ¢ (Im(A), 2).

=\

The common reference string is o := (PG, [U], §, 2).
Simulation trapdoor. The simulation trapdoor 7 is the vector @ € Z’;.

Prover. On input o, a vector [ = [A7+ mZ] € La zpg and the witness (7, [m]) € Z x G, the prover
chooses a matrix H < H and computes

[IT] = [5(7",m,0) + UH].

Verifier. On input o, [¢], [IT], the verifier checks if [¢57 + 5¢T | = [[IUT + UILT]7.
Simulator. On input o, [¢], 7 the simulator picks a matrix H' < H and computes

M) = [@w',0,-1) + UH'].

We stress that the prover does not need to know m € Z, to compute the proof, since 5 & Zf; is known

and so [m] € G is sufficient to compute [57 m].

Proof. (Proof of Theorem First, it is clear that under the D, ,-MDDH Assumption, the soundness and
the WI setting are computationally indistinguishable.

PERFECT COMPLETENESS. To see completeness, Note that by definition

Therefore, in the soundness setting, the left term of the verification equation is:

(€5’ 4+ 5¢T ) = [U 5T +5UF,m,0)]r
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while the right term in the real proof is:

i

MU + U |7 =57 ,m,00U" +U |m |5 +UH+HHU 7. (9)
0

Since H € H, perfect completeness follows.
PERFECT SOUNDNESS. Let € € Zg be any vector such that £ ' U=0and £'5=1. If [IT] is any proof that
satisfies the verification equation, multiplying on the left by §T and the right by é’ in the soundness setting,

€T + 50 r€ = €T HAT + AL ]€,
we obtain
€T+ Elr = 2[€" dr = (0] (10)

Since this holds for any vector 5 such that E_T U =20 and f_T § = 1, this implies that [¢] € LA zpg, which
proves perfect soundness.

COMPOSABLE ZERO-KNOWLEDGE. We will now see that, in the witness indistinguishability setting, both
a real proof and a simulated proof have the same distribution when [¢] € L4 zpg. We first note that they
both satisfy the verification equation. Indeed, the left term of the equation in the WI setting is the same as
before and obviously equal to the right term of the equation for the real proof (rewrite equation @ in the
WI setting). On the other hand, if ¢ € L4 zpg, the right term of the verification equation for a simulated
proof is:

W
U™ + UL Jr = [@@7,0,-)UT +U | 0 |&'r =[5 +5€]r.
~1

We now argue that an honestly generated proof [II] and a simulated proof [Ilgy,] have the same distri-
bution. By construction, there exist some matrices ® and ®' such that [II] = [UO] and [Il,] = [UO’].
Now, if [II;] = [U®,] and [II3] = [UB;] are two proofs, real or simulated, which satisfy the verification
equation, then necessarily [(II; — II)UT + U(II; — ILy)|r = [U((©1 — ©3) + (©1 — ©2) "YU ']|1 = 0.

Since with overwhelming probability, U has rank k + 2, it must hold that (@, — @) + (©; — ©,)T =0,
that is, it must hold that (©; — ©@3) € H. By construction, both for honestly generated proofs [II] and
simulated proofs these difference is uniformly distributed in . O

D.2.1 Efficiency comparison

The proof requires £(k + 2) group elements. For simplicity, we assume ' = (0,...,0,1) € Zf;. There are
two possible approaches to prove ciphertext validity based on a Dy /- matrix assumption. In the first one,
one commits to 7, [m] (which requires ¢'(k + 1) group elements) and then one proves that

[Co—1] = [Ap—11d], ] = [Apd + m],

where ¢y_1, Ay_1 denote the first £ — 1 rows of ¢ and A and ¢, A, the last row. In this case, for the proof we
need to give k'(¢ — 1) elements for the first £ — 1 equations and ¢'(k + 1) for the last equation (although the
last equation is also linear, the witness is in Z, and G so the proof is the same size of a quadratic equation,
see Table . The second approach is to write the statement as a pairing product equation, in which case
the prover commits to [F], [m] (which requires ¢ (k + 1) group elements) and it proves that:

[Co—1]r = [Ag_1W]r, (@) = [Ae®W + m]r.
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Now, all the equations are linear pairing product equations and the total cost of the proof is £(k' + 1).
Therefore, in total we need ¢/(k + 1) + ¢'(k 4+ 1) + k(¢ — 1) group elements using the first approach and
O (k+ 1)+ ¢(k + 1) using the second. The

Application example 1. We can use our results to show that the 2-Lin-based Cramer Shoup encryption
scheme described is a well formed ciphertext for some (secret) message [m]. Let A, M,, C the matrices
described in the second example of Section To apply our results in this section, include in the CRS the
matrix [Ue] = [C||2’c\|Cu_}' + 5¢] in the soundness setting and [U¢] := [C||Z]|Cw] in the WI setting, where
§5 = (0,0,0,0,1,0) and ZJ := (0,0,1,0,0,0). To prove that a ciphertext is valid for a certain value of a,
we would proceed as we just described with respect to the CRS [U,] = [M,U¢]. In this application, in our
case the size of the proof is of 20 group elements (¢ = 5, k = 2), while a proof of ciphertext validity based on
2-Lin would require 24 group elements using the most efficient of the two approaches for these parameters.
W=3K=2k=210=5).

D.3 More efficient NIZK proofs for plaintext equality

We now provide missing details from Section Given two matrix distributions Dy, x,, Dy, ;, and two
matrices A < Dy, 1,, B DQQ’,Q, we now give the technical details on how to give shorter proofs of
membership for the language

LA,B,El,EQ,Pg = {([EA], [53]) : [(?A] = [Af—l- le], [EB] = [Bg—l- mZQ]} c G x G

where 7 € Z’;l,E' € Z’;Z,m € Zg, 71 € Zgl7 71 ¢ Im(A) and 7 € Zgz, Z5 ¢ Im(B). This corresponds to
proving equality of plaintexts of two ciphertexts encrypted under pka, pkp. We emphasize that the plaintext
is the group element [m] € G and not m € Z,.

Setup. At the setup stage, some group PG = (G, Gr,q, e, P) < PGen(1?) is specified.
Common reference string.The common reference string o specifies [U] = ([t1, ..., Uk, +1]) and [V] =
([¢h, ..., Ukyt1]), which are

([A||Aw], [B||Bws]) soundness setting

(U], [v]) = {([A||Au71 — 7], [B||Bwa — %]) WI setting

where @ « Z* W « Lk, 7 € Z , 71 ¢ Im(A) and 25 € Z , 72 ¢ Im(B). The common reference string

is 0 := (PG, [U], [V], 21, 2).
Simulation trapdoor. In the WI setting, the trapdoor is 7 = (wh, W) € Z’;l X Z’;Z.
Prover. On input the common reference string o, ([€a)],[€B]) € LA Bz 2, p¢ and the witness (7,5) €

Z’qﬂ X Z’;?, pick T « nglﬂ)x(kﬁl) and return
[II] = [%(77,0) — VT 7] € Gf2x (1 +D)
[©] = [-#(57,0) + UT] € G *=+D),
Verifier. On input PG, o, [€4], [€B] the verifier checks if
[EaZy —Z] Ehlr =[UN" + OV ']y

Zéklﬂ)x(kﬁl) and returns

Simulator. On input PG, o, [C4], [€B], T = (W1, W2) the simulator picks T <
M) = [~ (@], —1) = VTT],  [Ogm] = [€a(d; ,—1) + UT].

Proof. (Proof of Theorem First, it is clear that under the Dy ,-MDDH Assumption, the soundness and
the WI setting are computationally indistinguishable.
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PERFECT COMPLETENESS. Note that the ciphertexts can be written as:
- 7 - . 5 -
[ca] =[U (O) +mzi], [Cs] =V (0> + mZs),

therefore, the left term of the equation is of the form:

I P\ oT =T/ I ™\ o7 T
[EaZy — ZiE5]r =[U <0> Zy — 2 (3T, 0VT +m(21Z —21Z))]r=[U (0) Zy — 2 (537,00 VT]r,

from which it can easily be seen that an honestly generated proof satisfies the verification equation.
PERFECT SOUNDNESS. Let 51 € Zgl be any vector such that gA =0, 5_‘11—2’1 =1 and let 52 € Zg"‘ be any

vector such that §_;TB =0, & Z = 1. Let [IT,®] be any proof that satisfies the verification equation. In the
soundness setting, the verification equation holds if and only if

£l [Cazy — 2] Chlréo = & [UILT + OV |76,
from which it follows that
(£ a) — (Eh&)]r = [0l7 (11)

which implies that f_;T Ca = é’;é. Since this holds for any possible 51, 52 meeting the aforementioned
conditions, one can easily conclude that m; = ms, as required.

COMPOSABLE ZERO-KNOWLEDGE Clearly, an honestly generated proof also satisfies the verification equation
in the WI setting. On the other hand, a simulated proof satisfies the verification equation, since,

4] - ) = Ea(V(@], 1)) = U] ~1) chlr =

= [@a(@y ,~1) + UT)V ']z = [U((@], -1)" & = TV )]z,
for any T « Z\ Xkt 1y the WI setting, [¢4], [21] € Span([i1), - .. , [ik, +1]) and [¢5], [22] € Span([#1],
o+ oy [Uky+1]). In either case (real or simulated), the matrix T is random, so we can think of ® as uniformly
distributed. On the other hand, for any fixed ®, any two proofs [II], [II'] which satisfy the verification
equation, it must hold that 0 = [U(IT — II’) T]. In the WI setting, since [¢g] € Span([#1], ..., [0k,+1]), both
for the real and the simulated proof this equation holds if and only if there exists a non-zero matrix H
such that 0 = [UHV T]. Such a matrix does not exist because in the WI setting U and V have full rank.
Therefore, both for real and simulated proofs, [@] and [II] are uniformly distributed among all the proofs
that satisfy the verification equation. O

D.3.1 Efficiency comparison

The size of our proof of membership in ([¢al, [CB]) € LA Bz .2.pg for some A < Dj . B« Df ., is
l1(kg + 1) + £o(k1 + 1). The size of a standard proof depends on general of the specific A, B, 2}, 2. We
discuss several examples of applications below.

Example of application 1. When ¢; = k; + 1, 5 = ko + 1, 2] = (0,...,0,1) € Z’;lﬂ and 7] =
(0,...,0,1) € Z’;?‘H the natural approach is the one described in [26], namely, if we denote by A and €49
the first k1 rows of A and ¢4, Ay and ¢4,1 the last row, by By and ¢ o the first ks rows of B and of ¢g and
B1,Cp,1 the last row, one would prove that the following equations are satisfied
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That is, one needs to prove that (k1 + k2 4+ 1) linear multiscalar multiplication equations are satisfiable with
k1 + ko variables. Therefore, if one uses an instantiation of GS based on some Dp-MDDH problem, one
needs (k1 + k2 4+ 1)k group elements for the proof and (k1 + k2)(k + 1) group elements for the commitments,
whereas in our case we give a total of 2(ky + 1)(ka + 1) group elements. For the special case of 2-Lin, with
A — L5, B + L5 a proof based on the 2-Lin instantiation of GS proofs as described in [26] requires thus
22 elements as opposed to 18. On the other hand, for the encryption scheme of Hofheinz and Jager with
tight security reduction to 2-Lin [23] we need to make a proof for equality of plaintexts written as a pairing
product equation. This is because the authors need to convert an OR of sets of pairing product equations
into an AND of pairing product equations. In terms of pairing product equations, equality of plaintexts is
expressed as

e([Aox], [1]) = e([éa 0], 1)
e([Boyl, [1]) = e([€B,0], 1)
e([A1X] — [Byy], [1]) = e([@a1 — @], [1])

and requires longer proofs, namely (k1 + k2 + 1)(k + 1) group elements for the proof and (ky + k2)(k + 1) for
the commitments. In this case, for 2-Lin the proof is reduced from 27 to 18.

D.3.2 More general relations

We think our results can be extended to give more efficient arguments of knowledge for affine relations
among ciphertexts encrypted under more than two different public keys. More specifically, given some

ordered sequence of matrices Ai,..., A, independently sampled from D%17k17 ..., DY 1., some vectors Zi,
Z; ¢ Im(A;), and some ciphertexts [¢;] = [A;7; + m;Z;], one could use similar techniques to prove that the
ciphertexts are such that Y ., b;[m;] = [t], for some constants b1, ...,b, € Z, and [t] € G.

D.4 Commitment schemes

The languages for which we have given more efficient proofs in this section arise naturally when one tries
to prove statements about ciphertexts, but they naturally extend to more general commitment schemes
(obviously a ciphertext can be seen as a special type of commitment). For instance, in [I8], the authors
prove that a Cramer Shoup ciphertext encrypts the same value as a Groth-Sahai commitment based on
2-Lin. To get a more efficient proof for this statement or also for the statement that two Groth Sahai
commitments based on different matrix assumptions correspond to the same value, we can essentially use
the same approach as the one of section [6.3

D.5 Subgroup membership proofs for 2-Lin
In this section we exemplify our approach from Section (Appendix [D.1]) for the 2-Lin case. Let

a1 0
A= 0 as :(61,172), A(—ﬁg,
1 1
and
fus] [wy @ + watls] binding key (soundness setting)
us] = ,
° [wiily + wailz — (0,0,1)T] hiding key (WT setting)

for wy,wy < Z,. We exemplify our new approach to prove [®] € La pg C G*. To simplify the notation we
define ¥ := i3 + (0,0,1) . With this notation, [¢/(z)] := [x7].
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Standard Groth-Sahai proof. In the standard approach, used for instance in [32], the prover will show
that there are two values 7,7y € Z, such that the following equations hold:

[ri01) = [®1] (12)
[raaz] = [@2] (13)
[7‘1 =+ ’/‘2] = [‘1)3] (14)

Therefore, we are in the setting of multiscalar multiplication with A; = 7Z, and A = G. The proof consists
of the commitments to 71, ro, which are two vectors [Cy, ], [¢-,] € G such that

@) = W) + A (11 1) =t A (2 17)
S21 S22 S21 S22

and the vector

[y )] = [((@1,0)87, (0,a2)87, (1, 1)ST)] = ([s11a1], [s2101], [s1202], [s2202], [s11 + 512], [s21 + 22]).

Therefore, in total, the proof requires 12 group elements.
To simulate the proof, we proceed as if we were proving that the equations

[r1a1] = [09]
[raas] = [0@o]
[r1 +12] = [6@3],

are satisfied by the all zero witness, with the commitment to 6 = 0 being com{U] 2(0; (w1, w2) ), which, in
the witness indistinguishability setting, is equal to [/(1)] = [¢] = [Aw].

New approach. To construct the proof, the prover needs to sample uniformly at random from the space
H:={H ¢ ngz :H+H' = 0}. To sample H « #, pick a random value h < Z, and define H =

( 0 ) The proof is then defined as:

—h 0
[r1v1] [rov1 + haq]
[II] = [ts(r1,m2) + AH] = | [r1v2 — a2h] [rovs]
[7’11}3 — h] [7“21)3 + h]

The proof consists of 6 group elements, as claimed.
For simulation, we sample some H’ < H as before and we define:

M) = [ (w1, ws) + AH).

E Concrete Examples from the £-SCasc Assumption

As we promote the k-SCasc Assumption as a replacement of the k-Lin Assumption, we give two concrete
instantiations of a KEM and a PRF based on it.

E.1 Key Encapsulation
We build a KEMgen sc, from k-SCasc (Example .

e Gen(1*) runs G < Gen(1*) and picks a < Z,. The public/secret-key is

pk=(G,([a]) € G), sk=a€Z,.
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e Enc,;, picks @ + Z’;. The ciphertext/key pair is
[@ = ([awy], [w1 + awy] ..., [we_1 + awg])T € G*,  [K] = [wy] € G.

e Decy;([c] € G¥) recomputes the key as
[K]=[7"d € G,
where the transformation vector ¥ € Z’; is computed from a as z; = (;?_k;i (such that #T Ay =
(0,...,0,1)T where A consists of the top k rows of matrix A from Example .

Security of KEMgen,sc, follows from Theorem Note that the size of the public/secret key is constant,
compared to linear (in k) for the k-Lin-based KEM [24, [42]. The ciphertext size remains the same, however.

E.2 Pseudo-random function

We build PRFgen sc, = (Gen, F) from k-SCasc.

e Gen(1*) runs G < Gen(1*) and picks a; j + Z, for 1 <i<n, 1< j <k and h« Z’;. The secret-key
is K = ((ai ), h).

e Fx(z) computes

FK(]J)Z l H T, h EGk,
i:l‘iil
where

(=1)kt -1 1

a?,l a3y @i,1
_ . . kxk
T, = : : € ZH*,

(—1)k1? -1 1

a?,k el aik

where the transformation matrices T; ; of A;; < SCj, are the row vectors of T;. Security of PRFgen sc,
follows from Theorem Note that the size of the secret-key K is nk, compared to nk? for the k-Lin-based
PRF [6].
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