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Policy-Based Signatures

Mihir Bellare* Georg Fuchsbauer'

Abstract

We introduce policy-based signatures (PBS), where a signer can only sign messages conforming
to some authority-specified policy. The main requirements are unforgeability and privacy, the latter
meaning that signatures not reveal the policy. PBS offers value along two fronts: (1) On the practical
side, they allow a corporation to control what messages its employees can sign under the corporate key.
(2) On the theoretical side, they unify existing work, capturing other forms of signatures as special
cases or allowing them to be easily built. Our work focuses on definitions of PBS, proofs that this
challenging primitive is realizable for arbitrary policies, efficient constructions for specific policies, and
a few representative applications.
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1 Introduction

PBS. In a standard digital signature scheme [DH76, GMRS8|, a signer who has established a public
verification key vk and a matching secret signing key sk can sign any message that it wants. We introduce
policy-based signatures (PBS), where a signer’s secret key sk, is associated to a policy p € {0,1}* that
allows the signer to produce a valid signature o of a message m only if the message satisfies the policy,
meaning (p, m) belongs to a policy language L C {0,1}* x {0,1}* associated to the scheme.

This cannot be achieved if the signer creates her keys in a standalone way. In our model, a signer is
issued a signing key sk, for a particular policy p by an authority, as a function of a master secret key
msk held by the authority. Verification that ¢ is a valid signature of m is then done with respect to the
authority’s public parameters pp.

Within this framework, we consider a number of security goals. The most basic are unforgeability and
privacy. Unforgeability says that producing a valid signature for message m is infeasible unless one has a
secret key sk, for some policy p such that (p,m) € L. (You can only sign messages that you are allowed
to sign.) Privacy says that signatures do not reveal the policy under which they were created. We will
propose and explore different formalizations of these goals.

A trivial way to achieving PBS is via certificates. In more detail, to issue a secret key sk, for policy p,
the authority generates a fresh key pair (sk, pk) for an ordinary signature scheme, creates a certificate cert
consisting of a signature of (p, pk) under the authority’s signing key msk, and returns sk, = (sk, pk, p, cert)
to the signer. The latter’s signature on m is now an ordinary signature of m under sk together with
(pk, p, cert), and verification is possible given the public verifying key pp of the authority. However, while
this will provide unforgeability, it does not provide privacy, because the policy must be revealed in the
signature to allow for verification. Similarly, privacy in the absence of unforgeability is also trivial. The
combination of the two requirements, however, results in a non-trivial goal.
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PBS may be viewed as an authentication analogue of functional encryption [BSW11]. We can view
the latter as allowing decryption to be policy-restricted rather than total, an authority issuing decryption
keys in a way that enforces the policy. Correspondingly, in PBS the signing capability is policy-restricted
rather than total, an authority issuing signing keys in a way that enforces the policy.

Why PBS? Given that there already exist many forms of signatures, one might ask why another. PBS
offers value along two fronts, practical and theoretical. On the practical side, the setup of PBS is natural
in a corporate or other hierarchical environment. For example, a corporation may want to allow employees
to sign under the company public key pp, but may want to restrict the signing capability of different em-
ployees based on their positions and privileges. However, the company policies underlying the restrictions
need to be kept private. On the theoretical side, PBS decreases rather than increases complexity in the
area because it serves as an umbrella notion that unifies existing notions by capturing some as special
cases and allows others to be derived in simple and natural ways. In particular, this is true for a signifi-
cant body of work on signatures that have privacy features, including group signatures [Cv91l, BMWO03],
proxy signatures [MUQO96], ring signatures [RST01, BKMO06], mesh signatures [Boy07], anonymous proxy
signatures [FP08], attribute-based signatures [MPR11] and anonymous credentials [CL01, BCKLOS§|.

Policy languages. We wish to allow policies as expressive and general as possible. We accordingly allow
the policy language to be any language in P, which captures most typical applications, where one can test
in polynomial time whether a given policy allows a given message. At first this may seem as general as
one can get, but we go further, allowing the policy language to be any language in NP. This means that
the policies that can be expressed and enforced are restricted neither in form nor type, the only condition
being that, given a witness, one can test in polynomial time whether a policy allows a given message. We
will see applications where it is important that policy languages can be in NP rather than merely in P.

Definitions and relations. We first provide an unforgeability definition and an indistinguishability-based
privacy definition. Unforgeability says that an adversary cannot create a valid signature of a message m
without having a key for some policy p such that (p,m) € L, even when it can obtain keys for other
policies, and signatures for other messages under the target policy. Indistinguishability says that the
verifier cannot tell under which of two keys a signature was created assuming both policies associated to
the keys permit the corresponding message. Our definition also implies that the verifier cannot decide
whether two signatures were created using the same key.

However, indistinguishability may not always provide privacy. For example, if for each message m there
is only one policy p, such that (p,,, m) € L then even a scheme where a signature of m reveals p,, satisfies
indistinguishability. We provide a stronger privacy notion, called simulatability, that says that real signa-
tures look like ones a simulator could generate without knowledge of the policy or any key derived from the
policy. This strong notion of privacy is not subject to the above-discussed weaknesses of indistinguisha-
bility. The situation parallels that for functional encryption (FE), where an indistinguishability-based
requirement was shown to not always suffice [BSW11, O’N10] and stronger simulatability requirements
have been defined and considered [BSW11, O’N10, BO13, DCIJ*13, AGVW13, BF13, MM13]. However,
for FE, impossibility results show that the strongest and most desirable simulation-based definitions are
not achievable [BSW11, BO13, DCIJ*13, AGVW13, MM13]. In contrast, for PBS we will show that our
simulatability notion is achievable in the standard model under standard assumptions.

We also strengthen unforgeability to provide an extractability notion for PBS. We show that simu-
latability implies indistinguishability, and simulatability+extractability implies unforgeability. Simulata-
bility+extractability emerges as a powerful security notion that enables a wide range of applications.

Constructions. PBS for arbitrary NP policy languages achieving simulatability+extractability is an
ambitious target. The first question that emerges is whether this can be achieved, even in principle, let alone
efficiently. We answer in the affirmative via two generic constructions based on standard primitives. The
first uses ordinary signatures, IND-CPA encryption and standard non-interactive zero-knowledge (NIZK)
proofs. The second uses only ordinary signatures and simulation(-sound) extractable NIZK proofs [Gro06].



While our generic constructions prove the theoretical feasibility of PBS, their use of general NIZKs
makes them inefficient. We ask whether more efficient solutions may be given without resorting to the
random-oracle model [BR93]. We combine Groth-Sahai proofs [GS08] and structure-preserving signatures
[AFG™10] to design efficient PBS schemes for policy languages expressible via equations over a bilinear
group. This construction requires a twist over usual applications of Groth-Sahai proofs, namely, in order
to hide the policy, we swap the roles of constants and variables. This provides a tool that, like structure-
preserving signatures, is useful in cryptographic applications where policies may be about group elements.

Applications and implications. We illustrate applicability by showing how to derive a variety of
other primitives from PBS in simple and natural ways. This shows how PBS can function as a unifying
framework for signatures and beyond. In Section 5.1 we show that PBS implies group signatures meeting
the strong CCA version of the definition of [BMWO03]. We also show that PBS implies attribute-based
signatures, as modeled by [MPR11] (Appendix D). In Section 5.2 we show that PBS also implies signatures
of knowledge [CL06]. These applications are illustrative rather than exhaustive, many more being possible.

Our generic constructions discussed above show which primitives are sufficient to build PBS. A natural
question is which primitives are necessary, namely, which fundamental primitives are implied by PBS?
In Section 5.2, we address this and show that PBS implies seemingly unrelated primitives like IND-CPA
encryption and simulation-extractable NIZK proofs [Gro06]. By [Sah99] this means PBS implies IND-CCA
encryption. In particular, this means the assumptions we make for our generic constructions are not only
sufficient but necessary.

Delegatable PBS. In Section 6 we extend the PBS framework to allow delegation. This means that an
entity receiving from the authority a key sk;,, for a policy p; can then issue to another entity a key sk, |p,
that allows the signing of messages m which satisfy both policies p; and po. This can continue, with the
holder of sk, |, further delegating a key sk, |, |p;» and so on. This is useful in a hierarchical setting,
where a company president can delegate to vice presidents, who can then delegate to managers, and so
on. We provide definitions which extend and strengthen those for the basic PBS setting; in particular,
privacy must hold even when the adversary chooses the user keys. We then show how to achieve delegatable
PBS for policy chains of arbitrary polynomial length. As with basic PBS, certificate chains yield a trivial
construction if privacy is not required, but when it is the problem is non-trivial. For simplicity, we base
our construction, achieving sim+ext security, on append-only signatures [KMPRO5], which can however
be easily constructed from ordinary signatures.

Discussion. In the world of digital signatures, extensions of functionality typically involve some form of
delegation of signing rights: group signatures allow members to sign on behalf of a whole group, in attribute-
based signatures (ABS) and types of anonymous credentials, keys are also issued by an authority, and
(anonymous) proxy signatures model delegation and re-delegation explicitly. For most of these primitives,
anonymity or privacy notions have been considered. A group signature, for example, should not reveal
which group member produced a signature on behalf of the group (while an authority can trace group
signatures to their signer). In ABS, users hold keys corresponding to their attributes and can sign messages
with respect to a policy, which is a predicate over attributes. Users should only be able make signatures for
policies satisfied by their attributes. Privacy for ABS means that a signature should reveal nothing about
the attributes of the key under which it was produced, other than the fact that it satisfies the policy.

In the models of primitives such as attribute-based signatures or mesh signatures, the policy itself is
always public, as is the warrant that specifies the policy in (even anonymous) proxy signatures. With PBS,
we ask whether this is a natural limitation of privacy notions, and whether it is inherently unavoidable
that objects like the policy (which specify why the message could be signed) need to be public.

Consider the example of a company implementing a scheme where each employee gets a signing key
and there is one public key which is used by outsiders to verify signatures in the name of the company. A
group-signature scheme would allow every employee holding a key to sign on behalf of the company, but
there is no fine-grained control over who is allowed to sign which documents. This can be achieved using
attribute-based signatures, where each user is assigned attributes, and a message is signed with respect



to a policy like (CEO or (board member and general manager)). However, it is questionable whether a
verifier needs to know the company-internal policy used to sign a specific message, and there is no apparent
reason he should know; all he needs to be assured of is that the message was signed by someone entitled
to, but not who this person is, what she is entitled to sign, nor whether two messages were signed by the
same person. This is what PBS provides.

Another issue is that when using ABS we have to assume that the verifier can tell which messages can
be signed under which policies. An attribute-based signature which is valid under the policy (CEO or
intern) tells a verifier that it could have been produced by an intern, but it does not provide any guarantees
as to whether an intern would have been entitled to sign the message. We ask whether it is possible to
avoid having these types of public policies at all. PBS answers this in the affirmative.

Related work. The use of NIZKs for signatures begins with [BG89], who built an ordinary signature
scheme from a NIZK, a pseudorandom function (PRF) and a commitment scheme. Encryption and or-
dinary signatures were combined with NIZKs to create group signatures in [BMWO03]. Our first generic
construction builds on these ideas. Our second generic construction, inspired by [DHLW10, BMT13], ex-
ploits the power of simulation-extractable NIZKs to give a conceptually simpler scheme that, in addition
to the NIZK, uses only an ordinary signature scheme.

In independent and concurrent work, Boyle, Goldwasser and Ivan (BGI) [BGI13] introduce functional
signatures, where an authority can provide a key for a function f that allows the signing of any message
in the range of f. This can be captured as a special case of PBS in which the policy is f and the policy
language is the set of all (f, m) such that m is in the range of f, a witness for membership being a pre-image
of m under f. BGI define unforgeability and an indistinguishability-based privacy requirement, but not
the stronger simulatability or extractability conditions that we define and achieve. BGI have a succinctness
condition which we do not have.

A related primitive is malleable signatures, introduced by Chase, Kohlweiss, Lysyanskaya and Meikle-
john [CKLM13]. They are defined with respect to a set of functions F, so that given a signature of m,
anyone can derive a signature of f(m) for f € F. Concurrently to our work, Backes, Meiser and Schro-
der [BMS13] introduced delegatable functional signatures, but in their model delegatees have public keys
and signatures are verified under the authority’s and the delegatee’s keys. Privacy means that signatures
from delegatees are indistinguishable from signatures from the authority.

Three recent works independently and concurrently introduce PRFs where one may issue a key to
evaluate the PRF on a subset of the points of the domain [BW13, BGI13, KPTZ13]. These can be viewed
as PRF analogues of policy-based signatures in which a policy corresponds to a set of inputs and a key allows
computation of the PRF on the inputs in the set. Boneh and Waters [BW13] also provide a policy-based
key-distribution scheme.

In their treatment of policy-based cryptography, Bagga and Molva [BM05] mention both policy-based
encryption and policy-based signatures. However they do not consider privacy, without which, as noted
above, the problem is easy. Moreover, they have no formal definitions of security requirements or proofs
that their bilinear-map-based schemes achieve any well-defined security goal.

2 Preliminaries

Notations and conventions. The empty string is denoted by . If S is a finite set then |S| denotes
its size and s <—s S denotes picking an element uniformly from S and assigning it to s. For i € N we let
[i] = {1,...,i}. We denote by A € N the security parameter and by 1* its unary representation. Algorithms
are randomized unless otherwise indicated. “PT” stands for “polynomial-time,” for both randomized and
deterministic algorithms. By y <— A(x1,...; R), we denote the operation of running algorithm A on inputs
x1,...and coins R and letting y denote the output. By y <—s A(z1,...), we denote letting y < A(z1,...; R)
with R chosen at random. We denote by [A(z1,...)] the set of points that have positive probability of
being output by A on inputs x1,.... Adversaries are algorithms or tuples of algorithms. In the latter case,
the running time of the adversary is the sum of the running times of the algorithms in the tuple.



A map R: {0,1}* x{0,1}* — {0, 1}* is said to be an NP-relation if it is computable in time polynomial
in the length of its first input. For x € {0,1}* we let WSg(z) = {w : R(z,w) = 1} be the witness set of
xz. We let L(R) = {x : WSgr(z) # 0} be the language associated to R. The fact that R is an NP-relation
means that £(R) € NP.

Game-playing framework. For our security definitions and proofs we use the code-based game-playing
framework of [BR06]. A game Exp (Figure 1, for example) consists of a finite number of procedures. We
execute a game with an adversary A and security parameter A € N as follows. The adversary gets 1* as
input. It can then query game procedures. Its first query must be to INITIALIZE with argument 1*, and its
last to FINALIZE, and these must be the only queries to these oracles. In between it can query the other
oracles as it wishes. The output of the execution, denoted Exp 4(\) is the output of FINALIZE. We denote
by Exp 4(\) = y the event that this output is y. In code, boolean flags are assumed initialized to false,
sets to (), integers to 0 and array entries to L. The running time of the adversary A is a function of A in
which oracle calls are assumed to take unit time.

3 Policy-Based Signatures

Policy languages. A policy checker is an NP-relation PC: {0,1}* x {0,1}* — {0,1}. The first input is a
pair (p, m) representing a policy p € {0,1}* and a message m € {0, 1}*, while the second input is a witness
w € {0,1}*. The associated language L(PC) = {(p,m) : WSpc((p, m)) # 0} is called the policy language
associated to PC. That (p,m) € L(PC) means that signing m is permitted under policy p. We say that
(p,m,w) is PC-valid if PC((p, m),w) = 1.

PBS schemes. A policy-based signature scheme PBS = (Setup, KeyGen, Sign, Verify) is a 4-tupe of PT
algorithms:

(1) Setup: On input the unary-encoded security parameter 1%, setup algorithm Setup returns public

parameters pp and a master secret key msk.
. ) ) ) -

(2) KeyGen: On input msk and p, where p € {0, 1}* is a policy, key-generation algorithm KeyGen outputs
a signing key sk for p.

(3) Sign: On input sk, m and w, where m € {0,1}* is a message and w € {0,1}* is a witness, signing
algorithm Sign outputs a signature o.

4) Verify: On input pp, m and o, verification algorithm Verify outputs a bit.

( y put pp g y outp

We say that the scheme is correct relative to policy checker PC if for all A € N, all PC-valid (p, m,w), all
(pp, msk) € [Setup(1})] and all o € [Sign(KeyGen(msk, p), m,w)] we have Verify(pp,m, o) = 1.

Unforgeability. Our basic unforgeability requirement is that it be hard to create a valid signature of
m without holding a key for some policy p such that (p,m) € L(PC). The formalization is based on
game Expyrs in Figure 1. For A € N we let Advgg&A()\) = Pr[Expg}g&A = true]. We say that
PBS is unforgeable, or UF-secure, if AdvggS,A(-) is negligible for every PT A. Via a MAKESK query,
the adversary can have the game create a key for a policy p. Then, via SIGN, it can obtain a signature
under this key for any message of its choice. (This models a chosen-message attack.) It may also, via its
REVEALSK oracle, obtain the key itself. (This models corruption of users or the formation of collusions of
users who pool their keys.) These queries naturally give the adversary the capability of creating signatures
for certain messages, namely messages m such that for some p with (p,m) € L(PC), it either obtained a key
for p or obtained a signature for m. Unforgeability asks that it cannot sign any other messages. Note that
we did not explicitly specify how Sign behaves when run on a key for p, and m,w with PC((p, m),w) = 0.
However, if it outputs a valid signature, this can be used to break UF-security.

Indistinguishability. Privacy for policy-based signatures requires that a signature not reveal the policy
associated to the key and neither the witness that was used to create the signature. A first idea would be the
following formalization: an adversary outputs a message m, two policies pg, p1, and two witnesses wq, w1,
such that both (pg,m,wy) and (p1, m,w;) are PC-valid. For either py or p; the experiment computes



proc INITIALIZE Exposs Expogs

(pp, msk) < Setup(1?); j < 0
Return pp

proc MAKESK (p)

proc INITIALIZE

Jj—j+1: QUL < e T
QUi][2) = KeyGen(pp. msk. ) : Qi3] < 0 Pl b )

proc REVEALSK (i)

If ¢ & [j] then return L
sk « Qli][2] ; Q[i][2] + L; Return sk

proc LR(po, p1, m, wo, w1 )

If PC((po, m), wo) = 0 or PC((p1,m),w1) =0
then return L

proc SIGN(i, m, w) sko < KeyGen(msk, pg)
If i & [4] or Q[i][2] = L then return L sky < KeyGen(msk, p1)
Q[il[3] « QL][3] U {m} ob < Sign(sky, m, ws)
Return Sign(pp, Q[i][2], m, w) Return (o4, sko, sk1)
proc FINALIZE(m, o) proc FINALIZE(Y)

If Verify(pp, m, o) = 0 then return false Return (b =1V")

Fori=1,...,5 do
If (Q[é][1],m) € L(PC) then
If Q[i][2] = L or m € Q[i][3] then return false
Return true

Figure 1: Games defining unforgeability and indistinguishability for PBS.

a secret key and uses it to produce a signature on m and gives it to the adversary, who wins if it can
guess which policy was used. It turns out that this notion is too weak, as it does not guarantee that two
signatures produced under the same secret key do not link, as seen as follows. Consider a scheme satisfying
the security notion just sketched and modify it by attaching to each secret key a random string during
key generation and alter Sign to append to the signature the random string contained in the secret key.
Clearly, two signatures under the same key are linkable, but yet the scheme satisfies the definition. We
therefore give the adversary both secret keys in addition to the signature.

Let Expg\g?i 4 be the game defined in Figure 1. We say that PBS has indistinguishability if for all PT

adversaries A we have that Adv%lg% AN = Pr[Exp%\IB% 4(X) = true]— 1 is negligible in \. We assume that

either all policy descriptions p are of equal length, or we require that A output pg and p; with |pg| = |p1]-

Unlinkability could be formalized via a game where an adversary is given two signatures and must decide
whether they were created using the same key. Indistinguishability implies unlinkability, as an adversary
against the latter could be used to build another one against indistinguishability, who can simulate the
unlinkability game by using the received signing keys to produce signatures.

Discussion. The unforgeability and indistinguishability notions we have defined above are basic, intuitive,
and suffice for many applications. However, they have some weaknesses, and some applications call for
stronger requirements.

First, we claim that indistinguishability does not always provide the privacy we may expect. To see this,
consider a policy checker PC such that for every message m there is only one p with (p,m) € L(PC). (See our
construction of group signatures in Section 5.1 for an example of such a PC.) Now consider a scheme which
satisfies indistinguishability, and modify the scheme so that the key contains the policy and the signing
algorithm appends the policy to the signature. This scheme clearly does not hide the policy, yet still
satisfies indistinguishability. Indeed, in Exp%\g?g, in order to satisfy PC((pg, m),wo) =1 = PC((p1,m),w1),
the adversary must return py = p;. If the signatures in the original scheme have not revealed the bit b
then attaching the same policy to both will not do so either. (Note however, that a scheme appending sk
to a signature would not satisfy the notion.) The notion of simulatability we provide below will fill the
gap. It asks that there is a simulator which can create simulated signatures without having access to any



proc INITIALIZE Exp?;I }}45

b+s{0,1}; 7«0

(ppy, msko, tr) <—s SimSetup(1*)

(ppy, msk; ) < Setup(1*) ; Return (pp,, msks)
proc KEY(p)

j—j+1

skqy <—s SKeyGen(tr, p) ; sky s KeyGen(msk;, p)
QU] « p; QUj][2] = ski; Return sk

proc SIGNATURE(Z, m, w)

If ¢ & [4] then return L

EXT

proc INITIALIZE Expriss

(pp, msk, tr) <—s SimSetup(1*)
Qg < 0; Qs < 0; Return pp

proc SKEYGEN(p)

sk +—s SKeyGen(tr,p) ; Qx + Qx U {p}
Return sk

proc SIMSIGN(m)

o <sSimSign(tr,m) ; Qs + Qs U {(m,0)};
Return o

proc FINALIZE(m, o)

If PC((Q[i][1],m), w) = 1 then oy <s SimSign(tr, m)
Else o9 + L
o1 +s Sign(Q[¢][2], m,w) ; Return oy,

If Verify(pp, m, o) = 0 then return false

If (m,0) € Qg then return false

(p,w) < Extr(tr,m, o)

If p ¢ Qg or PC((p,m),w) = 0 then return true
Return false

proc FINALIZE(Y)
Return (b =1)

Figure 2: Games defining simulatability and extractability for PBS

signing key or witness, and that these signatures are indistinguishable from real signatures.

With regard to unforgeability, one issue is that in general it cannot be efficiently verified whether
an adversary has won the unforgeability game, as this involves checking whether (p, m) € L(PC) for all
p queried to MAKESK and m from the adversary’s final output, and membership in £(R) may not be
efficiently decidable. (This is the case for £(R) defined in Equation (4) in Section 5.1.) Although not a
problem in itself, it can become one, for example when using the notion in a proof by game hopping, as a
distinguisher between two games must efficiently determine whether an adversary has won the game. (See
Appendix A for a proof that relies on this fact.) The extractability notion we will provide below will fill
this gap as well as be more useful in applications. It requires that from a valid signature, using a trapdoor
one can extract a policy and a valid witness. To satisfy this notion, a signature must contain information
on the policy and can thus not hide its length. For simplicity, we assume from now on that all policies are
of the same length.

Simulatability. We formalize simulatability by requiring that there exist the following algorithms:
SimSetup, which outputs parameters and a master key that are indistinguishable from those output by
Setup, as well as a trapdoor; SKeyGen, which outputs keys indistinguishable from those output by KeyGen;
and SimSign, which on input the trapdoor and a message (but no signing key nor witness) produces
signatures that are indistinguishable from regular signatures.

In particular, with Exp%%/fg defined in Figure 2, we require that for every PT adversary A we have
Adv%%/fg, 4(A) = Pr[Exp%Ig‘[& 4(A) = true] — 3 is negligible in A\. Note that in all our constructions, tr
contains msk and SKeyGen is defined as KeyGen. We included SKeyGen to make the definition more general.

Extractability. We define our notion in the spirit of “sim-ext” security for signatures of knowledge
[CLO6]. Let Adv%)égA()\) = PI‘[EXP%%"E’A()\) = true] with ExpiXE defined on the right of Figure 2. We
say that PBS has extractability if there exists an algorithm Extr, which taking a trapdoor, a message and
a signature outputs a pair (p,w) € {0, 1}*, such that Adv%é% 4(+) is negligible for every PT A.

Although the definition might not seem completely intuitive at first, it implies that, as long as the
adversary outputs a valid message/signature pair and does not simply copy a SIMSIGN query /response pair,
the only signed messages it can output are those that satisfy the policy of one of the queried keys: assume
A outputs (m*,o*) such that (x) for all p € Qr: (p,m*) ¢ L(PC). Then let (p*,w*) < Extr(tr,m, o).
If PC((p*,m*),w*) = 0, the adversary wins Exp%}é};. On the other hand, if PC((p*,m*),w*) = 1 then
(p*,m*) € L(PC), thus by () we have p* ¢ Qx and it wins too. Note that this notion corresponds to
strong unforgeability for signature schemes.



Sim-ext security implies indistinguishability and unforgeability. In Appendix A we show that our
two latter security notions are indeed strengthenings of the former two:

Theorem 1. Any policy-based signature scheme which satisfies simulatability satisfies indistinguishability.
Any PBS scheme which satisfies simulatability and extractability satisfies unforgeability.

4 Constructions of Policy-Based Signature Schemes

We first show that PBS satisfying SIM+EXT can be achieved for any language in NP. Then we develop
more efficient schemes for specific policy languages that are useful in applications.

4.1 Generic Constructions

We now show how to construct policy-based signatures satisfying simulatability and extractability (and,
by Theorem 1, indistinguishability and unforgeability) for any NP-relation PC. Section 5 shows that the
assumptions we make are not only sufficient but necessary.

A first approach could be the following, similar to the generic construction of group signatures in
[BMWO3]: The issuer creates a signature key pair (mvk, msk) and publishes mvk as pp. When a user is
issued a key for a policy p, the issuer creates a key pair (vky, sky), signs p||vky and sends this certificate
to the user together with (p, vk, skyy). Now in order to sign a message m, the user first signs it under sk,
thereby establishing a chain mvk — vky — m via the certificate and the signature. In order to remain
anonymous, the actual signature is a (zero-knowledge) proof of knowledge of such a chain and the fact that
the message satisfies the policy signed in the certificate.

While this approach yields a scheme satisfying indistinguishability and unforgeability, it would fail to
achieve extractability. We thus choose a different approach: The user’s key is simply a signature from
the issuer on the policy. Now to sign a message, the user first picks a key pair (ovk, osk) for a strongly
unforgeable one-time signature scheme! and makes a zero-knowledge proof 7 that he knows either (I) an
issuer signature on a policy p such that (p,m) € L(PC) or (II) an issuer signature on ovk. Finally, he adds
a signature under ovk of both the message and the proof. As we will see, this construction satisfies both
SIM (where the simulator can make a signature on ovk and use clause (II) for the proof) and EXT (as 7
is a proof of knowledge).

We formalize the above: Let Sig = (KeyGeng;,, Signg,, Verifyy;, ) be a signature scheme which is unforge-
able under chosen-message attacks (UF-CMA), OtSig = (KeyGen,, Signs, Verify,s) a strongly unforge-
able one-time signature scheme and let PKE = (KeyGen ., Enc,Dec) be an IND-CPA-secure public-key
encryption scheme. For a policy checker PC we define the following NP-relation:

((pk, mvk, Cp, Cs, Cy), oVk, m), (p, s, w, Pps Ps pw)) € Rnp
<= C, = Enc(pk,p;pp) N Cs=Enc(pk,s;ps) N Cy = Enc(pk,w;py) N (1)
[(Verifysig(mvk, lllp,s) =1 A PC((p,m),w) =1) V Verify,(mvk,Ollovk,s) = 1]

Let NIZK = (Setupy;,, Prove, Verify,,,,) be a non-interactive zero-knowledge (NIZK) proof system for
L(Rxp). Our construction PBS for a policy checker PC is detailed in Figure 3, and in Appendix B we
prove the following:

Theorem 2. If PKE satisfies IND-CPA, Sig is UF-CMA, OtSig is a strongly unforgeable one-time sig-
nature scheme and NIZK is a NIZK proof system for L(Ryp) then PBS[PKE, Sig, OtSig, NIZK], defined
i Figure 3, satisfies simulatability and extractability.

We now present a much simpler construction of PBS by relying on a more advanced cryptographic primitive:
simulation-extractable (SE) NIZK proofs [Gro06] (see Appendix F for the definition). Let Sig = (KeyGen

sig»

Tn such a scheme it must be infeasible for an adversary, after receiving a verification key ovk and after obtaining a signature
o on one message m of his choice, to output a signature o on a message m*, such that (m,o) # (m*,o™).



Setup(1%)

crs s Setup ;1 (11)

(pk, dk) <s KeyGen .. (1*)

(mvk, msk) <—s KeyGeng;, (1*)

Return pp « (crs, pk, mvk) and msk
KeyGen(msk, p)

s < Signg, (msk, 1||p)

Return sk, < (pp,p, s)
Sign(sky, m, w)

SimSetup(1?)

crs < Setup ;. (1)
(pk, dk) <—s KeyGen,..(1*)
(mvk, msk) s KeyGen;, (1)
Return pp « (crs, pk, mvk), msk
and tr < (msk, dk)

SKeyGen((msk, dk), p)

s < Signg;, (msk, 1||p)
Return sk, < (pp,p, s)

Parse ((crs, pk, mvk), p, s) < sk,
If PC((p,m),w) = 0 then return L
(ovk, osk) +s KeyGen,,.(1*)
Pps Pss Pw <5 {0, IBS Cp < Enc(pk, p; pp)
Cs < Enc(pk, s; ps); Cy < Enc(pk, w; py)
7 <—s Prove(crs, (pk, mvk, Cp, Cs, Cyy,
OVk) m)? (pa $, W, Pp, Ps, pw))
T <=3 Signg, (0sk, (m, Cyp, Cs, Cyyy, T))
Return o  (ovk, Cp, Cs, Cy, T, T)

SimSign((msk, dk), m)
(ovk, osk) +s KeyGen, . (1*)
s < Sign, (msk, 0||ovk)
Pps Ps puw 3 {0, 1}*; Gy < Enc(pk, 0; p,,)
Cs + Enc(pk, s; ps); C + Enc(pk, 0; py,)
7 s Prove(crs, (pk, mvk, Cp, Cs, Cy,
ovk, m)7 (07 5,0, Pps Pss Pw))
T =8 Sign,, (0sk, (m, Cp, Cs, Cyy, T))
Return o < (ovk, Cp, Cs, Cy, 7, T)

Verify(pp, m, o)
Parse (crs, pk, mvk) < pp; (ovk,Cp, Cy,Cyy, 7, 7) < © Extr((msk, dk), m, o)
Return 1 iff Parse (ovk, Cp, Cs, Cyy, T, T) < 0
Verify, i (crs, (pk, mvk, Cp, Cs, Cyy, ovk,m),m) =1 p < Dec(dk, Cyp) ; w < Dec(dk, Cy)
and Verify . (ovk, (m,C,, Cs,Cyy,m),7) = 1 Return (p, w)

Figure 3: Generic construction of PBS

Signg, Verifyg;,) be a signature scheme and for a policy checker PC let NZZK = (Setup,;;,, Prove, Verify,; .,
SimSetup,;,i, SimProve, Extry; i) be a SE-NIZK for the following NP-relation, whose statements are of the
form X = (vk,m) with witnesses W = (p, ¢, w) and

((Vka m)v (p7 C)w)) € Rxp <~ VerifYSig(Vkapv C) =1A ((pa m)vw) € PC

Then the scheme in Figure 4 is a PBS for PC which satisfies simulatability and extractability. This follows
from Theorem 4 in Section 6, which is about a generalization of the scheme in Figure 4.

4.2 Efficient Construction via Groth-Sahai Proofs

Our efficient construction of PBS will be defined over a bilinear group. This is a tuple (p,G,H, T, G, H),
where G, H and T are groups of prime order p, generated by G and H, respectively, and e: G x H — T is
a bilinear map such that e(G, H) generates T. We denote the group operation multiplicatively and let 1g,
1g and 1 denote the neutral elements of G, H and T. Groth-Sahai proofs [GS08] let us prove that there
exists a set of elements (X,Y) = (X1,...,X,,Y1,...,Y;) € G® x H’ which satisfy equations E(X,Y) of

the form
k J4 n n £

[Te®, Q) [Te, v [T B) [T e(Xe Y) 7 = 12 (2)

i=1 j=1 i=1 i=1j=1 o

Such an equation E is called a pairing-product equation? (PPE) and is uniquely defined by its constants
P,Q,A,B and I' := (vij)ic[n),jejg- These equations have already found many uses in cryptography, of
which the following two are relevant in our context: they can define the verification predicate of a digital
signature (see [AFG™10] and the discussion therein), or witness the fact that a ciphertext encrypts a certain

2This is a simulatable pairing-product equation, that is, one for which Groth-Sahai proofs can be made zero-knowledge.



Setup(1*) SimSetup(1?*)

crs s Setup ;1 (1) (crs, tr) s SimSetup,;,, (1)

(mvk, msk) s KeyGen,;, (1*) (mvk, msk) s KeyGeny, (1*)

Return pp < (crs, mvk), msk Return pp < (crs, mvk), msk, trpps < (pp, msk, tr)
KeyGen(msk, p) SKeyGen((pp, msk, tr), p)

c < Signg, (msk, p) c < Signg, (msk, p)

Return sk « (pp,p, ) Return sk < (pp,p, ¢)
Sign(sk = ((crs, mvk), p, c), m, w) SimSign(((crs, mvk), msk, tr), m)

Return o s Prove(crs, (mvk, m), (p, ¢, w)) Return o <—s SimProve(crs, tr, (mvk, m))
Verify(pp = (crs, mvk), m, o) Extr(((crs, mvk), msk, tr), m, o)

Return Verify ;. (crs, (mvk,m), o) (p, ¢, w) < Extryizx(tr, (mvk,m),o); Return (p,w)

Figure 4: PBS based on SE-NIZKs.

value (see Appendix F.3). Our aim is to construct policy-based signatures where policies define (sets of)
PPEs, which must be satisfied by the message and the witness.

Groth and Sahai define a setup algorithm which on input a bilinear group outputs a common reference
string crs and an extraction key xk. On input crs, an equation E and a satisfying witness (X,Y), algorithm
Provegs outputs a proof m. Proofs are verified by Verify,(crs, E(:,:), 7). Under the SXDH assumption (see
[GS08] for the definition), Groth-Sahai (GS) proofs are witness-indistinguishable [FS90], that is, proofs for
an equation using different witnesses are computationally indistinguishable. Moreover, they are extractable
and thus proofs of knowledge [DMP87]: From every valid proof m, Extres(xk, E(-,-), 7) extracts a witness
(X,Y) such that E(X,Y) =1

In our Groth-Sahai-based construction of PBS, messages and witnesses will be group elements and a
policy defines a set of equations as in (2) that have to be satisfied. The policy checker is thus defined as
follows: the policy p defines a set of equations (Eq,...,E,;) and PC((p,m),w) = 1 iff E;(m,w) = 1 for all
i € [n], where m € G" x H" and w € G™ x Hv.

GS proofs only allow us to extract group elements; however, an equation—and thus a policy—is defined
by a set of group elements and exponents v;;. In order to hide a policy, we need to swap the roles of constants
and variables in an equation, as this will enable us to hide the policy defined by the constants. We first
transform equatlons as in (2) into a set of equivalent equations without exponents. To do so, we introduce
auxiliary variables YZ], add i - j new equations and define the set E(XP) ag follows:

[Te@ @) T[] e, v) [T e BH[[ ] e(Xe Vi) =10 A /\ e(G,Yy;) =e(G7,Y;)  (3)

A witness (X,Y) satisfies E in (2) iff (XY, (2 : Y%J) ;) satisfies the set of equations E(no-exp) jp
(3). Now we can show that a (clear) message (M, N) satlsﬁes “hidden” policy defined by equation E,
witnessed by elements (V, W), since we can express policies as sets of group elements.

Our second building block are structure-preserving signatures [AFG*10], which were designed to be
combined with GS proofs: their keys, messages and signatures consist only of elements from G and H and
signatures are verified by evaluating PPEs. GS proofs let us prove knowledge of keys, messages, and/or
signatures such that these values satisfy signature verification, without revealing anything beyond this fact.

Our construction now follows the blueprint of the generic scheme in Figure 3. The setup creates a CRS
for GS proofs and a key pair (mvk, msk) for a structure-preserving scheme Sig,. (Note that here we need
not encrypt any witnesses like in the generic construction, since GS proofs are extractable.) We transform
every PPE E contained in a policy to a set of equations E™¢*P) without exponents. The policies can thus
be expressed as sets of group elements describing the equations E(M>¢) which can be signed by Siggp-

As for the generic construction, a signing key is a signature on the policy under msk and signing is done
by choosing a one-time signature key pair (ovk, osk), proving a statement analogous to (1) and signing the
proof and the message with osk. A further technical obstacle is that we need to express the disjunction
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in the statement to be proven as (a conjunction of) sets of PPEs. We achieve this by following Groth’s
approach in [Gro06]. The details of the construction can be found in Appendix C.

A simple use case. Messages that are elements of bilinear groups and policies demanding that they satisfy
PPEs will prove useful to construct other cryptographic schemes like group signatures. Yet, our pairing-
based construction might seem too abstract for deploying PBS to manage signing rights in a company—one
of the motivations given in the introduction.

However, consider the following simple example: A company issues keys to their employees which should
allow them to sign only messages h||m that start with a particular header h. (E.g. h could be “Contract
with company X”, so employees are limited to signing contracts with X.) This can be implemented by
mapping messages h|lm to (F'(h), F(m)) via a collision-resistant hash function F': {0,1}* — G. (E.g. first
hash to Z, via some f and then set F'(z) = el (x).) The policy p* requiring messages to start with h* can
then be expressed as PC((p*, h|m)) =1 < e(F(h*), H)e(F(h), H ') = 1.

Another possibility would be to additionally demand that an employee hold a credential, of which the
required type could even depend on h*, which she must use as a witness when signing. (There are numerous
constructions of credentials (digital signatures) which are verified via PPEs; see e.g. [AFGT10].)

5 Applications and Implications

Here we illustrate how PBSs can provide a unifying framework for work on advanced forms of signatures and
beyond, capturing some primitives as special cases and allowing others to be derived in simple and natural
ways. We begin in Section 5.1 by showing how PBSs allow one to easily obtain group signatures [BMWO03].
In Section 5.2 we show that they imply signatures of knowledge [CLO06] and in Appendix D how PBSs easily
yield attribute-based signatures [MPR11]. These applications are illustrative rather than exhaustive.

Section 4.1 shows which primitives are sufficient for policy-based signatures. We now ask the converse
question, namely which primitives are necessary, that is, which fundamental cryptographic primitives are
implied by PBS? In Section 5.2 we show that PBSs imply simulation-extractable NIZKs and IND-CPA
encryption. As a result [Sah99] they imply IND-CCA public-key encryption. This means that the sufficient
assumptions we make in our constructions of Section 4.1 are also necessary.

5.1 CCA-Secure Group Signatures from Policy-Based Signatures

Group signatures [Cv91] let members sign anonymously on behalf of a group. To deter misuse, the group
manager holds a secret key which can open signatures, that is, reveal the member that made the signature.

The BMW model. As defined in [BMWO03], a group-signature scheme GS = (GKg, GSig, GVf, Open) is a
4-tuple of PT algorithms. On input the security parameter 1* and the group size 17, group-key generation
algorithm GKg returns the group public key gpk, the manager’s secret key gmsk and a vector of member
secret keys gsk. On input gskl[i] and a message m € {0, 1}*, group signing algorithm GSig returns a group
signature v by member ¢ on m. On input gpk, m and ~, verification algorithm GVf outputs a bit. On input
gmsk, m and -y, the opening algorithm Open returns an identity i € [n] or L.

We say that GS is correct if for all \,n € N, all (gpk, gmsk, gsk) € [GKg(1*,1)], all i € [n], all
m € {0,1}* and all v € [GSig(gsk[i],m)], we have GVf(gpk,m,~) = 1 and Open(gmsk, m,~y) = i. Security
for GS is defined via the experiments Expé‘gON and Expggc given in Figure 5. Following [BMWO03], in
ExpSgON we allow the adversary only one call to his LR oracle. We say that GS is fully anonymous if
AdvégaN()\) = Pr[ExpégaN()\) = true| — 3 is negligible in A for all PT adversaries A. We say that GS
is traceable if Advrgfg"a()\) = Pr[Expgga()\) = true] is negligible in A for all PT adversaries A.
Construction. We show how to construct group signatures from CCA-secure public-key encryption and
policy-based signatures. Since the former can be constructed from the latter (as we show in Section 5.2),

this means that PBS implies group signatures. The main idea is to define a group signature as a ciphertext
plus a PBS. When making a group signature on a message m, a member is required to encrypt her identity
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ExpégON proc INITIALIZE ExpE}}C
proc INITIALIZE (gpk, gmsk, gsk) «s GKg(1*,1™)
(gpk, gmsk, gsk) < GKg(1*,1") Qc + 0; Qs + 0; return (gpk, gmsk)
%;er?’(l} }{Q;)Q proc CORRUPT(3)
LR?‘p ,'g ) Qc + Q¢ U {i}; return gskli]
proc 20,21, M .
roc GSI1G(2,m
7 ¢ GSig(gsk(i], m) IC)QS +— Qs L(J {(z)m)} ; return GSig(gsk[i], m)
Q + QU {~}; return ~y ’ ' ’
proc OPEN(m, ) proc FINALIZE(m, )
If 7 € O then return L If GVf(gpk, m,~) = 0 then return false
Ret 0 K If Open(gmsk, m,~) = L then return true
eturn Open(gmsk, m, 7) i < Open(gmsk, m,~)
proc FINALIZE(Y') If i € [n], i ¢ Q¢ and (i,m) ¢ Qg then return true
Return (b =) Return false

Figure 5: Games defining full anonymity and traceability for group signatures

as ¢ and then sign (¢, m). This is enforced by issuing to the member a PBS key whose policy ensures that
¢ must be an encryption of the member’s identity.

Let PKE = (KeyGen,., Enc,Dec) be a public-key encryption scheme satisfying IND-CCA and let
PBS = (Setup, KeyGen ¢, Sign, Verify) be a PBS for the following NP-relation:

PC(((ek,4), (c,m)),r) <= c=Enc(ek,i;r) . (4)

Our group-signature scheme GS[PKE, PBS] is defined as follows:

GKg(1*,17) GSig((pp, ek, i, sk; ), m) GVf((pp, ek),m, (c,0))
(pp, msk) <s Setup(1*) r<s {0, 1} Return Verify(pp, (¢, m), o)
(ek, dk) <—s KeyGen . (1*) ¢ « Enc(ek, i;7)
Fori=1,...,ndo o s Sign(sk;, (¢c,m),r) Open(gmsk, m, (c,0))
sk; «—s KeyGen ;. (msk, (ek, 7)) Return (¢, o) If Verify(pp, (¢,m),0) =0
gskli] < (pp, ek, i, sk;) Then return L
Return (gpk < (pp, ek), gmsk < dk, gsk) Return Dec(gmsk, ¢)

Theorem 3. If PKE is an IND-CCA-secure public-key encryption scheme and PBS is a policy-based
signature scheme for PC defined in (4) satisfying simulatability and extractability then GS[PKE, PBS] is a
group-signature scheme satisfying full anonymity and traceability.

The proof can be found in Appendix E. In Appendix F.3 we give an encryption scheme such that (4) lies
in the language of our efficient PBS from Section 4.2.

5.2 Other Primitives Implied by PBS

Section 4.1 shows which primitives are sufficient for policy-based signatures. We now show which primitives
are necessary, that is, which fundamental cryptographic primitives are implied by PBS.

Simulation-extractable NIZK proofs. Groth [Gro06] introduced a notion of simulation-soundness for
NIZK proofs of knowledge. It requires that even provided with an oracle for simulated proofs, an adversary
cannot produce a new proof from which the extractor fails to extract a witness. (See Appendix F.1
for a definition.) Let R be an NP-relation and let PC and p* be such that PC((p*, z),w) = R(z,w).
Let PBS = (Setup, KeyGen, Sign, Verify, SimSetup, SKeyGen, SimSign, Extr) be a PBS for PC which satisfies
simulatability and extractability. Then the following is a simulation-extractable NIZK proof system:
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Setup,i (1) Verify,ii (PP, sk), z, ) SimSetup,,;, (1)
(pp, msk) s Setup(1*) Return Verify(pp, x, ) (pp, msk, tr) <—s SimSetup(1*)
sk <+ KeyGen(msk, p*) sk < SKeyGen(tr, p*)
Return crs + (pp, sk) Return crs « (pp, sk) and tr

Extryizk (tr, , m)
Prove((pp, sk), z, w) (p,w) < Extr(tr,z, ) SimProve((pp, sk), tr, z)
Return 7 + Sign(sk, z, w) Return w Return 7 + SimSign(tr, x)

Showing that SIM of PBS implies zero-knowledge of NZZK and that EXT of PBS implies simulation-
extractability of NZZK is straightforward.

Public-key encryption. Interpreting policies as plaintexts hidden in a signature, which can be “de-
crypted” using Extr, PBS even imply public-key encryption: Let PBS be for PC s.t. PC((p, m*),w*) =1
for some m*, w* and all p. Then the following as an IND-CPA secure PKE:

KeyGenpke(IA) Enc((pp, msk), x) Dec(dk, c)
(pp, msk, tr) <—s SimSetup(1*) sk +—s KeyGen(msk, x) (z,w) « Extr(dk, m*,c)
Return (pk < (pp, msk), dk + tr) Return ¢ +s Sign(sk, m*, w*) Return x

Using the results by Sahai [Sah99], the above NIZK and PKE can be combined to construct a CCA-secure
PKE from PBS (see Appendix F.2 for more details).

Signatures of knowledge. In signatures of knowledge (SoK) [CLO06] there is a setup outputting trusted
parameters, but no authority. Anyone can make a signature on a message m w.r.t. an NP-relation R and
a statement z, if they know a witness w for z, i.e., R(z,w) = 1. Security is defined by simulatability and
extractability notions analogous to ours for PBS. We refer to [CLO06] for the definitions.

To construct a SoK, we use a PBS which signs messages of the form (R, z,m) and require a signer to
know a witness w for x w.r.t. R. In particular, let PBS be a PBS scheme for the policy checker PC s.t. for
some policy p* we have: PC((p*, (R,z,m),w) = 1 iff R(z,w) = 1. Then we define:

Setupyy (1%)
(pp, msk) s Setupy,p,. (1*)
sk s KeyGen . (msk, p*)
Return pp,,, = (pp, sk)

Signsok((pp’ Sk)v R,z,m, w)
¢ <= Sign s (sk, (R, z,m), w)
Return ¢

Verifysok((pp7 bk)a R7 x,m, U)

Return Verify,, (pp, (R, z,m), o)

There are 3 more algorithms required for SoK: SimSetup,., and SimSign,., are defined by replacing the
respective PBS algorithms by their simulated variants. Finally, Extre runs Extrpps to get (p,w) and
returns w. It is then straightforward to show that this scheme satisfies simulatability and extractability.

6 Delegatable Policy-Based Signatures

In an organization, policies may be hierarchical, reflecting the organization structure. Thus, a president
may declare a high-level policy to vice presidents and issue keys to them. Each of the vice presidents
augments the policy with their own sub-policies for managers below them, and so on. To support this,
we extend PBS to allow delegation. We define and achieve delegatable policy-based signatures (DPBS),
where a user holding a key for some policy can delegate her key to another user and possibly restrict the
associated policy. We formalize this by associating keys to wvectors of policies and require that keys can
(only) sign messages which are allowed under all policies associated to the key. In order to restrict the
policy at delegation, users can add policies to the associated vector. For ease of notation we generalize PC
to policy vectors and define PC(((pl, ey Pn)ym), (wr, ... ,wn)) =1&Vie[n]: PC((pi,m),w;) = 1. Thus,
a message m satisfies a vector (p1,...,py) iff it satisfies all policies in it, i.e., ((p1,...,pn),m) € L(PC) iff
(pi,m) € L(PC) for all i € [n].
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SIM EXT
Exppris proc INITIALIZE Expppas

(pp, msk, tr) <—s SimSetup(1*)

Q[0] « (e, msk) ; Qs,Qp 03 j  0;
proc INITIALIZE Return pp

b<s{0,1}

(ppy, msky, tr) <—s SimSetup(1*)
(ppy, msk; ) <s Setup(1*)
Return (ppy,, msky)

proc DELEGATE(4,p')
Ifi €{0,...,5} or Q[i][2] = L then return L
JJ+1; QUIA] «+ QF]D] 17’

Q[j][2] <= Delegate(QIi][2], p')
proc SIGNATURE(sk, p, m, w) .
proc REVEALSK(7)
If ChkKey(pp, sk, p) =0 —
If i & [j] then return L
then return L ) .
If PC((p,m),w) = 1 then sk Q[i][2] ; Qp + Qp U{QIi][1]} ; return sk
oo <s SimSign(tr, m) proc SIMSIGN(m)
Else 09 + L o s SimSign(tr,m) ; Qs + Qs U{(m,0)}; return o
o1 < Sign(sk, m, (w1, ..., wy)) proc FINALIZE(m, o)
t
Return o, ) If Verify(pp, m,o) =0 or (m,0) € Qg then return false
proc FINALIZE(b) (p,w) « Extr(tr,m,o)
Return (b =1V") If no q € Qp is a prefix of p then return true

If PC((p,m), w) = 0 then return true
Return false

Figure 6: Games defining simulatability and extractability for delegatable PBS

Consider the following simple use case: A company issues a key to a manager Alice which enables her
to sign contracts with companies X,Y and Z. Now Bob is negotiating a contract with Z on behalf of
Alice, so she gives Bob a key that only lets him sign contracts with Z.

Delegatable policy-based signatures. Formally, a DPBS scheme consists of the same algorithms as a
PBS scheme, except that KeyGen is replaced by a new algorithm Delegate, which takes as input a signing
key sk, for a policy vector p = (p1,...,pn) and a policy p’. It outputs a signing key skppr allowing to sign
a message m if it satisfies the policies p1,...,p, and o/, i.e., (p,m) € L(PC) for all p € {p1,...,pn, 0’}
When the authority issues a signing key, it runs Delegate with msk, thus KeyGen(msk, p) for PBS becomes
Delegate(msk, p) for DPBS. To achieve stronger privacy notions, where the adversary is allowed to produce
its own keys (see below), we define one more algorithm ChkKey, which on input pp, a signing key sk and
a policy vector p outputs 1 iff sk is valid for the policies in p.

We say that a scheme DPBS is correct relative to PC if for all A € N, all (pp, msk) € [Setup(1*)],
all PC-valid ((p1,...,pn), m, (w1,...,wy)), all sk € [Delegate(Delegate(. .. Delegate(msk, p1) ..., Pn-1),Pn)]
and all o € [Sign(sk, m, (w1,...,w,))] we have ChkKey(pp, sk, p) = 1 and Verify(pp,m, o) = 1.

Unforgeability and indistinguishability. Unforgeability and indistinguishability are defined in the
same spirit as for PBS. However, we strengthen indistinguishability by letting the adversary construct two
keys under one of which the experiment makes a signature. (The adversary obtains msk in this experiment.)
This models the case where Alice delegates different keys to Bob and Carol and should then not be able
to tell by whom a message was signed. In order to prevent the adversary from outputting malfunctioning
keys, the experiment first checks them using ChkKey. We refer to Appendix G.1 for the definitions.

Simulatability and extractability. Analogously to indistinguishability, we strengthen simulatability:
the adversary outputs a signing key, which must pass ChkKey; it then receives either a signature under
that key or a simulated signature and should not be able to tell the difference. (An oracle DELEGATE
and an algorithm SDelegate—analogous to KEY in Expg’}g{s and SKeyGen for PBS—would thus be redun-

dant.) With Exp3¥ys defined in Figure 6, we require that for every PT adversary A: Adviihg s.A(N) =

Pr[Exp%g[B&A()\) = true] — 1 is negligible in A.
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We also increase the power of the adversary A in the extractability game by allowing it to receive
not only keys for policies of its choice, but also keys derived from others that are not revealed to A (and
therefore do not restrict A in winning the game). DPBS is extractable if Pr[Exp%%%& A(A) = true] is

negligible in A for every PT A.

Construction. In the PBS schemes in Figures 3 and 4, a signing key sk, is simply a signature from
the authority on the associated policy p. We add delegation to PBS by replacing the signature with
an append-only signature [KMPRO5]. These signatures allow anyone holding a signature on a message
p to create a signature on p||p’ for any p’. One can thus append a new part to a signed message, but
this is the only transformation allowed. Append-only signatures (AOS) can be constructed from any
signature scheme. (See Appendix G.2 for a formal definition and a construction.) Holding a key, which
is a signature on a vector of policies p, a user can delegate the key after (possibly) appending a new
policy. For simplicity, we give a construction of DPBS using SE-NIZKs, which is analogous to the scheme
in Figure 4. We stress that we could also construct DPBS from ordinary signatures, public-key encryption
and NIZKs by replacing the signature scheme in Figure 3 by the construction of AOS in Appendix G.2.
Let AOSig = (KeyGeng,, Appendg;,, Verifyy,) be an AOS scheme and for a policy checker PC let NZZK =
(Setupy;,i, Prove, Verify,;,i., SimSetup, i, SimProve, Extry;, ) be a SE-NIZK for the following NP-relation:

((Vka m)7 (p,c,W)) € Rnp <~ Verifysig(vkvpac) =1 A ((p,m),w) € PC

We define DPBS[AOSig, NIZK] via the following algorithms and prove Theorem 4 below in Appendix G.3.

Setup(1?) SimSetup(1*)
crs <—s Setup,;,i (1Y) ; (mvk, msk’) <—s KeyGeng, (1*) (crs, tr) <—s SimSetup,;,, (1)
Return pp < (crs, mvk), msk < (pp, e, msk') (mvk, msk') < KeyGeng;, (1*)

Delegate((pp, p, ¢), p') Return pp < (crs, mvk), msk < (pp, e, msk’),
¢’ s Append;, (mvk, ¢, p’) trpbs < (pp; tr)
Return sk + (pp, pllp’, <) SimSign(((crs, mvk), tr), m)

ChkKey((crs, mvk), (pp,q, ¢), p) Return o <—s SimProve(crs, tr, (mvk, m))

If pp # (crs, mvk) or q # p then return 0 Extr(((crs, mvk), tr), m, o)

Return Verify, (mvk, q, c) (p, ¢, W) < Extrpix(tr, (mvk, m), o) ; return (p, w)
Sign(sk = ((crs, mvk), p, c), m, w) Verify(pp = (crs, mvk), m, o)

Return o s Prove(crs, (mvk, m), (p, ¢, w)) Return Verify,;,, (crs, (mvk, m), o)

Theorem 4. If AOSig is unforgeable under chosen-message attack (as defined in Appendiz G.2) and
NIZK is a simulation-extractable NIZK (Appendiz F.1) for L(Ryp) then DPBS[AOSig, NIZK] is a
delegatable PBS for PC which satisfies simulatability and extractability.
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A Proofs that SIM and EXT Imply IND and UF

Simulatability implies indistinguishability. Assuming an adversary A against indistinguishability,
we construct an adversary B against the simulatability. B receives (pp, msk), sets j < 1, chooses
d<s{0,1} and runs A on (pp,msk). Whenever A queries LR(pg,p1, m,wp,w;1), if PC((po,m),wp) =
0 or PC((p1,m),w;) = 0, it returns L; otherwise it queries sky <—s KEY(py) and sk; <—s KEY(p1) and
04 <% SIGNATURE(] + d, m,wy) and sets j < j + 2; it returns (og4, sko,ski) to A. When A terminates
outputting b/, B outputs 1 if (b’ = d) and 0 otherwise.
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proc INITIALIZE /) Exppys”
(pp, msk) <s Setup(1*)
j+—0; Qg0

Return pp

proc MAKESK (p) / Expglg—él)
J i+ 1 QUIA < p

Q[4][2] < KeyGen(pp, msk, p) ; Q[4][3] « 0

UF-(1
/ EXpPBS( )

proc REVEALSK(4)

If ¢ & [4] then return L
sk« Q[i][2] ; Q[é][2] + L ; return sk

UF-(1
/ EXPPBS( )

proc SIGN(i, m, w)

If i & [j] then return L

If Q[i][2] = L then return L

o s Sign(pp, Q[i][2], m, w)

Qs + Qs U{(m,0)}; return o

proc FINALIZE(m, o) / Exppps”

If Verify(pp, m, o) = 0 then return false
(p,w) < Extr(tr,m, o)
If (m, o) € Qg then return false
Fori=1,...,5do
1t Q[i)[1] = p and Q[i[2] = L
If PC((p,m),w) = 1 then return false
Return true

proc INITIALIZE / Exppss”
(pp, msk, tr) <—s SimSetup(1*)

j—0; Qe+ 0

Return pp

proc MAKESK (p) / EXPgZZéQ)

j+J+15 QU]+ p
Q[j][2] <=+ SKeyGen(pp, tr, p) ; Q[f][3] = 0

proc REVEALSK (4) / EngZ:éz)

If ¢ & [4] then return L
sk <+ Q[i][2] ; Q[i][2] + L ; return sk

proc SIGN (¢, m, w) / Engg:éQ)

If ¢ & [j] then return L

If Q[i][2] = L then return L
If PC((Q[#][1], m), w) = 0 then return L
o <s SimSign(pp, tr,m)

Qs < Qs U{(m,0)}; return o
proc FINALIZE(m, o)

/ Bxppigs”
If Verify(pp, m, o) = 0 then return false
(p, w) + Extr(tr,m, o)
If (m,0) € Qg then return false
Fori=1,...,5do

1f QUi)[1] = p and QUi[2) = L

If PC((p, m),w) =1 then return false

Return true

Figure 7: Games Expgg's(l) and Expgg's(m in the proof SIM/EXT = UF

If in Exp%gfgﬁ, the challenger’s bit is 1 then B perfectly simulates Exp%\IB% for A; if on the other hand
the bit is 0 then the bit d chosen by B is perfectly hidden from .4, meaning B outputs 1 with probability
%. Together, this yields Adv%g/fg,g = % . Adv%\g?g,A.

Simulatability and extractability imply unforgeability. The benefit of defining unforgeability with
the help of an extractor is that the experiment is efficiently decidable, as there are no more conditions like
(p,m) € L(PC). In efficiently decidable experiments, we can replace real signatures and keys by simulated
ones without changing the adversary’s behavior, since we could build a distinguisher that breaks the SIM.

Recall Exp%yB%, defined in Figure 1. Now consider the modification Expggzs(l) given in Figure 7, whose

FINALIZE procedure is basically that of Exp%)ég: the signature must be valid and (m, o) must not be a
response of the SIGN oracle. We then apply the extractor of PBS to get (p,w) and the adversary wins if

either no secret key for p was ever revealed or if PC((p, m),w) = 0.

Claim. UF-(1) = UF.

We show how to use an adversary A winning UF to construct B which wins UF-(1). What makes the
proof not quite straightforward is the fact that A might win UF by outputting a pair (m, o) which is a
query and response of the SIGN oracle,® whereas this would make UF-(1) immediately return false, since
(m, o ) € Qg.

We start with the simpler case, where A never outputs a query /response pair from the SIGN oracle. Our

reduction B forwards all messages between its Expggzs(l)—challenger and A. If A wins UF by outputting

3We note that winning UF this way can only happen if there exist p*, m* and w*, with PC((p*, m*), w*) = 0, but for which
Sign(pp, KeyGen(pp, msk, p*), m*, w™) outputs a valid signature, which we have not explicitly excluded. However, by this very
attack, this cannot happen in any scheme satisfying UF; neither in any scheme satisfying EXT and SIM, since we prove that
they imply UF.

18



(m*,0*) then we have (1) Verify(pp,m*,0*) = 1 and (2) (m*,0*) ¢ Qg (by assumption). Let (p,w) <«
Extr(tr,m*,c*). If PC((p,m*),w) = 0 then B wins. Otherwise, we have (p,m*) € L(PC). Thus, by the
winning condition of UF, for all ¢ with Q[i][1] = p we must have Q[i][2] # L. Thus, in this case too B wins.

We now deal with adversaries winning UF by outputting (m*,0*) € Qg. B guesses the index of the
first SIGN query involving m*. (That is, B picks a random SIGN query and if the queried message has been
queried before then B aborts.) Let the guessed query be for (i*, m*, w*). Instead of querying its own SIGN
oracle, B does the following: If Q[i*][2] = L then B looks up the signing key sk* it forwarded when A queried
REVEALSK, otherwise B queries its own REVEALSK oracle to get sk*. B computes o* <s Sign(sk™, m*, w*)
and returns o*. Every time A makes a SIGN query involving m*, B also proceeds as just described. It is
clear that this perfectly simulates A’s oracles in UF.

Assume now that A wins by outputting (m*,o*) and that B guessed correctly. Since A wins, we have
(1) Verify(pp, m*,0*) = 1. Since B guessed correctly, no entry in Qg starts with m*, thus (2) (m*,0*) ¢ Qs.
Let (p,w) « Extr(tr,m*,c*). If no key for p was ever revealed then B wins. There are two ways that
a key for p could have been revealed in UF-(1): either A queried REVEALSK for it, or .A made a SIGN
query involving m* (in which case B may have queried REVEALSK). In either case, since A won UF, by
its winning condition, we must have (p,m*) ¢ L(PC). A forteriori PC(p, m*),w) = 0; thus, also in the case
that keys for p were revealed, B wins.

Claim. EXT N SIM = UF-(1).

By SIM, UF-(1) is indistinguishable from Expggf), given in Figure 7, where we replaced Setup by
SimSetup, KeyGen by SKeyGen and Sign by SimSign conditioned on the fact that the inputs satisfy PC.
Note that it is because both games are efficiently decidable, that we can construct a distinguisher which
uses an adversary behaving differently in the two games to break SIM.

It is now easily seen that from any .4 winning UF-(2) we can construct 5 winning EXT. When A queries
MAKESK(p), B simply stores (p,?,0) in Q. When A queries REVEALSK(i), B queries SKEYGEN(Q[][1]).
And whenever A queries SIGN(i, m,w), if PC((Q[i][1],m),w) = 1 then B queries SIMSIGN(m). B wins if
and only if A wins.

B Security Proofs for the Construction in Section 4.1

Simulatability. We show that two runs of Exp%gf& 4> one with b set to 1, and one with b set to 0 are

indistinguishable. We proceed by games: We start with Exp%g‘[glb n ' Our first change is that we replace

crs <—s Setup;, (11) by crs <—s SimSetup,;,, (1) and in calls to SIGNATURE, we replace 7 by a simulated
proof. This is indistinguishable by the zero-knowledge property of NZZK. Note that in this game, the
proof 7 can be computed knowing only (pk, mvk, C), Cs, Cy, ovk, m), but not the content of C), Cs and
C, nor their randomness.

In the next game, for the SIGNATURE calls, we replace the ciphertexts C, and C,, by encryptions of 0

and Cs by an encryption of a signature s <s Signg, (msk, 0l|ovk). This is indistinguishable by IND-CPA

of PKE. In the final game, we replace the simulated CRS by a real CRS. This final game is Expggg? A: 0,

which concludes the proof.

Extractability. This notion is reduced to the security of both Sig and OtSig. We distinguish two types of
adversaries. Type 1 returns a forgery (m, (ovk, Cp, Cs, Cy, m, 7)) such that there was a reply of a SIMSIGN
query with the same ovk, Type-2 adversaries return forgeries with a fresh ovk.

We use Type-1 adversaries to break strong unforgeability of OtSig. Given ovk™ from our chal-
lenger, we simulate Exp%)ég’ 4 except that for a randomly guessed valid SIMSIGN query, say for m, we
use ovk®, compute C'p, Cs, Cy and 7 as per SimSign and complete the signature by querying our one-
time oracle on (7, C’p,é’s,é’w,ﬁ) to get 7. Assume that the adversary A is of Type 1, then with non-
negligible probability his forgery is of the form (m,o = (ovk*,C),Cs, Cy,m, 7)). Since, for A to have
won, (m,oc) must be different from all query/response pairs for SIMSIGN, in particular, it must be dif-
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ferent from (7, (ovk*, Cyp, Cs, C, 7, 7)), in which we embedded ovk*. Therefore ((m,C,, Cs, Cyy, ), 7) #
((mn, C'p, cs, C’w,fr),i‘) and 7 is a one-time forgery on (m, Cp, Cs, Cy, 7).

We now use Type-2 adversaries to break unforgeability of Sig. On receiving vk™ from our challenger, we
run crs s Setup,i,, (1) and (pk, dk) <—s KeyGen,.(1*). We run the adversary A on pp := (crs, pk, vk").
When A makes an SKEYGEN query, we compute sk, by querying our signing oracle on 1|p; when A makes
a SIMSIGN query, we use our oracle to get a signature s on 0|jovk and use that as a witness for the proof
m in our PBS o.

Suppose A wins the game by outputting (m,o = (ovk,Cp,Cs, 7, 7)), which satisfies Verify. Using
Extr, we get p < Dec(dk,C}) and w <+ Dec(dk, Cy,); additionally, we compute s < Dec(dk, C). As o is
valid, soundness of NZZK and correctness of PKE imply that either (i) s is a valid signature on 1||p and
PC((p,m),w) = 1; or (ii) s is a valid signature on 0||ovk. In case (ii), s is a valid forgery on 0||ovk, since
Type-2 adversaries use a one-time key which was never issued in a SIMSIGN query. In case (i), since A
wins and PC((p,m),w) = 1, we must have p ¢ Qg, thus s is a valid forgery on 1||p.

C Details of the PBS Construction Based on GS Proofs

To construct PBS, we let (Setupg, Provegs, Verify,, Extrgs) denote the Groth-Sahai proof system for PPEs,
and let (KeyGeng,, Sign,, Verify,) be a structure-preserving signature scheme that can sign vectors of group
elements (e.g. one from [AFGT10]), for which we let V(vk,m, o) denote the set of equations representing
Verifyg, (vk,m, o). Moreover, we let (KeyGen, Signs, Verify,;) be a strongly unforgeable one-time sig-
nature scheme whose verification keys are group elements (e.g. one from [AFG'10]). In the following we
define a policy-based signature scheme which follows closely the generic construction and whose security
is proved analogously. Since Groth-Sahai proofs are proofs of knowledge, we do not need to encrypt the
witnesses as in the generic construction.

One technically is that we need to express the disjunction in Ryp from Equation (1) (Section 4.1) as the
conjunction of sets of PPEs. We do so by following Groth’s technique in [Gr006]. For an equation E(X,Y)
as defined in Equation (2) (Section 4.2), we define the set E¢™) (X, Y)(Q,...,Q,,T) having additional
variables Q1,...Q}, T as a

[Te(®, @) ITe(4;, Y) [Te(Xe, BT -y e(Xs, Y)) 7 =1 A A o(T,Q)- Q1) =1 (5)

When T = 1g then setting X; < 1g and Q/,Y; < 1g, for all 4, j satisfies EGm) However, if T # 1g then
the only satisfying assignment to @} is Q; and thus X, Y must satisfy the original equation E. In order to
express a disjunction of two equations E1(V, W) and E2(X,Y), we convert them to E(Slm) (V wW)(Q',T1)

and E(Slm) (X,Y)(Q",T3), respectively, and add the following equation Ep: e(Ty-T3 -G~ H) = 1. Now
if we have a witness (V, W) for Ey, we can set 71 < G and T + 1g (and X « 1g and Q",Y « 1p);
whereas if we have a witness for Eg, we set 77 < 1g (and all other variables in E; to 1) and T + G.
In both cases we get a witness for the set (Erp, EgSim), EgSim)). However, Er prevents us from setting both
T; < 1g and Ty < 1g, which means we must have a witness for either E; or Es. Note that this only works

if the equations do not share any variables.

Policy checkers for PPEs. Consider a policy p describing (for simplicity) a single equation defined by
p=([P,QABKLT = (1),A = (6),® = (¢ij), ¥ = (¥3;)). Let m = (M,N) € G" x H' be a
message and w = (V, W) € G™ x H* be a witness. Then the policy checker PC for our construction is
defined as follows:

PC((p,m),w) =1 <= [le(F;, Qi) [1e(A;, Nj) [Te(Mi, Bi) [Te(K;, W;) [Te(Vi, Li)
[T1Te(M;, Nj)™ HHB(Mqu) o [TITe(Vi, Nj)?a [T e(Vi, Wy)¥s =1z, (6)

which is the most general form of a PPE over variables M, N,V and W. Note that we assume that all
policies are of a fixed length, since we cannot hide the form of the set of equations they define.
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We start with expressing a policy in terms of group elements only. Abusing notation slightly, we replace
the matrices I' = (v;;), A = (0i5), P = (¢45), ¥ = (¢i5) € Z;LX( in the policy description by matrices of
G-elements T' = (Pi,j = G%’j),A = (AiJ = G‘sij),(I) = ((I)@j = G‘bij),‘I’ = (\Ijid = Gw”) e GnxL,
Henceforth, we assume that policies are given in this way.

Applying the transformation E — E(>**P) from Equation (3) (Section 4.2) to (6), we obtain:

PCloe)(p,m),w) =1 = [Te(Bs Qi) [Te(4y, Ny) TTe(M;, B TT (K, W) TTe(Vi, L)
TTTTe(M;, N} >HHe<Ml,W W) eV, N T eV, W) =1
A Ny (G NG) =e(G N AN G /W(»l)) = (G, W)
A Ay oGNS = eGP N A Ny e(GITE)) = e(GY, W)

where we introduced new variables ]/\\fi( ) Z(] ), Wl(jl), Wl(J ), and corresponding equations. Note that these
equations contain the elements from I‘ A W, & as variables.

It remains to make the above set simulatable, so they can be a clause of a disjunction. Since the above
does not contain any pairing of constants, simulatability can be achieved easily by replacing equations of

type e(G,Yy;) = e(G4,Y;) by e(T,Y;) = e(G"1,Y;). We get thus:
PCEM) (p,m),w)(T) =1 <= [[e(®: Q) [Te(4;, N;) [Te(M;, B:) [T e(k;, Wy) [Te(Vi, L)
TTTTe(M;, N TITT (M, WD) TTTT e(V; N@))Hne( §>>=1
A Ny @ N = ey Nj) A Ay e W) = e(Ay W)
A Ny T NE) = (@i, Ny) A Ay e(T WD) = ey, W) (7)

We can now express the generic equation in (1) as a set of pairing-product equations E(dis) ag follows.
Since the clauses of the disjunction must not have common variables, we use S; and Sy for the issuer’s
signatures; and in order to separate their domains, we prepend G* for i = 0, 1 to their messages. We define
E (disj) (mvk, p, S1, S, w, ovk, m, T1,T3) :
( -G LH)=1 A

v Gim) (mvk, (1, ovk), @) @) =1
When making a PBS, a user has to construct a proof for E(4)_ Since she does not have a valid signature
Sy, she must set Ty < 1g in order to simulate the last equation in E(@S), To satisfy the 15¢ equation,
she must set T} < G, which means she must have a signature S; on a policy p in order to satisfy the
27d equation. This however fixes the values P,Q,A,B,K,L,I', A, ¥, ® in the 3" equation PCEIM) o
her policy. In order to satisfy PCC™) in (7), she now needs to know M, N, V, W satisfying the original
equations and sets N( ) Nj%j, J/\\ffj) — N% W( ) Wjij, /Wl-(f) — W;p” (since T = G).

The simulator, on the other hand, produces a signature S satisfying the last equation in E(@%) and
can then set 15 < G and T < 1g. The latter enables the simulator to set all other variables to 1, which
yields a satisfying assignment for E(dis),

Now that we have defined all the required concepts, our construction of PBS using Groth-Sahai proofs
and structure-preserving signatures is quite straightforward. We present it in Figure 8. Security is proven
analogously to that of the scheme in Figure 3. Extractability follows from perfect extractability of GS
proofs, unforgeability of Sigy, and strong unforgeability of OtSig (note that we have encoded policies as
group elements, which can be extracted from GS proofs, whereas exponents cannot). Simulatability follows
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Setup(1*) SimSetup(1*)

(crs, xk) <—s Setup,(1*) (crs, xk) s Setup, (1%)

(mvk, msk) s KeyGen, (1*) (mvk, msk) <s KeyGen(1*)

Return pp « (crs, mvk) and msk Return pp < (crs, mvk), msk, tr < (msk, xk)
KeyGen(msk, p) SKeyGen((msk, xk), p)

S s Signg, (msk, (G, p)) S s Signg, (msk, (G, p))

Return sk, < (pp,p, S) Return sk, < (pp,p, s)
Sign(skp, m, w) SimSign((msk, xk), m)

Parse ((crs, mvk),p, S) + sk, (ovk, osk) s KeyGen,(1*)

If PC((p,m),w) = 0 then return L S «s Sign, (msk, (1, ovk))

(ovk, osk) s KeyGen_O.ts(l)‘) 7 s Provegs (crs, E(8) (mvk, 1,1, S,

7 45 Proveg (crs, E(S) (mvk, p,S, 1, 1,0vk,m,1g,G))

w,ovk,m, G, 1g)) 7 s Sign_(0sk, (m, m)) o
7 +s Sign, .. (osk, (m, )) Return o < (ovk, 7, T)

Return o < (ovk, m,7) Extr((msk, xk), m, o)

Parse (ovk,7,7) + o
Parse (crs, mvk) < pp; (ovk,7,7) + o (p, S1, 82, w, T1,T5) < Extrgg(xk, m)
Return 1 iff Return (p, w)
Verify, (crs, (crs, E(disj) (mvk, -, -, -,
2 OVk, m,:, ;)), 7T) =1
and Verify . (ovk, (m,7),7) =1

Verify(pp, m, o)

Figure 8: Construction of PBS with Groth-Sahai proofs and structure-preserving signatures

from witness indistinguishability of Groth-Sahai proofs: since we directly use a proof of knowledge, we need
not simulate proofs as there are no ciphertexts, but instead simply change the witness used by Sign to the
witness used by SimSign.

D Attribute-Based Signatures from Policy-Based Signatures

In attribute-based signatures (ABS) a trusted setup produces parameters and a master secret key. The
latter is then used to issue keys for sets of attributes from a universe A. Now a holder of such a key can
sign messages w.r.t. to a predicate T over attributes, which must evaluate to 1 on the set of attributes for
the key. The predicate is in the clear, so verification of a signature is w.r.t. the predicate.

The model. In view of a generalization to multiple authorities, Maji et al. [MPR11] separate the setup
algorithm into a trusted setup TSetup, which outputs public parameters tpk and ASetup, run by the
attribute-issuing authority, which outputs a public/private key pair (apk, ask).

For the single-authority case (which we consider?), TSetup and ASetup can be combined to Setup
without weakening security: In the unforgeability game, both TSetup and ASetup are run by the experiment
impersonating the attribute-issuing authority. Moreover, even though not explicitly stated, privacy also
requires the pair (apk, ask) <—s ASetup to be set up honestly.® For privacy, the adversary impersonates thus
an “honest but curious” authority, which we model by giving the adversary the authority’s secret key. Since
security of our scheme is extraction-based, we cannot hope to achieve perfect privacy (meaning signatures
produced with keys for different sets of attributes are distributed equally); we thus give a computational
analog. We give a formal definition of the model.

We denote the message space by M. A scheme ABS is parametrized by an attribute universe A.
A claim predicate over A is a monotone boolean function Y: P(A) — {0,1}. On input the security

4In ABS, different attributes could be issued by different authorities; in PBS however, a key only corresponds to one policy.
SIf ask is maliciously set up so that AttrGen outputs a working key for one set of attributes and a key leading to invalid
signatures for another set then privacy does not hold.
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Expss proc INITIALIZE Expls

(pp, ask) +s Setup(1*)

roc INITIALIZE
D Qr <+ 0; Qs + 0; return pp

(pp, ask) «s Setup(1*) ; b +s {0,1}

Return (pp, ask) proc ATTRGEN(A)
proc LR(Ag, A1, m, ) Qx < Qx U{A}; return AttrGen(ask, A)
If T(Ag) =0 or T(A;) =0 proc SIGN(m, T)
then return L Qs+ QsU{(m, Y1)}
skq <—s AttrGen(ask, A) Choose arbitrary A C A, with T(A) =1
sky <—s AttrGen(ask, A1) sk <—s AttrGen(ask, A) ; return Sign(ska, m,Y)

oy, < Sign(sky, m, T) proc FINALIZE(m, Y, o)

Return (o3, sko, sk ) If Verify(pp, m, Y, o) = 0 then return false
proc FINALIZE(D') If (m,Y) ¢ Qs and VA € Qk: T(A) =0
Return (b =1) then return true ; else return false.

Figure 9: Games defining privacy and unforgeability for attribute-based signatures

parameter 1%, Setup outputs public parameters pp and the authority’s secret key ask. On input ask
and A C A, AttrGen outputs a secret key sky. On input skq,m, Y, where T(A) = 1, Sign outputs a
signature o. On input pp,m, Y, o, Verify outputs a bit. Correctness requires that for all A € N, all
(pp, ask) € [Setup(1M)], allm € M, all A C A, all T with T(A) = 1 and all o € [Sign(AttrGen(ask, A), m, )],
we have Verify(pp, m, T,0) = 1.

We say that ABS has privacy if Advi%fg\f AN = Pr[Expi%Igf 4(A) = true] — 1 is negligible in A for all
PT A, with Expi%g 4 defined on the left of Figure 9. On the right we define the game Exp}f‘gs’ 4 and
say that ABS is unforgeable if Advﬂgsﬂ()\) = Pr[ExpElg&A(/\) = true] is negligible in A for all PT A.
Although our notion of privacy is only computational, it is stronger in another aspect: the adversary gets
the two signing keys.6

Construction. Let Y denote the set of all monotone boolean functions over A. We define a policy checker
PC for our policy-based signature PBS which instantiates ABS. A policy is a set A C A and a message for
PBS isin Y x M, i.e., a claim predicate and the actual message. A PBS message satisfies a policy if the set
of attributes defining the policy satisfy the predicate contained in the message. The policy checker PC for
PBS is efficiently decidable (thus no witnesses are required) and is defined as: PC: A x (Y x M) — {0,1}
with (A, (T, m)) — T(A). Let PBS = (Setup,,,s, KeyGen,,,q, Sign ¢, Verify,p. ) be a policy-based signature
scheme for PC. We define ABS[PBS] = (Setup, AttrGen, Sign, Verify) as follows:

Setup(1*) Sign(pp, ska,m, T)

(pp, msk) s Setuppbs(lk) ; return pp, ask < msk Return Sign,,¢(ska, (T, m))
AttrGen(ask, A) Verify(pp, m, Y, o)

Return ska <s KeyGen  (ask, A) Return Verify,,,.(pp, (T,m), o)

Theorem 5. If PBS is a policy-based signature scheme satisfying indistinguishability and unforgeability
then ABS[PBS] is an attribute-based signature scheme satisfying privacy and unforgeability.

Proof. First we provide the proof of privacy. Let A be an adversary against privacy of ABS. It is quite
straightforward to build B breaking indistinguishability of PBS. B receives (pp, msk) from its challenger
and forwards them to A as (pp, ask). When A queries LR(Ap, A1, m, ), B queries its own LR oracle for
the two policies py := Ay and p; := Aj, and the message (Y, m), and forwards the response (o, sko, ski)

to A.

SFor group signatures, this notion was termed full anonymity [BMWO03], as opposed to selfless anonymity [BS04], where
users are able to recognize signatures produced with their own signing key.
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proc INITIALIZE / ExpTRC

(pp, msk) <s Setup(1*) proc CORRUPT(7) / Exps©
(ek dk) s KeyGenpke( A) ; QC — Qa QS — @ QC — QC U {7’}
Fori=1,...,ndo Return gsk]i]
o orn o ) ot B
Return ((pp, ek), dk) ?f_;_{on}L/\J {(@m)}
proc FINALIZE(m, (¢, o)) / ExpTRC ¢ < Enc(ek, i;7)
If Verify(pp, (¢, m), o) = 0 then return false o s Sign(sk;, (c,m),)
i* < Dec(dk, ¢) Return (¢, o)

If i* € [n], i* ¢ Q¢ and (i*,m) ¢ Qg then return true
Return false

Figure 10: Games Expggc for the proof of traceability of GS

For i € {0,1}, we have PC(p;, (T,m)) = 0 iff T(A4;) = 0, thus B’s oracle returns L, whenever A’s
oracle should return L. Otherwise B’s oracle computes sk; +—s KeyGen ,,((msk, p;), for i € {0,1} and o
s Sign . (sky, (T,m)), which, by definition is the same as sk; <—s AttrGen(ask, A4;), for i € {0,1}, and oy,
<3 Sign(sky, m, ). Thus A receives what it expects from its oracle LR. Finally, B outputs whatever A

outputs. It is clear that B guesses b correctly whenever A does; thus, AdvaS B= Advi%g A

Next we provide the proof of unforgeability. Assume A wins ExpY AB:S; we construct B which wins
Expggs with the same probability. B receives pp, forwards it to A and answers A’s oracle queries as
follows, after initializing a counter j <— 1. ATTRGEN(A): B queries MAKESK(A) and REVEALSK(j),
forwards the received key skg to A and sets j < j + 1. SIGN(m,T): B picks a random A C A with
T(A) = 1, queries MAKESK(A) and SIGN(j, (T, m)), forwards the received signature to A and sets j <
j+ 1. When A outputs (m,Y,0), B outputs ((Y,m),o). Suppose A wins by outputting (m, Y, o). Then
1 = Verify(pp,m, T, o) = Verify,,.(pp, (T,m), ). Since A won, we have (1) (m,T) ¢ Qs and (2) for all
A€ Qg : Y(A) = 0. Thus in Expplg, we have that for all 4, for which PC(Q[i][1], (Y, m)) = T(A) = 1:
Q[i][2] # L (as otherwise Q[i][1] would be in Qk), and (Y, m) ¢ Q[i][3] (as otherwise (m,Y) would be in
Q®s). Thus, whenever A wins Exp}f‘g‘g, B wins Expggs. O

Using the strategy to express disjunctions of statements as sets of pairing-product equations outlined
in Section 4.2, we can express PC as a set of PPEs and thus use our efficient PBS-implementation to
construct an efficient ABS. We conclude by remarking that we could also instantiate key-policy ABS,
where the key is associated with a predicate and the message with a set of attributes. We would simply
define PC: Y x (A x M) — {0,1}, PC(Y, (A,m)) = T(A).

E Proofs for the Construction of Group Signatures from PBS

Traceability from UF. Plugging in the definition of GS[PKE,PBS] in Expgg”sl, we get (after some
simplification) the experiment in Figure 10.
We build an adversary B against UF of PBS which simulates the above game and wins Expggs

whenever A wins ExpTRC.
B(pp : MAKESK(), REVEALSK(:), SIGN(, -, -)) CORRUPTR(i)
(ek, dk) «—s KeyGen,.(1 *) sk; + REVEALSK(7); return (pp, ek, i, sk;)
Fori=1,...,ndo ,
MaKBSK ek, ) Gsias(i,m) |
(m, (¢, o)) s A((pp, ek), dk) : CORRUPT3(-), GS1G5(, -)) r s {0,1}*; ¢ < Enc(ek, i;7)
Return (m, (¢, o)) o s SIGN(i, (¢, m), r); return (¢, o)
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anon—b anon-(1)-b

proc INITIALIZE ///\ Expgs Expgs proc INITIALIZE / Ex pdnon_(g)
(pp, msk) <= Setup(1*) ; @ < 0 (pp, msk, tr) <—s SimSetup(1?) ; Q@ < 0
‘ (pp, msk, tr) <—s SimSetup(1?) ; Q + (Z)‘ (ek, dk) < KeyGenpke( )
(ek, dk) s KeyGenpke( ) Fori=1,.
Fori=1,. sk; s SKeyGen(msk, (ek, 1))

sk; s KeyGen(msk, (ek,i)) gskli| < (pp, ek, i, sk;)

‘ sk; <—s SKeyGen(msk, (ek, 1)) ‘ Return ((pp, ek), gsk)

gskli] < (pp, ek, i, sk;)
Return ((pp, ek), gsk)

.. anon- non-(1)-b anon—
proc LR(ig,ir,m) [ Exps™®, |Expgy™ " proc LR (ig, i1, m) / Expon®?
r<s{0,1}*; ¢* + Enc(ek,iy;7) r<s{0,1}*; ¢* + Enc(ek,0;r)

o* s Sign(sk;, (¢*,m),r) o* s SimSign(tr, (¢*,m))
‘U* +s SimSign(tr, (¢*,m)) ‘ Q< QU{(c",0")}; return (c*,07)
Q <+ QU{(c*,0%)}; return (c*,0%)
proc OPEN(m,v) / Expgs™ b, Expgr;on'(l)'b proc OPEN(m, ) / Expgr;m_(?)
If v € Q then return L If v E.Q then return L
If Verify(pp, (¢,m),0) = 0 then return L If Verify(pp, (¢,m), ) = 0 then return L
Return Dec(dk, c) Return Dec(dk, c)
anon-(2)
on- anon-(1)-b proc FINALIZE(Y') / Expggs
proc FINALIZE(Y) ) Expgs b7 Expgs () Return (b = b)
Return (b =)

anon-b ., Exp anon (1)-b anon-(2)

Figure 11: Games Expgg and Expg g for the proof of anonymity of GS

Suppose that A4 wins ExpgRC by outputting (m*, (¢*,*)). Thus Verify(pp, (¢*, m*),c*) = 1 and with i* <
Dec(sk, ¢*), we have that i* € [n] and A has queried neither CORRUPT(4*) nor GSIG(i*,m*). This means
that B has neither queried REVEALSK(i*) nor SIGN(i*, (¢, m*),r) for any ¢ and r, thus (%) Q[i*][2] # L
and for all ¢: (¢, m*) ¢ Q[i][3], thus in particular (¢*,m*) ¢ Q[i][3].

B wins Expprs if Verify(pp, (¢*,m*),0*) = 1 and if for all i, for which (Q[4][1], (¢*,m*)) € L(PC), we
have (1) Q[i][2] # L and (2) (¢*,m*) ¢ Q[i][3]. Now for any (¢, m), we have: (Q[i][1],(c,m)) € L(PC) iff ¢
is in the range of Enc(ek,i;-), which, by correctness of PKE, implies i = Dec(dk, ¢). Thus we only have to
show (1) and (2) for i +— *; which we have already done in (x).

Anonymity. We let Expgs™ 4 denote the experiment Expé};ON when the bit b is fixed to b < d. To
show anonymity it then suffices to prove that for all PT adversaries A the difference

| Pr[Exp%?Ijl()\) = true] — Pr[Expg%OﬁO()\) = true]|

is negligible in A, which we will show by a series of game hops. Plugging our scheme into the definition

Expgs™ b (see Figure 5), we get the game given on the left of Figure 11, when we ignore the boxes.
anon-(1)-b

We modify this game to Expgg by including the lines in boxes, which replace each respective

preceding line. We show that Ex erson Wb g indistinguishable from Expg¢g An adversary which
behaved differently in the two games could be used to break the notion SIM of PBS by building an
adversary B as follows: B gets (pp, msk) from its challenger and uses its oracle KEY to compute sk; and
oracle SIGNATURE to compute o in the boxed lines (or the ones above, depending on which game B plays).
(Note that when B makes a SIGNATURE(i, (¢, m), r) query when answering the LR query then by definition
we have PC(((ek, %), (c,m)),r) = 1, so SIGNATURE returns the output of either SimSign or Sign.)

We next define Exp®°™(?) given on the right in Figure 11, in which ¢ is an encryption of 0 instead of i.
Note that this final game is independent of the bit b, thus the adversary’s probability of outputting b is %

anon-b,
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B® (ek : LR(-,-), DEC(-)) Bg(pp : SKEYGEN(-), SIMSIGN(-, -, -))
(pp, msk, tr) <—s SimSetup(1*) (ek, dk) < KeyGen . (1*)
Fori=1,...,n Fori=1,...,n
sk; <—s SKeyGen(msk, (ek, 7)) sk; s SKEYGEN((ek, 7))
gskli] < (pp, ek, i, sk;) gsk[i| < (pp, ek, i, sk;)
b s A((pp, ek), gsk : LRgw (-, -, ), b «s A((pp, ek), gsk : LRg, (-, ", ), OPENp(+,))
OPENgw® (-, +)) Return b’
Return b’ LR, (o, i1,m)
LRgw) (0,11, M) r* s {0,1}*
c* s LR(0, 1) ¢* < Enc(ek, 0;7%)
o* < SimSign(tr, (¢*,m)) o* s SIMSIGN((c*, m))
Return (c¢*,0*) Return (¢*,0*)
OPENgw (m, (¢, 0)) OPENg, (m, (¢, 0))
If Verify(pp, (¢,m), o) = 0 then return L If Verify(pp, (¢, m), o) = 0 then return L
Ifc=c"and o # 0" (QRY) Ifc=c" and o # o* (QRY)
B halts and returns 1 Bg halts and returns ((¢*,m), o)
Return DEC(c) Return DEC(c)

Figure 12: Adversaries B®) against IND-CCA of PKE and Bg against EXT of PBS

We show that by IND-CCA of PKE and EXT of PBS, Exp®°™ (1 and Exp?°™(2) are indistinguishable.
In Figure 12 we define an adversary B(®) against PKE which uses an adversary A that behaves differently
in these two games to break IND-CCA of PKE.

We first define the event QRY marked in the description of BO®). QRY} denotes the event that in
Expgrg)[g,(clg);lgs}ﬂ, A makes a valid OPEN query (m, (¢*,0)) with o # ¢*. QRY, denotes the event that .4

does so in Expgl‘lso[;(c? PBS], A’ i.e., when ¢* is an encryption of 0. In our analysis, we require the following

lemma, which we prove below.

Lemma 1. The probability that the event QRY, happens is upper-bounded by AdvgéEBE[A} with Br[A]
defined in Figure 12.
We now show that if AdvIND-CCA Al and Exp%égﬁﬂ 4] are negligible then so is Advg?so[glélg)’PBSL A

PKEBO)|
which implies anonymity of our group-signature scheme. Analyzing the behavior of B®) in Exp%\I,C%CCA'd

for d =0,1, we get:

i

Pr{Expl2 ol = 1] = Pr[Explsh "’ = 1A -QRY}] + Pr[QRY;]

anon-(1)-b

> Pr[Expgg 4 =1]

and

-CCA-
Pr[E ngﬁ(b)[ﬁ] =1]

= Pr[Expjss” = 1A -QRY.] + Pr[QRY.]
-(2) _ EXT
< Pr[Epor‘lsof4 =1]+ AvaBS,BE[A]
Together this yields

-(1)-b _ -(2) _ IND-CCA EXT

Pr[Expgs, =1 = PrlExpgg , ~ =1] < Advpee piia T AdVpEs B4 (8)
It remains now to lower-bound the probability on the left-hand side of (8). Let B be defined as B® but
behaving like B® does in EXpIND'CPA'(1 - b), that is: when answering A’s LRg query, it queries its own

LR oracle on (ip,0); moreover, if during an OPEN query the event QRY happens, it returns 0 (rather than
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1). We then get:

Pr{Exp iy = 1) = PrIBpGE = 1A ~QRY.]

= Pr[Expiyi? = 1] - PrExpisi® = 1A QRY,]
> PriExps ) = 1] — Pr[QRY.]

and

Pr[ExpND-C0A-0 — 1] — Pr[Expg?r;(l)_b =1 A -QRY}]

PreBV A T
< PrE anon-(1)-b 1
< Pr[Expgs 4 = 1]
Together this yields
(2 -(1)-b -
PT[EXPZ?,Z @) _ 1] — Pr[EXPZI‘lsO;t( b _ 1] < Advg;%gﬁﬂ + Adv%é?sd Al - 9)

(8) and (9) together yield:

-(1)-b -(2 -CCA -CCA

thus, assuming PKE satisfies IND-CCA and PBS satisfies EXT, the games Expgrgon'(l)'b and Expag?n'@)
are indistinguishable. Since the last game is independent of the bit b, together we have that games
EXPZ%()[%&,PBSL 4 and Expgrg’[%,gg?lgs}, 4 are indistinguishable. It remains to prove Lemma 1.

Proof of Lemma 1. We construct an adversary Bg which breaks EXT whenever QRY happens in the game

where A is given as ¢* an encryption of 0. Bg is given on the right of Figure 12 and perfectly simulates
ExpND-CCA-0
Ppie B[A]
EXT

We show that whenever the event QRY happens then Br wins Expppis by returning ((c*,m),5): We
have to show that in this case we have (1) Verify(pp, (¢*,m),6) = 1; (2) ((¢*,m),5) is not among the
query/response pairs for SIMSIGN calls; and (3) with ((ék,%),7) < Extr(tr, (¢*,m), ) we have either (3a)
(ék,7) was never queried to SKEYGEN or (3b) PC(((ék, i), (c*,m)),7) = 0.

(1) is the case as otherwise B would not have halted in the OPENg query. (2) is satisfied, as o* is
the only reply of a SIMSIGN call, and by (QRY) we have ¢ # o*. Suppose (3a) is not satisfied, which
means ék is the encryption key set up by Br and 1 < 7 < n. By Equation (4), Condition (3b) means
c* # Enc(ek, ;7). This is satisfied, since ¢* = Enc(ek, 0;7*) and by correctness of PKE, ¢* cannot be the
encryption of a different message. O

F Details of Primitives Implied by PBS

F.1 Definition of Simulation-Extractable NIZKs

Simulation-extractable NIZK (SE-NIZK) have been introduced and formalized as simulation-sound ex-
tractable proofs in the full version of [Gro06]. (We simplify slightly here, in that we do not distinguish
between the trapdoors for simulation and extraction, and thus only have one SimSetup algorithm.) A
SE-NIZK scheme NZZK for an NP-language defined by relation R consists of the following algorithms:
Setup takes a security parameter 1* and outputs a common reference string crs; SimSetup additionally
outputs a trapdoor tr. Prove takes as input crs, a statement x € {0,1}* and a witness w € {0,1}* and
outputs a proof 7. SimProve outputs a proof on input the trapdoor tr and a statement x. Verify, on input
crs, z, ™ outputs a bit and Extr, on input tr,z, ™ outputs a witness w. A scheme NZZK is correct relative
to an NP-relation R if for all A € N, all z,w € {0,1}* so that R(z,w) = 1, all crs € [Setup(1})] and all
7 € [Prove(crs, z, w)] we have Verify(crs, z,m) = 1.
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proc INITIALIZE Exp4iax proc INITIALIZE Expiizzx

b+ {0,1} (crs, tr) s SimSetup(1*) ; Q « 0
(crsp, tr) + SimSetup(1*) return crs
(crsy) + Setup(1?)

proc SIMPROVE(z)
Return crsp

7 <s SimProve(crs, tr,x) ; Q + QU {(x,m)}

proc PROOF(z, w) return 7

If R(z,w) = 1 then 7y <—s SimProve(tr, x)
else gy + L

71 <s Prove(crsy, x, w)

proc FINALIZE(z, )

w < Extr(tr, z,m)
Return 1 if all of the following hold:

Return (z,7) ¢ Q
proc FINALIZE(Y) Verify(crs, z,7) = 1
Return (b=1) R(z,w) =0

Figure 13: Games defining zero-knowledge and simulation-extractability for NIZK

Security is defined via the two experiments Exp/Z\/I%Z,C and Expjs\%z,c in Figure 13. A proof system NZZK

= (Setup, Prove, Verify, SimSetup, SimProve, Extr) for a relation R is zero-knowledge if Adv/Z\%ZK’A()\) =

Pr[EprZ\gZK’A()\) = true]— 1 is negligible in A for all PT A. It is simulation-extractable if AdV/S'\]/EZZ,QA()\) =

Pr[Exp/S\‘/EIZ,C’A()\) = true] is negligible in A for all PT A.

F.2 Details on Public-Key Encryption from PBS

If PBS satisfies IND then it follows immediately that PKE = (KeyGen,., Enc, Dec), as defined in Sec-
tion 5.2, satisfies indistinguishability of ciphertexts under chosen-plaintext attack (IND-CPA).

Sahai [Sah99] shows that when instantiating the Naor-Yung [NY90] construction with a simulation-
sound NIZK, one obtains a chosen-ciphertext-attack (CCA)-secure public-key encryption scheme, which is
what we require for our construction of group signatures in Section 5.1. Combining our constructions of
SE NIZK and CPA PKE from Section 5.2, we thus obtain a CCA-secure PKE; which we could also directly
construct as follows:

Let PKEcpa = (KeyGenp,,
scheme for the policy checker

Encepa, Decepa) be a CPA-secure PKE; let PBS be a policy-based signature

PC(((pko, k1), (co,c1)), (x,70,71)) =1 <= co = Encpre(Pko, 2570) A 1 = Encpre(pky, w571)  (10)
Then the following scheme PKE ¢, is an IND-CCA secure PKE scheme:

(o, dko) +-s KeyGenp, (1Y) Enceen{(Pho, Py, $k), 7)
) cpa

A D . dk
(pky, dky) s KeyGen,, (1*) ro,m ¢+ {0, 1} ecCCd((pp, ), (c0,¢1,9))
N co < Encepa(pky, x;70) If Verify(pp, (co,c1),0) = 0
(ppv IHSk) AR Setuppbs(l )
sk +s KeyGen(msk, (pky, pk,)) ¢1 < Encepa(pky, x;7m1) Return L
TR0 R o <s Sign(sk, (co, c1), (z,70,71)) Return Decep, (dko, co)

Return pj{ <« (pky, pky, sk) Return z = (co, c1, 0)
dk + (pp7 dkO) T

F.3 Efficient Constructions

Group signatures. The efficient construction of policy-based signatures given in Section 4.2 requires
that the policy checker PC be expressible as a set of pairing-product equations. For our construction of
group signatures from PBS in Section 5.1, this means that Equation (4) must be expressed as an equation
of the form given in Equation (2).

We thus need to express the predicate “is an encryption of my identity” as a statement in the language
of pairing-product equations. The witness therefore must be a group element, so it seems that we need an
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encryption scheme whose randomness is a group element. It is however sufficient to find a group element
which witnesses the fact that a ciphertext is the encryption of a certain plaintext.

Let user identities be elements I € G and define the opener’s public key as Y € G. An ElGamal
encryption of I under public key Y is defined by choosing r <—s Z,, and setting (C, D) < (I-Y",G"). Using
the bilinear map, W < H" is a witness for encryption of I using the two equations:

e(C,H)=e(l,H)e(Y,W) e(D,H) =¢e(G, W) (11)

Thus, for a policy I (which we identify with the user identity) and a message of the form (C, D, M),
the policy checker for our group-signature construction is defined as

PC:={(({,(C,D,M)),W) | (I,C,D,W) satisfy Equation (11)} .

In order to efficiently instantiate our group-signature construction given in Section 5.1, we thus require a
CCA-secure encryption, which contains as part of a ciphertext an ElGamal ciphertext, which we show how
to construct next.

CCA-secure encryption. In Section 5.2, we showed how to combine two ciphertexts and a policy-based
signature on them to a CCA-secure public-key encryption. The policy checker for the PBS is defined in
Equation (10). Using as the CPA-secure scheme ElGamal encryption, this can be expressed as a set of
pairing-product equations, where Y71,Ys € G are be the public keys defining the policy, the ciphertexts
(Co, Dg) € G? and (C1, D1) € G? represent the PBS-message and (X, Wy, W) € G x H? is the witness:

e(Co, H) = e(X, H) 6(%,&0) e(Do, H) = e(Gawo)
6(01,H)=6(X,H)6(1/1,w1) e(DhH):e(val)

G Details of Delegatable Policy-Based Signatures

G.1 Unforgeability and Indistinguishability

Unforgeability is defined similarly to the non-delegatable case. We let the adversary produce keys, without
seeing them, using a DELEGATE oracle, allowing it to derive keys from other keys. The adversary can
then either ask for a key to be revealed, using his REVEALSK oracle, or for signatures on messages of his
choice under keys of his choice. The adversary breaks the notion if he outputs a valid message/signature
pair (m, o) which he could not have produced trivially. That is, if in the list of created keys, there is a
key corresponding to policies which the message all satisfies then the adversary must not have queried
REVEALSK on it and m must not be in the list of messages which were queried to Sign under that key.

We formalize this using three oracles Delegate, RevSK and Sign, which maintain a list ) with entries of
the form (p1||...||pk, sk, {m1,...,my}). Such an entry being in ) means that sk is a secret key associated
to policies p1, ..., pr which has been used to sign messages myq, ..., my,. We initialize the list with Q[0] :=
(0, msk, ). With Expyhss defined in Figure 14, we say that DPBS is UF-secure if Pr[Exppogs = true]
is negligible in A for every PT A.

The difference in the indistinguishability experiment with respect to PBS is that the adversary can itself
compute two secret keys skp and sk (since it obtains msk) for policy vectors p; and py and then ask for a
signature under one of them. We assume that the adversary outputs the two policy vectors of equal length
(as for PBS, we do not require that the length of policies is hidden). In order to prevent the adversary
from trivially winning by outputting malfunctioning keys, the experiment checks them using ChkKey. With
Exphibys defined in Figure 14, we say that DPBS is IND-secure if Adviibsg = PrlExphbss = true] — 3
is negligible in A for every PT A.

Analogously to the proof in Appendix A, one can show that simulatability and extractability imply
unforgeability and indistinguishability.
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proc INITIALIZE Expppss EXpprss

(pp, msk) < Setup(1*) ; Q[0][2] + msk; j « 0
Return pp

proc DELEGATE(¢, p’

P)
Ifi ¢{0...7} or Q[i][2] = L then return L
J4J+1;p <« Q[l]; sk Q[i][2] proc INITIALIZE
sk’ « Delegate(sk p); Qi) « (p|lp’, sk, 0) .

(pp, msk) + Setup(1*) ; b <s {0, 1}
proc REVEALSK(4) Return (pp, msk)

If i & [j] then return L

sk + Qli][2] ; Q[i][2] + L; return sk

proc LR(Sk07 Po, Skb P1, ™M, Wo, Wl)
If Cthey(pp7 SkOva) =0or Cthey(pp7 Skla pl) =0

proc SIGN (i, m, w) then return L

If i & [j] or Q[i][2] = L then return L If PC((pg,m),wgp) = 0 or PC((p1,m),w1) =0
Q[é][3] « Q[][3] U {m} then return L

Return Sign(pp, Q[i][2], m, w) oy < Sign(sky, m, wy)

proc FINALIZE(m, o) Return oy

If Verify(pp, m, o) = 0 then return false proc FINALIZE(}')

Fori=1,...,j do Return (b =1')

If (Q[i][1], m) € L(PC) then
If Q[i][2] = L or m € Q[i][3]
then return false
Return true

Figure 14: Games defining unforgeability and indistinguishability for delegatable PBS.

G.2 Append-Only Signatures

Definition. We let € denote a sequence of messages of length 0. An append-only signature (AOS) consists
of three algorithms: KeyGen takes 1* as input and outputs a key pair (vk,sk); on input a verification
key vk, a signature o or a secret key sk, and a message m’, Append outputs a signature o’. On input
vk, (ma,...,my), o, Verify outputs 0 or 1. Correctness requires that for all (vk,sk) € [KeyGen(1%)], every
sequence of message (mi,...,m1), and all o € [Append(vk, Append(Vk, ..., Append(vk, Append(vk, sk, m),
ma),...,Mp—1),My)], we have Verify[vk, (m1,...,my),0) = 1.

An AOS scheme AOSig should be unforgeable against chosen-message attacks, of which we give a more
general definition than [KMPRO5]: We require that Pr[ExpE\g&-% 4 = true] is negligible for any PT A,

with ExpYb, sig defined in Figure 15.

Instantiation. We now argue that the generic construction of AOS given by Kiltz et al. [KMPRO5] satisfies
our unforgeability definition. The construction is based on any existentially unforgeable signature scheme

proc INITIALIZE

(vk, sk) <—s KeyGen(1*) proc APPEND(i,m’) EXPEB;DSig
J <+ 0; Q0] + (e,8k); Qum « 0; return vk el
proc FINALIZE(((m1,...,m%),0%)) QUL « Qm"
If Verify(vk, (m?%,...,m%),0%) =0 Ql7][2] <= Append(vk, Q[i][2], m')
then return 0 proc REVEALSIG(4)
If for any m € Q) is a prefix of (m7,...,m}) o« Qlil2]; Qu < Qu U{QIi[1]}
then return 0 Return o
Return 1

Figure 15: Game defining unforgeability for append-only signatures
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Sig = (KeyGeng,, Signg,,, Verifyg,): KeyGen is defined as KeyGeng, and Append and Verify are defined as
follows:

Append(vk, o, m’) Verify(vko, (m1,...,my),0)
If o is a Sig secret key, set skg < o Parse o as (o1, vky,...,on, Vkn, sky)
Else parse o as (01, vky,...,0n, vk, sky) Fori=1,...,n:
(Vhkny1, skpi1) <5 KeyGengg (1*) If Verifyg, (vki—1, (m;, vki),0;) = 0, return 0
Tnt1 < Signg, (sky, (M, vk, 11)) For a fixed message
Return (o1, vky,...,0n, Vkn, Ont1, Vknt1, Skpt1) Return Verify, (vk,, m, Sighg, (sky, m))

From an adversary winning Exp}ig&g with probability €, one can construct an adversary B against
EUF-CMA of Sig that wins with probability qmaﬁ, where gmax 1S an upper bound on the number of
APPEND queries that A makes.

B receives a Sig key vk from its challenger and guesses 7 s [0, gmax]. If 7 = 0, it sets vky < vk,
otherwise it computes (vkp, skg) < KeyGenSig(lk). Then B runs A on input vkg. B maintains a list @
as in Exp}f‘g&g, which it initializes with Q[0] < (e,sko) or (¢, L) if 7 = 0. For the j-th APPEND query
(that is, when j = 7) for (i, m'), if Q[i][2] = (01, VK1, ..., 0n, VKn, sky), B sets oy 1 < Signgg (sky, (m/, vk))
and sets Q[7][2] = (o1, vki,...,0n, Vkn, Ont1, vk, 1) (thus using vk instead of creating a new key pair).
Whenever afterwards A queries APPEND(7,m”), B creates a new key (vkp42,Skn42) and uses its signing
oracle to get a signature o492 on (m”, vk, 2) under vk, 1 = vk. All other APPEND queries are answered
normally. If A ever queries REVEALSIG(7), B aborts. It is easily seen that as long as it does not abort, B
correctly simulates ExpE‘% Sig, A-

Let (m* = (mj,...,m}.), 0" = (of,vk],...,00+, vk} ., sky.)) be a successful output by A. B looks for
the entry in @ that is the longest prefix of messages and verification keys of (m*,¢*); in particular, let
j* be such that Q[j*|[1] = (m},...,m}), with £ < n*, and Q[j*][2] = (o}, vk},..., 0}, vk}, sk)), for any
(of,...,00,sky), so that £ is maximal. If no such entry exist then set j* = 0 and ¢ = 0.

We claim that if B guessed 7 = j* then it breaks unforgeability. When the guess was correct then
vk} = vk (and sk, = L). If £ = n* then B computes & s Signge(sky,-,m) and outputs (12,5), which
is a valid pair with at least the probability that A wins Exp}f&g&g. Otherwise, it outputs the message
(my,, vky, 1) and the signature o, ; which verifies under vk, = vk, since o* is valid. Moreover, B has never
queried the message (m} 11> Vkp1 1) to its signing oracle, since otherwise £ would not be maximal. Finally, B
did not abort the simulation, since A cannot have queried REVEALSK(7) because Q[7][1] = (m],...,m})
is a prefix of m*.

G.3 Proof of Theorem 4

In Figure 16 we have rewritten the simulatability and extractability experiments from Figure 6 substituting
the code of our construction. (We have simplified Exp%%%sﬂ, since entries in Q[é][2] are computed by the
experiment and are of the form (pp, p, ¢); thus Q[é][1] = p, meaning the entries in Q[i][1] are redundant.)

Simulatability. We reduce simulatability to zero-knowledge of NZZK (see Figure 13 in Appendix F.1).
Let A be an adversary for ExpSDI%/IB s; we construct an adversary B for Exp%}%z,c, which wins with the same
probability. B receives crs, from its challenger and computes (mvk, msk’) «s KeyGensig(l)‘) and runs A on
input pp < (crss, mvk), msk < (pp, e, msk’). This simulates INITIALIZE of Exp%I%/[BS with the bit b set to
B’s challenger’s bit.

Whenever A queries SIGNATURE(sk, p, m, w), B verifies the conditions in the first line of the experiment
and returns L if any fails. Otherwise B queries PROOF((mvk, m), (p, ¢, w)) to receive o,. Note that since
Verifyg,(mvk, p, c) = 1, we have Rxp((vk,m), (p,c, w)) iff PC((p,m),w) = 1. Thus, B simulates o}, where
b is the bit of its own challenger. When A stops and outputs o/, B forwards this to its own challenger. B
thus guesses the bit correctly whenever A does.

Extractability. We distinguish between two types of adversaries winning Exp%%%‘sﬂz Let (p,c,w) be

the output of Extryi,k in FINALIZE.
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SIM
Expppps)

proc INITIALIZE
b«s{0,1}
(crsp, tr) <—s SimSetup,;,. (1)
crsy s Setup,;,, (1)
(mvk, msk') < KeyGeng;, (1*)
Return (pp, < (crsy, mvk), msky, < (ppy, €, msk'))
proc SIGNATURE((pp, q,¢), p, m, W)
If pp # (crsy, mvk) or p # q or
Verify, (mvk, p, ¢) = 0 then return L

If PC((p,m),w) =1 then

o0 <3 SimProveyii (crso, tr, (mvk, m))
Else 0g «+ L

EX

proc INITIALIZE EXPD’P};S[]

(crs, tr) < SimSetup ;. (1)

(mvk, msk') s KeyGeng;, (1*) ; pp « (crs, mvk)

Q[0][2] « (pp,&, msK') ; Qs,Qp <+ 0; j + 0; return pp
proc DELEGATE(i, p')

Ifi ¢ {0,...,45} or Q[][2] = L then return L

j < J+1; (pp= (crs,mvk), p,c) + Q[i][2]

¢’ < Appendg;, (mvk, c,p’) ; Q[j][2] < (pp, P[P, ¢)
proc REVEALSK(4)

If ¢ & [4] then return L

(pp,p.c) < Qlil[2]; @p + Qp U {p}; return (pp,p, c)
proc SIMSIGN(m)

o <s SimProvey;, (crs, tr, (mvk, m))

Qs + QsU{(m,0)}; return o

o1 s Provepi,i (crsy, (mvk, m), (q,c, w))

roc FINALIZE(m, o
Return oy, b (m, o)

If Verify ;. (crs, (mvk,m),o) = 0 or (m,0) € Qg
then return false

(p, ¢, W)  Extrypix(tr, (mvk,m),o)

If no q € Qp is a prefix of p, then return true

If PC((p,m), w) = 0, then return true

Return false

proc FINALIZE(Y)
Return (b =)

Figure 16: Simulatability and Extractability for DPBS[AOSig, NIZK]

e Ais of Type 1 if Verifyg, (mvk,p,c) = 1 and no q € Qp is a prefix of p.
o Ais of Type 2 if Verifyg,(mvk, p,c) = 0 or PC((p,m),w) = 0.

(Note that every winning adversary is of either Type 1 or Type 2.) We will use Type-1 adversaries to
break unforgeability of AOSig and Type-2 adversaries to break simulation-extractability of NZZK.

Let A be of Type 1. We construct B for Expﬂg&»g. B receives vk from its challenger, computes
(crs, tr) <—s SimSetup,;,i (1Y), sets Qg < 0 and runs A on pp ¢ (crs, vk). A query SIMSIGN by A is dealt
with honestly, since B holds tr; B also adds (m, o) to Qs. All DELEGATE queries are forwarded to B’s
APPEND oracle and REVEALSK queries by A are forwarded to B’s own REVEALSIG oracle. Note that for
any i: Q[i][2] = (pp, b, ) in Expliihy iff (QIi][1], Q[i][2]) = (p, ) in ExpYhs,; and p € Qp in ExpEih
iff pe @Qu in Expgg&-g.

When A outputs (m, o), B checks validity of o and that the pair is not contained in Qg and computes
(P, ¢, W) < Extryizk(tr, (mvk, m), o). If A'is of Type 1, we have Verifyy, (mvk, p,c) = 1 and for all q € Qp:
q is not a prefix of p. B wins thus Expgg&»g by outputting (p, o).

Let A be of Type 2. We construct B for Expjs\]/EIZ,C. B receives crs from its challenger and runs
(mvk, msk') «s KeyGensig(lA), and sets Q[0][2] < ((crs,mvk),e, msk’) and Qp < (. It then runs A on
input pp « (crs, mvk). B answers DELEGATE and REVEALSK queries as specified, maintaining the lists
Q@ and Qp. Whenever A queries SIMSIGN(m), B queries SIMPROVE(mvk, m) and forwards the response
to A. B perfectly simulates Exp%%%sm 4 and B’s challenger’s list @ in Exp/S\}EIZ,C corresponds to Qg in
Exp%%%su. When A outputs (m, o), B outputs ((mvk, m), o).

If Ais of Type 2 and wins, we have Verifyy, (mvk,p,c) = 0 or PC((p,m),w) = 0, meaning that
Rnp((vk,m), (p,c,w)) = 0. Since we moreover have Verify, ;. (crs, (mvk,m),0) = 1 and (m,o0) ¢ Qg, B’s
output ((mvk, m), o) satisfies the winning conditions in Expjs\‘[EIZ,C.
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