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Abstract. White-box cryptography aims to protect the secret key of a
cipher in an environment in which an adversary has full access to the
implementation of the cipher and its execution environment. In 2002,
Chow, Eisen, Johnson and van Oorschot proposed a white-box imple-
mentation of AES. In 2004, Billet, Gilbert and Ech-Chatbi presented an
efficient attack (referred to as the BGE attack) on this implementation,
extracting its embedded AES key with a work factor of 23°. In 2012, Tol-
huizen presented an improvement of the most time-consuming phase of
the BGE attack. This paper presents several improvements to the other
phases of the BGE attack. The paper shows that the overall work factor
of the BGE attack is reduced to 222 when all improvements are imple-
mented. In 2010, Karroumi presented a white-box AES implementation
that is designed to withstand the BGE attack. This paper shows that
the implementations of Karroumi and Chow et al. are the same. As a
result, Karroumi’s white-box AES implementation is vulnerable to the
attack it was designed to resist.
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1 Introduction

In 2002, Chow et al. introduced the concept of white-box cryptography by pre-
senting a white-box implementation of AES [5]. White-box cryptography aims
to protect the confidentiality of the secret key of a cipher in a white-box environ-
ment. In a white-box environment, an adversary is assumed to have full access
to the implementation of the cipher and its execution environment. For example,
in a white-box environment the adversary can use tools such as decompilers and
debuggers to reverse engineer the implementation of the cipher, and to read and
alter values of intermediate results of the cipher during its execution. A typical
example of an application in which a cipher is implemented in a white-box en-
vironment is a content protection system in which a client is executed on the
main processor of a PC, a tablet, a mobile device, or a set-top box.



In 2004, Billet et al. [3] presented an attack on the white-box AES implemen-
tation of Chow et al. with a work factor of 23°. In 2012, Tolhuizen [10] proposed
an improvement to the most time-consuming phase of the BGE attack, reducing
the work factor of this phase to 2'°. If the improvement of Tolhuizen is imple-
mented, then the work factor of the BGE attack is dominated by the other phases
of the BGE attack, and equals 22°. This paper presents several improvements to
the other phases of the BGE attack, and shows that the work factor of the BGE
attack is reduced to 222 when Tolhuizen’s improvement and the improvements
presented in this paper are implemented.

The BGE attack triggered the design of new white-box AES implementations,
such as the ones proposed by Xiao and Lai in 2009 [11] and by Karroumi in
2010 [6]. In [9], De Mulder et al. presented a cryptanalysis of Xiao and Lai’s
white-box AES implementation, showing that this implementation is insecure.

In [6], Karroumi uses the concept of dual ciphers [1,2,4] and the white-box
techniques of Chow et al. to design a new white-box AES implementation. In [6],
Karroumi argues that the additional secrecy introduced by the dual cipher in-
creases the work factor of the BGE attack to 293, This paper shows that the
white-box AES implementations of Chow et al. and Karroumi are the same. As
a consequence, Karroumi’s white-box AES implementation is vulnerable to the
attack it was designed to resist.

Organization of this paper. Section 2 describes aspects of AES, the white-
box AES implementation of Chow et al., and the BGE attack that are relevant
to this paper. The improvements of the BGE attack and their work factor are
presenteded in Sect. 3. The cryptanalysis of Karroumi’s white-box AES imple-
mentation is presented in Sect. 4, and Sect. 5 contains the conclusions.

2 Preliminaries

2.1 AES

AES [7] is a key-iterated block cipher operating on 16-byte blocks. This paper
assumes throughout and without loss of generality that the AES variant in [7]
with a 128-bit key is used. AES consists of 10 rounds and has 11 round keys which
are derived from the secret AES key using the AES key scheduling algorithm.
Each AES round and the operations within a round update a 16-byte state; the
initial and final state are the AES plaintext and ciphertext, respectively. AES
can be described elegantly by interpreting the bytes of the state as elements of
the finite field Fa56, and by defining AES operations as mappings over this field
(see also [7]). As the final round is not relevant for the discussion in this paper,
only the first 9 rounds are considered in the following text. Each round r with
1 <r <9 comprises four operations:

ShiftRows: a permutation on the indices of the 16 bytes of the state;
AddRoundKey: a byte-wise addition of 16 round key bytes kzgm ) (0 <4, <3)
and the 16-byte state;



SubBytes: applies the AES S-box, denoted by S, to every byte of the 16-byte
state;

MixColumns: a linear operation on F%gG. The MixColumns operation is repre-
sented by a 4 x 4 matrix MC over Fosg4; the linear operation applies 4 instances
of this matrix in parallel to the 16-byte state. The 16 coefficients of MC are
denoted by mc;; for 0 < 4,5 < 3.

In literature, the boundaries between rounds are defined in different ways. In
this paper, ShiftRows and MixColumns are the first and final operations within
a round, respectively. That is, the order of the operations within a round is
identical to the order used to describe the operations above. For details about
AES, refer to [7].

AES subrounds. The mappings in the following definition will be used to
describe the white-box AES implementations and the attacks on the implemen-
tations. In the following text, the finite field representation as defined in [7]
is referred to as the AES polynomial representation, and @& and ® denote the
addition and multiplication operations in this representation, respectively.

Definition 1. Let x;,y; € Fasg for 0 < i < 3 be represented using the AES
polynomial representation. The mapping AES() Fio — Fag for1 <r <
9 and 0 < j < 3, called an AES subround, is defined by (yo,y1,y2,y3) =
AES™I) (xg, 21, T2, x3) with

yi =meio @ S (20 @ ki) @mep @ Sz @ k)@
meip @ S (s & kg’”) @ meis ® S(ws ® kg”) )

for 0 <i<3.

Observe that an AES subround consists of the key additions, the S-box op-
erations and the MixColumns operations in an AES round that are associated
with a single MixColumns matrix operation, and that one AES round comprises
four AES subrounds. The subrounds are indexed by j in Def. 1, and this paper
assumes throughout that the four subrounds in a round are numbered left to
right. The bytes k:gm) for 0 < i,j < 3 are the 16 bytes of the AES round key of
round r.

2.2 Chow et al.’s White-Box AES Implementation and the BGE
Attack

This section describes aspects of Chow et al.’s white-box AES implementation [5]
and the BGE attack [3] that are relevant to this paper. For an in-depth tutorial
on how Chow et al.’s white-box AES implementation is constructed, refer to [8].



Encoded AES subrounds. In the following text, Pi(w) and QET’J) for 0 <
i < 3 denote bijective mappings on the vector space F§, referred to as en-
codings in white-box cryptography. The encodings are generated randomly and
are kept secret in a white-box implementation (for details about encodings, re-
fer to [5,8]). A vector of four mappings, such as (Po(m)7 Pl(r’])7 PQ(T’j),P?ST’j)) or
(Qém), ng)7 Qg’])7 Qém)), denotes the mapping defined by applying the i-th
element of the vector to its i-th input byte for 0 < ¢ < 3. For @ € F4 the mapping
@ : F§ — F74 denotes the addition with a. With slight abuse of notation, an
input to AES(7) is considered to be an element of F4., using the AES poly-
nomial representation in the following definition, and an output of AES(J) is
considered to be an element of (F$)%. Further, in the following definition the
permutations Hi(m) C(F) > (F)* (i=1,2)for 1 <r<9and 0<j <3
permute the order of the input bytes and output bytes of an AES subround,
respectively, and 7(") : {0,1,2,3} — {0,1,2,3} for 1 < r < 9 permutes the
order of the four AES subrounds within an AES round. These permutations are
randomly chosen and kept secret in a white-box implementation.

Definition 2. The mapping AES;] (F$)* — (F§)* for 1 < r < 9 and
0 < j <3, called an encoded AES subround, is defined by

AES(ri) — (Q(()T‘»j), Q§T7J)7 Qgﬁj), Qér7j)) °

m(’“aj) o (Péhj), Pl(T,j)’ PQ(T’j), P3(T’j)) ,

where the mapping AES(T’j) is defined by

H2(r’j) © AES(T’TF(T)(j)) © Hl(r’j) = MC(TJ) o (Sa Sa S, S) o EB[licf“j)]o<z‘<3 ’
. 7.(r,J ri)N (T (5

with [k ocics = (1) 7 ([T Mocics)

and M) =11$" o Mco ™)

In [3], Billet et al. showed in their cryptanalysis of Chow et al.’s white-box
AES implementation [5] that for rounds 1 < r < 9, it is possible to compose
certain white-box tables in such a way that an adversary has access to the
encoded AES subrounds of each round.

Although the permutations in Def. 2 are not explicitly specified in [5], they are
implicitly included in the 32-bit and 128-bit wide Fa-linear encodings (referred
to as mizing bijections in [5]); in other words, in a practical white-box AES
implementation each wide mixing bijection in [5] is cancelled up to an unknown
permutation on the indices of the involved bytes. This assumption was also made
in the BGE attack [3].

In Chow et al.’s white-box AES implementation, the output encodings Qgr_l’] )
and input encodings Pi(m ) for 0 <i,7 < 3 of successive AES rounds are pairwise
annihilating to maintain the functionality of AES. The data-flow of the white-
box implementation between successive AES rounds r — 1 and r determines the
16 pairs of output/input encodings which are pairwise annihilating.



BGE attack. As indicated above, the adversary has access to the encoded
AES subrounds AESéQCj) for 1 <r <9and0 < j < 3. Next, the BGE attack [3]
comprises the following three phases: Phases 1 and 2 retrieve the bytes of the
AES round key associated with round r for some r with 2 < r <9, and Phase 3
determines the correct order of the round key bytes and extracts the AES key.

Phase 1 retrieves the encodings QZ(-T’] ) (0 <4 < 3) up to an affine part for each
encoded AES subround j (0 < j < 3). Because of the pairwise annihilating
property of the encodings between successive rounds, the encodings Pi(m ) (0<
i,7 < 3) can be retrieved up to an affine part by applying the same technique to
the encoded AES subrounds of the previous round.

Phase 2 assumes that all encodings of an encoded AES round are affine mappings
(as the other parts have been retrieved in Phase 1). Phase 2 first retrieves the

affine encodings QET’j) (0 <4 < 3) for each encoded AES subround j (0 < j < 3).
During this process, the key-dependent affine mappings ]Si(m )(gc) = Pi(m )(x) (G]

L)
1

Pi(m ) (0 <,75 < 3) are retrieved by applying the same technique to the encoded

AES subrounds of the previous round. This enables the adversary to compute

the round key bytes k" = P9 (0) @ P9 (0) for 0 < i, < 3.

(0 < 4,5 < 3) are obtained as well. As in Phase 1, the affine encodings

Phase 3 retrieves the round key bytes of round r+1 as discussed above in Phases
1 and 2, and uses the fact that the round key bytes of rounds r and r + 1 are
related to each other via both the data-flow of the white-box implementation
and the AES key scheduling algorithm to retrieve the AES round key. Finally,
assuming that the AES variant with a 128-bit key is used, the adversary can
use the property of the AES key scheduling algorithm that the AES key can be
computed if one of the round keys is known.

Work factor of the BGE attack. In [3], the authors claim that the work factor
associated with the three phases of the BGE attack is around 23°. As a re-
sult, the white-box AES implementation of Chow et al. is insecure. For detailed
information about the BGE attack, refer to [3].

3 Reducing the Work Factor of the BGE Attack

In 2012, Tolhuizen [10] presented an improvement of the first phase of the BGE
attack. If the improvement of Tolhuizen is implemented, then the work factor
of the BGE attack is dominated by the second phase. In this section we present
several improvements to the other phases of the BGE attack:

1. A method to reduce the expected work factor of Phase 2 of the BGE attack;

2. An efficient method to retrieve the round key bytes of round r + 1 after the
round key bytes of round r are extracted;

3. An efficient method to determine the correct order of the round key bytes,
given the round key bytes of two consecutive rounds.



As the work factors of Phases 1 and 2 of the BGE attack are reduced by Tol-
huizen’s improvement and the first improvement above, respectively, it is now
important to have an efficient method for Phase 3 of the BGE attack as well, as
otherwise the work factor of this phase could dominate the overall work factor.
The second and third improvements above comprise such a method for Phase 3.
It will be shown that Tolhuizen’s improvement to Phase 1 of the BGE attack and
the above improvements to the other phases reduce the work factor of the BGE
attack to 222. The improved BGE attack comprises the following four (instead
of three) phases:

Phases 1 and 2: retrieve the round key bytes E§r’j) (0 <i,j <3)
associated with round r (2 < r < 8).

The first two phases are the ones of the BGE attack [3] using Tolhuizen’s im-

provement, and retrieve the round key bytes Egr’j ) for 0 < 14,5 < 3 associated
with round r for some r with 2 < r < 8.

Work factor of Phase 1. Tolhuizen’s improvement [10] reduces the work factor
of Phase 1 to around 2-4-4-(35-2%) < 219, The first three factors (i.e., 2-4-4)
denote the number of encodings involved in Phase 1, i.e., four encodings for each
of the four subrounds for each of the two consecutive rounds. The fourth factor
(i.e., 35 - 2%) denotes the work factor required to retrieve one encoding up to an
affine part using Tolhuizen’s method.

Work factor of Phase 2. The expected work factor F' of the second phase as
described in [3] equals approximately 2 -4 -4 - 215 .28 = 228 and is measured in
the number of evaluations of mappings on F§. The evaluations are required to
determine if a mapping on F3 is affine. The mappings f that need to be tested
for being affine are listed in [3, Proposition 3]. Each f is associated with a secret
encoding Pi(m) (0 <i,7 <3)ofaround r. As Phase 2 needs to be applied to two
consecutive rounds, this involves a total of 2 -4 -4 mappings (which corresponds
to the first three factors in F). The mappings f are permutations on F§ and
have the structure

f:S—loQ(_c}d)oQoSO@kOP, (1)

where S denotes the AES S-box mapping (viewed as a permutation on F$), k
denotes a key byte, P and @ denote bijective affine mappings on F§, and Q(cld)

denotes a bijective affine mapping on F$§ for each pair (¢, d) € F254. Furthermore,
Q(_Cl & = Q! for one specific pair (c,d) € F35. An affine-test is performed for
each possible pair (c,d) € F4 until the corresponding mapping f is affine. The
expected number of pairs for which the test is performed equals approximately
215 which is the fourth factor in F. The fifth factor in F, i.e., 2%, is associated
with the test used in [3].

Instead of the test used in [3], which requires 2" evaluations to determine if
f + Fy — F% is affine, we use the following algorithm to reduce the expected



number of evaluations. If e; (1 < i < n) denotes the i-th unit vector in F%, then
the algorithm first verifies if the equation

fler®ez) = f(0) @ fler) ® flez) (2)

holds true. If this equation does not hold true, then the algorithm terminates
with “f is not affine”. Observe that the algorithm requires 4 evaluations of f in
this case. If Eq. 2 holds true, then the algorithm applies the method used in [3]
to determine if f is affine (with the only difference that f is not re-evaluated for
the four input values 0,e;,e5 and e; @ e3). In this case 2" evaluations of f are
required.

To show the correctness of this algorithm, it is sufficient to show that an
affine mapping always satisfies Eq. 2. If f is affine, then f(z) = A(z) ® b for
some A € F}*" and some b € F3. It follows that f(0) & f(e1) @ f(e2) =
bdA(e1) Db® A(ea) b= A(e1 Dex) Db = fe; @ ea).

Lemma 1. If f is a random permutation on F3 and if E(n) denotes the ex-
pected number of evaluations of f required by the algorithm described above, then
E(n) < 5.

Proof. Let p(n) denote the probability that Eq. 2 holds true for a random per-
mutation. To determine p(n), note that f(0), f(e1), f(e2) and f(ey @ eq) are
four distinct elements of F4 if f is a permutation. From this it follows that
FO)®f(e1)® f(ez) and f(eg Bez) are both elements of F4\ {£(0), f(e1), f(e2)}-
Further, as f is a random permutation, f(e; ®eg) is a random element of this set.
Hence, p(n) = 1/(2"—3) and E(n) = 4(1—-p)+2"p = 44+(2"—-4)/(2"-3) < 5. O

Under the assumption that f in Eq. 1 behaves as a random permutation on
F$ for every incorrect guess for (c,d), the expected work factor of the affine-test
is reduced from 28 to approximately 5 evaluations if f is not affine and the work
factor is 2% if f is affine. This implies that the fifth factor in F is reduced to
approximately 5. That is, the expected work factor of Phase 2 of the BGE attack
is now approximately 2 -4 -4 -2 .5 ~ 222,

Phase 3: retrieve the round key bytes E§r+1’j) (0 <i4,5 <3)
associated with round » + 1.

As mentioned in the description of the BGE attack in Sect. 2.2, [3] obtains the
round key bytes of round r + 1 by applying Phases 1 and 2 to round r + 1 as
well. Here, we present a more efficient method based on the affine-test described
above. The method comprises the following three steps for each encoded AES
subround j (0 < j < 3) associated with round r + 1 to retrieve the round key

bytes I_@(THJ) (0<i,5 <3):

Step 1 applies Phase 1 (using Tolhuizen’s improvement) to round r 4 1 in order

to retrieve the encodings Qgrﬂ’j) (0 <4 < 3) up to an affine part.



Step 2 first removes the non-affine part of the output encodings as recovered
in Step 1 from the encoded AES subround. Next, Step 2 removes the input
encodings Pi(TH’J ) (0 <4 < 3) from the encoded AES subround (observe that
the inverses of these input encodings were obtained in Phases 1 and 2). The
resulting mapping f("+17) : (F§)* — (F§)* is given by

f(7'+1’j) _ (Q((Jrﬂ,j)7 Q§r+1,j)7 Qér+1,j), Qz())rJrl,j)) om(rﬂ,j) 7

where QEHIJ) (0 < i < 3) are affine output encodings.

Step 8 retrieves the round key bytes 1_4§T+1’j) (0 <i < 3). To find a key byte, say

l_c(()rﬂ’j), fix the other three input bytes to f("+1J) (e.g., to zero), search over all
possible 28 values of the key byte k and verify if

gr(z) = fO9) (ke S~1(x),0,0,0)

is affine using the test described above. In case gi(x) is affine, then I_fér—i_l’j) =k.

Repeat this for E£T+1’j) (1=1,2,3).

The correctness of Step 3 uses the fact that the mapping S(c &) Sil(x)) is
non-affine for all non-zero values of ¢. This has already been proven in [3, proof
of Proposition 3].

Work factor of Phase 3. The work factor of Step 3 equals 4-4-27-5 ~ 213, where
4 - 4 denotes the number of round key bytes, 27 denotes the expected number
of key values for which the affine-test is performed and 5 denotes the expected
number of evaluations of the affine-test if g is not affine. The work factor of
Step 1is 4-4-(35-2%) < 218 where the first two factors denote the number of
output encodings involved in Step 1. As a result, the work factor of Phase 3 is
dominated by Step 1 and is less than 28,

Phase 4: determine the correct order of the round key bytes and
extract the secret AES key.

After Phases 1 - 3, the values of the round key bytes of two consecutive rounds r
and r 4+ 1 are known. However, for each round, the order of the round key bytes
of each subround and the order of the four subrounds are still unknown. Notice
that there are still (4!)% ~ 223 possibilities for the round key if only the bytes
of that round key are considered. In [3], it is indicated how the correct order
can be determined given the “shuffled” round key bytes of rounds r and r + 1.
However, [3] does not contain an explicit description of such a method. As the
work factor of the first three phases equals 222, it is desirable to have a method
to determine the correct order of the round key bytes with a work factor that is
less than 222. Below we present such a method, comprising the following three
steps:

Step 1 retrieves MC(™7) associated with each subround j (0 < j < 3) of round r.
Recall that the encodings Pi(r’j) and Qgr’j) (0 <i,7 < 3) were obtained in Phases



1 and 2. Together with the knowledge of the round key bytes l?:gnj) (0<1i,j <3),
compute

me) = (@, @, Q4. Qi) T o ABS[D o

(Pér7j)7pl(r7j),P2(T)j),P3(T7j))_1 ° @[E(T‘j) . ° (S, S, S, 5)71 ,

lo<i<
for j=0,1,2,3.

Step 2 : for each MC(™7) (0 < j < 3), compute permutations ITy, IT, : (F§)* —
(F$)* such that

MC("9) = [T, oMC o IT; . (3)

Let (IT W T (2)) denote the pairs of permutations for which MC remains invariant,
ie., MC = IT®® oMC o ITM. Tt is easily verified that there are exactly four such
pairs. The four permutations IT(") are the four different circular shifts on the
indices of a 4-byte vector, and II(®? = (IT)~! for each of these pairs. This
implies that there are also exactly four different pairs of permutations satisfying
Eq. 3, given by

(IW ol , Myoll®) . (4)

As a consequence, finding one pair of permutation matrices satisfying Eq. 3
suffices to find the remaining three as well. Notice that exactly one of these four
pairs of permutations equals the pair (Hl(r’j ),HQ(T’j )) of the encoded subround
(see also Def. 2); in other words, one of these pairs is the correct pair.

After this, the order of the round key bytes associated with each subround
is known up to an uncertainty of four possibilities (circular shifts). Observe that
the order of the four subrounds is still unknown.

Step 8 determines the correct order of the round key bytes. For each of the
possible orderings of the four AES subrounds of round r and the round key
bytes within these subrounds (as determined in Step 2), obtain a candidate
for the (r + 1) round key using the following two methods: (i) the AES key
scheduling algorithm and (ii) the data-flow of the white-box AES implementation
between the encoded subrounds of rounds r and r + 1. Notice that once an order
of the round key bytes of round r is selected, the order of the round key bytes
of round 7 + 1 can be determined using the corresponding pair of permutations
of each of the subrounds of round r (see also Eq. 4) and the data-flow of the
white-box implementation. With overwhelming probability, only one ordering of
round key bytes of round 7 results in the same (r + 1)** round key; this ordering
corresponds to the correct round key of round 7. Finally, use the property of the
AES key scheduling algorithm that the AES key can be computed if one of the
round keys is known.

Work factor of Phase 4. A mnaive approach yields an expected work factor of
(4!)% ~ 29 for Step 2 by searching over all possible pairs of permutations. Step 2
reduces the number of possible orderings of the round key bytes from 223 to
4% . 41 < 213 (where the first and second factor denote the possible orderings of



round key bytes within each subround and of the four subrounds, respectively),
which equals the work factor of Step 3. As a result, the overall work factor of
Phase 4 is dominated by the work factor of Step 3 and hence is less than 2'3.

Conclusion

The work factor of the improved BGE attack is dominated by the work factor
of the second phase and equals 222.

Note that the uncertainty in the order of the round key bytes results in
the need to retrieve key bytes of two consecutive rounds. This affects the work
factor of the original BGE attack. In the improved BGE attack this is no longer
the case, as the work factors of the phases that determine the correct order
(i.e. Phases 3 and 4) are negligible compared to the work factor of Phase 2. A
consequence of Tolhuizen’s improvement is that the use of non-affine white-box
encodings has a negligible impact on the overall work factor of the improved
BGE attack.

4 Karroumi’s White-Box AES Implementation

Karroumi’s method to generate a white-box AES implementation [6] can be
divided into two phases; Phase I generates a dual AES cipher from a key-
instantiated AES cipher, and Phase 2 applies the white-box techniques presented
by Chow et al. to the dual AES cipher. Below, aspects of these phases that are
relevant to this paper are described.

Phase 1: Dual AES cipher

In this section we give a description of the set of dual AES ciphers used by
Karroumi in [6]. First, we define a dual AES subround. The following notation
is used: my, : Fasg — Fase with a € Fig4 is defined by mq(z) = a ® x, and
ft : Fasg — Fasg defined by fi(z) = 22" for 0 <t < 7 are the automorphisms of
Fo56 over Fo. Further, R; : Fosg — Fasg are the isomorphisms mapping elements
in the AES polynomial representation to field elements in one of the polynomial
representations of Fos. There are 30 irreducible polynomials of degree 8 over F,
each one resulting in a unique polynomial representation of Fosg (one of these
representations being the AES polynomial representation), hence in total there
are 30 distinct isomorphisms R; (1 <1 < 30). The addition and multiplication
operations in the polynomial representation associated with R; are denoted by
@, and ®y, respectively (&; and ®; being equal to @ and ® for exactly one value
of I with 1 <1 < 30). Finally, the definition of a dual AES subround uses a set
of mappings, denoted by 7, and defined by

T={Riomuofi|1<1<30,a€F5sand0<t<7} .

Observe that an element of 7 maps elements in the AES polynomial represen-
tation to elements in one of the 30 polynomial representations of Fas6.
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Definition 3. Let A, ; € T with A, ; = R; o my o fi for some triple (I, a,t)
with 1 <1 <30, € Figg and 0 <t < 7, and let §,; = Ry o fi. Further, let
vi,w; € Fagg for 0 < ¢ < 3 be represented using the polynomial representation
associated with Ry. The mapping AEST7A4ri) : Fi o — Fio for 1 <r <9
and 0 < j < 3, called a dual AES subround, is defined by (wg, w1, ws,ws) =
AES13:4735) (vg, vy, v9, v3) with

w; = 5r7j(mcio) X Arj oSo A (’UO o A )

7]

@ 6rj(mein) @ Ay joSo A (U1 @ A ( "
K

kS

@1 0p,j(meiz) @1 ArjoSo A (“2 @1 Ar,j
@1 6y,(meis) @1 Arj oS o A (vs @1 Ay

)
’)
(k5"7))
&)

for 0 <i<3.

The following lemma presents a property that is required to show that a dual
AES cipher maintains the functionality of AES. As the lemma is also used in
the cryptanalysis in this paper, and as a formal proof of this property is omitted
in [4] and [6], we include a proof as well.

Lemma 2. If A, ; € T, then
AES T340 o (A, i, Ay gy Drjy Arg) = (Drjy Arjs A jy Ay ) 0 AEST)
for1<r<9and0<j<3.

Proof. Let z; for 0 < ¢ < 3 be elements of Fa56 using the AES polynomial
representation, let w; for 0 < ¢ < 3 be elements of Fa54 using the polynomial
representation associated with R; (assuming that A, ; = R;omq o f;), and let

(wo, w1, we, ws) = AES(94ri) o o (A, Arj, Arj, Arj)(@o, x1, T2, 23) .

Substituting v; = A, ;(z;) for 0 < ¢ < 3 in the equation in Def. 3 yields

3
wi= €D, 8rs(mess) @1 Ary 0 S 0 ATH(Ary (@) 81 Ay (D))

J
2=0

for 0 <4 < 3. Next, observe that A, j(a) ®; A, ;(b) = Rjomq o fi(a) & Riomg o
1) = Ru(mao fi(@) Bmao fy(b)) = Ri(ma(fi(@)® fi(8) = Ru{ma(fula®b))) =
A, j(a@b) for all a,b € Fase and all o € Fisq; the second equality holds true
since R; is an isomorphism, the third equality holds true as a(a®b) = a(a)Da(b)
for all a,b € Fa56 and the fourth equality holds true since f; is an automorphism.
It follows that

3

w; = @l 0 j(me;,) @1 A, j o S(xz @ kgr,j)) 7
z=0
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for 0 <4 < 3. Next, note that d, ;(a) @ A, ;(b) = Ry o fi(a) @ Rjomg o fi(b) =
Ri(fi(a) ® mq o fi(b)) = Ri(ma(fi(a®b))) = A, j(a®b) for all a,b € Fosg;
the second equality holds true since R; is an isomorphism and the third equality
uses the fact that a2 @ ab? = a(ab)? for all a,b € Fas and all o € F36. It
follows that

3
wi = @B, A (meiz @ S(2- @ KTD) )
z2=0
for 0 <4 < 3. From this, A, ;j(a) ®&; A, ;(b) = A, j(a®b) for all a,b € Fasg, and
the definition of y; in Def. 1, it follows that w; = A, ;(y;) for 0 < i < 3. O

Now, Karroumi [6] obtains a dual AES cipher as follows:

Step 1 assigns a randomly chosen A, ; € T to each AES subround AES()
(1<r<9and0<j<3).Based on A, j, the corresponding dual AES subround
AES(3:4%3) is implemented as specified by Def. 3. The mappings A, and 6, ;
(and the implementation of the dual cipher) are kept secret.

Step 2 ensures that the functionality of AES is maintained by including an ad-
ditional operation (referred to as ChangeDualState) between ShiftRows and
AddRoundKey operations of round r for 1 < r < 9. If the inverse ShiftRows oper-
ation is defined by the mapping sr(i,j) = (j+1%) mod 4 for 0 < ¢, 5 < 3, then the

ChangeDualState operation of round r applies the mapping Cfr’j ) Fas6 — Fase
to the byte of the state associated with the i-th input byte of AES"94r3) for
0<i,j <3, defined by C"7 = Ay j and €7 = A, jo A if2<r<9.

r—1,sr(4,5)
Observe that for 2 < r < 9, Cgm ) maps elements from Fa56 using the poly-
nomial representation associated with A, _; . (; j) to elements of Fas6 using the
polynomial representation associated with A,. ;.

Karroumi presents two different but equivalent methods (from a security
point of view) in [6] to perform the ChangeDualState operation, and specifies
the white-box AES implementation using one of these methods. In this paper
we use the specification as in [6]; the cryptanalysis can easily be adapted if the
other method is used.

Phase 2: Apply the techniques of Chow et al.

The following description of Karroumi’s white-box AES implementation is equiv-
alent to the description in [6]:

Step 1 applies the techniques of Chow et al. to write the dual AES cipher (with
a fixed key) obtained in Phase 1 as a series of lookup tables. In particular, the
dual AES key addition operations and the dual S-box operations are merged

into key-dependent bijective mappings Ti(r’j’AT’j) for0<i,j<3and 1<r<9.
These mappings are referred to as dual T-boxes and are defined by

T3 = ArjoSoAitod, e ol
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where each dual T-box mapping is implemented as a table mapping 8 input bits
to 8 output bits. Recall that C’i(r’j ) are the mappings defining the ChangeDualState
operation. Next, write the other part of the dual AES cipher as a series of lookup
tables as indicated by Chow et al. in [5]. The number and types of tables (includ-
ing the tables representing the dual T-boxes) and the data-flow between tables
are the same as in the lookup table implementation of AES in [5]. The only
difference is that the values of the table entries of the dual AES implementation
are likely to be different from the values of the corresponding entries in the AES
implementation in [5] due to the dual version of the AES operations.

Step 2 applies the white-box encoding techniques of Chow et al. in [5] to this
lookup table implementation of dual AES. As these white-box encoding tech-
niques do not depend on the values of the table entries, the number and types
of white-box tables, and the data-flow of Karroumi’s white-box AES implemen-
tation are the same as in the white-box AES implementation of Chow et al.
in [5].

In [6], Karroumi argues that the secrecy of the mappings A, ;, randomly
selected from the set 7 and used to generate the dual cipher, increases the work
factor of the BGE attack to 293.

4.1 Cryptanalysis

This section shows that Karroumi’s white-box AES implementation [6] is in-
secure. Recall that Karroumi’s white-box AES implementation uses the same
number and types of white-box tables, and that the data-flow of the implemen-
tation is the same as in Chow et al.’s white-box AES implementation in [5]. As a
result, the techniques of Billet et al. can be applied directly to compose lookup
tables in Karroumi’s implementation to obtain access to the encoded dual AES
subrounds (instead of the encoded AES subrounds in case of Chow et al.’s im-
plementation) for rounds 1 < r < 9. In the following definition, Agm ) and Bi(m )
for 0 < i < 3 denote bijective mappings (or encodings) on the vector space F$.
Further, with slight abuse of notation, an output of AE” ) is considered to be an
element of Fo56 using the polynomial representation associated with the map-
ping R; as defined by A, (i j7), and an output of AES(3:4r3) is considered
to be an element of (F§)4. In the following definition, 77\, I7{") and 7() are
the permutations as used in Def. 2.

Definition 4. The mapping ABS(Ar) (F§)* — (F§)* for 1 <r <9 and
0 < j <3, called an encoded dual AES subround, is defined by

AEsé:{g,Ar,j) — (Bénj)’ B:ET’j)’ Béraj)7 Bé""v])) Om(r7j*AT>j) o
(A((JTJ)7AYJ)7A§T1J)’A§T’J)) ) (5>

where the mapping AES(T’j’AT'j) is defined by
HQ(T).j) o AES(T’yjI,Arr,jl) o (O(()T)j/)7 Ofr:j/), Cér’j/)7 C?(’T7j/)) o Hl(rvj) , (6)
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with j = 7" (j).

The next lemma shows that an encoded dual AES subround can be repre-
sented by an encoded AES subround using the same key bytes:

Lemma 3. An encoded dual AES subround AESgL’g’A”) is an encoded AES
subround AESS) as in Def. 2 with

P-(l’j) :A(_lvj) and P(T’J) A~ 1

! ( gy oA i 2<r <9,

and . 4
QETJ) — Bf’“»]) OATJ'/ ,

for0<i,j<3andl <r <9, withi = (wgr’j))_l(i) and §' = 7" (5) where

(W%r’j))_l denotes the permutation on the indices of a 4-byte vector as a result

of the application of (IT") ™!

Proof. The proof is given for the case 2 < r < 9; similar reasoning applies to the
case 7 = 1. From the definition of the ChangeDualState operation (see Step 2
of Phase 1 of Karroumi’s implementation) it follows that

(C577),cm), 050 C50) = (A, Avjrs Argr, Argr) ©
1 1 — —1 .
(Ar 1,sr(0,5" )’Ar 1,sr(1,5/ )’Ar 1,sr(2,5')’ Ar—l,sr(S,j’)) if2<r<9 ’
for 0 < j < 3. Substituting the above expression for the ChangeDualState
operation in Eq. 6 and applying Lemma 2 gives

ABS" ) = 1) 0 (A 50, Argr, Ayyr Ay i) 0 AESTT)

-1 1 1 -1
(ArfLsr(O,j’)’ Ar 1,sr(1,5')° Ar 1,s1(2,5')° Ar717sr(37j’))

o Hl(r’j )
Observe that I3 and (A, A, s, Apji, A jr) commute and thus can be
swapped. By applying the equation

(Al Al Al Al ) Hl(rvj):

r—1,sr(0,5") r—1,sr(1,5') r—1,sr(2,5')’ “r—1,sr(3,5")
™3 o (A 1 1 _
H (Ar 1,sr(0’ j/)’AT 1,sr(17, j/)7AT‘ 1,sr(2/, j/)7AT‘ 1,sr(3’,5" ))
where i’ = (7\"7)=1(i) for i = 0,1,2,3 where (r\"))~1 denotes the permutation
on the indices of a 4-byte vector as a result of the application of (H 1(7"’] ))71, one
gets the result of Lemma 3.

From the discussion above it follows that Karroumi’s white-box AES imple-
mentation and the white-box AES implementation of Chow et al. are the same.
As a consequence, Karroumi’s white-box AES implementation is vulnerable to
the attack it was designed to resist.
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5 Conclusion

The BGE attack on the white-box AES implementation of Chow et al. extracts
the AES key from such an implementation with a work factor of 230, Taking
Tolhuizen’s improvement to the most time-consuming phase of the BGE attack
as the starting point, Sect. 3 presented several improvements to the other phases
of the BGE attack. It was shown that the overall work factor of the BGE attack
is reduced to 22?2 when all improvements are implemented. Unlike the original
BGE attack, the use of non-affine white-box encodings and the randomization
in the order of the bytes of the intermediate results in AES have a negligible
contribution to the overall work factor of the improved BGE attack.

Karroumi’s white-box AES implementation was designed to withstand the
BGE attack. Section 4 showed that the white-box AES implementations of Chow
et al. and Karroumi are the same. As a result, the BGE attack can be applied
directly to extract the key from Karroumi’s white-box AES implementation,
implying that this implementation is insecure.
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