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Abstract

The GHS attack is known as a method to map the discrete loga-
rithm problem(DLP) in the Jacobian of a curve Cj defined over the
d degree extension k4 of a finite field k£ to the DLP in the Jacobian
of a new curve C over k which is a covering curve of Cj, then solve
the DLP of curves C/k by variations of index calculus algorithms. In
this paper, we classify or present a complete list of all elliptic curves
and hyperelliptic curves Cy/kq of genus 2, 3 which possess (2,...,2)
covering C'/k of P! under the isogeny condition (i.e. g(C) =d-g(Cp))
in odd characteristic case. Our main approach is analysis of ramifica-
tion points and representation of the extension of Gal(kq/k) acting on
the covering group cov(C/P). All explicit defining equations of such
curves Cy/kq and existential conditions of a model of C over k are also
obtained.
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1 Introduction

Let ¢ be a power of an odd prime, k := Fy, kg := F,a. We consider in this
paper algebraic curves Cy/kgq used in cryptographic applications, i.e. elliptic
and hyperelliptic curves of genera gy := g(Cp) = 1,2, 3.

For these algebraic curve-based cryptosystems, the GHS attack was pro-
posed by Gaudry, Hess and Smart[12] based on idea of Frey[7] to apply Weil
descent to elliptic curve cryptosystems. The GHS attack has been then
extended and analyzed by many authors [3][9][15][16][17][23][24][25][33][34]
and conceptually generalized to cover attack by Frey and Diem[5]. The GHS
attack, in terms of cover attack, can be described as to map the DLP in the
Jacobian of Cy/kg to the DLP in the Jacobian of a covering curve C/k of
Co/kq, then apply either the index calculus algorithms [13][29] when C' is
hyperelliptic and or the algorithm in [4] when C' is non-hyperelliptic or C'is
hyperelliptic but has been transformed to a non-hyperelliptic one.

After the first proposal of the GHS attack, a major effort has been ob-
served to find particular classes of curves which have covering so are sub-
jected to the GHS attack. However, exhaustive search of such curves seemed
to be difficult. Besides, in practice of cryptography, it is more important to
know if a random curve is secure or not against the GHS attack.

Analysis of the GHS attack for arbitrary curves turned out to be non-
trivial. A main approach until now is to investigate the genus g(C) of the
covering curve C' as a function of the extension degree d of the definition field



kq of Cy. The genus g(C) of C' was calculated on definition finite fields of
characteristic 2 for elliptic curves Cj using Artin-Schreier theory in [12] and
generalized to arbitrary Artin-Schreier extensions in [15][16]. In [23][24] and
[25], lower bounds of the above g(C') of C' were calculated for elliptic curves
with prime or composite extension degrees in certain ranges which are cryp-
tographically meaningful. When the lower bound of ¢(C) is large enough
the DLP will be infeasible but when the lower bound is small, the definition
field therefore all curves defined on it are recommended to be avoided. In
[3], Diem generalized the GHS attack to odd characteristic cases and by
genus analysis using Kummer theory, he showed that on definition fields
with prime extension degrees d, for all d > 11, the genus g(C') will be very
large when C' exists, therefore, attacks to C' become impractical. [3] also
showed examples for Cy such that the covering curves exist for d = 3,5, 7.

These results based on genus analysis are very impressive and useful. On
the other hand, the problem about when and for which Cy such covering
curves C actually exist still remained open. Besides, the approach using
genus analysis dealt only with defintion field kg, or the extension degrees d.
The curves Cj defined on the field which may be with or without covering,
were not distinguished. In fact, even when the extension degree d of the
definition field of a curve fallen in the ”weak” extent, it is still possible that
it has no covering curve or every curve on the definition field is without
covering so is perfectly secure to use in cryptosystems. In practice, cryp-
tosystems often need to use particular finite fields or curves with certain
properties in order to obtain efficient implementation, which however could
be shut out by the above false-alarm of the GHS attack.

Thus, both theoretically and practically it is interesting and important to
know which curve Cy/kgq possesses covering C'/k so is subjected to the GHS
attack. It should be useful for cryptosystem designers to have a complete
list or a classification of all such ”weak ” curves Cj.

In order to transfer the DLP of Jj,(Cp) to Ji(C), the genus of C is
bounded from below: g(C') > d - go and is often very large as shown in [3].
The equality holds in the above inequality when the Jacobians of Cy and C
are isogenous. Then the Jacobian of C' has the smallest possible size which is
the most favorable situation for attackers. In the GHS paper, it was stated
that “we wish the genus of C is linear in n(= d in this paper), but it is
highly unlikely such a curve exists at all”.

In this paper, we present an analysis of Cy on existence of the covering
curves C' in the above situation in odd characteristic case.

In particular, we assume the following condition which we call ”the
isogeny condition”: There is a covering map between C'/k and Cy/ky

7T/kd :C - Co (1)
such that for
T J(C) — J(Cp), (2)



Re(r): J(C) — Reyp,pd(Co) (3)

defines an isogeny over k, here J(C') is the Jacobian variety of C' and
Rey, /1 J (Co) is its Weil restriction with respect to the field extension kq/k.
Obviously ¢(C) = d - go under this condition.

In fact, there could be a large number of the curves satisfying the isogeny
condition subjected to the GHS attack. E.g. a half of random elliptic curves
E defined over k3 in the Legendre form possess covering curves therefore a
160-bit system only has strength of 107 bits key-length|[28].

In this paper, we classify the elliptic and hyperelliptic curves of odd
characteristic which are subjected to the GHS attack or have covering curves
under the isogeny condition. In particular, we classify all (2, ...,2)-covering
of Cy/kq, i.e. those with covering groups of order 2" for 1 < n < d. Our
main approach is analysis of intrinsic structure of coverings, in particular
ramification points and representation of the extension of Gal(kq/k) acting
on the covering group cov(C/P!). Furthermore, existential conditions of a
model of C' over k are discussed. As a result, a complete list and explicit
defining equations of such weak curves Cy/k, are obtained, which is included
in the section 7.

2 The GHS and cover attack

We suppose that the Frobenius automorphism oy, extends to an auto-
morphism o in the separable closure of kg(x). It is showed by Diem|[3] that
Ok,/k can extend to an automorphism of order d on the Galois closure of
kq(Co)/k(z) when Cp is a hyperelliptic curve and d is odd in the odd char-
acteristic case. In the section 6, we will show a generalization of the result.
Under the assumption that o has order d, the Galois closure of k4(Cp)/k(z)
is K := kq(Co)-0(ka(Co)) - - - 0?1 (k4q(Cp)) and the fixed field of K by the au-
tomorphism o is K’ := {¢ € K | 0(¢) = ¢}. The original GHS attack maps
the DLP in CI%(k4(Cp)) = J(Co)(kq) to the DLP in CI°(K') = J(C)(k)
using the following composition of conorm and norm maps

Ng /i © Congry(cy) : Cl0(ka(Co)) — CI°(K')

for elliptic curves in characteristic 2 case [12]. This attack has been extended
to various classes of curves. It is also conceptually generalized to the cover
attack by Frey and Diem [5] as described briefly as follows. When there
exist an algebraic curve C'/k and a covering 7/ky : C — Cp, the DLP in
J(Cp)(kq) can be mapped to the DLP in J(C)(k) by a pullback-norm map,

as in the following diagram.

J(C)(ka) <"— J(Co)(ka)
Nl Norm*
J(C)(k)



Unless otherwise noted, we consider the following hyperelliptic curves with
g(Co) € {1,2,3} given by

Cofka + y*=c flx) (4)
where ¢ € k and f(x) is a monic polynomial in k4[z] such that

Co 2 Pl(x) (5)

—N—
is a degree 2 covering over kg . Then, we have a (2,...,2) covering or a
covering 7/kq : C — P! such that cov(C/P!) ~ F2, here n < d,

cov(C/P) := Gal(kq(C)/ka()). (6)

In language of function fields, it can be described by a tower of extensions of
n
1 n—1 / N
function fields such that kgq(z,y,7 y,...,7 y) ~ kq(C) is a (2, ...,2) type

extension.

Lemma 2.1. The isogeny condition is equivalent to the each of following
two statements.

(4)
VI C cov(C/PY), [cov(C/PY) : 1] =2,
0 I#7HYi ; Pt I£9HYi
C I = 1 ’ C - C I == i i ’
9(C/1) {go I~omg3 7 / {"CO I~H %
here C/H = Cy.

(B) There is a subgroup H of index 2 in cov(C/P) such that the Tate module
of J(C) has the following decomposition

VI(J(C)) = at=d V() ™. (7)

3 Galois representation

We will classify all n-tuple (2, ...,2) coverings C/P! with the degree 2 sub-
covering Co/P! as below.

C — Cy — Pl(z) (8)
2



In order to do that, we consider and classify the representation of Gal(kq/k)
on cov(C/P!) ~ F%. For simplicity, we denote hereafter oy, ok as 0.

Gal(kq/k) x cov(C/P') — CQV(C/PI) 9)
(o, ¢) — ¢ =olgo? (10)

Here, one has a map into Aut(cov(C/P')).
Gal(kg/k) — Aut(cov(C/P')) ~ GL,(Fy) (11)

The representation of o for given n, d has the following form in general. (We
use the same notation for o and its representation in the rest of this paper):

Ay O - O\ }m
.. : }TLQ S
o= O Az m , n:Zni (12)
N O i=1
O -+ 0 A }ns
where O stands for the zero matrix. The indecomposable subrepresentations
% Q% O - i/l
5 o . - fni/li
A, = . ‘ ’ ’ (13)
O -+ O Yni/l;

is an n; X n; matrix which has a form of an I; x [; block matrix. The sub-block
Q; is an n;/l; X n;/l; matrix and O also the zero matrix. Here, we denote
the characteristic polynomial of €; as f;(x), the characteristic polynomial
of A; is Fy(x) := fi(z), F(x) := LCM{Fj(z)} is the minimal polynomial
of 0. Denoting d; :=ord(4;), one has d = LCM{d;}.

Now define the minimal polynomial of ¢ as F(x) := 2™ + a, 12" ! +
4 a1z + ag € Folz]. Then 0" = a,_10"" ' + -+ 4+ a10 + ap. The Galois
action of Gal(ky/k) on y induces the following action:

n—1
o™, ol Y
y = jl}) ( y) mod kgq(z)*.

Therefore

i
L

7yt = ("jy2>aj mod (kd(x)X)Q.
0

<.
I

As a result, we obtain the following necessary and sufficient condition for
existence of a model of C over kg given n,d,o :



C has a model over k4 if and only if

F@)y?2 =1 mod (kg(x)*)? and
G@)y2 £1 mod (kq(z)*)? for YG(z) | F(x),G(x) # F(x). (14)

4 Classification of Cy/k; with covering C/k

Below, we show that, under the isogeny condition, the following pairs of n
and d are all possible cases for genus 1, 2,3 hyperelliptic curves Cy/kq with
(2,..,2) covering C'/k therefore subjected to the GHS attack.

’ 9o ‘ (n7d) ‘
1](22),(23),(3,3),3,7),(45)
2 (2,2),(2,3)

3 (2,2),(2,3),(3,7),(4,15)

Hereafter, let S be the set of the ramification points in P! of the covering
C/PLl. Then according to the Riemann-Hurwitz genus formula,

29(C) =2 = 2"(0—2)+#5-2""12-1)-1. (15)

Here ramification indices equal 2, and the number of fibres on C' over a
ramification point on P! is 2"~! since the ramification group is cyclic for
ged(char(k),2) = 1.
Therefore,
29(C) — 2+ 2n+1 d-go—1

#S = 2n71 =4 + 2n72

(16)
These coverings can be classified to the following four cases.

4.1 The case when ¢ is indecomposable

We will treat the cases when d is even and odd separately.

4.1.1 When d is even

Assume d = 2" - d’ (21 d'). Representation of an indecomposable o is in the
form of the following block matrix:

QO Q O
o= 0 Q n (17)
o) O O



Here n =1 -m, Q is in M,,(F3) such that Q¢ = I, and

Q0 o0 --\1 I O O
0'27‘ = O Q ’ A ,O'd = (O’Qqn)d/ = O I - A . (].8)
O --- 0O 0 l O --- 0O I

Then, we have 2! < [ < 2" and Q € M,,(F3), Q ¢ M, (Fs) for 1 <
Ym! < m — 1. Here M,,(F2) stands for m x m binary matrices. Since the
minimal polynomial of € is in the form of ™ + @p_12™ ' + - - + @12 + ao,
we have

2™ —1), d1@"™ —1),1<m' <m—1. (19)

As we showed in the previous section, the number of the ramification
points of C/P! is #5 = 4 + dé%‘)__z,l. The numerator d - gg — 1 of the fraction
part in #8 is odd since d is even. Then the denominator 2"~2 must be 1
since #S € N. Therefore n = 2.

Now from n =2 and [ > 1, one has m = 1,/ = n =2. By (19),d =1
and d = 2". Since 2"7! < 2 < 2" = d and r = 1, therefore d = 2. Thus we
know that (d,n) = (2,2) is the only possibility.

In fact, the general form of ¢ only appear in cases when the isogeny
condition does not hold, which will be reported elsewhere.

4.1.2 When d is odd

(a)d=2"—-1
By the Riemann-Hurwitz genus formula, 2dgy — 2 = 2"(—2) + 2"~ 1 . #8.
Therefore

2(go+1)  d(go+1
#S = (2924; ) _ (g‘;t ), (20)

Now, since d is odd, there exists a natural number ¢ € N such that g+ 1 =
t-2"2. Then #S = d-t. Below we consider cases in which gy has different
values:

® go=1
In this case, t = w%? € N. It is obvious that only n = 2, 3 are possible.
Therefore we have (n,d) = (2,3),(3,7) since d = 2" — 1.

® go =2
In the similar manner, ¢t = 2"%2 € N therefore (n,d) = (2, 3).

e go=3
t= 2;%2 € N therefore (n,d) = (2,3),(3,7), (4,15).

8



In the above cases, the representations of ¢ are n x n matrices whose orders
are d. Then we have the following minimal polynomial F(z) as a degree n
irreducible factor of z¢ + 1 for each o
d (nvd) = (2’3)
Since 2% + 1 = (x + 1)(2? + = + 1), we obtain F(x) = 2% +z + 1.
o (n,d)=(3,7)
Fz)=a34+z+1or F(z) =23+ 22+ 1 since 27 + 1 = (z + 1)(2® +
v+ 1) (23 + 22 +1).
e (n,d) = (4,15)
Fz)=a2*+x+1or F(z)=2* + 23+ 1 since 25 + 1 = (z + 1) (2? +
s+ D)@+ D)@+ B3+ D)@t 23 2+ 1),

(b) d#2"—1
For given n and d, we know that

o€ M,(Fs), o ¢ My(Fy) for 1 <71 <n—1. (21)
Since 0" = a,_10"" 1 + .-+ + aj0 + ag, we have

(2" —1), dt (2" —1). (22)
Then 3d < 2" — 1. Obviously, n > 4. From the Riemann-Hurwitz formula,

dgo — 1

#S =4+ o7

(23)

Therefore, gg is odd, which means that go = 1 or 3. On the one hand, we
have

dg(] —1
#S =4+ =5 = 200+3 (24)
dgo—1 > 2"7'(2g0 — 1) (25)
"2 1 > 2" gy —dgo = (2" — d)go. (26)

From now, we consider the two cases when go =1 and g9 = 3 :

® go=1
Since #5 =4+ an__lg € N, there exists a natural number ¢ € N such
that d = 1 4+ 2"?t. We have already known that 2" — 1 > 3d, which
does not hold if ¢t > 2. Therefore, only ¢ = 1 is possible. Now, as
d|(2" — 1), we have

d=(1+2""2)|2" -1). (27)

Then d | {4(2""2+41) — 5} since 2" — 1 = 4(2"~2 + 1) — 5. Therefore,
(n,d) = (4,5) is the only possibility. In this case, o is a 4 x 4 matrix
whose order is 5 and the minimal polynomial F(z) is 2 +2® +2%+z+1.



e go=3
We have 2772 —1 > (2" 1 —d)3=3.2""! - 34.
Furthermore,

3d>3.2"2 v p1=on o2, (28)
which is against
2" — 1> 3d, (29)

so this case does not exist.

4.2 The case when o is decomposable

As a Gal(kq/k)-module, the representation of o is a direct sum of indecom-
posable subrepresentations A;.

cov(C/PY=A1 @ @Ay, 7 >2, #A;, =2" (30)
Define

- @Aj, (31)

J#
Under the isogeny condition, we know that
Ajﬂ"iH:{O} and Aj ¢ H for i=0,..,n—1. (32)
Therefore, it follows that
g(CJA;) =0for j=1,..,7. (33)

A similar argument also apply to A, therefore we have

C/Aj =C/A; =P for i,j=1,..,r (34)
If r >3,
C/(A;N A)) = C/ (@A) =P for Vi, j. (35)

Thus, one obtains the following covering.

C/ N4
I£i

= N

C/A CJA C/A.

\/

10



Since C/ () A} = P!, this implies one has a (2,..,2)-covering P! /P! of
I#i
Z_ " ——

degree 271 . Now we consider a (2,...,2)-covering P! — P!. By the
Riemann-Hurwitz genus formula, when char(k) # 2, the number of the
ramification points of this covering is 4 — 21,%2 It follows that v < 2.

Therefore, we obtain > n; < 2 for Yi. Thus, 7 = 2. Consequently,

I#i

the only possibility isn =n; +neo =142 = 3,d = 3,90 = 1 when o is
decomposable. This means that ¢ decomposes into a tensor product of 1
and a 2 x 2 matrix whose order is 3 :

v

100
c={01 1}]. (36)
010

5 Defining equations of Cy/k,; for ¢ = 1 or a square

Now we wish to determine the defining equations of Cy/k4 for given n,d.
Hereafter, we assume that C' is a model over k;. In this section, we also
assume that ¢ = 1 (i.e. ¢ € (kJ)?) in (4). Then, it is sufficient to find
a monic f(x) in (4) such that C has a model over kq (i.e. PO f(z) =1
mod (k4(x)*)?). For d = 2,3, it is possible to find f(x) by using the Venn
diagram to describe the sets of ramification points of ”17100/]?1. In the
section 6, we will treat explicit conditions for ¢ € kg such that the curve C
has a model over k, then determine the defining equations with a non-square
c.

5.1 o : indecomposable
5.1.1 d: even

From the section 4.1.1, the only possibility here is d = 2,n = 2. Thus,
#S = 2gg + 3. Let S; be the set of ramification points of 017100/P1 for
it = 1,2. Then § = S1 U S;. For d = 2,n = 2, the ramification points of
Lo /ko for i = 1,2 and C/k on P! can be represented by the following
Venn diagram.

S S:

11



Here, b := #(51 N S2), a := #S1 — b = #S3 — b. As a result, we obtain the
following simultaneous equations :

{a+b:290+2

2a + b= #1S. (37)

From the Riemann-Hurwitz genus formula, #S = 5,7,9 for g9 = 1,2,3. By
solving the above simultaneous equations, one obtains (a, b) = (1, 3), (1,5),(1,7)
for go = 1,2, 3 respectively. Consequently, the defining equations Cy/ks are

y* = (z — a)h(z) (38)
where h(x) € k[z], o € ko \ k, degh(z) =2,--- , 7.

5.1.2 d: odd

(a)d=2"—-1

In this case, all possibilities for (n,d) are (2,3)(3,7)(4,15) from the section
4.1.2. Recall that F(x) := 2" + a,_12" ' + -+ + a12 + ag € Falx] is the
minimal polynomial of o. Then ¢” = a,_16" ' +--- + a10 + ag. Here, we

define a homomorphism L of kgq(x)* as follows:
L:ka(z)* — ka(x)” (39)
=1
poo— [ (" u) : (40)
i=0
Here, the sequence {b; € Fali =0,...,d — 1} is defined as follows:
bhp=br=---=b,_1 =1, (41)
n—1
boij =Y anibnyi for j=0,1,...,d—1—n. (42)
i=0

Then one can verify that

d-1 ,
v {H (Ulﬂ)bz} =1 mod (ka(z)*)*. (43)

=0

Consequently, we have the following defining equation of Cy/ky. Recall that
#S = d-t. Assume t is decomposed into t :=t1 +ta + -+ tr, a; € kg,
ka(oi) = ka,, {”Lai}L N {"Laj}L =0 (i # j). Then we have

r r d—1
f(z) = Hde.ti/kd (L(x —a;)) = Hde.ti/k:d H Tz —ap) | . (44)
i=1 i=1 Jj=0

Recall the following minimal polynomial F'(z) for each (n,d):

12



e (n,d)=(2,3): Flz)=2>+z+1

e (n,d)=(3,7): Fl@)=a*+z+1lor F(z)=23+2%+1

e (n,d)=(4,15): Fz)=a2'+z+1lor Flz)=a+23+1.
Then one obtains the defining equations Cy/ks as follows:

e gn=1,d=3,n=2
#S=d-t=3-2, Fx)=2*+x+1
Then we have the following two cases.
1. t=t1+to=1+1
2 2
aq, 2 S k37{a17a?7alf }ﬁ {O[Q,Oég,Oég } - @
7o) =TT (7 = a0 ) Ty (7 (2 — a2)®)
Since by = by = 1,09 = a1 = ag = 1,by = asby + a1b1 =0,
Co/ks :y* = (v — a1) (2 — af) (2 — az)(z — af)
2. t=1t1 =2
a1 € k:6,k(a1) = kg
C(]/]Cg . y2 = NkG/kS (HZZZO O—Z({L‘ — al)bi)
4

= (z—a))(x - al)(z —af )(z —al)

e go=1,d=7,n=3
Since #S =d-t=7-1=7, then t =t;.
046]{37,]{(&) = kr

Cofkri? = Ll =a)=[[("(@—a)"

_ (x—a)(x—aq)(x—aqz)(x—aqi) if F(x) =2 +2+1
(x—a)(x—al)(z—a?)(x—a?) if Flz) =23 +22+1

Lists of all defining equations for gy = 2,3 are given in the table of the
final section.

(b) d#2"—1

Since 2% +1 = (z + 1)(2* + 23 + 22 + 2 + 1), when (n,d) = (4,5), o has
the minimal polynomial F(z) = z* + 2® + 22 + x + 1. Recall that we need
F@) f(x) =1 mod (kd(:lc)x)2 in order that C' is a model over ky. If this
condition is satisfied, f(z) has the following three possibilities for « € k5 \ k:

(x—a)(w—a) | f(z) or
(@ —a)(z—a?) | f(z) or

(z—a)(z—af)(z—aT)(z—a?) | f(z).

13



For gg =1 and #5 =4+ 1 =5, it follows that

Co/ks 1 y® = (z —a)(z — a®)(z — o )(z — a?). (45)

5.2 o0 : decomposable

Recall that there exists only one case in which gg = 1,n = 3,d = 3 when ¢
is decomposable and #S is the number of ramification points of C/P'. By
the Riemann-Hurwitz genus formula, #S = 4 + ngfoI = 5. Let S; be the
set of ramification points of "FlC’/]P’l. Then, #S = #(51 U S2 U S3). Now,
#5171 = #59 = #S53 = 299 + 2 = 4 since gy = 1. Here, we define a, b, c as
follows:

c:
b:
a

#(Sl NS N 53),
#(Sl NSy) —c= #(SQ 053) —Cc= #(53 ﬁSl) - ¢,
#5S1 — (2b+0) =#S5 — (2b+c¢) = #S3 — (2[)-1—0).

Si Sz

Then we obtain the simultaneous equations as follows :

2b =2 2
{a+ +c go + (46)

3a+3b+c=#S.

In the case of g9 = 1,n = 3,d = 3,#S = 5, the solution of the equation is
a=0,b=1,c=2. Thus the defining equation is

Co/ks : y? = (z — a)(xz — a?)h(z) (47)

where a € k3 \ k, h(z) € k[z],deg h(z) = 2 or 1. In fact, C is a hyperelliptic
curve (see [28]). Notice that there do not exist other cases besides gy =
1,n = 3,d = 3 when o is decomposable.

6 Existence of a model of C over k and defining
equations of ()

6.1 Existential condition of a model of C over k

Finally, we discuss conditions for existence of a model of C' over k. One
knows that a model of C over k exists if and only if the extension ¢ of the

14



Frobenius automorphism oy, /. is an automorphism of order d on k4(C) in

the separable closure of kg(z). In this section, we define F'(z) € Fo[z] as the
polynomial such that ¢ + 1 = F(x)F(z) € Falx].

Lemma 6.1. Assume that ¥(9) f(z) =1 mod (kg(x)*)2. When 1?(1) =0,
if ¢ is a square element in (k) )? then C has a model over k. When F(1) =1,
if ¢ does not have order d, there is a ¢ € cov(C/P') such that o¢ has order

d so we can adopt o¢ instead of o. Therefore C' always has a model over k
when F(1) = 1.

Proof: Let Q := {%%d[x] > a(x),b(z) : monic}.
Since F(0) f(x) =1 mod (kq(z)*)?, we have

Flo)y2 = Fole= @ mod (ke(z)*)? (48)
F(o), — Fa
y = e 2 mod Q, here € = £+1 (49)
FO)F@), — Flo)e lure (50)
oy, = P (51)
. d_
oty = LWy (52)

We first consider two possibilities of /(1) = 1 and F(1) = 0 respectively.

o Case F(1)=1:
A d—
We notice F/(1) = 0 in this case. Now, Udy = chly. In order that o
has order d (i.e. oty = y), ¢ needs to be a square ¢ € (k)2.

o Case FF(1)=0:
Here, we consider further two possibilities of F'(1) =0 and F(1) = 1.

(2) F(1) =0
Similarly, Udy =7 y. ¢ should be a square element in k.
(b) F(1) =1

q"—1

Then "dy =ec 2z y.

If e = +1 and ¢ € (k) )?, then o has order d (i.e. °
If e=—1orcé¢ (k})? then o has order 2d.
However, we can show that in this case there is a ¢ € cov(C/P!) such
that (o¢)? = 1.

Indeed, suppose d = 2" - d' (21 d'). Since ¢ := oo !, we have

d

y=y).

(0¢) = opo ! -o2po 2 - olpo?. ¢ (53)
= 7976790 (54)
= 797 ¢ gt (55)

15



m

——
Now, we choose ¢ := (0,0,...,1,0,...,0) € cov(C/P!). Define

0 1 O

I as the identity matrix, J := R m<2".
0 .1
O ... ... 0

Then J™ = O. We notice that the representation of o is

(g 3) where A :=1+ J. (56)

7 . /—L . or
Here, 9 ¢ corresponds to (I + J)-(0,...0,1). Now, since & ¢ = ¢,
(00)! = (67 "¢

! .
$)? ¢?. Furthermore, since

(@) ifm < 2"
. 0 .01
I+(I+J)+ 4+ I+0)* 7 = 0 ... 00 (57)
ifm=2",
L 0 ... 00
where O is the zero matrix, it follows that
o, o2 o2 -1, %0,0,...,0) ifm<2"
970" ¢ gb‘{w::tu,o,...,o) if m=2". (58)

On the one hand, define K as the Galois closure of k4(Cp)/k(x), 0@ is
an element in the center of Gal(K/k(z)), i.e., 0% € Z(Gal(K/k(x))) =
{1,4}. When ord(c) = 2d, 0% = +. Furthermore, notice that m = 2"
in the case of (b). Thus, in the multiplicative notation,

(06) = (676 T¢---7" ') ol =y? =1 (59)

As a result, we can adopt the above o¢ instead of o.

O

Consequently, we can determine defining equations of all classes of Cy/ky :
y? = c¢- f(x) whose covering curves C' has a model over k under the isogeny
condition. When F(l) =0, c has to be a square in k4 or can be regarded as
1, which has been treated in previous section.

16



6.2 Defining equations of (|, with a non-square c

In this section, we will treat only the defining equations of Cy with a non-
square ¢ . The defining equations of all classes of Cy/kg4 can be found in the
table in the section 7.

6.2.1 o : indecomposable

ego=1,n=2,d=2

Here, 22 +1 = (z + 1)2, thus F(z) = (z + 1), F(z) = 1.

Since F'(z) =1, F(1) = 1. From Lemma 6.1, ¢ can be an arbitrary element
in k5 in order that the curve C has a model over k. Extending the result of
the section 5, we obtain

Co/ks : y* = n(xz — a)h(z) (60)

where h(x) € k[z], o € kg \ k, deg h(z) = 3 or 2, n = either 1 (i.e. a square)
or a non-square element in ko.

In the same manner, we can determine c also for gg = 2,3 as follows.
egy=2n=2,d=2

Co/ka : y* = n(x — a)h(x) (61)

where h(z) € klz], a € ka \ k, degh(z) =5 or 4, n = either 1 (i.e. a square)
or a non-square element in ks.
eg=3,n=2,d=2

Co/ks : y* = n(x — a)h(x) (62)
where deg h(z) =7 or 6.

Thus the curves (60)(61)(62) contain (38) as a subcase.

6.2.2 ¢ : decomposable

Here, there exists only the case of gg = 1,m = 3,d = 3. Since 2> +1 =
(x4 1)(2® 4+ 2 +1),F(z) = 23 + 1, F(z) = 1, then F(1) = 1. Therefore
c is either 1 or a non-square element in k3. Then we obtain the defining
equation of Cy/ks3 as

Co/ks : y* = n(xz — a)(z — o) h(z) (63)

where 1 = either 1 or a non-square element in k3, o € k3 \ k, h(z) €
klx],deg h(x) = 2 or 1. Notice that the curves (63) extends the class of (47).
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7 A complete list of Cy/k; with (2,...,2)-covering
C/k

Curves in the following list are all classes of hyperelliptic curves Cy/ky for
g(Co) € {1,2,3} which possess (2, ..., 2) covering C'/k of P! under the isogeny
condition. Here, Co/kq : y*> = c - hg(x)h(x), hq(x) € kglx] \ ku[z], ul|d,
h(z) € k[z], a € kg \ ky,v||d (here a||b means a|b and a # b ), n = either 1

or a non-square element in kg.
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Co/ka : y? = c- hg(z)h(x)

g0 | nd | c] ha() | deg(h(x)) |
11 2,2 |n -« 3or 2
2,3 |1 (z —a1)(z — af)(z — ag)(z — ad) 0
Either a1, 0 € k3 \ k or ag € kg \ (k2 U k3), an = 0/113
C:Hyper <= A€ GLy(k),c0 = A- a1, Tr(A) =0 [28]
3,3 | n (x —a)(z —ad) 20r1
4,5 | 1 (z —a)(z — o) (z —a®)(z —a?) 0
3,7 |1 1) (z—a)(z—ad)(z—a®)(z—al) 0
(2 (@—a)(@—a?)(z—a®)(x—a?)
2122 |n T — o 5or4d
2,3 |1 (z —a1)(z — af)(z — ag)(z — ad)(z — as)(x — af) 0
Either a1, a9, a3 € k:3 \ k or
alEkg\(kQUkjg) 042—041 ,a3€k3\/{30r
a1 € kg \ k3, = a13,a3 = a’f
31 2,2 |n -« 7or6
2,3 |1 (z —a1)(z — af)(z — ag)(z — o) (z — ag)(x — a3) 0
X(z —ay)(z —al)
Either Oél,OéQ,Oég,Oé4 € ks \ k or
o Gk‘ﬁ\(k‘QUk‘g) 042—041 ,Oég,Oé4Ek‘3\k‘Ol"
a1 € ke \ (k2 Uks),as = af ,agek‘@\(k‘guk:5) a4—a33 or
(o7 Ekg\k3,a2—a13,a3—a1 ,a4€k3\k0r
a1 € k1o \ (kﬁ U k4) Qg = 0413,053 CM1 , 0y = alg
3,7 |1 1) (@-—a)@—a))(@—af)(@-a]) 0
X(z - as)(@ — af)(z — af )(z — o)
@ (@-o)@—af)@—af)(@—af)
X (1 — az)(x — ad )(z — of )z — af )
Either oy, a9 € k7 \ k or
7
a1 € ks \ (k‘g U ]4:7),042 = Oz({
4,15 | 1 (1) (w—a)(:v—oﬂ)(:):—aqz)(x—aqd) 0
x(z— a4 )z —al )z —al ) (z—al”)
@ (- a)e— o)~ a)(u — o)
x(x—a?)(z—a?)(z —a®)(z —al")
046]615\(]€3Uk'5)
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