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Abstract. This paper presents differential attacks of round-reduced ver-
sions of SIMON with up to 18/32, 19/36, 25/44, 35/54, and 46/72 rounds
for the 32-, 48-, 64-, 96-, and 128-bit versions, respectively. Furthermore,
we consider in brief related-key rectangle, impossible-differential, and
also linear attacks. While all our attacks are completely academic, they
demonstrate the drawback of the intensive optimizations in SIMON.

Keywords: Differential cryptanalysis, block cipher, lightweight, SIMON

1 Introduction

Due to the continuously growing impact of RFID tags, smartcards, and FP-
GAs, cryptographic algorithms which are suitable for resource-constrained de-
vices become more and more important. Lightweight ciphers shall ensure the
confidentiality of transmitted messages. During the past five years, more than
two dozens of lightweight ciphers have been developed, including but not limited
to KATAN [I7], KLEIN [20], LED [21], L-Block [36], or PRESENT [16]. In June
2012 Beaulieu et al. from the U.S. National Security Agency (NSA) contributed
to this ongoing research progress with the announcement of two novel fami-
lies of ultra-lightweight block ciphers, called SIMON and SPECK [7]. SIMON was
thereby optimized for hardware (like KATAN, LED, or PRESENT), and SPECK
for software implementations (such as KLEIN); however, both cipher families
are efficient in either environment.

At first, Beaulieu et al. provided only scant information about their construc-
tions: the announcement of both ciphers from Summer 2012 presented only per-
formance and implementation footprints [6]. Though, in contrast to the common
disclosure policy of the NSA, their specifications have recently been published
and are free for use and analysis, as stipulated by Saarinen and Engels already in
2012 [32]. However, the designers provided little more than the pure specification
and a discussion of the performance of their ciphers. While the NSA certainly
possesses both the resources and expertise, the authors left the task of analyzing
their ciphers’ resistance against common attacks to the research community.



Differential Cryptanalysis. While IBM and the NSA already knew about
differential cryptanalysis (DC) when designing the DES in 1974, the technique
was first published in 1990, when Biham and Shamir attacked the block cipher
FEAL [13]. At that time, DC received much attention after it showed applicable
to mount the first attack against the full DES [TTJT2I14]. Nowadays, differen-
tial, together with linear, cryptanalysis is one of the best-understood and most
powerful methods to analyze symmetric cryptographic primitives.

The core idea is to encrypt pairs of plaintexts (P, P’) and study the propagation
of their difference A = P @ P’ through the encryption process. In this context,
a differential characteristic or differential trail is a sequence that describes how
an input difference A™ propagates to an output difference A°%* with a certain
probability p, or formally written: A -2 A°ut If the probability of such a trail
in a concrete cipher F is significantly higher than for a random distribution, i.e.,
p > 27" (where n denotes the state size), then, an adversary can use this
information to distinguish E from a random permutation and/or recover parts
of the secret key. An adversary usually starts an attack with the collection of (at
least 1/p) chosen plaintext pairs that are encrypted by an oracle. Then, it aims
to identify a few ciphertext pairs that satisfy the differential trail. Thereupon,
it usually tries to determine the subkeys of the rounds directly before or after
the differential, before it extends its analysis over further rounds.

Extensions. Over the years, the basic attack principle has seen numerous exten-
sions which could been applied to a huge range of primitives. In 1994, Knudsen
[27] introduced truncated differentials, where some bits of the differences are not
fixed, and higher-order differentials, which consider differences between larger
structures of texts. In 1998, Knudsen [25] as well as Biham, Biryukov, and Shamir
[9] independently proposed the idea of impossible-differential attacks, which al-
low the adversary to filter out keys that produce differential characteristics with
zero probability. In 1999, Wagner [34] presented the boomerang attack, which
allows the use of two concatenated short characteristics for settings, where no
long characteristics with sufficiently high probabilities exist. In 2000, this attack
was transformed into a chosen-plaintext attack by Kelsey et al. [23], which they
called the amplified boomerang. Later their method was renamed by Biham et
al. [I0] as rectangle attack. We will apply differentials, impossible differentials
and rectangles attacks on SIMON family of block ciphers in the following sections
of this paper, where we will describe the ideas behind them in more detail.

Differential Cryptanalysis of Lightweight Ciphers. Differential attacks is
applicable to a large range of lightweight ciphers. For KLEIN, Aumasson et al.
[4] and Yu et al. [37] presented practical attacks on eight out of 12 rounds in
2011. Karakog et al. [22] proposed impossible-differential attacks on 22 out of
32 rounds of L-Block. Considering LED, Mendel et al. [31] showed a differential
analysis over up to 24 rounds. For PRESENT, Wang [35] presented attacks on
up to 16 out of 31 rounds in 2008, which were improved by Albrecht and Cid in
2009 [1] by using the combination of algebraic and differential techniques. And
in [24] Knellwolf, Meier, and Naya-Plasencia applied differential attacks against



up to 120 out of 254 rounds for KATAN, also in 2011. Yet, many more works
besides the mentioned ones consider differential analyses of further lightweight
ciphers.

The most relevant paper to ours is that by Alkhzaimi and Lauridsen, who — par-
allel to our work — also studied SIMON and presented differential attacks on up
to 16, 18, 24, 29, and 40 rounds of the versions with 32-, 48-, 64-, 96-, and 128-bit
state size. The authors used a branch-and-bound algorithm to find differential
trails, since the AND operation in the round function of SIMON produces vari-
ous paths for characteristics, so that the sum of all individual paths increase the
probability significantly. In addition, they presented impossible-differential at-
tacks (with a rather overcomplex procedure description) on up to 14, 15, 16, 19,
and 22 rounds of the respective versions, and discussed observations regarding
rotational cryptanalysis and weak keys of the ciphers.

Cipher Rounds Time Data  Memory Succ. Ref.
Full Att. (Bytes) Rate

Differential

SIMON32/64 32 18 2460 9312 Cp 2150 0.632  Sec.
SIMON48 /72 36 19  2°%0 2460 ¢C 2200 0.981 App.
SIMON48 /96 36 19 2760 9460 oC 2200 0.981 App.
SIMONG64/96 42 26 2639 9630 cp 2310 0.863 App.
SIMON64/128 44 26 2940 2530 Cp 2810 0.863 App.
SIMON96/96 52 35 2983 9932 Cp 2378 0.632  App.
SIMON96/144 54 35 2010 9932 Cp 2378 0.632  App.
SIMON128/128 68 46 2'%%7 21256 CPp 406 0.632  App.
SIMON128/192 69 46 2120 21256 CPp 10-6 0.632  App.
SIMON128/256 72 46 22000 21236 ¢cp 2106 0.632 App.

HEEIEE[CIEIal o

Related-Key Rectangle

SIMON32/64 32 18 27455 23086 op 93286 632 Sec.|5

Impossible Differential

SIMON32/64 32 13 2501 2300 Cp 2200 ~1 Sec./6
SIMON48/96 36 15 2530 92380 Cp 2206 ~ Sec. |6
SiMON64/128 44 17 2™0 2520 Cp 221.0 ~ Sec. |6
SIMON96/144 54 20 2M10 92840 Cp 2196 R~ Sec. |6
SIMON128/256 72 25 21950 21190 gp 9230 ~1 Sec.[6

Table 1. Summary of our results on SIMON. CP = chosen plaintexts, CC = chosen
ciphertexts, Att. = attacked, Succ. = success, Ref. = reference.

Contribution and Outline. This paper describes our cryptanalysis of round-
reduced SIMON against differential, impossible-differential, rectangles and linear
attacks. In Section [2| we first review the necessary details of SIMON and point



out a number of observations regarding its round structure. In Section [3| we
will describe how we build efficient differential characteristics through (parts of)
the cipher, and how to extend these characteristics over a few more rounds. We
then use these characteristics for basic differential key-recovery attacks, which
we explain in Section 4 Thereupon, we present a related-key rectangle attack
on SIMON32/64 in Section |5, impossible-differential-based attacks in Section 6]
and consider linear attacks in Section [7l At the end, we conclude our paper in
Section [8. A summary of our results can be found in Table[1] First, we introduce
the notations which are used in the remainder of this work.

n Word size.

2n State size.

k Size of the secret key in bits.
P, C; Plaintext-ciphertext pair.

(L",R") Left (L) and right (R) halves of the state after encryption of Round r
in a Feistel-cipher.

L; The i-th (least-significant bit) in L, where 1 = 0 denotes the
least-significant bit.

Ay An n-bit (XOR) difference, where only the i-th bit is active. with
0<i<n-—1and Ay denotes the least significant bit.

A 151 An n-bit truncated difference, where only the i-th bit is active and the
7-th bit is unknown.

A" Difference after Round r.

A" %) A® A differential characteristic which yields the output difference A® with
probability p when encrypting over a (sub-)cipher E and starting
from an input difference A".

2 SIMON

SIMON follows the idea of previous ARX constructions, such as ThreeFish [I9] or
BLAKE/BLAKE2 [3l5] of using a very simple round function that is iterated over
many rounds. Thus, the cipher owns a very compact construction that simplifies
the analysis. At its core SIMON is a two-branch balanced Feistel network which
consists of only three operations: AND, XOR, and rotations. We denote the
input to the i-th round by (Li~!, R*~1). In each round, the left word of the state
L~ is used as input to a round function F that is defined by

F(LT) = (LT < YA (LT < 8) @ (LT « 2).

The output of F(Li~1) is then XORed to R?, together with the subkey K®~!
before both words of the state are swapped:

Li — Ri—l @F(L’L—l) D [(i—l7
Ri — Li*l.



Fig. 1. The round function of SIMON.

The result of the last round (L", R") yields the ciphertext. An illustration of the
round function is depicted in Figure [1}

The key schedule of SIMON uses an LSFR-like procedure to generate in total r
subkeys K°, ..., K"~!. More precisely, SIMON possesses three slightly different
key schedule procedures, depending on whether the secret key consists of two,
three, or four words. At the beginning, these first w € {2,3,4} words K°, ...,
K®~! are initialized with the secret key. The remaining key words K°, for i €

{w,...,r — 1}, are then generated as follows:
forw=2: Y =K*l>>3
KT =KaYaY>1)acs(z),
for w=3: Y = KTl @ (K2 >> 3)
KB =KaYolY >1)ocd(z),
forw=4: Y = Kl @ (K73 > 3)

Ki+4:Ki@Y@(Y>>> 1)@0@(Zj)i~

Since the key schedule of SIMON maps the secret key uniquely to one value of w
consecutive subkeys and vice versa, the full secret key can be derived with the
help of any sequence of w known consecutive subkeys. To prevent slide attacks
and to make rotational attacks complicated, the generated subkeys are XORed
with a constant ¢ = Oxff...fc, and a bit (z;);, that denotes the i-th (least-
significant) bit from one of five constant sequences zg, 21, 22, 23, or z4. For the
exact sequence values, we refer readers to [7].

2.1 General Observations

In what follows, we discuss a few observations on SIMON which are relevant for
differential cryptanalysis. First of all, we recall a general well-known property of
the logical AND:

Property 1 (Absorption of Logical AND). Let X, X'\ Y,Z,Z’ € {0,1}", and
Z =XANY and Z' = X' NY, where N\ denotes bit-wise logical AND. Say, we



have an input difference AX = X @& X' and an output difference AZ = 7 & 7'.
Further, let AX; = 1 denote the i-th active bit in AX, and let Y; denote the i-th
active bit in'Y. Then, AZ; =1 iff Y; = 1. Hence, if we can assume that the bit
value of Y is random, then we say the AND operation absorbs an active bit with
probability 1/2.

From Property (1) follows for the round function of SIMON:

Property 2 (Absorption of SIMON). Due to the rotations by one and eight
positions to the left in the round function of SIMON, the logical AND will absorb
an active bit AL; with probability 272 iff L((i+47) mod n),((i—7) mod n) = 0-

Since the round transformation only consists of bit-wise boolean operations,
no carry-bits can occur, which is a major difference compared to addition-based
ARX designs. As a consequence, the difference propagation in SIMON is indepen-
dent from the indices of active bits in the input and output difference. Hereafter,
we will simply call this property rotational invariance:

Property 3 (Rotational Invariance of Differential Characteristics). Assume, we
are gwen a differential characteristic A" <2~ A% which holds with probability
p over (parts of ) a version of the SIMON2n/k family of block ciphers. Then, for
any j € [0,n — 1], it also applies that (A™ << j) L (At ).

3 Search For Differentials

To find a good differential characteristics, we selected a twofold approach. Firstly,
we employed Matsui’s algorithm [29] which allows to find the provably best
differential path over a given number of rounds. As pointed out by Biryukov
and Nikolic [I5] for the DES, Matsui’s approach is well-feasible for ciphers with
64-bit state. So, we used it to find the best paths for the 32-, 48-, and 64-bit
versions of SIMON, which are:

—36

— SIMON32/64: (Ag,0) ﬁzQ—? (A14,0)
—52
— SIMON48/k: (Asg,16, A6,14,18) m (Ag,14,18,22, A20)

—70

— SIMONG4/k: (Ag,0) m (A6,10,14, A12)

Inspired by the work of Alkhzaimi and Lauridsen [2], we then used the trails
found by Matsui’s algorithm as a reference in a branch-and-bound method which
empirically searches for differential paths.

During our first version of this paper, we realized that differential characteris-
tics can be produced by various paths due to the absorption of the logical AND
in the round function of SIMON but we did not focus on full impact of this
property. Later, Alkhzaimi and Lauridsen showed that the number of trails sig-
nificantly increases the Expected Differential Probability (EDP) [I8] of trails, so
the probability of the trails found with Matsui’s algorithm (whose probabilities



are significantly lower than 27") becomes greater than 27". For the revised ver-
sion of our paper, we then used a similar strategy of branch-and-bound approach
to find differentials. In contrast to Alkhzaimi and Lauridsen’s work, we searched
in both forward and backward direction, which allowed us not only to confirm
their results, but also to improve them regarding the number of covered rounds
for several versions. Though, we have to point out that our search assumes that
all possible round keys are uniformly distributed and equally probable at any
round.

3.1 Extending Characteristics Over More Rounds

A given differential can be extended by a few more rounds in a key-recovery
attack for any version of SIMON2n/k, . In the following, assume we are given an
r-round differential

(@, ) «——— (7,0).

r rounds

Because SIMON injects the subkey at the end of its round function, the adversary
itself can compute the output of F(x). Hence, it can choose (8, a®F()) as a new
input difference and obtains an (r 4 1)-round differential with equal probability.
The same strategy can be applied at the output side. Recall that we are given
the output difference (v, ) after (r+ 1) rounds. Then, the difference after (r+2)
rounds is (6 @ F(v),~). Since the subkey of the final round does not affect the
difference d @ F'(y), the adversary can compute F'(y) itself and obtains an (r+2)-
round differential with equal probability.

For the 48/72-, 64/96-, 96/144-, and 128/192-bit versions, one can append a
further round by simply guessing its full subkey. The total computational effort
for collecting plaintext-ciphertext pairs and testing all subkey candidates for
the appended round remains significantly smaller than exhaustively searching
the full key space. Moreover, for the 32/64-, 48/96-, 64/128-, and 128/256-bit
versions, the adversary can append a further round, again by guessing some bits
of its subkey. Since our differentials have a relatively low Hamming weight, the
in- and output differences are only affected by a few bits, with the result that
for the mentioned versions of SIMON2n/k with k > 2n we can easily obtain an
(r + 4)-round attack; in addition, concerning the four out of ten versions with
k = 4n, one can mount (r + 5)-round key-recovery attacks from a given r-round
differential.

4 Key-Recovery Attacks on SIMON

In this section, we demonstrate a key-recovery attack on round-reduced SI-
MON32/64. We explain in details this version since it allows a simple practi-
cal verification. The attacks on the further variants follow a similar procedure.
Therefore, we specify only their complexities at the end of this section.

We use the 13-round differential characteristic (see Table [5|in Appendix Al over
the rounds 2 — 14:

Al = (0, Ag) <205 (A4, 0) = A™

10 rounds



We append a further round to the beginning of the cipher, where the adver-
sary can choose the left part of the plaintext pairs P, P’ s.t. one obtains the
desired difference A' after the first round. Additionally, we append four rounds
to the end of the cipher, where the adversary will guess some key bits. From the
obtained ciphertexts, we still know many bits from the truncated trail:

ALY ARY) = (Ag 6,15), A1),
ALIG ARlG —

)

( ) =(

( ) = (Az,00,1,7.8,14] Ao,[6,15))

(ALY, AR') = (Agj0-3,6,8-10,15), D2,(0,1,7,8,14] )5
(AL'®, AR'™) = (A6,114,12-7,5-0)s Da,[0-3,6.8-10,15))-

Attack Procedure. The full attacking procedure can be split into a collection,
a pair-filtering, a key-guessing, and a brute-force phase. The steps can be written
as follows:

Collection phase:

1. Initialize an empty set P = ().

2. Choose 2302 plaintext pairs (P;, P/) s.t. their difference after the first round
yields A®.

3. Collect the corresponding ciphertext pairs (C;, C}) from an encryption oracle,
where C; = Ex(P;) and C] = Ex(P)).

Pair-filtering phase:

4. For all ciphertext pairs, invert the final round to derive A7 and store all
pairs (C;, Cf) with the correct difference at the known bits AL 7 1114,
AR} 69 1315 in P. Note that A knows seven bits of AL'" and 11 bits of
AR'. Assuming that the differences A7 are uniformly distributed, we can
expect that A stores only 2302718 = 212:2 pairs in average.

Key-guessing phase:

5. Create a list of counters for all 2!® possible values of the round-key bits
K§T 57 1114150 K§%0.13.15 and K% and perform the following steps for
each candidate:

— For all pairs (C;,CY) € P:
— Partially decrypt (C;, C}) to the state after the encryption of Round
14. If the resulting difference matches A, increment the counter for
the current key candidate.

6. Output the key candidate(s) which is/are associated to the highest counter

values.

Brute-force phase:
7. For all bits of K'7, K6, K and K, which have not been guessed in the
previous steps, perform further encryptions to identify their correct values.

Figure 2| visualizes the trail over the rounds 15-18. Note that .4 guesses only those
key bits which influence the output of the non-linear operations in rounds 15-
18. To determine these key bits, one can take the positions of all active and



unknown bits in ALY, and add +7 and —7 (mod n) to them (cf. Property (2)).
For instance, the output of F(AL') depends on the value of L}%. Hence, the
adversary has to guess the key bits K 5147 to derive A,
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Fig. 2. Truncated differential trail over the rounds 15-18 of our attack on SiMON32/64.
The adversary obtains the ciphertext differences A'® from the oracle, guesses the light
gray subkey bits and decrypts until Round 14, and derives the differences A in order
to identify correct pairs.

Attack Complexity. Considering the data complexity, the adversary requires
2312 chosen ciphertexts. Regarding the memory complexity, A can store either
a list of 2!® counters for each key candidate or a list of all ciphertext pairs that
survive the first filter after the decryption of the final round. Since the latter has
smaller complexity, we allocate memory for 2 - 2!2 texts of 32 bits each for the
attack, which is equivalent to 2'° bytes.

The computational effort for the collection phase, Cyoliect, iS equivalent to 230-2
full encryptions performed by the oracle. The filtering effort, Chiter, is given by
the costs for 2302 one-round decryptions to check 18 bits of A'7. Further, we
denote by Crey-guessing the effort of the key-guessing phase, wherein the adversary
encrypts the remaining pairs for each of the 2'® key candidates over the final
three rounds.

A trivial brute-force search can find the rest of these subkeys and K'* with
about 246 partial encryptions. Summing up, the total computational complexity



can be approximated by

1 3
2.2302 4 9.930.2. ' +2.218.918. 8 + 2%~ 2% encryptions.
Ceollect Chruteforce

Chiter Crey-guessing

Success Rate. We have to point out that the described attack may not work
for the complete trials. The probability of a pair to follow our differential is
about 27302, Hence, the probability that at least one correct pair occurs for the
correct key can be approximated by

1 — PrPoisson [Tl — 230.2’p — 2730.2’ x S 0] ~ 06327

which is 1 — 1/e.

Similarly, we need to clarify the probability of a false-pair decision. The probabil-
ity of a pair to produce the correct difference A'* by random can be assumed to
be 2732, Since we partially decrypt 2'2-2 pairs in average for 2'8 key candidates,
the probability that a false-positive hit occurs is about

1— Per’sson [’I’L _ 230-27]) — 2_32’x < 0] ~ 0.028.

After some simple calculations, we achieve success rate (i.e., one can find at
least one correct pair) of 63.2% percent for the trials. Yet, in case of success,
one or at most a few false-positive pairs may occur which can be filtered by
negligible additional effort. To increase the success rate, one can employ shorter
differentials of higher probability. For instance, there is the 10-round differential

2718.5
(Ara, Apg,12) > (A2,10, Do,8,12),

10 rounds
which can be used to mount a similar attack on 14-round SIMON32/64 with a
data complexity of 3-22® chosen plaintexts, a memory complexity of 2'7 bytes, a
computational effort equivalent to about 23° 14-round encryptions, and a success
rate very close to 1.

Similar Attacks On Further Versions. We can apply the same procedure
to the further versions of SIMON. Table 2| summarizes the probabilities, required
number of pairs (Cqata), known state bits to filter (1st filter), guessed key bits
(key bits), and success rates (where false random shows the probability that no
correct pair occurs during a run of the respective attack, and false real denotes
the probability of a false-positive pair to occur) for each attack. As a remark,
we used chosen ciphertexts in the attack on SIMON48/k in order to cover one
more round. The detailed complexities can be found in Table 1L The detailed
descriptions of the attack are summarized in the Appendices |[CHF!

5 Related-Key Attack on SIMON

Related-Key Attacks. Related-key attacks were introduced by Knudsen [26]
and Biham [8] in 1992 and 1993, respectively. In this method, for a given cipher,

10



Cipher Rds. Diff. Pr[diff Caata 1st Key False False
Rds. filter bits random real

SIMON32/64 18 13 273020 23120 cp 18 18  0.368 0.028
SiMoN48/k 19 15 274301 94600 o 28 20 0.019 4.88-107*
SiMon64/k 26 21 276101 96300 cp 35 36 0137 1.75-1073
SIMON96/k 35 30 279220 99320 Cp 59 43  0.368 5.48-107"
SIMON128/k 46 41 27!2460 912560 op g9 50  0.368 1.72-107*°

Table 2. Parameters for our distinguisher attacks on the versions of SiMoN2n/k. Rds.
= rounds, Diff. = differential, Prs. = pairs, CP = chosen plaintexts, CC = chosen
ciphertexts.

the adversary has access to two oracles, where one oracle uses a secret key K,
and another one a key K. It is also aware of the relation between two keys
instead of knowing their values. Furthermore, compare to the common single-
key setting, adversary can choose the key relation such that provides it with
an additional degree of freedom to identify weaknesses in a cipher. This can be
beneficial for the future attacks. However, this assumption that an adversary is
aware of the relations between multiple keys is rather impractical. Nevertheless,
some recent cryptanalysis methods (e.g., bicliques) can re-use existing related-
key differentials to mount attacks in the single-key model. Hence, related-key
differential-based attacks are worth being considered.

Boomerangs and Rectangles. Boomerangs and rectangles are differential-
based attacks that allow an adversary to concatenate two short differential char-
acteristics with high probability instead of a single long differential which po-
tentially helps to cover more rounds. Boomerangs have been first introduced
by Wagner [34], and were later transformed into a chosen-plaintext amplified
boomerangs by Kelsey et al. [23]. The latter principle was then renamed and
improved by Biham et al. [I0] to the rectangle attack.

In each of these methods, an adversary A first decomposes a given cipher E into
two sub-ciphers E = E?o0E"', where it uses two differentials o %) B and % 5

and collects quartets of plaintexts (P, P',Q,Q’) with P& P’ = Q ¢ Q' = «a.
In the following, we denote by (R, R’,S,S’) their encryptions after E' and by
(C,C", D, D') their encryptions after E2.

Each quartet has a probability of p? that (R, R, S, S’) fulfils R6R' = S®S’ = f.
We are also interested in the case that R@&.S = v and automatically R’ &S5’ =~ .
With probability ¢2, a ciphertext quartet (C,C’, D, D') fulfils C&D = '@ D’ =
6. If this is the case, we call it a right quartet. If the adversary collects m pairs
with difference «, then, the expected number of right quartets is, according to
[10]:

m?- 27" (pg)”.

So, if pg < 27™/2 A can count more correct quartets for E and distinguish E
from a random permutation.

11



To increase the probability of p and ¢, Biham et al. further proposed instead
of using fixed differences § and v in the middle of the rectangle, right quartets
can have any possible difference 3’ and 7/, as long as both pairs in a quartet
share the same difference 8’ and +' after E'. Thus, the probabilities of p and ¢

increase to
p= /ZPT[CM—)B’} and ¢= /ZPT[’W—HS].
B/ ,Y/

For related-key rectangles, one uses related-key differentials, where the key-
relation used for E' and that for E? can be chosen independently:

p=PrlEx(X)® Ex. (X ®a) =] = PrlE.(X)® El.. (X ®a) =],
q=PrlE}x(X)® E;. (X ®v) =0] = PrlE}.(X) ® E;.. (X ©7) = 4],

where

K*=K & AK,

K =KaVK,

K*=K® AK ® VK, and thus,

AK =Ko K=K & K'*,

VK=KaoK =K*®oK"*
for known key differences AK and VK.
Related-Key Rectangle Attack on SIMON32/6/. Recall that the key sched-
ule of SIMON maps uniquely any sequence of w consecutive subkeys to one value
of the secret key. With this property in mind, we explain a related-key rectangle
attack on 18 rounds of SIMON32/64 in the following. For the difference AK over

E' we start with AK? = AK* = AK® = 0, and AK® = Ag. From a simple
equational calculation, we obtain

AKY = Ayg, AK" = Ay 3,
AK' = A g, AK® = Ag 14,
AK? = A,

For the key relation VK over E? we start from VK2 = VK = VK = 0
and VK = Ag and obtain

VK? = Ay, VK = Ag,
VK = Ag, VE'S = Ay,

The resulting trail is depicted in Figure [3l We choose the plaintext difference «
in a way that the difference after Round 3 in the state becomes zero. This allows
us to pass rounds 3-7 with probability one. Because the adversary has freedom
to choose the plaintext difference, it will pass the first round with probability
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Fig. 3. Related-key trails for the attack on SIMON32/64. The left side shows the trail
over E', the right side that over E2.

one. Now, we need to determine the probability of the E'-trail over rounds 8
and 9. Due to the non-linear operation in Round 8, one obtains 22 possible dif-
ferences for ASS A27378, A273,7787 A27378,14, or A273,778714. After Round 9, A27378
can produce 2¢ differences, where each of them occurs with probability 276,
Ay 378 and Ag 3814 can produce 28 differences with probability 278. And sim-
ilarly Ag 378,14 can produce 210 differences with probability 271'°. Hence, the
cumulative probability for all differentials over rounds 8 and 9 can be calculated
from

\/26 - (272-6)2 428 . (2-2-8)2 1 28, (2-2-8)2 4 210. (2-2-10)2 9—4.68
Multiplying this value with the probability of 272 for Round 2, we obtain p =

27668 The same strategy can be applied to rounds 10 and 11 in the E?-trail
and gain § = 2768 with similar argumentation. Hence, this 17-round rectangle
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has a probability of (pG)? ~ 272672, The adversary can append another round
due to the Feistel structure which can be directly inverted in order to check A'7.
The procedure for the attack is then as follows:

2(nt1)/2 233/2 _ 929.86 : 28.86 ’
1. Choose 5 = s—sesg—oos = 2 pairs, or 2 quartets (P, P’),

(Q,Q)with P®P =QaQ =a.

2. Ask an oracle for the corresponding encryptions C' = Ex (P), C' = E (P’),
D = Eg+(q), and D' = EK*/(Q,). Set the round keys for the final round to 0,
invert the final round, and assign (C,C’, D, D) to their corresponding states
after Round 17.

3. For all possible (229-86)2 /2 = 258-72 combinations of pairs (C,C’), (D, D’):

— Testif C® D = C'"@® D’ =4. If one such quartet is found, output “real”
and terminate.

4. Output “random”.

Attack Complexity. The attack requires 23086 chosen plaintexts, which have

to be stored using 23986 . 32/8 = 23286 hytes of memory. The computational
effort is given by 23986 full encryptions by the oracle, 23986 additional single-
round decryptions by the adversary and 2°%72 memory accesses, which can be
overestimated by single-round encryptions, yielding a complexity equivalent to

230.86 + 230.86 . i + 258.72 . i ~ 254.55

13 13 encryptions.

Success Rate. The probability that, among all 25872 possible quartets, at least
one correct quartet occurs can be approximated by

1 _ P,],,Poisson[n — 258.72’p — 2758.7271, S 0} ~ 0632
On the other hand, the probability that a false-positive quartet occurs is about

1 — ppPoisson [n — 258-727p = 2_64’ r < O] ~ 0.025.

6 Impossible-Differential Attacks on SIMON

In this part, we go further and apply impossible-differential attacks on SIMON
family of block ciphers. In contrast to conventional differential cryptanalysis,
where the adversary searches for characteristics with a preferably high proba-
bility, impossible-differential attacks use characteristics with zero probability to
reduce the key space. The technique was first shown independently by Biham,
Biryukov, and Shamir in 1998 [9] to attack the NSA cipher Skipjack, as well as
by Knudsen [25] to analyze 6 rounds of his AES-proposal DEAL.
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6.1 Impossible-Differential Cryptanalysis

In impossible-differential attacks, an adversary splits a given cipher E into E4 o
FE5 0 Fy o Eq, and searches for a characteristic
A 20 pr Ly p A L qv ZE ot
E; Es E;l EZI

As a next, it chooses a set of plaintext pairs with difference A™ (or ciphertext
pairs with difference A°“*) and collects the corresponding ciphertext pairs from
an oracle, where it keeps only those that satisfy A°“! (or plaintext pairs that
satisfy A respectively). In the following, let K" denote those key bits, which
affect the characteristic A" — A and K°“ those key bits which affect the
characteristic AY < A°“*. For all possible values of K" U K°“, A partially
encrypts all remaining pairs over F; and decrypts them over Ey. If, for a given
key value, there is at least one pair that has A® after £1 and AY after the inverse
Ey, then the differential path over E3o E5 is not possible, and A can discard the
current key value. This way, the key space can be effectively filtered. Note that
for SIMON, since the key words K" already provide us with the secret key, we
do not need to consider K°%t.

Remark 1. The number of rounds for the characteristic A" — A% is limited
(and so is that of AY < A°U!) because each value of the key bits K" U K°4! is
used to encrypt a potentially high number of pairs. Obviously, this effort must
not exceed that of exhaustive search, or formally written:

|[KE U KP4 | Pyl < 27,

where |P,,4| denotes the average number of pairs that need to be en-/decrypted
with one non-correct key value to obtain the impossible differential.

For SIMON, the length of E; is limited to the first four rounds, when the se-
cret key consists of three words, and to the first five rounds, when the secret
key consists of four words. For the smallest variant, SIMON32/64, this is not
a problem; concerning the larger versions, this significantly limits the maximal
number of rounds that we can attack. In this section, we only describe our
impossible-differential attack on reduced SIMON32/64. The characteristics used
for the further versions of our attack on SIMON are listed in Appendix |B|

6.2 Impossible-Differential Attack on SIMON32/64

For this attack, we denote by E = E30 Eso0 E; a version of SIMON32/64 reduced
to the rounds 1-13, where F; denotes rounds 1-5, F5 the rounds 6-11, and F3
the rounds 12 and 13. We use the following characteristics:

in =2710 1
(Aous, Az10) T (0, Ag) — (Ajp—15), As,0.2-7.9-14])
—_——— Ey ~—— B>

Ain Ae A

# (An-s9-15), Ajo-7,9-15)) iv (Apn—s9-15)s Ap-3,9-13]) -

—1
3
Ay/ Aout
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Note that A™ requires the six bits LY ; g1, 1315 = 0, which would restrict the
plaintext space to 226 values. Again, to collect enough pairs, the adversary can
set the bits L(1’7779,11713715 = 1 and adapt the difference in the right part of A
s.t. the difference after the first round is still (Ag, Ag 4.8)-

Attack Procedure. We can split the attack into a collection, a pair-filtering,
and a key-filtering phase. The steps can be written as follows:

Collection phase:

Initialize an empty set P = ().

2. Collect 22Y plaintext pairs (P;, P!) with P& P’ = A" and obtain the corre-
sponding ciphertext pairs (C;, C}) from an encryption oracle.

2

—

Pair-filtering phase:

3. Store all tuples (P;, P!) for which the corresponding ciphertexts C;, C! satisfy
C; & C! = A°“t in P. Since there are 22% pairs and only 12 bits of A°“! are
specified, A can expect 229 -2712 = 217 pairs which satisfy our characteristic.

Key-filtering phase:

11111

ues of K:
— For each tuple (P;, P}) € P:
— Encrypt S; = E1(K,P,), S, = E1(K,P/). If S; ® S, = A*, then
discard the current value K and proceed with the next key candidate.

The probability that a value K survives all tests for one Elaintext pair is given
by (1 —2710), and for all pairs is equal to (1 — 2719)2"" ~ 27184 Thus, the
probability of a false-positive key to survive is 264 . 27184 &~ 27120 which leads
to our claim that A will find the correct value K after the key-filtering phase.

Attack complexity. The data complexity is given by 23° chosen plaintexts.
The adversary needs memory to store 2'7 pairs in average, which is equivalent
to 22! bytes.

Same as our previous attacks, the computational complexity consists of several
sub-steps which need to be considered. The costs for collecting 22 pairs are
given by 230 encryptions. For every pair, A then tests the keys K = K°||K!
IK? 5678011151 K%9 by encrypting a number of pairs over five rounds. Note
that these 164 16 + 8+ 2 = 42 key bits are derived from the fact that only these
bits affect A® = A,

We are also interested in the number of pairs |P,,4| that A has to encrypt in
average for an incorrect key candidate in order to find a pair that satisfies AT
Therefore, we require

p=1—((1—-2710)Fesly > 05,
Using simple calculus, we obtain

log(0.5)

|Pa'ug‘ = ’Vlog(lm-‘ =710 pairs (711 texts).
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Summing up, the effort for the filtering phase can be estimated by 22-711- £ ~
250-1 fyll encryptions. Afterwards, A will find the correct value of the 42 bits in K
with overwhelming probability, and can test all 222 candidates for the remaining
keys via exhaustive search. Thus, the total complexity is given by

5 .
230 1 942.711. =+ 222~ 2501 encryptions.
Ceollect " Chruteforce

Table [3| summarizes the parameters of our impossible-differential attacks on this
and further versions of SIMON. The differential trails which are used to mount
the attack can be found in Appendix [Bl Note that, for example, one could
easily add three or four more rounds to the impossible differential attack on
SIMON128/256 by guessing some more subkey bits, thus, reducing the effort for
exhaustive search. But, since this would not lead us to have an attack with more
rounds compare to the conventional differentials, we left the shorter attack as
an easy-to-grasp example.

State Key Rounds #Pairs Known |[P| p™ |K™| Filter |Pavg]

size size F1/E2/E3 bits

32 64 5/6/2 229 12 217 2710 4o 97184 77
48 96 5/7/3 237 20 217 9710 44 9718 77
64 128 5/8/4 251 34 217 2710 57 278 710
96 144  4/10/6 283 68 2% 278 33 2718 q78
128 256 5/12/8 2118 100 28 2719 g1 2738 710

Table 3. Impossible-differential attacks on SIMON. The filter results from (1 ,pin)\PI.

7 Linear Cryptanalysis of SIMON

7.1 Linear Cryptanalysis

Linear cryptanalysis represents another powerful statistic method for the security
analyzes of symmetric primitives. It was introduced by Matsui and Yamagishi
in 1992 [30], and has been applied to a large range of primitives since then.
Linear cryptanalysis considers a more practical setting than e.g., differential
analysis, since the adversary requires only knowledge about known instead of
chosen plaintext-ciphertext pairs. In a linear attack, the adversary searches for
some linear relation of some plaintext bits F;, ;,, .., ciphertext bits C}, j,...., and
some key bits Ky, , ... Following relation must hold for the given cipher [2§]
with non-random probability

Pr EBPQ@@CN:@K;W :p:%+e. (1)
‘ ¢ ¢

In general, the larger the bias |¢| from random, the more effective the linear
approximation.
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When approximating a given cipher, we assume that each of its internal non-
linear operations behave linearly with a certain probability. We denote this event
by p; = 1/2 + ¢; for the i-th non-linear operation. To combine multiple, say m,
such events, Matsui [28] proposed the piling-up lemma:

Lemma 1 (J28], Lemma 3). Let X; (1 < i < m) be independent random
variables whose values are 0 with probability p; or 1 with probability 1 —p;. Then
the probability that X1 & Xo® ... 0 X, =0 s

m
p=1/242m"L. He,».
i—1

In addition, Matsui also specified in his Lemma 2:

Lemma 2 (|28], Lemma 2). Let N be the number of given random plaintexts
and p be the probability of the linear approximation of our cipher. Assuming that
|p — 1/2| is sufficiently small, then the success rate of our attack is

In — @)
e 2 dx. 2
—2VN|p—1/2| V2T

Matsui’s results were calculated with focus on the DES. In [33] Selguk proposed
a more general approach for his calculation of the success probability and data
complexity. There, he used the notion of an a = (m — logr)-bit advantage to
denote that an m-bit key will be found among the 2" most probable key can-
didates identified by an attack. To achieve at least an 8-bit advantage for our
attacks, we use N = 8|p — 1/2|=2 throughout this work, which yields a success
rate of about 99.7% according to Table 2 [33] p.6].

7.2 Linearization of SIMON

To apply linear attacks on SIMON, we have to linearize the AND operation.
Therefore, we follow Matsui’s example for the DES, where we first illustrate the
approach for a toy version of the cipher with three rounds and then extend it to
r-round-SIMON in general.

Linearizing 3-Round SIMON. Here, we focus on a single active bit, say L{,
and regard the state L' in the middle of 3-round SIMON. Starting from top
and bottom, we can express L} as a relation of plaintext (L%, R?), ciphertext
(L3, R?), and subkey bits in two simple equations:
Li=Rl® Lo XJ o K,
Li=L3® R} ® X; & K3,
where X" denotes the output of the AND operation. Since for two random
input bits, AND yields ’0’ as an output in 3/4 of the cases, we can say that
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Pr(X{ = 0] = Pr[XZ = 0] = 3/4 for random X§ and X3. Shifting the key bits
to the right side of the equations yields

Prili® RS LY =K =3/4=1/2+1/4,
Prlli®o L3 ® R = K2 =3/4=1/2+1/4.
By XORing both equations and applying the piling-up lemma, we obtain
PriRO® LIS LE® RE = K§ ® K2 =1/2+2' - (1/4)? = 5/8.

Generic Linearization of SIMON. From this toy example it is easy to see
that SIMON can be linearized in a straight-forward manner: the AND operation
behaves equally in any round and for any bit of the state, so for any approx-
imation i in the cipher ¢; = 1/4 = 272, Thus, we can deduce the probability
and the number of required known plaintext-ciphertext pairs from the number
of approximations:

p=1/2+2m7 1. (27" =1/2 427,
N —_ 8 . (27777,71)72 _ 23+2(m+1) _ 22m+5.

We can also invert the deduction. Say, we want to collect at most 2”~! known
plaintext-ciphertext pairs to have a data complexity less than the entire code-
book. To achieve this, our attack with desired success probability of 97.7% can
use at most

22(m+5) < ogn—1 — m< TLT—6 KP. (3>

Ezxtension To r-Round SIMON. We can extend our 3-round approximation
round by round. For instance, we can generate a five-round approximation by
appending one round at the top and another one at the bottom. After appending
one round, our equation transforms to

PriRy© L L ® Rt = Kg ® K3 =5/8.

We can replace the unknown intermediate values (Rg, L, Li, RE) with known
ones as below:

Ry = L3,
Li=K e R)o L) & X{,
Li = R},

Ri=KioR,® LD Xg

In the two added rounds, we again approximate X = 0 and X§ = 0 with the
same probability. Thus, after simplifying the above equations, we obtain a total
bias of € = 2471.(1/4)* = 1/32 for four approximations by applying the piling-up
lemma:

Prilie L{o RO R, GR, 0L =K O K K@ K§)=1/2+1/32.
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We can apply this strategy over more rounds. From a small implementation
with starting from a single bit in the middle of rounds as we suggested above,
we attained the following sequence of required approximations in every round:

..5,5,4,4,3,3,2,.2.1,1,0,1,1,2,2,3,3,4,4,5,5,. ...
For SIMON32/64 the sequence is slightly better:
..,3,1,2,1,1,0,1,1,2,1,3, .. ..

However, from Equation 3| we know that an attack on SIMON32/64 should have
at most m < 13 approximations. From the sequences above, we can deduce the
maximal number of approximations for a linear attack on any version of SIMON.
For example, for SIMON32/64, the sequence 1,2,1,1,0,1, 1,2, 1 represents a lin-
earization of nine consecutive rounds with 10 approximations. For our concrete
example from above, this gives the following equation system:

T = L8,4,8 ®R)® L3 d Rg,4,87
y=K)s®K;s DK DK DK ®KS D K3 K3,
Priz=y]=1/2+2"7". 27210 = 1/2.4 2711,

Table 4| summarizes the parameters of our linear attacks for the different versions
of SIMON. We can extend the number of attacked rounds of all versions by ap-

Cipher Rounds #Approx. Data Succ.

Full Att. Approx. (KP) Rate
SiMoN32/64 32 11 9 10 223 0.997
SiMon48/k 36 14 12 21 247 0.997
SiMoN64/k 42 16 14 28 261 0.997
SimMon96/k 52 20 18 45 2% 0.997
SiMoN128/k 68 23 21 60 2125 0.997

Table 4. Summary of linear attacks for the different versions of SiMON. #Approx.
= number of approximations, Approx. = number of rounds for linear approximation,
Succ. = success probability, Att. = number of attacked rounds, KP = known plaintexts.

pending one round at the bottom and another one at the top without additional
workload since the adversary knows the inputs to the AND operation from the
plain- and ciphertexts and thus, does not need to approximate any. Since the
linearization of SIMON is independent of rounds or bit-indices, the adversary
obtains not only a single equation, but also n equations, which allow to recover
almost all subkeys in these rounds (except for the middle round). However, note
that the probability of all n equations to be hold at the same time has a sig-
nificantly lower success probability. Most importantly, one can see that linear
attacks on SIMON can not cover a quarter as many rounds as our differential
analysis.
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8 Discussion and Conclusion

In this work, we presented differential attacks on reduced-round versions of the
SIMON family of block ciphers. Furthermore, we briefly considered related-key
rectangles, impossible-differential and linear attacks.

Since the round function of SIMON only employs rotations, XOR, and AND,
it allows to construct differential characteristics of about one third of the total
number of rounds of the cipher. However, for every version of SIMON we could
find iterated differentials A «X+ A, with only a single active bit difference in
A differences, which allowed us to cover up to half of the number of rounds.
Inspired by the idea by Alkhzaimi and Lauridsen [2] of using a branch-and-
bound approach, we could show that there is a significant number of paths
for differential characteristics in SIMON which notably increase the expected
differential probability, so that differentials could be constructed to even more
than half the number of rounds, e.g., 31 out of 52 rounds for the 96-bit, and 41 out
of 68 rounds for the 128-bit version. The source of vulnerability of SIMON against
differential cryptanalysis is obviously related to the the absorption characteristic
of the AND and also the lack of further non-linear operations, such as additions.
Though, our attacks with smaller differential characteristics did not render com-
parably efficient, which leaves the open task of further exploiting rectangle and
related-key rectangle attacks. Similarly, we briefly considered linear attacks,
which are more practical since an adversary requires only known plaintext-
ciphertext pairs. Our results show that a straight-forward approximation of the
AND operation yields attacks with at least 11-23 rounds for the respective ver-
sions. Hence, differential attacks appear to be the more promising base for future
improvements.

Nonetheless, from our point of view, the prominent and very positive security
aspect of both NSA constructions is the round-wise key addition and the simple,
yet powerful key schedule, which protects very effectively against slide, rota-
tional, and meet-in-the-middle attacks over a reasonable number of rounds.
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A Differential Characteristics for SiMoN2n/k

Rd. SiMoN32/64 SiMoN48/k

AL AR log,(Pr) AL’ AR log, (Pr)
0 0 Ag As 16 Ag,14,18
1 Ag 0 0 Ag,10,14 As 16 -
2 Asg Ag A A6,10,14 o9
3 Ae,10 Ag - Ag.10 Arg o
4 A Ag,10 T Asg Ag,10 s
5  Agi0,14 A2 -2 Ag Asg —1e
6 Aos As 1011 —1439 A ~185
7 Aseis Dos -1 0 —18.5
8 A Asora —22.08 4 As 205
9 Aows A, ~24.08 Ae.1o As —225
10 Ao Az 14 LA, Ag,10 2o
11 Au Ao s Ag,10,14 Agp s
12 0 Ay —02 Ag 15,16 Ag,10,14 oo
13 Aun 0 o0 Ag,14,18 As 15,16 oo
14 FADY) Ag,14,18 T
15 Ag 14,1822 Ao s

Table 5. Differential characteristics for SiMON32/64 and SiMoN48/k. ¢ denotes
log,(Pr).
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Rd. SiMoN64/k

AL AR’ log, (Pr)
0 As As,10
1 As As -2
2 0 As -
3 Ag 0 -
4  A7gia Ag ¢
5  Ae,10,16 A7.8.14 -t
6 A A6,10,16 T
7 Agi0,146 A2 -1l
8  Asis6,22 Aé,10,14,16 TLAe
9 Ae,14,18 Ag,15,16,22 T
10 Aisis20 Ae14,18 2048
11 Ae,14,17,18  A14,15,20 9249
12 Ag;e Ag,14,17,18 049
13 As,10,14 Ag 16 Tasn
14 Ao A6,10,14 890
15 Asto Aus ~50.79
16 A Ao 1o —53.96
7 A As —55.7
18 0 A —57.01
19 A 0 —57.01
20 A A ~59.01
91 Ao As —61.01

Table 6. Differential characteristics for SIMON64/k. £ denotes log, (Pr).
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Round S1MON96 /k SiMoN128/k

AL AR’ log,(Pr) AL? AR log, (Pr)
0 Aso Ag,14,18,22 Ara Ag,10,14
1 A6,14,18 Ago -2 A6,10 Aio -2
2 Ag, 16 Ag,14,18 Ay Ag,10 -
3 Ag,10,14 Ag 16 T A Ag o
4 A1z Ag,10,14 g Ag w92
5 Ae.16 A 1A 0 —9.3
6 As As.16 2083 4 As ~11.3
. A As —22.53 As.1o As ~13.3
8 0 A 24 4 As.1o ~16.6
9 Ag 0 T Ag,10,14 Aqz e
10 Asg Ag 2098 Ag 15,16 A6,10,14 2T
11 Ag,10 Ag 283 A6,14,18 Ag 15,16 sz
12 A1z Ag,10 TaLes Ars1520  Ae,14,18 —os
13 Ag,10,14 Arg T Ag, 141718 A14,15,20 I
14 Asg 15,16 A6,10,14 o8 Asg, 16 A6,14,17,18 o
15 A6,14,18 As 15,16 4305 A6,10,14 Asg 16 748',89
16 Arg1s20  Ae,14,18 s A1z Ag,10,14 —oast
17 Ag,1417,18  A14,15,20 —oso Ag,10 A1z oot
18 Ag,16 A6,14,17,18 —orot Ag Ag,10 —oo
19 As 10,14 As1s 6418 4 As ~60.96
20 Aus As 10,14 ~69.83 A —62.28
91 As 1o A sz 0 —62.28
99 As Ae .16 T As —64.28
93 A As —76.47 As 1o As ~66.28
24 0 A T AL Ae.1o ~69.58
o5 A 0 —77.77 A 1011 A —71.58
26 Ag Ag ksl Ag 15,16 Ag,10,14 e
27 Ag,10 Ag mee Ag,14,18 Ag 15,16 s
28 Aqo Ag,10 —eeor Ag1s20  Ae,14,18 oeas
29 Ag,10,14 Aro —sror Ag,1417,18  A14,15,20 -0
30 Ag 16 Ag,10,14 mon2 Ag 16 A6,14,17,18 o
31 A6,10,14 Asg,16 otz
32 Aqg A6,10,14 Clomss
33 Ao 1o Avs ~109.07
34 As As.1o —112.24
35 A As ~113.98
36 0 As T
37 Ag 0 ~115.3
38 As A ~117.3
39 As.1o As ~119.3
40 Aig Ag,10 Tee
41 Ag,10,14 Aqo Tiede

Table 7. Differential characteristics for the 96- and 128-bit versions of SIMON2n/k. ¢

denotes log, (Pr).
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B Impossible Differentials for SIMON2n/k

SIMON48/k:
(Aoa8, Az 10) (0 Ao) (A[o 23], Ajo—22])
+
(Al0-14,16-20,23), D23,j0—22)) Py (A23,j0-6,8—12,15-18,22]s Ajo—4,7-10,14,16])-
SIMONG64 / k:
2710 1
A A A A A
(Ao,4,8, A2,10) T (0, 40) R (Ajo—31]5 Ajo,2—30])
(Ajo—22,24-28,31), A31,j0-30])
1
TS (Al0—6,8-12,15-18,22,24,31]» A31,[0—4,7—10,14,16,30] )-
SIMON96/ k:

(AGaA048) (O Ay) — R (Ajo—a7), Ajo,2—46])

1
(A[O—38,40—44,47]7 A47,[0—46]) <—6R (A[1—6,8—12,16—18,22,24] ) A47,[0—4,7—10,14,16])~

SIMON128/k:

(Ao,a8: 42,10) 5 (0, Ao) = (Ajo-63) Aj0,2-62))
7&

1
(A[0—54,56—60,63]a A63,[0—62]) <“8R (A[1—6,8—12,15—18,22,24} ) A63,[0—4,7—10,14,16])-

C Key-Recovery Attack on SIMON48/k

For our attack on SIMON48/k, we use the 15-round differential characteristic
from Table |5 (see Appendix |A)) over rounds 4 — 18:

2—43.01
A3 = (Ag 16, A 8.14) > (Ap.14,18,22, Aog) = A™.
15 rounds
Attack Procedure. This time, we let the adversary choose 2%° ciphertext pairs
(C,C") s.t. their differences yield A'® after the inverse final round. Afterwards,
it collects their corresponding plaintext pairs (P, P’) from a decryption oracle.

From our differential, we obtain the following truncated path:

0 0y _

(AL”, AR”) = (A14,18,(0,3,4,6,8—10,15—17,20—23]» A[0—2,4-12,14—19,21-23] )
1 1

(AL, AR") = (A20,12,7,14,15,19,22)> D14,18,[0,3,4,6,8—10,15—17,20—23] )
2 2

(AL*, AR®) = (A6,14,185 D20,]2,7,14,15,19,22])-

The adversary has to guess 20 subkey bits in total, more precisely
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o T 1. 371
— six bits of K K7 711 13,2123, and

: 0. 770
— 14 bits of K™: K0,2,3,5,779,12715,19,21,22~

In the following, the adversary takes the obtained plaintexts and inverts the first
round to filter out wrong pairs with the help of the 18 known bits of AL! and the
ten known bits of AR'. Afterwards, it encrypts the 24718710 = 217 remaining
pairs for all 22° subkey candidates over the first three rounds to check A3.

Attack Complexity. The attack requires 246 chosen ciphertexts. The adversary

has to store 2!7 pairs, which is equivalent to 2 - 217 - 48/8 ~ 2206 bytes, or alter-
natively, 22° counters, where one byte per counter suffices. The computational
complexity is given by:

1 2
2.94 4 9.9, —_ 4 9.917. 920 = 4 972720 o, 952.03 opyeryptions.
Ccollect Cbruteforce

Chilter Cley-guessing

For SIMON48/96, Chruteforce 18 given by 296-20 — 276, which dominates the total
effort.

Success Rate. The probability that at least one correct pair occurs for the
correct key can be approximated by

1— PTPoisson [’IL _ 2457]? — 2743'01’ T < O] ~ 0.981.

The probability of a pair to produce the correct difference A* by random can be
assumed to be 2748, Since we partially encrypt 2!7 pairs in average for 220 key
candidates, the probability that a false-positive pair occurs is about

1— PrPoisson[n — 2377]9 = 2_487;[; <0]~4.88- 1074

D Key-Recovery Attack on SIMONG64/k

For our attack on SIMON64/k, we use the 21-round differential characteristic
from Table 6| (see Appendix A)) over rounds 2 — 22:

Al = (ASaAG,l()) <T—> (AG,lo, Ag) = A%

21 rounds

Attack Procedure. The adversary chooses 22 plaintext pairs (P, P’) s.t. their
differences yield A! after the first round. Afterwards, it collects their correspond-
ing ciphertext pairs (C,C’) from an encryption oracle. From our differential, we
obtain the following truncated:

(AL%, ARZS) = (A12,[7,11,14,18)> D6,10),

(ALMa AR24) = (46,10,14,8,9,12,13,15,16,19,20,22,26]» A12,[7,11,14,18] )

(AL25, AR%) = (A8g,[2,7,9,10,11,13—18,20—24,27,28,30]
A6,10,14,[8,9,12,13,15,16,19,20,22,26] )5

26 26\ _
(AL™, AR™) = (A[0,3,4,6,8726,28731]aAB,[2,7,9,10,11,13718,20724,27,28,30])~
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The adversary has to guess 36 subkey bits in total, more precisely

. 23. 723
— four bits of K*%: K373 1731,
: 24, 724
— ten bits of K4*: K§45711,14,18,19,21,25, and

: 25. 725
— 22 bits of K=: K173,579,12,13,15717,19723,26,27,29,31'

In the following, the adversary takes the obtained ciphertexts and inverts the
final round to filter out wrong pairs with the help of the 13 known bits of AL??
and the 22 known bits of AR?®. Afterwards, it partially decrypts all 262-13-22 —
227 remaining pairs for all 236 subkey candidates to check A?2.

Attack Complexity. The attack requires 253 chosen plaintexts. The adver-
sary has to store 227 pairs, which is equivalent to 2 - 227 . 64/8 ~ 23! bytes, or
alternatively, 236 counters. The computational complexity is given by:

1 3
2.20249.902. — 4 9.927.936. = 4 4.996736 & 963-82 opceryptions.
— 26 26 —— yp
Ceollect Chruteforce
Cﬁlter Ckey-guessiug

Note that we assume that one has to apply the brute-force step up four times
since we allow up to three false positives to occur. For SIMON64 /128, Chuteforce
is given by 4 - 2128736 — 294 which dominates the computational effort.

Success Rate. The probability that at least one correct pair occurs for the
correct key can be approximated by

1— P,’,Poisson [n _ 2627]7 — 2_61'01’ < O] ~ 0.863.

The probability of a pair to produce the correct difference A%? by random can
be assumed to be 2764, Since we partially decrypt 227 pairs in average for 236
key candidates, the probability that at most three false-positive pairs occur is
about

1 — prPoissonip — 963 — 9764 1 < 3] = 1.75 - 1073,

E Key-Recovery Attack on SIMON96 /k

For our attack on SIMON96/k, we use the 30-round differential characteristic
from Table 7| (see Appendix |A)) over rounds 2 — 31:

—92.2
Al = (A207 A6,14,18,22) S — (A8,167A6’10’14) = A3

30 rounds

Attack Procedure. The adversary chooses 2922 plaintext pairs (P, P') s.t. their
differences yield A! after the first round. Afterwards, it collects their correspond-
ing ciphertext pairs (C,C") from an encryption oracle. From our differential, we
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obtain the following truncated path:
(AL32 R32)

33 33
(AL AR ) AQO [7,10,11,14,15,17—19,22,24—26,32]» 46,14,18,[9,16,17,24])7

(A(S 14,18,(9,16,17,24] AS 16)
(
34 34
)
(AL AR ) (A6 14,(8,9,11—-13,15—28,30,32—34,40]
0
(

S

20,[7,10,11,14,15,17—19,22,24—26 32})

35 35
(AL AR ): AS [0,7,9—36,38,40—42]» A8911 13,15-28,30,32— 3440)

The adversary has to guess 43 subkey bits in total, more precisely
: 32, 132
— four bits of K% K7 15 23,
: 33. 733
— 14 bits of K~ K2,7,9—11,13,16,17,21,23—25,31,4% and
_ ; 34. 734
25 bits of K°%: Ko,3,4,7,8,10—15,17—19,21,22,24—27,29,31—33,39~

In the following, the adversary takes the obtained ciphertexts and inverts the
final round to filter out wrong pairs with the help of the 24 known bits of
AL?* and the 35 known bits of AR3*. Afterwards, it partially decrypts all
292:2-24-35 — 9332 yremaining pairs for all 243 subkey candidates to check A3,

Attack Complexity. The attack requires 2732 chosen plaintexts. The adver-
sary has to store 2332 pairs, which is equivalent to 2 - 2332 .96/8 ~ 2378 bytes,
or alternatively, 243 counters. The computational complexity is given by:

1 3

9.9092.2 L 9 9922 = L9 935 943 O | 996-43 _ 993.24

Ceollect Chruteforce
Cﬁlter Ckey»guessing

encryptions.

For SIMON96 /144, Chruteforce 18 given by 2144743 = 2101 encryptions, which dom-
inates the computational effort.

Success Rate. The probability that at least one correct pair occurs for the
correct key can be approximated by

1— PrPoisson [n _ 292-2’p — 2_92'2’ x < 0] =~ 0.632.

The probability of a pair to produce the correct difference A?? by random can
be assumed to be 279, Since we partially decrypt 2332 pairs in average for 243
key candidates, the probability that a false-positive pair occurs is about

1— PTPoisson[n — 275'27]) — 2796’ Tz < O] ~ 5.48 . 1077-

F Key-Recovery Attack on SiMON128/k

For our attack on SIMON128/k, we use the 41-round differential characteristic
from Table [7| (see Appendix |A)) over rounds 2 — 42:
27124,6

Al = (A127A6,10,14) S (A6,10,14, Aqgg) = A2,

41 rounds
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Attack Procedure. The adversary chooses 21246 plaintext pairs (P, P’) s.t.
their differences yield A after the first round. Afterwards, it collects their cor-
responding ciphertext pairs (C,C’) from an encryption oracle. From our differ-
ential, we obtain the following truncated path:

(AL™, AR™) = (Ag 16,7.11,14,15,18,22)» D6,10,14)

(AL*™, AR™) = (A¢,14,18,(8,9,12,13,15—17,19,20,22—24,26,30]» A8,16,[7,11,14,15,18,22] )+

(AL", AR®) = (Af7.9-11,13-28,30—32,34,38]
A6,14,18,[8,9,12,13,15—17,19,20,22—24,26,30] )

(AL*, AR') = (A6,8—36,38—40,42,46]> A[7,9-11,13—28,30—32,34,38] )-
The adversary has to guess 50 subkey bits in total, more precisely

o T 43. 1743
— six bits of K*°: K37 13 17,91 63

: 44, 744
— 15 bits of K**: KO,1,4,779,11,14,15,18,21723,25,29’ and

_ it 45, 1745
29 bits of K*: K1,2,5—13,15—17,19—27,29—31,33,37,63-

In the following, the adversary takes the obtained ciphertexts and inverts the
final round to filter out wrong pairs with the help of the 39 known bits of
AL* and the 50 known bits of AR*. Afterwards, it partially decrypts all
2124.6-39-50 — 935.6 yemaining pairs for all 2°° subkey candidates to check A%2.
Attack Complexity. The attack requires 2126 chosen plaintexts. The adver-
sary has to store 23>6 pairs, which is equivalent to 2 -23%:6.128/8 ~ 2406 bytes,
or alternatively, 2°° counters. The computational complexity is given by:

9.9124.6 | 9 91246, 1 19.9356 950 3 4 12850 1 9125.63 o runtions.

46 46 =
Ccollect Cbruteforce
Chilter Crey-guessing
For SIMON128/192, Chruteforce 18 given by 2192750 —= 2142 encryptions, which

dominates the computational effort. For SIMON128/256, the brute-force effort is
2256=50 — 9206 opcryptions.

Success Rate. The probability that at least one correct pair occurs for the
correct key can be approximated by

1 _ PTPOiSSOTL[n — 2124.67]) — 2—124.67x S O} ~ 0632

The probability of a pair to produce the correct difference A*? by random can
be assumed to be 27128, Since we partially decrypt 23°-6 pairs in average for 2°°
key candidates, the probability that a false-positive pair occurs is about

1— P,,,Poisson[n — 285.6’p — 2—128’ T S 0] ~1.72- 10—13.

31



	Differential and Linear Cryptanalysis of Reduced-Round Simon
	Introduction
	Simon
	General Observations

	Search For Differentials
	Extending Characteristics Over More Rounds

	Key-Recovery Attacks on Simon
	Related-Key Attack on Simon
	Impossible-Differential Attacks on Simon
	Impossible-Differential Cryptanalysis
	Impossible-Differential Attack on Simon32/64

	Linear Cryptanalysis of Simon
	Linear Cryptanalysis
	Linearization of Simon

	Discussion and Conclusion
	Acknowledgment
	Differential Characteristics for Simon2n/k
	Impossible Differentials for Simon2n/k
	Key-Recovery Attack on Simon48/k
	Key-Recovery Attack on Simon64/k
	Key-Recovery Attack on Simon96/k
	Key-Recovery Attack on Simon128/k


