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Abstract

The hyperelliptic curve Ate pairing provides an efficient way to compute a bi-
linear pairing on the Jacobian variety of a hyperelliptic curve. We prove
that, for supersingular elliptic curves with embedding degree two, square of
the Ate pairing is nothing but the Weil pairing. Using the formula, we de-
velop an X-coordinate only pairing inversion method. However, the algorithm

is still infeasible for cryptographic size problems.

1. Introduction

In [3, Theorem 2], Granger et al. introduced the Ate pairing for hyperelliptic curves.
For a supersingular elliptic curve E/F, with #E(Fq):q+1, the pairing in the form [3,
Lemma 6] is stated as follows: Let o, be the g-th power Frobenius endomorphism and
let r be the maximal odd divisor of g+1. Put G;=E(F)lr] and G,={AecE[r]
o,(A)=-A}. Note that the embedding degree for r is two. Let h 4 be the g-th Miller
function for A. Then the hyperelliptic ate pairing a under this setting is defined as

a(@,A) = h, 4(@)

where Qe G;-{0}, A=G, Note this is different from the elliptic curve Ate pairing
defined in Hess, Smart and Vercauteren [5, Theorem 1]. The Ate pairing a, defined in
Hess [4, Sect. 2.2] is a2 (it is intended for ordinary elliptic curves but the definition

makes sense for supersingular elliptic curves).

Let g1 be the (g+1)-st Weil pairing. The main result of this paper is
e, 1(Q A) = hy (@)~ (1.1)
Therefore
e,.1(@ A) = a(A, Q) = a, (A, Q). (1.2)

Of course, a bilinear pairing on two cyclic groups is unique up to constant power.
Hess[4] and Vercauteren[12] give systematic constructions of such a simplified formula
for pairings. What (1.2) asserts is that we determined the constant. We further

show

Q."514) = h,,@. (1.3)
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The proof of (1.1) is divided into two steps. The first step is to explicitly de-
scribe the Weil pairing in terms of group extensions, which is valid for any elliptic

[
curve. Let m be an integer prime to q. Let A E[m] and take a (random point)

SeE. Let f be a symmetric rational factor system on E with values in G, associ-
ated to the divisor IT:=[A+S]-[S] in the sense of Serre[10, VII.16, Remark]. We nor-
malize f so that f(0,0)=1. The factor system f introduces a (rational) binomial oper-

ation ;r on the product ExG,, by
(P, x)-}-(Q,y) = (P+Q, xyf (P,Q)). (1.4)

We denote this '"rational” group by E}ka. (It is birationally equivalent to an alge-

braic group (see Serre[10, VII.4, Prop. 4]) but we work on the rational group in view

of implementation efficiency.) Since mlIl is principal, E+G_, is a trivial extension.
fm

More explicitly, it holds that

. R, 1PV, (@)
FARQ) == " Q)

where h,, ;;:=h, .s/hg. Thus

0 >G, >ExG, —>E >0

Cl
0—>G,,—>E+*G,—E——>0
£ (1.5)
C, Mg
0 G, ExG,—>E——>0
commutes where
Cy(P,x) = (P, x/h,, ;(P)),
Cy(P,x) = mf(P, 1)+ (0, x).
f

Here, m; is the m-times map with respect to -}- If @ =E[m], then Cy(C.(Q, 1)) is also
an m torsion element of E}ka because C; and C, are group homomorphisms. By (1.4),

the fist component of Cy(C{(Q, 1)) is 0. Note that x—(0,x) is an injective group ho-

momorphism from G, to E;Gm. Thus we obtained a group homomorphism E[m]—y,,.

We will show this give rise to the Weil pairing (Remark 3.5).

[1] Probably, the first step is already known to the experts. However, the au-
thor could not find a proof in open literatures. Eventually, our proof of
the first step is to write the well known isomorphism Pic’(E)— Ext(E, G,)
and an inclusion Hom(E[m], G,)) — Ext(E, G,) (cf. Milne[8, Prop. 11.3]) so ex-

plicitly that we can construct a pairing computation algorithm.



In the second step, we simplify the formula obtained in the first step. Note that

a group operation is associative. One can evaluate m; with O(logym) evaluations of }[‘

This eventually results in a usual Weil pairing computation algorithm. However, we

decompose (g+1), as qf;rlf. In computing ¢ times map, we take advantage of

supsersingularity and the embedding degree being 2 (i.e. rlg+1).

Using (1.3), we make a slight improvement to the pairing inversion algorithm due
to Galbraith, OhEigartaigh and Sheedy[2]. They gave an algorithm to compute the
eta pairing on supersingular hyperelliptic curve with the final exponentiation raising to
the power —2. Using the algorithm, the proposed a multivariate attack on the pairing
inversion problems. Our method is only applicable to supersingular elliptic curves of
embedding degree two. However, we have only to find a zero of a polynomial defined
over a smaller field in the following sense. Let z be a given r-th root of the unity
and consider to find @G, satisfying h ,(@)=z. We construct U, ,(X)eF [X], rather
than FqZ[X], of degree approximately ¢/2 from h, 6, and Trqu/Fq(z) such that one of

F,-solutions of U, (X)=0 gives the X-coordinate of @. Although the computational
complexity of our method is smaller than that of [2], it is still infeasible. It might
be worth to mention that Kanayama and Okamoto[6], Kim and Cheon[7] and Chang,
Hong, Lee and Lee[l] reduce the difficulty of pairing inversion problems to the diffi-

culty of final exponentiation inversions.

The rest of the paper is organized as follows. In Section 2, we briefly review
mathematical backgrounds on group extensions. In Section 3, we perform the first
step described as above. In Section 4, we perform the second step and prove (1.1)

and (1.3). In Section 5, we discuss some application of (1.3) to pairing inversion.

Acknowledgments. The author would like to thank Frederik Vercauteren, Steven Gal-

braith and Yuuichiro Taguchi for comments and/or discussions.

Notation: Throughout the paper, p denotes a prime and N is a positive integer. We
put g:=pVN. The g-th power Frobenius map is denoted by ¢,. Divisors mean the Weil
divisors. (Since we will work only on nonsingular varieties, we identify them with the
Cartier divisors.) Let %k be a perfect field. An elliptic curve E/k is defined by the

Weierstrass equation
Y?+a, XY +a,Y = X*+a,X” +a,X +a, (1.6)

with a;, ..., agek. In Sections 4 and 5, we assume that E is defined over F, and
that #E(Fq):q+l unless otherwise noted. Note that this implies that E is
supersingular. The X and Y coordinate functions are denoted by ¢ and 75, respectively.
We use 7:=—¢/n as a local parameter at the point ¢ at the infinity. We say a ra-
tional function f on E is normalized if the leading coefficient of the Laurent expan-
sion of f with respect to 7 is 1. For n€Z and P<E, we define the Miller func-

tion h,p as the normalized function satisfying



divh, p = n[P]-[nP]-(n-DI0]. (1.7
For P E, we denote the translation by P map by ¢p:
ip(Q) = Q+P. (1.8)
For P, Q= E, we denote by LP)Q the normalized function satisfying
divLp o = [PIH[QI+[-P-Q]-3[0]

and put Vp:=Lp p. Explicitly, Vp=¢-&(P) for P#20. For neN, we define

1 if char(k) = 0,
en) = p¢ if char(k) = p

[\

2 and E is ordinary, (1.9)
p2e if char(k) = p > 2 and E is supersingular,
n if char(k) = 0,

= 1.10
u(n) n' if char(k) = p > 2 ( )

where n=pen’ with ged(p, n)=1.
2. Factor Systems

We summarize some properties on group extensions which are used in the later
sections. Further details can be found in Serre [10, Chap. VII]. See also Milne [8,
Sect. 11 and 16]. Let k2 be a perfect field and let E be an elliptic curve defined
over k. A symmetric rational factor system on E with values in G, is a rational
function f on ExE satisfying f(P, Q)=f(®, P) and

f@QRF(P,Q+R)
fP+QRf(P,Q ~

2.1

as a rational function on (P, @, R)eE®. The abelian group consisting of such functions
are denoted by Z*(E, G,). For n>1, let C(E,G,) be the abelian group of rational
functions on E". We define (SEHom(CI(E, G,), Cz(E, G,)) by

(0g)(P, Q) = 9(P)g(Q) g(P+Q) (2.2)

and put B*E,G,):=3C'E,G,). It is easy to see that B*E,G,) is a subgroup of
ZXE, G,).

In case that f is regular at (0,0) and (0,P) for P E,
fO,P) = f(P,0) = f(0,0) (2.3)

by (2.1). We say a factor system f is normalized if f is regular at (0,0) and
fO,0)=1. Let erz(E, G,) be a normalized factor system. Then, we obtain the fol-

lowing exact sequence:



x — (0, x) P,x) - P
—_— G ——

0 - G, Ifm E >0

where E?Gm is a rational group whose underlying set is ExG, and whose group opera-

tion -}‘iS defined by

(P, x) H @,y) = (P+Q,xyf (P, Q)).

Let f, g9 and A be normalized symmetric rational factor systems. Assume that we

have commutative diagrams

0——>G,——E+«G,——=E——>0

o

0——=G,—>EiG,—~E——>0

and

0——>G,—>E+G,—>E——>0

v

0——>G,—~E:G,—~E—>0.

Then we see

0— =G, —=E*G, —=E =0

fa
lr l"’ tw (2.4)

0——=G,—E:G,—~E—>0

where I'(P,x):=D(P, l)ZrBU(P, 1);;((9,x) commutes. For m N, let me be the m-times map
on E?Gm. Put Am(P,x):mf(P, 1)}—((9,x). Using induction on meN to (2.4), we see
that the following diagram commutes:

0——>G, >E*G,—>E———>0

T

EGy — ~E—>0.

m

Explicitly,

m-1

A, (P, x) = [mP,xr] f(P,nP)|. (2.5)
n=1




Let n;, ny,: EXE—E be the projection to the first and the second component, re-
spectively and let s:ExXE—E be the sum on E. By definition (see Milne I8,
Sect. 9]),

PicX(E) = {d ePic(E) : (nt+my—s*)d) = 0}.

For PeE, the divisor class [P]-[0]€Pic(E) in fact belongs to PicX(E). Indeed, we

construct a rational function fp on ExE satisfying
div(fp) = (n} +m5—s*)[P]-[OD. (2.6)

Note that (2.6) determines fp uniquely up to constant multiple and that, if such a fp
exists, fp is a rational symmetric factor system. See Serre [10, VII.§3.16]. However,

fp is not normalized.

Theorem 2.1. Let P E-E[2]. Define a rational function fp on EXE by
fP(Q: R) = Lp,_Q(R)/VP_Q(R)- (27)

(i) The function fp satisfies (2.6).
(i1)) Let z and w be the local parameter at O for @ and R, respectively. Let & be

the formal group law associated to E. Then, expansion of fp at (0,0) is

F@R) = 2211062, 2w, w2, 2.8)

(iii) Let TeE—-{0,+P}. Put z_j:=z°tp and wp=w°t_p. (See (1.8) for the definition of
t. Note that z_, and wjy are local parameters of @ at T and R at -T.) Then,
around (=T, T), it holds that

fp(@, R) = 6(z_p, wp)(E(P) —T) +O(z_p, wy)). 2.9

Proof. All claims follow from checking whether the Laurent series expansion of f» has
a correct leading term for the (Cartier divisor corresponding to the Weil) divisor
(w3 +my—s*)[P]-[0]) at all (closed) points of ExE. The computation is standard (but
quite lengthy), hence omitted. [J

Remark 2.2. For Q@=0, P, we can easily check

diva(Q, ') = ((77:? + 77«'5 - 3*)([P] - [(9])) I {QIXE

[P]+[0]-([P-Q]-[-QD

This does not imply (2.6). For a counter example, let P=E be of finite order of
m>1. If (2.6) holds, then a function fP(Q,R) =fp(Q, R)h,, p(}) also satisfies

div(fp(@, ) = div(Lp_o/Vp_g)



for all @ =0,P. Apparently, fp does not satisfy (2.6).

Remark 2.3. In case of k=F, we briefly observe how certain factor systems give rise
to a group homomorphism from E(F,) to G,. Put I''=E(F) for simplicity. Let reN.
Take A, Be€E of order r satisfying o,(A)=gA and ¢,(B)=¢gB. Put @ :=(f,/fz) and
@:=h,s/h,g. Then & is a normalized symmetric rational factor system by (2.8) and
we see P=06¢p. For any @, ReI-{0}, we have fX(Q,R) = 0,(f,(@ R)) = qu(Q,R) and
fg(Q,R):qu(Q,R). Now  write r:iioaiqi with some neN and q,cZ. Put

lpizn(fin/fqu)ai. Using (2.3) for the case =0 or R=0, we obtain
i=0
¢IF><1_ - lI/lFXF' (2.10)

n
Note D:=) a/[q'Al-[¢’B]) is principal. Construct a normalized rational function y sat-
i=0

isfying divyp=D. Then W=dp. Therefore (2.10) implies d(¢/p)| =1, hence
o/ye Hom(E(F ), G,)). Of course determination of Ker(¢/y) is another story and needs

more fine arguments.
3. The Weil Pairing

In this section, we study connection between the Weil pairing and the diagram (1.5).
As was in the previous section, E denotes an elliptic curve defined over a perfect field

k. Let PcE-{0} and let fp be a factor system defined by (2.7). Define i :E —>EXE
by i,(@)=(Q, nQ).

Definition 3.1. (Silverman[11, Sect. 3.8]) Let m>1 be an integer. In case of
char(k)>2, we assume that m is prime to char(k). For P < E[m], define a normalized
function g, p by divg,, p=mp([P1-[0]). For a given @ € E[m], take any S€E such that
9mp 18 regular and non-zero at both @+S and S. The m-th Weil pairing e,, is defined
by

e(@, P) = g, p(Q+S)g,, p(S).

Now we study (2.5) for f=f, more closely.

m-1

Lemma 3.2. For m=>1 and Pe<E, it holds that lc[]—](fpcin) =u(m). (See (1.10) for
n=1

the definition of u.)

Proof. Recall that we use 7:=-¢/n for a local parameter on E at 0. By (2.8),

- o(n+1) m-1 . 0
ann:T,J(HO(T)). Thus, [T (fpi,)=

rmg=u(m)r™(1+0(7)). O

m
TmE(1+O(T)). The assertion follow from

Lemma 3.3. For meN and P<E, we define

1m—l
Fm,P = u(m)_ [_lfPoin'
n=1



Let g, p be the normalized rational function on E satisfying
div(g,, p) = —[mP]+[0]+my([P]-[O)).
(Note this is compatible to Definition 3.1.) Then,
Fop = Monp/ G ps (3.1)

where h,, p is the Miller function (1.7).

Proof. Note that h,p and g, p are normalized by definition. So is F,p by
Lemma 3.2. Thus we have only to show divF, p=divh, p—divg, p. By (2.6),

div(fpei,) = i,(divfp) = i,mj((P1-[0)) +i,m5([P1-[0]) —i,s*([P1-[0])
id"([P1-[0]) + nj([P] - [O]) — (n+1)z(LP] - [OD).

Hence for m=>2,

m-1
div(F,, p) ;div(fPOin) = m([P]1-[0]) - mj([P]1-[0])

m[P] —[mP] - (m-1)[0] + [mP] - [0] -mz([P]-[0])

divh,, p—divg,, p.

O

Theorem 3.4. Let char(k)Im. Let P Elm]l. Take SeE-EI[2] satisfying P+S & E[2].
Put I1:=[P+S]1-[S1€Div(E) and put

Fm,H = Fm,P+S/Fm,S’ hm,H = hm,P+S/hm,S'

Then,

Fm) H(Q)/hm, H(Q) = em(P: Q)

for all @ € EIm] at which F,, ; and h, ;; are regular and non-zero.

Proof. We also define

fin = fpsslfsy R = hm,P+S/hm,S'

Note f; is a symmetric rational factor system associated to II. By (2.8), fy is

normalized. It is easy to verify
m-1
Fon= [1(Fei) (3.2)
n=1

and

Fm,H = hm,H/gm,Fl- (33)



We choose and fix P,, and S, € E satisfying mP,,=P and mS,,=S. Since mP=0 and
char(k)I'm,

divg,, p = . ZE[ ]([Pm+T]—[T]),

divg,, ; = TEZE[ ]([Pm +8,+T1-[S,+ T = div(g,, p°t_g ).
m

(Recall that tg is the translation by -S,, map, cf. (1.8).) Since S#0 and S#-P, the

rational function g, p is regular and non-zero at -S On the other hand, g, ; is

m*

normalized. Therefore

1
= ——F—a °f .
Im, 11 I =S,) Impl-s,

If g,, ; 1s regular at @, we have

B gm,P(Q_Sm) _ p
gm,r](Q) - gm,P(_Sm) - em(Q; ) (34)

by Definition 3.1. The assertion follows from (3.3) and the alternating property of the
Weil pairing. [

Remark 3.5. Letting f=f; in (1.5), we see CyCi=(mg,F,, /h, ). Theorem 3.4 gives
Co(C1(@)=(0, e, (P,Q)) for Q =E[m].

4, The Weil Pairing on Supersingular Curves

This section is devoted to a proof of (1.1) and (1.3). Let E/F, be an elliptic curve.
Throughout this section except for Lemma 4.4, E is assumed to satisfy #E(Fq):q+1.

This implies that E is supersingular. Let r be the maximal odd divisor of ¢+1. Put

G
Gy

{PeEIlr] : ¢(P) = qP},
E(F)Ir].

Since r is odd, the embedding degree for E and r is 2. We note gP=-P for
PeE[r]. We also note that E[r]=G,®G,. (This is the reason why we required r to
be odd.) For PcE and a power m of p, there exists the unique P,, satisfying
mP,, =P. By the uniqueness of P,, we write P, as m~1P. We keep the notation i,,

F, p, F,  introduced in the previous section. We begin with a technical lemma.

Lemma 4.1. Let meN. We fix Q€ E-{0} and consider h, ((Q) as a rational func-
tion of S€E. Let ¢ be the local parameter for S at 0. Then,

h’m,S(Q) — cm,QQE(m)—m+O(Q£(m)—m+1)

with c?n,Q:u(m)fz. (See (1.9) and (1.10) for the definition of ¢ and u, respectively).

Proof. Let h, (@)=Y v, ,(@c¢" with y, (@)#0 be the Laurent expansion with respect
to 0. Note



- 10 -

R (@) = Z:ym,n(Q)(Q"—lE)n = (-1)", (@)c" + O(p**1).
On the other hand, as a rational function on @,
divh,, sh, s = m(SI+[-S]1-2[0D) - ([mS]+[-mS]-2[0]) = div(Vg'/V, o).

The both hand sides are normalized rational function on . Nothing that E is

supersingular, we have

Ve@"  (@,-S)" (=g 2+0( )"
hm,S(Q)hm,—S(Q) = VmS(Q) = Q.- (mS), = _u(m)2Q—25(m)+O(Q—2s(m)+1)'

Therefore we obtain 2v=-2m+2:m) and (-1), (@°=(-1""u(m)™> In case of p=2,
we are done. Otherwise, ¢m) is odd and (-1)’=-(-1)". Hence c?n,QZVm,v(Q)Zzu(m)fz.
O

The next lemma explains why we can expect a simple formula for the Weil

pairing on supersingular curves.

Lemma 4.2. Let P E-E[2]. For a power m of p, it holds that Fm’P:h_m

m, m~1P*
Proof. Since E is supersingular, my is purely inseparable of degree m2. Therefore
div(F,, p) = m([P]1-[0]) -m2(Im~1P]-[0]) = —m(m[m-1P]-[P]-(m - 1DI0O])

= div(h,", 1p).

Since both F, p and h are normalized, the assertion follows. [J

m, m-1P

Theorem 4.3. Let AcG, and Q< E(F)-{0}. Then eq+1(Q, A):hq’A(Q)Z.

Proof. The assertion trivially holds for A=0. In what follows, we assume A =0.

L
Note thP—thVqP’P for any PcE. Take S<E and put I1:=[A+S]-[S]. Then
(g+1)P
L
hys =Ry H% by (qg+1)A=0. Put IT:=[g1A+q1S]-[g-'S]. By (3.2),
qo,

Fyan = Fo nlfiriy) = be(fireiy).
On the other hand, (3.3) gives F, ., y=h ”/qu’H' Therefore,

Lq(A+S),A+S

— A B oj }1
9q+1,m1 = h’q,l‘[ qus hq’f—[ (fH lq) .

Since G,NE(F,)={0}, as a rational function of S, we have

(A+S),A+S(Q)

L
q _
9gr1,n(@) = by n(@h, ﬁ<Q)qun<Q, -

By (2.9) and (3.4)



- 11 -

Py ars@Mhy g1pq 5@ L_y, 05 A+S(Q). V(@)
h, s(@h, Sq(Q)q L,ss@ V,us@Q)

€@ A) =

Let ¢ and o be the local parameter at O for S and ¢-1S, respectively. Since E is
supersingular, g:§qZ+O(§q?+1). Now as a rational function of ¢-1S, the functions
hyass@), hyy1a.15(Q@) and V, (@) are defined at ¢-1S=0. Let g, be the g-th power
Frobenius map. Since o—q(qflA):A and 0,(Q)=@, we obtain

hyy1a@7 = o)k, 14Q) = hy 4@

The other functions are expanded as follows:

V(@) = &Q)-&S) = —072(1+0(0)

(073+0(072)) —n(A+S)
L—A+qS,A+S(Q) = L—(q+1)S,A+S(Q) = (Q_2+0(Q_1))—6(A+S) (E(Q) - f(A +8))+ 77(A +8) - U(Q)

= (HQ) - &(A))o1+0(1)
(=03 +0(0"%")~(— 03+ 0(02))
(0727 +0(079) - (02+0(p™ 1)

—0 2407 Y)

L,ss(@) Q@) —02+0( 1)) +(-03+0(2) - Q)

By Lemma 4.1,
hys(@) = ¢, g0 I+ 0",
hggs(@Q) = ¢, g8 +0@" Y,

hence hq’q,IS(Q)q :cg ng*1+0(@q3_q2+1). Therefore, as a rational function of ¢-1S, the

function

1 L—A+qS,A+S(Q). V(@)
hq’ S(Q)h’q, Sq(Q)q LqS,S(Q) VA+S(Q)

is regular at O whose value at O is cg“.

,Q
cg,*é =1. Therefore, e, ,(Q,A) :hq,A(Q)z- ]

Since cg’Qzl by Lemma 4.1, we have

The next lemma is of a special case of Granger et al.[3, Theorem 2]. Here we

give a direct proof which does not depend on bilinearity of other pairings.

Lemma 4.4. Let E/F, be an elliptic curve which is not necessarily supersingular. Let
A, Be E and assume that the following conditions:

(i) o, (A)=qA and 7,(B)=¢B.

(i) None of A, B, A+B, gqA, ¢B and q(A+B) belongs to E(F,)-{0}

Then hy 4. 5(@)=h, (@, (@) for Qe E(F)—{0).

Proof.  First, observe that h, ,.p5(Q), h, ,(@) and h, (@) are all defined and non-zero

under the assumption (ii). Noting the divisor of the Miller function and normalization,

h (Vyp/Lap)?
we have A q’I;:B - AP /2’B . Therefore, @ € E(F)) and the assumption (i) imply
q,A’"q,B q(A+B) ~qA,qB
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hya 5@ Va3 @ L, (4) ;B 9(Q)) )
hoa(@h, 5(@Q) — V(@Y Ly ,5(@) T

O

Proposition 4.5. Suppose A<G, and Q< E(F,)-{0). Then, hq)A(Q):eqH(Q, %A]. In

particular, (A, Q)—h, ,(Q) for @#0 yields a bilinear pairing GyxGy— Gy,

2
Q.75 A =e,.(Q A)=h 4@ by

=th,4(@). In case of p=2, we are done. Assume

p=>=3 and suppose eq+1[Q, %A]:—hqA(Q). By Lemma 4.4, h ,(Q)=h r+1A(Q)2' Using
3 : ¢t

Proof. Since r is odd, %EZ. Then e

g+1
Theorem 4.3. Thus eq+1(Q, %A

—_—

Theorem 4.3 again, we obtain eq+1[Q, %A]:—eqﬂ[Q, %A], which is a contradiction.
O

5. Application to Pairing Inversion

We keep notation and assumptions of the previous sections. For simplicity, we put
K ::qu. In this section, we show some of coefficients of the rational function hq’A,
which a priori belongs to K, belongs to F,. Then, we develop an X-coordinate only

pairing inversion algorithm.

Let AeG,cE(K). Then there exist wunique %, A and S, 4, K(©) satisfying
hoa=0%,4+B,an. Recall that E is given by the Weierstrass form (1.6). We show that

in fact either « , or S, 4, €F () under some conditions.

Proposition 5.1. Assume p=2.
(1) B aEF(.
(i) Let Q€ E(F)-{0} and put z:=h, 4(Q). Then, TrK,qu:ag,,b’q,A(é(Q)).

Proof.  On one hand g,(h, 4)=0,(x, ,)+0,(, ,)n while on the other hand

0gPgn) = Pg o a) = g -a = (_l)q_lhq,A°(_1)E

% A +B, a(-n—al—ay).
Therefore, regardless of p, we obtain

O'q((xq)A) = OCq,A - aléﬁ - agﬂ) (5 1)
aq(ﬁq’A) = - ﬁq,A‘

When p=2, the last equation is 0,8, 4=84- This proves (i). Since E is

supersingular, a,=0. By Proposition 4.5, ZE Wy, Therefore,

2 = hy 4@ = o \(EQ) + 5, ,EQINQ),
2= 27l = hy 4 (-Q) = o, 4(EQ)+ B, @)@ +ay).

Adding these two formula, we obtain (ii). [
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Proposition 5.2. Suppose that p is odd and that a,;=a4=0.
@), 4 €F Q.

(i) Let c¢ be an element of K satisfying gc=—c. Then cf, 5 €F /(0.

(iil) Let @ € E(F)-{0} and put z:=h, 4(Q). Then, TrK,qu:2ocq’A(é(Q)).

Proof. The assertions (i) and (ii) follow from (5.1). A similar argument to the proof

of the preceding proposition shows

Tripz = hy a(@ +hya(-Q) = o, AEQ) +8, AE@NNQ) + 1, 4(EQ)) + B, AE@)(~n(Q))
20, 4({Q)).

We apply the above propositions to pairing inversion. Let AeGy—{0} and let m
be the order of A. (Recall that r is not necessarily a prime.) For a given zey,,
our task is to find Q € E(F)[m] (cG,) satisfying hq’A(Q):z. In what follows, we as-
sume that a;=0 and that a;=0 when p is odd. Note that V,=¢-{(A)eF [(]l. We
put

VA-(ﬁq’A—TrK/Fq(z)/%) (p =2),
U, =
A, VA'(“q,A_TrK/Fq(Z)/z) (p = 3).
Then, U,, is regular outside of {0}, hence U,,cF,I[]. Since A=z0, we have

ordoh, ,=-g+1 and ord,V,=-2, hence degU,,<(¢q+1)/2. We can construct A, , with 0(q)
space complexity with the Miller algorithm. (In case of N=[F_F,]>1, one might uti-

lize
N-1 ;
hpN’A = I']h;:,prmA (52)

but this does not seem to bring essential improvement.) Since @ € E(F,), we can ob-
tain candidates of &(@) by finding F, solution of U, ,(X)=0. Numerical experiments for
small g (»5000) suggest

g+1
deggcd(UA,Z(X),Xq—X) = (5.3)

in case of gcd[%, m]:l. However, validity of the conjecture is completely open. In
order to reduce time complexity, we first compute the gcd with the asymptotically fast
algorithm due to Moenck[9] (see also vonzur Gathen and Gerhard[13, Sect. 11.1]) and
then factorize the ged. For each solution X, we obtain at most two candidates of

n®). We can detect a correct solution by numerically checking m@=0 and hq’ A@)=z.

Compared to the method which eliminates the Y-coordinate from £, ,(@)=z and

the curve equation, our method has two advantages:
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(1) Once U,, is constructed, all the computations are performed over F, instead of K.
(i) The degU,, is approximately the half of degree of the equation after Y-coordinate

elimination.

In case of N>1 (and small p), we can also deploy multivariate attack due to
Galbraith, OhEigeartaigh and Sheedy[2, Sect. 4]. Fix an F,-base {0),, ..., Oy_;} of F,.
We try to find a F, solution (xy, ...,xy_y) of Uy (x0h+--+xy_10y_1)=0, which turns in
to a system of N equations of N unknowns over F, whose degree with respect to each
unknown is less than p. The space complexity is O(NpN) as N —« while p is fixed.
Although Galbraith et al.[2] considers a supersingular curves of embedding degree four,

if we apply their method to (5.2), its space complexity would be O(Np2N).

In either way, the algorithms are infeasible for cryptgraphic sizes. Further re-

saerch on it is necessary.
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