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Abstract

Adaptive security is a strong security notion that captures additional security threats that are not ad-
dressed by static corruptions. For instance, it captures real-world scenarios where “hackers” actively
break into computers, possibly while they are executing secure protocols. Studying this setting is inter-
esting from both theoretical and practical points of view. A primary building block in designing adap-
tively secure protocols is a non-committing encryption (NCE) that implements secure communication
channels in the presence of adaptive corruptions. Current constructions require a number of public key
operations that grows linearly with the length of the message. Furthermore, general two-party protocols
require a number of NCE calls that dependents both on the circuit size and the security parameter.

In this paper we study the two-party setting in which at most one of the parties is adaptively corrupted,
and demonstrate the feasibility of (1) NCE with constant number of public key operations for large
message spaces. (2) Oblivious transfer with constant number of public key operations for large sender’s
input spaces, and (3) constant round secure computation protocols with an overall number of public key
operations that is linear in the circuit size. Our study demonstrates that such primitives indeed exist in
the presence of single corruptions without erasures, while this is not known for fully adaptive security
under standard assumptions (where both parties may get corrupted). Our results are shown in the UC
setting with a CRS setup.
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1 Introduction

1.1 Background

Secure two-party computation. In the setting of secure two-party computation, two parties with private
inputs wish to jointly compute some function of their inputs while preserving certain security properties
like privacy, correctness and more. In this setting, security is formalized by comparing a protocol execution
to a protocol executed in an ideal setting where the parties send inputs to a trusted party that performs
the computation and returns its result (also known by simulation-based security). Starting with the works
of [Yao82, GMWS&T7], it is by now well known that any polynomial-time function can be compiled into a
secure function evaluation protocol with practical complexity; see [BDOZ11, LP12, DPSZ12, NNOB12] for
a few recent works. The security proofs of these constructions assume that parties are statically corrupted.
Meaning, corruptions take place at the outset of the protocol execution and the identities of the corrupted
parties are fixed throughout the computation. A stronger notion is adaptive security where corruptions take
place at any point during the course of the protocol execution. That is, upon corruption the adversary learns
the internal state of the corrupted party which includes its input, randomness and the incoming messages.
This notion is much stronger than static security since the adversary may choose at any point which party to
corrupt, even after the protocol is completed! It therefore models real world threats more accurately.

Typically, when dealing with adaptive corruptions we distinguish between corruptions with erasures and
without erasures. In the former case honest parties are trusted to erase data if they are instructed to do so by
the protocol, whereas in the latter case no such assumption is made. This assumption is often problematic
since it relies on the willingness of the honest parties to carry out this instruction, even though they know that
no other party will be able to verify whether they have carried out the instruction or not. In settings where
the parties are distrustful it may not be a good idea to base security on such an assumption. In addition,
it is generally unrealistic to trust parties to fully erase data since this may depend on the operating system.
Nevertheless, assuming that there are no erasures comes with a price since the complexity of adaptively
secure protocols without erasures is much higher than the analogue complexity of protocols that rely on
erasures. In this paper we do not rely on erasures.

Adaptive security. It is known by now that security against adaptive attacks captures important real-
world concerns that are not addressed by static corruptions. For instance, such attacks capture scenarios
where “hackers” actively break into computers, possibly while they are running secure protocols, or when
the adversary learns from the communication which parties are worth to corrupt more than others. This later
issue can be demonstrated by the following example. Consider a protocol where some party (denoted by the
dealer) shares a secret among a public set of y/n parties, picked at random from a larger set of n parties. This
scheme is insecure in the adaptive model if the adversary corrupts /n parties since it can always corrupt the
particular set of parties that share the secret. On the other hand, in the static setting the adversary can only
corrupt the exact same set of parties that share the secret with a negligible probability in n.

Further difficulties arise when proving security. For instance, consider the following protocol for trans-
ferring a message: A receiver picks a public key and sends it to a sender that uses it to encrypt its message.
Then, security in the static model is simple and relies on the semantic security of the underlying encryption
scheme. Nevertheless, this protocol is insecure in the adaptive model since standard semantically secure
encryption binds the receiver to a single message (meaning, given the public key, a ciphertext can only be
decrypted into a single plaintext). Thus, upon corrupting the receiver after simulating its communication, it
would not be possible to “explain” the simulated ciphertext with respect to the real message. This implies
that adaptive security is much harder to achieve.

In the two-party setting there may be scenarios where the system is comprised of only two parties that do



not communicate with any external device. In this case, it makes more sense to study the system’s security
in the presence of single corruptions (namely, when at most one party is under attack). This is because
we have no security guarantee once both parties are under attack. In this paper we study secure two-party
computation with single adaptive corruptions in the non-erasure model. To distinguish this notion from fully
adaptive security, where both parties may get corrupted, we denote it by one-sided adaptive security. Our
goal in this work is to make progress in the study of the asymptotic efficiency of secure two-party protocols
with one-sided security.

Our measure of efficiency is associated with the number of public key encryption (PKE) operations,
where our underlying primitives are parameterized by a public key encryption scheme for which we count
the number of key generation/encryption/decryption operations. These operations are captured by the num-
ber of exponentiations in several important groups. That is, groups where the Decisional Diffie-Hellman
(DDH) assumption is hard, as well as composite order groups where the Decisional Composite Residuosity
(DCR) and Quadratic Residuosity (QR) hardness assumptions are believed to hold. Finally, our proofs are
given with universal composable (UC) security proofs [Can01] in the common reference string (CRS) set-
ting. We note that the reductions of our non-committing encryption and oblivious transfer with one-sided
security are tight, whereas the reductions of our general two-party protocols are tighter than proofs in prior
works; see more details below. All our theorems are not known to hold in the fully adaptive setting.

1.2  Our Results

New one-sided NCE constructions. A non-committing encryption (NCE) scheme [CFGN96] implements
a secure channel between two parties in the presence of adaptive corruptions, and is an important build-
ing block in designing adaptively secure protocols. One-sided NCE (resp. NCE) implies a secure chan-
nel where a single (resp. both) parties are adaptively corrupted. Theoretically speaking, one-sided NCE
was demonstrated in [DNOO] under a strictly weaker hardness assumption than the assumption needed for
NCE [DN00, CDSMW09a], where the later assumption is simulatable public key encryption scheme. Nev-
ertheless, all known schemes, in both security settings, require a number of PKE operations that grows
linearly with the bit representation of the transmitted message. It was unknown whether this bound is tight
for one-sided NCE or whether the overhead can be made closer to the overhead of PKE.

We suggest a new approach for designing NCE with security against one-sided adaptive attacks. Our
protocols are built based on two public key building blocks that are non-committing with respect to a single
party. We denote these primitives by NCE for the sender and NCE for the receiver. Non-committing for
the receiver (NCER) implies that one can efficiently generate a secret key that decrypts a fake ciphertext
into any plaintext. Whereas non-committing for the sender (NCES) implies that one can efficiently generate
randomness for any plaintext for proving that a ciphertext, encrypted under a fake key, encrypts this plaintext.
A core building block in our one-sided construction is (a variant) of the following protocol, in which the
receiver generates two sets of public/secret keys; one pair of keys for each public key system, and sends
these public keys to the sender. Next, the sender partitions its message into two shares and encrypts the
distinct shares under the distinct public keys. Finally, the receiver decrypts the ciphertexts and reconstructs
the message. Our construction is slightly more technical since it must allow the simulator to decide whether
to send fake keys/ciphertexts only after corruption takes place. To ensure that, we use an additional tool,
denoted by ¢-equivocal NCE, which is discussed in details below (informally, this primitive improves NCE
constructions for small equivocation space) . We note that our protocol is secure as long as either the sender
or the receiver are adaptively corrupted, but not both. Informally, we prove that

Theorem 1.1 Assume the existence of NCER, NCES and (-equivocal NCE, then there exist one-sided NCE
with a constant number of invocations of these primitives and £ = 2.



Reference Security Hardness Overhead
Assumption (Number of Exp.)
[CFGN96] one-sided NCE simulatable O(n)
common-domain trapdoor
[DNO0] one-sided NCE\ | enhanced trapdoor permutation \ O(n)\O(n)
NCE simulatable PKE
[CDSMWO09a] NCE trapdoor simulatable O(n)
[HORI15] NCE ®-hiding O(n)
| This Work | one-sided NCE | NCER+NCES+(-equivocal NCE | 0(1) \

Table 1: Comparisons with prior NCE constructions for message space {0, 1}" and security parameter n.

Secure realizations of NCER and NCES exist under several concrete assumptions. Specifically, NCER
implementations were shown in [JLOO, CHKOS] under the respective DDH and DCR hardness assumptions,
whereas NCES was realized under the DDH assumption in [BHY09]. In this paper we further show how to
realize NCES under the DCR assumption. Note that when viewing these primitives as two-round protocols,
where the receiver forwards the sender its public key that is followed by a ciphertext sent by the sender,
these primitives are equivalent in the sense that it is possible to convert one primitive to another at the
expense of one additional round. Specifically, given a two-round NCER protocol, a three-round NCES can
be constructed as follows: the sender creates a public key/secret key pair for the NCER and forwards the
public key to the receiver. The receiver then encrypts a one-time pad masking under the public key. Finally,
the sender uses this pad to mask its message in the third round. An NCER protocol can be constructed from
an NCES protocol in a similar way.

Our theorem is also interesting in the sense that it implies one-sided NCE with a number of PKE op-
erations that is independent of the message length. Concretely, if the underlying NCER and NCES are
implemented using a constant number of PKE operations, that is independent of the message length, then
this also holds for our one-sided NCE. In this paper we consider implementations for NCER/NCES that
are efficient in that sense which implies efficient DCR-based one-sided NCE with a constant overhead. We
further consider DDH-based constructions that achieve the same overhead, but for polynomial size domains.
We provide comparison with prior work in Table 1.

Witness equivocal UC ZK PoK for compound statements. A basic tool in constructing maliciously
secure protocols that we exploit in this paper is zero-knowledge (ZK) proofs. More specifically, in this
work we focus on compound statements (where the statement is comprised of sub-statements for which the
prover only knows a subset of the witnesses). We consider a new notion of witness equivocal UC ZK proofs
of knowledge (PoK) where the simulator knows the witnesses for all sub-statements but not which subset
is known to the real prover, and show how to build adaptively secure witness equivocal proofs for a large
class of Y-protocols. In particular, the security proof for this notion implies that the simulator convinces
the adaptive adversary that it knows the exact same subset of witnesses known also to the real prover.
We demonstrate that even though this notion is weaker than one-sided security (which requires simulation
without any knowledge of witnesses), it is still meaningful in designing one-sided secure protocols.

As a side result, we demonstrate a technique for efficiently generating statically secure UC ZK PoK for
the same class of >-protocols. Our protocols use a new approach where the prover commits to an additional
transcript which enables to extract the witness in the CRS setting with a constant overhead where previously,
Y-protocols were complied into the UC setting using UC commitments [CFO1].



Reference Security Hardness Overhead
Assumption (Number of Exp.)
[PVWO08] static dual-mode PKE 0(1)
[CLOS02] adaptive augmented NCE O(n)
[CDSMWO09b] adaptive adaptive semi-honest OT + UC commitments O(n)
[GWZ09] adaptive enhanced dual-mode PKE + UC commitments O(n)
This Work | one-sided adaptive one-sided NCE+dual-mode PKE+ O(1)
witness equivocal ZK PoK

Table 2: Comparisons with prior malicious UC OT constructions for sender’s message space {0,1}" and
security parameter 7.

One-sided oblivious transfer. In the next step we combine our one-sided NCE and witness equivocal
proofs in order to implement one-sided 1-out-of-2 oblivious transfer (OT). We build our protocol based on
the generic framework of [PVWO0S8] with the following modifications. (1) First, we require that the sender
sends its ciphertexts via a one-sided non-committing channel (based on our previous result, this only inflates
the overhead by a constant). (2) We fix the common parameters in a single mode (whereas the [GWZ09]
and [PVWOS] proofs need to alternate between the two modes). To ensure correctness with respect to the
receiver’s message, we employ a witness equivocal ZK PoK. Informally, we prove that

Theorem 1.2 Assume the existence of one-sided NCE, dual-mode PKE (cf. Definition 4.1; see also [PVWO0S8])
and witness equivocal ZK PoK, then there exist one-sided OT with O(1) PKE operations.

Considering efficiency, our construction requires a number of PKE operations that is independent of the
sender’s input space. This is significantly better than all prior work on fully adaptively UC secure OT that
require O(1) such operations for implementing bit OT; see Table 2 for comparison with prior work.

We note that this protocol further serves as the basis for the cut-and-choose OT protocol we design next.
In addition, a semi-honest variant of our OT protocol can be considered if the parties mutually generate the
CRS using a coin tossing protocol that is UC secure. By plugging-in this one-sided semi-honest OT protocol
into the [GMW87] static semi-honest protocol we obtain a one-sided semi-honest adaptively secure protocol,
with round complexity that depends on the computed circuit’s depth. This implies the following theorem,

Theorem 1.3 Assume the existence of one-sided semi-honest OT and statically secure UC commitment
scheme, then there exists a semi-honest one-sided adaptively secure two-party protocol that requires O(|C))
public key operations.

Constant round one-sided secure computation. Notably, in the plain model any statically secure proto-
col can be transformed into a protocol with one-sided adaptive security by encrypting the communication
of the static protocol using NCE. This approach, taken by [KO04], implies that the number of public key
operations grows linearly with the communication complexity of the static protocol. Moreover, currently the
overhead of generic protocols using this approach depends on the circuit’s size times the security parameter.

In this work we revisit the general compiler of [KOO04] and design improved generic one-sided constant
round protocols tolerating semi-honest and malicious behaviour. This improvement is based on the observa-
tion that it is sufficient to employ one-sided NCE rather than NCE (that is fully secure) in order to secure the

"'We note that this statement is valid regarding protocols that do not employ fully homomorphic encryptions (FHE). To this end,
we only consider protocols that do not take the FHE approach. As a side note, it was recently observed in [KTZ13] that adaptive
security is impossible for FHE satisfying compactness.



Reference Security Hardness Overhead
Assumption (Number of Exp.)
[LP09] static, plain model semi-honest OT O(|input|)
[KOO4] | one-sided, plain model simulatable PKE O(n?|C))
[CLOS02] adaptive, UC augmented NCE o(|C)
This Work one-sided, UC static semi-honest secure o(|C))
computation + one-sided NCE

Table 3: Comparisons with prior generic semi-honest secure protocols for n the security parameter.

communication. Moreover, by plugging-in our one-sided NCE we obtain a better transformation from static
semi-honest/malicious security into the corresponding attack model with one-sided security. It is important
to note that this transformation does not hold in the UC setting due to the additional setup. Specifically,
the security proof may crucially rely on the fact that the CRS is chosen dependently on the identity of the
corrupted party, as for instance in [PVWO8]. Nevertheless, since this identity is not known in advance in the
adaptive setting, fixing the CRS in one particular mode breaks down the static security proof.

To conclude, in the semi-honest setting (when no trusted setup is required) we prove that our transfor-
mation applies even in the UC setting. Informally, we first prove that

Theorem 1.4 Assume the existence of one-side NCE. Then: (1) statically secure semi-honest secure com-
putation implies one-sided semi-honest UC computation, and (2) statically secure malicious secure compu-
tation implies one-sided malicious secure computation.

As a corollary, we obtain that constant round semi-honest secure computation can be achieved based on
the assumptions needed in [LP09] and one-sided NCE. Informally stating,

Corollary 1.5 Under the assumptions of achieving security in [LP09] and one-sided NCE, there exists
a constant round one-sided semi-honest UC secure two-party protocol that requires O(|C|)) public key
operations, where C' is the computed circuit.

We provide a detailed comparison with prior work for the semi-honest setting in Table 3. Next, in
order to obtain one-sided UC security against malicious attacks we adapt the cut-and-choose based protocol
from [LP12], which relies heavily on [PVWO08] DDH based OT protocol. The idea of the cut-and-choose
technique is to ask one party to send s garbled circuits and later open half of them by the choice of the
other party. This ensures that with very high probability the majority of the unopened circuits are valid.
Proving security in the one-sided setting requires dealing with new subtleties and designing a modified cut-
and-choose building blocks, since [LLP12] defines the public parameters for these building blocks in a way
that precludes equivocation of the parties’ inputs. Informally,

Theorem 1.6 Under the assumptions of achieving static malicious UC security in [LP12], one-sided cut-
and-choose OT and simulatable PKE, there exists a constant round one-sided malicious UC secure two-party
protocol that requires O(s|C|) public key operations where s is a statistical parameter that determines the
cut-and-choose soundness error.

We provide a details comparison with prior work for the malicious setting in Table 4.

To conclude, our results imply that one-sided security is easier to achieve than fully adaptive security.
We leave open the efficiency of constant round one-sided secure protocols in the multi-party setting. Cur-
rently, it is not clear how to extend our techniques beyond the two-party setting (such as for the [BMR90]
protocol). Another open problem is whether it is feasible to achieve secure constructions with a number of
PKE operations that is strictly less than what we achieve here.



Reference Security Hardness Overhead
Assumption (Number of Exp.)
[LP12] static, plain model DDH O(|input|)
[KOO4] | one-sided, plain model simulatable PKE O(n?|C))
[CLOS02] adaptive, UC augmented NCE O(n?|C))
[IPS08] adaptive, UC adaptive malicious OT O(|n*CY)
| This Work | one-sided, UC DDH+DCR \ O(|sC|) \

Table 4: Comparisons with prior generic maliciously secure protocols for n the security parameter.

1.3 Prior Work

We describe prior work on NCE, adaptively secure OT and adaptively secure two-party computation.

Non-committing encryption. (One-sided) NCE was introduced in [CFGN96] which demonstrated its fea-
sibility under the RSA assumption. Next, NCE was studied in [DN0OO, CDSMW09a]. More concretely, the
construction of [DNOO] requires constant rounds on the average and is based on simulatable PKE, whereas
[CDSMWO09a] presented an improved expected two rounds NCE based on a weaker primitive. [DNOO] fur-
ther presented one-sided NCE based on a weakened simulatable PKE notion. The computational overhead
of all these constructions depends on the message length. Following that, the relatively new £-euivocal NCE
notion was introduced in [GWZ09]. This primitive enables to send arbitrarily long messages at the cost of
log ¢ PKE operations, where ¢ is the equivocality parameter, and improves over NCE for sufficiently small
£’s. In [Nie02] Nielsen proved that NCE must have a decryption key that is at least as long as the transmitted
message. Finally, Hemenway et al. [HOR15] presented the first two-round NCE construction under the ®-
hiding hardness assumption where the communication complexity of the second message is O(m log m+n)
where m is the message length and n is the security parameter, which improves over all prior constructions.

Adaptively secure oblivious transfer. In [Bea97, CLOS02] semi-honest adaptively secure OT protocols
were shown, that were then compiled into the malicious setting using generic ZK proofs. More recently,
in a weaker model that assumes erasures, Lindell [Lin09] used the method of [WWO06] to design an ef-
ficient transformation from static OT to semi-honest composable adaptive OT. Another recent work by
Garay et al. [GWZ09] presented a UC adaptively secure OT, building on the static OT of [PVWO08] and
£-equivocal NCE. This paper introduced an OT protocol with security under a weaker semi-adaptive notion,
that is then compiled into an adaptive OT by encrypting the transcript of the protocol using /-equivocal
NCE.? Finally, [CDSMWO09b] presented a compiler for UC adaptive OT in the malicious setting based on
semi-honest adaptive OT and UC commitment schemes.

Adaptively secure two-party computation. The work by Katz and Ostrovsky [KO04] was the first to
study the round complexity of one-sided secure protocols. Their round efficient protocol takes a naive ap-
proach of encrypting the entire communication using NCE. Next, the work of [IPS08] provided all-but-one
adaptively secure protocols based on honest majority adaptively secure protocols (where their particular in-
stantiation uses the constant rounds protocol from [DIO5]). Finally, a recent work by Garg and Sahai [GS12]
presents adaptively secure constant round protocols tolerating all-but-one corrupted parties using a non-
black box simulation approach. Their approach uses the OT hybrid compiler of [IPS08].

2We stress that the semi-adaptive notion is incomparable to the one-sided notion since the former assumes that either one party
is statically corrupted or none of the parties get corrupted.



Adaptive secure computation has been extensively studied as well. In the non-erasure model, the work
of [CLOS02] demonstrated the feasibility of adaptive UC security of any well-formed functionality. The
followup work of [DNO3] showed how to use a threshold encryption to achieve UC adaptive security but
required honest majority. A generic compiler from static to adaptive security was shown in [CDD"04]
(yet without considering post-execution corruptions). Assuming erasures, which significantly simplifies the
problem, one of the earliest works by Beaver and Haber [BH92] showed an efficient generic transformation
from adaptively secure protocols with ideally secure communication channels, to adaptively secure protocols
with standard (authenticated) communication channels. A more recent work by Lindell [Lin09] presented
an efficient semi-honest constant round two-party protocol with adaptive security.

A recent line of works [CGP15, DKR15, GP15] studies constant rounds adaptively secure computation
using obfuscation techniques. This approach is different than all prior work on adaptive security since it
obfuscates the circuit that computes the next message in the protocol and places the result in the CRS.

2 Preliminaries

We denote the security parameter by n. A function p(-) is negligible if for every polynomial p(-) there exists
a value NV such that for all n > N it holds that u(n) < ﬁ. We write PPT for probabilistic polynomial-
time. We denote the message spaces of our non-committing encryption schemes and the message space of
the sender in our OT protocols by {0, 1}7 for ¢ = n.

We specify the definitions of computational indistinguishability and statistical distance.

Definition 2.1 (Computational indistinguishability by circuits) Let X = {X,(a)},cn aefo,1y+ andY =
{Yn(a)}pen aeqo1y+ be distribution ensembles. We say that X and 'Y are computationally indistinguish-
able, denoted X =. Y, if for every family {Cy,}nc of polynomial-size circuits, there exists a negligible
Sfunction u(-) such that for all a € {0, 1}*,

| Pr[Cn(Xn(a)) = 1] = Pr[Ca(Yn(a)) = 1]| < p(n).

Definition 2.2 (Statistical distance) Ler X,, and Y, be random variables accepting values taken from a
finite domain Q2 C {0, 1}". The statistical distance between X,, and Yy, is

SD(Xn,Yy) Z | Pr[X — Pr[Y, = u]|.
wEQ

We say that X,, and Yy, are e-close if their statistical distance is at most SD(X,,Y,,) < e(n). We say that
X, and'Y,, are statistically close, denoted X,, =5 Y, if €(n) is negligible in n.

2.1 Security Definitions

In the following, we formalize the notion of UC one-sided adaptive security [Can0O1]. Formally, a two-
party computation protocol is cast by specifying the participating parties Py and P; and a function f :
{0,1}* x {0,1}* — {0,1}* x {0,1}*, where f = (fo, f1) mapping pairs of inputs to pairs of outputs
(one for each party). That is, for every pair of inputs zg,z; € {0,1}" the output pair is a random vari-
able (fo(xo,x1), f1(xo,x1)) ranging over pair of strings. The first party with input 2y wishes to receive
fo(xo, x1), while the second party with input 1 wishes to obtain fi(zg, x1).



2.1.1 One-Sided Adaptive Security

In the two-party setting, a real execution of some protocol II; that implements f is run between two parties
Py and P in the presence of an adversary ADV and an environment ENV (that is given an input 2, a random
tape rgyy and a security parameter n), and is modeled as a sequence of activations of the entities. ENV
is activated first and generates the inputs for the other entities. Then the protocol proceeds by having the
parties communicate with each other and ADV exchange messages with ENV. Upon completing the real
execution ENV outputs a bit. In the ideal model, the computation involves an incorruptible trusted third
party JFy which receives the parties” inputs, computes the function f on these inputs and returns to each
party its respective output. The parties are replaced by dummy parties that do not communicate with each
other, such that whenever a dummy party is activated it sends its input to the ideal functionality. Upon
completing the ideal execution ENV outputs a bit. We say that a protocol 11y UC realizes functionality
if for any real world adversary ADV there is a ideal world adversary SIM such that no ENV can tell with
non-negligible probability whether it is interacting with ADV and the parties running Il in a real execution
or with STM and the dummy parties in an ideal execution; details follow.

Execution in the real model. We now proceed with a real world execution, where a real two-party proto-
col is executed. Whenever ENV is activated, it first fixes input ; € {0, 1}* for party P;. Each party P; then
starts the execution with an input z; € {0, 1}*, a random tape 7; and a security parameter n. A one-sided
adversary ADV is a probabilistic polynomial-time interactive Turing machine that is given a random tape
rapy and a security parameter n and is allowed to corrupt at most one party. At the outset of the protocol,
ADV receives some initial information from ENV. Then the computation proceeds in rounds such that in
each round ADV sees all the messages sent between the parties. At the beginning of each round, ADV may
choose to corrupt P;+ for i* € {0,1}. Upon corrupting P;«, ADV learns its input and the random tape,
and notifies ENV, obtaining back some auxiliary information. In case ADV is malicious P+ follows ADV’s
instructions from the time it is corrupted. At the end of the protocol execution the honest parties locally
compute their outputs and output the value specified by the protocol, whereas the corrupted party outputs a
special symbol L. The adversary ADV outputs an arbitrary function of its internal state that includes, rapy,
the messages received from ENV and the corrupted party’s view. Next, a post-execution corruption process
begins where ENV first learns the outputs. Then, ADV and ENV interact in at most one additional round.
If none of the parties is corrupted yet, ENV can ask ADV to corrupt P;= for i* € {0, 1}, receiving back the
state of this party. At the end ENV outputs a bit.

Let f be as specified above and II; be a two-party protocol that computes f. We denote by the vari-
able OREALqj, apv Env(7, %0, 71, 2,1) the output of ENV on input z, random tape rgyy and a security
parameter n upon interacting with ADV and parties Fy, P, that engage in protocol Il on inputs rspy and
(zo,70), (x1,71), respectively, where r = (rgxv,7Apv,70,71). Let OREALHﬁADV,ENV(n,a}o,ml, z) de-
note a random variable describing OREALq; / Apv,Env (7, o, 1, 2, 1) where the random tapes are chosen
uniformly. Let OREALp £ ADV,ENV denote the distribution ensemble:

{OREALHf,ADV,ENV (na Lo, L1, Z) }xo,m,zE{O,l}*,nelN'

Execution in the ideal model. A one-sided ideal world adversary SIM is a probabilistic polynomial-time
interactive Turing machine that is given a random tape rs;y and a security parameter n and is allowed to
corrupt at most one party. The ideal process is defined with respect to a trusted party that implements
functionality F as follows:

First corruption phase: SIM receives some auxiliary information from ENV. Next, SIM may decide
whether to corrupt party P;» for i* € {0,1}. Upon corrupting party P;+, SIM notifies to ENV and
learns its input x;+. In addition, ENV hands some auxiliary information to SIM.



Computation phase: In the semi-honest setting, each party forwards its input to the trusted party. In the
malicious settings, the corrupted party hands F the values handed to it by SIM. The trusted party
computes (yo,y1) = f(xo,x1) and hands each P; the value y;. SIM receives the output of the cor-
rupted party.

Second corruption phase: SIM continues to another corruption phase, where it might choose to corrupt
Py« fori* € {0, 1} (in case it did not corrupt any party in the first corruption phase), where this choice
is made based on SIM’s random tape and all the information gathered so far. Upon corrupting Pj-,
S1M notifies to ENV and learns the party’s input x;+. ENV hands SIM some auxiliary information.

Output: The uncorrupted party P;_;+ outputs y;_;+ and the corrupted party outputs L. SIM outputs an
arbitrary efficient function of its view. ENV learns all the outputs.

Post-execution corruption phase: After the outputs are generated, SIM proceeds with ENV in at most
one round of interaction, where ENV can instruct SIM to corrupt P+ for i* € {0, 1} (if none of the
parties are corrupted yet). SIM generates some arbitrary answer and might choose to corrupt P;«. The
interaction continues until ENV halts with an output.

We denote by OIDEAL]:f7sIM,ENV(n, xo,1,2,r) the output of ENV on input z, random tape 7gxy and
security parameter 7 upon interacting with SIM and parties Fy, P, running an ideal process with inputs rsy
and o, 71, respectively, where r = (rgxv,7siv). Let OIDEALZ, siv Exv(7, To, 71, 2) denote a random
variable describing OIDEAL ]:f’sIMENV(n, xo,x1,2,r) when the random tapes rgxy and rspy are chosen
uniformly. Let OIDEAL F,SIM,ENV denote the distribution ensemble:

{OIDEAL}—f,SIM,ENV (n7 L0, L1, Z) }xo,m ,2€{0,1}*,nelN
Then we define security as follows.

Definition 2.3 Let 7y and Ily be as defined above. Protocol 11y UC realizes Fy in the presence of one-
sided semi-honest/malicious adversaries if for every non-uniform probabilistic polynomial-time one-sided
semi-honest/malicious adversary ADV, there exists a one-sided non-uniform probabilistic polynomial-time
ideal adversary SIM such that:

{OIDEAL}—f,SIM,ENV (n’ L0, L1, Z)}xo,xl,ze{o,l}*,nelN
e {OREALHf,ADV,ENV (nv Zo, L1, Z)}xo,xl,ze{o,l}*,nelN

where |zg| = |x1].
Composition. In order to simplify our security proofs we consider a hybrid setting where the parties
implement some functionalities using ideals calls. We rely on the composition theorem introduced by
Canetti [Can0O1] in the adaptive setting. (Note that we are only interested in cases where the same party
is corrupted with respect to all composed protocols.)
2.1.2 Concrete Functionalities

We specify the definition of three important functionalities for this work.



Functionality <,

Functionality F&, communicates with sender SEN and receiver REC, and adversary StM. The function-
ality starts with a channel-setup phase after which the two parties can send arbitrary many messages from
one to another. The functionality is parameterized by a non-information oracle O.

1. Channel Setup. Upon receiving input (ChSetup, sid, SEN) from SEN, initialize the machine O
and record the tuple (sid, O). Pass the message (ChSetup, SEN) to REC. In addition pass this
message to O and forward its output to SIM.

2. Message Transfer. Upon receiving an input (send, sid, SEN, m) from party SEN, find a tuple
(sid, ©), and, if none exits, ignore the message. Otherwise, send the message (send, sid, SEN, m)
to REC. In addition invoke O with (send, sid, SEN, m) and forward its output to SIM.

3. Corruption. Upon receiving message (corrupt, sid, P) from SIM where P € {SEN, REC}, send
(corrupt, sid, P) to O and forward its output to the adversary. After the first corruption, stop the
execution of O and give SIM complete control over the functionality to let it learn all inputs and
specify any outputs.

Figure 1: The message transfer functionality.

Secure communication (SC). We define the functionality Fgc for securely communicating a message
m from SEN to REC, following the notations from [GWZ09]. To handle the appropriate leakage to the
adversary in the ideal setting, the functionality is parameterized using a non-information oracle @ which
gets the values of the exchanged messages m and outputs some side information to the adversary. The
security of this functionality depends on the security properties required for the oracle and thus can capture
several notions such as NCE and ¢-equivocal NCE (see Section 3.1). Specifically, for NCE the oracle only
leaks the length of the message, whereas for ¢-equivocal NCE with equivocality parameter ¢ the oracle leaks
an (-length vector such that the ith element in the vector depends on m, for some i € {1,...,¢}. In Figure 1
we define the message transfer functionality with respect to oracle O. Next, we define the oracles for the
cases of NCE and ¢-equivocal NCE, starting with the former.

Definition 2.4 Let O be an oracle, which on input (send, sid, SEN, m), produces the output (send, sid, SEN,
|m|), and on any inputs corresponding to the ChSetup, Corrupt commands produces no output. We call the
Jfunctionality ]:s(% or just Fgc for brevity, an NCE ideal functionality. A real world protocol which realizes
Fsc is called an NCE scheme.

In order to define O for ¢-equivocal NCE, we present the following definitions first.

Definition 2.5 An oracle T is called message-ignoring oracle if, on any input (send, sid, SEN, m), it ig-
nores the message value m and processes only the input (send, sid, SEN, |m|). An oracle M is called
message-processing oracle if it has no such restrictions. We call a pair of oracles (M, T) well-matched
if no PPT distinguisher D (with oracle access to either M or I) can distinguish the message-processing
oracle M from the message-ignoring oracle I.

Definition 2.6 Let (M, ) be a well-matched pair which consists of a message-processing and a message-
ignoring oracle respectively. Let O° be a (stateful) oracle with the following structure.

— Upon initialization, O° chooses a uniformly random index i < {1,...,4}. In addition it initializes a
tuple of { independent oracles: (O1,...,0y), where O; = M and for j # i, the oracles O; are
independent copies of the message-ignoring oracle L.
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Functionality 7,

Functionality F, communicates with with sender SEN and receiver REC, and adversary SIM.
1. Upon receiving input (sender, sid, zg, x1) from SEN where x, z1 € {0,1}", record (sid, zo, x1).

2. Upon receiving (receiver, sid, o) from REC, where a tuple (sid, 2o, 1) is recorded and o € {0, 1},
send (sid, x,) to REC and sid to SIM. Otherwise, abort.

Figure 2: The oblivious transfer functionality.

— Whenever O° receives inputs of the form (ChSetup, sid, SEN) or (send, sid, SEN, m), it passes the input
to each oracle O; receiving an output y;. It then outputs the vector (y1, . .., Yg).

Upon receiving an input (corrupt, sid, P), the oracle reveals the internal state of the message-processing
oracle O; only.

For any such oracle O, we call the functionality fs(?f an (-equivocal NCE. For brevity, we will also use the
notation F to denote .7-'5(%2 for some such oracle O°. Lastly, a real world protocol which realizes Ft, is
called an £-equivocal NCE scheme.

As before, no information about messages m is revealed during the “send” stage. However, the internal
state of the message-processing oracle O;, which is revealed upon corruption, might be “committing”. Nev-
ertheless, a simulator can simulate the communication between two honest parties over a secure channel, as
modeled by F£., in a way that allows it to later explain this communication as any one of £ possibilities.

Oblivious transfer (OT). The 1-out-of-2 oblivious transfer functionality Fo is defined in Figure 2.

3 One-sided Adaptively Secure NCE

In this section we discuss our first result regarding one-sided NCE, that is building on the cryptographic
primitives NCE for the receiver (NCER), NCE for the sender (NCES) and ¢-equivocal NCE. Before pre-
senting our construction we review the security definitions of these primitives.

3.1 NCER, NCES and /-Equivocal NCE

NCE for the receiver. NCE for the receiver is a secure PKE with an additional property that enables gen-
erating a secret key that decrypts a fake ciphertext into any plaintext. Specifically, the scheme operates in
two modes. The real mode enables to encrypt and decrypt as in the standard definition of PKE. Whereas
the fake mode enables to generate fake ciphertexts that are computationally indistinguishable from real ci-
phertexts, such that using a special trapdoor one can produce a secret key that decrypts a fake ciphertext into
any plaintext. More formally, an NCE for the receiver encryption scheme with message space m € {0,1}"
consists of a tuple of probabilistic algorithms (Gen, Enc, Enc*, Dec, Equivocate) specified as follows:

e Gen, Enc, Dec are as specified in Definition A.4.
e Enc™, given the public key PK output a ciphertext ¢* and a trapdoor ..
e Equivocate, given the secret key SK, trapdoor ¢+ and a plaintext m € {0, 1}", output SK* such that

m = DeCSK* (C*)
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Definition 3.1 (NCER) NCE for the receiver is a tuple of algorithms defined above that satisfy the following
properties:

1. Gen, Enc, Dec imply an IND-CPA secure encryption scheme as in Definition A.5.

2. Ciphertext indistinguishability. For any m € {0,1}" the following distributions are computation-
ally indistinguishable:

{(PK,SK,¢,m) | (PK,SK) + Gen(1"), ¢ < Encpk(m)} and
{(PK, SK*,c*,m) | (PK, SK) < Gen(1"), (¢*,tc+) + Enc*(PK), SK* - Equivocate(SK, c*, tc-,m)}.

NCER can be realized under the DDH assumption [JLOO, CHKOS5] for polynomial-size message spaces and
under the DCR assumption for exponential-size message spaces [CHKOS5].

NCE for the sender. NCE for the sender is a secure PKE with an additional property that enables gener-
ating a fake public key, such that any ciphertext encrypted under this key can be viewed as the encryption
of any message together with the matched randomness. Specifically, the scheme operates in two modes.
The real mode enables to encrypt and decrypt as in standard definition of PKE. Whereas the fake mode
enables to generate fake public keys and an additional trapdoor, such that the two modes keys are compu-
tationally indistinguishable. In addition, given this trapdoor and a ciphertext generated using a fake public
key, one can produce randomness that is consistent with any plaintext. More formally, an NCE for the
sender encryption scheme with message space m € {0, 1}" consists of a tuple of probabilistic algorithms
(Gen, Gen™, Enc, Dec, Equivocate) specified as follows:

e Gen, Enc, Dec are as specified in Definition A.4.
e Gen" generates public key PK* and a trapdoor tpy.

e Equivocate, given a ciphertext ¢* computed using PK*, a trapdoor ¢pk+ and a plaintext m € {0, 1}",
output 7 such that ¢* = Enc(m;r).

Definition 3.2 (NCES) An NCE for the sender is a tuple of algorithms defined above that satisfy the fol-
lowing properties:

1. Gen, Enc, Dec imply an IND-CPA secure encryption scheme as in Definition A.5.

2. Public key indistinguishability. For any m € {0, 1}" the following distributions are computationally
indistinguishable:

{(PK,r,m,c) | (PK,SK) < Gen(1"), ¢ < Encpx(m;7)} and
{(PK*,r*,m,c*) | (PK*, tpk+) < Gen*(1"),c* <+ Encpg+(m';7’), 7" + Equivocate(c*, tpg+, m)}.

NCES can be realized under the DDH assumption [BHY(09] for polynomial-size message spaces and un-
der the DCR assumption for exponential-size message spaces. The later construction is presented in Sec-
tion 3.1.1.
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¢-Equivocal NCE [GWZ09]. The idea of ¢-equivocal NCE is to exploit the fact that it is often unnecessary
for the simulator to explain a fake ciphertext with respect to any potential plaintext. Instead, the simulator
is given a set of £ messages during the generation of the fake ciphertext and must later be able to plausibly
explain the ciphertext as the encryption of any one of those ¢ messages (where ¢ might be as small as 2).
Specifically, two parameters are considered here: a plaintext of bit length ¢’ and an equivocality parameter ¢
which denotes the potential number of plaintexts (namely, the non-committed domain size). The parameter
¢ further dominates the overhead of the ¢-equivocal NCE construction from [GWZ09] and thus improves
over NCE whenever / is very small, but the plaintext length is large. Specifically, the [GWZ09] construction
requires O(log ¢) PKE operations. In this paper, we use this primitive to encrypt plaintexts domains of length
n with constant overhead. ¢-equivocal NCE is realized in [GWZ09] under the same hardness assumptions
that imply NCE.

3.1.1 NCES for Exponential-Size Message Spaces

In what follows, we introduce a new NCE for the sender based on the security of the DCR assumption. Our
scheme is based on the PKE from [CHKO05], building on earlier work by Cramer and Shoup [CSO2]. Let
N = pq be an RSA modulus, then define IIRSR, = (Gen, Gen™, Enc, Dec, Equivocate) an NCES as follows.

Gen, given the security parameter n, generate an RSA modulus N = pg withp = 2p' +1and g = 2¢' +1
where p, q,p', ¢ are primes. Pick ¢’ < Z}, and o ¢ Zy2,, and set go = ¢"?"N mod N? and
ho = g§ mod N2. Choose a random r <— Zy/4 and compute g; = g5 mod N2, h; = ((1+ N) -
hg) mod N2. Output PK = (N, go, ho, g1, h1) and secret key SK = a.

Gen*, given the security parameter 1, generate IV, go, ho as in Gen. Choose a random r <— Z /4 and com-
pute g1 = g mod N2, hy = h, mod N2. Output PK* = (N, go, ho, g1, h1) and trapdoor tpg= = 7.

Enc, given the public key PK = (N, go, ho, g1, h1) (or PK*) and a message m € Zy, choose a random
t = Zyy4 and output the ciphertext

¢ + Enc(m;t) = ((91"g5) mod NZ (h7hY) mod N2) :

Dec, given the public key PK = (NN, go, ho, g1, h1), secret key SK = « and ciphertext ¢ = (ge, hc),
compute 72 as follows and output m € Zy such that i = 1 + mN.

= (he/ge)N ™ = [(1+ NN = (14 W)™

c

Equivocate, given ®(N), the fake key PK* = (N, go, ho, g1, h1), trapdoor tpg= = r, a ciphertext ¢* <«
Encpk+(m;t) = (ge, he) and a message m’, output ¢’ = (rm +t — rm’) mod ®(N)/4. It is easy to
see that

Encpk~ (m’; t,) = ((glnlg(t)/)a hf%))

— ((ggm’g(()rm—i-t—rm ))7 (hgm/ h[()rm—i—t—rm ))) = c.

Next, we show that this scheme meets Definitions 3.2.

Proposition 3.1 Assume that the DCR assumption is hard in Zy,, then IIJCE is a NCES.
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Proof:  Given the public key PK = (N, go, ho, g1, k1) and two messages m, m’ € Zy, it holds that
encryptions of any two messages m and m’, namely the tuples (1) ((g{"gf)) mod N2, (h*h§) mod N?)

and (2) ((g{”l gb) mod N2, (h’lnl h%) mod N 2) are computationally close. This follows immediately from

the IND-CPA security proof for the modified scheme in [DJO3] (cf. Theorem 2 of [DJ0O3]). The fact that fake
and valid public keys are computationally indistinguishable follows from the IND-CPA security of [CHKO05]
and [CS02], as the former key is an encryption of zero whereas the latter key is an encryption of one. i

3.2 Our Construction

The idea of our protocol is to have the receiver create two public/secret key pairs where the first pair is
for NCES and the second pair is for NCER. The receiver sends the public keys and the sender encrypts
two shares of its message m, each share with a different key. Upon receiving the ciphertexts the receiver
recovers the message by decrypting the ciphertexts. We stress that this idea only works if the simulator
knows the identity of the corrupted party prior to the protocol execution, since the simulator must decide
in advance whether the keys or the ciphertexts should be explained as valid upon corruption (as we cannot
have both generated in a fake mode). Nevertheless, in the one-sided setting we cannot tell which party
will be adaptively corrupted prior to the execution. We thus resolve this issue using ¢-equivocal NCE in
order to commit to the choice of having fake/valid keys and ciphertexts (so the simulator can postpone its
decision regarding having either fake keys or ciphertexts to the point where corruption occurs). The fact
that this choice induces a binary equivocation space enables to design a protocol with a constant overhead.
We are now ready to introduce our protocol in the F%.-hybrid model (for £ = 2). Formally, let ITycps =
(Gen, Gen™, Enc, Dec, Equivocate) and IIycgr = (Gen, Enc, Enc*, Dec, Equivocate) respectively denote
NCES and NCER for message space {0, 1}". Then, consider the following protocol that realizes Fgc with
one-sided security.

Protocol 1 (One-sided NCE (I1,5.))
e Inputs: Sender SEN is given input message m € {0,1}". Both parties are given security parameter 1™.

e The Protocol:

1. Message from the receiver. REC invokes Gen(1™) of llxcrs and Mycpr and obtains two public/secret
key pairs (PKgs,SKg) and (PKg,SKRg), respectively. REC then forwards (ChSetup, sid, REC) and
(send, sid, REC, PKy) to F.., and the message PKp to SEN.

sC’
2. Message from the sender. Upon receiving (send, sid, REC,PKys) from F.. and PKp from REC,
SEN creates two shares of m, mg and mpg, such that m = mg ® mpg. It then encrypts mg (resp.
mp) using PKg (resp. PKR), creating ciphertext cs (resp. cgr), and forwards (ChSetup, sid’, SEN),
(send, sid’, SEN, c5) and (ChSetup, sid”, SEN), (send, sid”, SEN, cg) to FZ_
3. Output. Upon receiving (send, sid’, SEN, cs) and (send, sid”, SEN, cg) from F., REC decrypts cg
(resp. cr) using SKg (resp. SKr) and outputs the bitwise XOR of the decrypted plaintexts.

Our protocol can be instantiated using DDH based NCES and NCER for polynomial-size message
spaces, and using DCR based NCES and NCER for exponential-size message spaces. Note that the message
space of our one-sided NCE is implied by the message spaces of the underlying NCES/NCER schemes.
Therefore, when instantiated with the above concrete constructions, our protocol can transmit n-bits mes-
sages using a constant number of PKE operations, as opposed to NCE that requires O(n) such operations.
We conclude with the following theorem and the complete proof.

Theorem 3.3 Assume the existence of NCER and NCES. Then Protocol 1 UC realizes Fsc in the Ft.-hybrid
model (for { = 2) in the presence of one-sided adaptive malicious adversaries.
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Intuitively, security follows due to the fact that the simulator is not committed to either valid keys or
valid ciphertexts as it plays the role of functionality .FSEC. Thus, upon corrupting one of the parties it is able
to explain that party’s internal state while equivocating the communication with respect to message m.

Proof: Let ADV be a malicious probabilistic polynomial-time adversary attacking Protocol 1 by adaptively
corrupting one of the parties. We construct an adversary SIM for the ideal functionality Fsc such that no
environment ENV distinguishes with a non-negligible probability whether it is interacting with ADV in the
hybrid setting or with SIM in the ideal setting. We recall that STM interacts with the ideal functionality Fgc
and the environment ENV. We refer to the interaction of SIM with F5- and ENV as the external interaction.
The interaction of SIM with the simulated ADV is the internal interaction. We explain the strategy of the
simulation for all corruption cases.

Simulating the communication with ENV. Every input value received by the simulator from ENV is writ-
ten on ADV’s input tape. Likewise, every output value written by ADV on its output tape is copied to
the simulator’s output tape (to be read by the environment ENV).

SEN is corrupted at the outset of the protocol. STM begins by activating ADV and sends the message
(corrupt, sid, SEN) to Fgc, receiving back the message (send, sid, SEN, |m|) and the sender’s in-
put m. It then picks two public/secret key pairs (PKg, SKg) and (PKg, SKg). It then emulates
functionality 7, and the honest receiver by forwarding ADV the message (send, sid, REC, PKg)
from F., and PKp from REC. Upon receiving (send, sid’, SEN, cg) and (send, sid”, SEN, cg)
from ADV, SIM extracts m (that may be different than the message received from Fg) by computing
m = Decgk(cs) @ Decsk, (cr). In case decryption does not follow correctly, SIM fixes m to be a
default value. It then externally forwards (ChSetup, sid, SEN) and (send, sid, SEN, m) to the ideal
functionality Fsc. Note that corruption takes place at the outset of the protocol execution and thus the
simulator is able to simulate the transcript exactly as in the hybrid setting.

REC is corrupted at the outset of the protocol. STM begins by activating ADV and sends the message
(corrupt, sid, SEN) to Fsc, receiving back the message (send, sid, SEN, |m|) and the receiver’s out-
put m. SIM invokes ADV and receives (send, sid, SEN, PKg) (which is the message sent to ]-'Sec), and
PKr. Next, SIM completes the execution playing the role of the honest sender on input m. Note that
it does not make a difference whether REC generates valid or invalid public keys since STM knows m
and thus perfectly emulates the receiver’s view.

Otherwise, upon receiving (send, sid, SEN, |m|) from Fgsc, SIM emulates the receiver’s message as follows.
It creates public/secret key pair (PKr, SKg) for IIycpg, a valid public/secret key pair (PKg, SKg) and a
fake public key with a trapdoor (PK, tpky, ) for IIxoms (using Gen and Gen”, respectively). SIM emulates
the honest receiver by sending PK r to the sender (recall that the other public key is sent via }"SEC).

SEN is corrupted between Steps 1 and 2. Upon receiving the sender’s input m, SIM completes the
simulation exactly as in the previous case when SEN was corrupted at the outset of the protocol
execution, as no message was sent yet on behalf of the sender.

REC is corrupted between Steps 1 and 2. Upon receiving the receiver’s output message m, SIM ex-
plains the receiver’s internal state as follows. Specifically, it reveals the randomness for generating
PKg,SKg and PKg, SKg, and explains PKg as the message that was sent to fsfc. SIM then com-
pletes the simulation while playing the role of the honest sender with input message m.

Note that in the ]-"gc -hybrid model the simulation and the hybrid executions are identically distributed
since the transcript only includes PK .
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If none of the above corruption cases occur, SIM emulates the sender’s message as follows. It first
chooses two random shares m'y, m’, and generates a pair of ciphertexts (c, c&) for Ilycms Where both
encrypt m'g respectively using PKg and PKY. It then generates a pair of ciphertexts (c, ;) for Ixcrr
such that ¢ is a valid encryption of m’;, under public key PK g, and c}, is a fake ciphertext generated using
Enc* and PK . (Recall that the sender’s message is sent via F~. thus it is not part of the transcript seen by
the adversary).

SEN is corrupted after Step 2 is concluded. Upon receiving the sender’s input m from Fg, the simulator

explains the sender’s internal state as follows. It first explains PK for being the public key received
from ]-"SEC. Furthermore, it explains ¢§ and ¢, as the ciphertexts sent to ]-"Sfc. Finally, it computes
" < Equivocate(cg, tPKy, m/g) for m’g such that m = m/g @ m’y, and presents 7" as the randomness
used to generate c§ for encrypting m. The randomness used for generating ¢’ is revealed honestly.

Consider the adversary’s view which is comprised from three invocations of FZ, (one played with
the role of the receiver and two with the role of the sender) and a public key PKp that was honestly
generated. Note that the message received via the first ]-'SfC invocation is a fake public key PK%.
Moreover, the remaining two invocations are for sending the honestly generated ciphertexts relative
to keys PK% and PK . Now, since the only different between the simulated and hybrid views is with
respect to the key for NCES, we reduce the security of this case to the security of IIycgs.

Specifically, here the difference boils down to the key indistinguishability property of Ilycgs. Given
m and a tuple in one of these forms (PK*,r*,m, ¢*) or (PK, r,m, ¢) for an arbitrary m, as specified
in Definition 3.2, a distinguisher Advycgs continues as follows. Say it was given (PK’, ', m, ),
then Advycgs emulates the role of the honest receiver and forwards the key PK’ to ]:ch and a valid
key PKg to SEN. It then completes the simulation as the simulator would do while plugging-in ¢/
as the ciphertext that encrypts 7 under PK’. The distinguisher then explains the sender’s internal
state as in the simulation. Clearly, any advantage in distinguishing the hybrid and simulated views
can be reduced to breaking the indistinguishability of IIycgg since Advycgs generates a view that is
distributed according to one of these executions.

REC is corrupted after Step 2 is concluded. Upon receiving the receiver’s message m from Fgc, the

simulator explains the receiver’s internal state as follows. It explains PKg for being the public key
sent to 7, and presents the randomness for generating (PKg, SK) and (PK g, SK%;) where SK%, is
as defined below. It then explains cg and cF, for being the ciphertexts received from FE.. Specifically,
SK7, is defined such that m7p, < Decskx (c) and mp, @ mlg = m.

Security is proven similarly to the case the sender is corrupted at the end. Namely, the receiver’s
view is comprised from three invocations of FY. and ciphertexts cg, Cp- Security follows due to the
security of IIycgr, Where a distinguisher Advycgr that wishes to distinguish between a fake and a
real ciphertext receives either (PK, SK%, cj,, m/;) or (PK, SK, cg, m%,).

4 One-Sided Adaptively Secure OT

For, formally defined in Figure 2, is one of the fundamental functionalities in secure computation. In this
section we design one-sided OT based on the [PVWO0S8] construction which is designed based on dual-mode
PKE. We recall this definition first.
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4.1 Dual-Mode PKE

Loosely speaking, a dual-mode PKE is a PKE that is initialized with system parameters that can be defined in
two modes. For each mode it is possible to generate public and secret keys that are associated with a branch
o € {0,1}. Similarly, the encryption algorithm generates ciphertexts with respect to a branch 5 € {0, 1}.
Moreover, if the key branch matches the ciphertext branch (that is, ¢ = (), then the ciphertext can be
correctly decrypted. The security of dual-mode PKE relies on the indistinguishability of the two system
parameters modes, which are denoted by messy and decryption. In messy mode the system parameters are
generated together with a messy trapdoor, which imply that any public key (even malformed keys) can be
associated with any branch. Moreover, when the key branch does not match the ciphertext branch then
the ciphertext becomes statistically independent of the plaintext. On the other hand, in decryption mode
the system parameters allow to generate two secret keys that correctly decrypt the ciphertexts generated
for either branch. Formally, a dual-mode PKE Il ,; with message space {0,1}" consists of a tuple of
probabilistic algorithms (Setup, dGen, dEnc, dDec, FindBranch, TrapKeyGen) specified as follows:

e Setup(1™, ), given security parameter n and mode p € {0, 1}, outputs (CRS, t). The CRS is a com-
mon string for the remaining algorithms, and ¢ is a trapdoor value that is given to either FindBranch
or TrapKeyGen, depending on the mode.

The setup algorithms for messy and decryption modes are denoted by SetupMessy and SetupDecryption,
respectively; namely SetupMessy(1™) := Setup(1”, 0) and SetupDecryption(1™) := Setup(1”,1).

All the remaining algorithms take CRS as their first input. For clarity, we usually omit it from their
lists of arguments.

e dGen(o), given a desired decryptable branch value o, outputs (PK, SK) where PK is a public encryp-
tion key and SK is a corresponding secret decryption key for messages encrypted in branch o. For
our purpose, the secret decryption key denotes the randomness used by dGen which further induces
the secret key.

e dEnc(PK, 3,m), given a public key PK, a branch value § € {0,1} and a message m € {0,1}",
outputs a ciphertext ¢ encrypted on branch .

e dDec(SK, ¢), given a secret key SK and a ciphertext ¢, outputs a message m € {0, 1}".

e FindBranch(t, PK), given a trapdoor ¢ and some (possibly even malformed) public key PK, outputs
a branch value 5 € {0, 1} corresponding to a messy branch of PK.

e TrapKeyGen(t), given a trapdoor ¢, outputs (PK, SKy, SK;), where PK is a public encryption key
and SKy, SK; are corresponding secret decryption keys for branches 0 and 1, respectively.

Definition 4.1 (Dual-mode PKE) A dual-mode PKE is a tuple of algorithms described above that satisfy
the following properties:

1. Completeness for decryptable branch. For every o € {0,1}, every (CRS,t) < Setup(1”,0),
every (PK,SK) <« dGen(o), and every m € {0,1}", decryption is correct on branch o, i.e.,
dDeCSK(dEncPK(m, 0)) =m.

2. Indistinguishability of modes. The CRS generated by SetupMessy and SetupDecryption are com-
putationally indistinguishable, i.e., SetupMessy(1™) ~. SetupDecryption(1™).
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3. Trapdoor extraction of a messy branch (messy mode). For every (CRS,t) < SetupMessy(1")
and every (possibly malformed) PK, FindBranch(t, PK) outputs a branch value 3 € {0, 1} such that
dEnc(PK, 3, -) is messy. Namely, for every mgy, my € {0, 1}", dEncpk (mo, ) ~s dEncpk(m1, ).

4. Trapdoor generation of keys decryptable on both branches (decryption mode). For every (CRS, t)
< SetupDecryption(1™), TrapKeyGen(t) outputs (PK, SKo, SK1) such that for every o € {0, 1},
(PK, SK,) =, dGen(o).

This notion was introduced by Peikert et al. in [PVWO08], which further showed how to instantiate it based
on the DDH, QR and Learning with Errors hardness assumptions. We note that our definition is slightly
different than the original [PVWO0S] definition in the sense that algorithm dGen returns the randomness it
uses in order to generate the secret key and the public key. This is required for equivocating the internal
state of the receiver upon being adaptively corrupted (and is not required in the static setting). We note that
this modification does not effect the former two instantiations in [PVWO08] and further arises in [GWZ09].

4.2 Our Construction

We now concentrate on designing our one-sided OT based on the [PVWO8] construction. Recall that in
PVW protocol [PVWO08] the receiver first generates public and secret keys for branch . In response, the
sender returns the encryptions of xy with respect to branch 0 and z; with respect to branch 1. Finally,
the receiver decrypts the ciphertext for branch o. Our one-sided OT requires the following modifications
with respect to [PVWO08]. First, we fix the system parameters of the dual-mode PKE in decryption mode
(where originally the system parameters are defined in either messy mode or decryption mode). Specifically,
fixing the system parameters in decryption mode as we suggest here implies that in the security proof the
simulator can extract the sender’s input and equivocate the receiver’s input. In addition, in order to be able
to equivocate the sender’s input in the security proof we encrypt its message using our one-sided NCE (see
Section 3.1). Finally, in order to extract the receiver’s bit, we ask the receiver to prove its behaviour using
a special ZK PoK type for compound statements. In particular, the receiver proves that it knows a secret
key for either branch 0 or 1, where the extracted branch value implies the extraction of 0. We design this
proof so that it exploits the fact that the simulator knows the secret keys for both branches. Specifically, the
proof allows the simulator to use both secret keys when emulating the receiver’s role and later convince the
adversary that it only knows the oth secret key. We denote these type of proofs by witness equivocal and
explain them in more details in Section 6.2. More formally, the compound relation R,y we use in our OT
protocol is combined of the following two relations:

Ruero = {(PK, SK) | (PK, SK) < dGen(CRS,0)},

where CRS are the system parameters and dGen is the key generation algorithm for the underlying dual-
mode system. Similarly, we define Rong for public keys generated with respect to branch 1. Then, the
compound relation R,y is defined by

Rir = {((PKo, PK1), (SK,0)) | (PKs, SK) < dGen(CRS, o) }.

In Section 6.2 we consider two instantiations of R r based on the DDH and QR assumptions.

We are now ready to describe our protocol in details. Formally, we denote the dual-mode PKE of [PVWO08§]
by IIpuar = (SetupMessy, SetupDecryption, dGen, dEnc, dDec, FindBranch, TrapKeyGen) and describe
our construction in the (Fsc, Frr)-hybrid model, where Fy is the ideal functionality that verifies the rela-
tion Ry and returns Accept to the verifier only if the witness provided by the prover meets the definition
of Rpr. More formally,
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Protocol 2 (One-sided OT ( II,))

e Inputs: Sender SEN has x,z1 € {0,1}"™ and receiver REC has o € {0, 1}.
e CRS: CRS such that (CRS, t) < SetupDecryption.
o The Protocol:

1. REC generates (PK, SK) < dGen(CRS, 0) and sends PK. REC further calls F. with (PK, (SK, 0)).

2. Upon receiving Accept from Fyr and PK from REC, SEN generates ¢y < dEncpk (9, 0) and ¢; +
dEncpk (21, 1). SEN sends Fs. the messages (send, sid, SEN, ¢q) and (send, sid’, SEN, ¢1).

3. Upon receiving (send, sid, SEN, ¢y) and (send, sid’, SEN, ¢1) from Fsc, REC outputs dDecgk (¢o ).

Note that our protocol implies oblivious transfer with constant number of PKE operations for sender’s
input space {0, 1}" if the underlying one-sided NCE requires a constant overhead for message space {0, 1}",
as holds for our construction from Section 3.1.

Theorem 4.2 Assume the existence of one-sided NCE and dual-mode PKE. Then Protocol 2 UC realizes
For in the (Fsc, Frr)-hybrid model in the presence of one-sided adaptive malicious adversaries.

Proof: Let ADV be a probabilistic polynomial-time malicious adversary attacking Protocol 2 by adaptively
corrupting one of the parties. We construct an adversary SIM for the ideal functionality Fr such that no
environment ENV distinguishes with a non-negligible probability whether it is interacting with ADV in the
hybrid setting or with SIM in the ideal setting. We recall that SIM interacts with the ideal functionality
For and the environment ENV. We refer to the interaction of SIM with For and ENV as the external
interaction. The interaction of SIM with the simulated ADV is the internal interaction. Upon computing
(CRS, t) < SetupDecryption(1™), SIM proceeds as follows:

Simulating the communication with ENV. Every input value received by the simulator from ENV is writ-
ten on ADV’s input tape. Likewise, every output value written by ADV on its output tape is copied to
the simulator’s output tape (to be read by its environment ENV).

SEN is corrupted at the outset of the protocol. SIM begins by activating ADV and emulates the receiver
by running (PK, SKo, SK;) « TrapKeyGen(t). It then sends PK to the adversary on behalf of the
honest receiver and an Accept message on behalf of F; . Next, upon receiving from ADV the mes-
sages (send, sid, SEN, ¢1) and (send, sid’, SEN, ¢1), sent to Fss, SIM computes 2o = dDecsk, (co)
and z; = dDecgk, (c1). It then forwards For the message (sender, sid, zo,x1) and completes the
execution playing the role of the receiver using an arbitrary o.

Note that, in contrast to the hybrid execution where the receiver uses its real input o as input to dGen
in order to create public/secret keys pair, the simulator does not know o and thus creates the keys
using TrapKeyGen. Nevertheless, when the CRS is set in a decryption mode the left public key is
statistically indistinguishable from the right public key. Furthermore, the keys (PK, SK;) that are
generated by TrapKeyGen are statistically close to the keys generated by dGen with input bit ¢. This
implies that the hybrid and simulated executions are statistically close.

REC is corrupted at the outset of the protocol. SIM begins by activating ADV and receives a public
key PK and a witness SK,, as the input to F; . Given SK,, SIM checks if PK is the left or the right
key and uses it to extract the receiver’s input o. If the adversary’s message is invalid then SIM aborts,
sending L to For. Otherwise, it forwards the message (receiver, sid, o), receiving back x,. Finally,
S1M computes the sender’s message using x, and an arbitrary = _ .
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Note that unlike in the hybrid execution, the simulator uses an arbitrary 2 _ instead of the real z1_.
However, a decryption mode implies computational privacy of x;_,. This follows from the same
proof in [PVWO08]. Therefore, the hybrid view is also computationally indistinguishable from the
simulated view as in the static setting.

If none of the above corruption cases occur SIM invokes (PK, SKg, SK;) < TrapKeyGen(t) and emulates
the message PK sent to the sender.

SEN is corrupted between Steps 1 and 2. S1M trivially explains the sender’s internal state since SEN did

not compute any message so far. The simulator completes the simulation by playing the role of REC
using an arbitrary bit ¢ as in the case when the sender is corrupted at the outset of the execution.

Indistinguishability for this case follows similarly to the prior corruption case when SEN is corrupted
at the outset of the execution since the simulator uses the same simulation strategy as above. Namely,
the adversary’s simulated view is identically distributed in both simulation cases. This is because this
view only contains the public key which is statically independent of ¢ in a decryption mode.

REC is corrupted between Steps 1 and 2. Upon corrupting the receiver SIM obtains (sid, o, z,) from

For and explains the receiver’s internal state as follows. It first explains SK, as the witness given to
Jir and PK as the outcome of dGen(CRS, o). The simulator then completes the simulation playing
the role of the honest sender with z,, and an arbitrary 2 _.

Indistinguishability for this case follows similarly to the prior corruption case since the simulator did
not emulate the sender’s message yet.

If none of the above corruption cases occur then SIM chooses two arbitrary inputs xj,, 2} for the sender and
encrypts them using the dual-mode encryption. Denote these ciphertexts by ¢, ¢j. SIM emulates the sender
that sends these ciphertexts using Fgsc.

SEN is corrupted after Step 2. Upon corrupting the sender, SIM obtains (sid, zg, z1) from For. It then

explains the sender’s internal state as follows. It first computes cg, c; that respectively encrypt x¢ and
x1. It then explains ¢y and c; as being sent to the receiver using Fgc.

Indistinguishability follows as in the prior corruption case of the sender since the one-sided non-
committing channel enables the simulator to “rewind” the simulation back, assuming that the sender
is corrupted before simulating its message. Therefore, the same simulation strategy as before, of
emulating the sender’s incoming message using an arbitrary bit o works here as well.

REC is corrupted after Step 2. Upon corrupting the receiver, SIM obtains REC’s input and output

(sid, 0, x4) from For. It then explains the receiver’s internal state as follows. It first explains SK,, as
the witness given to Jz and PK as the outcome of dGen(CRS, o). Finally, it explains the output of
Fsc as ¢, c1, so that ¢, is a valid encryption of x, under PK and c;_, is an encryption of an arbitrary
input.

Indistinguishability follows similarly to a static corruption case of the receiver.

Concrete instantiations. A DDH-based instantiation implies that the CRS is a Diffie-Hellman tuple
(90,91, ho, h1) and the trapdoor is log,, g1. Moreover, the witness equivocal ZK PoK is realized with
the statement and witness relation (((goho, g5hl), (g1h1, goht)),r) such that PK = (g7, h%), SK = r
and r < Z,. An additional QR-based instantiation implies that the CRS is a quadratic residue y from Z3
whereas the trapdoor is s such that y = s> mod NN, where N is an RSA composite. Finally, the ZK PoK is
realized with the statement and witness ((y - PK, PK), r) such that PK = 72 /y?, SK = r and r < Z%.
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5 One-Sided Adaptively Secure Computation

In the following we demonstrate the feasibility of one-sided adaptively secure protocols in the plain model
with overhead that grows linearly with the static communication complexity (Section 5.1) and in the pres-
ence of malicious adversaries in the UC setting (Section 5.2). Our generic compiler requires from the parties
to communicate with each other using non-committing secure channels that achieve one-sided security (as
formally modeled by Fg¢ in Section 3.1). This transformation demonstrates the feasibility of semi-honest
(UC) security in the presence of one-sided attacks with the specified overhead. Moreover, in the plain model
our compiler implies one-sided malicious security with the same overhead. We recall that it is not clear
how to compile static maliciously secure protocols into the one-sided setting while preserving UC security,
which is due to the additional setup. We thus build a concrete maliciously one-sided secure construction
by modifying the [LP12] static Yao based protocol. Our construction is constant round UC secure which
requires a number of PKE operations that depends linearly on the circuit’s size times a statistical parameter.

5.1 From Static to One-Sided Security with no Setup

In this section we present a simple compiler that achieves one-sided adaptive security given a static protocol.
Loosely speaking, given a protocol II our compiler encrypts the communication of II using one-sided NCE.
The intuition behind the security proof follows from the fact that one-sided NCE allows to equivocate the
communication until the point corruption takes place. Specifically, whenever corruption occurs the simulator
can essentially “rewind” back to the outset of the execution and recompute the entire protocol transcript
using the corrupted party’s input, while pretending that this party was statically corrupted and that it follows
the protocol execution until the corruption point. It then presents the adversary the generated transcript.
As explained in [GWZ09], a subtlety arises in the malicious setting where it must hold that the simulator
submits to the ideal functionality the exact same input used by the corrupted party (whom we assume to
follow the protocol). This is because the ideal functionality cannot accept a different input, as it already
computed the outputs using the honest inputs. This property is denoted by input preserving; see [GWZ09]
for more details. We are now ready to prove the following theorem, our proof follows similarly to the proof
from [GWZ09] which demonstrates a compiler from semi-adaptive security into fully adaptive.

Theorem 5.1 Let f be a deterministic same-output functionality and let 11 be a statically secure protocol
with input preserving simulation. Then protocol 11, in which the parties run 11 but only communicate with
each other using one-sided NCE is one-sided adaptively secure.

Proof: Let ADV be a malicious PPT adversary attacking Protocol II. We construct a simulator Sim’
such that no PPT ENV distinguishes the real and the simulated views, i.e., the following computational
indistinguishability holds

{OIDEALf,SIM’,ENv (n, zo, 71, Z)}xo,xl,ze{o,l}*,nelN e {OREALHCADWENV (n, zo, 71, 2) }xo,m,ze{o,l}*,nelN'

Simulator SIM’ internally invokes a copy of the real adversary ADV and externally interacts with the
ideal functionality f and environment ENV. We neglect static corruptions (since these are covered by the
statically secure protocol IT) and describe the strategy of SImM’ for the following two corruption cases: (1)
Simulation with no corruptions. (2) Simulation when the first adaptive corruption takes place. Our proof
follows in the Fg-hybrid model. As in the [GWZ09] proof, we assume that 11 is a well-structured protocol.
Namely, a protocol execution should have the same number of messages, message lengths and order of
communication independent of the inputs or random tape of the participating parties. This technicality is
needed for simulating the communication of II. As pointed out in [GWZ09] almost all known constructed
protocols for cryptographic tasks are well-structured and any protocol can be easily converted into a well-
structured protocol.
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Simulation with no corruptions. In case both parties are honest, simulator S1M’ initializes a copy of the
static simulator STM that completes the setup phase (if required). Next, relying on the fact that II is well-
structured, SIM" simulates the communication between the parties by simply forwarding publicly known
data. Specifically, for wash round i, the simulator forwards the message (send, sid, Py,, k;) to ADV on
behalf of Fsq, where b; is the identity of the party that sends the message in round ¢ and k; is its length.

Simulation for the first adaptive corruption. Denote the identity of the first corrupted party by P; and
the other identity by P». Then SIM’ receives from f the corrupted party’s input 21 and (possible) output y1.
Let ADV; denote a PPT adversary that corrupts party P right after the setup phase, yet uses the real input
of P; in the execution, and let SIM; denote the simulator for that adversary. Then SIM’ invokes SIM1 until
party P is corrupted while playing the role of functionality f. Note that by the input preserving property
SiM; can only submits the input 7. If it expects to receive an output, SIM’ forwards SIM; the value y;.
Once the simulation reaches the point where P is corrupted, SIM’ takes the internal state of SIMy and sets
it as the internal state of P;.
Indistinguishability follows easily since in the hybrid Fs--model the adversary’s views are identical.

One implication of our compiler is that it implies the feasibility of constant rounds one-sided security
with O(|C|) symmetric key operations and O(|C/|) public key operations by applying our compiler to the
semi-honest two-party protocol from [Yao82, LP09]. More formally,

Theorem 5.2 (One-sided semi-honest) Let f be a deterministic same-output functionality, and assume the
assumptions specified in [LP09] and one-sided NCE. Then there exists a constant rounds protocol with
semi-honest one-sided adaptive security that UC realizes f with O(|C|) public key operations.

In addition, since our compiler is applied to any protocol in the plain model, even with malicious security,
by combining our result with [LP12] we obtain the following theorem,

Theorem 5.3 (One-sided malicious) Let f be a deterministic same-output functionality, and assume the
assumptions specified in [LP12] and one-sided NCE. Then there exists a constant rounds protocol with
malicious one-sided adaptive security that realizes f with O(s|C|) public key operations.

In the following section we present an alternative malicious two-party construction with one-sided se-
curity that is also based on [LP12] yet obtains UC security.

5.2 UC Security against Malicious Adversaries

As mentioned in the introduction it is insufficient to simply encrypt the communication using one-sided
NCE as in the semi-honest setting, due to the additional CRS setup which might be based on which party is
corrupted. Instead, we take a different approach and directly compile the [LP12] protocol (which is based on
the DDH hardness assumption) into a protocol that achieves one-sided malicious security in the UC setting,
proving the feasibility of UC constant round with malicious one-sided security. The [LP12] protocol relies
on a cut-and-choose technique for which Fy sends s garbled circuits and later open half of them (aka, check
circuits) by the choice of P;. This ensures that with very high probability the majority of the unopened
circuits (aka, evaluation circuits) are valid. The cut-and-choose OT primitive of [LP12] allows P; to choose
a secret random subset J of size s/2 for which it learns both keys for each input wire that corresponds to
the check circuits, and the individual keys associated with its input with respect to the evaluation circuits.
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In order to ensure that Py hands P consistent input keys for all the circuits, the [LP12] protocol en-
sures that the keys associated with F’s input are obtained via a Diffie-Hellman pseudorandom synthe-
sizer [NR95]. Namely, P, chooses values ga(lJ , g“}, ey g“?ol , g“?11 and g1, ..., g%, where n is the input/output
length, s is the cut-and-choose parameter and ¢ is a generator of a prime order group G. So that the pair of
keys associated with the ith input of Fj in the jth circuit is (g“zocj , g“zl ¢).? Given values { g“g , g“z1 ,g% } and
any subset of keys associated with Fy’s input, the remaining keys associated with its input are pseudoran-
dom by the DDH assumption. Furthermore, when the keys are prepared this way Py can efficiently prove
that it used the same input for all circuits. P then evaluates the evaluation circuits and takes the majority
value for the final output. In Section 5.2.1 we demonstrate how to adapt the cut-and-choose OT protocol
into the one-sided setting using the building blocks introduced in this paper. This requires dealing with new
subtleties regarding the system parameters and the ZK proofs.

5.2.1 One-sided Single Choice Cut-and-Choose OT

We describe next the single choice cut-and-choose OT functionality Fecor from [LP12] and present a
protocol that implements this functionality with UC one-sided malicious security. In Section 5.2.2 we briefly
describe our batch single choice cut-and-choose OT construction using a single choice cut-and-choose OT,
which is used as a building block in the two-party protocol. Formally, Fccor is defined as follows,

1. Inputs:

(a) SEN inputs a vector of pairs {(z, 1)}y

(b) REC inputs a bit o and a set of indices 7 C [s] of size exactly s/2.
2. Output: If 7 is not of size s/2, then SEN and REC receive L as output. Otherwise,

(a) Forall j € J, REC obtains the pair (a:%, ).
(b) Forall j ¢ J, REC obtains x .

This functionality is implemented in [LP12] using s instances of the DDH-based OT from [PVWO08],
where the receiver generates the system parameters in a decryption mode for the s/2 indices that correspond
to J whereas the remaining system parameters are generated in a messy mode. Specifically, the decryption
mode trapdoor enables the receiver to learn both of the sender’s inputs for the instances within 7. This idea
is coupled with two proofs that ensure the correctness of the receiver’s computations. Our first step towards
making the [LP12] construction one-sided adaptively secure is to invoke s instances of our one-sided OT
where all system parameters are generated in a decryption mode.

Similarly to [LP12], our construction includes two phases: a setup phase and a transfer phase. In the
setup phase, the receiver generates the system parameters in a decryption mode for the s/2 instances that
correspond to indices in 7, while the remaining system parameters are generated in the same mode but in a
way that does not allow REC to learn the trapdoor. This is obtained by fixing two random generators go, g1
in the CRS, so that the CRS for all one-sided OT instances j ¢ 7 include gg and a power of g1, whereas the
CRS for OT instances j € J include gg and an element that is a power of gg. This ensures that REC does
not know log, g1 which is the decryption mode trapdoor for j ¢ J. To ensure correctness, REC proves
that it knows the discrete logarithm of the second element with respect to g; of at least s/2 pairs. We denote
this relation by Ry, comp(s,s/2) and present discuss more details in Section 6.

In the transfer phase, the receiver uses these system parameters to create a public/secret key pair for the
OT instances not in 7. For the rest of the OT executions the receiver invokes the TrapKeyGen algorithm of

3The actual key pair used in the circuit garbling is derived from ( gagci , g’qu ¢7) using an extractor. A universal hash function is
used in [LP12] for this purpose, where the seeds for the function are picked by P, before it knows 7.
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the dual-mode PKE and obtains a public key together with a pair of secret keys that enable it to decrypt both
of the sender’s inputs. The receiver then proves that it used the same input ¢ for all OT instances using a re-
lation denoted by Ry or(s)- Formally, let the DDH based dual-mode PKE of [PVWO08] be specified by the
set of algorithms I, = (SetupMessy, SetupDecryption, dGen, dEnc, dDec, FindBranch, TrapKeyGen).
We denote our one-sided OT by Il¢ocor and present it in the (Fsc, For,comp(s,s/2)» Fpm,or(s))-hybrid model
(wWhere Fp1, comp(s,s/2)s Fpm,or(s) 1deally implement the corresponding relations Ry, comp(s,s/2)» Rou,or(s))-

Protocol 3 (One-sided adaptive single choice cut-and-choose OT (Ilocor))

e Inputs: SEN inputs a vector of pairs {(z},x%)}5_, and REC inputs a bit o and a set of indices J C [s] of
size exactly s/2.

Auxiliary Inputs: Both parties hold a security parameter 1™ and G, p, where G is an efficient representation
of a group of order p and p is of length n.

o CRS: The CRS consists of a pair of random group elements go, g1 from G.

Setup phase:
1. REC chooses a random x; € Z,, and sets g{ = ggj forall j € J and g{ = g,’ otherwise.
For all j, REC chooses a random y; € Z, and sets CRS; = (go,g{, hg = (go)yj7h{ = (g{)%)
Finally, for all j € J, REC stores trapdoor t; = x;. It then sends {CRS;}%_, to SEN.

2. REC calls Fyy comp(s,s/2) With ({gl,g{}‘;zl, {x;}jeq) to prove the knowledge of the discrete loga-
rithms of s/2 values within the second element in {CRS;}; and with respect to g;.

Transfer phase (repeated in parallel for all j5):

1. Forall j ¢ J, REC computes (PK;,SK;) = ((gj, hj),7;) < dGen(CRS,, o).
Forall j € J, REC computes (PK;, SK(;, SKJl) = ((gj, hj),rj,7;/t;) < TrapKeyGen(CRS;, t;).
Finally, REC sends the set {PK;}3_, and stores the secret keys.

2. REC calls ]:DH,OR(S) with input (({(gOa hg)a 9j» hj)};:zla {(g{v hjla 9j» hj)}§:1)7 {rj};::l) fo prove that all

the tuples in one of the sets {(go, h, g;, hj)}yi—1 or {(g1, 1), 9j h;)};—, are DH tuples.

3. For all j, SEN generates ¢}, dEncpg; (3,0) and ¢ dEncpg; (21,1). Let ¢} = (¢, and
e = (c]y, cly)- SEN calls Fsc with (send, sid, SEN, ¢}, ) and (send, sid, SEN, ¢}, ) and sends c,,, ¢,
to REC.

e Output: Upon receiving (send, sid, SEN, 661) and (send, sid, SEN, c{l)from Fsc, and céo, C{O, REC defines
ciphertexts ¢y = (¢}, cby) and & = (¢}, ¢ly) forall j ¢ J.

1. REC outputs xJ, < dDecsk (cJ).
2. REC outputs (z),27]) + (dDecSK? (c%),dDecSK; ().

Theorem 5.4 Assume that the DDH assumption is hard in G. Then Protocol 3 UC realizes Focor in the
(Fsc, For,comp(s,s/2)» Fom,or(s))-hybrid model in the presence of one-sided malicious adversaries.

Proof: Let ADV be a probabilistic polynomial-time malicious adversary attacking Protocol 3 by adaptively
corrupting one of the parties. We construct an adversary SIM for the ideal functionality of a single choice
cut-and-choose oblivious transfer F¢cor such that no environment ENV distinguishes with a non-negligible
probability whether it is interacting with ADV in the hybrid setting or with SIM in the ideal setting. We
recall that SIM interacts with the ideal functionality and the environment ENV. We refer to the interaction
of SIM with the ideal functionality Focor and ENV as the external interaction. The interaction of STM with
the simulated ADV is the internal interaction. We describe the simulator’s strategy for all corruption cases.
SIM begins by creating a CRS (go, g1) and storing x = log,, g1. It then proceeds as follows:
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Simulating the communication with ENV. Every input value received by the simulator from ENV is writ-
ten on ADV’s input tape. Likewise, every output value written by ADV on its output tape is copied to
the simulator’s output tape (to be read by its environment ENV).

The sender is corrupted at the onset of the protocol. SIM begins by activating ADV and emulates the
receiver as follows. In the setup phase it picks s system parameters in a decryption mode in which it
knows their trapdoors. Namely for each j € [s], it creates CRS; = (go, g1, iy, 1) where gi = (g0)™,
hé = (go)¥% and h] = (gl)yf = (go’)¥ for random z;’s and y;’s, and records the trapdoor ¢; = ;.
The simulator further computes x; = log,, gj for all j using the knowledge of z = logg, g1. It then
sends the adversary the system parameters, chooses an arbitrary set 7' of size s/2 and sends Accept
to ADV on behalf of Fp;, comp(s,s/2) for the statement {g1,9] j=1- Note that the simulator knows the

discrete logarithms for each pair (g1, g]) within the statement.

In the transfer phase the simulator invokes TrapKeyGen for all j € [s] and computes (PKj, SK?,
SKJI) = ((gj,hj),7j,75/t;) < TrapKeyGen(CRS;,t;) for j € [s], and sends the public keys to
SEN. It further sends Accept to ADV on behalf of Fpy or(s)- Upon receiving ADV’s message,
SIM extracts the sender’s input (xo, ) using SK0 SK1 for every j € [s] and sends it to the ideal
functionality Fecor-

Note that the adversary’s views differ only with respect to the ZK statements, since in a decryption
mode the receiver’s bit is perfectly hidden as well as the subset picked by the receiver. Now, since the
proofs are run via ideal calls the simulated and hybrid views are statistically close.

The receiver is corrupted at the onset of the protocol. SIM begins by activating ADV and emulates the
honest sender as well as the ideal functionalities Jpy, conp(s,s/2) and Fpy or(s)- It extracts J and
o from the inputs to these functionalities and sends them to Fccor, receiving back (950, xl) for all
j € J and a:f, for all j € J. SIM chooses an arbitrary 1:1 , forall j ¢ J and emulates the role of
SEN using inputs (mo, xl) forall j € [s].

Note that the difference between the simulated and hybrid views is with respect to inputs x{_ . for all
j € J for which the simulator uses arbitrary values. Indistinguishability is implied by the privacy of
the dual-mode PKE when a left ciphertext is computed with a right key (or vice versa).

If none of the parties get corrupted at the onset of the protocol execution SIM plays the role of the hon-
est receiver in the setup phase using an arbitrary subset 7/, and For,comp(s,s/2)- Note that SIM knows all
the witnesses for the proof in the setup phase (i.e., the discrete logarithms of {g{ j—1 with respect to g1
for all j values). It can thus later equivocate the proof with respect to the real set 7. SIM further plays
the role of the honest receiver in the transfer phase using an arbitrary ¢/, and Fon,or(s)- Specifically the
simulator simulates the receiver by invoking TrapKeyGen for all j € [s], computing (PK}, SK?, SKJI-) =
((gj, hj),rj,7m5/t;) < TrapKeyGen(CRSj, ¢;). It then sends the public keys to SEN and an Accept mes-
sage on behalf of Fp,y; or(s)- Note that STM knows witnesses for both sub statements {(go, hé, g5, hi)}s

j=1
and {(gl, hl, i hj)}i—q, which equal {r;}7_, for the first set and {r;/¢;}7_, for the second set.

The sender is corrupted between Steps 2 and 3. Upon corrupting SEN, SIM explains the internal state
of the sender by honestly presenting the randomness used so far on the sender’s behalf. Finally, STM
completes the execution in the transfer phase by playing the role of the receiver using an arbitrarily
chosen ¢’. Indistinguishability follows due to the same argument as in the previous corruption case
since the simulator follows the same strategy relative to the sender.
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The receiver is corrupted between Steps 2 and 3. Upon corrupting REC, SIM receives J and o from
Feocor, as well as (xo, ;1:1) forall j € J and z for all j & J. It then explains the internal state
of REC as follows. It first explains the witness for the ZK PoK functionality Fy,;, comp(s,s/2) s the

discrete logarithms of {g1 ¢z With respect to g;. It also explains the witness for Fpy or(s) as the
witness for the oth set. Flnally, it plays the role of the sender as in the previous corruption case.
Indistinguishability follows similarity to the previous corruption case due to the security of the dual-
mode PKE and the fact that the simulator follows the same strategy.

If none of the parties is corrupted until now, SIM plays the role of the sender in the transfer phase using
arbitrary (xo ,27) forall j € [s].

The sender is corrupted after Step 3 is concluded. Upon corrupting SEN, SIM receives (mé, x]l) for all
j € [s] from Feeor. It then explains the internal state of SEN as in the previous corruption case,
and further explains the inputs to Fg¢ as ciphertexts that encrypt the real inputs. Indistinguishability
follows from the fact that the receiver’s input is statistically hidden given the public keys.

The receiver is corrupted after Step 3 is concluded. Upon corrupting REC, SiM receives J, o, from
Fecor as well as (xo, 371) for all j € J and 2. for all j & J. It then explains the internal state of
REC as in the previous corruption case, and further explains the messages received from Fgc as the
encryptions of {z}, 2]} c7 and {z1} j¢.7- Indistinguishability follows as above.

5.2.2 Malicious One-Sided Adaptively Secure Two-Party Computation

First, we remark that the single choice cut-and-choose protocol from Section 5.2.1 is executed for every
input bit of P; in the main two-party protocol, but with respect to the same set J. In order to ensure that
the same 7 is indeed used the parties engage in a batch single choice cut-and-choose OT where a single
setup phase is run first, followed by n parallel invocations of the transfer phase. Note that CRS and the
set J are fixed in the setup phase and remain the same for all n parallel invocations of the transfer phase.
The same modifications can be carried out relative to our single choice one-sided OT. We denote the batch
functionality by F5A5CF. Next, in order to achieve one-sided malicious security we modify the [LP12] two-
party protocol by using our batch single choice cut-and-choose OT with one-sided security as a building
block. In addition, we use our one-sided NCE from Section 3.1 in order to encrypt the garbled circuits, as
well as the input keys that depend on Fy’s inputs. We are now ready to formally describe our protocol H}“L.

Protocol 4 (One-sided adaptively secure malicious Yao (H}’IAL))

e Inputs: Py has g € {0,1}" and Py has 1 € {0,1}". Let xo = },..., 2} and x1 = z1,..., 27

o Auxiliary Input: A boolean circuit C' such that for every xo,z1 € {0,1}", C(x,y) = f(z,y) where f :
{0,1}" x {0,1}" — {0, 1}"™. Furthermore, we assume that C' is such that if a circuit-output wire leaves some
gate, then the gate has no other wires leading from it into other gates (i.e. no circuit-output wire is also a
gate-output wire). Likewise, a circuit-input wire that is also a circuit-output wire enters no gates.

Convention: Unless specified differently, i € [n]. We further assume that the gates of circuit C induce a
topological sort.

e The Protocol:

1. Garbled circuit computation. Py constructs s independent garbled circuits for C as follows:

(a) Py picks n pairs of random values ((a9,al),...,(a,a})) € Zgand c1,...,cs €Eg Zq.

n»n
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9.

Informally, to ensure the one-sided security of 11

(b) Letws, ..., wy be the input wires corresponding to Py’s input in C, and denote by w; ; the instance
of wire w; in the jth garbled circuit. Further let, ki’ ; denotes the key associated with bit b on wire
w; j. Then Py sets the keys for its input wires to (kj ; = H(g'e), ki; = H(g%¢)), where H is a
randomness extractor such as a universal hash function [JC79, HILL99, DGHT 04].

(c) Py constructs s independent garbled circuits for C, denoted as GC, . .., GC, using random keys
except for the wires w1, . . . , w, for which the keys are as above.

. Oblivious transfers. The parties call FESTS™ with their respective inputs and obtain outputs as follows:

(a) Py defines vectors z1, . ..,2Zn, Where z; contains the s pairs of random symmetric keys associated
with P ’s ith input bit x in all garbled circuits GC1, . ..,GCs.
(b) Py inputs a random subset J C [s] of size s/2 and the bits 1, ..., x7.

(c) Py receives from FEASSH all the keys that are associated with its input wires for the circuits GC;

with i € J (denoted as the check circuits). In addition, it receives the keys that correspond to its
input for the remaining circuits (denoted the evaluation circuits).

. Sending garbled circuits and commitments. P, transfers P; s encrypted copies of the garbled circuit

. 0 1 0 1 3 . “« ”»
using Fsc, and the values ((g°1, g%1),..., (g%, 9% ), (9, ..., g%)) along with the “seed” of the hash
function H which constitutes the commitments to the input keys on the wires associated with Py’s input.*

. Revealing 7. P; reveals J and proves that it used this subset in the cut-and-choose OT protocol by

sending the pair of keys associated with P, ’s first input bit in each check circuit i.e. for every GC; with
1 € J. Note that Py knows the key pair only for the check circuits. If the values received from Py are
wrong, then Py aborts.

. Decommitting Py’s input Keys. In order to let Py know the keys for the input wires of Py within the

check circuits, Py sends c; for all j € J. Py computes the key pair (H(ga?cf), H(g“icﬂ' ).

. Verifying the check circuits. P, verifies the validity of the check circuits using all the keys associated

with their input wires. This ensures that the evaluation circuits are correct with high probability.

. Sending the garbled inputs for the evaluation circuits. In order to complete the evaluation phase Py

is given the keys for the input wires of Py. Py must be forced to give the keys that are associated with the
same input for all circuits. Specifically, the following code is executed for all input bits of Py:

(a) For every evaluation circuit GC};, Py transfers T; ; = g% %¢j using Fsc, where xy is the ith input bit
OfPQ.

(b) Py then proves that afé is in common for all keys associated with the ith input bit, which is reduced

S

ER 1—xf,
to showing that either the set {(g, g%" , g, Tij) =1 or the set {(g, g% ’ 9%, Tij)}j=1 is com-
prised of DH tuples. Notably, it is sufficient to use a single UC ZK proof for the simpler relation
Rou,or since the above statement can be compressed into a compound statement of two DH tuples
as follows: Py first chooses s random values 71, ...,vs € Z, and sends them to P;. Both parties

S

compute g = szl(gcf)%', T = szl(ﬂ',j)”, of which Py proves that either (g,gaf°,g,%) or
1

(g, g%_mo ,§,7) is a DH tuple. Thus, Py invokes Fpu, or With Zj.:l cjv; as the witness.

. Circuit evaluation. Upon receiving Accept from Fpy or, P1 completes the evaluation of the circuits

and sets the majority of these values as the output y.

Output communication. P; sends y using Fsc.

MAL we realize the functionalities used in the protocol as

follows: (1) FE&5-" is realized in Step 2 using our one-sided batch single choice cut-and-choose OT. This
implies the equivocation of P;’s input. (2) Moreover, recall that the statement for the relation Rpy or 18
encrypted in Step 7(a) using one sided NCE. Thus, it is sufficient to employ a standard static proof to
realize Rpu,or Where the prover sends the third message of the proof using one-sided NCE. This implies
the equivocation of Fy’s input. Next, we prove

4 At this point Py is committed to all the keys associated with the s circuits.
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Theorem 5.5 (One-sided malicious) Let f be a deterministic same-output functionality and assume that
the encryption scheme for garbling has indistinguishable encryptions under chosen plaintext attacks, an
elusive and efficiently verifiable range, and that the DDH and DCR assumptions are hard in the respective
groups. Then Protocol H}“L UC realizes F in the presence of one-sided malicious adversaries using only
O(s|C|) private key operations and O(s(|C|)) public key operations where s is a statistical parameter that
determines the cut-and-choose soundness error.

We recall that the DDH and DCR hardness assumptions imply a cut-and-choose OT with constant number
of PKE operations for large sender’s input spaces (where DCR is required in order to implement the ideal
functionalities (Fgc, For,comp(s,s/2)» FoH,0R(s) )). In addition, we recall the [LP12] protocol is secure under
the DDH assumption and IND-CPA symmetric key encryption scheme with the above special properties.

Proof:  Our proof is shown in the (Fso, Foooe s Fou,or)-hybrid model. Let ADV be a probabilistic

polynomial-time malicious adversary attacking Protocol 4 by adaptively corrupting one of the parties. We
construct an adversary SIM for the ideal functionality  such that no environment ENV distinguishes with
a non-negligible probability whether it is interacting with ADV in the real setting or with SIM in the ideal
setting. We recall that SIM interacts with the ideal functionality /; and the environment ENV. We refer
to the interaction of SIM with F; and ENV as the external interaction. The interaction of SIM with the
simulated ADV is the internal interaction. We now explain the actions of the simulation for the following
corruption cases: (1) No corruption takes place; (2) Corruption takes place at the outset; (3) Corruption
takes place between Steps 2 and 3; (4) Corruption takes place between Steps 3 and 7 (5) Corruption takes
place between Steps 7 and 9; (6) Corruption takes place at the end. We describe a simulator for all these
cases considering the corruption of each party. These cases cover all potential cases of corruption.

No corruption. When no corruption takes place the simulator simulates both Py and P; as follows:

1. Garbled circuit construction. No communication is carried out in this step. SIM internally picks n
pairs of random values (a9, al),..., (a2, al) < Z,x Z, and c1, . . ., ¢s < Z, (which define the keys

n»'n

for Py’s input). It further picks a pair of random keys that correspond to each input bit of P;.

2. Oblivious transfers. No communication is carried out in this step due to the ideal call to F5555".

SIM internally chooses a random subset 7 on the behalf of P;.

3. Sending garbled circuits and commitments. No communication is carried out with respect to
the garbled circuit due to the ideal call to Fgc. SIM emulates the honest Py sending the values

0 1 0 1
((ga17gal)7 tt (gan’gan)7 (9017 R 7965))'

4. Revealing 7. SIM emulates the honest P; and sends J together with the pair of keys that are associ-
ated with P;’s first input bit for each check circuit.

5. Decommitting Pg’s input keys. SIM emulates the honest F and sends c; forall j € J.
6. Verifying the check circuits. No communication is carried out in this step.

7. Sending the garbled inputs for the evaluation circuits. No communication is carried out in this
step as it involves calling the two ideal functionalities Fsc and Fpu or-

8. Circuit evaluation. No communication is carried out in this step.

9. Output communication. No communication is carried out in this step due to the ideal call to Fgc.
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Note that the simulated the hybrid executions are statistically close. Specifically, communication takes place
only in Steps 3,4, and 5 independently of the parties’ inputs and outputs. Therefore, indistinguishability
follows trivially for this case.

Corruption at the outset of the protocol execution.

e Py is corrupted. In Step 2 SIM emulates FSA2SH, receiving the input of ADV for this functionality.
Namely, the key pairs that correspond to all the input wires of the circuit. In Step 3, SIM receives s
garbled circuits from ADV on the behalf of Fg and the commitments to the key pairs that correspond
to ADV’s input. In Step 4, the simulator sends a random subset 7 and the pairs of the input keys that
are associated with P;’s first input wire in each check circuit GC; for which ¢ € J (recall that StmM
knows all the input keys in Step 2). In Step 5 the simulator receives ¢; for all j € J from ADV. In
Step 6 the simulator verifies the check circuits just as the honest P; would do, and aborts if a problem
is detected. In Step 7 the simulator receives the keys {TiVj}iE{l,m’n}’jg 7 as well as the statement and
its corresponding witness for the ideal call of Fpy or. If the witness is verified correctly then S1M
extracts ADV’s input as follows. For some fixed j ¢ 7, SIM extracts the 7th bit of ADV’s input z{, by
applying the hash function H on 7; ; and then checking whether the result matches either H (g% %)
which implies that 2l = 0, or H (g“z1 %) which implies that 2l = 1. SIM sends () to F and receives
the output 3. Next it sends ¢’ to ADV on behalf of Fg in Step 9 and concludes the simulation.

e P is corrupted. SIM mimics the [LP12] simulation that is designed for the static case, building fake
circuits that always compute y' = f(xg,x}) for 2 the input of ADV. Specifically, in Step 1 SIM
emulates Fy as in the no corruption case, i.e., it picks key pairs that correspond to the input wires
of both parties. In Step 2, SIM emulates Foao o and receives ADV’s input ) and the subset J and
returns the adversary’s output. It then sends «} to F and receives back the output 3. Then in Step 3
SIM constructs s/2 correct circuits that correspond to indices from 7 and additional s/2 fake circuits
that always output ¢/ irrespective of the input. It then sends this set of correct and fake garbled circuits
to ADV on behalf of Fg¢. It further sends the commitments to the correct key pairs that correspond
to the inputs wires of Fy. In Step 4 the simulator receives 7 and the key pairs that correspond to the
first input bit of ADV for all the circuits GC; such that ¢ € J. If ADV sends invalid keys, or the set
J does not match the set SIM obtains in Step 2 during the simulation of the ideal cut-and-choose OT,
then SIM aborts. In Step 5 SIM correctly decommits ¢; such that 5 € 7. In Step 7 SIM plays the role
of the honest ;) with input 0". Following that, SIM emulates the ideal functionality for Fpy or and
sends Accept to ADV. In Step 9 the simulator receives output 3" from ADV via Fsc. If y” is not
equal ¢ then SIM aborts.

We note that in the (Fsc, FOAoT, Fou,or)-hybrid execution, corruption at the onset of the protocol
is proven similarly to the static proof provided in [LP12]. Specifically, the only difference between
the proofs is that some parts of the communication of our protocol are transferred via Fsc (where this
communication is sent non encrypted in [LP12]). Therefore, when corruption takes place later in the
protocol, the simulator can pretend that the computation was carried out correctly and consistently
with the corrupted party’s input. Specifically, the adaptive security reduces to static security.

Corruption between Steps 2 and 3.

e [ is corrupted. SIM simulates Py and P in Steps 1 and 2 as in the no corruption case. Then,
whenever Py is corrupted SIM constructs s garbled circuits correctly using the keys that were picked
in Step 1. It then discloses the circuits and the input keys to the adversary. It further explains the

29



internal state of Py so that its input to the OT functionality F525C" is consistent with the above input

keys. Finally, STM emulates the honest P; exactly as in the case when Py is corrupted at the outset.

Note that the adversary’s views in case Fy is corrupted at the outset of the protocol execution and in
case Py is corrupted between Steps 2 and 3 is identical since Py does not use its input yet at this point,
and thus the simulation in both corruption cases is essentially the same.

e Py is corrupted. SIM simulates Py and P; in Steps 1 and 2 as in the no corruption case. Then,
whenever P is corrupted SIM receives its input and output (x1, y). SIM explains the internal state of
P such that the input of P; to the FE2JSH functionality is 1 and a random subset 7. It then discloses
the keys that P; should have received upon entering 1 and J to FSA2S" in Step 2. SIM completes
the simulation by simulating F, exactly as in the case when P is corrupted at the outset.

Note that in the hybrid setting the adversary’s views in case P is corrupted at the outset of the protocol
execution and in case P; is corrupted between Steps 2 and 3 is identical since the simulator can
equivocate P;’s input to FSA0CH. This implies that the adversary’s internal state until corruption takes
place is identically distributed to the real internal state of the honest ;. Moreover, the simulation

proceeds exactly as in the static case.

Corruption between Steps 3 and 7.

e [ is corrupted. S1M simulates Py and P; in Step 1-3 as in the no corruption case. Then, whenever
Py is corrupted SIM constructs s garbled circuits correctly using the keys that were picked in Step 1.
It then discloses the circuits and the input keys to the adversary. It further explains the internal state
of Py so that its inputs to FZAJSH in Step 2 and to Fg in Step 3 are consistent with garbled circuits
constructed above. SIM completes the simulation by simulating P; exactly as in the case when Fj is

corrupted at the outset.

Note that in this corruption case Fy does not use its input yet and thus the indistinguishability argument
is as in the prior corruption case.

e P is corrupted. STM simulates Py and P; in Steps 1-3 as in the no corruption case. Then, whenever
P is corrupted SIM receives its input and output (z1,y). SIM explains the internal state of P; such
that the input of P; to the FZ555" functionality is #; and a random subset 7. It further discloses the
input keys that P; should have received upon entering inputs 1 and J to Foaos in Step 2. Next,
SIM constructs s/2 correct circuits that correspond to indices from 7 and s/2 additional fake circuits
that always output y. It then explains the internal state of P; such that P, has received the garbled
circuits constructed as above (so that the correct circuits are the check circuits). SIM concludes the
simulation by simulating Py exactly as in the case when P is corrupted at the outset.

The adversary’s view is distributed as in the static corruption case relying on security of Fg that
transfers the garbled circuits. In the static corruption case, SIM sends a set of garbled circuits contain-
ing s/2 fake circuits and s/2 good circuits on behalf of Fs.. No equivocation is required since SIM
knows P is corrupted at the outset. In the current scenario, SIM equivocates and explains to ADV
that such a set is delivered by Fsc. In Fg-hybrid model, the security reduces to the security of static
corruption case.

Corruption between Steps 7 and 9.

e [ is corrupted. SIM simulates Py and P; in Steps 1-7 as in the no corruption case. Then, whenever
Py is corrupted SIM receives its input and output (xg, y) and explains the internal state of P until Step
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7 as in the prior corruption case. Next, SIM explains the inputs of Fy to the ideal call of Fy¢ in Step
7 so that they are consistent with the input 2. Namely, the ith input wire of I in the jth evaluation

7

circuit is explained as gaz‘ocj. It further explains the witness to Fpy or correctly as ijl c;y; (recall
that~y, ..., 7ys are random elements that enable to combine s proofs into a single proof). The simulator
concludes by simulating the honest P; exactly as in the case when Fj is corrupted at the outset.

In the hybrid setting, indistinguishability follows easily as above since the privacy of P, follows from
the privacy of the OT protocol. Moreover, all the messages sent by F, are emulated as being sent by
the honest P, therefore security is reduced to the static corruption case.

e P is corrupted. STM simulates Py and P; in Steps 1-7 as in the no corruption case. Then, whenever
P is corrupted SIM receives its input and output (x7,y) and explains the internal state of P; until
Step 7 as in the prior corruption case. Next, SIM explains the internal state of P in Step 7 using the
garbled inputs keys of Py that are consistent with 0™ as the keys received from Fgc. Namely, the ith
input wire of F in the jth evaluation circuit is explained as g“gcj. Finally, the simulator explains the
message Accept as being received from the ZK functionality and concludes the simulation as above.

The proof for this corruption case is identical to the prior case since P; already used its input in
the cut-and-choose OT phase, and the additional simulated messages only correspond to the garbled
inputs for the check circuits transferred from F.

Post execution corruption.

o [ is corrupted. S1M simulates Py and P; during all the steps as in the no corruption case. The
internal state of Py is explained as above except that in Step 9 SIM explains y as the output received
via the ideal call of Fyc.

e Py is corrupted. S1M simulates Py and P; during all the steps as in the no corruption case. The
internal state of Py is explained as above except that in Step 9 SIM explains y as the input entered to
the ideal call of Fyc.

Security in the hybrid model is proven exactly as above since the messages that are sent via Fgc can be
equivocated relative the correct output value. This concludes the proof. [

6 Efficient Statically Secure and Witness Equivocal UC ZK PoKs

We present two results in this section. The first (side) result illustrates a technique for generating efficient
statically secure UC ZK PoK for various Y-protocols. Our protocols take a new approach where the prover
commits to an additional transcript which enables witness extraction without using rewinding, and enable to
achieve UC ZK PoK constructions that incur constant overhead with a negligible soundness error. Prior to
that, 2-protocols were complied into the UC setting using UC commitments [CF01].

Next, we define a new notion denoted by witness equivocal UC ZK PoK for compound statements
[CDS94] (where the statement is comprised of several sub-statements that are associated using an OR rela-
tion). The additional feature that witness equivocal UC ZK PoK offers over static security is that it allows
the simulator to equivocate the simulated proof upon adaptively corrupting the prover. Specifically, this
notion implies that the simulator knows the witnesses for all sub-statements, but not which subset is used by
the real prover. Furthermore, the simulator is able to convince the corrupted prover that it indeed knows the
correct subset of witnesses. Note that this notion is weaker than one-sided UC ZK PoK where the simulator
is required to simulate the proof obliviously of the witness, and later prove consistency with respect to the
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real witness. In this work, we build efficient witness equivocal UC ZK PoKs for a class of fundamental
compound X:-protocols. Our protocols are constant rounds and overhead, with a negligible soundness error.

6.1 Statically Secure UC ZK PoK with Constant Overhead

We briefly describe our technique for generating efficient UC ZK PoK for X-protocols. Recall that in order
to obtain a UC secure ZK PoK in the CRS model for a X-protocol it suffices to build a straight line simulator
and witness extractor. A straight line simulator can be obtained by using standard techniques of committing
the challenge of the verifier at the onset of the proof using UC commitments [DNO2]. In what follows, we
will focus on designing straight line extractors. We begin with a generalization of our UC ZK PoKs for
Y-protocols for relations of the form Rr = {((@, H,y),z)|y = I’(:c)} defined with respect to a one-way
homomorphic mapping I' : G — H from a source group (G, ®) to a target group (H, ®). (Where I is
homomorphic if I'(zg @ z1) = I'(xg) ® I'(z1)).> Loosely speaking, given a X-protocol I for Rr we
define a new proof II}. by instructing the prover to send two responses z, z’ to a pair of distinct challenges
¢, c queried by the verifier. Specifically, the former response z is sent on clear and publicly verified as
specified in II, whereas the latter response 2’ is encrypted using a homomorphic PKE with plaintext space
G. Moreover, the validity of 2’ is carried out by a (X-protocol) UC ZK proof Iy, for consistency. Observe
that an extractor can be easily constructed for IT}. by placing a public key for the homomorphic PKE in the
CRS, of which the extractor knows the corresponding secret key. Clearly, the efficiency of our new proof
depends heavily on the overhead of IIs;. For simplicity, we describe our protocols for a honest verifier;
standard techniques can be used to achieve full security. We discuss two concrete implementations below.

6.1.1 UC Secure ZK PoK for Discrete Logarithm

We illustrate our technique on the X-protocol for proving the knowledge of a discrete logarithm (DL) in
a prime order group G. We instantiate (G, @) with (Z,, +) for operation + denoting addition in Z,, and
(H, ®) with (G, -) for operation - denoting multiplication in G. Furthermore, the one-way group homomor-
phism is defined by I'(z) = EXP(z) = g* where g is a generator of G and induces the relation,

Ror = {((Gvg7 h),l‘)’ h = gz}

We apply our technique on the Y-protocol due to [Sch89] and instantiate the additively homomorphic PKE
within ITy, with Paillier [Pai99], that is defined by Encpk (z;7) = (1 + N)® - ¥ mod N? where N is an
RSA composite and is IND-CPA secure under the DCR hardness assumption. Formally,
Protocol 5 (UC ZK PoK of DL (II,;))
o CRS: A public key PK for Faillier PKE.
o Joint statement: The description of a group G of prime order p and a generator g, and the public statement h.
o Auxiliary input for the prover: = € Z,, such that h = g”.

e The Protocol:

1. Prover P picks a random r < Z,, and sends the verifier a = g".
2. Verifier V returns random challenges c, ¢’ < Zy,.

3. Psends z + v+ cx mod p and encrypts 2’ < r+c'x mod p using PK, generating ciphertext e. P sends
z and e to V and proves in UC ZK that the plaintext of e and the discrete log of ah® are the same.

SThis notation covers many basic relations such as discrete logarithm and quadratic residuosity.
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4. V accepts if the ZK proof is verified correctly and g* = ah®.

The proof used in Step 3 is obtained from a >-protocol for the following relation,
Ri={((N,PK,e,G,g,h), (z,a))| e = (1 + N)*a™ mod N> N\h = g} .

Namely, the goal is to prove consistency of discrete logarithms with respect to two different group orders
with generators (1 + N) and g, respectively. This can be achieved by combining the proof of knowl-
edge of discrete logarithms over the integers [DJN10] and the proof of plaintext knowledge for Pailler
(we note that [DIN10] shows a proof for consistent exponents, i.e., for Diffie-Hellman tuples, but the
same proof technique works here as well). Namely, the prover selects at random y and 3, computes
¢ = (1+ N)YBY mod N? and ' = ¢¥ and sends €', b’ to the verifier, who returns a random challenge
¢ € Zy. The prover then replies with z = y + cx (over integers) and v = o3° mod N. However, to ensure
the privacy of x within y 4+ cz, y must be chosen so that its length is at least |c| 4+ |z| + x, where & is a
statistical parameter. The verifier then accepts if (1 + N)?*4" mod N? = ¢’e® mod N? and g*> = h/h°.
We further note that the above proof requires a special care since it must ensure that the exact same value
x is encrypted under Paillier rather than x + ip, for p the order of G and i some integer. Nevertheless, an
extractor that decrypts and learns = + ip can still find z. Thus our extractor first learns z’ by decrypting the
Paillier ciphertext and then extracts x from z and 2’. Finally, the above Y-protocol and the PoK presented in
Protocol 5 are proven in the UC framework using standard techniques of committing the verifier’s challenge
at the beginning of the proof using UC commitment scheme [GK96].

Proposition 6.1 Assume that the DCR and DDH assumptions are hard in the respective groups. Then
Protocol 5 UC realizes Ry, with negligible soundness error and constant overhead.

Proof Sketch: Informally, the proof follows by having the extractor pick a pair of keys (PK, SK) and place
PK in the CRS. Then, whenever receiving ciphertext e from the prover, the extractor decrypts it using SK
and extracts the witness from z and 2’. From the security of the ZK proof of discrete logarithms consistency,
it holds that the prover must encrypt with overwhelming probability the correct value of 2’. This implies
that the extractor can extracts the witness correctly. Furthermore, the zero-knowledge property is implied by
the zero-knowledge of the original proof for R, and the ZK proof of consistency. Specifically, a simulator
for Il will compute the first message and z as in the original simulation of [Sch89]. It then obliviously
samples a ciphertext e rather than encrypting the real message 2/, and employs the simulator for the ZK
proof of consistency Ilyx; (which is a proof for relation R; in Protocol 5). Note that the simulator can also
encrypt an arbitrary value instead of obliviously sampling the ciphertext. Nevertheless, we stick to the
former description since it simplifies the description of our protocol for the adaptive setting. It is simple to
verify that the simulated view is computationally indistinguishable from a real view since the only difference
is relative to the ciphertext e and the simulated view of IIy. Finally, the overhead of the protocol is constant
since the overhead of the internal ZK proof is constant. [l

Consistency of discrete logarithms. Next, we consider a UC PoK for the following relation,

Rou = {((G, 90, 91, ho, h1),x)| ho = g5 Nh1 =g} .

Here (G, @) is instantiated with (Z,, +) and (H, ®) with (G x G, -). We further define by I'(z) = (g8, g7)
where gg, g1 are two generators in G. As above, we use Paillier PKE to encrypt the second reply of the
prover. The proof is an immediate extension of the Protocol 5 and the standard X -protocol for Rpy. The
underlying ZK proof for proving the correctness of the plaintext encrypted by the prover is an extension of
the proof for the relation used in Protocol 5. Specifically, the relation for the underlying ZK proof is,

RQ - {((NaPKaeaG>g()aglah07hl)’(x7a))| €= (1 +N)$aN mod N2 A hO = gg /\hl - g%} .
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6.1.2 UC Secure PoK for Nth Root and Quadratic Residuosity
Finally, we demonstrate our technique for the proof of knowledge of an Nth root formally defined by,
Rar = {((u, N),v)| u = v™ mod N2} :

We instantiate (G, @) with (Z%,-) and (H, ®) with ( V2 *)» Where multiplication is computed in the re-
spective group. Furthermore, I'(z) = z mod N2. Note that in order to encrypt the message of the
prover we need to use a multiplicative PKE, and we therefore consider a variant of El Gamal PKE that
operates in Z}, for a message space QR where N = pg is an RSA composite such that (p — 1)/2
and (¢ — 1)/2 are relatively primes. Specifically, encrypting a message m € QRy is computed by
(e1,e2) = (¢" mod N,m - h" mod N) where g is a random element in QR y, ~ = ¢* mod N with a
secret key x € Zy(n)/4 and randomness 7 < Zg(ny/4. The security of this scheme is based on the com-
posite DDH assumption [DJ03] in Z}; (defined below). In the proof below, the verifier is required to ensure
that 2’V = au?®. This is achieved by raising the ciphertext e = (eq, e2) encrypting 2’ to the power of N
component-wise modulo N2, and then have the prover prove that e, e / au® is a Diffie-Hellman tuple in
L2~ Such a ZK proof is provided in [DJN10]. Namely, we use 2¢ instead of ¢ to ensure that 2’ is in QR .

The Composite DDH Assumption. Let N = pq be an RSA modulus and g is an element of QR »; the group
of squares in Z};. Then values a and b are chosen uniformly at random in Z( /4 and the value y is either
random in QR y or satisfies ¥ = ¢®® mod N. Finally, the assumption asserts that for any polynomial-time
algorithm, the advantage in guessing which way y was sampled when given (N, g, ¢* mod N, g* mod N, )
is negligibly close to 1/2.
Protocol 6 (UC ZK PoK for Ryr (Ilxg))
o Joint statement: u € Z7,.
e Auxiliary input for the prover: v € Z%; such that u = v mod N2.
o CRS: A composite N and a public key PK = (G, h = ¢*) for El Gamal PKE in Z,.
e The Protocol:
1. Prover P picks a random v' < 7% and sends verifier V the value a where a = r™ mod N? where
r < r'? mod N.
2. V returns random challenges c, ¢ < Z%;.

3. Psets z + rv° mod N and 2’ < rv2® mod N, and encrypts =’ using PK (note that z' € QR ). Denote
the generated ciphertext by e = (e1, ez). P sends V values z and e and proves in UC ZK that the decryp-
tion of eN mod N2 corresponds to au®’ mod N2. That is, P proves that (Zzr 9,y ey, ey Jau®)isa
Diffie-Hellman tuple in Z;» using the proof from [DJN10].

4. V accepts if it accepts the ZK proof and if z¥ = au® mod N2.

Proposition 6.2 Assume that the DCR and composite DDH assumptions are hard in the respective groups.
Then Protocol 6 UC realizes Ryr with negligible soundness error and constant overhead.

Finally, we consider a proof of knowledge for the square root relation that is formally defined by,
Rar = {((u,N),v)| u=v* mod N} .

We instantiate (G, ®) with (Z%,,-) and (H, ®) with (QRy,-), where multiplication is computed in the
respective groups. Furthermore, I'(z) = 22 mod N. Following a similar technique used for the ZK PoK of
Rxr we design a proof for Rqr based on the QR and composite DDH assumptions. Formally,

Proposition 6.3 Assume that the QR and composite DDH assumptions are hard in the respective groups.
Then there exists a protocol that UC realizes Rqr with negligible soundness error and constant overhead.
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6.2 Witness Equivocal UC ZK PoK for Compound Statements

The proof technique discussed above cannot be used in the adaptive setting since it does not allow witness
equivocation when the prover is adaptively corrupted. Fortunately, in this work we only need to consider
proofs of consistency for compound statements for which the simulator knows all witnesses but not which
one is used by the real prover, since this choice depends on the prover’s input. Consider the simple case
of compound two statements for >-protocols, where the prover separates the verifier’s challenge c into two
values; c; and cg such that ¢ = ¢; & c2. Assume w.l.o.g. that the prover does not have a witness for the
first statement, then it always chooses c; in which it knows how to complete the proof (similarly to what
the simulator does), and uses its witness for the other statement to complete the second proof on a given
challenge cs. Note that the verifier cannot distinguish whether the prover knows the first or the second
witness (or both); see [CDS94] for more details. This type of compound statements generalizes to s sub-
statements for which the prover proves the knowledge of witnesses of some subset .

Our next step is to design proofs for compound statements that are secure in the presence of adaptive
attacks. Specifically, we design a weaker primitive for which the simulator knows the witnesses for all sub-
statements, but not the correct subset. Note first that by simply allowing the simulator to use all potential
witnesses is insecure in the adaptive setting, since an adversary that corrupts the prover can detect a simulated
execution by simply computing the multiple witnesses. In order to resolve this difficulty we instruct the
prover to obliviously sample the ciphertexts for the statements it does not know the witnesses, that are then
used as the statements for the internal proof of consistency IIs;. More concretely, assume a binary compound
statement (the more general case follows easily). Then the prover encrypts a valid response with respect to
the relation for which the witness is known, as discussed in Section 6.1. In addition, it obliviously picks
the ciphertext for the statement it does not know the witness. Finally, the prover proves that one of these
ciphertexts was computed correctly using an OR relation for IIy;. We note that both homomorphic PKEs
discussed in Section 6.1 support oblivious ciphertext sampling.

Formally, we describe our protocol for compound statements that are defined relative to relations R and
R1 (following the ideas from [CDS94]). We denote by 11y and II; the respective UC ZK PoK >-protocols
for R and R and by Iy, the proof of consistency (we implicitly assume that IIy; is associated with a PKE).

Protocol 7 (UC ZK PoK for Rg and R; (Ilor))
e Joint statement: xq € Ly and x1 € L.
e Aucxiliary input for the prover: w; for i € {0, 1} such that (z;,w;) € R;.
e CRS: A CRS forIlyx.
o The Protocol:

1. Prover P computes the first message as follows.

It first invokes the simulator SIM; _; for 11,_; on x1_,; and arbitrary challenge ¢, and obtains message
ml_i.6
It then invokes the real prover P; for I1; on (x;,w;) and obtains message m,.

P sends messages (mg, my) to the verifier.
2. V returns two random challenges c, ¢’ from the appropriate space.

3. P computes its response as follows. It first invokes simulator SIM1_; on x1_; and arbitrary challenge
¢, and receives a prover’s response z1_; for I1,_;. P then computes an obliviously sampled ciphertext
e1—;. Next, P invokes P; on (x;,w;), m;, ¢ ® ¢ and receives a prover’s response z; for I1;. P then invokes
P; on (z;,w;), m;, ¢ and receives a prover’s response z, for 11;. Let e; denote a ciphertext that encrypts
2z} Finally, P engages with V in an execution of an OR relation for the proof Ilx, proving that either

®Note that the simulator returns the entire view for the proof from which we extract the first message.
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e; encrypts a valid response for 11; or e;_1 encrypts a valid response for 11;_; relative to challenge
c ¢ {¢cadct
P further sends the verifier the messages zg, 1.

4. V invokes the verifiers for 11y and 11y and accepts if they both accept the messages 2y, 21, if the two

challenges received from the prover are valid shares of ¢ and if the proof for the OR relation of 1lx. is
verified correctly.

We conclude with the following theorem.

Theorem 6.1 Assume the existence of homomorphic PKE with respect to a group H and operation © that
supports oblivious and invertible sampling of ciphertexts, and that I : G > Hisa one-way group ho-
momorphism. Then, Protocol 7 is a witness equivocal UC ZK Y.-protocol for relations Ry and R1 with
negligible soundness error and constant overhead.

Proof Sketch: Proving PoK follows easily using the trapdoor from the CRS and the soundness of IIy;, which
allows the extractor to decrypt the ciphertext e; and extract the witness. We next prove that the protocol is
ZK. Note that standard simulation follows from the ZK property of each sub-protocol and the [CDS94]
proof. We recall next that our protocols only consider simulators that know both witnesses wg and wy, but
do not know which one is used by the real prover. Simulation in this case is trivial since the simulator simply
uses its two witnesses. By the IND-CPA security of the homomorphic encryption scheme and the security
of IT;_;, the simulated view (when using two witnesses) and the real view (when using only one witness)
are computationally indistinguishable. We now show that the protocol is witness equivocal. Recall that this
property implies that the simulator must explain the internal state of the simulated prover with respect to the
real prover’s witness. Say the real prover knows w;, then the view for 1I; can be easily explained as if the
real prover generated it since the simulator used w; in its simulation. In addition, the simulated proof for
x1—, differs from the real view by (1) honestly encrypting message 2} _; rather than obliviously sampling the
ciphertext and (2) running the real prover for II;_; rather than the simulated one. Witness equivocal follows
from the ciphertext simulatability of the PKE and the fact that the real view of II;_; can be explained as a
simulated view. Namely, the simulator for Protocol 7 can claim that the honestly generated ciphertext e;_;
was obliviously sampled, and that the real view generated for IIy; relative to statement e;_; is a simulated
view (since IIy is a X-protocol with perfect simulation; see Definition A.9). Wi

Our constructions for the malicious setting make use of compound relations defined as follows. We
denote by Rr or a compound OR relation of two sub-statements where both statements correspond to the
same relation Rp. We further denote by Rr or(s) @ relation for which the statement is a combination of two
sub-statements, each contains a tuple of s elements. Specifically, we consider a proof of knowledge for the
relation Rpy or(s) of which only one of the two sets is comprised from Diffie-Hellman tuples. Finally, we
consider a relation Rr covp(s,r) Where the statement consists s sub-statements for relation Rp for which the
prover proves the knowledge of only ¢ sub-statements out of s (for some ¢ < s).
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A Standard Security Notions
A.1 Hardness Assumptions

Our constructions rely on the following hardness assumptions.

Definition A.1 (DDH) We say that the decisional Diffie-Hellman (DDH) problem is hard relative to G if for
all polynomial-sized circuits C = {C,} there exists a negligible function negl such that

Pr(Cn(G,q,9,9%, 9%, 9°) = 1] = Pr[Cu(G, q,9, 9%, 9", 9™) = 1] | < negl(n),
where (G, q, g) < G(1™) and the probabilities are taken over the choices of g and x,y, z € Z,.

We require the DDH assumption to hold for prime order groups. In a few places we use a different version
of the DDH assumption: for random generators g, h € G and for distinct but otherwise random a, b € Z,,
the tuples (g, h, g%, h®) and (g, h, g%, h®) are computationally indistinguishable. This version of the DDH
assumption is equivalent to the common form discussed above.

Definition A.2 (DCR) We say that the Decisional Composite Residuosity (DCR) problem is hard relative
to G if for all polynomial-sized circuits C = {C,} there exists a negligible function negl such that

‘Pr [Ch(N,2z) =1z = y™¥ mod NZ] —Pr[Ch(N,2) =1z = (1+N)" -y mod Nz] ‘ < negl(n),

where N < G(1™), N is a random n-bit RSA composite, r is chosen at random in 7 and the probabilities
are taken over the choices of N,y and r.

Definition A.3 (QR) We say that the Quadratic Residuosity (QR) problem is hard relative to G if for all
polynomial-sized circuits C = {C,, } there exists a negligible function negl such that

Pr(C,(N,z) =1 z + QRy] = Pr[Cp (N, 2) = 1] z < Iy \ QRy] | < negl(n),
where N < G(1™), N is a random n-bit RSA composite, Jx denote the group of Jacobi symbol (+1)

elements of Z;, QR = {22 1z € Z'y } denote Jy’s subgroup of quadratic residues and the probabilities
are taken over the choices of N, z.
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A.2 Public Key Encryption Scheme
We specify the definitions of public key encryption and IND-CPA.

Definition A.4 (PKE) We say that 11 = (Gen, Enc, Dec) is a public key encryption scheme if Gen, Enc, Dec
are polynomial-time algorithms specified as follows:

e Gen, given a security parameter n (in unary), outputs keys (PK, SK), where PK is a public key and
SK is a secret key. We denote this by (PK, SK) < Gen(1").

e Enc, given the public key PK and a plaintext message m, outputs a ciphertext c encrypting m. We
denote this by ¢ < Encpk(m); and when emphasizing the randomness r used for encryption, we
denote this by ¢ <— Encpg (m; 7).

e Dec, given the public key PK, secret key SK and a ciphertext c, outputs a plaintext message m s.t.
there exists randomness r for which ¢ = Encpg(m;r) (or L if no such message exists). We denote
this by m <— DeCpK,SK(C).

For a public key encryption scheme II = (Gen, Enc, Dec) and a non-uniform probabilistic adversary ADV =
(ADV1, ADV2), we consider the following IND-CPA game:

(PK, SK) < Gen(1").

(mo, m1, history) <— ADV1(PK), s.t. |mg| = |m1].
¢ + Encpg (my), where b € {0,1}.

V' < ADVy(c, history).

ADV wins if b’ = b.

Denote by Adviy apy(n) the probability that ADV wins the IND-CPA game.

Definition A.5 (IND-CPA) A public key encryption scheme 11 = (Gen, Enc, Dec) has indistinguishable
encryptions under chosen plaintext attacks (IND-CPA), if for every non-uniform probabilistic adversary
ADV = (ADVy, ADVy) there exists a negligible function neg| such that Advi apy(n) < 3 + negl(n).

We say that a protocol 7 realizes functionality F with t PKE operations (relative to II) if the number of calls
7 makes to either one of (Gen, Enc, Dec) is at most ¢. Importantly, this definition is not robust in the sense
that one might define an encryption algorithm Enc’ that consists of calling Enc, n times in parallel. In this
work we do not abuse this definition and consider algorithms (Gen, Enc, Dec) for a single basic operation,
which are implemented by O(1) group exponentiations in various group descriptions.

A.3 Zero-knowledge Proofs and Proofs of Knowledge

Our protocols employ zero-knowledge proofs (of knowledge) for assuring correct behavior. We formally
define zero-knowledge and knowledge extraction as stated in [Gol01]. We then conclude with a definition
of a X-protocol which constitutes a zero-knowledge proof of a special type.

Definition A.6 (Interactive proof system) A pair of PPT interactive machines (P, V) is called an inter-
active proof system for a language L if there exists a negligible function negl such that the following two
conditions hold:
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1. COMPLETENESS: For every x € L,

Pr((P, V)(z) = 1] > 1 — negl(|a]).

2. SOUNDNESS: For every x ¢ L and every interactive PPTmachine B,

Pr((B, V)(x) = 1] < negl(|]).

Definition A.7 (Zero-knowledge) Let (P, V) be an interactive proof system for some language L. We
say that (P, V) is computational zero-knowledge if for every PPT interactive machine V* there exists a
PPT algorithm M* such that

{(P,V) (@) }zer e {{M")(2)}2eL

where the left term denote the output of V* after it interacts with P on common input x whereas, the right
term denote the output of M* on .

Definition A.8 (Knowledge extraction) Let R be a binary relation and k — [0, 1]. We say that an inter-
active function V is a knowledge verifier for the relation R with knowledge error « if the following two
conditions holds:

NON-TRIVIALITY: There exists an interactive machine P such that for every (x,y) € R, (implying that
x € LR), all possible interactions of V with P on common input x and auxiliary input y are accepting.

VALIDITY (WITH ERROR k): There exists a polynomial q(-) and a probabilistic oracle machine K such
that for every interactive function P, every x € Ly, and every machine K satisfies the following condition:

Denote by p(x,y,r) the probability that the interactive machine V accepts, on input x, when
interacting with the prover specified by P ,, . that uses randomness r (where the probability is
taken over the coins of V). If p(z,y,r) > k(|z|), then, on input x and with access to oracle
P,y r, machine K outputs a solution s € R(x) within an expected number of steps bounded by

q(lz])
p(l‘, y,T) - H(|LUD

The oracle machine K is called a universal knowledge extractor.

Definition A.9 (X-protocol) A protocol 7 is a 3-protocol for relation R if it is a 3-round public-coin pro-
tocol and the following requirements hold:

e COMPLETENESS: If P and V follow the protocol on input x and private input w to P where (x,w) €
R, then V always accepts.

e SPECIAL SOUNDNESS: There exists a polynomial-time algorithm A that given any x and any pair of
accepting transcripts (a, e, 2), (a, €', 2') on input x, where e # €', outputs w such that (x,w) € R.

e SPECIAL HONEST-VERIFIER ZERO KNOWLEDGE: There exists a PPTalgorithm M™ such that

{(Paw), V)]  ~{Mae)]

(EGL'R CEGLR

where M (x, e) denotes the output of M upon input x and e, and (P(x,w), V(z, €)) denotes the output
transcript of an execution between P and V, where P has input (x,w), V has input x, and Vs random
tape (determining its query) equals e.
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B A High-Level Overview of Yao’s Garbling Technique

We briefly describe the garbling technique of Yao as described by Lindell and Pinkas in [LP09]. In this
construction, the desired function f is represented by a boolean circuit C' that is computed gate by gate
from the input wires to the output wires. In the following, we distinguish four different types of wires used
in a given boolean circuit: (a) circuit-input wires; (b) circuit-output wires; (¢) gate-input wires (that enter
some gate g); and (d) gate-output wires (that leave some gate g). The underlying idea is to associate every
wire w with two random values, say kO kL, such that kU represents the bit 0 and k. represents the bit
1. The garbled table for each gate maps random input values to random output values, with the property
that given two input values it is only possible to learn the output value that corresponds to the output bit.
This is accomplished by viewing the four potential inputs to the gate k¥, ki (values associated with the
first input wire) and kY, k3 (values associated with the second input wire), as encryption keys. So that the
output key values k:g, k:% are encrypted under the appropriate input keys. For instance, let g be a NAND
gate. Then, k} (that corresponds to bit 1) is encrypted under the pair of keys associated with the values
(0,0), (0,1), (1,0). Whereas, kj is encrypted under the pair of keys associated with (1, 1) which yields
the following four ciphertexts

E”Ckg(E”Ckg(k?l,))a E”Ck‘f(E”Ck;(ké)% E”Ck%(E”Ckg(ké)) and E”Ck%(E“Ck;(k’g)),

where (Gen, Enc, Dec) is a private key encryption scheme that has chosen double encryption security and
an elusive efficiently verifiable range; see [LP09] for the formal definitions. These ciphertexts are randomly
permuted in order to obtain the garbled table for gate g. Then, given the input wire keys k', k:g that cor-
respond to the bits o and 3 and the garbled table containing the four encryptions, it is possible to obtain
the output wire key k:g(a’ﬁ ). The description of the garbled circuit is concluded with the output decryption
tables, mapping the random values on the circuit output wires back to their corresponding boolean values.

A useful lemma. Next, we state a useful lemma regarding garbled circuits taken verbatim from [LP15]
and further stated in [Lin09, LP12]. The lemma states that it is possible to build a fake garbled circuit that
outputs a fixed value y = f(x¢, 1) which is indistinguishable relative to an adversary who has only a single
set of keys that corresponds to the inputs xg, z;. We rely on this lemma in our one-sided security proofs
when P is corrupted. Formally,

Lemma B.1 Given a circuit C and an output value y (of same length as the output of C) it is possible to
construct a garbled circuit GC such that:

1. The output of GC is always y, regardless of the garbled values that are provided for the input wires
of Py and Py, and

2. Ify = f(zo,x1), then no non-uniform PPT adversary ADV can distinguish between the distribution
ensemble of GC and a single arbitrary garbled value for every input wire, and the distribution en-
semble consisting of a real garbled version of C, together with garbled values that correspond to x

for Py’s input wires and to x1 for Py’s input wires.
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