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Abstract: Deniable authentication protocols allow a sender to authenticate a receiver,
in a way that the receiver cannot convince a third party that such authentication (or
any authentication) ever took place. In this study, we construct a fully deniable mutual
authentication protocol based on RSA signature, and then a deniable authenticated key
exchange protocol is constructed from the proposed protocol.
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1 Introduction

Authentication has received a lot of attention in the cryptographic literature. In 1998,
Dwork et al. [6] first introduced the concept of deniable authentication protocols. Subse-
quently, we have seen many studies of such protocols in the crypto/security community.
Many methods, such as Encryption [4, 6, 10], zero knowledge proof [1, 5, 14], symmetric
key [3, 7], commitment scheme [11–13] and projective hash function [8, 13], are used.

In this study, we focus on weak signature-based construction. We propose a novel fully
deniable mutual authentication protocol by using RSA signature, since RSA is de facto
Internet standard. Then, a deniable authenticated key exchange protocol is constructed
from the proposed protocol.

After recalling the relevant technical definitions in the next section, a fully deniable
authentication protocol based on RSA signature is proposed in Section 3. We also construct
a deniable authenticated key exchange protocol from the proposed protocol in Section 4.
In the last section, we conclude our work.

2 Preliminaries

2.1 Communication Model and Security Definitions

The model and the definitions specified below are based on the description and discus-
sions given in [1, 2, 5].
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The system for a deniable authentication protocol Π consists of two parties: a sender and
a receiver. Each of sender and receiver is an interactive algorithm. The sender interacts with
the receiver on input some system parameters and the public information of the receiver.
The receiver on input some private information, corresponding public information, and
some system parameters, interacts with the sender, and outputs either accept or reject. The
behavior of the sender and the receiver will always follow the protocol specification.

For defining deniability, two games are considered. In one game, a normal run of the
deniable authentication protocol between the sender and the receiver is carried out. The
game output is the transcript of the protocol. In another game, a simulator which has all
the information known by the receiver in the first game is executed. The game output is
the output of the simulator. By deniability, we should show that there exists a computable
simulator whose output is computationally indistinguishable from the output generated in
the first game.

Definition 1 (Deniability) A authentication protocol Π is deniable if the outputs of these
two games are computationally indistinguishable [10].

Definition 2 (authentication) A deniable authentication protocol Π captures the authen-
tication property if it is negligible for the receiver to ouput accept but the sender has never
interacted with him.

2.2 RSA Signature Scheme

we recall the RSA signature scheme which involves three algorithms: Setup, Sign and
Verify.

• Setup: Take security parameter l as input, it performs as follows.

1. Pick two distinct safe primes p and q of length l randomly.

2. Compute n = pq.

3. Choose an integer e such that 1 < e < ϕ(n) and gcd(e, ϕ(n)) = 1.

4. Determine d such that ed ≡ 1 (mod ϕ(n)), where ϕ(n) = (p− 1)(q − 1).

5. Output the public key (n, e), and the private key d.

• Sign: Take the message m ∈ Z∗
n and the private key d as input, output s = md

(mod n) as the signature.

• Verify: Take the pair (m, s) and the public key (n, e) as input, check whether se = m
(mod n). If it holds, output ‘True’; otherwise ‘False’.

3 Our Construction

3.1 The Idea Behind Our Construction

Needless to say, the RSA signature scheme has following two properties.
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1. Existential forgery: An adversary can firstly picks s ∈R Z∗
n and then computes m =

se (mod n). Obviously, the pair (m, s) satisfies the verification equation se = m
(mod n). Hence, the adversary generates a valid forgery pair (m, s) even without the
knowledge of the private key d.

2. If the adversary has to output a message m before knowing the public key e, he cannot
generate a valid forgery signature s, even given the public key e after m is outputted
(he also does not know the private key d). That is, the adversary cannot forge a valid
signature s if the message m is fixed before he knows the public key e.

The idea behind our construction is to use the above two properties. The deniability is
captured since the RSA signature is existentially forgeable. Furthermore, the public key e,
which is generated after the message is outputted, is computed from two random numbers
picked by the sender and the receiver respectively. That is, the message is fixed before the
generation of e in the viewpoint of the receiver. Then, if a valid signature s is sent by the
sender, the receiver can be assured that the signature is produced by a private key owner.
Hence, the authentication property is captured.

3.2 The Proposed Protocol

To setup the protocol, each user picks two distinct safe primes p and q of length l
randomly, and computes n = pq, then n is public key and the pair (p, q) is private key
(which is different from the RSA signature scheme). Moreover, H1 : {0, 1}∗ → {0, 1}t,H2 :
{0, 1}∗ → {0, 1}t are secure hash functions, where t < l, and MAC(·) is secure message
authentication code algorithm.

Suppose user P1’s private key is (p1, q1) and public key is n1, and user P2’s private key is
(p2, q2) and public key is n2. ID1 and ID2 are P1’s identifier and P2’s identifier, respectively.
Then, P1 and P2 perform the following protocol.

1. P1 → P2: P1 picks r1 ∈R {0, 1}∗ and k randomly such that k ∈ Z∗
n1

and k ∈ Z∗
n2
, and

then sends (ID1, k, r1) to P2.

2. P2 → P1: Upon receipt of (ID1, k, r1), P2 performs as follows.

• Pick r2 ∈R {0, 1}∗ and compute e′ = H1(ID2, ID1, r2, r1), and d′ such that
e′d′ ≡ 1 (mod ϕ(n2)).

• Compute s′ = (k ·H2(ID2, ID1, r2, r1))
d′ (mod n2).

• Compute δ′ = MACk(r2, r1, s
′).

Then, P2 sends (ID2, r2, (s
′, δ′)) to P1.

3. P1 → P2: Upon receipt of (ID2, r2, (s
′, δ′)), P1 checks whether s

′H1(ID2,ID1,r2,r1) =
k ·H2(ID2, ID1, r2, r1) (mod n2) and δ′ = MACk(r2, r1, s

′). If the equations do not
hold, P1 rejects; otherwise, P1 accepts and performs as follows.

• Compute e = H1(ID1, ID2, r1, r2) and d such that ed ≡ 1 (mod ϕ(n1)).

• Compute s = (k ·H2(ID1, ID2, r1, r2))
d (mod n1).

• Compute δ = MACk(r1, r2, s).
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Then, P1 sends (s, δ) to P2.

4. Upon receipt of (s, δ), P2 checks whether sH1(ID1,ID2,r1,r2) = k ·H2(ID1, ID2, r1, r2)
(mod n1) and δ = MACk(r1, r2, s). If the equations hold, P2 accepts; otherwise, P2

rejects.

Theorem 1 The proposed protocol is deniable in the context of Definition 1.

Proof: To prove the deniability property, we should prove that the transcript between P1

and P2 could be simulated by a probabilistic polynomial time simulator only with P1’s
private key or P2’s private key. That is, P1 or P2 can construct the transcript by himself.
Thus, the deniability property can be proved via the simulation process of the simulator.

For security analysis, we consider H1 and H2 as random oracles. Given ID1, ID2, P1’s
public key n1 and P2’s private key (p2, q2), we show a construction of the simulator as
follows:

1. Pick r1, r2 ∈R {0, 1}∗ and s ∈R Z∗
n1
, and then compute e = H1(ID1, ID2, r1, r2).

2. Compute k = se/H2(ID1, ID2, r1, r2) (mod n1) and δ = MACk(r1, r2, s).

3. Compute e′ = H1(ID2, ID1, r2, r1) and d′ such that e′d′ ≡ 1 (mod ϕ(n2)).

4. Compute s′ = (k ·H2(ID2, ID1, r2, r1))
d′ (mod n2) and δ′ = MACk(r2, r1, s

′).

5. Output (ID1, k, r1; ID2, r2, (s
′, δ′); (s, δ)).

Based on the construction of the simulator, r1, r2 are uniformly distributed over {0, 1}∗,
H1,H2 are random oracles and s is uniformly distributed over Z∗

n1
, so we have that k is also

uniformly distributed. Moreover, δ is uniformly distributed since MAC(·) is secure message
authentication code algorithm. Similarly, s′ and δ′ are uniformly distributed. That is, P2

can construct the transcript by himself. We can prove in the same way that P1 can construct
the transcript by himself. Thus, the transcript of the simulator is indistinguishable from a
real transcript to a third party, then the deniability property is captured.

Theorem 2 The authentication property of the proposed protocol is captured in the context
of Definition 2.

Proof: Since k is fixed before e and e′ are computed, with the property of RSA signature
scheme, we know that the adversary cannot forge valid signatures s and s′ on k. Hence, he
cannot construct valid message authentication codes δ and δ′ which are generated with the
key k. Thus, the authentication property is captured. 2

4 Deniable Authenticated Key Exchange Protocol

In this section, we construct a deniable authenticated key exchange protocol from the
proposed protocol.

To setup the protocol, a multiplicative group of prime order is generated and g is its
generator, the other system parameters are same as the proposed protocol. To share a
session key, P1 and P2 perform the following protocol.
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1. P1 → P2: P1 picks k randomly such that k ∈ Z∗
n1

and k ∈ Z∗
n2
, computes r1 = gx

where x is picked randomly, and then sends (ID1, k, r1) to P2.

2. P2 → P1: Upon receipt of (ID1, k, r1), P2 performs as follows.

• Pick y randomly, then compute r2 = gy, e′ = H1(ID2, ID1, r2, r1) and d′ such
that e′d′ ≡ 1 (mod ϕ(n2)).

• Compute s′ = (k ·H2(ID2, ID1, r2, r1))
d′ (mod n2).

• Compute δ′ = MACk(r2, r1, s
′).

Then, P2 sends (ID2, r2, (s
′, δ′)) to P1.

3. P1 → P2: Upon receipt of (ID2, r2, (s
′, δ′)), P1 checks whether s

′H1(ID2,ID1,r2,r1) =
k ·H2(ID2, ID1, r2, r1) (mod n2) and δ′ = MACk(r2, r1, s

′). If the equations do not
hold, P1 rejects; otherwise, P1 accepts and performs as follows.

• Compute e = H1(ID1, ID2, r1, r2) and d such that ed ≡ 1 (mod ϕ(n1)).

• Compute s = (k ·H2(ID1, ID2, r1, r2))
d (mod n1).

• Compute δ = MACk(r1, r2, s).

Then, P1 sends (s, δ) to P2, and computes the shared session key SK = rx2 .

4. Upon receipt of (s, δ), P2 checks whether sH1(ID1,ID2,r1,r2) = k ·H2(ID1, ID2, r1, r2)
(mod n1) and δ = MACk(r1, r2, s). If the equations hold, P2 accepts, and computes
the shared session key SK ′ = ry1 ; otherwise, P2 rejects.

It is clear that SK ′ = ry1 = gxy = rx2 = SK. That is, if P1 and P2 both output accept,
they can share a same session key.

Obviously, the deniability property and the authentication property are captured since
the key exchange protocol is same as the proposed protocol except that r1 is replaced with
gx and r2 is replaced with gy. Moreover, since Computational Diffie-Hellman problem is
hard, we conclude that no probabilistic polynomial time adversary can break this protocol
with non-negligible probability.

5 Conclusion

In this study, we propose a fully deniable mutual authentication protocol based on RSA
signature, and then construct a deniable authenticated key exchange protocol.
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