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Abstract

A revocation mechanism in cryptosystems for a large number of users is absolutely necessary to
maintain the security of whole systems. A revocable identity-based encryption (RIBE) provides an
efficient revocation method in IBE that a trusted authority periodically broadcasts an update key for non-
revoked users and a user can decrypt a ciphertext if he is not revoked in the update key. Boldyreva, Goyal,
and Kumar (CCS 2008) defined RIBE and proposed an RIBE scheme that uses a tree-based revocation
encryption scheme to revoke users. However, this approach has an inherent limitation that the number of
private key elements and update key elements cannot be constant. In this paper, to overcome the previous
limitation, we devise a new technique for RIBE and propose RIBE schemes with a constant number of
private key elements. We achieve the following results:

o We first devise a new technique for RIBE that combines hierarchical IBE (HIBE) scheme and a
public-key broadcast encryption (PKBE) scheme by using multilinear maps. In contrast to the
previous technique for RIBE, our technique uses a PKBE scheme in bilinear maps for revocation
to achieve short private keys and update keys.

o Following our new technique for RIBE, we propose an RIBE scheme in 3-leveled multilinear maps
that combines the HIBE scheme of Boneh and Boyen (Eurocrypt 2004) and the PKBE scheme of
Boneh, Gentry, and Waters (Crypto 2005). The private key and update key of our scheme have
a constant number of group elements. We introduce a new complexity assumption in multilinear
maps and prove the security of our scheme in the selective revocation list model.

e Next, we propose another RIBE scheme with short public parameters and short keys by combining
the HIBE scheme of Boneh and Boyen and the PKBE scheme of Boneh, Waters, and Zhandry
(Crypto 2014) that uses multilinear maps. Compared with our first RIBE scheme, our second
RIBE scheme requires a high-leveled multilinear maps since the PKBE scheme of Boneh et al.
based on the high-leveled multilinear maps.
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1 Introduction

Providing an efficient revocation mechanism in cryptosystems for a large number of users is very important
since it can prevent a user from accessing sensitive data in cryptosystems by revoking a user whose private
key is revealed or a user whose credential is expired. In public-key encryption (PKE) that employs the
public-key infrastructure (PKI), there are many studies that deal with the certificate revocation problem
[[1L[1529,31]. In identity-based encryption (IBE) [6}36], a natural approach for this revocation problem that
is that a trusted authority periodically renews a user’s private key for his identity and a current time period
and a sender creates a ciphertext for a receiver identity and a current time period. However, this approach
has some problems that the trusted authority should be always online to renew user’s private keys, all users
should always renew their private key regardless of whether their private keys are revoked or not, and a
secure channel should be established between the trusted authority and a user to transmit a renewed private
key.

An IBE scheme that provides an efficient revocation mechanism (RIBE) was proposed by Boldyreva,
Goyal, and Kumar [3]. In RIBE, each user receives a (long-term) private key SK;p for his identity /D from
a trusted authority, and the trusted authority periodically broadcasts an update key UK7 g on a current time
T by including a revoked identity set R. If a user with a private key SKjp is not revoked by the revoked
identity set R of the update key UKt g, then he can derive his (short-term) decryption key DKjp 7 from his
private key SK;p and the update key UK7 g. This decryption key can be used to decrypt a ciphertext CTjp r
for a receiver identity /D and a time period 7. The main advantage of this approach is that the trusted
authority can be offline since the authority only need to broadcast the update key periodically. To build an
RIBE scheme, Boldyreva et al. [3] used the tree-based revocation encryption scheme of Naor, Naor, and
Lotspiech [30] for revocation and the ABE scheme of Sahai and Waters [33]] for encryption on an identity
and a time period. Other RIBE schemes also follow this design approach that uses the tree-based revocation
encryption scheme for revocation [28,34,35]. This design approach, however, has an inherent limitation
that the number of private key elements and update key elements cannot be constant since a private key is
associated with path nodes in a tree and an update key is associated with covering nodes in the tree [30].
Therefore, in this paper, we ask the following questions for RIBE: “Can we build an RIBE scheme with
a constant number of private key elements and update key elements? Can we devise a new technique for
efficient RIBE that is different with the previous approach?”

1.1 Our Results

In this work, we give affirmative answers for the above questions. That is, we first devise a new technique
for RIBE that is quite different from the previous technique, and we propose two RIBE schemes with a
constant number of private key elements. The following is our results:

New Techniques for Revocable IBE. The previous RIBE schemes [3}28,/35] use IBE (or ABE) schemes
for the main encryption functionality and the tree-based revocation encryption of Naor, Naor, and Lotspiech
[30] for the revocation functionality. As mentioned, the inherent limitation of the tree-based revocation
encryption scheme is that the number of private key elements and update key elements cannot be constant.
To achieve an RIBE scheme with a constant number of private key elements and update key elements, we
observe that PKBE schemes [7,/19] in bilinear groups can be directly used for delivering a partial key of
IBE to non-revoked users since these broadcast schemes have short private keys and short ciphertexts. That
is, the private key SKjp r of a 2-level HIBE scheme with an identity /D and a time period 7T is divided
into two partial keys SKj,, and SK7. A user’s actual key consists of SKj;, and the private key of PKBE,



and a trusted authority broadcasts an update key UK p that is the encryption of SK7 that excludes revoked
users R. If the user is not revoked, then he can derive SK;pr of HIBE by combining SKj;, in his actual
key and SK’T in UK gr. However, this simple RIBE scheme is vulnerable under a simple attack. That is,
if an adversary corrupts a user ID at time T”, then he can obtain a partial key SK},, and a PKBE key for
ID. The adversary then can decrypt a previous ciphertext CTjp 7 such that 7 < T’ by obtaining a partial
key SK} from UKy g since the PKBE key that was obtained at time 7" still can be applied to decrypt UKy z
at time 7. To overcome the simple attack, we set the private key SK of RIBE by tying the private key of
HIBE and the private key of PKBE, and set the update key UK of RIBE by tying the private key of HIBE
and the ciphertext of PKBE. However, this RIBE scheme has another problem such that a decryption key
derived from a private key and an update key by performing a pairing operation cannot be used to decrypt
a ciphertext since the decryption key is the result of the pairing operation in bilinear groups. To solve this
new problem, we use multilinear maps that were recently proposed by Garg, Gentry, and Halevi [[14]]. The
detailed techniques are discussed below in this section.

RIBE with Shorter Private Keys and Update Keys. We first propose an RIBE scheme with a constant
number of private key elements and update key elements by applying our new technique for RIBE on the
3-leveled multilinear maps. For a concrete RIBE construction, we use the PKBE scheme of Boneh, Gentry,
and Waters [/|] for revocation and the HIBE scheme of Boneh and Boyen [4] for encryption on an identity /D
and a time 7. The public parameters, the private key, the update key, and the ciphertext of our RIBE scheme
just consist of O(N+ A1), O(1), O(1), and O(1) group elements respectively. As we know, our RIBE scheme
is the first one that achieves a constant number of private key elements and update key elements. To prove
the security of our RIBE scheme, we introduce a new complexity assumption named Multilinear Diffie-
Hellman Exponent (MDHE) that is a natural multilinear version of the Bilinear Diffie-Hellman Exponent
(BDHE) assumption of Boneh et al. [7]. Using the MDHE assumption, we prove the security of our scheme
in the selective revocation list model where an adversary should submits a challenge identity, a challenge
time, and the revoked set of identities on the challenge time initially.

RIBE with Shorter Pubic Parameters and Keys. The number of public parameter elements in our first
RIBE scheme is proportional to the maximum number of users. To overcome this problem, we propose
another RIBE scheme that has shorter public parameters by employing the PKBE scheme of Boneh, Waters,
and Zhandry [11] that uses multilinear maps. The interesting feature of their broadcast encryption scheme
is that the public parameters just consist of O(logN) group elements whereas the public key of the PKBE
scheme of Boneh ef al. [7|] consists of O(N) group elements. Additionally, the PKBE scheme of Boneh,
Waters, and Zhandry has the similar structure to that of Boneh, Gentry, and Waters except that it uses
multilinear maps instead of bilinear maps. Because of this structural similarity, we can easily build an RIBE
scheme based on the PKBE scheme of Boneh, Waters, and Zhandry by following our new technique for
RIBE. We also prove the security of our second RIBE scheme in the selective revocation list model. The
comparison between our RIBE schemes and other RIBE schemes is given in Table

1.2 Our Technique

To devise an RIBE scheme with a constant number of private key elements and update key elements, we use
the PKBE scheme of Boneh, Gentry, and Waters [[7]] for revocation instead of using the revocation encryption
of Naor, Naor, and Lotspiech [30]. The revocation encryption of the NNL framework mainly uses a tree
for broadcasting, and it is hard to provide a constant number of RIBE private key elements since the private
key of the NNL framework is associated with path nodes in the tree and the update key is associated with
subset covering nodes in the tree [30]. The PKBE scheme of Boneh et al. 7], by contrast, can provide a



Table 1: Comparison of revocable identity-based encryption schemes

Scheme PP Size SK Size UK Size Model Maps Assumption
BF [6] o(1) o(1) O(N —r) Full BLM RO, BDH
BGK [3] o(1) O(logN) O(rlog(N/r)) Selective BLM DBDH

LV [28] o) O(logN) O(rlog(N/r)) Full BLM DBDH

SE [35]] o) O(logN) O(rlog(N/r)) Full BLM DBDH

LLP [26] o(1) O(log'> N) o(r) Full BLM Static

Ous  ON+A) oy o SelectiveRL ~ MLM ~ MDHE
Ours O(logN + 1) o(1) o(1) SelectiveRL MLM cMDHE

Let A be a security parameter, N be the maximum number of users, and r be the maximum number of revoked
users. Sizes for public parameters (PP), private keys (SK), and update keys (UK) count group elements. BLM
stands for bilinear maps and MLM stands for multilinear maps.

constant number of RIBE private key elements since the PKBE scheme has a constant number of private
key elements.

For our RIBE construction, we use the PKBE scheme of Boneh et al. 7] for revocation and the 2-
level HIBE scheme of Boneh and Boyen [4] for encryption on an identity /D and a time period 7. As
mentioned before, the simple approach is vulnerable under a simple attack. To solve this problem, we first
set the RIBE private key as SKjp = (g“dYF (ID)",g") that is a careful combination of the PKBE private

key SKpg 4 = g‘xdy and the HIBE private key SKype ip = (¢°F(ID)™,g"") where an index d is associated
with the identity /D and F(-) is a function from identities to group elements. That is, we replace the
master key part g* of the HIBE private key component with the PKBE private key component. Next, we
set the RIBE update key as UK7 g = ((gVHjEN\RgO‘NHﬁ)ﬁH(T)’Z,g’Z) that is a careful combination of
the PKBE ciphertext CTpe g = (gﬂ, (8"Tjen\r gt )ﬁ) for a revocation set R and the HIBE private key
SKuige,r = (g“H (T)’Z,grz) on an update time 7 where H(-) is a function from times to group elements.
That is, we replace the master key part g of the HIBE private key component with the PKBE ciphertext
component. If a user with a private key SKjp is not revoked in an update key UK7 g on a time T, then he can
derive a decryption key DK;p 7 = (g”‘NHBF (ID)"H(T)™,g", gr2) for his identity ID and the time T. This
decryption key can be used to decrypt a ciphertext CTip 7 = (e(g"‘N+l ,gP)s-M.g* \F(ID)*,H(T)*).

However, there is a big problem in the above idea. That is, a session key that is derived from the
ciphertext and the private key of PKBE in bilinear groups is an element of Gy and this session key cannot
be used for pairing in bilinear groups. This means that the RIBE decryption key DKjp 7 that is related with
the session key of PKBE cannot be used to decrypt a RIBE ciphertext CTjp 7 since the pairing operation
cannot be applicable any longer. To solve this problem, we use 3-leveled multilinear maps [14]]. Note that
bilinear maps correspond to 2-leveled multilinear maps. In our RIBE scheme that uses 3-leveled multilinear
maps, a private key SKjp is in Gy, an update key UKr is in G1, a decryption key DKjp 7 is in G, and a
ciphertext CTjp 7 is in G1. The ciphertext CTjp 7 in G| and the decryption key DKjp 7 in G, can be used to
derive a session key by using a bilinear map e; »(—, —) that is additionally provided by 3-leveled multilinear
maps. Therefore, we can build an RIBE scheme with a constant number of private key elements and update
key elements from 3-leveled multilinear maps. This technique also applies to the PKBE scheme of Boneh,
Waters, and Zhandry [[11]].



1.3 Related Work

Identity-Based Encryption and Its Extensions. IBE, introduced by Shamir [36]], can solve the key man-
agement problem of PKE since it uses an identity string as a public key instead of using a random value.
The first IBE scheme was proposed by Boneh and Franklin [6] by using bilinear groups, and many other
IBE schemes were proposed in bilinear maps [4}/16/38]]. IBE also can be realized under different primi-
tives like quadratic residues or lattices [[13/17]. Another importance of IBE is that it has many surprising
extensions like hierarchical IBE (HIBE), attribute-based encryption (ABE), predicate encryption (PE), and
functional encryption (FE). HIBE was introduced by Horwitz and Lynn [22]] and it additionally provides
private key delegation functionality [4}|5,/18,39]. ABE was introduced by Sahai and Waters [33]] and it
can provide access controls on ciphertexts by associating a ciphertext with attributes and a private key with
a policy [21,127]]. PE can provide searches on encrypted data by hiding attributes in ciphertexts [[10,23]].
Recently, the concept of FE that includes all the extensions of IBE was introduced by Boneh, Sahai, and
Waters [8]], and it was shown that FE schemes for general circuits can be constructed [20].

Revocation in IBE. As mentioned, providing an efficient revocation mechanism that can revoke a user
whose private key is revealed is a very important issue in cryptosystems. In PKE that employs the public-
key infrastructure (PKI), the certificate revocation problem was widely studied [/1}/15,29.31]. In IBE, there
are some work that deal with the key revocation problem [2, 3} 6}28.35]. We can categorize the revocation
methods for IBE as the following two ways. The first revocation method is that a trusted authority periodi-
cally broadcasts a revoked user set R and a sender creates a ciphertext by additionally including a receiver
set S that excludes the revoked user set R [2]. That is, this method conceptually combines an IBE scheme
with a PKBE scheme. Though this method is simple to construct and does not require a user to update his
private key, the sender should check the validity of the revoked list and the sender has the responsibility for
the revocation. Ideally, the sender should proceed as in any IBE scheme and encrypt a message without
worrying about potential revoked users.

The second revocation method is that a sender creates a ciphertext for a receiver identity /D and a time T
and a receiver periodically updates his private key on a time 7" from a trusted authority if he is not revoked on
the time 7. That is, this method can revoke a user by preventing the user to obtain his key components from
the authority. Boneh and Franklin [[6]] proposed a revocable IBE scheme by representing a user’s identity
as ID||T and a user periodically receives his private key on a time 7' by communicating with the authority.
However, this RIBE scheme is impractical for a large number of users since all users should be connected to
the authority to receive his private key. To improve the efficiency of RIBE, Boldyreva, Goyal, and Kumar [3]]
proposed a new RIBE scheme that a trusted authority periodically broadcasts an update key for a time T
and non-revoked users by using the revocation encryption of Naor et al. [30]. After that, many other RIBE
schemes were proposed by following this design principle [26,28,/34,35]. The key revocation is also an
important issue in ABE. Sahai et al. [32] proposed a revocable-storage ABE (RS-ABE) scheme for cloud
storage by extending the idea of RIBE schemes, and Lee ef al. [24] proposed an improved RS-ABE scheme
and a revocable-storage PE scheme.

2 Preliminaries

In this subsection, we first define revocable identity-based encryption (RIBE) and its security model, and
then we review multilinear maps and complexity assumptions for our RIBE schemes.



2.1 Revocable Identity-Based Encryption

Revocable identity-based encryption (RIBE) is an extension of identity-based encryption (IBE) such that a
user with an identity /D can be revoked later if his credential is expired [3]]. In RIBE, each user receives
his (long-term) private key that is associated with an identity /D from a key generation center. After that,
the key generation center periodically broadcasts an update key for the non-revoked set of users where the
update key is associated with a time 7" and a revoked set R. If a user is not revoked in the update key, then
he can derive his (short-term) decryption key for his identity /D and the current time 7" from the private key
and the update key. Using the decryption key for /D and T, the user can decrypt a ciphertext for a receiver
identity ID, and a time 7; if ID = ID. and T = T.. The following is the syntax of RIBE.

Definition 2.1 (Revocable IBE). A revocable IBE (RIBE) scheme that is associated with the identity space
7, the time space T, and the message space M, consists of seven algorithms Setup, GenKey, UpdateKey,
DeriveKey, Encrypt, Decrypt, and Revoke, which are defined as follows:

Setup( 1*,N): The setup algorithm takes as input a security parameter 1* and the maximum number of
users N. It outputs a master key MK, an (empty) revocation list RL, a state ST, and public parameters
PP.

GenKey(ID,MK,ST,PP): The private key generation algorithin takes as input an identity ID € I, the
master key MK, the state ST, and public parameters PP. It outputs a private key SK;p for ID and an
updated state ST.

UpdateKey(T,RL,MK,ST,PP): The update key generation algorithm takes as input an update time T €T,
the revocation list RL, the master key MK, the state ST, and the public parameters PP. It outputs an
update key UKt g for T and R where R is a revoked identity set on the time T.

DeriveKey(SK;p,UKr r,PP): The decryption key derivation algorithm takes as input a private key SKip,
an update key UKt g, and the public parameters PP. It outputs a decryption key DKip 1 or L.

Encrypt(ID,T,M,PP): The encryption algorithm takes as input an identity ID € 7, a time T, a message
M € M, and the public parameters PP. It outputs a ciphertext CTip 1 for ID and T.

Decrypt(CTip r,DK;p 11,PP): The decryption algorithm takes as input a ciphertext CTip r, a decryption
key DKjp 1, and the public parameters PP. It outputs an encrypted message M or L.

Revoke(ID,T,RL,ST): The revocation algorithm takes as input an identity ID to be revoked and a revoca-
tion time T, a revocation list RL, and a state ST. It outputs an updated revocation list RL.

The correctness property of RIBE is defined as follows: For all MK, RL, ST, and PP generated by Setup(l’L ,N),
SKip generated by GenKey(ID,MK ST, PP) for any ID, UKy g generated by UpdateKey(T,RL,MK,ST,PP)
forany T and RL, CTip, 1. generated by Encrypt(ID.,T.,M,PP) for any ID,, T., and M, it is required that

If (ID ¢ R), then DeriveKey(SK;p,UKr r,PP) = DKp r.

1D ) (TC = T), then Decrypt(CT}DmTc,DKIDJ,PP) =M.

If (

e If (ID € R), then DeriveKey(SK;p,UKr g, PP) =_L with all but negligible probability.
If(
If (ID

ID)V (T. # T), then Decrypt(CTip r,DKip r,PP) =1 with all but negligible probability.



The security property of RIBE was formally defined by Boldyreva, Goyal, and Kumar [3]]. Recently
Seo and Emura [35]] refined the security model of RIBE by considering decryption key exposure attacks.
In this paper, we consider the selective revocation list security model of the refined security model. In the
selective revocation list security game, an adversary initially submits a challenge identity /D*, a challenge
time 7", and a revoked identity set R* on the time 7%, and then he can adaptively request private key, update
key, and decryption key queries with restrictions. In the challenge step, the adversary submits two challenge
messages M, M|, and then he receives a challenge ciphertext CT™* that is an encryption of M; where b is a
random coin used to create the ciphertext. The adversary may continue to request private key, update key,
and decryption key queries. Finally, the adversary outputs a guess for the random coin b. If the queries of
the adversary satisfy the non-trivial conditions and the guess is correct, then the adversary wins the game.
The following is the formal definition of the selective revocation security.

Definition 2.2 (Selective Revocation List Security). The selective revocation list security property of RIBE
under chosen plaintext attacks is defined in terms of the following experiment between a challenger C and a
PPT adversary A:

1. Init: A initially submits a challenge identity ID* € T, a challenge time T* € T, and a revoked identity
set R* C T on the time T*.

2. Setup: C generates a master key MK, a revocation list RL, a state ST, and public parameters PP by
running Setup(1* | N). It keeps MK, RL, ST to itself and gives PP to A.

3. Phase 1: A adaptively request a polynomial number of queries. These queries are processed as
follows:

o [fthis is a private key query for an identity ID, then it gives the corresponding private key SKip
to A by running GenKey(ID,MK ST, PP) with the restriction: If ID = ID", then the revocation
query for ID* and T must be queried for some T < T*.

e [fthis is an update key query for a time T, then it gives the corresponding update key UK g to
A by running UpdateKey(T,RL,MK ST, PP) with the restriction: If T = T*, then the revoked
identity set of RL on the time T* should be equal to R*.

o [fthis is a decryption key query for an identity ID and a time T, then it gives the corresponding
decryption key DKip 1 to A by running DeriveKey(SK;p,UKr g, PP) with the restriction: The
decryption key query for ID* and T* cannot be queried.

o [f this is a revocation query for an identity ID and a revocation time T, then it updates the
revocation list RL by running Revoke(ID,T,RL,ST) with the restriction: The revocation query
for a time T cannot be queried if the update key query for the time T was already requested.

Note that A is allowed to request the update key query and the revocation query in non-decreasing
order of time, and an update key UKt g implicitly includes a revoked identity set R derived from RL.

4. Challenge: A submits two challenge messages My, M; € M with equal length. C flips a random coin
b € {0,1} and gives the challenge ciphertext CT* to A by running Encrypt(ID*,T*,M;;, PP).

5. Phase 2: A may continue to request a polynomial number of private keys, update keys, and decryption
keys subject to the same restrictions as before.

6. Guess: Finally, A outputs a guess b' € {0, 1}, and wins the game if b="b'.



The advantage of A is defined as Adv%\,/géfﬁl"cm (A) = |Pr[b = b'| — 1| where the probability is taken over
all the randomness of the experiment. A RIBE scheme is secure in the selective revocation list model under
chosen plaintext attacks if for all PPT adversary A, the advantage of A in the above experiment is negligible
in the security parameter A.

Remark 2.3. The selective revocation list security model is weaker than the well-known selective security
model since the adversary additionally submits the revoked identity set R* in advance. However, this weaker
model was already introduced by Boldyreva et al. [3|] to prove the security of their revocable ABE scheme.

2.2 Leveled Multilinear Maps

We define generic leveled multilinear maps that are the leveled version of the cryptographic multilinear
maps introduced by Boneh and Silverberg [9]]. We follow the definition of Garg, Gentry, and Halevi [[14].

Definition 2.4 (Leveled Multilinear Maps). We assume the existence of a group generator G, which takes
as input a security parameter A and a positive integer k. Let G= (Gy,...,Gy) be a sequence of groups of
large prime order p > 2*. In addition, we let g; be a canonical generator of G; respectively. We assume
the existence of a set of bilinear maps {e; ; : G; x Gj — Gy j|i,j > 1;i+ j < k} that have the following
properties:

e Bilinearity: The map e; j satisfies the following relation: e; ; (g?,g?) = g?fj :Va,b € Z,
o Non-degeneracy: We have that e; j(gi,8;) = &i+; for each valid i, j.

We say that G is a multilinear group if the group operations in G as well as all bilinear maps are efficiently
computable. We often omit the subscripts of e; j and just write e.

2.3 Complexity Assumptions

We introduce new complexity assumptions in multilinear maps. The first assumption is the multilinear
version of the well-known Bilinear Diffie-Hellman Exponent (BDHE) assumption of Boneh, Gentry, and
Waters [7]].

Assumption 2.5 (Multilinear Diffie-Hellman Exponent, (k,N)-MDHE). Let (p,G, {eijli,j>1;i+j<k})
be the description of a k-leveled multilinear group of order p. Let g; be a generator of G;. The decisional
(k,N)-MDHE assumption is that if the challenge tuple

2 N N+2 2N
D= (g1,80,87,....81 &1 .....87 .&7",....&7" ) and Z
N+l k=1 ..
are given, no PPT algorithm A can distinguish Z = Zy = 8Z i e fromZ=27,= gf with more than a neg-
ligible advantage. The advantage of A is defined as Adij’N)'MDHE (A) =|Pr[A(D,Zy) = 0] - Pr[A(D,Z) =
0] ‘ where the probability is taken over random choices of a,ci, ... ,ci—1,d € Zp.

For the security proof of our first RIBE scheme, we use (3,N)-MDHE assumption that is a specific
instance of the MDHE assumption since the scheme is built on the 3-leveled multilinear maps.

Assumption 2.6 (3-Leveled Multilinear Diffie-Hellman Exponent, (3,N)-MDHE). Let (p, @, e11,€12,€21)
be the description of a 3-leveled multilinear group of order p. Let g; be a generator of G;. The decisional
(3,N)-MDHE assumption is that if the challenge tuple

2

2 N N+ 2N
D:(glagtllvglllr”vgtll 7g7 7"'7glll 7gl1)7gi‘) andZ

9



are given, no PPT algorithm A can distinguish Z = Zy = g%’NHb"from Z=7 = ggl with more than a negligi-
ble advantage. The advantage of A is defined as Advg’N)'MDHE (A) = |PrlA(D, Zy) = 0] — Pr[A(D, Z;) = 0]|
where the probability is taken over random choices of a,b,c,d € Zj.

The second assumption in multilinear maps is the compressed version of the BDHE assumption. Boneh,
Waters, and Zhandry [[11]] introduced this compressed assumption to prove the security of their broadcast
encryption in multilinear mapﬂ We slightly modify their assumption for our second RIBE scheme by
adding additional one element.

Assumption 2.7 (Compressed Multilinear Diffie-Hellman Exponent, (k,n,l)-cMDHE). Let (p, G, {eijli,j>
1;i+ j < k}) be the description of a k-leveled multilinear groups of order p where k =2n+1—2. Let g; be
a generator of G,. The decisional (k,n,l)-cMDHE assumption is that if the challenge tuple

1

D= a20 a? & b o d7
—(glagl »81 5981 7glvgn71) an

are given, no PPT algorithm A can distinguish Z = Zy = ggj::llf‘z' fromZ =27 = g‘zanrF2 with more than

a negligible advantage. The advantage of A is defined as Advf"“fz’l)'MDHE (A) = |Pr[A(D,Zy) = 0] —
Pr[A(D,Z;) = O]| where the probability is taken over random choices of a,b,c,d € Z.

We discuss the difficulty of our new assumptions in generic multilinear groups in Appendix [D]

3 Revocable IBE with Shorter Keys

In this section, we propose an RIBE scheme with a constant number of private key elements and update key
elements from 3-leveled multilinear maps and prove its selective revocation list security. Essentially, we use
the broadcast encryption of Boneh, Gentry, and Waters [7]] that use bilinear maps.

3.1 Construction

Let V= {1,...,N},Z = {0,1}1, and T = {0, 1}>. Our RIBE scheme from 3-leveled multilinear maps is
described as follows:

RIBE.Setup(1*,N): This algorithm takes as input a security parameter 1* and the maximum number N of
users. It generates a 3-leveled multilinear group G= (G1,G,,G3) of prime order p. Let g1,82,83
be generators of G|, Gy, G3 respectively. Let PPy be the description of the multilinear group with
generators.

1. Tt selects random elements fi0,{f1,i;}1<i<,jef0,1}> 71,0, {1, 1<i<i,jefo,1} € G1. Let ﬁ =
(fe0s {frij Hi<i<ny ,je{()’]}) and hy = (hxp, {hk,,-7j}1§,»§,27]-6{071}) for a level k. Note that we can ob-
tain f, and A, from f; and i by performing pairing operations. We define Fi(ID) = fio H?: 1 Ji Il
and Hy(T) = hyp Hﬁil hyi,rji) where ID]i] is a bit value at the position i and T'[i] is a bit value at
the position i.

'In [11], Boneh et al. called their new assumption as the Multilinear Diffie-Hellman Exponent (MDHE) assumption, but it is
different to our MDHE assumption.

10



2. Next, it selects random exponents ¢, 3,y € Z,. It outputs a master key MK = (a,f3,7), an
empty revocation list RL, an empty state ST, and public parameters as

. - = N+1
PP = (PPMLM, {e¥ V1<) jznr1<on,s g'?, fi, i, Q=g5 B) € G%NHHZZZH x G3.

RIBE.GenKey(/ID,MK,ST,PP): This algorithm takes as input an identity /D € Z, the master key MK, the
state ST, and public parameters PP.

1. It first assigns an index d € N that is not in ST to the identity ID, and updates the state ST by
adding a tuple (ID,d) to ST.

2. Next, it selects a random exponent 1 € Z, and outputs a private key by implicitly including /D
and the index d as

d
SK;p = (Ko =gl "R(ID)™", K| = gl‘”) €G3

RIBE.UpdateKey(7,RL,MK ST, PP): This algorithm takes as input a time T € 7T, the revocation list RL,
the master key MK, the state ST, and public parameters PP.

1. It first defines the revoked set R of user identities on the time 7 from RL. That is, if there exists
(ID',T') such that (ID',T") € RL for any T’ < T, then ID’ € R. Tt defines the revoked index set
RI C N of the revoked identity set R by using the state ST since ST contains (ID,d). It also
defines the non-revoked index set SI = N\ RI.

2. Next, it selects a random exponent r, € Z, and outputs an update key by implicitly including 7',
R, and the revoked index set RI as

N+1—j , _
UKT7R:<U0:(gTHg(1X ’ /)ﬁHl(T) 2 U1:g1r2> EG%
jesi

RIBE.DeriveKey(SK;p,UKr g, PP): This algorithm takes as input a private key SK;p = (Ko, K;) for an
identity ID, an update key UKr g = (Uo,Uy) for a time T and a revoked set R of identities, and the
public parameters PP. If ID € R, then it outputs L since the identity /D is revoked. Otherwise, it
proceeds the following steps:

1. Let d be the index of ID and RI be the revoked index set of R. Note that these are implicitly
included in SK and UK respectively. It sets a non-revoked index set SI = A\ Rl and derives
temporal components Ty, 71 and 75 as

d Ntl—jtd —1 d
To=e(g? Up)-e(gl Ko T] & )" Ti=e(eh K1), T =e(g,Un).
jesIj#d

2. Next, it chooses random exponents r{,r, € Z, and re-randomizes these components as Dy =
Ty P (ID)"I HZ(T)’Q,Dl =Ti-g "Dy=T- g "2 Note that these components are formed as

1 7 /" — —
Do= g% "PR(ID) Hy(T)5, Dy = g,"1, Dy =g;" where #/ = Bry +#, and 4 = alry +15.
3. Finally, it outputs a decryption key as DKjp 7 = (Do,Dl,Dz) € G%.
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RIBE.Encrypt(ID,T,M,PP): This algorithm takes as input an identity /D, a time T, a message M, and the
public parameters PP. It first chooses a random exponent s € Z,, and outputs a ciphertext by implicitly
including ID and T as

Clipr = (C=Q° M, Co=g}, Ci = Fi(ID, C> =i (T)") € Gs x Gi.

RIBE.Decrypt(CT;p,r,DK;p 7/, PP): This algorithm takes as input a ciphertext CTjp 7 = (C,Co,C,C2), a
decryption key DKjpy 77 = (Do, D1, D3 ), and the public parameters PP. If (ID =ID") A (T =T’), then

it outputs the encrypted message M as M = C- (Hiz:o elvz(C,‘,Di)) 71. Otherwise, it outputs L.
RIBE.Revoke(ID,T,RL,ST): This algorithm takes as input an identity /D, a revocation time 7', the revo-

cation list RL, and the state ST. If (ID,—) ¢ ST, then it outputs L since the private key of /D was not
generated. Otherwise, it adds (ID,T) to RL. It outputs the updated revocation list RL.

3.2 Correctness

Let SK;p be a private key for an identity /D that is associated with an index d, and UK7 r be an update
key for a time T and a revoked identity set R. If ID ¢ R, then the decryption key derivation algorithm first
correctly derives temporal components as

d N+1—j+d | _
To=e(g¥ Up)-e(eh Ko ] & )"
jeSIj;éd
ad oN+1- N+1—j+d | _
e(e (g TT " )PHI(T)) - e(ef TRy ™ - T &)
jesI JESI, j#d

N+1 d
= (g’f,g?‘ )-e(gh Fi(ID)") - e(g% ,Hy(T)"),
= ¢¢ PR UD)Pr Hy(T)*",
_ _Br d d _ "
T =e(gh Ki)=e(gf e7") = g7, Ty = (g%, U)) = e(g%",57"%) = 5, %"

where RI is the revoked index set of R and ST = N\ RI. Next, a decryption key is correctly derived from the
temporal components by performing re-randomization as

7 5 OCN+ 'B Br adr I 5
Dy=T, 'FZ(ID) "Hy(T)? = g F>(ID)P""Hy(T)* "™ - F>,(ID) IHZ(T) 2
=g5 PRUD)PH (1) = ¢ PR (DY H (1),

— r —r" - - d}" —r —r”
D1:T1-g2 —gzﬁl 1 gzlaDZZTZ‘gzzzgza ’ =g
where r| = Bri +7] and 7 = aéry + 7.
Let CTID_T be a ciphertext for an identity /D and a time T, and DKjp 7 be a decryption key for an
identity ID" and a time T'. If (ID = ID') A(T = T'), then the decryption algorithm correctly outputs an
encrypted message by the following equation.

2 N+1 " /" ! —7
[Te(CiD) =e(gh.e5 PRUD)THL(T)?) e(F(ID),8,"") - e(H\(T)',g,")
i=0

—e(g},8" P).C e(g}, Fr(ID)"7) - e(g}, Ha(T)"?)
1,82 1 P
e(Fi(ID),g)' ) - e(Hi(T)*, &7’ )
N+1ﬁ s
)=(g5 )=

N+Iﬁ

(g17g2
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3.3 Security Analysis

To prove the security of our RIBE scheme, we carefully combine the partitioning methods of the PKBE
scheme of Boneh, Gentry, and Waters [7] and the HIBE scheme of Boneh and Boyen [4].

Theorem 3.1. The above RIBE scheme is secure in the selective revocation list model under chosen plaintext

attacks if the (3,N)-MDHE assumption holds where N is the maximum number of users in the system. That

is, for any PPT adversary A, we have that Advg}]ggﬁbcp A < Advg’N)'MDHE (A).

Proof. Suppose there exists an adversary A that attacks the above RIBE scheme with a non-negligible

advantage. A simulator B that solves the MDHE assumption using .4 is given: a challenge tuple D =
aV+2

(g],g‘l‘,g‘l‘z,...,g‘fN,g1 ,...,g‘I‘ZN,gll’,gi') and Z where Z = Zy = gg’NH”C or Z =127 €g G3. Then B that
interacts with A is described as follows:

Init: A initially submits a challenge identity /D*, a challenge time T*, and a revoked identity set R* on the
time 7. It first sets a state ST and a revocation list RL as empty one. For each ID € {ID*} UR*, it selects
an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Let RI* C N be the revoked index set of R*
on the time 7* and SI* be the non-revoked index set on the time 7* such that SI* = N\ RI*.

Setup: B first chooses random exponents JosAfi jhi<i<i jetoay-hos {Pi jhi<i<i,jef0.1y, 0 € Zp. It implicitly
setsa =a,B =b,y=0—Y cq- aV*1=J and publishes the public parameters PP as

(Xi_ i ﬁ . b
{gl =g }1§i7i7éN+]§2N’ 81 =81

Iy
s fo -1 a"\fi;
fr= (fl’o :glo(gf%m*[i}) ) {fLiJ = (81 ) ’}19'311,}'6{0,1})’

5
H -1 W
1= (hl,o = 810(_11’71,:'1*[:']) A= (g)) "’hgigzz,je{o,l})v

N+1b

S

N
Q=cle(g¥, g% ),q") =¥

For notational simplicity, we define AID = Z?: (A D]~ ! D M) and AT = 252:1 (. i~ R . [i])' We have
AID # 0 mod p except with negligible probability if /D # ID* since there exists at least one index i such
that fl’ 1D(i # fl’ 1o+ and {fi,;} are randomly chosen. We also have AT # 0 mod p except with negligible
probability if T £ T*.

Phase 1: A adaptively requests a polynomial number of private key, update key, and decryption key queries.

If this is a private key query for an identity /D, then 3 proceeds as follows:

e Case /D € R*: In this case, the simulator can use the partitioning method of Boneh et al. [7]. It first
retrieves a tuple (ID,d) from ST where the index d is associated with /D. Note that the tuple (ID,d)
exists since all identities in R* were added to ST in the initialization step. Next, it selects a random
exponent r| € Z, and creates a private key SKjp as

Ko=) ([T&8 ) 'RUD) ™, Ki=g".
jesI

e Case /D ¢ R*: In this case, we have ID # ID* from the restriction of Definition [2.2|and the simulator
can use the partitioning method of Boneh and Boyen [4]. It first selects an index d € N such that
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(—,d) ¢ ST and adds (ID,d) to ST. Next, it selects a random exponents r| € Z, and creates a private
key SK;p by implicitly setting r; = —a/AID+r} as

d _  N+1—j+d e/ o _ v
Ko=g1? [] & (g)VAMPR(ID)™, Ki = (g)) APl
jesi\{a}

If this is an update key query for a time T, then B defines a revoked identity set R on the time T from RL
and proceeds as follows:

e Case T # T*: In this case, the simulator can use the partitioning method of Boneh and Boyen [4]]. It
first sets a revoked index set RI of R by using ST'. It also sets ST = A/ \ RI. Next, it selects a random
exponent ry € Z, and creates an update key UKy g by implicitly setting ry = —(— ¥ jegps7a™ '/ +
Y jesi\sr+ aV T I) JAT + 1) as

NI Ni1-7\ —ho/AT /
Uoz(g’f)9< IT & ' JI & ]) Hy(T)?,

JESIA\ST jeSI\SI*

N+l N+1-j\ —1/AT
U1=< T« [T & /> gr

JESIF\SI JESI\SI*

e Case T = T*: In this case, we have R = R* and the simulator can use the partitioning method of
Boneh et al. [7]. For each ID € R*, it adds (ID,T*) to RL if (ID,T') ¢ RL for any T’ < T*. Next, it
selects a random exponent r, € Z, and creates an update key UKt g as

Uo = (87) HN(T")™, Ur =g, .
If this is a decryption key query for an identity /D and a time 7', then B proceeds as follows:

e Case ID # ID*: In this case, the simulator can use the partitioning method of Boneh and Boyen [4].
If (ID,—) ¢ ST, then it selects an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Next,
it selects random exponents r{,r» € Z, and creates a decryption key DKjp r by implicitly setting
ri = (—a/AID+7r))b as

- r/ 7 — " r
Do = e((gf) APR(ID) g}) - Ha(T)?, D1 = e((g]) "8 g7), D> = g7
e Case /D = ID*: In this case, we have T # T* from the restriction of Definition[2.2] and the simulator
can use the partitioning method of Boneh and Boyen [4]. It selects random exponents ri, 7} € Z, and
creates a decryption key DKjp r by implicitly setting r, = (—a/AT +r5)a" as

_n Y ; _ N
Do=e((g9) ™/ TH|(T)2,8{") - F(ID)", D1 = g5, Dy =e((g)""/Ag}2,81).

Challenge: A submits two challenge messages M, M;. BB chooses a random bit 6 € {0,1} and creates the
challenge ciphertext CT* by implicitly setting s = ¢ as

C:ZM;;: CO :gch Cl = (gi)féa C2 = (gﬁ)hé)

Phase 2: Same as Phase 1.
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Guess: Finally, A outputs a guess 6’ € {0,1}. B outputs 0 if § = 6’ or 1 otherwise.
To finish the proof, we first show that the distribution of the simulation is correct from Lemma[3.2] Letn
be a random bit for Z. From the above simulation, we have Pr[§ = §'|n =0] = 1 + Advg}/ggﬁba A(A) since

the distribution of the simulation is correct, and we also have Pr[§ = &'|n = 1] = J since § is completely
hidden to .A. Therefore we can obtain the following equation

A dvg,N)—MDHE (A)
= |Pr[B(D,Zy) = 0] — Pr[B(D,Z;) = 0]| > |Pr[6 = §'|n = 0]| — | Pr[6 = &'|n = 1]
1 SRL- 1 -SRL-
— 5+ AR () = 5 — AvRIEL 2,
This completes our proof. O

Lemma 3.2. The distribution of the above simulation is correct if Z = Zy, and the challenge ciphertext is
independent of 8 in the adversary’s view if Z = Z;.

Proof. The distribution of public parameters is correct since random exponents fo, {f; ;}, 5, {5 ;},0 € Z,
are chosen.

We show that the distribution of private keys is correct. In case of ID € R*, we have that the private key
is correctly distributed from the setting ¥ = 6 — ¥ 5 @™ 717/ as the following equation

, 0—Y jcsp a1 1= d _r
Ko=g VFl(ID) L=g) O T« F (ID)~ “(T] &t Y R @)
jeSr

In case of ID ¢ R*, we have that the private key is correctly distributed from the setting y= 6 — ¥ jc - a™ 17/
and r; = —a/AID + ) as the following equation

]
d _, d _ N+1—j+d _
Ko=g "R(UD) " =g{° [T e " (fro]frimm)
jesr i=1
d GNt1-jtd N+l fl N AID—V,
= g0 H gr” 7 (gl AID)a/ |
jesr\{d}
& _N+1—j+d / _
=g I & (HWVYPRUD)
JjeSI\{d}

Kl_gl —(g) 1/A1Dg1

Next, we show that the distribution of update keys is correct. In case of T # T*, we have that the
update key is correctly distributed from the setting y = 6 — Y jegp- @' and ry = —(= Y jegr @™ T +
Yjesnsr- a1 77) /AT + 7} as the following equation

L _N\b ! ’
Uo= (e [T ) Prn(ry = (of ([T &™) TLt™) (o] Thiru)"”
i=1

jest jest jest

_i b N+1—j N+1—j /
b\ 6 —aNt1=J aV+t1=i ho  bAT\ (= Ljesr\s1@ T+ jesnsr+ @ 1) /AT +r
—@?( T & [] & (&™)
JESI*\SI JESI\SI*

hy/AT ,

=(glf)9< T« ] g‘l‘NHﬁ)_ Hy(T)"?,

JESIA\SI jeSI\SI*
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r NI N1\ /AT
Ulzgfz( IT & " I] & ’) g

JESI\SI JESI\SI*

In case of T =T, we have that the update key is correctly distributed from the setting Y= 6 — Y jc g« aVti=i
as the following equation

U= (gl TT &) ey = (7 ([T )" T1 gi‘wf"')le(T")’2

jesr jesr jesr
= (1) H\(T*)".

We show that the distribution of decryption keys is correct. In case of ID # ID*, the decryption key
is correctly distributed from the setting log,, F>(ID) = a™ AID and r; = (—ot/AID +r{)b as the following
equation

aN*1g AN

/

r ’ —a/AID+7)b

Dy=g, "R(ID)"H),T)>=g5 "(fr0 HfZ,i,ID[i])( /D)
i=1

Hy(T)"”

= (g (g gt ) MO ) - Hy(T)™ = e(g) VPR (D), g) - Ha(T)™,
Dy =gy =e(g1,81) YYD = o((g0) /APl gh).
In case of ID = ID", the decryption key is correctly distributed from the setting log,, H,(T) = bAT and
ry = (—a/AT +rh)a" as the following equation
Dy = ggNHﬁFz (ID)"Hy(T)"™ = g(leHbFz(]D)” (”gghz,z)(*a/ﬂ“é)alv
= e(gi" (&1 e1) T gf) - D) = e((89)ATH(T) % g ) - (D),
Da = g = e(g1,g0) /AT = o((g1) VAT gE "),

Finally, we show that the distribution of the challenge ciphertext is correct. If Z = Zy = gg‘NHb" is given,
then the challenge ciphertext is correctly distributed as the following equation

C=Q M;=gd 'V My=2-M}, Co=g} =g,
) t
7 1 / h! —1 /A
C = (g]OIIlfl,iJD*[i]fl’l‘,ID*[i])C = (g(i)f07 G = (gloth,i,T*[i]h17i7T*[i])c = (gli) 0.
i= =

Otherwise, the component C of the challenge ciphertext is independent of & in the A’s view since Z; is a
random element in G3. This completes our proof. O

3.4 Discussions

Graded Encoding Systems. The candidate multilinear maps of Garg, Gentry, and Halevi [14] is different
with the leveled multilinear maps in Section[2.2] The main difference is that the encoding of a group element
is randomized in the GGH framework whereas the encoding is deterministic in the leveled multilinear maps.
This means that it is not trivial to check whether two strings encode the same element or not. Thus additional
procedures for this checking are essentially required in the GGH framework. In Appendix |A] we define the
graded encoding system of Garg ef al. [|14] and translate our RIBE scheme into the graded encoding system.
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Chosen-Ciphertext Security. The security against chosen-ciphertext attacks (CCA) is similar to the se-
curity against chosen-plaintext attacks (CPA) except that an adversary can request a ciphertext decryption
query. To provide chosen-ciphertext security, we can use the general transformation of Canetti, Halevi,
and Katz [|12] since the structure of our RIBE scheme is similar to that of the HIBE scheme of Boneh and
Boyen [4]. That is, we can modify our RIBE scheme to support three-level by providing additional elements,
and then the modified RIBE scheme easily converted to a CCA-secure RIBE scheme since a tree-level HIBE
scheme with CPA security converted to a two-level HIBE scheme with CCA security.

Achieving Full Security. Our RIBE scheme is only secure in the selective revocation list model since the
underlying PKBE scheme of Boneh et al. [7] only provides the static security. If we are willing to use
complexity leveraging arguments, then it can be adaptively secure with loosing an exponential factor in the
security reduction. Alternatively, we may try to use other PKBE schemes that are adaptively secure [[19,25]],
but it is not yet clear to combine the schemes and prove their security in multilinear maps.

Size Trade-Offs. In our RIBE scheme, the number of group elements in public parameters is proportional
to the maximum number of users N and the security parameter A. To reduce the size of public parameters,
we can use the parallel construction technique of PKBE [7] by increasing the size of update keys since
some elements in public parameters can be moved into an update key. This RIBE scheme with trade-offs is
described in Appendix [C|

4 Revocable IBE with Shorter Parameters

In this section, we propose an RIBE scheme with short public parameters and short keys from multilinear
maps and prove its selective revocation list security. To achieve shorter size of public parameters, we use
the broadcast encryption scheme of Boneh, Waters, and Zhandry [11]] that uses multilinear maps since their
broadcast encryption scheme has short public parameters and the scheme is almost similar to that of Boneh,
Gentry, and Waters [/7].

4.1 Construction

We sets N = 2" — 2 for some integer n. Let V' = {1,...,N},Z={0,1}", and T = {0, 1}". We suppose that
an index d that is assigned to an identity /D has a Hamming weight /. Our RIBE scheme from 2n+1[ — 2-
leveled multilinear maps is described as follows:

RIBE.Setup(1*,N): This algorithm takes as input a security parameter 1* and the maximum number N of

users. It generates a 2n + [ — 2-leveled multilinear group G = (G, ...,Gy,4y_») of prime order p.
Let g; be generators of G; respectively. Let PPy be the description of the multilinear group with
generators.

1. Tt selects random elements fy, 1.0, {fu—1.i,j }1<i<iy,je{0,1}sn—1,0s {1/} 1<i<n,jefo,1} € Ga-1.
Let fi = (fro. {frijh<i<i jefo1y) and e = (heo, {hiij}1<i<b,jefo,1}) for alevel k > n—1.
Note that we can obtain f; and hy from fi and hy by performing pairing operations. We define
Fi(ID) = fio Hﬁ; 1 Jriapli and Hy(T) = hy o H?: 1 I rji) where ID[i] is a bit value at the position
i and T'[i] is a bit value at the position i.

2. Next, it selects random exponents ¢, 3,y € Z,. It outputs a master key MK = (c,f3,7), an
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empty revocation list RL, an empty state ST, and public parameters as

2f - - N1
PP = (PPMLM7 {g? }ogigm 3?’ Jn1y Bu-t, Q:ggnwfz)

201 +21+2
S G’lH_l x Gy x Gnli—f A2 Gopyi—2.

RIBE.GenKey(ID,MK,ST,PP): This algorithm takes as input an identity /D € Z, the master key MK, the
state ST, and public parameters PP.

1. It first assigns an index d € {0, 1}" of Hamming weight / that is not in ST to the identity /D and
updates the state ST by adding a tuple (ID,d) to ST.

2. It computes g,‘i‘il by performing multiplications and pairing operations on the elements that are
given in PP.

3. Next, it selects a random exponent r| € Z, and outputs a private key by implicitly including /D
and the index d as

d —_
SKip = (Ko =g {Fa 1 (ID) ™", K1 =g,") € G2,

RIBE.UpdateKey(7,RL,MK,ST,PP): This algorithm takes as input a time T € 7T, the revocation list RL,
the master key MK, the state ST, and public parameters PP.

1. It first defines the revoked set R of user identities on the time 7 from RL. That is, if there exists
(ID',T') such that (ID',T") € RL for any T’ < T, then ID’ € R. It defines the revoked index set
RI C N of the revoked identity set R by using the state ST since ST contains (ID,d). It also
defines the non-revoked index set SI = N\ RI.

2. It computes {g,‘fi {H} jest by performing multiplications and pairing operations on the elements
that are given in PP.

3. Next, it selects a random exponent r, € Z,, and outputs an update key by implicitly including T,
R, and the revoked index set R/ as
a2 —1-J

UKT,R = (U() = (gz:fl H gnfl )ﬁHn_l(T)rz, Ul :g;jzl) S Gi*l‘
jesI

RIBE.DeriveKey(SK;p,UKr g, PP): This algorithm takes as input a private key SK;p = (Ko,K;) for an
identity ID, an update key UKy g = (Up,U; ) for a time T and a revoked set R of identities, and the
public parameters PP. If ID € R, then it outputs | since the identity /D is revoked. Otherwise, it
proceeds the following steps:

1. Let d be the index of ID and RI be the revoked index set of R. Note that these are implicitly
included in SK and UK respectively. It sets a non-revoked index set SI = N\ RI.

d 2N —1—j+d . o g . .. .
2. It computes g7, {g%" o }jesi,j#a by performing multiplications and pairing operations on

the elements that are given in PP. Using these elements, it derives temporal components Ty, T}
and 75 as
2" —1-j+d

d 1 d
Toze(g;x ,U())’@(g?7K() H 8n—1 ) ) Tl :e(ggvKl)v TZZe(g;X 7U1)‘
JESL, j#d
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3. Next, it chooses random exponents 7/, 7} E Z, and re- randomlzes these components as Dy =

To- Foyo 1(ID)I il 1(T)2 D =T - gn+l 1 D2—T2 gn+l I Note that these components

21 ’,/
are formed as Do = g%, PF, i (ID) Hyoy ((T)%, Dy =g/t |, Dy =g, | where r/| =
Bri+7 and ¥y = ary + 1.

4. Finally, it outputs a decryption key as DK;p r = (Do,Dl,Dz) S (Gn Y

RIBE.Encrypt(ID,T,M, PP): This algorithm takes as input an identity /D, a time T, a message M, and the
public parameters PP. It chooses a random exponent s € Z, and outputs a ciphertext by implicitly
including ID and T as

CTipr = (C Q'-M, Co=g,_ 1, Ci =F,_1(ID)*, Co = H,_ 1(T)S> € G2 x G,

RIBE.Decrypt(CT;p,r,DK;py 77, PP): This algorithm takes as input a ciphertext CTjp 7 = (C,Co,C,C2), a
decryption key DKjy 77 = (Do, D1, D>), and the public parameters PP. If (ID =ID") A (T =T'), then

it outputs the encrypted message M as M =C- (H —0e(Ci,D; )) - Otherwise, it outputs L.

RIBE.Revoke(ID,T,RL,ST): This algorithm takes as input an identity /D, a revocation time 7', the revo-
cation list RL, and the state ST. If (ID,—) ¢ ST, then it outputs L since the private key of /D was not
generated. Otherwise, it adds (ID,T) to RL. It outputs the updated revocation list RL.

4.2 Correctness

We first show that some elements that are needed for the scheme can be easily computed from the elements
in PP. We use the following claim of Boneh, Waters, and Zhandry.

Claim 4.1 ([[11]]). Using group multiplications and pairing operations on the g‘f‘y fori€[0,n), it is possible
to compute g;"" for j € [1,2" — 2] of weight exactly I, gg‘i [H for j € [1,2" —2] of weight exactly I, and
o Lt for j.u € [1,2" —2],j # u of weight exactly I.

n—1

Now we show that the correctness of decryption keys and the decryption algorithm. Let SK;p be a
private key for an identity /D that is associated with an index d, and UKr r be an update key for a time T
and a revoked identity set R. If ID ¢ R, then the decryption key derivation algorithm first correctly derives
temporal components as

d M 1—j+d
To=e(g? Up)-e(sh . Ko [] &0 )"
jeSIj#d

2 —1— r d —r 2"—1—_'+d —1
e(e (& T1e%) VPH1(T)2) e(el &2 FaD) ™ - ] %0 )
jest jeSI,j#d

2n_q r d r
— (el g% ") e(el \Fir(ID)) - (g \Hoo i (T)),
21 d
=g P (D) Hy (),

_ — d d _ d
Tl:e(gzﬁvKl):e(gf7gn—rl1):gnflri1’TZZE(SEX U =e(el 18,7) = gnflr2
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where RI is the revoked index set of R and SI = N\ RI. Next, a decryption key is correctly derived from
these components by performing re-randomization as

Do =Ty Fys1—1 (ID)" Hysy—1 (T)"
= % P Fy A (ID)BT g (T2 DY\ Hyy 1 (T)"
= 8nti—1 nti-1(ID) wi1-1(T) nii—1(ID) " "Hy 1y 1(T)
2] / d / 2" -1 /" /"
= gf,;l_]ﬁFanl(ID)ﬁrlJrrlHanl(T)a R = gf,tH_FFanl(lD)r‘ wri—1(T)"2,
—7 —Bri—r - —7 —alry—r} —r
Dr=T g1 =81 =it D2=Ta 801 =8 " =87
where r{ = Bri +7] and 7 = alry + 7.
Let CTjpr be a ciphertext for an identity /D and a time T, and DKjp 77 be a decryption key for an
identity ID" and a time T'. If (ID = ID') A(T = T'), then the decryption algorithm correctly outputs an
encrypted message by the following equation.

2
He(ChDi)
i=0
) 2" -1 W " N 0
g1 8 P (DY Hyy A (TYY) - elFa (DY, g7 ) e(Hu (T2 )

/!

g gD S B UDY) el Hia (1))
- n—1"6n+1—1 : 7 71
e(F"*I(ID)S’g:;—H—I)'e(H"*I(T)S7g:12—¢—l—1)

. 211 211 .
—e(gs 18, =2, by =a.

4.3 Security Analysis

The proof of security is almost similar to that in Theorem [3.1]

Theorem 4.2. The above RIBE scheme is secure in the selective revocation list model under chosen plaintext

attacks if the (logN,N)-cMDHE assumption holds where N is the maximum number of users in the system.

That is, for any PPT adversary A, we have that Adv%}/géfﬁbcp AN < AdnggN’N)'CMDHE (L).

Proof. Suppose there exists an adversary A that attacks the above RIBE scheme with a non-negligible

advantage. A simulator B that solves the cMDHE assumption using A is given: a challenge tuple D =
0 1 n n_

(gl,g‘f2 ,g‘fz e ,g‘fz ,g?,g;_l) and Z where Z =7y = g‘zliJr;f‘z' or Z=27 €g Gyy4;—>. Then B that interacts

with A is described as follows:

Init: A initially submits a challenge identity /D*, a challenge time T7*, and a revoked identity set R* on the

time 7. It first sets a state ST and a revocation list RL as empty one. For each ID € {ID*} UR*, it selects

an index d € N with Hamming weight / such that (—,d) ¢ ST and adds (ID,d) to ST. Let RI* C N be

the revoked index set of R* on the time 7" and SI* be the non-revoked index set on the time 7™ such that

SI* = N\ RI"*.

Setup: B first chooses random exponents fq, {f ; }1<i<i,,je0.1}, 10, {17 ;}1<i<ir. jef0,1}, 0 € Zp. It implicitly
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sets =a,B=b,y=0—Y cq a®' =177 and publishes the public parameters PP as

2l 2f b
(87 =gf bocrcn 8 =80

Iy

= 7 -1 212\

o1 = <fn—l,0:gno_l(nfnfl,i,ID*[i]) s iy = (g )ﬁ"}lgigz],je{o,l})’
i=1

—

5
i, —1 ’
hn—1 = (hn—l,O = g,io,l (I Ihn—l,i,T*[i]) ) {hnfl,l'vj = (82—1)h”"}151‘312,]'6{071})a
i=1

22 2|
Q=c(e(gl e ):8,8n2) = &1 n-

For notational simplicity, we define AID = 251: (A D~ ! D M) and AT = 252:1 (. i~ R, . [i])' We have
AID # 0 mod p except with negligible probability if /D # ID* since there exists at least one index i such
that f:/ 1D # fl' D7il and { f,’ j} are randomly chosen. We also have AT # 0 mod p except with negligible
probability if T # T*.

Phase 1: A adaptively requests a polynomial number of private key, update key, and decryption key queries.
If this is a private key query for an identity /D, then B proceeds as follows:

e Case ID € R*: It first retrieves a tuple (ID,d) from ST where the index d is associated with /D. Note
that the tuple (ID,d) exists since all identities in R* were added to ST in the initialization step. Next,
it selects a random exponent r| € Z, and creates a private key SKjp as

Ko= () (] & ") "FaiD) ™, K =g,
jesr*

e Case ID ¢ R*: In this case, we have ID # ID* from the restriction of Definition It first selects
an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Next, it selects a random exponents

ry € Z, and creates a private key SK;p by implicitly setting r| = —a/AID + 1} as
d 21— jtd o/ o _ 7
Ko=g% TI @ (e )VAPE (D), Ki= (gh-) P80
jesSr\{d}

If this is an update key query for a time 7, then B defines a revoked identity set R on the time 7 from RL
and proceeds as follows:

e Case T # T*: It first sets a revoked index set RI of R by using ST. It also sets ST = N\ RI. Next,
it selects a random exponent r, € Z, and creates an update key UKy g by implicitly setting r, =

—(=Xjesisia® "+ Y jesnsr-a¥ T ) /AT + 7 as

n_q_ n_y_i\ —hh/AT
b 0 _ 21— 2N —1—j 0 7
o= T & T1 &™) " Hia (1)
JESI*\SI JESI\SI*
oo m__j —1/AT ’
vi=( TT &5 " T1 &) " e
JESIF\SI JESI\SI*

e Case T = T*: In this case, we have R = R*. For each ID € R*, it adds (ID,T*) to RL if (ID,T’) ¢ RL
for any 77 < T*. Next, it selects a random exponent r, € Z, and creates an update key UK g as

Uo = (g5_1)°Hut(T*)?, Uy =g, 3.
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If this is a decryption key query for an identity ID and a time T, then B proceeds as follows:

e CaseID #ID*: If (ID,—) ¢ ST, then it selects an index d € N such that (—,d) ¢ ST and adds (ID,d)
to ST. Next, it selects random exponents r},r; € Z, and creates a decryption key DK;p 7 by implicitly
setting r; = (—a/AID+r})b as

Dy = €((gz_1)_fo/NDFn71(lD)r; 75’?) “Hyyi- (T)r27

D= €((gz_1)_1/A]Dg:,L]7g?)a D, = g:zz-‘rl—l'

e Case /D = ID*: In this case, we have T # T* from the restriction of Definition It selects ran-
dom exponents ri,r, € Z, and creates a decryption key DKjp 7 by implicitly setting r, = (—a/AT +
/Y,2" 2
rh)a” - as

on

o / -2

Do = e((gf) "M H/(T)2, 851 ) - Fayi 1 (ID)", Dy =gy,
_ I 2"-2

Dy =e((g)""* gl git )-

Note that it can computes H;(T') since g? is given in the assumption.

Challenge: A submits two challenge messages M, M;. BB chooses a random bit 6 € {0, 1} and creates the
challenge ciphertext CT™* by implicitly setting s = ¢ as

C=Z-M;, Co=g, 1, Ci = (g5 )0, Co=(g5_,)".

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess 6’ € {0, 1}. B outputs 0 if 6 = &’ or 1 otherwise.

To finish the proof, we should show that the distribution of the simulation is correct. We omit the analysis
of the distribution since the analysis is almost similar to that of Lemma except that it uses multilinear
maps and the Claim[4.T]of Boneh et al. This completes our proof. O

5 Conclusion

In this paper, we devised a new technique for RIBE that uses multilinear maps to combine an IBE scheme
with a PKBE scheme. Following our technique, we first proposed an RIBE scheme with a constant number
of private key elements and update key elements by combining the HIBE scheme of Boneh and Boyen [4]
and the PKBE scheme of Boneh, Gentry, and Waters [7]], and then we proved its security in the selective
revocation list model. Next, we proposed another RIBE scheme that reduces the number of public param-
eters from O(N + 1) to O(logN + A) group elements by using the PKBE scheme of Boneh, Waters, and
Zhandry [[11]] that has short public parameters. We expect that our technique will open a new direction to
build an efficient RIBE scheme and their extensions.

There are many interesting open problems in RIBE. The first one is to construct an RIBE scheme with
short parameters and short keys that is secure in the adaptive security model instead of the selective revoca-
tion list model. The second one is to construct a revocable HIBE (RHIBE) scheme with better parameters.
RHIBE provides the private key delegation functionality and the revocation functionality for each user. The
RHIBE scheme of Seo and Emura [35] has O(/>1og N) number of private key elements and O(rlog(N/r))
number of update key elements where / is the depth of hierarchy, N is the maximum number of users, and r
is the maximum number of revoked users.
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A Revocable IBE in Graded Encoding Systems

In this section, we translate our RIBE scheme in Section |3|into the graded encoding system of Garg, Gentry,
and Halevi [14].

A.1 Graded Encoding Systems

We recall the formal definition of a k-graded encoding system and the procedures for the manipulation of
this encoding in [[14].

Definition A.1 (k-Graded Encoding System [14]]). A k-Graded Encoding System for a ring R is a system of
sets S = {Sga) C{0,1}*:i € [0,k], @ € R}, with the following properties:

1. Foreveryi€ |0,k], the sets {Sl(a) : o € R} are disjoint .

2. There are binary operations + and — (on {0,1}*) such that for every oy, 0 € R, every i € [0,k], and
every uy € Sga') and up € SEaZ), it holds that uy +u, € Sfa‘+a2) Eal*aﬁ where 04 + 0

and o — 0y are addition and subtraction in R.

anduy —up € S

3. There is an associative binary operation X (on {0,1}*) such that for every o, 0z € R, every iy,ip with
0<i1+ip <k and every u; € Sl(lal) and uy € ngz), it holds that uy X up € S(mm)

it where Q) - 0 is
multiplication in R.

The k-graded encoding system for a ring R includes a system for sets S = {Sga) c{0,1}*:ie€[0,k],x €

R}. The set Sga) consists of the “level-i encodings of o”. Moreover, the system is equipped with efficient
procedures.

Definition A.2 (Efficient Procedures for a k-Graded Encoding System [14])). A k-Graded Encoding System
(see above) consists of the following efficient procedures:

Instance Generation. The randomized InstGen(1*,1%) takes as inputs the parameters A and k, and outputs
(params, p,,), where params is a description of a k-Graded Encoding System as above, and py is a
zero-test parameter.

Ring Sampler. The randomized samp (params) outputs a “level-zero encoding” a € S(()a) for a nearly uni-

form element o €g R. Note that the encoding a does not need to be uniform in S(()a).
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Encoding. The (possibly randomized) enc(params,a) takes as input a level-zero encoding a € S(()a) for some

o € R, and outputs the level-one encoding u € S 50‘) for the same Q.

Re-Randomization. The randomized rerand(params,i,u) re-randomizes encodings relative to the same
(a)

level i, Specifically, given an encoding u € Sfa), it outputs another encoding u' € S,

(a)

i

. Moreover for
any two uy,uy € S
nearly the same.

, the output distributions of rerand(params,i,u;) and rerand(params.i,u;) are

)

Addition and negation. Given params and two encodings relative to the same level, u; € Sl(al

SEOCZ), we have add(params,uy,u;) € SEO“JFOQ) and neg(params,u,) € Sl(*al)

and —uy as a shorthand for applying these procedures.

Multiplication. For u; € Sl(a') and uy € SE-“Z), we have mul(params,u,u;) € S

uy - up as a shorthand for applying this procedure.

and up €

. Below we write uj + uy

(o1-on)

i+ Below we write

Zero-test. The procedure isZero(params, p;,u) outputs 1 if u € S,Ea) and 0 otherwise.

Extraction. The procedure extracts a random function of ring elements from their level-k encoding. Namely
ext(params, p;,u) outputs s € {0, 1}, such that:

1. For any o € R and two u;,uy € st

, ext(params, p,.uy) = ext(params,p;,uy).
2. The distribution {ext(params,p ,u): ot €g R,u € SS(O‘)} is nearly uniform over {0,1}*.
For notational simplicity, we omit the repeated params arguments that are passed to input arguments in
all algorithms. For instance, we write ¢ = samp() instead of « = samp(params).

A.2 Construction

Let V= {1,...,N},Z={0,1}"", and T = {0,1}"2. Our RIBE scheme in the 3-graded encoding system is
described as follows:

RIBE.Setup(1*, N): This algorithm obtains (params, p.;) by running InstGen(1*,13). Note that params

includes alevel 1 encoding of 1, which is denoted as g;. It chooses random encodings f;), { fl’ j} 1<i<ly,je{0,1}

ho, {1} j}1<i<iy.jefo,1} by freshly calling samp() and sets

fi0 =rerand(1,enc(1, 1)), {fii, = rerand(l,enc(l,ﬁij))}lgigll?je{()’l},

hio = rerand(1,enc(1,h)), {hi;;= rerand(l,enc(l,h;_’j))}lgiglzyje{o’l}.

Let ﬁ = (fi0 {fk,i,j}lgigll,je{o,l}) and fzk = (Iko, {hk1i7j}1§,-§,2’j€{071}) for a level k. Note that we can
obtain fz and /1, from fl and by performing pairing operations. Next, it chooses random encodings
o, 3,7 by freshly calling samp(). It outputs a master key MK = (o, 3,7), an empty revocation list
RL, an empty state ST, and public parameters as

PP = ((params,pz,), {A;= rerand(l,enc(l,ocj))}lgj,j#NJr]SZN,

B =rerand(1,enc(1,B)), fi,hi, Q = rerand(3,enc(3, aN+]ﬁ))).
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RIBE.GenKey(ID,MK,ST, PP): This algorithm first assigns an index d € N\ that is not in ST to the identity
ID, and updates the state ST by adding a tuple (ID,d) to ST. Next, it chooses a random encoding r;
by calling samp() and outputs a private key by implicitly including ID and d as

1y
SKip = (KO = rerand(1,enc(1,a? y)+ (fio+ Zfl_yi’m[i]) -(=r1)), K; =rerand(1,enc(1, —rl))).
i=1

RIBE.UpdateKey(7,RL,MK,ST,PP): This algorithm defines the revoked set R, the revoked index set R/,
and the non-revoked index set SI as the same as in Section It chooses a random encoding r, by
calling samp() and outputs an update key by implicitly including 7', R, and RI as

) [P
Ukre = (UO =rerand(1,enc(L,(y+ Y o) )+ (hio+ Y ki) r2)),
JjesI i=1

U= rerand(l,enc(l,—rz))).

RIBE.DeriveKey(SK;p,UKr g, PP): Let SK;p = (Ko,K1) and UK7 g = (Uy,Uy). If ID € R, then it outputs
L. Otherwise, it proceeds the following steps: Let d be the index of /D and RI be the revoked index
set of R. It sets a non-revoked index set S = N \ RI and derives components 7y, 7] and 75 as

To=rerand(2, (A;-Uo—B- (Ko+ [] Ansi-j+a))).
jes,j+d
Ty =rerand(2,B-K;), T» =rerand(2,A,-U)).

Next, it selects random encodings r}, 7} by freshly calling samp() and re-randomizes the temporal
components as

l] l2
Do =rerand(2,Ty+ (f20+ Y., foupji) - 71+ (h20+ Y haizii) - 1),
i=1 i=1
D; =rerand(2,T; +enc(2,—r})), D> = rerand(2,T> +enc(2, —r})).
Finally, it outputs a decryption key by implicitly including ID and T as DK;p r = (Do, D ,Dz).

RIBE.Encrypt(/ID,T,M,PP): This algorithm first chooses a random encoding s by calling samp(). If
M =0, it sets C = rerand(3,Q-5). Otherwise, it sets C = rerand(3,enc(3,samp())). It outputs a
ciphertext by implicitly including /D and T as

I
CTipr = (C, Co =rerand(1,enc(1,s)), Ci =rerand(1,(fi0+ thi-,lD[i]) 5),
i=1
53
C, =rerand(1, (hy o+ ZhLi,T[i]) S))
i=1

RIBE.Decrypt(CT;p r,DKjp 1/, PP): Let CTipr = (C,C(),C],Cz) and DK;p 77 = (Do,Dy,D,). If (ID =
ID') A (T =T'), then it computes C' = Cy - Dy + C, - D, and outputs M = 1 if C = C’ by using
isZero(p,,C —C') and M = 0 otherwise. Otherwise, it outputs L.
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RIBE.Revoke(/D,T,RL,ST): This algorithm is the same as that of Section 3.1

Remark A.3. Although we can translate our RIBE scheme in Section[3|into the GGH framework, we cannot
directly translate the security proof in Section 3| into the GGH framework since a level-zero encoding is
defined for a ring R in the GGH framework instead of Z,. In Appendix@ we show that an RIBE scheme for
small universe can be proven in the GGH framework.

B Revocable IBE for Small Universe

In this section, we propose an RIBE scheme form small universe and prove its selective revocation list
security.

B.1 Construction

Let N ={l,...,.N},Z={IDy,...,ID,,},and T = {Ti,...,T,,}. Let p; be a mapping from identity space
7 to integers {1,...,n;} and p, be a mapping from time space 7 to integers {1,...,n,}. Our RIBE scheme
for small universe is described as follows:

RIBE.Setup(l’l ,N): Let PPy, be the description of a 3-leveled multilinear group of prime order p with
generators g; of G;. It selects random elements vi,{fi1;}i<i<n,,{h1,i}1<i<n, € G and sets v3 =
e2.1(g2,v1). Next, it selects random exponents ¢, 3,7 € Z,. It outputs a master key MK = (¢, 3,7),
an empty revocation list RL, an empty state ST, and public parameters as

) ) R N+1
PP = (PPMLMa vi, {8% v i< iant1<ans 8113, fi, by, Q=5 ﬁ)-

RIBE.GenKey(ID,MK,ST,PP): Letd be an index of ID as the same as in Section[3.1] It selects a random
exponent | € Z, and outputs a private key by implicitly including /D and d as

d g— —

RIBE.UpdateKey(7,RL,MK,ST,PP): This algorithm defines the revoked set R, the revoked index set R/,
and the non-revoked index set S/ as the same as in Section It selects a random exponent r» € Z),
and outputs an update key by implicitly including 7', R, and the revoked index set R/ as

N+1-j _
UKrg = (UO — (V71’H vtlx + j)ﬁhqz,pz(T)’ U, =g r2>.
jest

RIBE.DeriveKey(SKip,UKr g, PP): Let SKip = (Ko,K1) and UKy g = (Up,Uy). If ID € R, then it outputs
L. Otherwise, it proceeds the following steps: Let d be the index of /D and RI be the revoked index
set of R. It sets a non-revoked index set ST = N \ RI and derives components Ty, 7} and 7> as

d N+1—jtd\ —1 d
T():e(g‘lx ,UO) -e(g?,Ko H vy o ) , Th :e(gf,Kl), T =e(g! ,Uy).
jeSIj#d
Next, it chooses random exponents r},r, € Z, and re-randomizes these components as Dy = Tj -

fzrjp] (ID)h;%pZ(T), D =T -g;rll, D, =T, -g;ré. Finally, it outputs a decryption key DKjp r = (DO,D1 ,Dz).
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RIBE.Encrypt(/D,T,M,PP): This algorithm chooses a random exponent s € Z, and outputs a ciphertext
by implicitly including /D and T as

Clipr = (C Q' M, Cy=gj, C\ = fls,p](lD)’szhi,pz(T))'

RIBE.Decrypt(CTip,r,DKjp 1, PP): Itis the same as that of Section[3.1]
RIBE.Revoke(ID,T,RL,ST): It is the same as that of Section

B.2 Security Analysis

Theorem B.1. The above RIBE scheme for small universe is secure in the selective revocation list model
under chosen plaintext attacks if the (3,N)-MDHE assumption holds where N is the maximum number of
users in the system.

Proof. Suppose there exists an adversary A that attacks the above RIBE scheme with a non-negligible
advantage. A simulator B that solves the MDHE assumption using .4 is given: a challenge tuple D =
N+2

(g1,8%,8%,...,87 8" " ,...,g"" 0,¢5) and Z where Z = Zy = g% ' or Z = Z; €g Gs. Then B that
interacts with A is described as follows:

Init: A initially submits a challenge identity /D*, a challenge time T*, and a revoked identity set R* on the
time 7. It first sets a state ST and a revocation list RL as empty one. For each ID € {ID*} UR*, it selects
an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Let RI* C N be the revoked index set of R*
on the time 7 and SI* be the non-revoked index set on the time 7 such that ST* = N\ RI*.

Setup: B first chooses random exponents Vi, { f/ }1<i<n,, {h}1<i<n,» 0 € Z,. For notational simplicity, we
use Hf} = H;”:lf/-, Hj;ékf]/' = H1gjgn1,j7ékf}, Hh;- = H’;z 1h;’ and Hj;ékh/j = ngjgnz,ﬁékh/j' It implicitly
setsax =a,f} = th;, Y=0—Ycsr aV*1=J and publishes the public parameters PP as

]

IRD | V) O A A P ANR | U B _ bl
=g, {sl =gl v = (s) J}1<ii7$N+1<2N’ 8 =&
o, unp) 1 [jp, 10) S
{fl l - ( ) l }l<z<n1,l;£p1 ID* ? fl p ID* gl ’
Hj#PQ(T*)h}

DN 20 (1) 1,
{hi= (gl)IL#pz(m & }1<i<n2 i2pa(1)? MLp(T7) = 81 )
/ h/ aN BT f TN,
Q=e(e(gf.g").gh) I = o e

Phase 1: A adaptively requests a polynomial number of private key, update key, and decryption key queries.
If this is a private key query for an identity /D, then 3 proceeds as follows:

e Case ID € R*: It first retrieves a tuple (ID,d) from ST where the index d is associated with ID. Next,
it selects a random exponent r| € Z, and creates a private key SKjp as

KO _ (v7d)e( H v aN+1- j+d) fl p] ID g;rl~

jesr

e Case ID ¢ R*: In this case, we have ID # ID* from the restriction of Definition It first selects
an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Next, it selects a random exponents

ry € Z, and creates a private key SKjp by implicitly setting r; = —a f;)] ap) T ry as
dg GNt1-jt+d f/ —7
Ko=v{® ] v fl orapy Ki=(g1)m™e, .
jESI*\{d}
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If this is an update key query for a time 7, then B defines a revoked identity set R on the time 7 from RL
and proceeds as follows:

e Case T = T*: Tt first sets a revoked index set RI of R by using ST. It also sets SI = N \ RI. Next,
it selects a random exponent r, € Z, and creates an update key UKy g by implicitly setting r, =

N+1-j N 1
_(_Z/’ESI*\SIG + T+ Yjesnsra =D 1o (T Hf’+r2 as

DNOTT 7.1 Nt ARSI |V
Uo = (g7) Hf-fhﬁplm,Ul:( [T &* [ s ) e
JESIF\SI JESI\SI*

e Case T = T*: In this case, we have R = R*. For each ID € R*, it adds (ID,T*) to RL if (ID,T’) ¢ RL
for any 7’ < T*. Next, it selects a random exponent r, € Z, and creates an update key UK7 g as

9 —
U (gl) Hf h?PI(T*) Ul—glrz.

If this is a decryption key query for an identity /D and a time T, then B proceeds as follows:

e Case D #ID*: If (ID,—) ¢ ST, then it selects an index d € N such that (—,d) ¢ ST and adds (ID,d)
to ST. Next, it selects random exponents r},r € Z, and creates a decryption key DK;p r by implicitly

setting r| = (—a II)I(ID) +7})b as

" Tjp, m) f.?) r bITK 3

Dy =e((g 81 VR, o Dy =e((g)mimg " gh), Dy =g,

e Case /D = ID*: In this case, we have T # T* from the restriction of Definition[2.2] It selects random
exponents ri,r5 € Z, and creates a decryption key DK;p r by implicitly setting r, = (—ah;)I T rh)al
as

bI1; I, a Hf’ _ W —7 N
DO:e((gl 7o) J) ) f2P1 D)’ =& 17 D, :e((gtll) pz(T)gl rzag(]l )

Challenge: A submits two challenge messages M, M;. BB chooses a random bit 6 € {0, 1} and creates the
challenge ciphertext CT* by implicitly setting s = ¢ as
C = 711K, M3, Co = g5, Cr = (g5)lzniur i G = (g Njzpyre L

Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess 6’ € {0,1}. B outputs 0 if § = 6’ or 1 otherwise. O

B.3 Construction in the GGH Framework

Let N ={l,...,N}, Z={IDy,...,IDy,}, and T = {T1,...,T,,}. Our RIBE scheme for small universe in
the 3-graded encoding system is described as follows:

RIBE.Setup(1*,N): This algorithm obtains (params, p;) by running InstGen(1#,1%). Note that params
includes a level 1 encoding of 1, which is denoted as g;. It chooses random encodings v}, { f{ }1<i<n, ,
{h}1<i<n, by freshly calling samp() and sets

{fi1;=rerand(1,enc(1,f})), f>; =rerand(2,g - f1,) }1<i<n, »
{h;= rerand(1,enc(1,4})), hy; =rerand (2,81 -hi ;) }i<i<n,-
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Next, it chooses random encodings a, 8,7 by freshly calling samp(). It outputs a master key MK =
(a,B,7), an empty revocation list RL, an empty state ST, and public parameters as

PP = ((params,pzt)7 {A; =rerand(1,enc(1,v, 'O‘j))}lgj,j;éNngN, B =rerand(1,enc(1,v;-fB)),
Vlvﬁvﬁlvﬁ7227 Q= rerand(3,enc(3,v1 : aN+1ﬁ))> .

RIBE.GenKey(ID,MK ST, PP): Letd € N be an index for ID. It chooses a random encoding r; by calling
samp() and outputs a private key by implicitly including /D and d as

SKip = (KO =rerand(1,enc(1,v; - al. Y) + (fi,p,up)) - (=11)), K1 = rerand(1, enc(1, —rl))).

RIBE.UpdateKey(7,RL,MK,ST,PP): It first defines the revoked set R, the revoked index set R/, and the
non-revoked index set SI as the same as in Appendix [B.1] It chooses a random encoding r; by calling
samp() and outputs an update key by implicitly including T, R, and the revoked index set RI as

Ukre= <U° = rerand(1,enc(1, (vi - y+vi- Y, &) B) + (b py(r)) 1)),
jest

U, = rerand(l,enc(l,—rﬁ)).
RIBE.DeriveKey(SKip,UKr g, PP): Let SKip = (Ko,K1) and UKy g = (Up,Uy). If ID € R, then it outputs

L. Otherwise, it proceeds the following steps: Let d be the index of ID and RI be the revoked index
set of R. It sets a non-revoked index set ST = A\ RI and derives components Ty, T} and T as

Ty = rerand(Z, (Ad -Up—B- (Ko + H AN+1—j+d)))7
JES.j#d

Ty =rerand(2,B-K,), T, =rerand(2,A; - U;).

Next, it selects random encodings |, 7} by freshly calling samp() and re-randomizes the temporal
components as

Dy = rerand (2, To + (f2,p,(1p)) - 71 + (h2.py(1)) - 72),
Dy =rerand(2,T; +enc(2,—r})), D, = rerand (2,7, +enc(2,—15)).

Finally, it outputs a decryption key DK;p 7 = (Do,D1,D).

RIBE.Encrypt(ID,T,M,PP): It first chooses a random encoding s by calling samp(). If M = 0, it sets
C =rerand(3,Q-s). Otherwise, it sets C = rerand(3,enc(3,samp())). It outputs a ciphertext by
implicitly including /D and T as

CTipr = (C, Co =rerand(1,enc(1,s)), C; = rerand(1, (f1 p,p)) *5);

C =rerand(1, (hy p,(7)) s))

RIBE.Decrypt(CTip 7,DKjpy 7/, PP): This algorithm is the same as that of Appendix
RIBE.Revoke(/D,T,RL,ST): This algorithm is the same as that of Appendix [B.1
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B.4 Security Analysis in the GGH Framework

We translate the MDHE assumption in Section into the graded encoding system version in the GGH
framework.

Assumption B.2 (GGH analogue of Decisional Multilinear Diffie-Hellman Exponent, GGH (k,/)-MDHE).
A challenger obtains (params. p.;) by running InstGen(1*, 1¥) and chooses random encodings a,cy, . .., ¢y
by calling samp (). The GGH analogue of decisional (k,1)-MDHE assumption is that if the challenge tuple

D= ((params,pzt), {rerand(l,enc(l,aj))hgj,j;élﬂgzh {"emnd(1,enc(17Cz’))}1§igk—1) and Z

are given, no PPT algorithm A can distinguish Z = Zy = rerand(k,enc(k,a ™' [["_\ ¢})) from Z = 7, =
rerand(k,enc(k,samp())) with more than a negligible advantage. The advantage of A is defined as
AdySCH WDMPHE 3y 1 PrA(D, Z9) = 0] — Pr[A(D, Z1) = 0] |-

Assumption B.3 (GGH analogue of Decisional 3-Leveled Multilinear Diffie-Hellman Exponent, GGH
(3,1)-MDHE). A challenger obtains (params,p.;) by running InstGen(1* 13) and chooses random en-
codings a,b,c by calling samp(). The GGH analogue of decisional (3,1)-MDHE assumption is that if the
challenge tuple

D= ((paramsapzl)v {rerand(17enc(lvaj))}1§j7j7él+1§2lv rerand(lvenc(lvb»a
rerand(1,enc(1,c))) and Z

are given, no PPT algorithm A can distinguish Z = Zy = rerand(3,enc(3,a'*'bc)) from Z = Z, =rerand (3,
enc(3,samp())) with more than a negligible advantage. The advantage of A is defined as AdijH (3.1)-MDHE

(A) = | Pr[A(D, Zy) = 0] — Pr[A(D, Z;) = 0]].

Theorem B.4. The above RIBE scheme for small universe in graded encoding systems is secure in the selec-
tive revocation list model under chosen plaintext attacks if the GGH analogue of (3,N)-MDHE assumption
holds where N is the maximum number of users in the system.

Proof. Suppose there exists an adversary A that attacks the above RIBE scheme in graded encoding systems
with a non-negligible advantage. A simulator B that solves the GGH MDHE assumption using .4 is given: a
challenge tuple D = ((params, p,),{rerand(1,enc(1,a’))},<; ;zv+1<on,rerand(1,enc(1,b)), rerand(1,
enc(1,c))) and Z where Z = Z; = rerand(3, enc(3,a"*!bc)) or Z = Z; = rerand(3,enc(3,samp())). Then
B that interacts with A is described as follows:

Init: A initially submits a challenge identity /D", a challenge time 7*, and a revoked identity set R* on the
time 7*. It first sets a state ST and a revocation list RL as empty one. For each ID € {ID*} UR", it selects
an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Let RI* C N be the revoked index set of R*
on the time 7 and SI* be the non-revoked index set on the time 7* such that ST* = N\ RI*.

Setup: B first chooses random encodings {f }1<i<n,,{h;}1<i<n,, @ by freshly calling samp(). It sets I' =
rerand(1,enc(1, (6 — ¥ ;cs (V7)) by implicitly setting y= 6 — ¥ ;cs;- @" '~/ and publishes the public
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parameters PP by implicitly setting & = a, 8 = b[]k as
(params, p;;),v; = rerand(1,enc(1,] ] f7))
{A; =rerand(1,enc(1,a’ - Hﬂ))}lg/‘,j#N+1§2N’ B =rerand(1,enc(1,b-T]f -[]H)
{fii=rerand(LAy- T f)}icicizpapy: froup) =rerand(l, TT 1),

i#p1(ID) i#p1 (ID)
{h1;=rerand(1,B- [] ), }léiénz,i;ﬁpl(T*)’ hipr+) =rerand(1, [] hi)
i#p2(T) I#Pz T)

Q =rerand(3,A;-Ay-B-[[ /- ]]H)-

Phase 1: A adaptively requests a polynomial number of private key, update key, and decryption key queries.
If this is a private key query for an identity /D, then B3 proceeds as follows:

e Case ID € R*: It first retrieves a tuple (ID,d) from ST where the index d is associated with ID. Next,
it selects a random encoding r; by calling samp() and creates a private key SKp as

Ko=rerand(1,A;-[[ /-0 — Y, Avir—jia- T[]/ + fipap) - (—11),
jesr
K, =rerand(1,enc(1,—r;)).

e Case ID ¢ R*: In this case, we have ID # ID* from the restriction of Definition It first selects an
index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Next, it selects a random encoding | by
calling samp() and creates a private key SK;p by implicitly setting r| = —af] (D) T ry as

Ko =rerand(1As- [T 10~ ¥ Axercjoa- TLA+ fipiam 11
jesr\{d}

Ki = rerand(L,A1 - (f] , 1)) +ene(1,—r7)).
If this is an update key query for a time 7', then B defines a revoked identity set R on the time 7 from RL

and proceeds as follows:

e Case T # T*: It first sets a revoked index set Rl of R by using ST. It also sets ST = N\ RI. Next, it
selects a random encoding 7/, by calling samp() and creates an update key U K7 g by implicitly setting

Nt1—j N
r=—(—Yjesmsr @ T+ X jesnsp a1 )] 1,p2(T Hf’+r2as

U = rerand(1 Bo9~Hf{++h1pz( ) 12);

U = rerand(1 Z Anii—j+ Z Ansi1-j) - ( lpz Hf, )+enc(1,—7)).
JESI\SI JjeSI\SI*

e Case T = T*: In this case, we have R = R*. For each ID € R*, it adds (ID,T*) to RL if (ID,T") ¢ RL
for any 77 < T*. Next, it selects a random encoding r, by calling samp() and creates an update key

UKT_’R as

Up =rerand(1,B- 6 'Hf,/ ++hi py(r+) - 12), U = rerand(1,enc(1,—r2)).
If this is a decryption key query for an identity /D and a time 7, then B proceeds as follows:
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e CaseID #ID*: If (ID,—) ¢ ST, then it selects an index d € N such that (—,d) ¢ ST and adds (ID,d)
to ST. Next, it selects random encodings 7}, r; by freshly calling samp() and creates a decryption key
DK;p r by implicitly setting r; = (—afl’_pl(m) +r))bas

Dy = rerand(2 H fi-r)-B- Hh/‘i‘thz “12),
I#PI(ID)

Dy =rerand(2, (A1 - (f] 5, ;p)) +enc(1,—r1)) - B), D> = rerand(2,enc(2, —r»)).

e Case /D = ID*: In this case, we have T # T* from the restriction of Definition[2.2] It selects random
encodings ry,r5 by freshly calling samp() and creates a decryption key DKjp 7 by implicitly setting
ry = (—ah’l’pz(T) +7r4)a as

Dy = rerand (2, (B- H W-rh)-Ay - Hfl + fopip) *T1),
i#p2(T)

Dy =rerand(2,enc(2,—r1)), Dy = rerand(2,(A; - (i} ,, 7)) +enc(l, —r5)) - Ay).

Challenge: B creates the challenge ciphertext CT* by implicitly setting s = ¢ as

C =rerand(1,Z-[] £/ []#i), Co=rerand(1,enc(1,c)),

Ci=rerand(1,Co- [] f), Cx=rerand(1,Co- [] Hi).
i#p1 (ID*) i#pa(T*)

If Z = Zj then this is an encryption of 0; Otherwise (Z = Z) then it is an encryption of 1.
Phase 2: Same as Phase 1.
Guess: Finally, A outputs a guess d € {0,1}. B outputs 0 if § = 0 or 1 otherwise. O

C Revocable IBE with Trade-Offs

In this section, we propose another RIBE scheme such that the number of public parameters is reduced
from O(N + 1) to O(A) group elements by increasing the number of update key elements. The basic idea
of our general construction is to use the parallel construction technique of PKBE that reduces the size of
public parameters and ciphertexts [7]. Additionally, we can reduce the size of public parameters further in
our scheme since an authorized authority in RIBE only can broadcast an update key. That is, we can safely
move some elements in public parameters that are used for broadcasting into an update key.

C.1 Construction

Let N be the maximum number of users and m = [v/N|. Anindexd € {1,...,N} is represented as a position
(dy,dy) in a m x m matrix where d = (dy — 1)m+d, for some 1 <d, <mand 1 <d, < m. Let SI be a subset
of {1,...,N}, and define SI, = SIN{(k—1)m+1,...,(k—1)m+m} and Sy = {x— (k— 1)m|x € S[} C
{1,...,m}. A subset ST is divided to subsets ST, ...,SI,. Let N'={1,....N}, T={0,1}"", and T = {0, 1 }2.
Our RIBE scheme with shorter public parameters in 3-leveled multilinear maps is described as follows:

RIBE.Setup(1*,N): This algorithm takes as input a security parameter 1* and the maximum number N of
users. It generates a 3-leveled multilinear group G= (G1,Gy,G3) of prime order p. Let g1,82,83
be canonical generators of G, G,,G3 respectively. Let PPy be the description of the multilinear
group with generators.
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1. It selects random elements fi0,{f1,j}1<i<i,jef0,13: 71,0, {1 1<i<i,jefo,1} € G1. Let fi =
(fios {feii hi<icn jetoy) and he = (hio, {hi i j}i<i<iy jefo1y) for alevel k. We define Fi(ID) =
Feo Ty fiirpg and H(T) = hyo T2, hy i vy Where IDJi] is a bit value at the position i and T'[i]
is a bit value at the position i.

2. Next, it selects random exponents ¢, B, %, . .., ¥ € Z,. It outputs a master key MK = (a, B.{viti<j<m,

{g‘l"j}lg JjAmA1<2ms g113 , {g’{"}lgkgm), an empty revocation list RL, an empty state ST, and pub-
lic parameters as

o +1ﬁ
PP=(PPurw, fi T, @ =5 7).

RIBE.GenKey(/ID,MK,ST,PP): This algorithm takes as input an identity /D € Z, the master key MK, the
state ST, and public parameters PP. It first assigns an index d € N that is not in ST to the identity
ID, and updates the state ST by adding a tuple (/D,d) to ST. Note that we can represent d as (dx,d,).
Next, it selects a random exponent 7 € Z, and outputs a private key by implicitly including /D and
the index d as

_ - alixydy - _ n
SKip=(Ko=g, "F(D)™" Ki=g;").

RIBE.UpdateKey(7,RL,MK,ST,PP): This algorithm takes as input a time 7', the revocation list RL, the
master key MK, the state ST', and public parameters PP.

1. It first defines the revoked set R of user identities on the time 7 from RL. That is, if there exists
(ID',T') such that (ID',T") € RL for any T’ < T, then ID’' € R. Next, it defines the revoked
index set RI C N of the revoked identity set R by using the state ST since ST contains (ID,d).
It also defines the non-revoked index set ST = N\ RI such that ST = SI; U - - - U SI,,.

2. It selects arandom exponentr 1,...,72 » € Z), and outputs an update key by implicitly including
T, R, and the revoked index set R/ as
J 3 oMt r _
UKrg= <{g?"}1gj,j¢mﬂgzm, & {Uo= (¥ T &8 )P Hi(T), Uy, = ”}1<k<m>
JESI;

RIBE.DeriveKey(SKip,UKr g, PP): This algorithm takes as input a private key SK;p = (Ko, K;) for an

identity /D, an update key UK7 g = ({gf‘j},g’f,{Uk7o,Uk71}) for a time T and a revoked set R of
identities, and the public parameters PP. If ID € R, then it outputs L since the identity /D is revoked.
Otherwise, it proceeds the following steps:

1. Let d = (dy,dy) be the index of ID and RI be the revoked index set of R. Note that these are
implicitly included in SK and UK respectively. It sets a non-revoked index set ST = A"\ RI such
that SI = SI; U- - -USI,, and derives temporal components 7y, 7; and 7, as

dx m+1—j+dyx ( _ dx
TO:g(g‘]X 7Udy,0)'e(gllva0 H gﬁx : ) 17 n :e(gé}vKl)’ T2:e(g? aUdy,l)-
JESay, jFdx

2. Next, it chooses random exponents rl,r2 € Z, and re- randomlzes the temporal components as
Dy =Ty-F,(ID) 1HZ(T)’2 D =T- g2 '"Dy=Tr-g, & . Finally, it outputs a decryption key as
DK;pr = (Dy,D1,D3).
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RIBE.Encrypt(ID,T,M,PP): This algorithm is the same as that of Section 3.1
RIBE.Decrypt(CTip,r,DKjpy 1, PP): This algorithm is the same as that of Section[3.1]
RIBE.Revoke(/D,T,RL,ST): This algorithm is the same as that of Section [3.1]

C.2 Security Analysis

Theorem C.1. The above RIBE scheme is secure in the selective revocation list model under chosen plain-

text attacks if the (3,m)-MDHE assumption holds where N is the maximum number of users and m = +/N.

That is, for any PPT adversary A, we have that Advg}’géfﬁbcp A< Advg’m)_MDHE.

Proof. Suppose there exists an adversary A that attacks the above RIBE scheme with a non-negligible

advantage. A simulator B that solves the MDHE assumption using .4 is given: a challenge tuple D =
m am+2

(gl,g‘f,g‘fz,...,g? .84 ,...,g‘fzm,g?,gf) and Z where Z = 7, = ggmeC or Z =7 €g G3. Then B that
interacts with A is described as follows:

Init: A initially submits a challenge identity /D", a challenge time 7*, and a revoked identity set R* on the
time 7*. It first sets a state ST and a revocation list RL as empty one. For each ID € {ID*} UR*, it selects
an index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Let RI* C N be the revoked index set of R*
on the time 7* and SI* be the non-revoked index set on the time 7* such that SI* = N\ RI*. Note that ST*
is divided to subsets SI7, ..., SI;.

Setup: B first chooses random exponents 0y, ...,0,, € Z, and sets master key elements by implicitly setting
a=a,p=>b,{%="06c—Yjesy a" 1=} as

) B_ b Y _ 6 m+1=jy 1
{sf" =si }lgj,j;éerngm’ g =81 {81 =g/ I_SI () }1gkgm'
JesIy;

Next, it selects random exponents fo, {f} ;}1<i<i, jef0.1}: 70, {7 j}1<i<.jefo,1} € Zp and publishes the public
parameters PP as

R , b _ /
fl = (fl,O = g{O(Hfl,i,ID*[i}) 17 {fl,i,j = (g(llN)fi'j}1§,’§117j€{071})7

R / b _ /

hy = (k10 :g?O(HhIJ,T*[i]) L = @Y et
=

Q=e(e(g]gf").8t) =g ",

For notational simplicity, we define AID = Y., (f/ o — fipepy) and AT = Y2 i~ M)
Phase 1: A adaptively requests a polynomial number of private key, update key, and decryption key queries.
If this is a private key query for an identity /D, then 5 proceeds as follows:

e Case ID € R*: It first retrieves a tuple (ID,d) from ST where the index d = (dy,dy) is associated with
ID. Note that the tuple (ID,d) exists since all identities in R* were added to ST in the initialization
step. Next, it selects a random exponent r| € Z, and creates a private key SKjp as

um-H —j+dx

dx — —-r —r
Ko=(g{")% (] & ) 'R(ID)", Ky =g
JEST;,
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e Case ID ¢ R*: In this case, we have ID # ID* from the restriction of Definition It first selects an
index d € N such that (—,d) ¢ ST and adds (ID,d) to ST. Note that the index d can be represented
as (dy,dy). It selects a random exponents | € Z, and creates a private key SK;p by implicitly setting
ri=—a/AID+7r| as

dy _m+1—jtdy / o _ /
Ko=(g{)% I & " (g)/MPR (D)™, Ky = (g§)"V/APg].
jesty \{di}

If this is an update key query for a time T, then B defines a revoked identity set R on the time T from RL
and proceeds as follows:

e Case T # T*: 1t first sets a revoked index set RI of R by using ST. It also sets SI = N\ RI. Note

that S/ is divided to SIy,...,SI,. Next, it selects random exponents ril yenes r’z.m € Zp and creates an
update key UKr g by implicitly setting {r, x = —(— ZjQSIk*\S,k a4 Zjeglk\y; a"t 1) /AT + et
as

.
{&," h<j jtmr1<om, 8113,

U= TT & TT &) % m(rys.

JESI\SI JESI\SI?

Uk’I:( H gl_am+]—j H gtllmw—j)—l/ATgr’Zk}lgkgm_

JESI\SI JESK\ST

e Case T = T*: In this case, we have R = R*. For each ID € R*, it adds (ID,T*) to RL if (ID,T") ¢ RL
for any 77 < T*. It selects random exponents m.1,---,"2.m € Z, and creates an update key UK7 g as

(&) V1<) jtmt1<2m, glf, {Uk,o = (g% H (T*)*, Uy, ngrz’k} :
1<k<m

If this is a decryption key query for an identity ID and a time T, then B proceeds as follows:

e Case D #ID*: If (ID,—) ¢ ST, then it selects an index d € A such that (—,d) ¢ ST and adds (ID,d)
to ST. It selects random exponents r},r, € Z, and creates a decryption key DKjp r by implicitly
setting r; = (—a/AID+r})b as

Do = e((g1)//APFR (ID)", g4 Ha (T2, Dy = e((gf)V/4Pg! . g"), Dy = g3

e Case /D = ID*: In this case, we have T # T* from the restriction of Definition[2.2] It selects random
exponents ry,r, € Z, and creates a decryption key DK;p r by implicitly setting r, = (—a/AT +r})a™
as

Do = e((gf) ATH\(T),g{" ) F>(ID)", D1 = g5, D =e((g) /" g, 81").

Challenge: A submits two challenge messages M, M;. BB chooses a random bit 6 € {0,1} and creates the
challenge ciphertext CT* by implicitly setting s = ¢ as
C=27-Mj, Co=gi, C1 = (g}, C = (g5)".

Phase 2: Same as Phase 1.
Guess: Finally, A4 outputs a guess 6’ € {0,1}. B outputs 0 if § = 6’ or 1 otherwise. O
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D Security in Generic Multilinear Groups

In this section, we introduce the definition of generic multilinear groups and discuss the difficulty of our
new assumptions in generic multilinear groups.

D.1 Generic Multilinear Groups

We define the generic multilinear groups by following the generic group model [537]]. Let k be the target
integer. Let & : Z,, x Z — {0, 1}" be a random injective encoding that maps elements of the additive group
Z, and an integer Z into strings of length m. We define the groups G; = {&(x,i)|x € Z,}. We are given
oracles to compute the multiplication and pairing operation. That is, an algorithm in the generic multilinear
groups is given the following oracles:

Encode(x,i) Ifiis a non-negative integer such that i < k, then it responses & (x,i). Otherwise it returns L.
Note that the generator g; for the group G; can be obtained as Encode(1,).

Mult(&1,&,b) If & = E(x1,i) and & = &(x2, j) where i = j, then it returns & (x| + (—1)%x,i). Otherwise,
it returns L.

Pair(§;,&) If & = &(xy,i) and & = & (x2, j) where i + j < k, then it returns & (x| - x,i+ j). Otherwise it
returns L.

D.2 Analysis of New Assumptions

The master theorem of Boneh, Boyen, and Goh [5] is widely used to prove the difficulty of an assumption
in generic bilinear groups. It is relatively straightforward to extend the master theorem of Boneh et al. in
generic multilinear groups as pointed by Boneh, Waters, and Zhandry [11]. The master theorem says that
the advantage of an adversary in generic groups is bounded by g?d/p where g is the maximum number of
queries, d is the maximum degree of polynomials that the adversary can obtain, and p in Z,,.

In the (k, N)-MDHE assumption, we have d = O(kN) since the adversary can obtain elements with high
degree a*V by performing pairing operations. For A-bit security, we can set p ~ 2* since N is a polynomial
value in a security parameter. The difficulty of the assumption of Boneh, Waters, and Zhandry [11] is
already given in generic multilinear groups. We can also follow their analysis since our assumption is a
slight modification of their assumption. In the (k,n,l)-cMDHE assumption, we have d = O(n2") since the
assumption includes elements with high degree a". For A-bit security, we can set p ~ 23* instead of p ~ 2*.
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