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Abstract. Boneh-Boyen signatures are widely used in many advanced cryptosystems. It has
a structure of “inversion in the exponent”, and its unforgeability against ¢ chosen-messages
attack is proven under the non-static ¢-Strong Diffie-Hellman assumption. It has been an
open problem whether the exponent-inversion signature, and its various applications, can
be proved based on a weaker static assumption.

We propose a dual-form Boneh-Boyen signature and demonstrate how to prove the security
for the exponent-inversion signature structure in the standard model under static assump-
tions. We apply our proof technique to a number of related cryptosystems employing similar
structure, including anonymous credentials, identity-based encryption (IBE) and account-
able authority IBE. Our results give the first exponent-inversion IBE in the standard model
under static assumption. Our anonymous credentials and accountable authority IBE are
also better than existing schemes in terms of both security and efficiency.

1 Introduction

The invention of the Boneh-Boyen signature [9] has a wide impact and forms the foundation
of a wide range of advanced cryptosystems. Given a secret key a and a public key (g,g®), the
Boneh-Boyen signature for a message m is

1
o =gotm.

This “inversion in the exponent” structure can be modified to other signature schemes such as
structure-preserving signatures, blind signatures [2]. It can also be used as the “second-tier” secret
key, such as user secret keys of identity-based encryption (IBE) [18], identity-based broadcast
encryption, hierarchical IBE with polynomially many levels [19]; or decryption keys of dynamic
threshold decryption [17], user signing keys of group signatures [10], etc.

The security of the Boneh-Boyen signature is based on the ¢-Strong Diffie-Hellman (SDH)
assumption — for a randomly selected from Z,,, we have:

Given g,go‘7g"2, e ,go‘q € G, it is hard to output (c,gOfLﬂ)7 where ¢ € Zy,.
While the group size |G| = p grows exponentially with the security parameter A, the number ¢ is
polynomially bounded in A. Specifically, this long problem instance of size O(q) is used to simulate
(¢—1) signing oracle queries. Due to this reliance, g-SDH is considered as a non-static assumption,

in contrast to the traditional static ones like discrete logarithm or computational Diffie-Hellman.

* This work was done when the first author was in the University of Hong Kong.



Dual Form Boneh-Boyen Signatures. Recently, Gerbush et al. [20] proposed the framework
of dual form signatures as an approach for proving security from static assumptions. A normal
signature is given the signing algorithm Sign ,, while another type of signature can only be given
by another algorithm Sign . The security proof involves a sequence of transformation of answering
oracle query, from using Sign, to Signg. It also involves a challenge signature which can take
either one of the forms. Gerbush et al. [20] constructed multiple signature schemes in the composite
order group setting.

In this paper, we propose the Dual Form Boneh-Boyen Signatures, prove its security by the
notion of dual form signatures using static assumption, and demonstrate how it helps in getting
rid of static assumptions from a number of higher cryptographic applications. While the concept
appears to be simple, the task is not trivial. Simply instantiating the Boneh-Boyen signature in a
composite order group Gy where N = pipops and adding additional randomization in G, (say,
g3') does not work since there is no randomness in the subgroup G,,. Existing static assumption
contains a random part in G, which is useful for simulating a challenge signature that can belong
to either form of the signatures. Our second attempt is to use the randomized Boneh-Boyen

1
signatures [9]: (g7 """, r), where (o, ) € (Zx)? is the secret key and r € Zy. Yet, it is difficult
to fit the random element from the problem instance with the inverted exponent to simulate a
challenge signature for any given m.

This leads us to devise a signature with a randomized G,, component that can be easily simu-
lated for any message without knowing the randomness directly. It turns out that our third attempt
is similar to the key structure of Gentry-IBE [18], which is in the form of o4 = (11191_7')0—#m ,00 =T,
where h; € G, is part of the public key. Recall our major challenge is to avoid the g-type non-
static assumption. Therefore, we have to avoid the direct use of « for simulating signature. For
this we made two changes. The first is to use h; as the private key instead. The public key now
includes é(g1, h1). On the other hand, the hard problem instances used in most existing dual sys-
tem schemes [25,20] do not allow the leakage of the randomness r directly. Therefore, we tried to
use g7 as part of the signature instead. However, given m, gf* from the public key and ¢ from the
signature uniquely determine (g; T)ﬁ, so we need to use another generator u; € G,, instead.
The signature on m thus becomes:

_ 1
(01 = (hauy")a=mgs', 02 =g193°),

where r, 1, zo are randomly chosen from Zy. The signing oracles are simulated by hy or hy X5 for
some random X5 € G,,, depending on what is given by the hard problem instance during different
security games.

Why is the g-type Assumption not needed? Introducing h; as another part of the private
key frees our simulation from relying on g"‘27 ...,9*" as needed in the original Boneh-Boyen sig-
natures [9]. Although « is no longer treated as part of the hard problem instance, the (partial)
secrecy of « still plays an important role for the transition between two different types of signing
oracle issuing dual form signatures. We only give ¢g{* to the adversary which contains information
about o mod p1, yet that is not correlated to @ mod po by the Chinese remainder theorem, which
will be used in our information-theoretic argument in ensuring the adversary will return something
under our expectation with high probability.

Important Applications. We first extend our signature scheme to the prime order group, and
it is secure under the standard decision linear assumption. A number of signature schemes were
constructed based on the Boneh-Boyen signatures, such as anonymous credentials [13, 5, 4], group
signatures [10, 22], etc. We showed the constructions of anonymous credentials without using any
g-type non-static assumption. To the best of the authors’ knowledge, there is no prior practical
anonymous credential scheme which is secure under standard assumption only. In addition, our
proposed scheme is more efficient than the existing anonymous credential scheme from structure-
preserving signatures [1].

Dual System Gentry-IBE. Apart from exponent inversion, commutative blinding forms an-
other major family of pairing-based IBE in the standard model [12]. Existing schemes based on



the dual system encryption technique [31,25] are from the commutative blinding family. Gentry-
IBE [18] uses exponent inversion in the key. Its security reduction is tight but is based on a g-type
assumption. Comparatively, the security proof of the commutative blinding family has a security
loss of a factor of ¢, while using static assumption.

We give the first dual-system IBE which has both the key structure based on the exponent
inversion (same as our proposed dual form signatures) and the commutative blinding property
across the key and the ciphertext for derivation of the session key. It is secure in the standard
model under static assumption. The session key is of the form é(g, h1)®, where hy is part of the
master secret key*. We call our proposed scheme as the dual system Gentry-IBE due to the
similarity. Its efficiency is more or less the same as Lewko-Waters IBE [25].

Accountable Authority IBE (A-IBE). The advantage of our IBE construction is that it can
possibly inherit the nice properties Gentry-IBE to support higher application such as A-IBE [21,
26]. A-IBE features a tracing algorithm which can determine if a decryption key (“white-box”) or
a decoder box (“black-box”) was created by the (malicious) private key generator (PKG), so it can
be held accountable and proven guilty for any (unauthorized) leakage. We extended our scheme in
a few dimensions (e.g., anonymity, interactive key generation protocol, and tracing algorithm) to
build a fully-secure black-box A-IBE. The only existing scheme [28] achieves this level of security
relies on the use of dummy identities to support black-box tracing with full security, which incur an
overhead of a multiplicative factor O(A) for both key and ciphertext sizes (where X is the security
parameter). Our dual-Gentry IBE supports decryption oracle via the use of semi-functional keys,
without this extra overhead. Previous A-IBE constructions based on Gentry-IBE at most support
weak black-box traceability [26] which does not allow decryption oracle query in the dishonest PKG
security.

2 Background

Let G be a bilinear groups generator, that takes a security parameter 1* as input where A € N,
outputs a description of bilinear group (N = pipaps, G,Gr, é) and possibly generators for some
subgroups of G, where pq, p2, p3 are distinct A-bits primes, G and G are cyclic groups of order
N, and é: G x G — Gr is a bilinear map such that Vg, h € G and a,b € Zy, é(g%, h®) = é(g, h)®;
é(g,g) generates Gr if g is a generator of G. We require that the group operations in G and Gr,
and the bilinear map é are computable in polynomial time in .

We denote G, as the subgroup of order p; in G (i = 1,2,3). Let g; be the generator of the
subgroup G,,. Note that for all h; € G, and h; € Gy, if i # j, é(h;, h;) = 1. We also denote
Gp,p, as the subgroup of order p1p; in G. For all T' € G, p,, T' can be written uniquely as the
product of an element of G,,, and an element of G,,. We refer to these elements as the “G,, part
of T” and the “G,, part of T” respectively. We also use this notation for G, p, and G = Gy, pyps
similarly. We now give three complexity assumptions [25] with respect to probabilistic polynomial
time (PPT) adversaries. The notation neg(-) refers to some negligible function which is smaller
than 1/p(-) for any positive polynomial p(-) (for all sufficiently large inputs).

Assumption 1 [25]. Given G, we define the following distribution:
N R R R
(N:plpzp?nG?GTae) <_g<1k)7 gaXl <_(G'pm X3 (_Gpe,a
R R .
T0<—Gp1p2, T (—GPI,DIZ (N,G,GT,e,g,Xg).
For any PPT algorithm .4; with output in {0, 1}, the advantage
Advg.a, = [Pr((D, Ty) = 1] - Pr[(D, Ty) = 1]| = neg(\).

4 While the session key of Gentry-IBE is é(g, h1)®, hi there is a public key. Also, the session key of an
exponent inversion IBE is independent of the master secret key.



Assumption 2 [25]. Given G, we define the following distribution:

(N,G,Gr,é) £ 6(1Y), ¢.X1,2 &G, XY, 2 &£ G, (i = 2,3),
To=212Z3, Ty =21Z2Z3. D:=(N,G,Gr,é,g,X1X2,X3,Y2Y3).

For any PPT algorithm .45 with output in {0, 1}, the advantage
Advg 4, = [PH(D, Ty) = 1] — Pr(D,T3) = 1]| = neg(¥).

Assumption 3 [25]. Given G, we define the following distribution:

(N,G,Gr,8) £ 6(1"),0,5 E Zn,g £ Gy, X, V2, 7o £ Gy, X3 £ Gy,
Ty =é(9,9)™, Ti & CGr. Di=(N,G,Cr,é,9,9"X2,9"Ya, Z5, Xs).
For any PPT algorithm 43 with output in {0, 1}, the advantage
Advg 4, = [Pr((D, Ty) = 1] — Pr{(D, Ty) = 1]| = neg(\).

3 Signature Schemes

3.1 Dual Form Signatures

The security of our signature scheme can be proved by dual form signatures [20]. We first review
the definitions of dual form signatures:

— Setup: Given a parameter 1%, generate a public key pk and a private key sk.
— Sign,: Given sk and a message M, output a signature o.

— Signp: Given sk and a message M, output a signature o.

— Verify: Given pk, a signature ¢ and a message M, output ‘true’ or ‘false’.

Forgery Class. We denote the set of signature-message pairs for which the Verify algorithm
outputs ‘true’ as V. We let V; and V;; be two disjoint subsets of V. In our applications, we
will have V = V; U Vyr. We refer to signatures from these sets as Type I and Type II forgeries,
respectively, as two different types of forgeries received from an adversary in our proof of security.
Type I forgeries will be related to signatures output by the Sign , algorithm and Type II forgeries
will be related those by the Signy algorithm. The precise relationships between the forgery types
and the signing algorithms are explicitly defined by the following set of security properties for the
dual form system.

Security Properties. We briefly review the following properties of dual form signatures [20],
where the adversary is given only pk for (pk,sk) < Setup(1*).

— A-l Matching. If an attacker is only given a signing oracle which returns outputs from Sign ,,
then it is hard to create anything but a Type I forgery.

— B-Il Matching. If an attacker is only given a signing oracle which returns outputs from Signg,
then it is hard to create anything but a Type II forgery.

— Dual-Oracle Invariance. The attacker is given oracle access to Sign, and Signg. At some time,
the attacker outputs a challenge message m. The challenger returns a challenge signature on
m from either Sign, or Signy with equal probability. Finally, the attacker outputs a forgery
pair (m*,c*), where m* was not asked to any oracle. The attacker’s probability of producing
a Type I forgery when the challenge signature is from Sign, is approximately the same as
when the challenge signature is from Signg.

A dual form signature scheme is secure if it satisfies all these properties.

Theorem 1 ([20]). If (Setup,Sign,,Signg,Verify) is a secure dual form signature scheme,
then (Setup, Sign 4, Verify) is existentially unforgeable under an adaptive chosen message attack.



3.2 Dual Form Boneh-Boyen Signatures

Setup(1?): It runs G(1*) to get (N = p1pa2p3, G,Gr,é) as defined in Section 2. Suppose G also
gives generators gi,g2,3 and g3 of the subgroups G,,, Gp,p, and G,, respectively. It randomly
picks a € Zy, u1, h1 € G,,. The public key is

(Na(G’; GT) éaglvuh é(gla hl)ag?)'

The message space M is Zy. The secret key is (h1, @, g3, g2.3)-

Sign 4(sk,m): The signer randomly picks X3, X} € G,,, r € Zy, computes® —— mod N, and

(a—m)
outputs the signature o = (01, 02), where:

I
o1 = (hlul T)“*’"Xg, 09 = gIXé
Verify(pk, o, m): Given a signature o = (01, 02), output ‘true’ if:

e(gt -9 ™, 01) - é(ur, 02) = é(g1, ha).

Its security proof can be found in Appendix A.

3.3 Extension to the Prime Order Groups

We can turn our signature scheme in composite order groups into one with the prime order setting
using the methods by Lewko [24]. Details are given in Appendix B. This scheme is essential for
our anonymous credentials in §4.

4 Anonymous Credentials

Anonymous credential allows a prover to show the verifier that the prover possess a certificate
from a credential issuer. The prover is anonymous such that he cannot be linked to the registration
with the issuer nor any past authentication with any verifier. An extension which attracts interests
recently is blacklistable anonymous credential where a verifier (i.e., without using any trapdoor)
can put some past session into a blacklist, such that the same prover cannot be authenticated
again, thus offering a balance between privacy and system management.

4.1 Anonymous Credentials from P-Signatures

A P-signature scheme [6] is a signature scheme with an efficient non-interactive zero-knowledge
proof of knowledge (ZKPoK) of a signature on a committed message. Belenkiy et al. [6] showed
that anonymous credentials are an immediate consequence of P-signatures. The detailed definitions
can be found in [6].

The existing P-signature scheme [6] is F-unforgeable, where the adversary is only asked to
output (¢*, F(m*)) instead of (c*,m*) as the forgery, for some bijective function F. For the
case of F(z) = ¢g” where g € G,,, F is not bijective since we have m* € Zy. Therefore, we
have to first transform our dual form Boneh-Boyen signature into the prime order group using
Lewko’s technique [24]. Then we define a suitable function F' such that our signature scheme is
F-unforgeable. The resulting signature scheme FBB is presented in Appendix B.1.

For ZKPoK we rely on the Groth-Sahai non-interactive zero-knowledge (NIZK) proof system
GS = (Setup, Commit, Pf, Verify), using the instantiation under the decision linear assumption.
Some vector notations are defined in Appendix B. We are now ready to give our P-signature
scheme as follows:

5 If @ — m has no inverse modulo N, it outputs L. We omit this step later for brevity.



Setup(1*): It runs paramgg < GS.Setup(1?) and (pk’,sk’) <+ FBB.Setup(1?) which uses the
— — — —
same pairing setting. It outputs param = (p, G, Gr, é, Z,Y, paramgs), pk = (g%, ..., g%, g%, g%
- =
(g, gy OB, sk = K.

Sign(param, sk, m): It returns o < FBB.Sign(sk,m).

Y

Verify(param, pk, o, m): It returns o <+ FBB.Verify(pk, o, m).
Commit(param, m, Open): It returns C' < GS.Commit(param¢g, Z™, Open).
ObtainSig(param, pk, m,C, Open) <> IssueSig(param,sk,C):
1. The user chooses some random p € Zy,.
2. The issuer chooses some random 1,71y € Z),.
3. The user (with private input (m, p, Open)) and the issuer (with private input sk, 71, 73) engage

in a secure two-party computation protocol. It can be efficiently implemented by garbled

- e
circuits [7, 3]. Denote sk = (g%, ..., g%, a,~). The issuer’s private outputs are

— —r 7 Toy-ra 7 T
o = glammditridzt o= dytrad)p o = GS.Commit(paramgg, Z™, Open).
. . . %
If C # (', the issuer aborﬁ}s. Otherwise, the issuer sends ¢’ to the user.
4. The user computes & = o'1/? and checks if the signature is valid.

Prove(param, pk, m, 7) It first picks some appropriate Open,, Open, and forms the following GS
commitments:

Mz = GS.Commit(paramgg, 2™, Open), My = GS.Commit(paramgs, Y, Open),
¥; = GS.Commit(paramgg, 04, Open)  for i € [1,6].

Compute the following proof:
7 = GS.Pf{(m, 7) , éﬁ(giﬁ(afm)a)+s1£+sz(a7m)z+52d_4>, ?) _ é(g,g)’yad—i'd?sl},

using the commitment Mz, My and f = (X4,..., Ys) and for some randomly chosen s1, sy € Zj,.
It outputs comm = (Myz, My, 3) and 7.

VerifyPf(param, pk,comm, m): It outputs accept if 7 is a valid NIZK proof for comm and the
language above.

EqCommProve(param, m, Open, Open’): It forms the following GS commitments:

commy = GS.Commit(param¢g, Z™, Open),
commy = GS.Commit(paramgg, Z™, Open’).

Compute the following proof:

7 = GS.Pf{(m,Open,Open’) :  M; = GS.Commit(param¢s, Z™, Open)
A My = GS.Commit(param¢g, Z™, Open’)}.

The zero-knowledge proof of equality of committed exponents can be found in [6]. It outputs
commy, comms and 7.

EqCommVerify(param, Open, Open’, 7): It outputs accept if 7 is a valid NIZK proof for comm; and
commsy above.

Theorem 2. Qur P-signature is secure under the decision linear assumption and the security of
the two-party computation.

Its proof can be found in Appendix C.



Comparison. To the best of the authors’ knowledge, the most efficient anonymous credential
scheme based on standard assumption is to construct from the structure-preserving signatures
(SPS) [1]. One may use GS proof to prove the possession of SPS or P-signatures as an anonymous
credential. The efficient SPS scheme [1] based on the decision linear assumption has 17 group
elements On the other hand, our underlying signature scheme FBB only has 6 group elements
(under the same assumption). Even counting the commitment Y needed for converting FBB to
P-signatures, our credential scheme is still more efficient.

Finally, we remark that it is not clear that whether the modified CL signature [20] can be used
in anonymous credential [13], since their Sign, and Signp algorithms [20] handle the message
differently. In particular, the message appears in the signature produced by Sign, algorithm
twice but just once in Signg, but the message should be hidden in a commitment and associated
with various proof-of-knowledge when it is used in an anonymous credential system. There is no
immediate simple solution without changing the scheme or the proof.

4.2 Signature on a Block of Messages and its Application

We give a modified construction for signing a block of messages, for anonymous credential sup-
porting multiple attributes. Security proof is given in Appendix D.

Setup(1*): Same as Setup() in Section 3.2, except that ug,...,us,h1 € Gy, are included in the
public key instead of a single u; The public key includes (g1, uo, - .., ue, €(g1, 1), g§). The secret
key is (h1, @, g3, g2,3)-

Sign(sk, (m1,...,me)): For a message in ZY;, the signer randomly picks 7, e € Zy®, X3, X} € G,
and computes the signature o = (01, 02,€), where o1 = (h1(uouy™ -~-u2n‘)_r)ﬁX3, and o9 =
91X3.

Verify(pk, o, (mi,,...mg)): Given a signature o = (01,02, ¢€), output ‘true’ if: é(g¢ - g; %, 01) -
é(og, upuy™ - - uy™) = é(g1, ha).

Applying to Blacklistable Anonymous Credentials. By using a signature on committed val-
ues with efficient protocols for proving knowledge and equality of committed values, we can obtain
anonymous credential schemes [13, 5, 4]. We can simply change the block of messages uoui"" - - - uy"
into a Pedersen commitment uguy™ - - - uy**uj, , for some random t € Zy.

Recent blacklistable anonymous credential schemes [5,4] used BBS+ signature, a variant of
Boneh-Boyen short signature [9], as a basic building block in a blackbox manner. Our new signature
has almost the same structure, so it can be applied to these systems directly, weakening the

assumption to static ones.

5 Identity-Based Encryption

Now we give a dual system version of the Identity-Based Encryption (IBE) by Gentry [18], to be
proven in Appendix F. Review of IBE is given in Appendix E.

5.1 Dual-Form Gentry IBE

Setup(1*): Same as Setup() in Section 3.2. The master public key includes (g1, u1,é(g1, h1), g).
The secret key is (h1, «, g3). The identity space Z is Zy.

Extract(msk, ID): Random picks r € Zn, X3, X5 € G,,, and outputs (K = (hlul_r)ﬁXg,Kg =
91X3).

Enc(mpk, ID, M): To encrypt a message M € Gr for ID € Zy\{a}, randomly pick s € Zy and
output (Co = M - é(g1,h1)*, C1 = g;* "™, Cy = u5).

Dec(mpk, skip, €): Decrypt (Co, C1,Cs) by (K1, K3) via Cy/é(Ch, K1) - é(Ca, Ks).

5 If o — e has no inverse modulo N, then it picks another e until the inverse exists.



5.2 Accountable Authority Identity-Based Encryption

Our concrete IBE construction follows Gentry-IBE that the element 7 jointly computed by the
user and the PKG, yet cannot be re-randomized in Gy, by the user, so Ky = g] X} is useful for
white-box tracing [21]. The definitions for A-IBE can be found in Appendix G, which include the
regular IND-ID-CCA security, and the ComputeNewKey /FindNewKey-CCA security for dishonest
user/PKG.

Our Techniques. We need to “anonymize” our dual system Gentry-IBE by a composite group of
order N = p1pap3ps where p1, po, p3, ps are all primes, which is output by G'(1*) (defined like that
in Section 2). For our basic IBE, one can check if é(Cy, g¢~'°) = é(uy, C;) for a valid ciphertext
decryptable by ID. The ciphertext component C is now uf, where uis € Gy, p, is put in mpk, and
its Gp, value uy should be kept secret to prevent the same checking.

The IND-ID-CCA security can be obtained by extending our IBE scheme to 2-level HIBE
and applying strong one-time signatures [14]. However, it makes the analysis of the distribution
of SF keys and SF ciphertexts more complicated. The adversary only obtains two elements with
unknown G, component in our IBE’s proof, and only their pairwise independence is needed. In
our A-IBE construction, the adversary will obtain five elements with G,, component.

For the FindNewKey-CCA security, the simulator acts as an honest user and he can only obtain
an SF key after interacting with the dishonest PKG. The simulator can still use the SF key to
simulate the decryption oracle. Finally, we submit an SF ciphertext to the tracing algorithm. The
simulator should not be able to decrypt the SF ciphertext and hence it can only outputs a random
message. If the dishonest PKG can find a normal key, then the simulator can solve some static
assumptions related to the subgroup. We also need a knowledge extractor for a ZKPoK to get
some randomness and a part of the msk for computing the correct response of an honest user.

Concrete Construction.

Setup(1?): The PKG runs the bilinear group generator G'(1*) to get (N = pipopspa, G, G, é)
as defined in Section 2. Suppose G also gives generators g1, g3 and g4 of the subgroups G,,, G,
and G, respectively. The PKG randomly picks a,v € Zn, h1,y1,w1,v1 € Gy, us € Gp, and
computes u; = y¥, u14 = ujuyg. Denote (KGen, Sign, Verify) as a strong one-time signature scheme.
Denote (CRSGen, P, V) as an (interactive) concurrent zero-knowledge proof of knowledge [27]. It
runs crs < CRSGen(1%). It computes:

param = (N,G,GT,é,gl,’l,U]_,’Ul,gg,g4,CrS), mpk = (U147é(gl,h1),g?)-

The message space M is G and the identity space Z is Zy\{«a}. The master secret key is (h1, o, v).
Hence u; =y} can be computed by the msk.

Extract(msk, ID): The user and the PKG interacts as follows:

1. The PKG picks some random ro € Zy, Z3, Z5 € Gp, and sends (Aj, A2) to the user, where
A1 = U;ZZ3 = ylfTQZg,AQ = gIZZé

2. The PKG runs an interactive concurrent zero-knowledge proof of knowledge 7 of (v,r2) such
that A; and As are properly formed in G,, with é(A1,g1R4) = é(u14, A2), where Ry is ran-
domly chosen from G,,. It implies é(y7"2,91) = é(u1,9;?) and hence uy = yi. The user
continues if he accepts the proof 7.

3. The user picks some random 7,0 € Z, and sends to the PKG: Ry = A7 (gf~'2)%.

4. The PKG randomly picks r1,¢1 € Zn, X3, X5, X4, X5 € G,, and computes

a—ID)

Kl = (hl . R1 . uf”)ﬁwing, Kz = gIIXé, kg = gil( Xé/, [A(4 = v?Xé”.

5. The user randomly picks Y3, Y3, Y3’ YY" € G,, and computes
K1 = [A(l}/g/g?l, K2 = [A(QA;OY?’/’ Kg = KgYBH, K4 = [A{4Y3”,.

Then the user checks if é(Kl,g‘f‘*'D) = é(g1,M) - é(u1a, K2) - é(wr, K3) and é(Ks,v1) =
é(g9'°, Ky). If so, he sets the identity-based secret key as (K1, Ko, K3, K4) for the key family
np, where ng is the G, part of Ky (two different key family numbers can be distinguished
by pairing with the same G, element). He outputs L otherwise.



Enc(mpk, ID, M): To encrypt a message M for ID, the sender randomly picks s € Zy, X4, X}, X} €
G,, and runs (vk,sk) < KGen(1*). It outputs € = (Cy, C1, Ca, Cs, 0, vk) where

Co=M-e(g1,h)*, C1 =g} DXy, Co=ui, X}, Cs = (vfw1)* XY, o = Sign(sk, Co||C1]|Cal|Cs).

Dec(mpk, skip, €): Given a ciphertext € = (Cy, C1, Ca, C3, 0, vk) and a secret key skip = (K71, K», K3,
K,), the recipient checks if Verify(vk, Cy||C1||C2||C3,0) = 1. If not, it outputs L. Otherwise, it
Co-6(Cs3,K3)

calculates: M = (G K K E(CaFa)”

TraceD(mpk, skip, €): Given a valid skip = (K71, Ko, K3, K4) for a user ID and an e-useful decoder
box D, it checks by the following steps:

1. Set ctr + 0 and repeat the following steps for L = 16\ /e times:
(a) Choose s, s’ < Zn, X4, X}, X} € G,, such that s # s’ and runs (vk, sk) < KGen(1%). Set
Cy = gf(ale)Xél, Cy = us, X} and Cs = (v¥*w;)* XY,
(b) Compute Cy = M - é(Cy, Ky) - é(Co, K3)/é(C3, K3) for a random message M € G and
o = Sign(sk, Col|C1|C2||C3).
(¢) Feed the decoder box D with (Cy, C1, Co, C3,0,vk). If D outputs the same M, increment
ctr.
2. If ctr = 0, incriminate the PKG. Otherwise, incriminate the user.

All security proofs are given in Appendix G.

6 Conclusion

We give a modified Boneh-Boyen signatures scheme which is secure in the standard model under
static assumption, and further propose a dual-system variant of Gentry’s IBE. Our proof tech-
nique can be applied to a number of advanced cryptosystems, which we showcase by anonymous
credentials and accountable IBE. In particular, these two applications outperform the existing
counterparts.
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A Security Proof for Our Dual-Form Signatures

We denote our original signing algorithm by Sign ,, and its dual form is Signg.

Signp(sk,m): The signer randomly picks r € Zy, X33, X5 3 € Gp,p, and computes the signature
o = (01, 02), where:

_ —-r 1 T /
o1 = (hiuy")o=m Xa3, 02 =g]Xs3.

Forgery Classes. We let z € Zx denote the exponent represented by the tuple (0 mod p;;1 mod
p2; 0 mod p3). We then divide the forgery types based on whether they have a G, component.

— Type L V; = {(m*,0*) € V|(03)? =1 and (07)* = 1}.
— Type IL Vi = {(m*,0%) € V|(05)* # 1 or (0])* # 1}.

Lemma 1. If Assumption 1 holds, then our signature scheme is A-I Matching.
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Proof. Suppose that there exists an adversary A4 that can create a forgery that is not of Type
I with probability € given access to an oracle for the Sign, algorithm. Then we can create an
algorithm B that breaks Assumption 1 with advantage negligibly close to e.

Given (g, X3,T) from Assumption 1, B chooses random b € Zy, hy € Gp,. B sets g1 = g,
uy = ¢°, g3 = X3. B generates the rest of pk according to Setup and the secret key is only
sk = (h1, @, g3).

For the oracle queries to Sign,, B calculates the signature using sk and answers the query
since g2 3 is not needed for Sign ,.

In the challenge phase, A returns a valid signature (¢* = (o7,03), m*) to B. B then tries to
use this forgery to determine if 1" is in G, or Gy, ,. B sets:

Cy =é(T,hy), Cy=T>""", C;=T1"

and proceeds with a backdoor verification test by checking the following equality,

If it does not hold, B outputs 1. If it does, B flips a coin b € {0,1} and return b.

Since it is guaranteed that (o*, m*) passes the real signature verification, we know that it will
pass this backdoor verification if T € Gy, , no matter A returns Type I or Type II forgery. Next,
we consider the case for T € Gp,p,. If A returns a Type I forgery, it also passes the backdoor
verification test. If A returns a Type II forgery, suppose the G,, part of o7 and o3 are le and
gi? respectively, for some gp € Gp,, 61,02 € Zy and either 6; or 2 is non-zero modulus p. The
backdoor verification equation proceeds as follows,

AR K\ AL YRk kAl A a—m*\a/a kAl A 1(a—m™ 2b T v
é(C1,07)é(C3,03) = Coe(ggl,Yz )e(gg2a33b) = C()‘9(927Y2)(S (amm?)Hoab = Co-

If 61(a — m*) + d2b # 0 mod pg, then the equality does not hold and B will output 1. It remains
to consider a Type II forgery which will pass the backdoor verification. In this case, the adversary
must find some 1, 02 such that §; (« —m*) = —dab mod py (under the restriction that either d§; or
2 is non-zero modulus ps). Since b modulo ps is not revealed at any point during the query phase,
so there is a negligible chance, ¢’, of an attacker being able to create a Type II forgery that passes
the backdoor verification test. Upon receiving such a forgery, B will output 1 with probability 1/2.
The advantage of B is

‘Pr[B(D,TO) = 1] - Pr[B(D,T}) = 1]'

1 ) 111 1,
.= — —€)— — —| > —e— — .
€(8 2—|—(1 1) + (1 6)2 2‘ € €

-2 2

Thus, if € is non-negligible, then B has non-negligible advantage against the Assumption 1 chal-
lenger. a

Lemma 2. If Assumption 2 holds, our scheme satisfies dual-oracle invariance.

Proof. Given (g, X1 X2, X3,Y2Y3,T) from Assumption 2, B chooses random b, € Zy, h1 € Gp,.
Bsets g1 = g, u1 = ¢°, go3 = Y2Y3 and g3 = X3. B generates the rest of pk and the secret key
sk = (h1, @, g3, g2,3) according to Setup.

For the oracle queries to Sign,, B randomly picks r,w,v € Zy and uses sk to compute the
signature o = (o1 = (hlufr)ﬁXéu,Ug = g7 X3).

For the oracle queries to Signg, B randomly picks r,w,v € Zy and computes the signature
o = (01, 02), where:

o1 = (huy") ™7 (aY3), o9 = gl(YaYs)".

By the Chinese remainder theorem, the values of v and w modulo ps and those modulo ps are
uncorrelated.
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Finally, A will query B on some challenge message m. B will choose some random w,v € Zy,
and calculates the signature:

1 _ —b
g1 = hloc—wn . Toz—m

w _ v
XY oy=T- X3

If T = ZyZs, it is a signature from Sign, (by considering ¢" = Z1). f T = Z1Z5Z3, it is from
Signp (b modulo ps is not revealed at any point during the query phase). So the G, part of o}
is randomly distributed from the view of A.

Once A returns the forgery, (6*,m*), B must first check that A has not seen a signature for m*
before and that (o*,m*) verifies. If either of these checks fail then B will guess randomly. If both
of these are true, then B determines what forgery class (o*,m*) belongs to in order to determine
what subgroup T is in, via a backdoor verification test similar to that in the previous proof. B
sets:

Ci=e(X1Xa,hy), CF =(X1X2)%™™, CF = (X1X5)".
Denote o* = (07, 0%). B proceeds with a backdoor verification test as follows,

C = é(Ci,o1) - e(C5,03).
If it does not hold, B outputs 1. If it does, B flips a coin b € {0,1} and return b.
If A returns a Type I forgery, it also passes the backdoor verification test since it passes the
real signature verification. If A returns a Type II forgery, suppose the G,, part of o7 and o3 are

le and 932 respectively, for some gp € G,,, §1,02 € Zy and either §; or 3 is non-zero modulus
p2. Then the backdoor verification equation proceeds as follows,

A * % A * % N a—m™ ~AlA *  afla a—m™ ? *
e(Cy,07) - e(C3,035) = Cp -e(gg , Xy )'6(9327)(5):00 '6(927X2)61( )+6zb:CO~

Thus, if the forgery fails the test, then with probability 1 it is a Type II forgery. If the forgery
passes the test then it can be either Type I or Type II. We claim that a Type II forgery can also
pass the additional verification test, but only with negligible probability.

For such a Type II forgery, we have §; (o — m™*) + d2b = 0 mod py. Consider:

1. If 41 = 0 mod py and d2 # 0 mod py , it implies b = 0 mod ps. It happens with negligible
probability since b is randomly chosen by B from Z .

2. If 6; # 0 mod py, we rewrite the equation as (a« — m™*) + 6b = 0 mod py, where § = d2/61. In
order to create such a Type II forgery, an adversary must implicitly determine (o —m*)/b
modulo py. The adversary only knows b/(c — m) modulo py from the challenge signature if
T = 7Z17Z5Z53. As long as m # m* modulo po, the adversary has no better than the negligible
probability of achieving the correct value of § modulo ps.

We now consider the information obtained by the adversary. In the challenge signature, «
and b modulo py are only included in the first element of the challenge signature. Thus the
attacker can only derive the single value ﬁ modulo ps. However, this single equation has two
unknowns « and b modulo ps and it is not possible to determine their unique values. Moreover,
afm is a pairwise independent function of m modulo ps (except with negligible probability that
a = m mod py). Therefore, the attacker cannot achieve the correct value of a_bm* mod ps as long
as m # m™* mod py, except with negligible probability. It is possible that m = m* modulo py, but
m # m* modulo N. If this occurs with non-negligible probability, then 55 can extract a non-trivial
factor of N by computing the greatest common divisor of N and m — m*, and use it to break
Assumption 2 with non-negligible advantage. Hence, if a forgery passes the additional verification

test, then with high probability it is a Type I forgery. O

Lemma 3. If Assumption 3 holds, then our signature scheme is B-1I Matching.
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Proof. Suppose that there exists an adversary, A, that can create a Type I forgery with non-
negligible probability e given access to an oracle for the Signy algorithm. Then we can create an
algorithm B that breaks Assumption 3 with non-negligible advantage.

Given (g, 9% Xs, g°Ya, Zo, X3, T) from Assumption 3, B chooses random b, « € Zy and sets

g=9, ui=g" ¢é(g1,h)=¢é(g,9°Xo).

B implicitly sets h; = g*. B sends the public key pk to A.

B can answer the Signy oracle as follows. B randomly picks r € Zy, Rs, R, € G, and
R3, R € Gp, and answers by:

o1 = (g*Xo-ui")"m -Ry- Ry, oy=g" - R} RS

After the query phase, A will output a valid forgery, (c*,m*). B can use this forgery for a
backdoor verification test similar to the previous proofs to determine whether 7' = é(g, g)*°. First,
B sets:

Ci=T, Ci=(V)"™, Ci=(""%)"

Since a and b are chosen randomly modulo N, there will be no correlation between the G,, and
the G,, components of C} and C3. Then B proceeds with a backdoor verification test as follows,

* ? A * * ~ * *
Cy =¢é(Ct,07) - €(C3,03).

If it does hold, B outputs 1. Otherwise, B flips a coin b € {0,1} and returns b.

If T is a random group element in Gr, it will not pass this verification equation (no matter A
returns Type I or Type II forgery) with all but with some negligible probability, 6”. In this case
B will output 1 with probability 1/2.

Next we consider the case for T = é(g,g)*®. If A returns a Type I forgery, it also passes the
backdoor verification test. If A returns a Type II forgery, suppose the G,, part of o] and o5 are
ggl and QSQ respectively, for some go € Gp,, d1,02 € Zy and either §; or 2 is non-zero modulus
p2. Then the backdoor verification equation proceeds as follows,

ALYR %k ALKk kAl A a—m*\a/a kAl A 1 (a—m™ 21*
e(C1,07) - e(C3,03) = Coé(gs', Y5 ™™ )e(g5, Y3) = Cé(ga, Yo) (7m0 = G

If 61(a — m*) + d2b # 0 mod po, the test always fails and B will output 1 with probability 1/2.
Else, B will output 1. However for an adversary to create such a Type II forgery, it must find some
01, 02 such that 01 (a — m*) = —d2b mod ps. There are two cases:

1. If 6 = 0 mod po, it implies &« = m* mod po, since it is restricted that d; # 0 mod ps in this
case. However o modulo ps is not revealed at any point during the query phase.

2. If 53 # 0 mod py, it means that the adversary has to find some § such that é(aw — m*) =
—b mod py. However b modulo py is not revealed at any point during the query phase.

In both cases, there is a negligible chance, ¢’, of an attacker being able to create a Type II forgery
that passes the backdoor verification test.
The advantage of B against the Assumption 3 challenger is

Pr[B(D,Ty) = 1] — Pr[B(D,T}) = 1]’

=|PrB(D, To) = 1] - (5" - Pr{B(D, Ty) = 1] + (1 - 8") - )
(18" (PeB(D. 1) = 1]~ 3)

(1= 8")(e+ (1= @+ (1) 5)~ )

=(1-9")(5 + % — %‘5’).

If € is non-negligible, so does the advantage of B against its challenger. a
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Combining the above three lemmata and Theorem 1, we have:

Theorem 3. Our dual form Boneh-Boyen signature is ezistentially unforgeable under an adaptive
chosen message attack if Assumptions 1, 2 and 8 hold.

B Our Signature Scheme in Prime Order Bilinear Groups

We can convert our basic scheme in Section 3.2 into the prime order setting by Lewko’s method [24].
We first review the definition of dual orthonormal bases.

Dual Pi:;lirin% Vector Spaces. Fog a fixed dimension n, we will choose two random bases
B := (bi,...by) and B* := (b%,...0%)) of Z"

p b
— —
orthonormal”, meaning that b; - b; = 0 mod p for all i # j, and b; - E =) for all i, where 9 is a
uniformly random element of Z,
We define é,, to denote the product of the component-wise pairings for vectors v = (V1,...,0n),

W= (wy,...,wp):

subject to the constraint that they are “dual

L

n
énlg”.9") = [ el" 9") = é(g.9) " ™.
=1

Choosing random dual orthonormal bases (B, B*) can equivalently be thought of as choosing
a random basis B, choosing a random vector b] subject to the constraint that it is orthogonal to
— — i = .= . - — —
ba, ..., by, defining ¢ = by - b}, and then choosing b5 so that it is orthogonal to by, bs, ..., by, and
has dot product with b3 equal to 1, and so on.

For a fixed dimension n and prime p, we let (B, B*) < Dual(Zj) denote choosing random dual
orthonormal bases B and B* of Zj.

Decision Linear Assumption. Given a prime order bilinear group generator G, we define the
following distribution:

(panGT7é) (Eg(l)\)’ gvfanga C1,C2 (EZ[U TO = gCI+027 Tl (EG
D := (p7GaGTaé7g7f7U7f01?UC2)'
Assume that for any PPT algorithm A with output in {0, 1}, the advantage

Advg 4 = |Pr[(D,Ty) = 1] — Pr[(D,Th) = 1]| = neg(A).

(k,n)-Subspace Assumption [24]. Given a prime order bilinear group generator G, we define
the following distribution:

~ R A *
(p7 GvGTv 6) <~ g(l )7 (B7B ) — DUGZ(ZZ),
R R
9 G, v,B,71,72,T3, 1, 2, k3 < Lp,
by +p2brs +usb ba+pi2bhya-Hiish
Uy = ghbitrebeiitusbarin oy, .= ghibztpzbeietpabariz
B+ pzbon 4 psban
Uy, 1= gtbetuzbartusbar
Prd P = Pras = S
Vi o= g‘rll/ler‘rngkJrl’ Vo = ngVb2+T2ﬂbk+2’ . Vi = gT1ka+‘rzﬁb2k,
P4 P PR x4 PR PR
Wy = ngyb1+725bk+1+st2k+1, Wy = gT1Vb2+Tzﬁbk+2+T3b2k+2’
bF 470 803, +73b%,
—— TV T T:
Wk =g 1V0TT2P02, T T3 3k

P bor b
D:: (p7G’GT’67g1""’92k7g3k+17"'7
=

vby

by b @b Bbs. b7 i
n vby, n
g9 geees g R GTTRTL L gh R gL g aUlw'-aUka,u?))'
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Assume that for any PPT algorithm A with output in {0, 1}, the advantage
Advg 4 = |Pr[(D,Vi,..., Vi) = 1] = Pr[(D, W1,..., W) = 1]| = neg()).

The decision linear assumption implies the subspace assumption [24].

B.1 Prime-Order Group Version of Our Signature Scheme

Setup(1*): It runs the bilinear group generator G(1*) to get (p, G, G, é) where G has prime order
p and g is a generator of G. It samples random dual orthonormal bases (ID,D*) <= Dual(Z$) as

— —
defined in [24]. We let dy, ..., ds denote the elements of D and ﬁ, RN % denote the elements of
D*. The signer randomly picks a,, 0,9, z1, 23, 25, Y1, Y3, Y5 € Zy. The public key is

— — — — - =
(p, G, GT, é, gdl, e ,gd4,gadl ’ gad3 5 é(.q» g)’yedl.dl )
%)
where the elements Y and Z are only used for the proof of F-unforgeability only. The message
space M is Gr and the identity space Z is Z, . The secret key is

— — — — —
7 — gz1d1+zad3+25ds’y _ gy1d1+y3d3+y5

=S ST

=
odi _6ds &d
972,97

éd

(9 ,9°%, a, ).

Sign(sk,m): It randomly picks r1,re € Z,, and computes the signature

T = EOd 400+ ()65 4706,

- = —_—
S1 (a—m)d1+sld2+52(a—m)d3+52d4

Verify(pk, 7, m): The recipient randomly picks s1, s2 € Z,, calculates 8 =g
and checks if

66(C,3) = é(g, g) 00 disr.

Security Proof. We denote the original signing algorithm as Sign,, and its dual form is

Signp(sk,m): It randomly picks 71,72, 15, t¢ € Z,, and computes the signature

T = g(%"l )9d_f+rl9d_£+(%)5¢£+T25£+t5§+t6£.

a—m

Forgery Classes of Our Scheme. We will divide the forgery types based on whether the signature
has a di or dj in the component. Then we can define the forgery classes as follows:

— —
— Type L. V; = {(m*,aj) € V|é6(gd5,a_*z) =1 and éﬁ(gdﬁ,?) =1}
— Type IL Vy; = {(m*,0%) € V|éo(g™, %) £ 1 or é6(g%, 0
ype IL Vi = {(m*,07) € Vl|és(9™,07) # 1 or é6(9°,07) # 1}.
We will show that our new signature scheme is secure by showing that it satisfies the three
properties of a secure dual form signature scheme.

Lemma 4. If the subspace assumption holds for k = 2,n = 6, then our signature scheme is A-I
Matching.

Proof. Suppose that there exists an adversary A that can create a forgery that is not of Type
I with probability € given access to an oracle for the Sign, algorithm. Then we can create an
algorithm B that breaks the subspace assumption with advantage negligibly close to e.
: by bi vt vbs oBbs Bbs bt gbe ,
Given D = (g 17"'79 4791/ 1791/ 2,9773,9"74,97,9 67U17U27H3) along with T17T2 from the
x4 Py = T
subspace assumption, B tries to decide if T}, Ty are distributed as (Vi, Va) = (gT1#011726bs  gmivba+726by)
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PE4 Pe4
or as (Wy, Wy) which is in the form of (g7 72005 4735 ,gTvbe 3720 +7abg s). In this proof, the terms

=
g%, gbs U1, Us, ni5 are not used.

B first chooses a random matrix A € ngz (with all but negligible probability, A is invertible).
We define dual orthonormal bases F, F* by:

f=vlt,  B=ubl,  B=pW.  Li=pW.  R=0. Jo=0,
f=v b, F=vh, fE=ph f=8hn bl fi=T,

Now B implicitly sets D = F4,D* = F%, where A is applied as a change of basis matrix to
f5, f6 and the transpose of A~! is apphed as a change of basis matrix to f5, f6, as described

n [24][Section 3.1]. It implies that d f, and c? f in the public key. The distribution of
]D), D* after the change of basis matrix A is correct and reveal no information about A as shown
in [24][Lemma 3].

B chooses random a7, 6,6’ and implicitly sets § = 6'v,§ = §’3 by

R e T~
é(g, g)"Mh = ¢gg(g™, "1 )7

rrd

- -
B can produce pk = (p,G,Gr,é,9%,....g 1) and sk = (gedl,ged2 g%,

-
g%, a,7).
In the challenge phase, A returns (? ,m*) to B. First, B will check that the forgery verifies, if
not then B will output b € {0, 1} uniformly at random. If the forgery verifies, then B sets:

) oo o .
Cy = 66(T2,gb1)9 7= e(g,g)'yed1 i 6‘3 = TQ(TI)(a m,

Then B proceeds with a backdoor verification test as follows,

Ci = é6(Ch, ).

If this equality is false, then B will output 1. If the equality is true, then B will flip a coin b € {0, 1}
and return b.
Since it is guaranteed that (o*,m*) passes the real verification test, we know that it will

e s s e
pass this verification equation with if 77,7, are equal to gm¥bi+728bs gmivba+72Bby (o mat-
ter A returns Type I or Type II forgery). Next we consider the case for T;,Ty are equal to
~ ~ T
gn Vot T2BbatTsby  gmivby+72Bbi+73bs If A veturns a Type I forgery, it also passes the backdoor ver-
—

— =3 —
ification test If A returns a Type II forgery, suppose ég(g%, ;Z) = ¢é(g,9)% % or ég(g%, ;Z) =
é(g, g)CGd6 , for some (5,6 € Z, and either (5 or (s is not equal to zero modulus p. Then the

backdoor Verlﬁcatlon equation proceeds as follows,

éﬁ((gﬁ’?) — o (=) (11 vbE 72 BbE +75bE )+ (1 vbE 72 BbE +73bE) _%) Cr

66(9 1-

Note that the coefficients of 6’3 in the basis §7 % form the vector (13(ac —m*),73). To convert it

into the basis z, %, the corresponding coefficient becomes 73471 (o — m*, 1), where the matrix A
was not revealed at any point during the game. If the dot product of ({5, (s) and T3 A~ (a.—m*, 1)
is not equal to zero, then the test always fails and B will output 1. Else, B will output 1 with
probability 1/2. However for an adversary to create a Type II forgery that passes the backdoor
verification test, it must find some (5, (g such that the dot product of (s, (g) and 73 A~ (e —m*, 1)
is equal to zero. Since the matrix A is uniformly random, ((5,{s) can only be guessed by A. So
there is a negligible chance, ¢, of an attacker being able to create a Type II forgery that passes
the backdoor verification test.
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Thus, we can calculate the advantage of B against the subspace assumption challenger

‘PI‘[B(D,Wl,Wg) = 1] - PI‘[B(D, Vl,VQ) = 1]‘

1 1
-2 2

/ 1 ! 1 1 /
A=)+ Q=)= — = > —e— =€,
6(6 5 ( 6)) ( 6)2 7 € €0

Thus, if € is non-negligible, then 5 has non-negligible advantage against the subspace assumption
challenger. a

Lemma 5. If the subspace assumption holds with k = 2,n = 6, then our signature scheme satisfies
dual-oracle invariance.

e g e e = a1
Proof. Given D = (g,..., g%, g"%1, g"%2, gP% ¢P% g% gb Uy, Us, us) along with Tl, Ts from the
e ~ e
subspace assumption, B tries to decide if Ty, T are distributed as (V1, V2) = (¢g7*"1 Tra0 , grvbat T2
= = e e

or as (W1, Wy) which is in the form of (g™ 7B +7ab; , gTivbz+72Bbi+73b6 ) Tn this proof, the terms
w3 are not used.

B first chooses a random matrix A € Z2X2 (with all but negligible probability, A is invertible).
Now B implicitly sets D = B,4,D* = B, where A is applied as a change of basis matrix to

b5, b6 and the transpose of A™! is apphed as a change of basis matrix to %, %, as described

n [24][Section 3.1]. It implies that d = b_> and d—’z g in the public key. The distribution of
]D), D* after the change of basis matrix A is correct and reveal no information about A as shown
in [24][Lemma 3].

B chooses random a, 7y € Z, and implicitly sets 8 = v,§ = 8 by setting

— — —— 5

— — —
pk = (9, G,Gr,é,g",... g%, g™, g°% &(g,g) """ = é(g™, g""1)7),

sk = (g%, g% g¥% BT q ).

For the oracle queries to Sign ,, B computes the signature using sk.
= %
For the oracle queries to Signy, B computes the signature using sk and g%, g%. It can take
o WE ok o a Tk .
random combinations of ¢’5, g’ to create random combinations of g%, g% in the exponent, since
the span of % and dj is equal to the span of % and %.
Finally, A will query B on some challenge message m. B calculates the signature:

T = (07 (T) =

s ~ ~
If Ty, Ty are distributed as (V;, Vo) = (¢g7*" +72b , g T2y i s g s_izgnatuée fr%m Sig_l*)lA (b% ,
considering r, = 71,7y = 7). If Ty, Ty are distributed as (Wy, W) = (gTvbit728bs+7sbs | grivby+728bi+7sbs )

it is a signature from Signg, with exponent vector include —2 bz + 73b5. Using the change of
basis matrix A, the coefficients in the vector form is:

-1

a—m

TgAt( ,l)t,

where t is the transpose. It is randomly distributed from the view of A.

Once A returns the forgery, (6*, m*), B must first check that A has not seen a signature for m*
before and that (o*,m*) verifies. If either of these checks fail then B will guess randomly. If both
of these are true, then B must determine what forgery class (¢*,m*) belongs to. To distinguish
between the forgery types, B must use a backdoor verification test similar to the one used in the
previous proof. B sets:

CT =é(Uy 79Vb1) , CﬁZZUQ(Ul)(aim*)'
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— =

Using the change of basis matrix A, the coefficients of C—*?'z in the span of ds, dg is:
1A (@ = m*, 1)1,

Then B proceeds with a backdoor verification test as follows,

Ci = é6(Ch,0).

If this equality is false, then B will output 1. If the equality is true, then B will flip a coin b € {0,1}
and return b.

If A returns a Type I forgery, it also passes the backdoor verification test since it passes the
real verification test. If A returns a Type II forgery, suppose ? includes

55% + 5(3%,

as its component in the span of ﬁ, %, for some 05, d¢ € Z, (either d5 or d¢ is not equal to zero
modulus p). Then the backdoor verification equation proceeds as follows,

00(C,0%) = O (g, g 0047 oo ' Ty L gy,
Thus, if the forgery fails the test, then with probability 1 it is a Type II forgery. If the forgery
passes the test then it can be either Type I or Type II. We claim that a Type II forgery can also
pass the additional verification test, but only with negligible probability.

For a Type II forgery, we have (J5, ds)- A~ (a—m*, 1)t = 0 mod p, and we have (5, 56) # (0,0).
Since the matrix A is hidden from the view of A (shown below), the adversary has no better than
the negligible probability of achieving the correct value of (5, dg).

We now consider the information obtained by the adversary. Suppose the matrix

ay a
A= 1 27
as a4

for some a1, az,as,as € Zy. In the challenge signature, the adversary knows

-1 —a —a
3 AY( ) =1s(——— +az, —— +as)’
a—m a—m a—m
__°" (e — (e — t
_afm(al (o —m)az,as — (@ — m)ag)".

In the backdoor verification test, note that

(a4(cc —m*) — ag,a; — az(a —m*))".

A*l _ * 1 t — M3
M3 (O[ m-, ) det(A)

By [24][Lemma 4], the distribution of the above two vectors are negligibly close to uniform distri-
bution over Z2. O

Lemma 6. If the subspace assumption holds for k = 1,n = 6, then our signature scheme is B-II
Matching.

Proof. Given gb_1>7gb_z’7gﬁ7gb_s)’gb_>6,gub_f,gﬂ@,g@gﬁ,gb_i,g@’ Uy = ghabitnabitnabi 13, along with
Ty from the subspace assumption, B tries to decide if T} are distributed as V; = ¢gmb1 17280 or
as Wl —_ ngVﬁ+Tzﬁb2+T3b3.

B implicitly sets

- - — - -
d1:¥7 d2:¥7 d_3>2¥7 d4:§7 d5:£7 d6:E>
%Zb—6>7 @Zb_l; (?g}:b_ga djz;:b—ﬁl}a %:b—;’ %Zb—fv
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B chooses v, «, 8,0 randomly from Z, and sets

i

. . b Bt

é(g, g)"0hd = eq(gh, gt )0

— — — — ——
B can produce pk = (p,G,Gr, é, g%, ... g%, g*, g9 &g, g)r0hd).

a

B can answer the Sign oracle as follows, without knowing g®2. B randomly picks ], ra, t5, tg €

Z, and calculates the signature

T = T A T b 0 4

Note that the coefficient of % = b3 is 110 := rjus6. Also the coefficients of % and % are uniformly
random. Thus this is a properly distributed signature from Signg.

After the query phase, A will output some forgery, (c*, m*). First, B will check that the
forgery correctly verifies. If the forgery fails verification, then B will guess randomly. If the forgery
verifies, then B will use a backdoor verification test similar to the previous proofs. First, B picks
some random $1, s2,w in Z, and sets:

1 =élg, g)'wdl j o Eg = gsl(a_m*)'X+51‘1_2>+32(a—7n*)d_§+82zT1.
Then B proceeds with a backdoor verification test as follows,
Cy = €6<§ _*>).

If this equality is true, then B will output 1. If the equality is false, then BB will flip a coin b € {0,1}
and return b. N

If T, = gnvbit72Bb2 7305 wwe know that it will not pass this verification equation (no matter A
returns Type I or Type II forgery) with all but with some negligible probability, 6”. In this case
B will output 1 with probability 1/2.

x4 P4
Next we consider the case for T} = g7**1+728% If A returns a Type I forgery, it also passes
the backdoor verification test. If A returns a Type II forgery, suppose o* includes

S5t + bads,

as its component in the span of %, %, for some 05,06 € Z, (either 5 or d¢ is not equal to zero
modulus p). Then the backdoor verification equation proceeds as follows,
§(Ch, %) = O} - é(g, g) 0s3e) (mbimu) T 2

é I

If (85,d6) - (723, 71v/)t # 0 mod p, then the test always fails and B will output 1 with probability
1/2. Else, B will output 1. Since we have (Js5,0¢) # (0,0), there is a negligible chance, ¢, of an
attacker being able to create a Type II forgery that passes the backdoor verification test.

Thus, we can calculate the advantage of B against the Assumption 1 challenger

Pr[B(D, W1) = 1] — Pr[B(D, Vi) = 1]‘

= PrBD, W) = 1] — (5" - Pa{B(D, Vo) = 1] + (1~ 5" - )
|- (s - 1- )|

=1 -+ (1= 9@ +(1-8) - 5)~ )

=(1-8")(5 + % - %5/).

Thus, if € is non-negligible, then B has non-negligible advantage against the subspace assumption
challenger. a
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Recall that the decision linear assumption implies the subspace assumption [24]. Combining
the above three lemmata and Theorem 1, we have:

Theorem 4. Our signature scheme is existentially unforgeable under an adaptive chosen message
attack if decision linear assumption hold.

F-unforgeability. We now show the F-unforgeability of our signature scheme.

= = -
Theorem 5. Let F(x) = (Y*,Z%), where Y, Z are in the span of di,ds,ds in the exponent. Our
signature scheme is F-unforgeable under an adaptive chosen message attack if decision linear
assumption hold.

Proof. The proof is similar to the proof of standard unforgeability. The major change is that the

adversary will return (o™, F(m*)) instead of (¢*, m*). Therefore, we have to consider the cases
that m* was used to construct the backdoor verification test.

1. For A-I Matching, B picks a random 2, y1,ys,ys € Z, and sets
Y — gywﬁﬂ;sﬁ@ﬁ%%’ 7 — lez'.
b, b3,

is the same as the span of E,d?,%. When the adversary returns (Ym*,Zm*), then B can
calculate

Note that Y and Z are correctly distributed since 2’,y1,y3, y5 €r Z, and the span of

’
—z

™ =Zm (™)

*

Tlm* is the only part of the proof that involve the computation of m*.
2. For dual-oracle invariance, B picks a random ¥1,y3,¥s € Z, and sets

b1 +ysbs
Y = gnbitubsyls 7 =,

Note that Y and Z are correctly distributed since y1,y3,¥ys €r Z, and the span of ﬁ, %, %

is the same as the span of d—*lz,d?,%. When the adversary returns (Ym*7Zm*), then B can
calculate Z™ = UP®" which the only part of the proof that involve the computation of m*.
3. For B-II Matching, B picks a random y1,ys, y5, 2" € Z, and sets

— — — — —
Y = gyliﬂmgﬂmg — gy1d1+y3ds+y5ds, A Slb—252+52b-§yz’ — 951d1+52dsyz'.

=9
Note that Y and Z are correctly distributed since 2, y1,¥s,ys €r Zp,. When the adversary
returns (Y™, Z™"), then B can calculate

T S —

which is the only part of the proof that involves the computation of m*.

The rest of the proof follows the standard unforgeability proof. a

C Security Proof for Our P-Signature

Signer Privacy. We have to construct the algorithm Simlssue(param,C,?) and to simulate the
adversary’s view. Firstly, Simlssue will invoke the simulator of the two-party computation pro-
tocol, and extract the input of the adversary: in this case (p, m,Open). Simlssue checks if C' =
GS.Commit(paramgg, Z™, Open); if it isn’t, it terminates. Otherwise, it sends the adversary ? =
7. Suppose the adversary can determine that it is interacting with a simulator. Then it breaks
the security of the two-party computation.
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User Privacy. We have to construct the algorithm SimObtain(param, pk,C) and to simulate the
adversary’s view. Firstly, SimObtain will invoke the simulator of the two-party computation pro-
tocol, and extract the input of the adversary: in this case (sk’,r1,72) (not necessarily the valid

secret key used). The simulator picks a random p € Z, and calculates ¢’ using (sk’,71,72) and m.
It proceeds to interact with the adversary such that if the adversary completes the protocol, its
output is (o', C). If the adversary can determine that it is interacting with a simulator, it breaks
the security of the two-party computation.

Zero-knowledge/Witness Indistinguishability. By the security of the Groth-Sahai proof system, the
simulator can run a setup simulation for paramgg. The distribution of paramgg is computationally
indistinguishable from the real paramgg. Using paramgg, commitments are perfectly hiding. The
simulator can compute the output (comm, 7) using a simulation algorithm SimProve on paramgg.
It is witness indistinguishable for the real proof of the Prove algorithm with input (m, ?) Sim-
ilarly, the output of the EqCommProve can also be simulated by SimProve by the composable
zero-knowledge property.

Unforgeability. Suppose an adversary A can break the unforgeability of our P-signature, the we
construct an algorithm B to break the F-unforgeability of the underlying FBB signature, where
F(x) = (Y*, Z"%). Firstly, B obtains pk’ from the challenger of the FBB signature. By the security
of the Groth-Sahai proof system, the B can run a setup simulation for paramgg and obtains an
extraction trapdoor td. The distribution of paramgg is identical to the real paramgg. B gives param
and pk to A using pk’ and paramgg. For all signing oracle query on message m, B forwards the
query to its challenger to answer it.

Finally, if the adversary can output a proof 7 that VerifyPf accepts, then the simulator can
use td to extract (Z™, Y™, 7) from the commitments comm. If A wins the security game by:

1. o is not a valid signature on m, or comm is not a commitment to m, it breaks the soundness
of the Groth-Sahai proof system.

2. A has never queried the signing oracle on m, then B returns (o, F(m) = (Y™, Z™)) as the
forgery to the FBB signature.

Therefore if A can break the unforgeability of our P-signature, we can solve the decision linear
problem. a

A non-interactive anonymous credential scheme can be constructed based on any P-signature [6].
Therefore, we obtain a non-interactive anonymous credential scheme under the standard decision
linear assumption.

D Security Proof for Signature on a Block of Messages

We denote our original signing algorithm as Sign ,. The dual form of the signature is

Signp(sk, (m1,...,me)): The signer randomly picks r,e € Zy, X33, X5 3 € Gp, and computes the
signature o = (01, 02, €), where:

ey L
o1 = (hl(uou;’“ -~-’U,Z”) T)“*¢X2’3, 09 = gIXé,S'

Forgery Classes of Our Scheme. We will divide the forgery types based on whether they have a
Gy, component. We let z € Zy denote the exponent represented by the tuple (0 mod p;;1 mod
p2; 0 mod p3). Then we can define the forgery classes as follows:

— Type L. V; = {(m*,0*) € V|(c3)* =1 and (07)* = 1}.
— Type IL Vi = {(m*,0") € V|(03)* # L or (07)* # 1}.

We will show that our new signature scheme is secure under these assumptions by showing that
it satisfies the three properties of a secure dual form signature scheme.

Lemma 7. If Assumption 1 holds, then our signature scheme is A-I Matching.



22

Proof. Suppose that there exists an adversary 4 that can create a forgery that is not of Type
I with probability € given access to an oracle for the Sign, algorithm. Then we can create an
algorithm B that breaks Assumption 1 with advantage negligibly close to e.

Given (g, X3,T) from Assumption 1, B chooses random by, ...,by € Zn, h1 € Gyp,. B sets
g1 =g, u; = g% fori € [0,£], g3 = X3. B generates the rest of pk and the secret key sk = (hy, @, g3)
according to Setup. Note that Sign, does not need to use g 3.

For the oracle queries to Sign ,, B calculates the signature using sk and answers the query.

In the challenge phase, A returns (¢* = (of,05,e*),m* = (m},...,m})) to B. First, B will
check that the forgery verifies, if not then B will output b € {0,1} uniformly at random. If the
forgery verifies, then B will try to use this forgery to determine whether 7" is in G,, or Gy, p,.

B sets:

Cr=¢é(T,hy), Cr=T% C}=T, C}="ThtTizibimi

Then B proceeds with a backdoor verification test as follows,
Cy = é(07,C1(C3)™") - 6(C5, 03).

If this equality is false, then B will output 1. If the equality is true, then B will flip a coin b € {0,1}
and return b. Notice that if B tried to create its own signatures using 7', if they were verifiable
then they would always pass this additional verification test. This means that B cannot gain any
advantage against the Assumption 1 challenger without using the output of A.

Since it is guaranteed that (o*, m*) passes the real verification test, we know that it will pass
this verification equation with if 7 = ¢° (no matter A returns Type I or Type II forgery). Next
we consider the case for T' = ¢°Y5. If A returns a Type I forgery, it also passes the backdoor
verification test. If A returns a Type II forgery, suppose the G,, part of o7 and o3 are ggl and
Qg"' respectively, for some go € Gy,, 01,02 € Zy and either §; or J2 is not equal to zero modulo ps.
Then the backdoor verification equation proceeds as follows,

N * )\ —e™ N *  AlA —e* P bo+ f=bi:
é(o1,C1(C3) )'6(03702)100'6(9317)/2& ‘ )'G(QSZa}/QO s m)

= CF - 8(go, Yo)Pr(@—e N +E2(bo+ TE_y bim]) L oo

If §1(a — €*) + 02(bg + Zle b;m?) # 0, then the test always fails and B will output 1. Else, B
will output 1 with probability 1/2. However for an adversary to create a Type II forgery, it must
find some 41, d2 such that §; (o — e*) = —da(by — Zle bimy). It has two cases: (1) d2 = 0 mod p2
and d; # 0 mod py. It implies finding e* = a mod ps. However, a modulo ps is not revealed at
any point during the query phase. (2) d2 # 0 mod p2. It implies finding 6 = d;/d2 such that
d(a—e*) = —(bp— Zle b;m?). However, by, ... b, modulo ps are not revealed at any point during
the query phase. In both cases, there is a negligible chance, §’, of an attacker being able to create
a Type II forgery that passes the backdoor verification test.
Thus, we can calculate the advantage of B against the Assumption 1 challenger

6(5/~%+(1—5’)1)+(1—e)%—%

1 1
> 56 - 566/.

Pr[B(D,T1) = 1] — Pr[B(D, Tp) = 1]’ -

Thus, if € is non-negligible, then B has non-negligible advantage against the Assumption 1 chal-
lenger. d

Lemma 8. If Assumption 2 holds, then our signature scheme satisfies dual-oracle invariance.

Proof. Given (g, X1X2, X3,Y2Y3,T), B chooses random by, ... by, € Zn, hy € Gyp,. Bsets g1 = g,
u; = g% for i € [0,4], g3 = X3, and go 3 = YaY3. B generates the rest of pk and the secret key
sk = (h1, @, g3, g2,3) according to Setup.
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For the oracle queries to Sign 4, B randomly picks r, e, w,v € Zx and computes the signature
o = (01,09,€), where:

o1 = (b1 (uouf™ - uf™) )T XY, oy = gl XY,

For the oracle queries to Signg, B randomly picks r, e, w,v € Zx and computes the signature
o = (01, 092,¢), where:

o1 = (hi(uouf™ - uf™) ") 7w (YaVa)?, 02 = g} (Ya¥3)".

Note that the value of v and w modulo p; and modulo p3 are uncorrelated by the Chinese remainder
theorem.

Finally, A will query B on some challenge message, my, ... my. B will choose some random
e*,w,v € Zy (with a # e*), and calculates the signature:

L bo+Xfy bim;

of =hi™" T e=e XY, Ky=T- XY

If T = Z1Zs, it is a signature from Sign, (by considering ¢" = 7). If T = Z,Z5Z3, it is a
signature from Signg, since by, ...b, modulo p; are not revealed at any point during the query
phase. Hence the G,, part of o} is randomly distributed from the view of A.

Once A returns the forgery, (o*,m*), B must first check that .4 has not seen a signature for
m* before and that (o*,m*) verifies. If either of these checks fail thenB will guess randomly. If
both of these are true, then B must determine what forgery class (c*, m*) belongs to in order to
determine what subgroup 7T is in. To distinguish between the forgery types, B must use a backdoor
verification test similar to the one used in the previous proof. B sets:

Cr=é(X1Xa,h1), CF =(X1X2)*, €5 =X1Xa, CF= (X Xp)0tTizabimi,
Then B proceeds with a backdoor verification test as follows,
Cy = é(07,C1(C5) ™) - (C5, 03).

If this equality is false, then B will output 1. If the equality is true, then B will flip a coin b € {0,1}
and return b.

If A returns a Type I forgery, it also passes the backdoor verification test since it passes the
real verification test. If A returns a Type II forgery, suppose the G, part of o] and o3 are ggl and
932 respectively, for some go € Gy,, 01,92 € Zn and either §; or dz is not equal to zero modulo ps.
Then the backdoor verification equation proceeds as follows,

A % * *\—e™ ~ * % NS —e* PN bo+ f=bimr
&(07,C1(C3)™) - (Cy,05) = C - (g8, X5 - e(gh2, Xpo2=ima i)

= O - 8(ga, Xp)P1 (@) H02000+ 0, bim) L o

Thus, if the forgery fails the test, then with probability 1 it is a Type II forgery. If the forgery
passes the test then it can be either Type I or Type II. We claim that a Type II forgery can also
pass the additional verification test, but only with negligible probability.

For a Type II forgery, we have §;(a — e*) + d2(bo + Zle bym?) = 0 mod py. We have the
following cases:

1. If 32 = 0 mod py and é; # 0 mod ps , it implies e* = a mod p,. Since e* # a by B setting, it
has negligible probability that they are equal modulo ps.

2. If o # 0 mod py, we rewrite the equation as §(a — e*) + (by + Zle b;m?) = 0 mod pa,
where § = 01/d2. In order to create a Type II forgery, an adversary must implicitly determine
(bo + Zle b;m})/(a — e*) modulo py. The adversary only knows (by + Zle bim?)/(a — e)
modulo po from the challenge signature if T' = Z;Z57Z3. As long as e # e* modulo ps, the
adversary has no better than the negligible probability of achieving the correct value of &
modulo ps.
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We now consider the information obtained by the adversary. In the challenge signature, «,

bg, . ..be modulo ps are only included in the first element of the challenge signature. Thus the

bo+3¢_ bim]

attacker can only derive the single value L modulo py. However, this single equation

a—e
has unknowns a and by, ..., b, modulo ps and it is not possible to determine their unique values.
b £ bimg - . .
Moreover, botdimi bimi oy pairwise independent function of (my, ..., my) modulo ps. Therefore,
a—e
bot+320_, bim} *

the attacker cannot achieve the correct value of “=1=—= mod py as long as m; # mj mod ps
for some j € [1, /], except with negligible probability. It is possible that m; is equal to m} modulo
p2 for all ¢, but m; is not equal to m; modulo N for some j. If this occurs with non-negligible
probability, then B can extract a non-trivial factor of N by computing the greatest common divisor
of N and m; —mj. This non-trivial factor can be used to break Assumption 2 with non-negligible
advantage. Hence, if a forgery passes the additional verification test, then with high probability it

is a Type I forgery. ad
Lemma 9. If Assumption 3 holds, then our signature scheme is B-1I Matching.

Proof. Suppose that there exists an adversary, A, that can create a Type I forgery with non-
negligible probability € given access to an oracle for the Signy algorithm. Then we can create an
algorithm B that breaks Assumption 3 with non-negligible advantage.

Given (g, X3, 9% X2, 9°Ya, Z5,T), B chooses random by, ...b; € Zy and sets

g1=g, ui=g" foriel0,4], é(g1,h1)=2é(g,9"Xs).

B implicitly sets h; = g®. B sends the public key pk to A.
B can answer the Signp oracle as follows. B randomly picks r,e € Zy, Ra, Ry € G,, and
Rs3, R4 € G, and calculates:

o1 = (9" X2 - (wouy™ ~-UZ”‘)’T)ﬁ “Ry-R3, o02=g"-Rj- Ry,

Therefore B can answer (01,09, €).

After the query phase, A will output some forgery, (o*,m*). First, B will check that the forgery
correctly verifies. If the forgery fails verification, then B will guess randomly. If the forgery verifies,
then B can use this forgery to determine whether T' = é(g, g)*°. B will use a backdoor verification
test similar to the previous proofs. First, B sets:

¢ o
Ci=T, Ci=(V)* Ci=g%, Cj=(gVy)"+Tiatimi,

Since a and b; are chosen randomly modulo NV, there will be no correlation between the G,, and
the G,, components of C} and C3. Finally, B will check that
Then B proceeds with a backdoor verification test as follows,

Cj = &(07,C1(C3)™") - (C5, 03).

If this equality is true, then B will output 1. If the equality is false, then B will flip a coin b € {0, 1}
and return b.

If T is a random group element in G, we know that it will not pass this verification equation
(no matter A returns Type I or Type II forgery) with all but with some negligible probability, §”.
In this case B will output 1 with probability 1/2.

Next we consider the case for T = é(g,g)**. If A returns a Type I forgery, it also passes the
backdoor verification test. If .4 returns a Type II forgery, suppose the G,, part of o and o3 are
ggl and Qg"’ respectively, for some g2 € G,,, 61,02 € Zn and either §; or o is not equal to zero
modulo ps. Then the backdoor verification equation proceeds as follows,

Al %k * *\—e™* ~ * * * Al a—e* Al A b f:l bim;
e(07,CF(C3) ™) - €(C5,03) = Cy - e(gh Y5=<") - e(332, Yy > )

= G5 - &(go, Ya) P (am €N HR 0+ T bim) L o
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If 61(a — e*) + da(bo + Zle bim}) # 0, then the test always fails and B will output 1 with
probability 1/2. Else, B will output 1. However for an adversary to create a Type II forgery, it
must find some §1,d2 such that §;(a — e*) = —dz(bg — Zle b;m}). We have two possible cases:
(1) 02 = 0 mod py and §; # 0 mod ps. It implies finding e* = @ mod py. However, a modulo ps is
not revealed at any point during the query phase. (2) d3 # 0 mod po. It implies finding § = d1/d2
such that 6(a — e*) = —(by — Zle b;ymy}). However, by, ...b; modulo py are not revealed at any
point during the query phase. In both cases, there is a negligible chance, ¢, of an attacker being
able to create a Type II forgery that passes the backdoor verification test.
Thus, we can calculate the advantage of B against the Assumption 3 challenger

Pr[B(D,Ty) = 1] — Pr[B(D,T}) = 1]’

—|Pr[B(D,Ty) = 1] — (8" - Pr[B(D, To) = 1] + (1 — 6" - %)
~|a s (pepw.1 =1~ )

(1= 8")(e+ (1= @ + (1) 5)~ )

—(1- 5")(% + % - %‘5’).

Thus, if € is non-negligible, then B has non-negligible advantage against the Assumption 3 chal-
lenger. a

Combining the above three lemmata and Theorem 1, we have:

Theorem 6. Our signature scheme is existentially unforgeable under an adaptive chosen message
attack.

E Review for Identity-Based Encryption

Pairing-based IBE that are fully secure in the standard model can be classified into two main fam-
ilies [12]: commutative blinding and exponent inversion. Roughly speaking, commutative blinding
is to create blinding factors from two secret coefficients in a way that makes them “commute”
(i.e. not depend on the application order) using pairings. An example is Waters IBE [30]. When
compared with Boneh-Boyen’s first IBE scheme [8], Waters IBE replaces its hash for identities
with one relying on long parameters, to achieve adaptive security.

For exponent inversion IBE, the recipient’s ID is embedded in the exponent via a secret function
f, vet ¢fP) is publicly computable. Consider a ciphertext having (g* (ID)ys the inversion is done
by pairing it with a private key of the form §'//(P) to get a session key é(g, §)*. Sakai-Kasahara
IBE [29] proposed an exponent inversion IBE (SK-IBE) secure in the random oracle model, under
the ¢-SDH assumption [15]. The second IBE scheme of Boneh-Boyen [8] (BB2-IBE) was selectively
secure in the standard model under a ¢-type assumption.

E.1 Syntax
An IBE scheme consists of four probabilistic polynomial-time (PPT) algorithms:

1. Setup: On input a security parameter 1, it generates a master public key mpk and a master
secret key msk.

2. Extract: On input msk and an identity ID from an identity space Z, it outputs an identity-
based secret key skip.

3. Enc: On input mpk, ID and a message M from a message space M, it outputs a ciphertext C.
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4. Dec: On input mpk,skp and C, it outputs a message m or L symbolizing the failure of
decryption.

Correctness. For all M € M and ID € Z, M = Dec(mpk,skp, Enc(mpk, ID, M)), where
(mpk, msk) ¢+ Setup(1*) and skjp < Extract(msk, ID).

E.2 Security Model for Confidentiality

We consider the following indistinguishability based game against adaptive chosen identity and
chosen plaintext attacks (IND-ID-CPA) for confidentiality [11].

1. Setup. The challenger runs (mpk, msk) < Setup(1*) and gives mpk to the adversary A.

2. Query 1. The following oracles can be queried by .A:

— Extraction Oracle KEO(ID): On input an identity ID € Z, it returns the identity-based
secret key skip < Extract(msk, D).

3. Challenge. A sends two messages M§, M; € M and an identity ID* € Z to the challenger.
The challenger picks a random bit b" and computes C* <— Enc(mpk, ID*, M}, ). The challenger
sends C* to A.

4. Query 2. A is allowed to query the above oracles adaptively.

5. Output. A returns a guess b* of v'.

A wins the game if &’ = b*. We require that there was no query with KEO(ID*). The advantage
of A is the probability of winning the game minus 1/2. An IBE scheme is IND-ID-CPA secure if
there is no PPT A with non-negligible advantage in the game above.

F Security Proof of Our IBE Construction

Under the dual system encryption paradigm [31], we define the following semi-functional (SF)
structures which are used in the security proofs only. These SF structures are just like their
normal version in the actual scheme, but “perturbed” by a G, generator, denoted by either g, or
g2 below.

An SF secret key (or just SF key) is in the form of
K=K 33, Ky=Ks-3,

where v € Zy, and (K7, K5) is a normal secret key.

An SF ciphertext is in the form of
(Co=Co, C1=Ci-go, Cy=C2-§3),

where § € Zy and (Cy, Cy,Cs) is a normal ciphertext.

Regarding decryption involving SF structures, it will succeed if an SF key is used to decrypt a
normal ciphertext, or a normal key is used to decrypt an SF ciphertext. However, decrypting an
SF ciphertext using an SF secret key will result in a message “blinded” by

é(ga2,92)""°.

In case that the exponents in these extra blinding factors are zeros, decryption still works and

this leads us to the notion of nominally semi-functional (NSF) secret keys. An NSF secret key is

a special kind of SF key which can be used to decrypt SF ciphertext, that means v+ 6 = 0. If an
SF secret key is not nominally semi-functional, then it is truly semi-functional.

Theorem 7. Our IBE scheme is IND-ID-CPA secure under Assumptions 1, 2 and 3.
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Proof. We prove by a hybrid argument using a sequence of games. The first game Game,..q; is the
IND-ID-CPA game. Let the challenge identity be ID*.

The second game Game,.., is the same as Game,.,; except that the adversary cannot ask for
the secret key of identity as ID = ID* mod p,. This restriction will be retained throughout the
subsequent games. After that, we denote ¢ as the number of extract oracle queries. For k = 0 to
q, we define Gamey, as:

Gamey: It is the same as Game,.4;, except that the challenge ciphertext is semi-functional and
the keys used to answer first k" oracle queries are semi-functional. The keys for the rest of the
queries are normal.

As a result, all keys are normal and the challenge ciphertext is semi-functional in Gameg. In
Game,, all keys and the challenge ciphertext are semi-functional.

The last game is Gamefnq;, which is the same as Game, except that the challenge ciphertext
is a semi-functional encryption of a random message, instead of one of the two challenge messages.

We will prove the indistinguishability between these games.

Lemma 10. We can construct an algorithm B with non-negligible advantage in breaking Assump-
tion 1 or Assumption 2 if there exists an adversary A such that Adv s (Gamereqr) - Adva(Gameyes)
is non-negligible

The proofs of lemma 10 is easy and is omitted.

Lemma 11. We can construct an algorithm B with advantage € in breaking Assumption 1, if
there exists an adversary A such that Adva (Gameyes) - Adva(Gamey) = €.

Proof. Given (g, X3,T) from Assumption 1, B can simulate Game,..s or Gameg with A. B chooses
random 3 € Zy, h1 € G,,. Bsets g1 = g, u1 = g”, g3 = X3. B generates the rest of mpk and
msk = (hq, «, g3) according to Setup.

For the extract oracle queries, B answers by calculating the skip using msk.

When A sends B two messages M§, M, and an identity ID* to B, B randomly picks a bit
b € {0,1} and s € Zy. B calculates the challenge ciphertext as:

Cy =M -é(T, hy), C;=1"""" (C5=17

If T = ¢°, this is a normal ciphertext and hence B simulates Game,.s. If T = ¢°Y5, this is an SF
ciphertext with g = YQ‘)“'D* L35 = Yf; and hence B simulates Gameg with § = 3/(a—1D*). By the
Chinese remainder theorem, the values of «a, 8 mod po are not correlated with the values of o and
B modulo p;. If A can distinguish between Game,..s and Gameg, B can then break Assumption
1. O

Lemma 12. We can construct an algorithm B with advantage € in breaking Assumption 2, if
there exists an adversary A such that Adva (Games—1) - Adva(Gameg) = €.

Proof. Given (g, X1 X2, X3,Y2Y3,T) from Assumption 2, B can simulate Game;_; or Game, with
A. B picks random S, € Zn, h1 € Gp,. B sets g1 = g, u1 = g” and g3 = X3. B generates the
rest of mpk and msk = (h1, «, g3) as Setup.

For the k' distinct extraction oracle query on IDy:

— if k < ¢, B calculates the normal key skjp, using msk.
— if k > ¢, B calculates the normal key skip, = (K71, K») using msk. B randomly picks 1,72 € Zn
and calculates the SF key:

K=K - (YaYs)", Kj=K; (Y2Y3)".

This is a semi-functional key. By the Chinese remainder theorem, the values of 71, y2 modulo
p2 and those modulo p3 are not correlated.
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— if k = ¢, B chooses random X}, X§ € G, and calculates the key skip,:

T - N _ "
Ky =h"" Tam . X} Ky=T-X/.

If T = Z,1Z3, it is a normal key (by considering ¢" = Z). Hence B simulates Game,;_;. If
s

T = 717573, it is an SF key with g5 = Z, "¢ and ga = Z,. Hence B simulates Game,. Again,
note that the value of v mod py is not correlated with the values of o and 8 modulo p;.

B returns the above skp as the response of the query.
In the challenge phase, A sends B two messages Mg, My, and an identity ID*. B chooses a
random bit b’ € {0,1} and calculates the challenge ciphertext:

Ci =M -e(X1Xa,hy), Cf=(X1X2)P", O3 = (X1X,)".

It is an SF ciphertext with g, = X3 '°" and g = XQB. Note that f(ID) = 8/(a—ID) is a pairwise
independent function modulo p,. Therefore as long as ID* # IDy, § and v = 3/(a — ID;) mod ps
will seem randomly distributed to A (again, we note that the values of @ and 8 modulo ps are
uncorrelated with their values modulo p; by the Chinese remainder theorem). If ID* = ID,; mod po,
A has made an invalid key request. This is where we use our additional restriction.

Hence, B can break Assumption 2 if A4 can distinguish Game,_; and Game,. ad

Lemma 13. We can construct an algorithm B with advantage € in breaking Assumption 3, if
there exists A such that Advs (Gamey) - Advg(Gamegina) = €.

Proof. Given (g,9*Xa,g°Ys, Zo, X3,T) from Assumption 3, B chooses random 3, « € Zy and sets

g=9 wu=4g" égih)=¢ég,9"°Xz).

B implicitly sets hy = ¢g*. B sends the master public key mpk to A.
B can calculate the semi-functional secret key for ID as follows. B randomly picks r € Zy,
Ry, Ry € Gp,and Rs, R} € G, and calculates:

K{=(g°X2-u;")™® -Ry- Ry, Kj=g" -Ry-Rj,

Therefore B can answer all extraction oracle queries.
In the challenge phase, B randomly chooses b’ € {0,1} and calculates the SF ciphertext:

C(l) = Ml;k’ ! Tv O{ = (gsn)ailD*a Cé = (gSYQ)ﬁ

If T = é(g,9)*, then B simulates Game,. Otherwise, then B simulates Gameg;pnq;. If A can
distinguish between these two games, B can break Assumption 3. Therefore no PPT adversary A
can distinguish between Game, and Gamef;,q;. a

Back to the proof of our theorem. Finally in Game f;,,41, the value of b’ is information-theoretically
hidden from A. Hence A has no advantage in winning Game finq;. If Assumptions 1, 2 and 3 hold,
then Game,.,; is indistinguishable from Game;nq. Hence the attacker has negligible advantage
in winning Game,..q;. Therefore, our scheme is IND-ID-CPA secure. a

F.1 Extension to CCA Security

We can extend our IBE scheme to achieve CCA security, by extending the scheme to 2-level HIBE
and applying strong one-time signatures [14]. We sketch the changes as follows:

Setup(1*): The PKG additionally picks generators wy,v; of the subgroups G,, as part of the
master public key. Denote (KGen, Sign, Verify) as a strong one-time signature scheme.
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Extract(msk,|D): The PKG randomly picks r,t € Zy, X3, X5, X, X%" € G,, and computes:
Ky = (huy") o wi Xy, Ky =gl X4, Ks=g "Xy K,=uXl

Enc(mpk, D, M): To encrypt a message M for ID, the sender randomly picks s € Zy, runs
(vk, sk) «<— KGen(1*) and outputs € = (Cy, C1, Ca, Cs, 0, vk) where

Co=M-é(g,h1)*, Cr=gi""™  Cy=us, Cs5= ),
o = Sign(sk, Col|C1|C2||C3).

Dec(mpk, skip, €): Given a ciphertext € = (Cy, Cy, Ca, C3, 0, vk) and a secret key skip = (K1, Ko, K3,
K,), it first checks if Verify(vk, Cy||C4]|C2||Cs5, o) = 1. If not, it outputs L. Otherwise, the recipient
calculates:

M = Cy - é(C3, K3)/é(Ch1, K1 K3¥) - é(Cy, K»).

Theorem 8. The above IBE scheme is IND-ID-CCA secure under Assumptions 1, 2 and 3 and
the unforgeability of the strong one-time signature scheme.

The proof is similar to the CPA security. We only sketch the differences below. The semi-
functional G, part of the key appears in K, Kg, K3, K4. The semi-functional G,, part of the
ciphertext appears in C, Cs, C'5. The decryption oracle is simulated by either using the normal or
semi-functional key to decrypt normal ciphertext. The semi-functional challenge ciphertext cannot
be asked to the decryption oracle, and modifying the challenge ciphertext will not give a valid
ciphertext (by the unforgeability of the strong one-time signature scheme). The proof is analogous
to the CCA security of the accountable authority IBE.

F.2 Extension to Prime Order Group

Our IBE construction is modified to one in prime order group as follows.

Setup(1*): The PKG runs the bilinear group generator G(1*) to get (p, G, Gr, ¢) where G has prime
order p and g is a generator of G. It samples random dual orthonormal bases (D, D*) < Dual (Zg)

— —
as defined in [24]. We let di,. .., ds denote the elements of D and E7 R % denote the elements
of D*. The PKG randomly picks «, 8,6 € Z,. The master public key is

— — — — — =
(p,G,Gr,é,gM,... g%, g, g*% é(g, g) P4 ).

The message space M is Gr and the identity space Z is Z, . The master secret key is

Bod; 0d% odi od

e
od 5d
1, ,9°72,9%%, 9%, ).

(9", g

Extract(msk, ID): The PKG randomly picks 1,72 € Z,,, and computes

K — g(fiB)fv‘d—erred—er(ajD)scﬁswcz

Enc(mpk, D, M): To encrypt a message M for ID, the sender randomly picks s1,s2 € Z, and
outputs € = (Cp, Cy) where

— — — —
Co=M - (é(g’g)ﬁed_;d?)sl’ C—H) _ g?(a—lD)dl+sld2+sQ(a—|D)ds+52d4.

—
Dec(mpk, skip, €): Given a ciphertext € = (Cp,C1) and a secret key skp = ?, the recipient
calculates:
=
M = 00/66(01,?).

The proof is similar to the one in [24] and the proof of our signature scheme in prime order
groups, under the decisional linear assumption.
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G Security of Our Accountable-Authority IBE

We now recall the security model for A-IBE. It consists of five PPT algorithms:

1. Setup: On input a security parameter 1%, it generates a system parameter param, a master
public key mpk and a master secret key msk. The param is treated as the input of all other
algorithms, and it is omitted from the writing for simplicity.

2. Extract: On input msk and an identity ID from an identity space Z, it engages in an interactive
protocol with the user. At the end, the user receives an identity-based secret key skjp. Note
that the algorithm may not know the exact key that the user obtains.

3. Enc: On input mpk, ID and a message M from a message space M, it outputs a ciphertext C.

4. Dec: On input mpk,skp and C, it outputs a message M or L symbolizing the failure of
decryption.

5. Trace”: On input mpk, skip and a black-box access to an e-useful decoder box D(defined below)
for an identity ID, the algorithm will decide if D was created by the PKG of the user ID.

Definition 1. For non-negligible €, a PPT algorithm D is an e-useful decoder box for an identity
ID if
Pr[M <+ M : D(Enc(mpk,ID, M)) = M] > e.

Correctness. For all M € M and ID € Z, M = Dec(mpk,skp, Enc(mpk, ID, M)), where
(mpk, msk) < Setup(1*) and skip < Extract(msk,ID). For some A-IBE schemes, they only
require the decryption succeeds with overwhelming probability (e.g. [28]).

G.1 Security Models

Confidentiality. We consider the following indistinguishability based game against adaptive
chosen identity and chosen ciphertext attacks (IND-ID-CCA) for confidentiality.

1. Setup. The challenger runs (param, mpk, msk) < Setup(1¥), withhold msk, and gives (param, mpk)
to the adversary A.

2. Query 1. The following oracles can be queried adaptively by A:

— Extraction Oracle KEO(ID): On input an identity ID € Z, it returns the identity-based
secret key skip + Extract(msk, ID).

— Decryption Oracle DO(ID, C): On input an identity ID € Z and a ciphertext C, it returns
the decryption result Dec(mpk, Extract(msk, D), C).

3. Challenge. A sends two messages M§, My € M and an identity ID* € Z to the challenger.
The challenger picks a random bit b" and computes C* < Enc(mpk, ID*, M};). The challenger
sends C* to A.

4. Query 2. A is allowed to query the above oracles adaptively.

5. Output. A returns a guess b* of ¥'.

A wins the game if i’ = b*. We require that there was no query with KXEO(ID*) or DO(ID*, C*).
The advantage of A is the probability of winning the game minus 1/2. An A-IBE scheme is
IND-ID-CCA secure if there is no PPT A with non-negligible advantage in the game above.

Dishonest User Security. We consider the following ComputeNewKey game against adaptive
chosen identity and chosen ciphertext attacks (ComputeNewKey-CCA) for dishonest user security.

1. Setup. The challenger runs (param, mpk, msk) < Setup(1¥), withhold msk, and gives (param,
mpk) to the adversary A.
2. Query. The following oracles can be queried adaptively by A:
— Extraction Oracle KEO(ID): On input an identity ID € Z, it returns the identity-based
secret key skip <— Extract(msk, ID).
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— Decryption Oracle DO(ID, C): On input an identity ID € Z and a ciphertext C, it returns
the decryption result Dec(mpk, Extract(msk, D), C').
3. Output. A outputs an e-useful decoder box D and a key skp~ for some identity ID*.

A wins the game if Trace® (mpk, skip+, €) = PKG. An A-IBE scheme is said to be ComputeNewKey-
CCA secure if there is no PPT A with non-negligible advantage in winning the game above.

We can also require that ID* was queried once in the Extraction Oracle. Since the A-IBE scheme
is required to satisfy the IND-ID-CCA security as well, outputting a key for an identity which
has not been queried would contradict the IND-ID-CCA security. Hence, adding this additional
requirement does not weaken the security.

Note that the extra decryption oracle given to A may help A to create a decoder box D,
since D mimics the function of a decryption oracle. Therefore, the ComputeNewKey-CCA model
is stronger than its CPA variant.

Dishonest PKG Security. We consider the following FindNewKey game against adaptive cho-
sen ciphertext attacks (FindNewKey-CCA) for dishonest PKG security.

1. Initialize. The challenger gives param to the adversary A.

2. Setup. A gives the master public key mpk and an identity ID* € Z to the challenger. The
challenger aborts if they are not well-formed.

3. Extract. The challenger and A engage in the extract protocol for ID*. If neither party aborts,
the challenger receives skip+ as output.

4. Query. The following oracle can be queried adaptively by A:

— Decryption Oracle DO(C): On input a ciphertext C, it returns the decryption result
M/ L < Dec(mpk,skp+, C).
5. Output. A outputs an e-useful decoder box D.

A wins the game if Trace®(mpk,skip-,¢) = User. An A-IBE scheme is said to be FindNewKey-
CCA secure if there is no PPT A with non-negligible advantage in winning the game above.

G.2 Assumptions

We need the modified Assumption 1°, 2" and 3’ for the composite order group of 4 primes. We use
an extra Assumption 4’ for the Dishonest User security of the A-IBE scheme. These assumptions
and their generic security can be found in [16]. (Our Assumption 4’ is slightly weaker than the
one in [16] by giving less parameters in the problem.) We also use an extra Assumption 5’ for the
Dishonest PKG security of the A-IBE scheme. It is very similar to the Assumption 3’.

Assumption 1°. Given a group generator G, we define the following distribution:
o R R R R
(N = P1P2P3P4, G7GT7 6) — g(lA)7 gaXl <~ Gp17 XS <~ Gpga g4 < Gp4a
R R .
TO<—GP1P27 Ty <_GP1' D := (N,G,GT,e,g,Xg,g4).
Assume that for any PPT algorithm 4; with output in {0,1}, the advantage

Advg, 4, == |Pr[(D,To) = 1] — Pr[(D,T1) = 1]| = neg(A).
Assumption 2’. Given a group generator G, we define the following distribution:

(N = p1p2pspa, G,Gr, €) il G(1Y),
0.X,21 £ Gy, XY, 2 £Gy(i=2,3), 0 LGy,
To=2Z1Z3, T\ =21Z2Z3. D:=(N,G,Grp,¢é 9, XX, X3,Y2Y3,04).
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Assume that for any PPT algorithm As with output in {0, 1}, the advantage
Advg, 4, == [Pr[(D, Ty) = 1] — Pr{(D, T}) = 1]| = neg(A).
Assumption 3’. Given a group generator G, we define the following distribution:
(N = p1papsps, G, Gr, ) &£ G(1Y),
s &Ly, g& Gy, Xo,Y2,2: &Gy, X3 & Gpyy, 91 &Gy,
Ty =élg.9)°*, T1 & Gr. D:=(N,G,Gr,é,g,9° X2, 9°Ya, Z2, X3, 04).
Assume that for any PPT algorithm A3 with output in {0,1}, the advantage
Advg, g, = |Pr[(D,To) = 1] — Pr[(D,T1) = 1]| = neg(A).
Assumption 4°’. Given a group generator G, we define the following distribution:
(N = p1popspa, G, Gr, @) &£ G(1Y),

R R R
7"75<—ZN, g17u17y1<_Gp1a g27Y27Z27W27V2FGp2a

R R ; R
gs — Gp37 94,Y4, W47 Vzl — Gp47 TO = il/fV2V4, Tl — Gp1p2p4-
D := (Na Gv GTv éa 91,92, 93,94, Y1Y4, yIY% QIZQ, giWQWAL)

Assume that for any PPT algorithm .44 with output in {0, 1}, the advantage

Advg a, = |Pr[(D,Tp) = 1] = Pr[(D, T1) = 1]| = neg(A).
Assumption 5°’. Given a group generator G, we define the following distribution:

~ R
(N = p1papspa, G, Gr, é) - G(1%),
R R R R R
7",8<—ZN, glvyh(_GpN X27Yv2<_Gp27 93<—Gp3, g4<—Gp4.
D := (NaGaGT7é7glayl7g3,g47yIagIXQayigY2)-

Assume that for any PPT algorithm A5(D) with output 7" in G, the advantage

Advg 4, :=Pr[T = é(y1,91)"°] = neg(A).

G.3 Security Proof

Under the dual system encryption paradigm [31], we define the following semi-functional (SF)
structures which are used in the security proofs only. These SF structures just like their normal
version in the actual scheme, but “perturbed” by a G,, generator, denoted by either gs or g
below.

An SF secret key (or just SF key) is in the form of
Ki=Ki-93', Ky=Kz G2, K3=K3-3°, Ky=Ki 3"
where v1,72,73 € Zn, and (K1, Ko, K3, K4) is a normal secret key.
An SF ciphertext is in the form of
(Co=Co, Ci=Ci-ga, C3=0Ca-gy, Cy=C3-g3*, o, vk),

where 61,02 € Zy and (Cy, C1, Ca, Cs, 0, vk) is a normal ciphertext. Note that o/ = Sign(sk, Cy||C1||C2]|C3)
can only be computed with the knowledge of sk.
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Regarding decryption involving SF structures, it will succeed if an SF key is used to decrypt a
normal ciphertext, or a normal key is used to decrypt an SF ciphertext. However, decrypting an
SF ciphertext using an SF secret key will result in a message “blinded” by

(g, go) A,

In case that the exponents in these extra blinding factors are zeros, decryption still works and
this leads us to the notion of nominally semi-functional (NSF) secret keys. An NSF secret key is a
special kind of SF key which can be used to decrypt SF ciphertext, that means v; + vk - vy3 + d; —
d2v2 = 0. If an SF secret key is not nominally semi-functional, then it is truly semi-functional.

Confidentiality. The IND-ID-CCA security is similar to the IND-ID-CCA security of our dual
system Gentry-IBE. The definition of semi-functional keys and ciphertext are analogous to that
in our dual system Gentry-IBE, except the addition of group G,, elements in the ciphertext.

Theorem 9. Our A-IBE is IND-ID-CCA secure if Assumptions 1°, 27 and 8’ hold.

Proof. The proof is very similar to the IND-ID-CPA game of our dual system Gentry-IBE, except
how the interactive extraction oracle is simulated. We also prove by a hybrid argument using a se-
quence of games. The games are the same Game,¢q;, Game,.,;, Gamey, ..., Game, and Game fipai,
except that (1) ¢ is the number of distinct ID asked to the key extraction oracle and the decryption
oracle, (2) for Game,..s, the adversary cannot ask for the key of ID = ID* mod ps, and cannot ask
for the decryption of ciphertext with the one-time verification key part vk = vk* mod ps. We will
prove the indistinguishability between these games.

Lemma 14. We can construct an algorithm B with non-negligible advantage in breaking As-
sumption 1’ or Assumption 2°, if there exists an adversary A such that Advy (Gamereq) -
Adv g (Game,es) is non-negligible.

The proof of lemma 14 is easy and is omitted.

Lemma 15. We can construct an algorithm B with advantage € in breaking Assumption 1°, if
there exists an adversary A such that Adva (Gameres) - Adva(Gamey) = €.

Proof. 1t is the same as the proof of Lemma 11, since B can use msk to simulate the extract oracle
queries directly. Given (g, X3, g4, T) from Assumption 1’, B can simulate Game,..s or Gamey with
A. B chooses random &,v,¢,¢ € Zy, h1 € Gp,. B sets 8 = kv, g1 = g,u1 = P g3 = X3,01 =
g%, w1 = g¥,y1 = g". B generates the rest of param, mpk and the master secret key msk = (hy, a, v)
according to Setup.

For the extract oracle and the decryption oracle queries, B calculates the skip using msk and
answers the query.

In the challenge phase, A sends B two messages Mg, My, and an identity ID*. B randomly
picks a bit &' € {0,1}, X4, X} € G,, and s € Zy. B runs (vk*,sk*) «— KGen(1*) and calculates the
challenge ciphertext as:

Ci =M, -é(T,hy), Cr=T""""X, C;=T°X, Ci=T%k¢x/

where o* « Sign(sk*, C5||C5]|C5||C%). If T = g*, this is a normal ciphertext and hence B simulates
Game,..s. If T = g°Yy, this is an SF ciphertext with g, = Y07 §5t = Yf,gSQ = YV and
hence B simulates Gameg with 61 = Oéle* ,00 = ‘Z‘i%f. Note that the value of a, 5, pt1, ¢, ¢ mod po
is not correlated with the values of «, 3, i1, ¢, ¢ modulo p; by the Chinese remainder theorem.

For further decryption oracle query with ID = ID* and vk = vk*, B returns L for invalid
ciphertext (by the security of the strong one-time signature).

Therefore if A can distinguish between Game,.s and Gameg, then B can break Assumption
1. O
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Lemma 16. We can construct an algorithm B with advantage € in breaking Assumption 2°, if
there exists an adversary A such that Adva (Games—y1) - Adva(Gamep) = €.

Proof. Given (g, X1 X5, X3,Y2Y3,94,T), B can simulate Game;_; or Gamey with A. B chooses
random K, &, ¢, o, v € Zn, h1 € Gp,. Bsets f = kv, g1 = g,u1 = g? v = g%, w1 = g%, y1 = g" and
g3 = X3. B generates the rest of param, mpk and the master secret key msk = (h1, o, v) according
to Setup.

For the k' distinct oracle query on 1Dy, is the extraction oracle:

— If k < ¢, B calculates the normal key using msk.
— if k > ¢, B calculates the normal key skip, = (K7, K5, K%, K}) using msk. B randomly picks
Y1,7Y2,7Y3,V4 € Zn and calculates the SF key:

Ki = K- (Y2Ys)", Kj=K;- (Y2Y3)", Kj=Kj- (Y2Y3)", K= Kj- (YaY3)™.

This is a semi-functional key and ~4,...,7v4 modulo p; and modulo p3 are not correlated by
the Chinese remainder theorem.

— if k = ¢, B computes (Aj, A3) using v. The adversary sends the commitment Ry to B. B
chooses random tj € Zn, X5, X4, X5, X3" € G,, and calculates the key skip,:

S _=B_ ’
K} = (hy-Ry)* - T .Th?. X5 Ky =T-Xy,
Ké _ Ttg(oz—ID)‘X—é//7 K-Z/1 _ Tt6¢Xé//l.

If T = Z1Zs, it is a normal key (by considering ¢] = Zl,gio = Zfé). Hence B simulates

=By s
Game,_y. If T = Z,Z»7s, it is an SF key with gy = Z5, gJ* = Zy ¢ ", g3* = zo@~'%)

and g3° = Z;O‘b. Hence B simulates Gamey. Again, note that the value of v1, 2,73 mod ps are
not correlated with the values of a, 8, ¢, ¢, t;, modulo p;.

B returns the above skp as the response of the query.

For the decryption oracle query, B calculates the identity-based secret key as the key extraction
first (and picks R by itself) and then outputs the decryption result.

In the challenge phase, A sends B two messages Mg, M, and an identity ID*. B chooses
a random bit b’ € {0,1}, Xy, X}, X} € G,, and runs (vk*,sk*) < KGen(1*). B calculates the
challenge ciphertext € = (C§, CF, C3, C5, 0%, vk™), where:

Cy =M, - (X1 X, hy), CF = (X1X2)* P Xy,
Cs = (X1 X2)P X, Cf = (X1 X)W 9 XY,

and o* « Sign(sk*, C3[|C3]|C3]|C3). Tt is an SF ciphertext with g, = X307 g3 = X7 and
~0o X¢'vk+ga
92" = Ag :

For further decryption oracle query with vk = vk*, B8 returns L for invalid ciphertext (by the
security of the strong one-time signature).

gth

Finally consider the view of adversary. If the oracle query is the extraction oracle query
o-vk™ +o

for 1Dy, A sees §; = % and 02 = “55F from the challenge ciphertext, and vy = 7a:ﬁ32 +

thp mod p, Yo = th(a — ID;) and 3 = th¢ from the /" key extraction oracle query.

Lemma 17. The values 61, 82,71, Y2 and 3 modulo ps are randomly distributed from the view of

A.

Proof. As we state, we want to show the five exponents on Gy, are 5-pairs independent in adver-
sary’s view. Then we have

B
a—ID*’

_ _ vk p + _ - ’ o o
61* 62* a—lD* , Y1 = Oé—ng +t0907 VQ*tO(OZ*IDE), 73*150(7753
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and the value «, 3,1}, ¢, p modulo ps is unknown by the adversary, but the value vk*, Dy, ID* is
known by .A. Following the definition of 5-pairs independent, we need to prove that the distribution
of any one value is uniform, even if the other four values are fixed. There are five cases we need to
show (the possibility that more than one of these fixed value is equal to 0 modulo ps is negligible,
so we can just consider the case that all of these four values are non-zero):

1. (01, 02,71,72) = v3. When 61, d2, 71,72 is fixed, and « is a variable, we show the relationship
between o and ~s:

5
= 61(a — ID* = ~Ma—1ID i — ID*

B=hla=10). th= L o=T(a=1D)+ -1,
5

vk* o = (62 + L) (a —ID*) — (a — D),
V2 Y2

1 ID, — ID*
73 = G072 +01) (1 + ——== D, ) = ml-

As long as ID* # ID, mod p2, we can see that ~3’s distribution is uniform if « is uniformly
distributed.

2. (61,92,71,73) — 2. The value 81, 02, 71, 73 is fixed, and « is a variable, we show the relationship
between a and ~s:

5 = (51(& — |D*),
. o —ID* . a— D" .
y1 + vk s = —51(m) + (VK o + ) = —51(m) + tod2(a — ID*),
! + vk™y3 o1
07 Ga(a—ID*) * Sa(a —IDy)’
71 +Vk*’)/3 |D>|< - |D¢ (51
NI Ty 0

As long as ID* # ID, mod pa, we can see that vs’s distribution is uniform if « is uniformly
distributed.

3. (81,02,72,7v3) — 1. The value 01, d2,¥2, ¥3 is fixed, and « is a variable, we show the relationship
between « and ry:

— i (a—IDY), =12 — Ba—1D
B 61(0{ )7 tO o — |D[, (b Yo (Oé f)7
. vk* . ID, — ID* .
o= (a—1D")dy — %(a—IDgL tf)(p:’}/Q(SQ(l-l-Zi)—Vk 3,
Y2 Oé—ng
ID, — ID* .
71 = (7202 — 01)(1 + m) — vk™s.

As long as ID* # ID, mod py, we can see that ~;’s distribution is uniform if o is uniformly
distributed.

4. (01,71,72,73) — 2. The value 01, 71,72, 73 is fixed, and « is a variable, we show the relation-
ship between « and Js:

. Y i . o — ID*
B=0d,(a—1ID"), t)= <Dy’ to(Vk* ¢ + ©) = 71 + vk 73”1(04—7![)5)’
(k' + o) = LB (D) + Lo — IDY),
Y2 72
v1 + vk 3 ID* — IDy 01
? 2 ( a—1D ) 2

As long as ID* # 1D, mod py, we can see that do’s distribution is uniform if « is uniformly
distributed.
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5. (d2,71,72,73) — d1. The value 2,71, ¥2,7s is fixed, and « is a variable, we show the relation-
ship between « and 4y:

V2 -3 Y2

0= oDy MR = 0T T aTip )
(11 + vk™y3)(a — IDg) = —B + v202(ar — ID™),

-5 . ID* —ID,
o= o Tipr - O FvK) (L TE) — a0

As long as ID* # 1D, mod pa, we can see that d;’s distribution is uniform if « is uniformly
distributed.

Again, we note that the values of «, 3,1, ¢ and ¢ modulo py are uncorrelated with their values
modulo p; by the Chinese remainder theorem.

By the Game, s, A cannot ask for extraction query on 1D, = ID* mod ps. Hence, the values
01,02,71,7Y2 and 3 modulo ps are randomly distributed from the view of A. a

Now, we consider the view of A if the £ query is the decryption oracle on C' = (C}, C4, C4, C4,

vk', o) for IDy. If ID; # ID* mod pa, then the output of the decryption oracle is determined by the
identity-based secret key of IDy in our simulation. It is already analyzed in Lemma 17. Next, we
consider for the case of ID; = ID* mod py, but vk’ # vk* for the decryption oracle query.
Recall that B uses an SF key to run the decryption algorithm. If C7, C3, C4 has a G,, part of
Jo, le , ng respectively, then the decryption will result in a message “blinded” by é(ga, Qg)“*"k/%*‘sl —0272,
By putting the values of v1,7v2 and 3 of the SF key into the equation, we have the value of
the exponent £ as:

= 57 + 1o + VK - thd + 61 — bat(y (o — ID¥)

6 < N *
Therefore, A has the view of £, 1,02 modulo ps from B’s answer. Observe that §; and ds do not
contain the value of ¢ mod ps. Since the value of ¢, mod ps does not appear elsewhere during the

simulation, ¢ mod p, appears to be randomly distributed if ¢ + vk’ - ¢ — d2(a — ID*) # 0 mod ps.
_ ptvk'-¢

It implies that A may notice that ¢ is not randomly distributed if 5, = — o+ - However, observe
that 0; has no information about ¢ and ¢ modulo ps, and do = “”;_V:([;;‘z’. If vk’ # vk* mod ps, then

A can only compute such d, value with negligible probability for two unknowns ¢ and ¢ modulo
po. The case of vk’ = vk* mod py is excluded by the Game, ..
Hence, B can break Assumption 2’ if A can distinguish Game,_; and Gamey. a

Lemma 18. We can construct an algorithm B with advantage € in breaking Assumption 3’, if
there exists A such that Adva (Gamey) - Adva(Gameysing) = €.

Proof. Given (g, X3,9%X2,9°Ys, Z2, g4, T) from Assumption 3’ B chooses random f3, ¢, o, v € Zn
and sets

g=9, uw=4g" égi,h)=¢(g,9"°X2), vi=g" wi=g% 1= U}/y

B implicitly sets hy = g*. B sends the param, mpk to A.

B can calculate the semi-functional secret key for ID as follows. B computes (A;, As) and its
proof 7 using v. The adversary sends the commitment R; to B. B randomly picks r,ty € Zy,
Wo, W, WY W' € G, and W3, Wi, Wi Wy € G, and calculates:

Ki = (gaX2 . Rl . ’U,IT)ﬁ : wio : W2W3,
Ké =g - WéWé, Ké _ gto(a—lD) ~W2//W”, Kfl _ Uwio ~W2//' §//7
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Therefore B can answer all extraction oracle and decryption oracle queries.

For the decryption oracle query, B calculates the identity-based secret key as the key extraction
first and then outputs the decryption result.

In the challenge phase, B randomly chooses b’ € {0,1}, X4, X}, X} € G,, and runs (vk*,sk*) <+
KGen(1*). Tt calculates the SF ciphertext:

C(/) = le/ - T, C{ = (gSYQ)a_lD*Xﬁlv Cé = (gSYZ)BXA/Lv C:/S = (95Y2)¢'Vk*+¢lellv

where o* < Sign(sk™, C(||C1||C5]|Cs). If T = é(g, g)**, then B simulates Game,. Otherwise, then
B simulates Game f;q. If A can distinguish between these two games, B can break Assumption
3.

For further decryption oracle query with vk = vk*, BB returns L for invalid ciphertext (by the
security of the strong one-time signature).

Therefore no PPT adversary A can distinguish between Game, and Game fipnq;- O

Back to the proof of our theorem. Finally in Gamef;,,4;, the value of ¥’ is information-theoretically
hidden from 4. Hence A has no advantage in winning Game finq;. If Assumption 1’, 2” and 3’ hold,
then Game,., is indistinguishable from Game;nq. Hence the attacker has negligible advantage
in winning Game,..;. Therefore, our scheme is IND-ID-CPA secure. a

Dishonest User Security. We now prove the black-box traceability.

Theorem 10. If Assumptions 1°,2° and 4’ hold, then no PPT adversary has non-negligible ad-
vantage in the adaptive-ID ComputeNewKey-CCA game.

Proof. We first consider the probability that an iteration of the tracing algorithm increases the
value ctr.

Lemma 19. In the adaptive-ID ComputeNewKey-CCA game, if D* correctly opens well-formed
ciphertexts with probability €, then the probability that an iteration of the tracing algorithm in-
creases ctr is at least p1 > € — &', where &' is the probability of solving Assumption 17, 2’ or

4’

Proof. We consider a sequence of Games. Let Game Real be the original adaptive-ID ComputeNewKey-
CCA game. Let Game 0 be the same as Game Real except that the adversary cannot ask for the
secret key of identity as ID = ID* mod ps. Denote ¢ as the maximum number of extraction oracle
and decryption oracle query. For i € [1, ], denote Game i as the same as Game 0 except the keys
and the values (A;, A) used to answer the first " distinct ID oracle query are semi-functional.
The keys for the remaining queries are normal.

Similar to the IND-ID-CPA proof, Game Real and Game 0 are indistinguishable if Assumption
1’ and 2’ hold. Similar to Lemma 16, we can show that Game ¢ and Game ¢—1 are indistinguishable
if Assumption 2’ holds. The only difference is to simulate a “SF” version of (A1, A3), which means
that they have a Gy, part. It cam be simulated using 7" from Assumption 2’ for the 2 distinct
ID query. The algorithm B picks a random 7} € Zy and uses T' vr> and T"2 to simulate A; and A,
respectively. B uses the simulator of the concurrent zero knowledge proof of knowledge to generate
a correct m. The rest of the proof follows the proof of Lemma 16.

Finally, consider the following simulation of Game ¢. From Assumption 4’, we have (g1, 92, g3, 94,
urg, uiYa, g Za, g;WaWy) B chooses random «, ¢, p € Zn, y1,h1 € G,, and sets wy = g7, v1 =
g‘f. B implicitly sets msk as (hi,a,v = log,, u1). B honestly sets the rest of param and mpk. B
sends the param, mpk to A.

B can calculate the semi-functional secret key for ID as follows. B picks some random 5 € Zy,
X, X} € G, and computes:

Ay = (u]Y2)2Xo,  As = (g1 %)"2 X},
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It implicitly sets ro = r - r5. B uses the simulator of the zero knowledge proof of knowledge
to generate a correct m, without knowing v. The adversary sends the commitment Ry to B. B

randomly picks 7{,t € Zy, Ra, Ry, Ry, RY' € G,, and R3, R}, Ry, RY' € G,, and calculates:

Ki = (hl . Rl . (quQ)_Ti)ﬁ wi . RQ . Rg,
Ky = (giZ)" - Ry Ry, Kiy=g\ "™ Ry-RY, K,=vi Ry RY.

It implicitly sets r; = r - r{. Therefore B can answer all extraction oracle and decryption oracle
queries.

Finally, A returns a challenge identity ID*, an identity-based secret key skjp- = (K5, K3, K5, K})
and a decoder box D* that correctly decrypts a fraction € of ciphertexts. In the tracing stage, B ran-
domly chooses M* € Gr, Q2, Q5 € Gyp,, Q4,Q)y € Gp,, runs (vk*,sk*) < KGen(1*) and calculates
the (SF) ciphertext:

Cl = (giWoWa)* " Q2Qu, Cf=T,Ch = (giWaWy)? ™ ?. Q4Q),
Ch=M*-e(Cy, Ki K™ ) - (Ch, K3) /e(Ch, K3),

and o* = Sign(sk*, C}||C1]|C5]1C%). B provides €* = (C,C1, Ch, Ch, 0%, vk™) to D* as a single
iteration of the tracing algorithm. If 7' = u§V,2Vy, then B provides a properly formed encryption
of M* to D*. Otherwise, B provides a malformed ciphertext as used in the tracing algorithm.

B runs a single iteration of the tracing algorithm to D* using €*. If A wins, the ctr should
only increase by some negligible probability ¢’. When T' = u3V2Vy, the ctr always increases by 1.
When 7' is randomly chosen from Gy, p,p,, € is a “malformed” ciphertext used for the tracing
algorithm (i.e. the G, part of T' # uf) with overwhelming probability.

If Assumption 4’ holds, no PPT algorithm can distinguish between these two cases. Therefore,
B should obtain the same result if €* is feed into D*. However, for the case of T = ufVaVy,
the ctr always increases by 1. It contradicts that the ctr should only increase by some negligible
probability ¢’. Hence, if A wins, B can break Assumption 4’. O

Now, observe that the tracing algorithm points to the PKG if ctr = 0 at the end. The variable
ctr can be seen as the sum of L = 16A/e¢ independent random variables X; € {0,1} having the
same expected value p;. We have p = E[ctr] = Lp;. The Chernoff bound shows that, for any real
number w such that 0 < w < 1, Prctr < (1 — w)p] < exp(—pw?/2). Under Assumption 1, 2’ and
4, we have ¢’ < €/2 (since we assume €/2 is non-negligible). From Lemma 19, we have

L
u:LplzL(e—(s')Z?e:S)\.

With w = 1/2, the Chernoff bound guarantees that

Prlctr < 1] < Prletr < 4] = Prlctr < u/2] < exp(—u/8) = exp(—A).

Dishonest PKG Security. Finally, we prove the security against dishonest PKG.

Theorem 11. If Assumptions 1’ and 5’ hold, then no PPT adversary has non-negligible advantage
in the black-box FindKey-CCA game.

Proof. Firstly, we show that the probability of increasing ctr in each iteration is low by the
following lemma.

Lemma 20. In the black-boz FindKey-CCA game, one iteration of the tracing algorithm increases
ctr with probability at most &', if &' is the probability of solving Assumption 1’ or 5.
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Proof. 1t can be proved by two games. In Gameg, the single iteration of the tracing algorithm
uses a ciphertext € = (Cy, C1, Cq, C3, 0,vk) as described in the tracing algorithm. In Game;, the
single iteration of the tracing algorithm uses a ciphertext € = (Cy, C1, C}, Cs,0,vk) with C} has
a random Gy, element. It can be seen as a “semi-functional” ciphertext at the C> part only.

The indistinguishability of Gamey and Game; can be proved as the proof of Lemma 15. We
only need to change the Cs part from normal to semi-functional. Therefore these two games are
indistinguishable if Assumption 1’ holds.

Next, we consider the case of Game;. Given (g1, 1,93, 94, ¥}, 9] X2, y; Y, T) from Assumption
5, B sets g1,v1,93, 94, N, €, G, G as part of the public parameters param. B generates the crs of
the concurrent zero knowledge proof of knowledge with a knowledge extractor. B sends the param
to A in the Initialize phase. A chooses the master secret keys and sends the related master public
key mpk = (g%, é(g1, h1),u14) and a challenge identity ID* to B.

During the Extract phase for ID, A sends (41, A3) and a proof m to B. B uses the knowledge
extractor to get the values (v, r2) such that the G,, part of A; and A are ;"2 and g7? respectively.
B picks some random 6 € Zy and sends to the PKG

Ry = )7 (977",

which implicitly sets ro = r. A returns (K, Ko, K3, K4) to B. B randomly picks Y3, Y4, Y{', Y{" €
Gp, and computes

Ky = K\Ys/g?, K= Ky(giXo)Yq, Ks=K3Yy, Ky=K,Y]"
Then B checks if
e(Ky1, g7 "") = é(g1,h) - é(urg, Ko) - é(wr, K3) A é(Ks,v1) = é(g7 P, Ky).

Note that the correct value of Ko = K2A§Y3’ is not known by B. Therefore, B only has the “semi-
functional” key of (Kl,f{g, K3, K,) instead of the actual key skip- = (K1, Ko, K3, K,). However,
B can still answer all decryption oracle query using the “semi-functional” key. It is because A
have not seen any G,, element so far and cannot produce a “semi-functional” ciphertext. For all
normal ciphertext queried in the decryption oracle, the G, part of Ky will disappear after the
pairing operation with Cs.

Finally, A outputs an e-useful decoder box . If the tracing algorithm increases ctr, D must
decrypt any ciphertext as if using the real skip~. B randomly picks s’ € Zy, X4, X}, X/ € G,,,
M € Gr and runs (vk,sk) < KGen(1*). B computes

Co=M-e(g1,h)*, Ci =g} “"PVXy, Co = (yi¥a)” - X}, C3 = (yravi ur)” X7,

and o = Sign(sk, Cp||C1]|C2||C3). B submits € = (Cy, C1, Ca, Cs, 0, vk) to the decoder box D. Note
that D (generated by the dishonest PKG) is able to recognize invalid ciphertexts in the tracing stage
(by using «, v and the pairing). However, as long as D is assumed stateless, it cannot shutdown or
self-destruct when detecting a tracing attempt. D tries to decrypt such invalid ciphertexts in the
same way as the owner of the identity-based secret key skip-, and outputs a decrypted message
M*. Observe that D should not output L since o is a valid strong one-time signature. If this
iteration of the tracing algorithm increases ctr with probability €, then it means that with the
same probability,

M= Cy - é(Cs, K3)
— A Vk A~ b
e(Cl, K1K4 ) . 6(02, Kg)
Then B calculates
Cy - é(Cs, K3)

T =

M* - &(Cy, K1 KY¥) - é(Cy, K)
= é(c2’ K - f(;l) = é((yfy2)yX4/17A£Y?:) = é(y?’g;y”)v

and uses T/™2" as the solution of breaking Assumption 5’. a
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Finally, the dishonest PKG is not detected if it outputs D and the tracing stage ends with a
non-zero value of ctr. From Lemma 20, we have:

16M0 _ 16\
e e p(N)

for any positive polynomial p(-), if Assumption 5’ holds. ad

Prlctr # 0] = Pr[ctr > 1] =1— (1 - §)* < L§' =

H Comparison with Exponent-Inversion Signatures, IBE, and More

H.1 Discussion on Linear IBE

Boyen [12] proposed a framework of Linear IBE which was an abstraction of IBE that captures the
properties of the exponent inversion paradigm (including the SK-IBE and the BB2-IBE). Linear
IBE can be used to construct hierarchical IBE, fuzzy IBE, and attribute-based encryption [12].
However, their construction uses the fact that the session key is of the form é(g, §)*, where g, § are
public parameters that are independent of the master secret key. In our construction, the session
key is of the form é(g1, h1)® where h is part of the master secret key. Therefore our dual system
Gentry-IBE construction does not belong to the linear IBE family. In fact, our session keys are
more similar to the commutative blinding family (which is a function of the master secret key
and s). Therefore, our construction has a key structure of the exponent inversion family and the
session key of the commutative blinding family.

H.2 Discussion on Boneh-Boyen Signatures

The Boneh-Boyen signature scheme is provably secure in the standard model under the ¢-SDH
assumption [9]. It is shown that the converse of this statement is also true [23], and hence forging
Boneh-Boyen signatures is equivalent to solving the ¢-SDH problem. However, we cannot reduce
the security of our dual form Boneh-Boyen signatures to the original scheme in [9] nor to the ¢-
SDH problem. It is because the our scheme includes g” as part of the signature, while the original
scheme in [9] only outputs r. In addition, the secrecy of the values (hq, «) is essential in our security
proof, while the ¢-SDH problem only guarantees the secrecy of a.

H.3 Discussion on Accumulator and Verifiable Random Function

Changing to the subgroup-type assumption requires some randomness in the scheme. It is non-
trivial that how this conversion can be done for cryptosystems that outputs a deterministic value.
An important future work is how to remove the ¢-type assumption for such kind of cryptosystems
like verifiable random function and accumulator.



