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Abstract. The r-rounds Even-Mansour block cipher uses r public per-
mutations of {0, 1}" and r+1 secret keys. An attack on this construction
was described in [6], for r = 2, 3. Although this attack is only marginally
better than brute force, it is based on an interesting observation (due to
[10]): for a ”typical” permutation P, the distribution of P(z) @ x is not
uniform. To address this, and other potential threats that might stem
from this observation in this (or other) context, we introduce the notion
of a “balanced permutation” for which the distribution of P(x) ® z is
uniform, and show how to generate families of balanced permutations
from the Feistel construction. This allows us to define a 2n-bit block
cipher from the 2-rounds Even-Mansour scheme. The cipher uses public
balanced permutations of {0, 1}?", which are based on two public permu-
tations of {0,1}". By construction, this cipher is immune against attacks
that rely on the non-uniform behavior of P(x)@®x. We prove that this ci-
pher is indistinguishable from a random permutation of {0, 1}", for any
adversary who has oracle access to the public permutations and to an
encryption/decryption oracle, as long as the number of queries is 0(2"/2).
As a practical example, we discuss the properties and the performance
of a 256-bit block cipher that is based on AES.
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1 Introduction

The Even-Mansour (EM) block cipher [7] uses a randomly chosen (public) per-
mutation P of {0,1}", two secret keys ki, ks € {0,1}", and encrypts an n-bit
plaintext m by the transformation EMp.k, k,(m) = P(m & k1) & ko (the de-
cryption transformation is obvious). The interesting feature of the EM cipher is
that confidentiality is achieved even if the permutation P is made public. An
adversary needs to make at least 2"/2 oracle queries before he can decrypt a new
message with high success probability (the model adversary has black box access
to P, P71, and to an encryption and decryption oracle) [7]. The only assump-
tion is that P is chosen uniformly at random from the set of all permutations
of {0,1}™ before it is published (obviously, the EM cipher is not secure with
any choice of P). This bound is tight: Daemen [3] showed a chosen-plaintext
key-recovery attack after 2/2 evaluations of P and the encryption oracle.



Bogdanov et al. [2] generalized the EM construction to an r-rounds iterated
EM cipher (with » = 1, it is the original EM cipher). This cipher uses r publicly
known random permutations of {0,1}", Py, P,,..., P, and r + 1 secret keys
ki,kay ... ke kepq € {0,1}™. Encryption of an n-bit plaintext m is carried out
by the transformation

EMp, p,....Priky ko kg (M) = Pr(c . Pa(PL(m @ k1) @ k) ... © k) @ kppa

(decryption is obvious). They showed that the r-rounds EM cipher (r > 2) is
secure in the following sense: an adversary who sees no more than 22*/3 cho-
sen plaintext-ciphertext pairs cannot distinguish the encryption oracle from a
random permutation of {0,1}".

As a practical example, Bogdanov et al. defined the 128-bit block cipher
AES?, which is an instantiation of the 2-rounds EM cipher where the two public
permutations are AES (encryption) with two publicly known “arbitrary” keys
(they chose the binary digits of the constant 7). The complexity of the best
(meet-in-the-middle) attack they showed used 2296 cipher revaluations. Conse-
quently, they conjectured that AES? offers 128-bit security.

Dinur et al. [6] designed a chosen-plaintext key-recovery attack on a single key
variant (i.e., the choice of k1 = ko = k3 = k4) of the 3-rounds and also 2-rounds

EM cipher, in time O (%2") . This attack is based on the observation that for a

"typical” permutation P of {0,1}", the distribution of P(x) & x over uniformly
chosen x € {0,1}" is not uniform. Their paper attributes this observation to
Nikoli¢ et al. [10], who demonstrated a chosen-plaintext key-recovery attack
on the 2-rounds EM cipher with complexity slightly lower than exhaustive key
search. In addition, [6] used the same observation to describe an attack on AES?
(with three different keys) that is ~ 7 times faster than the best known meet-in-
the-middle attack of Bogdanov et al. [2], therefore invalidating their conjecture
on the security of AES?. Although these attacks are not really practical, and not
far from an exhaustive search, they demonstrates that the observation of Nikoli¢
et al. can open a door to some potential threats.

In this paper we define a new variation of the EM cipher, which is immune
against attacks based on any non-uniform properties of P(z)@®x. To this end, we
first introduce the notion of a “balanced permutation”, which is a permutation
P of {0,1}"™ where P(z) @ x is also a permutation. We show how to generate a
large family of balanced permutations by using any permutation of {0,1}"/2 in
a Feistel construction. These can be used for constructing a 2-rounds balanced
permutations EM block cipher with block size of 2n bits, using two public per-
mutations of {0,1}". We prove that this block cipher is secure in the following
sense: an adversary needs at least (2(2”/ 2) chosen plaintext-ciphertext pairs be-
fore he can distinguish the block cipher from a random permutation of {0, 1}%".
Finally, we discuss a practical use of our construction, to define a 256-bit block
cipher that is based on AES, and demonstrate its performance.



2 Balanced permutations and balanced permutations EM
ciphers

2.1 Balanced permutations

Definition 1 (Balanced permutation). Let o be a permutation of {0,1}™.
Define the function ¢ : {0,1}™ — {0,1}" by d(w) = w ® o(w), for any w €
{0,1}™. We say that o is a balanced permutation if o is also a permutation.

Ezample 1. Let A € My« (Zs2) be a matrix such that both A and I 4+ A are in-
vertible. Define 74 : Z% — Z% by ma(x) = Ax. Then 74 is a balance permutation
of {0,1}™. One such matrix is defined by A;; = 4; ;41 =1fori=1,2,...,n—1,
An1=1and A; ; =0 for all other 1 <3,j <n.

Ezample 2. Let a be an element of GF(2™) such that a # 0, 1. Identify GF(2")
with {0,1}", so field addition corresponds to bitwise XOR. The field’s multipli-
cation is denoted by x. The function x — a X z is a balanced permutation of
{0,1}™. Note that this example is actually a special case of the previous one.

The balanced permutations provided by the above examples are a small fam-
ily of permutations, and moreover are all linear. We now give a recipe for gen-
erating a large family of balanced permutations, by employing the Feistel con-
struction that turns any function f : {0,1}" — {0,1}" to a permutation of
{0,1}%".

Let us use the following notations. For a string w € {0,1}?", denote the
string of its first n bits by wr € {0,1}", and the string of its last n bits by
wg € {0,1}". Denote the concatenation of two strings wy,ws € {0,1}™ (in this
order) by wy * wy € {0,1}?". We have the following identities:

(Wi *wa), =wi, (w1*w2)p=w2, WL*WR=w (1)

Definition 2 (2 Feistel rounds permutation). Let f : {0,1}"™ — {0,1}™ be
any function, and let 7y : {0,1}?™ — {0,1}*" be the function

Tf(w) := wr * (wr, © f(wr))- (2)

The permutation 7r]2¢ =myoms of {0, 1}%" s called a 2 Feistel rounds permuta-
tion.

Clearly, 7 (the well known Feistel round) is a permutation of {0,1}?",
and thus the composition 7TJ2£ (i.e., two Feistel rounds) is also a permutation of
{0,1}2". We prove the following property for the special case where the function
f is a permutation.

Proposition 1. Let f be a permutation of {0,1}"™. Then, the 2 Feistel rounds
permutation 7r}2c is a balanced permutation of {0,1}*". We call it a 2 Feistel
rounds balanced permutation.



Proof. First observe that
m(w) = mp(rp (W) = 7f (Wi * (W @ f(wr))) =
= (wr @ f(wr)) * (wr @ f (wr ® f(wr)))- (3)

Therefore,

7 w) = f(wr) * f (wr @ f(wr))-
Assume that z,y € {0,1}?" such that 7?}2?(:1:) = ;f:(y), ie.,
far) = f(zL & f(zr)) = f(yr) = f (yr & f(yr))

Then, f(zr) = f(yr) and f (2L & f(xr)) = f(yL ® f(yr))- Since (by assump-
tion) f is one-to-one, xr = yr and z; @ f(zr) = yr ® f(yr), it follows that

zp = (2@ f(zr)) @ f(zr) = (yr ® f(yr)) ® f(yr) = yr. We established that
73 (x) = w7(y) implies x = 2, *xr = yr *yr = y which concludes the proof. O

Figure 1 shows an illustration of 2 Feistel rounds (balanced) permutation.
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Fig. 1. The figure shows a function from {0,1}*" to {0,1}*", based on two Feistel
rounds with a function f : {0,1}" — {0,1}". For any function f, this construction is
a permutation of {0,1}*", denoted ms2. We call it a “2 Feistel rounds permutation”.
Proposition 1, shows that if f itself is a permutation of {0,1}", then 72 is a balanced
permutation of {0, 1}2". We call it a “2 Feistel rounds balanced permutation”.

2.2 Balanced permutations EM ciphers

Definition 3 (r-rounds balanced permutations EM ciphers (BPEM)).
Letn>1 and v > 1 be integers. Let ki, ka, ... ky41 be r + 1 string in {0,1}2".
Let f1,fa,..., fr be T permutations of {O 1}" Their associated 2 Feistel rounds
balanced permutations (of {0,1}%") by 7Tf , 7Tf2, . ]20., respectively.

The r-rounds balanced permutations EM (BPEM) block cipher is

EM - . It encrypts 2n-bit blocks with an r-rounds EM ci-

2
7Tf1 ,7l'f2 77Tf1,ak717k2y k.

pher with the keys k1, ko, ..., k.11, where the r permutations Py, Ps, ..., P. (of



{0,132 ) are set to be w?l , 71'%2, . ,7T]2cr, respectively.

The use of the r-rounds BPEM cipher for encryption (and decryption) starts with
an initialization step, where the permutations f1, fa, ..., fr are selected uniformly
and independently, at random from the set of permutations of {0,1}™. After they
are selected, they can be made public. Subsequently, per session/message, the se-
cret keys ki,ka, ..., kr41 are selected uniformly and independently, at random,
from {0,1}?".

Figure 2 illustrates a 2-rounds BPEM cipher, which is the focus of this paper.

Remark 1. The 1-round BPEM cipher does not satisfy the requirement for a
“random permutation selection” as in the definition of the EM scheme. Not
surprisingly, it is easy to see that the 1-round BPEM does not preserve plaintext
confidentiality. For any plaintexts m € {0, 1}?", we have

((m @ k), = (mp ® (k1)) © f(mr ® (k1)Rr)

Therefore,

(BMo s ia(m)) | = (Fm @ £, © (k) =
=mp & (k1)L ® (k2)L ® f(mr & (k1)r).

It follows that if, e.g., (m1)g = (m2)g then
(EMu i, 1, (m1) ® B, (m2)) | = (ma @ ma)

which means that the ciphertexts leak out information on my, ms. This implies
that the r-rounds BPEM cipher must be used with » > 2 to have any hope for
achieving security.

Remark 2. The r-rounds BPEM cipher is not necessarily secure with any choice
of balanced permutations as chl,ﬂi, . ,7TJ2¢7_, even if r > 2. For example, the
cipher can be easily broken when using the linear balanced permutations shown
in Examples 1 and 2.
Remark 3. By construction, EMW% 2
f1 27 e
against any attack that tries to leverage the non-uniformity of P(x)®z (including
[10] and [6])). Obviously, this does not guarantee it is secure (as indicated in
Remark 2).

P (r > 2) is immune

In the next section, we prove that the 2-round EMBP cipher is indistinguish-
able from a random permutation.

3 Indistinguishability analysis for the 2-rounds BPEM
cipher

Consider an oracle that chooses uniformly and independently, at random, per-
mutations f1, fo of {0,1}", a permutation P of {0,1}*" and keys ki, ko, k3
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Fig. 2. The 2-rounds balanced permutations EM (BPEM) cipher operates on blocks
of size 2n bits. The permutations P; and P> are balanced permutations of {0, 1}2",
defined as 2 Feistel rounds permutations. fi and f2 are two (public) permutations of
{0,1}™. Each one of ki, k2, k2 is a 2n-bit secret key. See explanation in the text.

in {0,1}?". Then it selects a permutation F' of {0,1}?", which is either P or
EMﬂ'?l ,'lrJ%2 sk1,ka,ks”

An adversary selects a “querying and guessing” algorithm. He first uses it to
submit to the oracle an adaptive series of queries of types f1, fo and F'. Queries
of type f; are of the form f;(x) =? or f;l(m) =? for x € {0,1}" and queries
of type F are of the form F(w) =?, F~1(w) =? for w € {0,1}?". After col-
lecting the responses, the adversary uses his algorithm to guess whether F' is
EMW;%1 72 ik ko ks OF P. The quality of such an algorithm (in the cryptographic
context) is the ability to distinguish between the two cases (rather than to suc-
cessfully guess which one it is). It is measured by the difference between the
probability that the algorithm outputs a certain answer, given that the oracle
chose F' to be EM,F;1 3k ko ks and the probability that the algorithm outputs
the same answer, given that the oracle chose F' to be the random permutation.
This is called the "advantage” of the algorithm. We are interested in bounding
Advﬁ%Q;kl7k27k3(q1,qz,qF), which is the maximal advantage of the adversary,
over all possible algorithms, as a function of the budget ¢; of queries of type fi,
the budget ¢ of queries of type f2 and the budget gr of queries of type F. The
total budget of queries is thus ¢ := g1 + ¢2 + gr. We show

Theorem 1. If 2(q¢ + qr)qr < 2™ then

6q + 5qr)qr
AdvEM. < ( .
VR faik ko ks (0142, 4F) < 57— 2(qr + q)qr

and from the other direction, we also show

Proposition 2. If qp < 2-2" then

Advﬁ{\;{%kl,kmkg (Q1a q2, QF) >



For the proof of Theorem 1 we consider an algorithm that achieves the largest
advantage. We may assume that:

1. The adversary never repeats a query that was already made, and does not
make “”opposite” queries (i.e., 771 (x) =7 after already receiving z as a reply
to a query 7(-) =? where 7 is one of f1, fi ', fa, f 5, F, F71).

2. By adding superfluous queries whose answers the algorithm will ignore, we
may assume the adversary makes exactly g1 queries of type fi, exactly g2
queries of type fs and exactly gp queries of type F.

3. The adversary’s algorithm, and the choice of the queries in particular, are
completely deterministic. This means that the first query the adversary
makes is fixed, and any subsequent query he makes depends only on the
answers he got for the previous queries. Therefore, if the oracle uses F' =
EM,T%’,r?Q._’khk%ky for some choice of f1, fa, k1, k2, k3, then all queries and
their answers are completely determined by f1, fa, k1, k2, k3. We denote this
sequence of queries and answers by qa(f1, fo; k1, ke, k3).

Let QA be the set of all possible sequences of query-answer pairs that can
be obtained through the interaction between the adversary and the oracle. For
any § € QA, we denote by prperm (5) the probability that 5§ will be the sequence
of pairs obtained by the adversary-oracle interaction when the oracle uses a
random permutation as F. Similarly, Prgas(5) is the probability that § will
be the sequence of pairs obtained by the adversary-oracle interaction when the
oracle uses a balanced EM block cipher as F'.

Let F C QA be the set of sequences of query-answer pairs for which the
adversary will guess that F' is a balanced EM block cipher. The advantage of
the algorithm is |Prga(E) — Prperm (E)].

Let us say that the pair < x, z > is established by a query if either the query
is w(x) =7 (where 7 is either F', f1 or fy) and its answer is z, or if the query is
77 1(2) =7 (where, again, 7 is either F', fi or fo) and its answer is .

For an 5 € QA, let

(41 (5), 01 (), (u3(5), v3(5)), - - -, (ug, (), vg, (5))

be the pairs established by queries of type fi in §, let

(u3(5), v1(3)), (u3(5), v3(5)), - - -, (ug, (), v, (5))

be the pairs established by queries of type f2 in 5. Let

(x1(§)7 21(5))7 (112(5), 22(5))7 R (‘rQF (5), Zqr (5))

be the pairs established by queries of type F in 5. Let gp1(8) := [{(z:(3))r}{E, ).

ar2(8) = [{(2(5)) L}, | )
Let San be the set of permutations of {0,1}™. For any 5 € QA, k = (ky1, ko, k3) €

({O,I}Qn)S and § = (y1, 92, Ygr) € ({0.13°")"" let

5,k,7) := {(f1, f2) € (S20)* | qa(f1, fo; kr, ko, k) = 5,91 < i < qp :
)@ ki1)r) = (¥i ©xi(5) ® k1), fo((2:(5) ®k3)r) = (yi © 2i(5) © ko © k3) R}

m(

Si((i(



It is easy to see that if em(3, k, ) # () then for any 1 <i < j < qp,
(@i(5))r = (2;(8))r > (yi ® 2i(8))L = (y; ® 2;(35)) 1,
and
(i ® 2:(5))r = (y; 2 (5))r < (2i(5)) = (2(5))L-
Let Y(5) be the set of all s in ({0,1}2")"" satisfying those conditions.
For any S C QA, let
Si={G.ky) |seS ke ({0,1)°,5eYE).

— —

For any (§,k,7) € QA let

o lem(5 k)|
D= Gy (g
For any § € QA let
B(5) = Prpefrm(g)

Lemma 1. For any S C QA

PI"E]M(S) - Prpe'r'm(s) = Z (04(5, ];;7 y) - /6(5)) .

Proof. For any 5 € QA

PI‘EM(E) - Z a(E,E,g),

ke({0,13%")°

JEY (5)
therefore
Pren(S) = Prperm(S) =Y (Pran(5) — Prperm(5)) =
ses
=3 Y (aEE)-86) = Y (k) - B6).
5€5 ke ({0,13°")° (5.k.9)€S

JEY (3)

In Subsection 3.1 we define a set D, C Q/)Z of "unfortunate instances”, and prove
the following two Lemmas.

Lemma 2.

o
(5,%,5)€D. ar



Lemma 3. Suppose 2(q + qr)qr < 2". For any (3,k,9) € @ - D,,

04(5, ]Ei,ﬂ) o 1‘ Q(QF + Q)QF
B(s) 2" —2(qr + q)qr

The proof of Theorem 1 follows via a standard argument which we describe
in Subsection 3.2.

We comment that up to some obvious changes, the same arguments show
that the same bound holds for the single key variation of the 2-rounds BPEM
cipher. To put it formally, we consider an oracle that chooses uniformly and
independently, at random, permutations f1, fo of {0,1}", a permutation P of
{0,1}?" and a single key k € {0,1}?". Then, it selects a permutation F of

{0,1}?", which is either P or EM,,}% 72 ik As before, the adversary is ex-
LT3, kK,

pected to guess whether F' is EMWJ% 72 ik k,k OF P, after collecting the responses
1 2

to ¢ queries, where gp of them are of type F. Let Advﬁ%z;k7k7k(q,qp) be the
maximal advantage of the adversary, over all possible algorithms.
We have then

Theorem 2. If 2(q¢ + qr)qr < 2™ then
EM (6q + 5qr)qr
Advy ek (4 qF) < 2 —2(qr + q)qr

We also comment that similar arguments yield bounds for the following vari-
ations of the 2-rounds BPEM cipher: single permutation, and both single key
and single permutation (the formal description is analogous to the one above).

Theorem 3. If 4(¢ + qr)qr < 2™ then

12q + 11qr)qr
AdvEM q,qr) < ( .
sk o ks (9:9F) S 5 g

Theorem 4. If 4(q + qr)qr < 2" then

12¢ + 11gr)qr

AdvEM , < ( .
Fian (@ 4F) < 5o ar + q)ar

3.1 Definition of the set D, and proofs of its properties
The set D, will be the union of all the sets defined below.

Definition 4. For 1 <i<q, 1< j <qp let

VR = ((5,k,9) € QA | ub(3) = (2;(5) @ k)r),
DY = {(5..5) € QA | ul(3) = (y)1 ).
DY = {5, k) € QA | v} (5) = () ® ,(5) ® k)1,
DYR = {(5,Fg) € QA | v}(5) = (3 © 2,(5) @ k1))



for1 <i<qe, 1<j<qp let

= {(5,F,5) € QA | u3() = (25(8) @ k)L,
DR = {(5.k.5) € QA w2(5) = (y; @ ko)),
DY = {5 k) € QA v2(5) = (3; % (5) @ k2 @ ko)1),
DYF = ((5.F,5) € QA | 02(5) = (4; ® 2(5) © ko @ ks) ),

Jor1<i,j < qp let

DY = {(5,k,9) € QA | (y:)r = (2(5) @ k1)),
DI = {(5,k,5) € QA | (yi @ ka)r = (2(5) @ ka)r},
= {(5,k,9) € QA| (i & w:(5))r = (93 & 75(5)) e},

DY = D
={(5.k,9) € QA| (s ® z(5))1 = (y; ® 2(5)r},

and finally, for 1 <i < j <qp let

DY = {(5.k.9) € QA | (i) = ()L}
) € QA| (yi)r = (y))r},
5.5.79) € QA (y: ©2:(3)r = (; ®2;(5) R, (1 @ 2(5)r # (; @ 2(5) v},
QA | ( e = (4 ®2()r, (i ©:(3)1 # (y; D (3L},
Jr=(; ®2;(8)r. (i ® 2(5)r = (y; ® 2;(5))r},
5.5,9) € QA | (i ® z(3)L = (1 & %)L, (Wi & ()1 = (5 © 15(5))L}-

The number of sets defined in Definition 4 is
q
4q1qr + 4q2qr + 445 + 6( 2F> < (49 + 3qFr)qr,

Therefore, Lemma 2 follows directly from the following lemma.

Lemma 4. Let D be any of the sets defined in Definition 4. Then

> B
k. 5)eD

s —4qr

Proof. To show (4), it is enough to show that either

1
> Pryen(5) < 5
5€QA
3ke({0,132")° Y (5):(5,k.9)€D

10



or that for any § € QA,

Z 1 < 1
iy O T
(3,

3ke({0,1}")*:(5,k,5)eD

or that for any § € QA and y € Y (3),
> g S
(22n)3 - on _ qr :

e({o 1}2“)
(8,k,y)eD

We now verify that for any set D, defined in Definition 4, at least one of the
above holds.

1 1 1 2 2
1. If D is any of the sets foj’R,D;)’j’L,DZJ-’R,Dzj’L,Dzj’R,D%’xR, then for
any § € QA and j € Y(3),

Z 1 1
pEr (s Y(3) 27— (gr1(5) — 1)
3ke({o, 1}2") (5,k,5)€D

In the case that D = Dyé’z“ we rely on the observation that the condition
(y; ® x:(5))r # (y; @ =;(5))1 ensures that the condition (y; & 2;(5))r =
(y; ®z;(5))r is 1ndependent of the conditions defining Y'(3).

3. If D is any of the sets D;”j R Dg?’ZL,Dz?’wR’ then for any 5 € QA,

> 1 1
gEY (5) Y@ 2" = lar2(®) — 1)
3ke({0,13%")*:(s,k,5)€D

In the case that D = DyR’IR”E we rely on the observation that the condition
(yi @ z:(8)r # (y; ® zj( 5))r ensures that the condition (y; @ z;(3))r =
(y; @ xj(5))r is independent of the conditions defining Y'(5).

4. If D is any of the sets D}, D}"7 then for any 5 € QA,



5. If D is any of the sets D}’ then for any 5 € QA,

1 1
Z S S n S 9
JEY (5) |Y(S)| 2n — (qF,l(S) - 1)
Hl}e({0,1}2'")3;(571}@)6D

since the condition (y;)r = (y;)r is either contradicting or independent of
the conditions defining Y'(5)
6. If D is any of the sets Di”; then for any 5 € QA,

1 1
> R et
2 WO T () D
3ke({0,132")°:(5,k,5)eD

since the condition (y;)r = (y;)r is either contradicting or independent of
the conditions defining Y (5)
7. Finally, if D is any of the sets D}"**'=, DY"®= then since

V)]

) € QA | (2:(3) @ 2(5))
) € QA | (2:(5) @ 2(5))

Dﬁ?sz:: C {(57 ]’f’

DyRT= C {(8, K,
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we get that

2774
Z Prperm (5) <

2n _ 1°
5€EQA 2 1
ke ({0,132")° gy (5):(5,k,p)€D

O

We now address the proof of Lemma 3. We use the following computational
lemma.

Lemma 5. For any integers r,N > 1 and m > 0,

r . 1
— = 2
12H<1_Z+m1>>1_2(r+m)r.

, N N
i=1
Proof.
. i+m—1 . t+m—1 r—i+m
1> 1- = 1- 1
L R (e e I Y &
o _rt2m-1)* _%(r+2m—1)r>1_%(r+2m)r
- N - N N

12



Proof of Lemma 3. A pair (f1, f2) € (S2»)? belongs to em(s, k, ) if and only if
f1 satisfies:

— fi(u}(3)) = v} (5) for 1 <i < q,
= fil(zi(8) @ k1)r) = (i © 2:(5) ® k1) for 1 < i < gr,
— f[illyi)z) = (yi © 4(5) © k1) for 1 <i < g,

and fo satisfies:

= f2(uf(3)) = v}(5) for 1 < i < ga,
— Fol(ys © ko)) = (s © 2:(5) @ hy @ k), for 1 < i < g,
— fo((z(3) ®k3)r) = (yi ® 2(3) D ks D k) g for 1 < i < gp.

The definitions of D, and Y (5) guarantees that for (5,k,9) € QA — D,, these
are exactly g1 +qr, 1(3) + gr non-contradicting requirements for f; (some of the
requirements of the form fi((2;(3) ® k1)r) = (y; ® ;(3) ® k1)1, coincide), and
exactly g2 + qr2(8) + qr non-contradicting requirements for fo (some of the
requirements of the form fo((2;(5) @ k3)r) = (yi ® 2:(5) & ka2 @ k3)r coincide).
Hence

lem(5,k,9)| = (2" — (q1 + ap1(5) + ¢@))! (2" = (g2 + qr2(5) + qr))!-

Since [V (5)] = [1254® (27 — (i — 1)) - [T (27 — (i — 1)) and

_ 1
Pryerm(3) = =4

e —G-1) -T2, @2 =G -1) - TIE, (220 = (i = 1))’

we get that

a(E,IE,y) qu 1(3) ( ) qu 2(3) (1 . 2n ) (1 . 12271)

B(5) ;_]ill(s)+QF 1— z+g% 1) HqF2(s +ar ( _ Hgi 1)

Hence by Lemma 5

=1 =1
_ _ 3
oy 29BN () 2sz 8) 34 AN
an 22n an
>1_%qp>1_ 2(gr +q)ar
2n 2" —2(qr + q)qr

On the other hand, again by Lemma 5,

>
2n -

s)+ .
q”(l—)[ qF (1_ Z+q1—1> o 2(9ra(3) +ar +201)(ara (5) + ar)

27’L
=1
>1_ 2(gr + q1)qr
> —
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and

5)+ . _ _
ar2(@)tar i+qy—1 Lgr1(5) + qr + 202)(qr1 (5) + qr)
II - Ton )7 - on 2

>1-— 2(gr + q2)gqr

2n ’
therefore
_ (S . 2(8)+ .
ﬂ(f) ><1F1i_)[+QF 1_z+q1—1 'QF2ﬁQF 1_Z—|—q2—1 N
a3, k,g) — i1 2" i=1 i
2 2
o (1 Hartaar (| 20ar tq)ar
277, 277,
o 22rtata)er _ | 2(gr +9)ar
- 2n 2n ’
hence
(s, k. ) _ 1 . 2lar+a)ar
B(s) 1 2artdar 2m —2(qr + q)qr

and the lemma follows.

3.2 Proof of Theorem 1
We first show a simple corollary of Lemma 3.

Corollary 1.

- _ 2(qr + q)qr
E a(s k,y) — B(5)] < .
= (5,7, 5) = 6 2" — 2(qr + q)qr
(5,k,9)EQA—D,

Proof. By Lemma 3,

Yoo ek -8E)|= D> BB |2

)EQA-D. (5,k,5)€QA-D.

—~
il
all

<

_ 2(qr + q)qr _ 2(qr + q)qr
S < S
= Bs) 2" —2(qr + q)qr ~ 7,2/\5() 2
(5,k,7)€EQA—D, (5,k,5)€EQA
__ 20r +9)gr

27 —2(qr + Q)qr

(]
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We will also use the following simple lemma

Lemma 6.
Yo aGkp< D> JaG R -BG)|+ Y. BG).
(5,k,§)ED. (5,k,5)€QA—D, (5,k,5)ED.

Proof. By Lemma 1,
> (a5, k,9) — B(5)) = Prem(QA) — Prperm(QA) = 0.
(5,k,7)€QA
Therefore, by Corollary 1,
Yo (aG R -B6) == > (asky) - B(5) <
)EQA

(5,k,9)€D. (5,k,9

hence
Z 04(5,]:},37) - Z (Oé(gvl;ag) 75(5)) =+ Z 5(5) §
(5,k,9)€D. (5,k,9)€D. (5,k,9)€Dx
< > |G R =BG+ D, BG)
(5,]:},:1?)661\4—D* (§7E7Q)ED*

a

Proof of Theorem 1. Recall that the advantage of the adversary’s algorithm is
[Prea(E) — Prperm(E)|, where E is the set of sequences of queries and answers
for which the adversary will guess that F' is a balanced EM block cipher. For
any A C QA, by Lemma 1,

Proa(A) = Prperm(A) = Y (a(s.k,9) = B(3))| =

(5,k,5)€A
= Z (Ol(g,l_f,g) 75(5)) + Z Oé(g,]:},g) - Z B(g) S
(3,k,5)€A—D, (8,k,5)€AND, (5,k,5)€AND,
< D> ek -8G+ Y. aGRp+ Y. BS)
(5,k,5)€eA—D, (5,k,5)€AND, (5,k,5)€AND,



and for E¢:= QA - F

| <
< 2 eGRD-8E+ Y aGRkD+ 3

< DY JeGRD-BE+ Y. aGED+ Y. BG)

(5,k,5)€QA—D, (5,k,9)€D. (8,k,9)€D.
<2 Y |Gk -BE)|+2 >, BB <
(5,k,7)€QA—D, (5,k,9)€D.
<9 2(qr + q)qr 5 (4q + 3qr)qr _ 5 (6q + 5qr)qr
~ 2" —2(qr + q)qr 2" —qp 2" — 2(qr + q)qr
Now, since

IPrea (EC) = Prperm(E9)| = [(1 = Prem(E)) — (1 = Prperm(E))| =
= |Prem(E) — Prperm(E)|a

we get that
[Preyv(E) — Prperm(E)| =
(IPrem(E) — Prperm<E)| + [Preaw (E) — Prperm(Ec)D <

(6g + 5qr)qr
2" —2(qr + q)qr

N =

3.3 A lower bound for the advantage - Proof of Proposition 2
For the proof of Proposition 2 we need the following technical lemma

Lemma 7. Let EM := EM,rJg 72 ihy kb If 2,y € {0,1}2" such that
177 fer e

(EM(z)), = (EM(y)),,
(z® EM(z))p = (y ® EM(y)) g
then x = y.
Proof. Denote

8¢

= 7rJ2c1 (x® k1) ® ko,
= 77)%1 (y ® k1) @ ko.

<
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We have that

(EM(2))r = Zr®f2((EM(2))1)®(k3) r = (20k1) rO1(ZL) S fo(EM(2)) 1) B(k3) R

Hence
fi(@) = (x® EM(2))gr ® f2((EM(x))) ® (k1 © k3)R-

Similarly

L) =@ EM(y)r @ fa((EM(y))L) ® (k1 @ k3)r.

so since (EM(x)), = (EM(y)), and (x @ EM(x)), = (y® EM(y)), we get
that f1(Zr) = f1(gr), and then, since f; is one-to-one, that &, = gr. Now

(EM (), = &1 ® f2(¥r) ® (k3) L,

hence
f2(@r) = (EM(z))L ® 21 & (k3)L-

Similarly
f2(Ur) = (EM(y))r © gz @ (ks) 1,

so since (EM(x)), = (EM(y)), and &1, = g we get that fo(Zr) = f2(yr), and
then, since fy is one-to-one, that £z = yr. Therefore = 7, i.e.,

7r]2c1(a: Dk1) Dk = 7712“1(:‘/@ ki) @ k2
hence x = y.

O

Proof of Proposition 2. For simplicity, assume ¢p is even. Suppose that the
adversary uses the following strategy. First he takes arbitrary distinct a,b €
{0,1}™. Then he makes gr/2 queries of the form F(z * a) =7 for distinct a’s in
{0,1}"™ and qF/2 queries of the form F(y *b) =7 for distinct y’s in {0,1}™ (not
necessarily different from the x’s). The adversary will guess that F' is a random
permutation if and only if there are x and y for which (F(zxa))r = (F(y*b))r
and (F(x *a))gr ®a = (F(y *b))r ®b. The previous lemma guarantees that if
F is a BPEM then the adversary will not find such x and y. To conclude the
proof, it only remains to show that the probability that the adversary finds such
x and y is at least é . 2‘]2—%. One way to show this is to observe that by Bonferroni
inequality, this probability is at least

(qr/2)? 2(7/%)”

92n —1 (220 —1)(22" —3)
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4 A practical constructions: 256-bit cipher EM256AES

We show here a practical construction of a 256-bit block cipher based on the
2-rounds BPEM EM cipher, where the underlying permutation is AES.

Definition 5 (EM256AFES: a 256-bit block cipher). Let {1 and {3 be two
128-bit keys, selected uniformly and independently at random, from {0,1}*2%, and
let k1, ko, k3 be three 256-bit secret keys selected uniformly and independently at
random from {0,1}25%. Let the permutations fi and fa be the AES encryption
using ¢1 and lo as the AES key, respectively.

The 256-bit block cipher EM256AES is defined as the associated instantiation
of the 2-rounds BPEM cipher EMW]%1 , 7r]2¢2, ki, ko, k3.

Usage:

e /1 and Vs are determined during the setup phase, and can be made public
(e.g., sent from the sender to the receiver as an IV).
e k1, ko, k3 are selected per encryption session.

Single key EM256AES is the special case where a single value k € {0,1}%%% and
a single value £ € {0,1}128 are selected uniformly and independently at random,
and the EM256AES cipher uses ky = ko = ks =k and {1 =y = £.

Hereafter, we use the single key EM256AES. To establish security proper-
ties for FM256AFES, we make the standard assumption about AES: if a secret
key is selected (uniformly at ranomd), an adversary has negligible advantage in
distinguishing AES from a random permutation of {0, 1}!2® even after seeing a
(very) large number of plaintext-ciphertext pairs (i.e., that AES satisfies its de-
sign goals ([1], Section 4). This assumption is certainly reasonable if the number
of blocks that are encrypted with the same keys setup is limited to be much
smaller than 264. Therefore, in our context, we can consider assigning the ran-
domly selected key ¢ at setup time as an approximation for a random selection
of the two (identical here) permutations f; = f2. Under this assumption, we can
rely on the result of Theorem 4 for the security of EM256AFES.

EM?256AES efficiency: An encryption session between two parties requires
exchanging a 256-bit secret key and transmitting a 128-bit IV (= £). One key
(and IV) can be used for N blocks as long as we keep N < 264,

Computing one (256-bit) ciphertext involves 4 AES computations (with the IV
as the AES key) plus a few much cheaper XOR operations. Let us assume that
the encryption is executed on a platform that has the capability of computing
AES at some level of performance. If the EM256AFES encryption (decryption)
is done in a serial mode, we can estimate the encryption rate to be roughly half
the rate of AES (serial) computation on that platform (4 AES operations per on
256-bit block). Similarly, if the EM 256 AES encryption is done in a parallelized
mode, we can estimate the throughput to be roughly half the throughput of
AES.
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EM256AES performance: To test the actual performance of EM256AFES,
and validate our predictions, we coded an optimized implementation of
EM256AES. Its performance is reported here.

The performance was measured on an Intel Core i7-4700MQ (microarchitecture
Codename Haswell) where the enhancements (Intel Turbo Boost Technology,
Intel Hyper-Threading Technology, and Enhanced Intel Speedstep Technology)
were disabled. The code used the AES instructions (AES-NI) that are available
on such modern processors.

On this platform, we point out the following baseline: the performance of AES
(128-bit key) in a parallelized mode (CTR) is 0.63 C/B, and in a serial mode
(CBCQ) it is 4.44 cycles per byte (C/B hereafter).

The measured performance of our EM256 AE S implementation was 1.44 C/B for
the parallel mode, and 8.92 C/B for the serial mode. The measured performance
clearly matches the predictions.

It is also interesting to compare the performance of EM256 AES to another 256-
bit cipher. To this end, we prepared an implementation of Rijndael256 cipher
[4] 2. For details on how to code Rijndael256 with AES-NI, see [8]). Rijndacl256
(in ECB mode) turned out to be much slower than FM256AES, performing at
3.85 C/B.

5 Discussion

We presented here a new variation, BPEM, of the EM cipher, which is immune
against attacks that attempt to leverage any non-uniform behavior of P(z) ® .
Theorem 1 (and its variants, Theorems 2, 3, 4) implies that if BPEM cipher
is used much less than 2"/ times, the probability of distinguishing it from a
random permutation, let alone breaking it in any sense, is negligible.

One interesting feature of our EM-based construction is obtaining a 2n-bit
block size while using an n-bit permutation primitive. The computational cost of
encrypting (decrypting) one 2n-bit block is 4 evaluation of an n-bit permutation
(plus a relatively small overhead). Note that this make BEMP ready to be used in
practice, for example to define a 256-bit cipher, because “good” permutations of
{0,1}128 are available. We demonstrated the specific cipher EM256 AE'S, which
is based on AES, and confirmed its efficiency to be (only) half the performance
of AES (2.5 times faster than Rijndale256). With the standard assumption on
AES, Theorem 4 ensures that it can be used up to 2°? times with the same keys
before its outputs can be distinguished from a random permutation of {0, 1}256
with an advantage exceeding 10~¢. Changing a key/IV every 252 encryptions
does not impose a practical limitation.

A variation on the way by which BPEM is used, can make it a naturally
tweakable 2n-bit block cipher as follows. A public IV (=¢) can be associated
with each encrypted block as its unique identifier, and can therefore be viewed

2 AES is based on the Rijndael block cipher. While AES standardizes only a 128 block
size, the Rijndael definitions support both 128-bit and 256-bit blocks
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as the tweak. To randomized these IV’s; it is possible to encrypt (using k) a
block identifier such as its “address”.

The expression of the advantage Theorem 1 behaves linearly with the number
of queries to the public permutations, and quadratically with gg. This proves
the security of a protocol, described below, for using BPEM cipher where the
secret keys are changed more frequently than the public permutations. This
protocol fits well the reasonable assumption that the essential limitations on the
number of adversary queries should be on the encryption/decryption invocations,
while no limitations should be imposed on the number of queries to the public
permutations.

Protocol: choose the public permutations for a period of 14522"/% blocks, di-
vided into 2"/3 sessions of ﬁQ"/ 3 blocks. Change the secret keys every session.

This way, the relevant information on the block cipher, from a specific choice
of keys, is limited to a session, while the adversary can accumulate relevant
information from replies to the public permutations across sessions. Therefore,
qr is limited to ﬁ?"/g, while ¢ is limited to ﬁQZ”B. Theorem 1 guarantees
that this usage is secure.

We point out that the upper bound of Theorem 1 and the lower bound of
Proposition 2 leave the problem of determining the actual order of magnitude of
the adversary’s advantage widely open. Two observations indicate that Theorem
1 is not tight.

e An examination of the proof of Theorem 1 reveals that the randomness of
ko does not play any role, and it remains valid even if ko = 0. It is natural
to expect that including a random ks improve sthe security of the resulting
cipher. The choice where ko = 0 in BPEM degenerates it to a special form
of an EM cipher. In this case, the attack of Daemen [3] applies.

e The result of Bogdanov et al. [2], translated to the 2n-bit block size, shows
that the regular 2-rounds EM cipher is indistinguishable from a random
permutation of {0,1}?" even with 24"/3 queries (and this bound is tight for
an adversary with unlimited computational resources). The gap between this
number and Theorem 1 can be only partly attributed to the fact that the
regular EM construction uses permutations of {0,1}2", while BPEM uses
only permutations of {0,1}".
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