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Abstract. Security is the biggest concern in Wireless Sensor Networks (WSNs) 
especially for the ones which are deployed for military applications and 

monitoring. They are prone to various attacks which degrades the network 
performance very rapidly. Sometimes multiple attacks are launched in the 
network using hybrid anomaly. In this situation it is very difficult to find out 
which kind of anomaly is activated. In this paper, we have proposed a hybrid 
anomaly detection technique with the application of k-means clustering. The 
analysis of the network data set consists of traffic data and end to end delay data 
is performed. The data set is clustered using weka 3.6.10. After clustering, we 
get the threshold values of various network performance parameters (traffic and 

delay). These threshold values are used by the hybrid anomaly detection 
technique to detect the anomaly. During the experimentation, it has been 
observed that two types of anomalies are activated in the network causing 
misdirection and blackhole attacks.  
 
Keywords: Hybrid Anomaly, Misdirection, Blackhole, K-Means Clustering, 
Hybrid Anomaly Detection Algorithm.  

 

 

1   Introduction 
 

A Wireless Sensor Network (WSN) is a collection of densely deployed sensor nodes, 

sensing physical phenomena such as temperature and pressure. The important 

applications of WSN include environmental monitoring, personal healthcare, enemy 

monitoring and so on. Sometimes the sensitive data is communicated through an 

insecure medium.WSN can be easily attacked by enemies who cause information loss, 
along with large energy expenditure. Therefore, securing the link is important in 

designing a WSN. Sometimes hybrid anomaly (multiple anomalies) is introduced in 

the network to degrade the network performance and to trouble the attack specific 

detection mechanism. For this work, we have considered two attacks (misdirection and 

blackhole) and the analysis of network performance is done, and a data set is created. 

The clustering of data set of existing anomalies is also done, and threshold values are 

computed. The proposed technique takes these threshold values as inputs. During the 

experimentation, it has been observed that two kinds of anomalies are activated in the 

network, one is causing misdirection attack and other is causing blackhole attack. The 

proposed technique can also be applied for other anomalies with some modifications in 

traffic and delay model.  



     The rest of the paper is organized as: Section 2 contains the literature survey. The 

problem definition is discussed in section 3 along with the related terminology. The 

related terminologies are defined in section 4. The methodology and the experiment 

design are explained in section 4 and 5 respectively. The work is concluded in section 

6.  

  
 

 

2   Literature Survey  

 
In [1], authors have done a topological analysis of WSN in the presence of 

misdirection attack and an algorithm for the prediction of delay and throughput is 

proposed. In [2], an efficient technique that uses multiple deployed base stations to 

counter the impact of black holes on data transmission is proposed. In [3], a 

specification based intrusion detection system to detect blackhole attack in WSN is 

proposed. The proposed scheme tries to optimize the local information into global 

information, in order to compensate the communication pattern in network. In [4], the 
effect of blackhole attack on the performance of WSN is measured, and then a cluster 

based technique for the detection and prevention of blackhole attack is proposed. In 

[5], few key design principles related to the development of anomaly detection 

techniques in WSNs are discussed. The analysis and comparisons of the approaches 

that belong to a similar technique category are also represented. 

In [6], a non parametric approach for traffic classification is proposed. The 

performance of classification can be improved by correlating the information during 

the classification. During the experimentation, it has been observed that the 

performance of traffic classification can be improved effectively by the proposed 

scheme (also under few training samples). A novel classification scheme of network 

traffic is presented in [7]. It can improve the performance of classification having few 

training samples, which is also proved by the help of experimentations. In [8], KNN-
based anomaly detection (AD) scheme is proposed, in which hyper grid intuition 

based approach is applied. The computational complexity is reduced by redefining 

anomalies from hypersphere detection region to hypercube detection region. During 

the experimentations, it has been observed that the proposed method is effective and 

robust and can be applied without any human intervention in WSN applications. In 

[9], a hybrid detection framework that depends on data mining classification and 

clustering techniques is proposed. Random forests classification algorithm is used, in 

order to detect misuse by building intrusion patterns from training dataset. These 

patterns are then matched with network connections to detect network intrusions. K-

means clustering algorithm is used to detect novel intrusions by clustering the 

network connections for anomaly detection. In [10], anomaly traffic detection system 
based on the entropy of network features and support vector machine (SVM) are 

compared.  A hybrid technique, a combination of both entropy of network features 

and SVM is compared with the individual methods.  

In [11], hybrid anomaly-based intrusion detection method is proposed that uses two 

methods. These methods are trained in supervised way. The authors have used 

following additional techniques to improve the performance of proposed approach: 

First, a feature selection technique using the entropy of features is used for extracting 



optimized information from KDD data set and second, a novel method is proposed to 

combine the results of these two learning based methods. In [12], the attempt has been 

made to apply hybrid learning approach by combining k-Medoids based clustering 

technique followed by Naive Bayes classification technique. Because of the fact that 

k-Medoids clustering techniques represent the real world scenario of data distribution, 

the proposed enhanced approach will group the whole data into corresponding 

clusters more accurately than k-Means such that it results in a better classification. An 

experiment is carried out in order to evaluate performance, accuracy, detection rate 
and false positive rate of the classification scheme. In [13], a new framework based 

on a hybrid intrusion detection system for known and unknown attacks in an efficient 

way has been proposed. This frame work has the ability to detect intrusion in real 

time environment from the link layer. In [14], a hybrid IDS is proposed which uses 

the signature and anomaly information together. The proposed algorithm first explore 

those traffic features, which are changing during an intrusion activity and then based 

on a predefined threshold value the most prominent features related to attack are 

identified. These features are included in snort rule set to detect the anomalous traffic. 

This anomaly detection process is combined with existing signature of snort to 

produce the better detection. 

The extended partitioning based k-means clustering technique is presented in [15]. 

It performs clustering when number of clusters and number of objects are increased. 
So it can be applied to dynamic database where the data changes frequently. This 

method can also be applied for clustering of large multidimensional dataset. In [16], 

intrusion detection system associated with high false alarm with moderate accuracy 

and detection rates is proposed. To overcome this problem the authors have proposed, 

a hybrid learning approach through the combination of k-means clustering and naive 

bayes classification. The proposed approach is used to cluster all data into the 

corresponding group before applying a classifier for classification purpose. In [17], 

the study of intrusion detection for wireless industrial sensor networks is done and 

then classification is performed. The selection of better methodologies against various 

intrusions is also done. In [18], a new hybrid intrusion detection system (HIDS) 

design principles and evaluation results are reported. This hybrid system has the 
advantages of low false-positive rate of signature-based intrusion detection system 

(IDS), and the ability of anomaly detection system (ADS) to detect novel unknown 

attacks.  

     Hybrid anomaly (presence of more than one attacker) can be easily introduced 

in the network, which can degrade the performance of WSN very rapidly. So the 

detection of hybrid anomalies has become important. During literature survey we 

have not found any clustering based solution for the detection of hybrid anomaly of 

WSN. If we apply, k-means clustering our task becomes easy because it can give us 

the threshold values of various network parameters, which can be further used by the 

hybrid anomaly detection technique. So this work is missing in previous work done 

by the various authors.  
 

3     Problem Definition and Related Terminology 

 
The wireless sensor network is prone to various attacks so the confidential information 

can be leaked or altered. When attack happens, in the network the performance 



degrades i. e. increased end-to-end delay and decreased network throughput. So the 

information cannot reach to the destination within time. Sometimes multiple attacks 

are launched in the network to degrade the performance and to trouble the attack 

specific detection mechanism. In this situation, it becomes very crucial to find out 

which kind of anomaly is activated in the network. In this paper, we have proposed a 

hybrid anomaly detection technique using k-means clustering. The analysis of the 
network data set consists of traffic data and end to end delay data is performed. The 

data set is clustered using weka 3.6.10 and threshold values of parameters (end-to-end 

delay and traffic received) are computed. The computed threshold values are input for 

proposed hybrid anomaly detection technique.  

     The following are the related terms used in this paper: 
 

3.1 Misdirection Attack 

 

In misdirection attack the attacker routes the packet from its children to other distant 

nodes but not necessarily to its legitimate parent. This produces long delay in packet 
delivery and decreases the throughput of the network. The packets reach to the 

destination but from a different route which further produces long delay, thus 

decreasing the throughput of network. 

 

3.2 Blackhole Attack 

 

Blackhole attack occurs when an intruder captures and re-programs a set of nodes in 

the network to block the packets they receive, instead of forwarding them towards the 

base station. As a result any information that enters in the black hole region is 

captured. Black hole attacks are easy to constitute and they are capable of 

undermining network effectiveness by partitioning the network such that important 
event information do not reach the base stations. The network performance 

parameters i.e. throughput and end to end delay are affected in the presence of 

blackhole nodes.  

 

3.3 Clustering  

 

Clustering basically is the task in which the data points are divided into homogenous 

classes or clusters. Homogeneous means that they are similar. Items present within 

the same class are as much as similar. Thus this process can also be referred as 

Grouping. 

 

K- Means Clustering 
      

K-means was first used by MacQueen in 1967 is one of the simplest clustering 

method comes under unsupervised learning algorithms used to solve the well known 

clustering problem. It follows a simple and easy way to classify a given data set 

through a certain number of clusters (i.e. k clusters) fixed a priori.  

K- Means clustering comes under the category of partitioning method in which a 

partition of a database D of n objects is done into a set of k clusters. Given a k, the 



main task is of finding a partition of k clusters that optimizes the chosen partitioning 

criterion. That’s why we have preferred k-means clustering for this work. 

     The input to this algorithm is k and task is to partition a set of n objects into k 

clusters so that the resulting intra cluster similarity is high but the inter cluster 

similarity is low. Cluster similarity is measured in regards to the mean value of the 

object in a cluster, which can be viewed as the cluster’s centroid or center of gravity. 

The algorithm has following steps: 

 We place k points into the space represented by the objects that are being 
clustered. Initial group centroids are represented by these points. 

 Assign each object to the group that has the closest centroid. 

 After the assignment of all objects, recalculate the positions of the k 

centroids. 

 Repeat Steps 2 and 3 until the centroids no longer move. 

 

4     Methodology  
 

A wireless sensor network, under normal flow and under attack is simulated. The 

results of the simulation are traffic data and end to end delay data, are clustered using 

weka. The k-means clustering technique is used, in computing the clusters of traffic 

and delay data, and threshold values for various performance parameters are 

calculated. Then these threshold values are used by hybrid anomaly detection 

technique, in order to find out the presented anomalies. Two type of analysis are done, 

one is using the traffic data, where we find the threshold values for blackhole nodes 
and second one is done using delay data, where we get the threshold values for 

misdirection nodes.  

     The two kinds of data traffic is used i.e. traffic sent and traffic received. In traffic 

sent analysis, we have detected Blackhole nodes. The traffic received analysis, helps 

to find the nodes working in collaboration with misdirection attackers, as they would 

have high value of traffic received under attack. The nodes with high delay are 

misdirection attacker nodes. To check which node is working in collaboration with 

which misdirection attacker node, we have to check the communication range of 
nodes. If a node is in the communication range, then it can work in collaboration with 

that misdirection attacker node, otherwise the collaboration is not possible.  



 
Fig. 1.  Proposed Work 

 

Figure 1 depicts the process of proposed work. 
 

4.1 Mathematical Model 

 

For the proposed hybrid anomaly detection scheme, we have developed following 

mathematical model.  

 

Traffic Model 

 

Traffic Sent 

 
If a node is a blackhole node, then traffic sent under attack must be zero. Otherwise 

under normal flow it has some finite value: 

Tr sent =0, under blackhole attack 

Tr sent = some finite value, under normal flow 

 

Traffic Received 

 

If a node is working correctly, then it receives traffic less than the calculated threshold 

value. 

     Suppose for a node the traffic received threshold value is x, then under normal 

flow it is equal to or less than this value. 

 
Tr received <=x, under normal flow 

Tr received > x, under misdirection attack, if a node is working in collaboration with 

misdirection attacker node. 



 

In this case traffic received for a node is the sum of its own traffic and traffic send 

by a misdirection attacker node. Suppose A is that node and B is misdirection attacker 

node, then traffic received will be: 

 

Tr A received = Tr A received +  Tr B received (Traffic received at node A under misdirection 

attack) 

 

Delay Model 

 

In the presence of misdirection attack the delay is increased at some nodes. 

 

 
Fig. 2.  Traffic flow under hybrid anomaly 

 

Figure 2 shows traffic flow under hybrid anomaly. Suppose there are six nodes (R1, 

R2, R3, R4, R5 and R6) and a base station (BS) in the network, two of them are 

misdirection attacker nodes (MA1 and MA2) and two are blackhole attacker nodes 

(BH1 and BH2).  

Under normal flow, let say T1 and T2 are delays for R1 (MA1) and R2 (MA2). If 

misdirection attack happens, then delay increases let say it becomes T1' and T2' for 

MA1 and MA2 respectively. 

 

T1'=T14+ t4 

 

Packets take T14 time from R1 to R4 and t4 time from R4 to base station (BS). 

 
T2'=T26+ t6 

 

Packets take T26 time from R2 to R6 and t6 time from R6 to base station (BS). 

 

So under misdirection attack: 

T1'> T1 

T2'> T2 

 

4.2 Hybrid Anomaly Detection Algorithm 

 
The proposed hybrid anomaly detection algorithm is given below: 



 

// Tr sent is traffic sent by a node 

// bttry_rem_node[i] is remaining battery backup of node 

// T[i] is a time taken by a node in packet transmission to base 

// T[i]_thrsh is the threshold value of time taken by a node in packet transmission   

to the base also includes time window utilizes in case of network congestion 

// Tr received traffic received by a node 

// Xj  threshold value of traffic received by a node 
// dij communication range distance between node i and node j 

//2R limit of communication range of node i and node j 

hybrid_ anomaly_ detection_ algorithm ( ) 

{ 

      At each intermediate node 

      for i:=1 to n 

      blackhole _node_ detection ( ) 

          { 

           At Node i 

  if  (Tr sent :=0) then 

       battery _remaining ( ) /* Used to check remaining battery backup at a 
       node*/  

           { 

                 if  (bttry_rem_node[i]:=0) then  

          Node [i] failure 

     otherwise 

          Node [i] is a blackhole attacker node  

           } 

   otherwise 

        No intruder 

            } 

       misdirection _node _detection ( ) 

           { 
           At Node i 

                if (T[i]>T[i]_thrsh) then 

        Node [i] is a misdirection attacker node 

             comm _range ( ) /* Used to check the communication range of a 

    node*/ 

                  {  

           if (dij < 2R) then 

                if (Tr received >Xj ) then 

        Node[ j] is working in collaboration with node [i] 

    otherwise 

         continue for other neighbor nodes 
           otherwise  

                Node[j] and Node[i] are not in communication range 

      } 

     otherwise 

          No intruder 



            } 

} 

 

5     Experiment Design and Results 
 

5.1 Network Simulation Design 

  

A wireless sensor network using opnet modeler is simulated and a dataset is created. 

Opnet tool has facility to export the data into some formats i.e. MS Excel. The data 

sheet of MS Excel is converted into .CSV format which is supported in weka. Then 

clustering is done using weka and threshold values of various parameters are 
computed.  

The simulation scenario consists of 18 sensor nodes. 

Fig. 3.  Network Scenario under normal flow 

 

 

 

 

 

 

 

 

 



 

Fig. 4.  Network Scenario under attack 

In figure 3, we have used 18 sensor nodes and build a scenario without any attacker 

showing a normal flow of traffic. In figure 4, we have used 18 sensor nodes and build 

a scenario with different attackers. R1, R2, R3 and R5 are attacker nodes. The various 
design parameters are listed in Table 1. 

 Experiment Design Parameters 

 
Table 1. Common Parameters used in experimentation 

 

Parameter Value 

Network simulation Tool Opnet  

Area 500x500 met  

Network 
Size  

Normal Flow 

18 Sensor Nodes 

06 Routers with normal flow 

01 Coordinator 

Attacking 
Scenario 

12 Sensor Nodes 

02 Routers with normal flow  

04 Router (attacker) 

01 Coordinator 

Topologies Tree 

Simulation Time 60 Minutes 

Packet Size (bits) Constant (1024) 

Clustering Tool Weka 3.6.10 

Clustering Technique Simple K-Means 

Clustering Data Set 

Traffic sent 

Traffic received 

End to end delay 

Maximum instances 600 

 

5.2 Results 

     The clustering is done using Weka and the following results are obtained: 

 



 
 

Fig. 5.  Computed clusters of traffic sent under normal flow 
 

Six clusters are obtained as shown in figure 4. All clusters are at the same level. 
 

Table 5. Traffic sent under normal flow 
 

Attribute  Cluster# 

0 1 2 3 4 5 

Traffic 

Sent 

(bps) 

1018.31 1018.31 1018.31 1018.31 1018.31 1018.31 

Class R1 R2 R3 R4 R5 R6 

 

Table 5 is drawn on the basis of clustering results, we can see that the value of 

traffic sent is same for all nodes (R1, R2, - - - - R6). So the threshold value of traffic 
sent is 1018.31 bps for all nodes. 

 



 
 

Fig. 6.  Computed clusters of traffic sent under attack 
 

Six clusters are obtained as shown in figure 6. Four clusters are at the same level 
and two clusters are at same level having almost zero value of traffic sent. 

 
Table 3. Traffic sent under attack 

 

Attribute  Cluster# 

0 1 2 3 4 5 

Traffic 

Sent 

(bps) 

1018.31 1018.31 0.00 1018.31 0.00 1018.31 

Class R1 R2 R3 R4 R5 R6 

 

Table 3 is drawn on the basis of clustering results, we can see that the value of 

traffic sent is 1018.31bps for R1, R2, R4 and R6 and 0.00 bps for R3, R5. But the 

threshold value of traffic sent for R3 and R5 is 1018.31 bps, so R3 and R5 nodes are 

detected as blackhole nodes. 
 



 
 

Fig. 7.  Computed clusters for traffic received under normal flow 

 

Six different clusters are formed as shown in figure 7. 
 

Table 4. Traffic received under normal flow 
 

Attribute  Cluster# 

0 1 2 3 4 5 

Traffic 

received 

(bps) 

1868.80 1872.21 1839.22 2896.78 1867.66 2849.56 

Class R1 R2 R3 R4 R5 R6 

 

Table 4 is drawn on the basis of clustering results again six different clusters are 

formed. The computed threshold values of traffic received for R1, R2, R3, R4, R5 and 

R6 are 1868.80, 1872.21, 1839.22, 2896.78, 1867.66 and 2849.56 bps respectively. 

 

 
 

Fig. 8.  Computed clusters for traffic received under attack 



 

Six different clusters are formed as shown in figure 8. 

 
Table 5. Traffic received under attack 

 

Attribute  Cluster# 

0 1 2 3 4 5 

Traffic 

received 

(bps) 

1868.80 1872.21 1839.22 3848.25 1867.66 3822.93 

Class R1 R2 R3 R4 R5 R6 

 

Table 5 is drawn on the basis of clustering results again six different clusters are 

formed, two of them are having higher value of traffic received. The traffic received 

at R4 and R6 are 3848.25 and 3822.93 bps respectively which are very high as 

compared to the normal threshold values i.e. 2896.78 and 2849.56 bps respectively. 

Thus R4 and R6 are detected as the nodes working in collaboration with misdirection 

attacker nodes. 

 

 
 

Fig. 9.  Computed clusters for end-to-end delay under normal flow 

 

Six different clusters are formed as shown in figure 9. 

 
Table 6. End to end delay under normal flow 

 

Attribute  Cluster# 

0 1 2 3 4 5 

End to 

end 

delay 

(ms) 

19.09 24.56 13.92 20.37 10.01 14.73 

Class R1 R2 R3 R4 R5 R6 

 



Table 6 is drawn on the basis of clustering results; the six different clusters are 

formed. The computed threshold values of delay for R1, R2, R3, R4, R5 and R6 are 

19.09, 24.56, 13.92, 20.37, 10.01 and 14.73 ms respectively. 

 

 
 

Fig. 10.  Computed clusters for end to end delay under attack 

 

Six different clusters are formed as shown in figure 10. 

 
Table 7. End to end delay under attack 

 

Attribute  Cluster# 

0 1 2 3 4 5 

End to 

end 

delay 

(ms) 

31.01 29.59 13.92 20.37 10.01 14.73 

Class R1 R2 R3 R4 R5 R6 

 

Table 7 is drawn on the basis of clustering results; six different clusters are formed. 

The normal threshold values of end to end delay for R1 and R2 are 19.09 ms and 

24.56 ms respectively. These values are very less as compared to 31.01and 29.59 ms 

obtained in this case. Thus R1 and R2 are detected as misdirection attacker nodes. 

Since R4 is nearer to R1 and R6 is nearer to R2, so R4 is the misdirection 

collaborating node of R1 (MA1) and R6 is the misdirection collaborating node of R2 

(MA2) 

 

5.3 Key Findings 

 

During the experimentation following observations are made: 

 R1 and R2 are detected as misdirection attacker nodes and nodes R4 and R6 are 
working in collaboration with these nodes. R1 misdirects traffic to R4 and R2 to 

R6 (Refer Table 5 and 7). 



 Nodes R3 and R5 are blackhole attacker nodes (Refer Table 3). 

 So two types of anomalies (hybrid anomaly) first misdirection attacker nodes and 

second blackhole attacker nodes are detected successfully. 

 

6     Conclusion 
 

The proposed technique is capable to detect hybrid anomaly exists in the wireless 

sensor network. The described method is capable of finding the blackhole nodes and 

misdirection nodes just by the analysis of two types of network performance 

parameters i.e. traffic data and end to end delay data. Blackhole nodes are the ones 

who don’t forward the traffic and absorb all the packets reaching them. Thus their 

detection is done by comparing the traffic sent values which are generally zero for 

them. Misdirection nodes misdirect the traffic thus increasing the delay values 

sometime making it infinite also, these nodes are detected using end to end delay 

parameter values. During the experimentation, it has been observed that, the 
introduced hybrid anomaly is detected successfully by the proposed scheme.  

This work can be extended further by adding more anomalies like sink hole, gray 

hole and other attacks in the network. 
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