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Abstract

A simple and practical hashing scheme based on Cyclic Redundancy Check (CRC) is presented. Similarly to
previously proposed cryptographically secure CRCs, the presented one detects both, random and malicious, errors
without increasing bandwidth. However, we use a product of irreducible polynomials instead of a single irreducible
polynomial for generating the CRC. This is an advantage since smaller irreducible polynomials are easier to compute.
The price we pay is that the probability that two different messages map into the same CRC increases. We provide a
detailed quantitative analysis of the achieved security as a function of message and CRC sizes. The presented method

seems to be particularly attractive for the authentication of short messages.
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I. INTRODUCTION

Cyclic Redundancy Checks (CRCs) are widely used for detecting random errors in data communication and
storage [1]. Examples of common CRCs are:

¢ CRC-16-CDMA2000 is used in 3G mobile networks,

o CRC-CCITT is used in Bluetooth,

¢ CRC-32 is used in Ethernet, HDLC protocols,

e CRC-40-GSM is used in GSM control channel,

where CRC-n denotes a CRC with the the generator polynomial of degree n.

To perform the CRC encoding [2], the message polynomial, M(x), is first multiplied by x”, where n is the degree
of the generator polynomial, p(x). Then the result is divided modulo the generator polynomial p(x). The coefficients
of the result

r(x) = M(x)-x" mod p(x)



constitute the check bits of the CRC. These check bits are added to the message to form the CRC codeword:
M(x)-x"® r(x)

where ”®” is the XOR operation.

The CRC decoding is typically done by dividing the received message modulo the generator polynomial p(x) and
comparing the coefficients of the resulting remainder with the received CRC check bits. A disagreement indicates
an error. A CRC with the generator polynomial of degree n detects all burst' errors of length n or less [3]. The
CRC encoding and decoding can be efficiently implemented using a Linear Feedback Shift Register (LFSR) [4]
with p(x) as a connection polynomial.

Traditional CRC techniques are suitable for detecting random errors. However, these techniques can easily be
defeated by a malicious adversary. Since an adversary knows which generator polynomial is used by a CRC, he/she
may easily craft an error so that the reminder after the division of the erroneous message by the generator polynomial
is the same as the CRC check bits. For example, an adversary may add to the original message M(x) an error e(x)
which is a multiple of the generator polynomial p(x). Since e(x) mod p(x) =0, such an error is not be detected by
the CRC. Or, in another example, an adversary may replace the original message M(x) by another message M’ (x),
then encode M’(x) as usual into the codeword M’ (x)-x" & r(x), where r(x) = M'(x)-x" mod p(x), and then submit
it. The receiver will be unable to distinguish the codeword received from an adversary from a codeword received
from a legitimate sender.

Using the CRC also as a basis for message authentication is very attractive since we save bandwidth and
computational resources. Adding other authentication mechanism, e.g. HMAC [5], on the top of the traditional
CRC requires message expansion and a separate encoding/decoding engine.

Using the CRC also as a basis for message authentication is very attractive. Obviously, authentication can
be implemented by adding one of the existing authentication mechanisms, e.g. n-bit HMAC [5], on the top
of the traditional n-bit CRC. However, such an approach requires message expansion by n bits and a separate
encoding/decoding engine. On the other hand, if we simply replace an n-bit CRC with an n-bit HMAC, then
the guarantee on the detection of all burst errors of length n or less is lost. Only in the case when we use a
cryptographically secure n-bit CRC, we achieve security without sacrificing error-detection capabilities, with no
loss of bandwidth, and with only an insignificant increase in computational resources.

Indeed, a type of cryptographically secure CRC was proposed by Krawczyk in [6]. It requires an irreducible
polynomial of degree n to generate an authentication tag. The basic idea is to let the CRC polynomial be a secret
which is known only to the sender and the receiver. This works well from the security point of view. However, a
drawback is that it is not straightforward to find random irreducible polynomials. A given secret key of size, say
128 bits, should be efficiently turned into an irreducible polynomial of degree, say 32. Testing for irreducibility

takes time and resources.

YA burst error is an error affecting adjacent bits.



The key advantage of the cryptographically secure CRCs presented in this paper is that, instead of using a single
irreducible polynomial of degree n, we use a product of k irreducible polynomials whose degrees sum up to n.
Since the number of irreducible polynomials of degree n grows exponentially with n, it is considerably easier to
compute smaller irreducible polynomials. Computation of irreducible polynomials can be done either by choosing a
random polynomial and running a test for irreducibility (whose time complexity is Q(n’) bit operations [7]) or by
keeping a database of irreducible polynomials. The most popular CRC size is n = 32 and the number of irreducible
polynomials of degree 32 is 134.215.680 ~ 2?7. In contract, the number of irreducible polynomials of degree 16
is only 4080. Therefore, for many applications, a database of irreducible polynomials of degree 16 is acceptable
while a database of irreducible polynomials of degree 32 is too large.

To the best of our knowledge, no cryptographic CRC based on reducible polynomials has been proposed so
far. The reason for this might be that it is necessary to analyze the security level obtained. This task is quite
straightforward if the CRC generator polynomial is irreducible. However, in the general case, it becomes rather
formidable. Details of our analysis will be appreciated by reading the Section VI.

The paper is organized as follows. Section II describes previous work. In Section III, we briefly review properties
of hash functions which are used in the proof of the main result. In Section IV, we introduce the new family of
hash functions. Section V analyses error-detecting capabilities of the presented hash functions. In Section VI, we

make the security analysis. Section VII concludes the paper.

II. RELATED WORK

Cryptographic hash functions have been extensively studied in the past, see Preneel [8] for an excellent survey.
Message Authentication Codes (MACs) have also been thoroughly investigated, see Simmons for a comprehensive
review [9]. Security of several types of MACs have been formally evaluated, including HMAC [10], CBC-MAC [11]
and XOR-MAC [12].

Unconditionally secure message authentication codes were pioneered by Gilbert et. al. [13] and the theoretical
basis was laid by Simmons [14]. The idea of constructing authentication codes through hash functions belongs to
Carter and Wegman [15]. They were first to show how to combine hash functions with one-time pads in order
to construct strong and efficient authentication algorithms. Their approach was further investigated and refined by
Brassed [16], Desmond [17] and Krawczyk [6].

Stinson introduced a formal definition of “almost strongly universal hash families” [18] which made possible
considerably reducing the key length of unconditionally secure MACs. For more details on universal hashing, see
his influential paper [19]. Black et al. described how universal hash families can be applied to construct efficient
computationally secure MACs, e.g. UMAC [20].

A number of methods for cryptographic checksums and MACs based on stream ciphers were proposed, including
Lai et. al. [21], Taylor [22], Johansson [23] and [24]. In these methods, a new representative of a hash family is

generated for each message by using the pseudo-random generator of a stream cipher. In our case, as well as in



the case of [6], the same hash function can be re-used for multiple messages. Only the random pad which is used
for encrypting the hash values has to be updated for each message.

Rabin [25] first proposed the use of CRCs in the cryptographic context, namely for fingerprinting information
(where the fingerprint is kept secret). However, his construction does not shift the message by n bit positions
before the polynomial division. For this reason, it is nonsecure for message authentication even if the fingerprint
is encrypted using a perfect one-time pad. For example, if we complement some of the n least significant bits of
the message as well as the corresponding bits in the encrypted authentication tag, such a modification will not be
detected by the fingerprint [6].

Krawczyk [6] has shown that, if the multiplication by x" factor is added to Rabin’s scheme [25], then the
scheme becomes secure for message authentication provided that the tag is encrypted using one-time pad. He has
also presented another interesting family of hash functions employing Toeplitz hashing where the columns of the
matrix are formed from the consecutive states on an LFSR [6]. Such a construction has a bit lower hashing and
authentication strength as the construction based on a random matrix, but its implementation cost is considerably
smaller.

Apart from using CRCs in cryptographic context, there is another line of work focusing on message authentication
codes capable of detecting, correcting or tolerating random errors [26]-[29]. MACs based on BCH and Reed-
Solomon error-correcting codes have been presented in [26]. Several classes of approximate MACs designed of
tolerate a small number of errors in a message have been developed, including [28], [29]. The idea of re-using
a cryptographic MAC for detecting random errors in resource-constrained applications, such as Wireless Sensor

Networks (WSN), has been proposed in [27].

III. PRELIMINARIES

In this section we briefly review properties of hash functions from [6] which are needed for the proof of the
main result. The reader familiar with the terminology can skip this session.

Throughout the paper, we associate each n-bit binary string p € {0,1}" with a polynomial p(x) over the Galois
Field of the order 2, GF(2), so that the coefficients of p(x) correspond to the bits of p. By deg(p(x)) we denote
the degree of the polynomial p(x).

Definition 1: [6] A family of hash functions H is ®-linear if, for all messages M| and M, for all h € H, we
have h(M| ® M) = h(M1) © h(M3).

Definition 2: [6] A family of hash functions H is €-balanced if, for any non-zero m-bit message M and for
any m-bit string z,

Vh e H,Prlh(M) =z] <&,

where the probability is taken over & chosen uniformly at random from the family H.
Definition 3: [6] A family of hash functions is €-opt-secure if, for any message M, no adversary can generate
another message M’ with a valid authentication tag with probability larger than € when the tag is computed as

h(M’) for a randomly chosen .



Theorem 1: [6] A necessary and sufficient condition for a family H of hash functions to be €-opt-secure is
that
VM| # M, Vz € {O, 1}m7Vh S H,Pr[h(Ml) @h(Mg) = Z] <e.

Theorem 2: [6] If H is @-linear, then H is €-opt-secure if and only if H is e-balanced.

IV. DEFINITION OF CRYPTOGRAPHICALLY SECURE CRC

Let p(x) be a polynomial of degree n > 1 over GF(2) of type

p(x) = p1(x)-pa(x) ... pi(x) (1)

where k > 1 and each p;(x) is an irreducible polynomial of degree deg(p;) > 1 with a non-zero constant term?.
Furthermore, for each pair (i, j) € {1,2,...,k}? it holds that either deg(p;) # deg(p;) or deg(p;) = deg(p;).

In other words, the factorization of p(x) into irreducible polynomial gives us either all factors or equal degree,
or all factors or different degrees. The case of mixed degrees, i.e. p(x) = (x> +x+ 1)(x> +x4+ 1) (x> +x>+ 1), is
not covered.

We define a family H,,, of cryptographically secure CRC hash functions as follows.

Definition 4: For any m-bit message M and for each p(x) of type (1), a hash function h,(M) is defined as
hy(M) =M (x)-x" mod p(x).

The family H,, , is defined to consist of the set of all such functions, i.e. each p(x) defines one member of the
family H,, p.

The hash functions defined above can be used for secure authentication of messages as follows. In order to
compute a message authentication tag, a generator polynomial p(x) is drawn randomly from the set of all possible
polynomials of degree n over GF(2) of type (1) and an n-bit random pad s is selected. The authentication tag ¢ is
computed as

t=h,(M)®s.

The addition of the random pad s is required in order to convert the linear CRC operation in Definition 4 to
an affine one. Without such a modification, CRC of an all-zero message would always be 0, independently of the

generator polynomial p(x), enabling an attacker to inject all-zero messages.

V. ANALYSIS OF ERROR-DETECTING CAPABILITIES

It is well-known that a CRC based on an irreducible generator polynomial of degree n > 1 detects all burst errors
of length n or less [3]. Next, we show that a cryptographically secure CRC based on a generator polynomial p(x)

of type (1) detects the same type of errors as well.

2Note that in GF(2) the exist only one irreducible polynomial which does not have a non-zero constant term, namely the polynomial x.



Theorem 3: A CRC based on a generator polynomial p(x) of type (1) detects the same type of burst errors as a
CRC based on an irreducible generator polynomial of degree equal to deg(p(x)).
Proof: A CRC based on any generator polynomial p(x) detects all errors except those which are a multiple of p(x).
If p(x) is of type (1), then all its factors are polynomials with a non-zero constant term.

Let M be an m-bit message and let the CRC check bits be computed according to the Definition 4. Any k-bit

burst error, 0 < k < n, can be described by a polynomial of type
b(x) =x' -a(x)

where

a(x) =xX"""lo g, oxel,

forie€{0,1,...,k—1} and j€{0,1,...,m+i}. The polynomial b(x) is a multiple of p(x) if and only if all factors
of p(x) are factors of b(x) as well.

Since the degree of p(x) is larger than the degree of a(x) by at least 1, p(x) # a(x). Therefore, to be a multiple
of b(x), p(x) must be of type p(x) = a(x)-c(x), where ¢(x) is a polynomial with a non-zero constant term of degree
at least 1.

However, since either all other factors of b(x) except a(x) have a zero constant term (case j > 0), or b(x) = a(x)
(case j=0), c(x) cannot be a factor of b(x). Thus a CRC based on a generator polynomial p(x) of degree n of

type (1) can detect all burst errors on length n or less.

a

To summarize, by making the traditional CRC cryptographically secure we do not sacrifice its capabilities to
detect burst errors, which are a dominant type of errors in data communication and storage [1]. Note, however,
that two n-bit CRCs based on different generator polynomials of degree n may have different capabilities for
detecting multiple errors in non-adjacent bits. As for any error-detecting code, these capabilities are related to the
code distance (minimal Hamming distance between any pair of codewords). Two different generator polynomials
of degree n may result in codes with different code distances [30]. This applies to any CRC which uses variable

generator polynomials, including the presented CRC and the CRC of Krawczyk [6].

VI. SECURITY ANALYSIS

In this section, we turn to the main task of analyzing the security of the new family of hash functions. We
assume a typical setting in which the sender and the receiver transmit messages over an unreliable channel where
messages can be maliciously modified [31]. The sender and the receiver share a secret key which is unknown to
the adversary.

It is assumed that an adversary breaks the authentication if, after observing the message M and the tag ¢, he/she
can find M’ and ¢’ such that M" # M and ¢ = h,(M') @ s. It is also assumed that the adversary knows the family

H,,, of hash functions, but not the particular hash function /, and the encryption pad s € {0,1}".



The analysis is carried out by analyzing the distribution of CRCs over all messages of a given length. Note that
we make a worst-case analysis, i.e. we assume that an adversary will try to maximize his/her chances to produce a
”faked” CRC by choosing messages that maximize the success probability. Thus the adversary’s success probability
depends on the maximum probability that two different messages has the same CRC since this means that an
adversary can replace one message with another without being detected.

The following Theorem shows that no adversary can succeed in breaking the authentication based on the presented
CRC with the probability larger than € where € is given by (2).

Theorem 4: For any values of n and m, the family of hash functions given by Definition 4 is €-opt-secure where

o (min)
-  n—k

2
Proof: By Theorem 2, if a family of hash function is @-linear, then it is e-opt-secure if and only if it is €-balanced.
Clearly, the family of hash functions specified by Definition 4 is @-linear because the division modulo a polynomial
is a linear operation. Next, we show that this family is also e-balanced.

On one hand, we observe that for any polynomial p(x) of degree n, any non-zero m-bit message M and any n-bit
string z, h,(M) = z if and only if M(x)-x" mod p(x) = z(x). On the other hand, M(x) -x" mod p(x) = z(x) if and
only if p(x) evenly divides M(x) - x" & z(x).

Let g(x) = M(x) - x" @ z(x). Obviously, g(x) is a non-zero polynomial of degree not larger than m+n and p(x)
is a polynomial of degree n which evenly divides g(x).

Let p(x) be of type (1). In the sequel, we use n; to denote the degree of the polynomials p; in (1), for all
i€{l,2,...,k}, and I, to denote the number of irreducible polynomials of degree n;.

Case 1: Let n; #n; for all i, j € {1,2,...,k}.

Because of the unique factorization property, g(x) can contain no more than

k
m+n_2j:1,j¢i”j . m-+n;

n; n;
irreducible factors of degree n;, for each i € {1,2,...,k}. Therefore, if n; # n; for all i, j € {1,2,...,k}, the number

of hash functions in the family H,,, which map M into z is less than:

m—+n m+np mn (m+n)k
ni np ny _nl-nz-...-nk'

On the other hand, there are I, - Iy, - .. .1, ways to construct p(x). Since there are

2n71
<1
n
irreducible polynomials of degree n, we get
2n—k
nl-nz-...-nkSInl.Inz Ink'

So, the collision probability is at most

Pr[p(x) divides g(x)] < ———.



Case 2: Let n; =n; for all i,j € {1,2,...,k}. We have deg(p;) = deg(p)/k.

There are
kon /k—1
n

< In/ k
irreducible polynomials of degree n/k. Our solution space is therefore larger than

Ni+k—1 (Ni+k—1)-(N; +k—=2)-...-N >N{<

X k! ~ & ®

n/k—1
where N| = k2 TR

On the other hand, there are at most N = (m+n)/(n/k) = k(m+n)/n irreducible factors of g(x) each of degree
n/k. All distinct k-tuples of them produce a reducible polynomial of degree n. So, the number of hash functions in
the family H,,, which map M into z is at most:

N\ Ny (Na=1)- (N —k+1) <N7§
[ k! Tk

On the other hand, the number of elements in this family is bounded by (3). Thus the collision probability is at

most

. (D (metn)t
Pr[p('x) divides g(X)] S (kzn/kfl )k = ( 2}17]()

a

Next, we derive a tighter bound on the collision probability for the case when the generator polynomial is a
product of two irreducible polynomials.
Lemma 1: If k=2, then € in Theorem 4 is given by

< (ern)2 if d d
e< if deg(p1) # deg(p2)

2 2_ .
e < % if deg(p1) = deg(p2).

Proof: Let deg(p)) =n;. Then deg(p2) =n—njy.
Suppose that g(x) contains r irreducible factors of degree n —n;. Then, because of the unique factorization

property, g(x) contains at most
(m+n)—r(n—n;)
n

irreducible factors of degree n;. There are

r((m+n)—r(n—n)) = n—mn 'r2+m+n'
ny B ni ni

r

distinct pairs of these factors and each pair will produce a distinct reducible polynomial of degree n. To find what
is the largest number of hash functions in the family H,,, which map M into z, we need to find which choice of r
maximizes the value of the quadratic function

n—n m-+n
ar* +br=— L2t Ry

r=0. “4)
nj ny



This can be done by finding the x-coordinate of the vertex (maximum point) of the parabola representing the

function (4). It is known that x-coordinate of the vertex is located at the point —b/2a, which is in our case

m-+n
r=——.
2(n—ny)
So, the value of the quadratic function is maximized if g(x) contains 2(’23’[’1) irreducible polynomials of degree
n—n; and .
(m+n)— 55 - (n—m) _m+n
ni o 2711
irreducible polynomials of degree n;.
Suppose that
m+n
—— <1, —n
20n—ny) — "M
and
m-+n
— <.
2np — n

Then, if n; # n/2, the largest number of hash functions in the family H,,, which map M into z is given by

m+n  m+n_ (m+n)?
2(n—ny) 2n;  dn(n—ny)

®)

On the other hand, if ny # n/2, then, for any fixed n, there are I,, -I,_,, ways to construct p(x). Since

2n171 2nfnlfl

: S Inl 'In—nl
ni n—ni

2n72
—_— <, I,_
nl(n—l’ll) — g n—nj

the collision probability for the case of n; # n/2 is
(m+n)?

Prlp(x) divides g(x)] < o

If 2(’;‘:’;) > Iy—y, (or ’g;" > I,,) then, there are not enough distinct polynomials of degree n—n; (or ny) to

maximize the value of the quadratic function (4). So even less than (5) hash functions in the family H,,, which
map M into z. Thus, the collision probability is even smaller than the upper bound derived above.

If n; =n/2, then g(x) can contain up to (m+n)/(n/2) =2(m-+n)/n= N irreducible factors of degree n/2. All
distinct pairs of them produce a reducible polynomial of degree n. So, the largest number of hash functions in the

family H,,, which map M into z is given by:

On the other hand, if n; =n/2, then, there are
In/Z(In/Z + 1)
2

ways to construct p(x). Since there are
2n/2—1

< In/Z
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Collision probability €

no| om px) = p1(x)-pa(x) plx) is
deg(p1) # deg(p2) | deg(pi) =deg(p2) | irreducible [6]

16 16 1/26:00 1/2643 1/21000
16 32 1/2483 1/2510 1/2942
16 64 1/2336 1/2352 12868
16 128 1/2166 1/2175 1/2783
32 32 1/220.00 1/22142 /22500
32 64 1/218:83 1/22009 1/22442
32 128 1/21736 1/21851 1/223:68
32 256 1/21566 1/21674 1/22283
32 512 1/213,83 1/214.87 1/221,91
32 | 1024 1/21191 1/21293 1/22096
64 64 1/250.00 ]/252.42 1/256_00
64 | 128 1/24883 1/25199 1/25542
64 256 1 /247-36 1 /249.51 1 /254_68
64 512 1/24566 1/24774 125383
64 | 1024 124383 1/245:87 1/25291

TABLE I

COMPARISON OF THE COLLISION PROBABILITIES OF THE PRESENTED CRC AND WITH THE CRC OF KRAWCZYK [6].

irreducible polynomials of degree n/2, our solution space is therefore larger than
2n73 _’_2n/272.

Thus for n; = n/2 the collision probability is

2(m+n)? —n(m+n)
n(2n73 + 2n/272)

Pr[p(x) divides g(x)] <
a

To better illustrate the derived bound, in Table I we show the collision probabilities for the case k =2 for
the CRCs n = 16,32,64 and the selected message lengths m. The 5th column shows the collision probability for

Krawczyk’s CRC [6], i.e. when a single irreducible polynomial is used as a generator polynomial, which is bounded

by o < 5.

As we can see from Table 1, if a generator polynomial is a product of two irreducible polynomials, the collision
probability is always higher than the collision probability of [6]. However, if the numbers in columns 3 and 4 meet
the security requirements of a given application, the presented method might still be the preferred option because
it can be implemented with less resources. It seems to be particularly attractive for short messages, for which the

difference in security between the two approaches is smaller.

We can also see from the table that, for two equal-size polynomials (column 4), the collision probability is



11

smaller compared to the collision probability for two unequal-size polynomials (column 3). Clearly, it is easier to
generate equal-size polynomials. For example, we can maintain a database of polynomials of degree n/2, where n
is the required CRC size, and choose pj(x) and py(x) from this database at random. Therefore, we consider the

case of two equal-size polynomials most appealing.

VII. CONCLUSION

We introduced a new family of hash functions based on CRC and analyzed the security level obtained. To our
best knowledge, this is the first scheme using reducible polynomials in its construction. The method seems to be
particularly attractive for short messages, for which the difference in security between the presented approach and

the approach of [6] is smaller.
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