Practical Compact E-Cash with Arbitrary Wallet
Size

Patrick Martens

Mathematisches Institut, Justus-Liebig-Universitat Gieflen

patrickmaertens@gmx.de

February 4, 2015

Abstract. Compact e-cash schemes allow users to withdraw a wallet containing K coins and
to spend each coin unlinkably. We present the first compact e-cash scheme with arbitrary
wallet size k < K while the spending protocol is of constant time and space complexity.
Known compact e-cash schemes are constructed from either verifiable random functions or
bounded accumulators. We use both building blocks to construct the new scheme which
is secure under the ¢-SDH, the y-DDHI and the SXDH assumptions in the random oracle
model.
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1 Introduction

Electronic cash (e-cash) was introduced by Chaum [19] in 1982. Basically, an (offline) e-cash
scheme consists of three parties (the bank B, user & and merchant M) and three protocols
(WithdrawalProtocol, SpendProtocol and DepositProtocol). A user withdraws coins from the
bank and applies the coins to pay a merchant (without involving the bank during spending).
Then the merchant deposits the coins to the bank. In a compact e-cash scheme a user can
withdraw a wallet VW containing K coins and can spend each coin unlinkably.

From the bank’s point of view, the most important security property is that no one is able
to forge a valid coin or can double-spend a coin without being identified (balance). Further, the
bank should be able to identify a double-spender without a third party. From the users point of
view, the most important security properties are that honest users are anonymous (anonymity)
and cannot be accused to have performed a double-spending (ezculpability).

1.1 Related Work

CHL’s Compact E-Cash. Camenisch, Hohenberger and Lysyanskaya proposed the first com-
pact e-cash scheme [13]. There are two versions of the scheme, but we only describe the first
one (which we title as CHL scheme) since it is simpler and much more efficient than the other.

When a user with secret key sky; withdraws a wallet, she obtains a signature ¢ from the bank
on a committed message (sky, s, t) for two secret random numbers s and ¢. Broadly speaking, the
number s is used to generate a serial number S, which is required to detect a double-spending.



The number ¢ is used to generate a blinding value B. By using this blinding value the user
computes a double-spending equation 7', which is required to identify a double-spender.

To spend K coins, the user has to generate K serial numbers. For 1 < J < K, each
serial number S; is computed by the number s and a counter J. To spend the resulting coins
unlinkably, a pseudorandom function F()(-) is used to generate this serial numbers and the
corresponding blinding values. The resulting values are S; = Fs(J) and By = F;(J). Each
double-spending equation is computed as Ty = pk;, - B?, where pk;, is the user’s public key and
R is some hash value. For the counter J running from 1 to K, the wallet can be spent K times
unlinkably.

To spend a coin for some 1 < J < K, the user has to (1) compute S; and T; and has to
prove in zero-knowledge (2) that S; and Ty are correctly formed from (sky, s,t,J), (3) that the
user is in possession of a signature o on the message (sky, s,t) and (4) that 1 < J < K.

In the CHL scheme, a wallet containing K coins can be stored using O (A + log(K)) bits
and the complexity of the withdrawal and spend operations is O (A + log(K)), where X is the
security parameter. The size of the bank’s public key is just O (A).

ASM’s Compact E-Cash. Au, Susilo and Mu [4] modified the CHL scheme to construct a
generic compact e-cash scheme with a more efficient spending protocol. Further, they introduced
two additional protocols, namely, batch spending and compact spending. Batch spending allows
to spend several coins in one single execution, but is only slightly better than repeating the
protocol several times. In compact spending, the user can spend the whole wallet at once. Au,
Susilo and Mu constructed two instantiations, one scheme using BBS+ signature [3] and one
scheme using CL+ signature [14, 16]. We only describe how the usual spend protocol is formed
from the CHL scheme using BBS+ signature (scheme 1 in [4]) and we title the resulting e-cash
scheme as ASM scheme.

The ASM scheme is a modification of the CHL scheme. The essential difference is the manner
of proving that the counter J is within 1 to K. In the CHL scheme, the user directly proves
that J lies in the interval [1, K] with a zero-knowledge proof of knowledge proposed by Boudot
[12]. This proof is of complexity O(log(K)) and works in groups of unknown order. In the
ASM scheme, the bank signs each value from 1 to K and publishes the corresponding signatures
o1,...,0k. Instead of proving that J lies in the interval [1, K], a user proves knowledge of a
signature oy on counter J. Since the bank only publishes signatures on the values 1,..., K,
proving knowledge of such a signature on J indirectly proves that 1 < J < K. Due to this
technique, the complexity of the spend operation is O(\) instead of O (A + log(K)). The tradeoff
is that the size of the bank’s public key becomes O (A - K).

ASM’s Compact E-Cash with Arbitrary Wallet Size. In the same paper, the authors
extended their compact e-cash scheme to support arbitrary wallet size. They modified the
system in such a way that the wallet size k < K can be chosen by the user arbitrarily during
the withdrawal protocol, while coins from wallets of different size are indistinguishable during
spending. The idea is that during withdrawal protocol, the value k is also signed by the bank.
To spend a coin, the user additionally has to prove in zero-knowledge that the counter J lies
in the interval [1, k] (with the same technique as in the CHL scheme) and that k is signed by
the bank, where k is hidden from the merchant. However, inefficient exact range proof [12]
has to be employed (see [4]). Due to this fact, the complexity of the spend protocol becomes
O (X + log(k)).



1.2 Our Contribution

We first modify the ASM scheme to construct a compact e-cash scheme 1 and after that we
extend this scheme to construct compact e-cash scheme 2 that provides arbitrary wallet size. In
scheme 1, we change the manner of proving that the counter J is within 1 to K. We make use of
an accumulator [9, 23]. Instead of publishing signatures on the values 1 to K, the bank publishes
the accumulator V of the values 1, ..., K. Further, the bank publishes the corresponding witness
W for each value 1 < J < K. To prove that the counter J is in the interval [1, K], the user
proves that the counter J is accumulated in V. Thus, instead of proving knowledge of a signature
oy, the user proves knowledge of a witness W;. The resulting scheme is as efficient as the ASM
scheme (using the short BB signature [10], as proposed by Au [2]). So, the complexity of the
spend operation is O(\) and the size of the bank’s public key is O (A - K).

To extend this compact e-cash scheme to a scheme that provides arbitrary wallet size, the
bank generates K accumulators. For 1 < k < K, each element V} is the accumulator of the
values 1,..., k. To withdraw a wallet containing k coins, the user obtains a signature ¢ from
the bank on the committed message (Vi,sky,s,t). To generate those signatures, we make use
of the extended special signature (ESS) proposed by Au, Wu, Susilo and Mu [6]. Thus, during
spending, we don’t need inefficient exact range proof like in the ASM scheme to support arbitrary
wallet size.

Further, we can made a tradeoff between the size of the bank’s public key and the compu-
tational cost during the spending phase. If the bank only publishes the generators to compute
the accumulators and the witnesses, the bank’s public key still is O (A - K) as in scheme 1. To
compute an accumulator or a witness, the user has to perform one multi-base exponentiation
regarding k or k — 1 public generators, respectively. Nonetheless, a multi-base exponentiation
takes a similar time as a single-base exponentiation (see [25, 7]). On the other hand, if the bank
publishes all accumulators and all witnesses, the bank’s public key becomes O (A - K 2).

However, it is also possible not to support every wallet size 1,..., K, but n different wallet
sizes k1, ...,k, where k, = K. This will reduce the size of the bank’s public key in the latter
case. For n = O(1), the size of the bank’s public key still is O (A - K). In section 4.3, we also
achieve a bank public key size of O (A - K) where n = O (log(K)).

1.3 Organization

We discuss technical preliminaries such as mathematical assumptions and cryptographic building
blocks in the next section. In section 3 we define the security model. The constructions and
security analyses are shown in Section 4. Finally we conclude in Section 5.

2 Preliminaries

2.1 Bilinear Maps

A bilinear map, also called pairing, maps two group elements to one group element. Let é be a
bilinear map é: Gy x Go — G such that the following properties hold.

e (G and Gy are cyclic multiplicative groups of prime order p.

e Each element of G1,Go and G7 has a unique binary representation.



e go is a generator of Gy and hg is a generator of Go.

(Bilinear:) V g € G1,h € G and a,b € Z,, é (g“, hb) =e(g,h)™.
e (Non-degenerate:) é(go, ho) # 1.
e The group action in G, G2, Gy and the bilinear map é are all efficiently computable.

We call (G1, G2) a bilinear group pair. Let G := (p, G1, Ga, Gr, é, go, ho) be the global parameters
of a pairing.

Galbraith, Paterson and Smart [22] separated different possible pairing instantiations into
three basic types:

Type 1: G = Go.
Type 2: G # Gy but there is an efficiently computable homomorphism : Go — G;.

Type 3: G; # Go and there are no efficiently computable homomorphisms between G1 and Gs.

2.2 Mathematical Assumptions

The security of our construction depends on the following assumptions.

Definition 1 (Decisional Diffie-Hellman). The Decisional Diffie-Hellman (DDH) problem
in G is the following: On input a quadruple (g,ga,gb,gc) e G*, output 1 if ¢¢ = g™ and 0
otherwise. We say that the DDH assumption holds in G if no PPT algorithm has non-negligible
advantage over random guessing in solving the DDH problem in G.

Definition 2 (Symmetric External Diffie-Hellman [1, 6]). The Symmetric External Diffie-
Hellman (SXDH) assumption in (G1,Ga) states that the DDH assumption holds in G1 and G,.
It implies that there are no efficiently computable isomorphisms between G1 and Go (see [6]).

Definition 3 (¢-Strong Diffie-Hellman [10, 4, 26]). The g-Strong Diffie-Hellman (q-SDH)
problem in (Gy,Gs) is the following: On input a (q + 3)-tuple (go,gg,g§2,...,ggq,ho,hg) €
G(erl x G3, output a pair (gé/(ﬁc),c) € Gy x Z,,. We say that the q-SDH assumption holds

in (G1,Ga) if no PPT algorithm has non-negligible advantage in solving the q-SDH problem in
(G1,Go).

Definition 4 (y-Decisional Diffie-Hellman Inversion [20, 13, 4]). The y-Decisional Diffie-
Hellman Inversion (y-DDHI) problem in a prime order group G is the following: On input a
(y + 2)-tuple (g,gz,g“”g, e ,gzy,gc) e GYt2, output 1 if ¢° = ¢'/* and 0 otherwise. We say
that the y-DDHI assumption holds in G if no PPT algorithm has non-negligible advantage over
random guessing in solving the y-DDHI problem in G.

2.3 Building Blocks

Zero-Knowledge Proofs of Knowledge. A zero-knowledge proof of knowledge (PoK) is an
interactive protocol during which a prover proves to a verifier that he knows a secret that verifies
a given relation. We need those proofs for proving statements related to knowledge of discrete
logarithms constructed over cyclic groups of prime order p. We follow the notation by [17], for



example, PoK {(a, byc): A=gigb N B= gggj} denotes a PoK such that the prover knows the
secret (a,b,c) € Z3 such that A = g{gb and B = g3g5. Using the Fiat-Shamir heuristic [21]
these proofs can be made non-interactive and are secure in the random oracle model [8]. This
is referred to as a signature of knowledge (SoK). Back to the above example, the corresponding
SoK is denoted as SoK {(a, bc): A=gigh N B= gggi} (m), where m is some message.

Pseudorandom Functions. An important building block of the CHL scheme and the ASM
scheme is the pseudorandom function proposed by Dodis and Yampolskiy [20]. The function
F is defined by a quadruple (G,p,g,s), where G is a cyclic group of prime order p, g is a
generator of G and s is a seed in Z,. For any input = € Zj, the function Fg 4.4)(-) is defined
as Figpg.5)(7) = g'/(sta+1)  Under the y-DDHI assumption, the output of this function is
indistinguishable from random elements in G.

Signature Schemes with Efficient Protocols. Camenisch and Lysyanskaya [15] presented
a signature scheme with two efficient protocols for (1) issuing a signature on a committed message
and for (2) proving knowledge of a message-signature pair.

Boneh, Boyen and Shacham [11] proposed a group signature scheme which can be extended to
a signature scheme with efficient protocols (see [16]). Au, Susilu and Mu [3] gave a formal security
proof of the extended signature, implemented with a type 2 pairing, which they named BBS+
signature. A tight security reduction for all pairing types can be found in [26]. BBS+ allows to
sign a committed message my, ..., my, € Z, and is secure (unforgeable against adaptively chosen
message attack) in the standard model under the ¢-SDH assumption. We briefly describe the
construction of BBS+, which will be used in scheme 1.

Let (G1,G2) be a bilinear group pair with parameters G and additional generators gy, ...,
gr+1 € G1. The secret signing key is skggsy+ = y € Z,, and the public key is pkggsy =YV =
h§ € Gy. To sign a message m = (my,...,mg) € ZII;, the signer randomly chooses e,s €gr Z;

my )1/<y+e>

and computes A = (gggfgg” g The signature on the message is 0 = (4,e,s).

Everyone can verify the equation é (A, Yh§) L (gogf 9ot grt, ho).

The protocol for issuing a signature on a committed message is the following (see [3]): The
user randomly chooses s’ € Z,, computes the perfectly hiding Pedersen Commitment [24]
C'=gigy .. g+, and sends C” to the signer. The user also need to prove that C’ is correctly
formed by the following proof of knowledge: PoK {(s’, my,...,mp): C'=gight.. -gﬁfl}. Af-
ter successful verification of the proof, the signer randomly chooses e, s” €r Z,, computes A =

(9097 C") e

The protocol for proving knowledge of a message-signature pair is the following (see [3]):
The user randomly chooses 71,72 € Zj, computes A1 = g7'g5”, A2 = Ags' and generates the
following signature of knowledge:

and returns (A4, e, s”). The user computes s = s’ + s” to obtain 0 = (4, ¢, s).

SoK{(r1,72,01, 80, €, 5,m1,...,mp) : A1 = g]' g5 A 1=Afg;" ;" A (A2, Y)é (g0, ho) "
= ¢é (gl, hO)S é (92’ h0>m1+61 é <g3’ ho)m2 ) (gL-H, ho)mL & (927 Y)rl 6 (A% h())_e} (R)

where 1 = r1e,d0 = roe and R is some message.



ESS is an extension of BBS+, proposed in [6] and extended to ESS+ in [5]. ESS allows
signing a committed message mi,...,my € Z, together with a group element M € G; and is
secure (unforgeable against adaptively chosen message attack) in the generic group model under
the SXDH assumption. So, ESS is not secure when it is implemented with type 1 or type 2
pairing. We briefly describe the construction of ESS, which will be used in scheme 2.

Again, let (Gy1,G2) be a bilinear group pair with parameters G and additional generators
g1, ---,90+1 € G such that there are no efficient isomorphisms between 1 and Gg. The secret
signing key is skess = (X, y) € G1 x Z;, and the public key is pkgss = (Z,Y) = (€ (X, ho) h¥) €
Gr x Go. To sign a message m = (M,mq,...,mp) € Gy X Zﬁ, the signer randomly chooses

1/(y+
e,s €g Z, and computes A = XM B = (gogiggénl o -gﬁﬁ) [l and C = h§. The signature

on the message is 0 = (4, B, C, s). Everyone can verify the equations é (A, hy) L ze (M,C) and

A [N
¢(B,CY) = ¢ (gogigs™ -+~ 9"ty ho).

The protocol for issuing a signature on a committed message is the following (see [6]): The
user randomly chooses s’ €g Z,,, computes the perfectly hiding Pedersen Commitment [24] C" =

gfl gyt ~gﬁfl and sends M, C" to the signer. The user also need to prove that C’ is correctly
formed by the following proof of knowledge: PoK {(s’, my,...,mp): C'=gi gt .. -g?_ﬁl}. Af-
ter successful verification of the proof, the signer randomly chooses e,s” €g Z,,, computes

A = XM, B = (gogf//C’)l/(ere),C = h§ and returns (A, B,C,s"”). The user computes
s =5+ 5" to obtain o = (4, B,C, s).

The protocol for proving knowledge of a message-signature pair is the following (see [6]):
Let hy €r Go be an additional generator of Gy. The user randomly chooses r1,79,73,74,75 €ER
Zy, computes Ay = Ag', Ay = Bgy*, A3 = Chy’, Ay = Mg3*, A5 = g1°gy> and generates the
following signature of knowledge:

SOK{(rlp 72,T3,T4,75, 62737 52,5) 53,47 5475, S, M1,. .., mL) :
As = gi3ghs A 1= Alg8g %% A 1= Altg] g %% A
ze (A47 A3) € (Ah h()) = é (A4, hl)r?’ é (937 A3)7’4 é (917 ho)—rl é (937 hl)_63’4 A
¢ (Ag, A3Y) @ (g0, ho) ™" = € (g1, h0)” € (g2, ho)™ -+ & (gr41, ho) ™
0 (Ag, )™ & (g2, AsY )™ & (g2, 1)~ } (R)

where 6; ; = r;7; and R is some message.

(Bounded) Accumulators. An accumulator scheme is a method for accumulating several
values into one element, called the accumulator. The notion, bounded accumulator, was intro-
duced in [6] as an accumulator with a limit ¢ of values that can be accumulated. Au et al. [6]
observed that the construction due to Nguyen [23], whose security relies on the ¢-SDH assump-
tion, is a bounded accumulator. However, this observation is unproved and our schemes won’t
rely on any boundedness property. We briefly describe Nguyen’s construction.

Let (G1,G2) be a bilinear group pair with parameters G. The generation algorithm randomly
selects @ €p Z; and computes the elements h, := h§ and gg‘l for 1 < i < q. The public

parameters of the accumulator scheme are (g , 96 98‘2, co g8, ha). The accumulator of a set of



[15_, (atay)

values x1,...,24 € Zy\ {—a} is computed as V' = g, , what does not require knowledge
of the secret « since the elements go, g, . . ., gg‘q are publicly known. A witness W;, to prove that
q
. (atxj)
J=1,j#1

the value z; is accumulated in V, is computed as W; = g, . Thus, the witness-value
pair (W;, ;) satisfies the equation é (V, hg) = & (W, hahy').

Under the ¢-SDH assumption, the described accumulator fulfills the security property colli-

siton-resistance. That is, it is infeasible on input (g,gg, 98‘2, con g8, ha) to output (z1,..., 2y,
, R Hq.;l(a—l—xj) .
W, z) where ¢’ < ¢, such that « ¢ {z1,..., 2y} and é ( g5’ yho | = é (W, hoh§). Broadly

speaking, it is infeasible to compute a valid witness for a value which has not been accumulated.

The following proofs of knowledge have been proposed in [6]: Let g1, 92 €r G1 be additional
generators of G;. To prove that a hidden value x; is accumulated in an accumulator V', the user
randomly chooses 71,72 €g Zy, computes Ay = gj'gy*, A2 = Wigy" and generates the following
proof of knowledge:

PoK{(rl,rg,él,ég,xi) DA =gl A 1= ATigr0 g% A
¢ (V,ho) @ (Az, ha) ™" = (Aa, ho)" € (92, h0) ™" & (g2, ha) " }

where 01 = r1x; and 6o = rox;. This proof will be used in scheme 1.

To prove that a hidden value z; is accumulated in a hidden accumulator V', the user randomly
chooses 71,72,73 €g Zy, computes Ay = g1'gy’, Aa = Wigy', A3 = Vg|® and generates the
following proof of knowledge:

POK{(T1,7“2,7"3751,52,%) DAL =glg A 1= ATig o %2 A
e (As, ho) e (Ag, ha) ™" = (A2, ho)™ € (g2, ho) " (g2, ha) "™ € (g1, ho)m}

where 01 = r1x; and do = rox;. This proof will be used in scheme 2.

3 Syntax

Let K be the maximum size of a wallet and let A be the security parameter. A compact e-cash
scheme can be defined by the following polynomial time algorithms and protocols between the
bank B, the user & and the merchant M:

e BankSetup(1*, K) is a probabilistic algorithm that outputs a key pair (pkg,skg) for B.
Further, an empty database D is set up. In the following, 1* and K are implicitly in the
input of all algorithms and protocols.

e UserSetup(pkp) is a probabilistic algorithm that outputs a key pair (pk;,,sky) for Y. A
merchant M executes the same algorithm to get (pk,ska).

e WithdrawalProtocol (U (pkg, sku, k) , B (pkg, skp, k)) is a protocol where U withdraws a wal-
let W containing k < K coins. B outputs its protocol view view.

e SpendProtocol (U (pkg, pk v, sku, W), M (pkg, skat)) is a protocol where U spends one coin
coin from the wallet W. U outputs an updated wallet W and M outputs the coin coin.



e DepositProtocol (M (pkg, sk, coin) , B (skp, pky)) is a protocol where M deposits a coin
coin. If it concerns a double-spending, B executes the RevokeDoubleSpender algorithm.
Otherwise, B outputs 1 and stores the coin coin in the database D.

e RevokeDoubleSpender(coin, coin’) is a deterministic algorithm that outputs the public key
pky, of a fraudulent user or merchant.

o VerifyGuilt(pkg, pky, coin, coin’) is a deterministic algorithm that outputs 1 if the two coins
are valid and the output of RevokeDoubleSpender(coin, coin’) is pk;;, and 0 otherwise.

For correctness, we require that whenever an honest user obtains a wallet W from B, an honest
merchant shall accept the coin coin from W. Whenever an honest merchant obtains a coin coin,
the deposit of coin will be accepted by the honest bank.

3.1 Security Definitions

We first informally describe the security properties of a compact e-cash system.

e Balance guarantees that no collusion of users and merchants can deposit more coins than
they have withdrawn from the bank. We require that a collusion of users and merchants,
having run the withdrawal protocol for n times, cannot deposit more than nk coins. If
they deposit nk + 1 coins, at least one of the colluder must be identified.

o Anonymity guarantees that no collusion of users, merchants and the bank can link a spent
coin to its owner or to other coins from the same wallet.

e FExculpability guarantees that no collusion of users, merchants and the bank can falsely
accuse an honest user from having double spent a coin.

For a formal definition of the security, we use a game-based approach. Since our scheme is
a modified version of the ASM scheme, we apply the same security definitions. However, the
ASM scheme also fulfills the security definition given by Au [2]. The adversary’s capabilities are
modeled by arbitrary and adaptive queries to the following oracles:

o Withdrawal Oracle. The adversary A presents a public key pk, and engages in the
WithdrawalProtocol as user to obtain a wallet. The oracle stores pk 4 in a set U 4.

e Spend Oracle. The adversary A presents a public key pk;,, ¢ U4 and engages in the
SpendProtocol as merchant to request the user pk;, to spend a coin.

e Hash Oracle. The adversary A can ask for the output of the hash functions for any input.

Definition 5 (Game Balance)

e (Initialization Phase.) The challenger C takes a sufficiently large security parameter X\ and
runs BankSetup to generate the key pair (pkg,skg). C sends pkg to A.

e (Probing Phase.) The adversary A can perform a polynomially bounded number of queries
to the oracles in an adaptive manner.



e (End Game Phase.) Let qw be the number of queries to the Withdrawal Oracle where k;
is the wallet size of the i-th query and let qg be the number of queries to the Spend Oracle.
The adversary A wins the game if it can deposit at least >, ki + qs + 1 coins such that
RevokeDoubleSpender does not output any pk 4 € Ua.

The advantage of A is defined as the probability that A wins.

Definition 6 (Game Anonymity)

e (Initialization Phase.) The challenger C takes a sufficiently large security parameter X and
sends A to A. The adversary generates a key pair (pkg,skg) and returns pkg. Since A is
in possession of the secret key skg, only Hash Oracle query is allowed.

e (Challenge Phase.) The challenger C chooses two public keys pky and pk, and presents
them to A. The challenger C runs the WithdrawalProtocol with A acting as the bank to
obtain several wallets Wo1,..., Won and Wi 1,..., Wi m on behalf of the two public keys,
where n and m are specified by A. Then C runs the SpendProtocol with A acting as a
merchant and asking for spending from C, where A is allowed to specify which wallet C
uses, with the restriction that it cannot ask C to over-spend any of the wallets. Finally,
A chooses one wallet Wy € {Wo 1,...,Won} and one wallet Wy € {Wi 1,..., Wim} from
the set of wallets that contain at least one unspent coin. C then randomly chooses a bit
ber {0,1} and uses wallet W for the challenge spending.

e (End Game Phase.) The adversary A outputs a bit b’ and wins the game if b’ = b.

The advantage of A is defined as the probability that A wins minus 1/2.

Definition 7 (Game Exculpability)

e (Initialization Phase.) The challenger C takes a sufficiently large security parameter X\ and
sends A to A. The adversary generates a key pair (pkg,skg) and returns pkg. Since A is
in possession of the secret key skg, only Hash Oracle query is allowed.

e (Challenge Phase.) The challenger C runs the WithdrawalProtocol for q times with A acting
as the bank to obtain several wallets Wy, ..., W,. Then C runs the SpendProtocol with A
acting as a merchant and asking for spending from C, where A is allowed to specify which
wallet C uses, with the restriction that it cannot ask C to over-spend any of the wallets. A
can also ask to corrupt any of the user in the above WithdrawalProtocol. A corrupted user
needs to surrender its private key as well as the wallet to A.

e (End Game Phase.) The adversary A runs two deposit protocols with C and wins the
game if RevokeDoubleSpender on this two deposit protocols points to a user in any of the
WithdrawalProtocol and that user has not been corrupted.

The advantage of A is defined as the probability that A wins.

Definition 8. A compact e-cash scheme is secure if no PPT adversary A can win in Game
Balance, Game Anonymity and Game Ezxculpability with non-negligible advantage.



4 Our Constructions

4.1 Compact E-Cash Scheme 1

Since our scheme is a modification of the ASM scheme, there are only a few differences. The
crucial difference is the manner of proving that the counter J is within 1 to K. So, the bank’s
public key doesn’t contain signatures oi1,...,0; on the values 1,..., K, but an accumulator
V and witnesses W1,..., Wg. UserSetup and WithdrawalProtocol are the same as in the ASM
scheme. During SpendProtocol, a user proves knowledge of W rather then proving knowledge
of o5. To explain our modification, we only describe the normal SpendProtocol. Batch spend-
ing and compact spending can be done analogously. DepositProtocol, RevokeDoubleSpender and
VerifyGuilt are the same as in the ASM scheme.

Since the ASM scheme applies the BBS+ [3] signature scheme, which security has been
proven using an efficiently computable isomorphism : Go — Gy, it uses a type 2 pairing.
However, BBS+ signature implemented with a type 3 pairing is also secure (see [18, 26]). So,
the parameters of the ASM scheme can be easily set to type 3 and we don’t need the isomorphism

.

BankSetup. Let A\ be the security parameter. Let Gi,Go, G be cyclic groups of order p
such that p is a A-bit prime and such that é: Gy x G2 — G7 is a bilinear map. Let G, be an
additional cyclic group of order p where the y-DDHI assumption holds and let H: {0,1}* — Zy,
be a secure cryptographic hash function. Let gg, g1, 92, g3, 94, g5 be random generators of G, hg
be a random generator of Ga and ug,u; be random generators of G, such that related discrete
logarithm of the generators are unknown. This can be done by setting these generators to be
output by a hash function of some publicly known seed (see [4]).

The bank generates a BBS+ key pair (pkBBs+, skggs+) = (Y,y). Next, the bank randomly

K . K .

S (ot A +
chooses a €g Z;, computes hy, = h,V = gOH]:l(a 7 and W; = g(l)_[]:”#"(a 2 for1 < J<K.
V' is the accumulator of the values 1,..., K and Wy is the witness for the value J. The bank

publishes pkz = (90, 91,92, 93, 94,95, V, Wi,..., Wk, ho, hq, Y,up,u1) and saves the secret key
skg = y. « can be safely deleted (see [6]). Let be E; := é(g;,ho) for i = 0,...,5, Ey :=
e(V,hg),Ey = é(g2,Y) and E, := é(g2, ha). For efficiency consideration, these elements can
also be published as part of the public key.

Further, B sets up a database D.

UserSetup. To join the system, the user randomly selects a secret x € Z;, and computes the
public key pk;; = uj. U sends pk;, together with a proof of correctness to 5. The bank stores
pky, as the identity of U in its database and the user stores the key pair (pky,, sky) = (uf, x).

WithdrawalProtocol. The user randomly chooses s',t,y,r €r Z,,, computes the commit-

ment O/ = gfgég%gffgg and sends C’ to B. Then, the user generates the following proof of
knowledge:

Iy = PoK {(s',t,x,y,r) O = gfgég%gi’gg A pky = uﬁ}

1 e
) /(y+e) and

The bank verifies the proof, randomly chooses e, s” €g Zy, computes A = (gogf”C”
sends (4,e,s") to U.
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The user computes s = s’ + s and checks if € (A4,Yh§) = € (909595959595, ho). Then, U
stores the wallet W = (A, e, s,t,z,y,r,J) and sets counter J = 1.

SpendProtocol. Let the wallet be W = (A, e, s, t,z,y,r,J) such that J < K. First, the
user and the merchant with public key pk,, agree on transaction information info. Then, both

parties compute the hash value R = H (pk||info).

(s4+J41) 1/(t+J+1)

The user computes S = ui/ and T = pkyu; . The user also computes A1 =
T4 5

91957, As = Agy', As = g ghgs®, Ay = g1"g5°, As = Wygy* for ri,ra,73,74,75 €R Z%. Then, U
generates the following signature of knowledge:

H1 = SOK{(T’l,TQ,Tg,’I“4,7‘5,51,52,63,54,65;5Ja6t7675at7x3yar> J) :
Ar=g1'g5 A 1= Afg g% A
(A2, Y)Eyt = ESES O EZEYELET 6 (Ag, ho) ™ A
_ —8y ~8t —
urS™h =871 A Ay =gl ghgt® N 1= A5g7% 950957 A
uff T = T T A Ay = gtg A 1= Afgr g% A

Evé (g, ha) " =& (A5, ho)” By B} (R)

where §1 = r1e,00 = r9€,03 = 132,04 = 1r4J,05 = 1r5J,0; = Jx, 6 = tx.

The user sends S, T, A1, Ao, A3, Ay, A5 along with II; to the merchant. The merchant
verifies II;. If the proof is valid, the merchant accepts the payment and stores the coin
coin = (S, T, R, Al, AQ, A3, A4, A5, Hl, info).

Finally, the user increases the counter J of his wallet by 1.

DepositProtocol. The merchant sends a coin coin = (S,T, R, A1, A9, A3, Ay, As, 111, info) to

the bank. The bank checks R = H (pk p¢|linfo) to verify that pk,, is the real merchant. After
verification of II;, the bank checks if the serial number S is already in its database D. If so,
the bank runs the identification algorithm RevokeDoubleSpender to identify the double-spender.
Else, B stores coin in D.

RevokeDoubleSpender. Let coin = (S, T, R, A1, A, A3, Ay, As, 111, info) and coin’ = (S, T”,
R, A}, AL, AL A) AL TT info') be two coins where a double spending occurred and let pk o be

the merchant who deposited the coin coin. The bank checks if R LRI so, the merchant

pk tried to deposit the same coin twice since the hash function H is collision-resistant. Else,

/ 1/(R'—R)
B computes the public key of the double-spender as follows: pk;, = (TR /T R) .

VerifyGuilt. The bank publishes the two double-spent coins and the identity pk;, of the
double-spender. Everyone can verify the two coins and execute RevokeDoubleSpender to check
if pk;, is the double-spender.

4.1.1 Security Analysis

We have the following theorem for scheme 1.
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Theorem 1. Compact e-cash scheme 1 is secure under the q-SDH assumption in the random
oracle model, if the ASM scheme is secure.

Proof. The security of scheme 1 directly follows from the security of the ASM scheme and the
collision-resistance of the accumulator scheme.

Balance: Let A be a PPT adversary that makes gy withdrawal queries and ¢g spend queries.
We show that the success probability of A is negligible under the ¢-SDH assumption in the
random oracle model, if the ASM scheme [4] is secure.

We construct a simulator S which acts as challenger C.

S simulates the oracle queries as in [4]: For each withdrawal query, A sends pk;,, C’ and proves
the knowledge of representation of pk;, and C’ in IIy. S acts as if an honest bank would, except
during the proof of knowledge where S runs a rewind simulation and extracts (s, ¢, x,y,r). After
each execution, § computes W = (51, ..., Sk, s,t,x,y,r) where S; = u(l)/(s+‘]+1) for 1< J<K.
Let Sy = (Si,s]1 <i < gqw,1 <J < K) be the set of all serial numbers after gy executions of
the withdrawal protocol.

For each spend query, A presents a public key pk;,, a transaction information info, a mer-
chant public key pk,, and request a legal number of spend protocol. For each query, S ran-
domly chooses s,t €r Z,,J €g [1,K] and sends S = ui/(ﬁjﬂ), T = pkuu?/(H‘]H) such
that R = H (pky4l|linfo). Further, S randomly chooses Ay, A, A3, Ay, A5 €r Gi. Thus,
Ay, ..., As are perfectly simulated. S then generates a simulated signature of knowledge I1;. Let
Ss = (5|1 < j < gs) be the set of all serial numbers after gg executions of the spend protocol.

Finally, A runs >/, k; + ¢s + 1 = Kqw + gs + 1 deposit protocols with S.

As in [4], A wins the game either if (1) all Kgw +gs+1 serial numbers are unique or (2) some
of the serial numbers are duplicated but the RevokeDoubleSpender algorithm does not output
any public key pk 4 € U4 of a corrupted user. We analyze these two cases separately.

Case (1): Since only gg serial numbers are given to .4 during the spend queries, A must have
produce another Kqy + 1 serial numbers. Thus, A can only win in case (1) by convincing S to
accept a serial number S ¢ Sy USg. As in [4], A must have generated a false proof as part of
the signature of knowledge such that one of the following is fake:

1. Possession of BBS+ signature o = (A, e, s) on message m = (t,x,y,r).
2. § = /D,

3. Possession of witness W for counter J and accumulator V' (instead: possession of BBS+
signature o; on counter J).

The first two cases are the same as in ASM scheme and happens with negligible probability
under the ¢g-SDH assumption and the discrete logarithm assumption.
Now we have to be intent on the last case.

Assume, S extracts a valid witness-value pair (W, J) such that J ¢ {1,...,K}. Then, S
K .
. +
can output (1,...,K, Wy, J) such that J ¢ {1,..., K} and é <g}?w<“ Do) = e (Wj,hahg).

Thus, S breaks the collision-resistance of the Nguyen accumulator scheme. This is negligible
under the ¢-SDH assumption (see [23]). Thus, A’s success probability is negligible in case (1).
As in [4], case (2) is negligible. Thus, A’s total success probability is negligible.

12



Anonymity: Anonymity directly follows from the ASM scheme which ensures anonymity
under the y-DDHI assumption (see [4]). The only difference of a coin is the computation of
As. Instead of computing A5 = Byg,y* where By is part of the public signature on counter J,
the user computes A5 = W;gy* where W is the witness for counter J. Thus, the counter J
is still perfectly hidden. Consequently, the information leaked about a user or wallet during
SpendProtocol are the same as in the ASM scheme which fulfills anonymity.

Exculpability: Since the algorithms RevokeDoubleSpender and VerifyGuilt are the same as in
the ASM scheme, exculpability directly follows from [4]. O

4.2 Compact E-Cash Scheme 2

Now we extend scheme 1 to scheme 2 that provides arbitrary wallet size k¥ < K. In distinction
from scheme 1, we need K accumulators where for 1 < k < K each element V}, is the accumulator
of the values 1,...,k. Let W; ;,1 < k < K,1 < J < k be the witness for counter J and
accumulator V. To spend a coin, the user has to prove knowledge of W}, ; without revealing
k or J. Unlike scheme 1, it is not sufficient that the bank just publishes Vj; and Wj ; for
1<k <K and1<J <k. This is because a user always can prove knowledge of Wx ; for all
1 < J < K, independent of the wallet size. So, to withdraw a wallet containing k¥ < K coins,
the user obtains a signature o from the bank on the accumulator Vi and (¢,z,y,r). We use
ESS to generate these signatures. During spending, a user has to prove knowledge of Wi ; and
knowledge of a signature on the corresponding accumulator V.

Since we make use of ESS which is only secure under the SXDH assumption, we have to
implement our scheme with a type 3 pairing.

BankSetup. Let A\ be the security parameter. Let Gi,Go, G be cyclic groups of order p
such that p is a A-bit prime and such that é: G; X Gy — G is a bilinear map and there are
no efficient isomorphisms between G and G2. Let G, be an additional cyclic group of order p
where the y-DDHI assumption holds and let H: {0,1}* — Z,, be a secure cryptographic hash
function. Let go, 91, 92, 93, 94, g5 be random generators of G1, hg, h1 be random generators of Go
and ug,u; be random generators of G, such that related discrete logarithm of the generators
are unknown. This can be done by setting these generators to be output by a hash function of
some publicly known seed.

The bank generates an ESS key pair (pkgss,skess) = ((Z,Y), (X, y)). Next, the bank ran-
domly chooses a €g Z; and computes h, = h{. The bank publishes pkg = (g0, 91, 92, 93, 94, 5,
ho, h1, ha, Y, up, u1, Z) and saves the secret key skp = (X, y).

k

k . .
i (at7) . i1 s (0td)
To compute the accumulators Vi, = g%_[ =t and witnesses Wy ; = g(l)_[ I=hIAd

without
the secret «, the bank either additionally publishes K elements ggl, 1 < ¢ < K or directly
generates all K accumulators and all K (K + 1) /2 witnesses. Note, that since Wy, = Vj,_; for
1<k <K andV:=gponly K (K — 1) /2 witnesses have to be published. In the following, we
assume that the bank publishes the accumulators and witnesses.

Again, a can be safely deleted. Let be E; := é(g;, ho) for i = 0,...,5, Ey := é(g2, ho) and
E;i1 :=¢é(gi,h1) for i = 2,3. For efficiency consideration, these elements can also be published
as part of the public key.

Further, B sets up a database D.
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UserSetup. This is the same as in scheme 1.

*
p7
ment C' = gf/gégggﬂfgg and sends C’ to B. Then, the user generates the following proof of

knowledge:

WithdrawalProtocol. The user randomly chooses s',t,y,7 €r 7%, computes the commit-

Iy = PoK {(s’,t,x,y,r) 1 C' = g} ghosglgh A pky = uf—f}-
The bank verifies the proof, randomly chooses e,s” €pr Z,, computes A = XV’ B =

17 1 +
(909‘f C') ) ,C = h§ and sends (A, B,C,s") to U.
The user computes s = s + s” and checks if é(A4,hy) = Zé(Vk,C) and é(B,CY) =
é (9095959591 g%, ho). Then, U stores the wallet W = (A, B,C, s,t,z,y,r,J, k) and sets counter
J =1

SpendProtocol. Let the wallet be W = (A, B,C, s,t,z,y,r,J, k) such that J < k and let Vj
and Wy, ; be the corresponding accumulator and witness (either computed by the user or pub-
lished by the bank). First, the user and the merchant with public key pk,, agree on transaction
information info. Then, both parties compute the hash value R = H (pk ,||info).

As in scheme 1, the user computes S = u}/(SJrJH) and T = pkuu}/(HJH). Now, the user
has to hide the elements A, B,C,Vj, Wy, ;. So, U also computes A; = Agj', Ay = Bgy*, Az =
Chi?, Ay = Vigh', As = Wi y95°, As = g1 g595°, A7 = 91?957, As = g1°g5® for ri,72,73, 14,75, 76,
77,78 €R L. Then, U generates the following signature of knowledge (cf. [6, 2]):

Hl = SOK{(Tl, r2,73,74,75,76, 77,78, 52,3’ 52,75 53747 54,7, 667 5], 6t7 65,]7 58,]5 S, ta z,y,r, J) :
-0 -0 -0 -0
A7 — g;‘gg%v /\ 1 — A;ggl 2,392 2,7 /\ 1 — A;‘lgl 3,492 4,7 /\
Ze (A, As) & (A1, ho) ™" = & (A, ha)™ & (g3, A3)"™ 7 B 3o A
& (A2, A3Y) Ey' = E{ESESEYELe (Ag, hy)™ € (g2, AsY )™ By A
w S~ =87 N Ag =gl gher N 1= Afgr™ g% g5 A
U{ZT—I — TJ+tu0*5J*5t7x A AS _ g;‘5g58 Al= Agjg;55,Jg;58,J A
A A — ~ -6 —
¢ (As,ho) e (As, ha) ™" =& (As, ho)” By "™ EZ7 B3} (R)
where 6; j = rirj,06 = rex,05 = Jx,08 = tx,0; 7 = 1;J.
The user sends S, T, A1, Aa, As, Ay, As, Ag, A7, Ag along with II; to the merchant. The mer-
chant verifies II;. If the proof is valid, the merchant accepts the payment and stores the coin
coin = (Sa T, R, Ay, Az, A3, A4, A5, As, A7, As, 111, info).

Finally, the user increases the counter J of his wallet by 1.
DepositProtocol, RevokeDoubleSpender and VerifyGuilt proceed analogously to scheme 1.

4.2.1 Security Analysis
We have the following theorem for scheme 2.
Theorem 2. Compact e-cash scheme 2 is secure under the q-SDH assumption and the SXDH

assumption in the random oracle model, if the ASM scheme is secure.
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Proof. The security of scheme 2 directly follows from the security of scheme 1 and the unforge-
ability of ESS.

Balance: Let A be a PPT adversary that makes gy withdrawal queries and ¢g spend queries.
We show that the success probability of A is negligible under the ¢-SDH assumption and the
SXDH assumption in the random oracle model, if the ASM scheme [4] is secure.

We construct a simulator S which acts as challenger C.

For each withdrawal query, A sends pk;;, C’ and proves the knowledge of representation of
pk;, and C’ in IIy. S acts as if an honest bank would, except during the proof of knowledge
where S runs a rewind simulation and extracts (', ¢, x,y,r). After each execution, S computes
W= (S1,...,5k,s, t,x,y,r) where S; = u(l)/(SJrJH) for 1 < J < k; and k; < K is the requested
wallet size of the i-th query. Let Sy = (S;s|1 <i<gqw,1 < J <k;) be the set of all serial
numbers after gy executions of the withdrawal protocol.

For each spend query, A presents a public key pk;,, a transaction information info, a merchant
public key pk,, and request a legal number of spend protocol. For each query, & randomly
chooses s,t €r Zy, k €r [1,K],J €r [1,k] and sends S = u}/(SJrJH),T = pkuuf/(tJrJH) such
that R = H (pky|linfo). Further, S randomly chooses A1, Az, A4, As, A, A7, As €r G and
A3 €r Ga. Thus, Ay,..., Ag are perfectly simulated. S then generates a simulated signature of
knowledge II;. Let Sg = (5|1 < j < gg) be the set of all serial numbers after gg executions of
the spend protocol.

Finally, A runs >/, k; + ¢s + 1 deposit protocols with S.

As in scheme 1, A wins the game either if (1) all >V} k; + gg + 1 serial numbers are unique
or (2) some of the serial numbers are duplicated but the RevokeDoubleSpender algorithm does
not output any public key pk 4 € U4 of a corrupted user.

Case (1): Since only gg serial numbers are given to .4 during the spend queries, A must have
produce another >, k; + 1 serial numbers. Thus, A can only win in case (1) by convincing S
to accept a serial number S ¢ Sy USg. Analogous to scheme 1, A must have generated a false
proof as part of the signature of knowledge such that one of the following is fake:

1. Possession of ESS signature 0 = (A, B,C,s) on message m = (Vj,t,x,y,7) (instead:
possession of BBS+ signature o = (A, e, s) on message m = (t,z,y,7)).

9 §— u}/(s-l—J-H).

3. Possession of witness Wy, j for counter J and accumulator Vj, (instead: possession of witness
W for counter J and accumulator V).

The last two cases are the same as in scheme 1 and happens with negligible probability under
the discrete logarithm assumption and the ¢-SDH assumption.

Fake proof of possession of ESS signature happens with negligible probability under the
SXDH assumption.

As in scheme 1, case (2) is negligible. Thus, as in scheme 1, A’s total success probability is
negligible.

Anonymity: Anonymity directly follows from scheme 1. During spending, the used accu-
mulator V;, and witness W}, ; are perfectly hidden. Thus, the counter J and the wallet size k£
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are also perfectly hidden. Consequently, the information leaked about a user or wallet during
SpendProtocol are the same as in scheme 1 which fulfills anonymity.

Exculpability: Since the algorithms RevokeDoubleSpender and VerifyGuilt are the same as in
scheme 1, exculpability directly follows from scheme 1. O

4.3 Efficiency and Modification of Compact E-Cash Scheme 2

To achieve a spend protocol of complexity O()), the bank publishes a set of all accumulators
and witnesses. The size of this set is

‘{VkilngK}U{W]f’J:1SkﬁK,lSJSk—lHZI((Ig_m,
because we need K accumulators and K (K — 1)/2 additional witnesses, since Wy, ,, = Vj,_; for
Vo := go as mentioned above. So, the size of the bank’s public key is O (X - K?2).

As already mentioned in the introduction, it is also possible not to support every wallet size
1,..., K, but n different wallet sizes k1, ..., k, where k, = K. Let I = {ky, ..., k,} be the set of
all possible wallet sizes. In this case, the size of the set of all needed accumulators and witnesses
is

|{Vki:1Sign}U{Wki,J:lgign,nggk’i}\{ggH:n—l—Zk‘i—\{ki:k‘i—lelu{O}H,
i=1

because we only need n accumulators and k; witnesses for each accumulator Vj, for 1 <¢ < n.
However, as above, we have Wy, = Vj_; for Vj := go. For n = O(1), the size of the bank’s
public key is reduced to O (A - K).

For example, let K = 1000 be the maximum wallet size. Then, the size of the set of all
accumulators and witnesses is 500 500. If, for example, a user only can choose a wallet size of
1,2,5,10, 20, 50, 100, 200, 500 and 1000 coins, the size of the set of all needed accumulators and
witnesses is only 1896 < 2K.

We give an other example. If we require K = 2% as in [13] and want to support every wallet
size 2¢ for 0 < ¢ < L, the size of the set of all needed accumulators and witnesses is

{(Var 10 <0< LU Wy s 0 <0< L1 <7 <270\ {go, Wi}

L
=L+1+) 20—2=2MM"4 [ 2=02K+L-2,
(=0

because we only need L+1 accumulators and 2¢ witnesses for each accumulator Voefor 0 <0< L,
but again we have Wy 1 = Vp := go and W52 = V;. Thus, again the size of the bank’s public key
is O (A - K) where now n = O(log(K)). For L = 10 we have K = 1024 and the size of the set
of all accumulators and witnesses is 2056 ~ 2K.

5 Concluding Remarks

We introduced a new idea of a compact e-cash scheme that provides arbitrary wallet size without
the need of inefficient exact range proof like in [4] and gave an efficient and secure construction.
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Analogous to [4], this construction can be extended to support batch spending and compact
spending. Further, it also can be extended to support full coin tracing of double-spenders as
proposed in [13] or [4].
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