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Abstract. We propose adaptively secure attribute-based encryption (ABE)
schemes for boolean formulas over large universe attributes from the deci-
stonal linear (DLIN) assumption, which allow attribute reuse in an avail-
able formula without the previously employed redundant multiple encoding
technique. Thus our KP-(resp. CP-)ABE has non-redundant ciphertexts
(resp. secret keys). For achieving the results, we develop a new encod-
ing method for access policy matrix for ABE, by decoupling linear secret
sharing (LSS) into its matrix and randomness, and partially randomiz-
ing the LSS shares in simulation. The new techniques are of independent
interest and we expect it will find another application than ABE.
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1 Introduction

1.1 Backgrounds

Attribute-based encryption (ABE) introduced by Sahai and Waters [22] presents
an advanced vision for encryption and provides more flexible and fine-grained
access control in sharing and distributing sensitive data than traditional sym-
metric and public-key encryption as well as recent identity-based encryption. In
ABE systems, either one of the parameters for encryption and secret key is a
set of attributes, and the other is an access policy (structure) over a universe of
attributes, e.g., a secret key for a user is associated with an access policy and
a ciphertext is associated with a set of attributes. A secret key with a policy
can decrypt a ciphertext associated with a set of attributes, iff the attribute set
satisfies the policy. If the access policy is for a secret key (resp. for encryption),
it is called key-policy ABE (KP-ABE) (resp. ciphertext-policy ABE (CP-ABE)).

All the existing practical ABE schemes have been constructed by (bilinear)
pairing groups, and the largest class of relations supported by the ABE schemes
is (non-monotone or arithmetic) span programs [13, 14, 10, 3] (or (non-monotone)
span programs with inner-product relations [19]). While general polynomial size
circuits are supported [12,9] recently, they are much less efficient than the
pairing-based ABE schemes and non-practical when the relations are limited
to span programs. Hereafter, we focus on pairing-based ABE with span program
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access structures. An example of such span program predicate over attributes is
given by (Institute = Univ. A) AND ((Department = Biology) OR (Position =
Professor)), which we simply denote by X; A (Xy vV A3) where X} := Univ. A,
Xs := Biology and X5 := Professor. We define attribute-multiplicity k for a pred-
icate as the maximum number of appearances of attribute variables, i.e., k = 2
for predicate (X1 A Xa) V (X1 A X3) V (X2 A Xy) since Xy and Xy appear twice
and others appear just once. While adaptive security for ABE is the standard,
realistic and desirable security notion, previously, either efficiency or security
is sacrificed for achieving the “multi-use” property in adaptively secure ABE.
See adaptively secure ABE in Tables 1 and 2. Our aim is to achieve short (i.e.,
non-redundant) ciphertexts (resp. keys) in adaptively secure multi-use KP-ABE
(resp. CP-ABE) from static assumptions.

In previous static assumption based schemes [15, 19, 10], for allowing reuse of
attributes in a policy in the adaptive security setting, for example, in KP-ABE,
multiple ciphertext components whose number is linear in the product kn’ of
the number n’ of attributes for the ciphertext and the attribute multiplicity &
for available policies are necessary, which leads to a very long ciphertext. More
precisely, the same information representing attribute set I" is duplicated over
multiple ciphertext components depending linearly on the multiplicity k. (See
OT10 and CGW15 KP-ABE schemes in Table 1.)

Lewko-Waters [17] first constructed adaptively-secure CP-ABE and KP-ABE
schemes for span programs with allowing reuse of attributes in a policy without
the above redundant multiple encoding technique. While Lewko-Waters’s (CP-
)JABE scheme ([17] and subsequent work [2,3] in Table 1) shows an interest-
ing approach to allowing reuse of attributes in a policy, the security is proven
only based on ¢-type assumptions with ¢ the maximum number of attribute-
multiplicities in access structures. However, the assumptions (and also the as-
sociated schemes) suffered a special attack which was presented by Cheon [11]
at Eurocrypt 2006, which leads to inefficiency. Consequently, it is very desir-
able that the g-type assumption should be replaced by a static (non-q type)
assumption with keeping compact ciphertexts.

Moreover, we note that there exist no multi-use CP-ABE scheme with short,
i.e., non-redundant, secret keys even in the selective security setting from a static
assumption (Table 2). Now, an important open question is:

Is there an adaptively secure KP-(resp. CP-)ABE scheme for span pro-
grams from a static (standard) assumption whose ciphertext (resp. secret
key) size is not linear in kn' for the attribute number n' in ciphertext
(resp. secret key) and the maximum attribute-multiplicity k of available
policies ?

This work makes a significant step for addressing the problem.

1.2 Our Results

We obtain the following results.



Table 1. Comparison with the existing pairing-based multi-use KP-ABE schemes,
where PK, SK, CT stand for public key, secret key, ciphertext, respectively, and n’
represents the number of attributes in CT, n the max of n’, ¢ the number of rows in
access matrix in SK, r the max of the number of columns in access matrix in SK, k
(the max of) the “attribute-multiplicity” of an access matrix in SK, respectively. The
fourth row describes the warm-up scheme in Section 5.3.

‘ || Security Assump. || PK size | SK size | CT size |
GPSWO06[13]|| selective DBDH Om)|G| | OWI|G| | O(n)|G]
Tak14 [23] ||semi-adaptive DLIN O(n)|G| |O(n)|G]| O®1)|G|
(Warm-up) 0|6 | O)|G]
OT10[19] DLIN O)|G| | OW)|G| | O(kn)|G|
LWi2 [17] || adaptive é‘é’;l;lﬁa) om)|G| | 0G| | om)|G|
m ] Emaie] oo Jows] one
CGW15 s-Lin O(m) (G| | 0G| | O(kn")[G|
[10] for Vs fors=2 |fors=2]| fors=2

’ Proposed || adaptive DLIN ||O(n + r)|G|| o0)|G| |O(n + 7“)|G\|

— We propose an adaptively secure multi-use KP-ABE construction for boolean
formulas (or span programs) over large universe attribute matching predi-
cates with non-redundant ciphertexts from the DLIN assumption (in Section
5). The size of a ciphertext for attributes is not linear in the product kn'
of the number of ciphertext attributes n' and the attribute multiplicity k in
available access structures, but has only a linear dependence on some size
parameter 7 of access structures. For comparison with existing ones, refer to
Table 1.

— We also propose an adaptively secure multi-use CP-ABE construction for the
same access structures as the above KP-ABE with short (non-redundant)
keys from DLIN. The CP-ABE scheme is obtained from the above KP-ABE
by the natural dual conversion, in particular, the key size is not linear in
kn’ for the number n' of key attributes and the attribute multiplicity k in
available access structures. We note that it is the first multi-use CP-ABE
construction with short keys from a static assumption even including the
selective secure schemes (Table 2). For the concrete scheme, see Appendix
E.

We used two techniques, decoupling of linear secret sharing (LSS) into two
(dual) components, i.e., span program matrix and randomness, and the partial
randomization of LSS. A new sparse matrix machinery (Section 4) underlies
them. The techniques can be extended naturally to arithmetic span programs
(ASP), then, our results can be extended to ASP based ABE proposed by Ishai
and Wee [14].



Table 2. Comparison with the existing pairing-based multi-use CP-ABE schemes,
where PK, SK, CT stand for public key, secret key, ciphertext, respectively, and n’
represents the number of attributes in SK, n the max of n/, £ the number of rows in
access matrix in CT, r the max of the number of columns in access matrix in CT, k
(the max of) the “attribute-multiplicity” of an access matrix in CT, respectively.

| || Security Assump. H PK size | SK size | CT size ‘
Wat11[25] V-BDHE omIe | otm)Gl | ows
Scheme 2
11[2
Watl1{25) || joctive|  DBDH O(mr)[G| | O(kn’ +1)(G| | O@)G)|
Scheme 3
A PR (a2 (6] | O((m0)A2)E] | OWIG
[4] terized
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(-Parallel
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1.3 Key Techniques

Our results are related to KP- and CP-ABEs, however, for simplicity, we mainly
treat on KP-ABE. According to a new framework introduced by Attrapadung,
doubly selective security (i.e., selective and co-selective) leads to achieving adap-
tive one. Since selective security is easily obtained in KP-ABE, we should con-
centrate on achieving co-selectively secure KP-ABE below.

Based on the technique in [5, 23], we have DLIN-based, multi-use and semi-
adaptively secure KP-ABE with short ciphertext size. We give the underlying
scheme (as a warm-up), and extend it to our adaptive one. Here, access structure
S is given by £ x r matrix M and each row M; € F of the matrix is associated
to an attribute value by a map p, i.e., labeled with attributes v; := p(i). An
attribute set I' satisfies S iff T € span(M;|v; € I') for a fixed special (all-
one) vector 1. First, to achieve short ciphertexts in the underlying KP-ABE,
attributes I' :== {x;} =1, are encoded in an n-dimensional (with n > n’/ +1)
vector 7 := (y1,...,Yn) such that Z;:Ol Y2 = 2771 H;L,:l(z — ;). Each
(non-zero) attribute value v; (for ¢ = 1,...,¢) associated with a row of access
structure matrix M (in S) is encoded as @; := (v ',..., v, 1), so §- T =

i
!
n—1l—n

; H?Zl(vi — x;), and the value of inner product is equal to zero if and

v

2 Since k < £, the size of secret keys of the AHY15 scheme [4] is very large compared
with others. Also, in [1], a selective-secure constant-size ciphertext, but, large secret
keys CP-ABE scheme was proposed, recently.
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Fig. 1. Decoupling of LSS matrix from randomness and partial LSS randomization in
semi-functional parts. Here, (M = (M;), p) is an access structure, uniformly random
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x;), and ¥ := (v, ... i, 1) for v i= p(d).

only if v; = z; for some j, i.e., v; € I'. Here, the relation between S and I is
determined by the multiple inner product values i - v; for one vector 3 which
is equivalent to I'. As in previous works (e.g., [5,23]), a ciphertext element ¢;
is encoded with wy (for random w), and key elements k] are encoded with ¥;
and shared secret values M, - f (¢ = 1,...,¢) for a central secret I f with
uniformly random f, respectively. We change the encoding method for our new
proof method as indicated below.

Basic Idea: Decoupling of LSS matrix from randomness Secret keys
in all previous KP-ABE schemes contain shared secret values sq = 1 - f and
sq = M;- j?7 which means that randomness f is fixed at the key generation phase.
Moreover, since, for pre-challenge queried keys (in simulation), the challenge ¥
is not yet revealed to the challenger, i.e., simulator, at the query phase, we have
never had a co-selective simulation strategy for achieving compact ciphertexts
together with multi-use leaf attributes v; in the queried access matrix.

For addressing the problem, we change an encoding method of LSS (Fig. 1).
First, we decouple LSS encoding into LSS matrix and randomness, and random-
ness is encoded on the ciphertext side. (Then, the simulation of the randomness
is delayed until the challenge phase.) Precisely, in the secret key, concatenated
Vi = (0;0;,EM;) € F;*T are encoded in the i-th component k} for i = 1,...¢
with random 6;,&. We note that the key component k; has no randomness for
LSS (except for connecting randomness ¢), instead, LSS matrix M := (M;)!_, is

i
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directly encoded in {k;}. In ciphertext, ¥ := (wg, f) € F*" is encoded. Hence,
in decryption, inner-product values are

Y Vi = wli(§ 0;) + EM; - f = wl( - 7;) + €y fori=1,...,¢,

therefore, if i/ - v; = 0, secret share £s; for central secret sg is obtained, and if
iy - U; £ 0, s; is totally hidden from the decryptor since 6; is freshly random.

New Proof Techniques: Partial LSS randomization in simulation and
new underlying lemma At the top level of strategy of the security proof, we
follow the dual system encryption methodology proposed by Waters [24]. The
above change of encoding enables the simulator to simulate the randomness of
LSS depending on both of the h-th queried access structure S := (M, p) and
attributes I' := {z;} (equivalently, vector 7). We use the simulated randomness
ap, which is not fully random in F;, but satisfies M; - a, = 0 if v; € I' and
1-a, = 0. Such a vector exists since I" does not satisfy S, and it has been used for
security in previous works, for example, in [13]. In ciphertext, the concatenated
vector Y/ := (W', dp) € F*" is encoded in the semi-functional space. And, in
the semi-functional space of the h-th queried key, V/ := (0.4;,'M;) € Fq"‘“" are
encoded in the i-th component k} for ¢ = 1,.., . Since V/ is independent of I,
it can be simulated for the pre-challenge key. Then,

/ I Il (= = AV . 0 ifgj-’l_fiZO,
YOV w0y o) + &M, - di = {w’og(g. )+ €M, - di, i -7 £0,
fori=1,...,0 Here, if §-7; #0, Y’ -V/ is uniformly random and independent
from other variables since 6 are freshly random. Let V;" := (6;7;,§{M;) € FI*"
with uniformly random &} which are independent of each other for i =1,...,¢.

i " (= = ’ = 0 if?j'ﬁizoy
fori=1,...,0. Again, if §-¥; # 0, Y- V/ is uniformly random and indepen-
dent of other variables. That is, Y- V/ and Y’ - V/ are equivalently distributed.
Therefore, we can conceptually change V; which contains variable & to V” with
no &' by using the pairwise independence lemma (Lemma 3) as in the previous
dual system encryption proofs. We stress that V" are also independent of the
challenge attributes I', and then can be used in the pre-challenge key simula-
tion. In this way, we can sequentially eliminate the randomness £’ from all key
components, kI for i = 1,..,¢, except for kf, and finally, £’ remains only in the
central element kg, and the inner-product of the semi-functional parts of k§ and
the corresponding ciphertext component is uniformly random value &’ 1@, since
T-a@, # 0. So, the proof proceeds successfully (See Section 5.5 for proof outline).

We extend the sparse matrix technique on dual pairing vector spaces (DPVS)
developed in [21, 23] for achieving compact ciphertexts. Refer to Section 5.1 for
the details.



1.4 Notations

When A is a random variable or distribution, y & A denotes that y is randomly

selected from A according to its distribution. When A is a set, y < 4 denotes
that y is uniformly selected from A. We denote the finite field of order ¢ by
Fy, and Ty \ {0} by F,<. A vector symbol denotes a vector representation over
Fy, e.g., § denotes (y1,...,yn) € Fj. For two vectors § = (y1,...,%,) and
U= (v1,...,0,), §-U denotes the inner-product y_;-_, y;v;. The vector 0 is abused
as the zero vector in F* for any n. X T denotes the transpose of matrix X. A bold
face letter denotes an element of vector space V, e.g., x € V. When b; € V (i =
1,...,n), span(by,...,b,) C V (resp. span{(¥y,...,Z,)) denotes the subspace
generated by by, ..., b, (resp. #1,...,Z,). For bases B := (by,...,by) and B* :=
(b5, b%), (1, en)s = Yo, aibi and (Y1, .., YN = S, yibl. €
Jj—1 n+r—j
=
denotes the canonical basis vector (0---0,1,0---0) € IFq’”"“ for positive integers
n and r. GL(n,F,) denotes the general linear group of degree n over F,.

2 Dual Pairing Vector Spaces (DPVS)

In this paper, for simplicity of description, we will present the proposed schemes
on the symmetric version of dual pairing vector spaces (DPVS) [18] constructed
using symmetric bilinear pairing groups given in Def. 1. Owing to the abstraction
of DPVS, the presentation and the security proof of the proposed schemes are
essentially the same as those on the asymmetric version of DPVS.

Definition 1. “Symmetric bilinear pairing groups” (q,G,Gr,G,e) are a tuple
of a prime q, cyclic additive group G and multiplicative group G of order q,
G # 0 € G, and a polynomial-time computable nondegenerate bilinear pairing
e:GxG — Gr ie, e(sG,tG) = e(G,G)*" and e(G,G) # 1. Let Gppg be an
algorithm that takes input 1 and outputs a description of bilinear pairing groups
(¢,G,Gr,G,e) with security parameter \.

“Dual pairing vector spaces (DPVS)” of dimension N by a direct product of
symmetric pairing groups (q¢,G,Gr,G,e) are given by prime q, N-dimensional

N

—
vector space V := G x --- x G over Fy, cyclic group Gr of order q, and pairing
e:VxV — Gr. The pairing is defined by e(x,y) := Hfil e(Gi, H;) € Gp where
z = (Gy,..., Gn) € Vand y := (Hy,...,Hn) € V. This is nondegenerate
bilinear i.e., e(sx,ty) = e(x,y)*" and if e(z,y) =1 for ally € V, then x = 0.

3 Definition of KP-ABE

3.1 Span Programs and Access Structures

Definition 2 (Span Programs [7]). U (C {0,1}*) is a universe, a set of
attributes, which is expressed by a value of attribute, i.e., v € F *(:= F, \ {0}).



A span program over F, is a labeled matriz S := (M, p) where M is a (¢ x r)
matriz over Fy and p is a labeling of the rows of M by literals from {v,v’,...}
(every row is labeled by one literal), i.e., p : {1,..., 4} — {v,0',...}. A span
program accepts or rejects an input by the following criterion. Let I' be a set of
attributes, i.e., I' := {x;}1<j<ns (x; € F ). The span program S accepts I if
and only if 1 € span((M;) p(i)y=v,er), i-e., some linear combination of the rows
(M) piyer gives the all one vector I

No row M; (i = 1,...,¢) of the matrix M is 0. We now construct a secret-
sharing scheme for a (monotone) span program.

Definition 3. A secret-sharing scheme for span program S := (M, p) is:

1. Let M be ¢ x r matriz. Let column vector f = (fr,--s fr) & Fy. Then,
so = 1- f: S iy fr is the secret to be shared, and § := (s1,...,s;)T =
M - fT is the € shares of the secret so and the share s; belongs to p(i).

2. If span program S := (M, p) accepts I, i.e., 1 € span((M;),(ier), there exist
constants {a; € Fy | i € I} such that I C {i € {1,...,¢} | p(i) € I'} and
Y ier @isi = so. Furthermore, these constants {a;} can be computed in time
polynomial in the size of the matrix M.

3.2 Key-Policy Attribute-Based Encryption (KP-ABE)

In key-policy attribute-based encryption (KP-ABE), encryption (resp.a secret
key) is associated with attributes I (resp.access structure S). Relation R for
KP-ABE is defined as R(S, I") = 1 iff access structure S accepts I

Definition 4 (Key-Policy Attribute-Based Encryption: KP-ABE). A4
key-policy attribute-based encryption scheme consists of probabilistic polynomial-
time algorithms Setup, KeyGen, Enc and Dec. They are given as follows:

Setup takes as input security parameter 1%, a bound n on the number of at-
tributes per ciphertext and a bound r on the number of columns of an access
matriz in o secret key. It outputs public parameters pk and master secret key
sk.

KeyGen takes as input public parameters pk, master secret key sk, and access
structure S := (M, p). It outputs a corresponding secret key sks.

Enc takes as input public parameters pk, message m in some associated message
space msg, and a set of attributes, I' := {x; }?/:1 It outputs a ciphertext ctp.

Dec takes as input public parameters pk, secret key sks for access structure S,
and ciphertext ctp that was encrypted under a set of attributes I'. It outputs
either m’ € msg or the distinguished symbol L.

A KP-ABE scheme should have the correctness: for all (pk, sk) X Setup(1*,n, 1),
all access structures S, all secret keys skg i KeyGen(pk, sk, S), all messages m,

all attribute sets I', all ciphertexts ctr X Enc(pk,m, I"), it holds that m =
Dec(pk, sks, ctr) if S accepts I'. Otherwise, it holds with negligible probability.



Definition 5 (Adaptive Security). The model for defining the adaptively
payload-hiding security of KP-ABE under chosen plaintext attack is given by
the following game:
Setup In the adaptive security, the challenger runs the setup,
(pk, sk) &K Setup(1*,n,7), and gives public parameters pk to the adversary.
Phase 1 The adversary is allowed to adaptively issue a polynomial number of
key queries, S, to the challenger. The challenger gives skg R KeyGen(pk, sk, S)
to the adversary.
Challenge The adversary submits two messages m®, m() | and a challenge
attribute set, I', provided that mo S queried to the challenger in Phase 1

accepts I'. The challenger flips a coin b A {0,1}, and computes ctgf) X

Enc(pk,m®,I'). It gives ctgf) to the adversary.
Phase 2 Phase 1 is repeated with the restriction that no queried S accepts chal-
lenge I'.
Guess The adversary outputs a quess b’ of b, and wins if b’ = b.
The advantage of adversary A in the adaptive game is defined as AdvﬁP‘ABE()\) =
Pr[A wins|—1/2 for any A. A KP-ABE scheme is adaptively payload-hiding secure
if all poly-time adversaries have at most a negligible advantage in the game.

Remark 1 The challenge I" is declared by the adversary just before Phase 1
(resp. before Setup) in the semi-adaptive (resp. selective) game, and the corre-
sponding security notions are defined in the similar manner as above.

4 Special Matrix Subgroups

Let n > 2 and n := n + r. Lemmas 1-3 are key lemmas for the security proof
for our KP- and CP-ABE schemes.

We start by a motivational argument for introducing our new sparse matrix
technique. Previous sparse matrices in DPVS [21, 23] are given by the form in
Eq. (21) (in Appendix B.2), whose diagonal element except for the first one is
the same denoted by w. For achieving our information theoretical change from
(Y",V!) to (Y',V!) described in Section 1.3, we use one more randomness in
diagonal elements, i.e., two random u; and ug, as given in Eq. (1). More precisely,
random U <2 H(n,r,F,) acts on IFq"J”" =[F; x F; by using different scalars u;
and ug on the first F* and the second F respectively. The new sparse matrix
action is the key fact for proving Lemmas 3 and 8.

For positive integers n and r, let

uy
!
uh, u
2 uy, ug, u; € Fy
: . forl=1,...,n+m,
H(n,r,Fy) := ul, Uy a blank element , (1)
Uy oy Ug in the matrix
. denotes 0 € F,
Up iy Uz




and H(n,r,Fy)* := H(n,r,F,) N GL(7,F,).

Lemma 1. H(n,r,F,)* is a subgroup of GL(n,F,), where i :=n+r.

Lemma 1 is directly verified from the definition of groups. 0
Let
Hij1
!
i g2 Higl
: i € H(n,r,F,)
Xij= | Hijn Hij1 fori,j = (2)
Hijin+1 Wi j,2 1,...,5
ugd)?’b-i—r i 5.2

and using X; ;, we define

X1 Xugs . H( IE‘
._ - . . ij € n T,
L(5,n,rF)={ X :=| : forij— 1. (GL(5R (3)
Xs51 - X555

Lemma 2. £(5,n,r,F,;) is a subgroup of GL(5n,F).

Lemma 2 is given in a similar manner as Lemma 2 in the full version of [21]. For
the proof, see Appendix B.1.
Next is a generalization of Lemma 6 in [21].

J
s 1,0, O) € Fp". Forallv = (v1,...,v,,0,...,0) €

Lemma 3. Lete; := ,0,.
= (0, ,0, nl,...,nr) € span{€y11,..,Entr) and

span(€, .., €n) \ span(
m ey, let

(0,.
&), &

Wi zm = {(W, Z) € (span(e, v, k) \ span(€1)) X (F;J” \ span(e)t) | @ - 7= n}.

For all (U, R, %) € (span(€l, .., €,) \ span(€1)) xspan(€p41, .., Entr) X (IF;“” \ span{&;)*t),
and U < H(n,r,Fy)*, Z = (U, the pair (7 + R)U,ZZ) is uniformly dis-
tributed in Wy (547).z except with negligible probability.

For the proof, see Appendix B.2.
5 Adaptively Secure Multi-Use KP-ABE Scheme with
Short Ciphertexts

5.1 Key Ideas in Constructing the Proposed KP-ABE Scheme

We extend the techniques developed in [23], where the author presented a semi-
adaptively secure KP-ABE with constant-size ciphertexts by using sparse matrix
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DPVS approach. An underlying construction of our proposed one is given in Sec-
tion 5.3, which is a dual form of the scheme in [23] since the 5n x 5n sparse basis
matrix is used in a dual manner. Hence, while [23] scheme has size O(1) cipher-
texts and size O(¢n) keys, the underlying one has size O(n) ciphertexts and size
O(¢) keys (Table 1), where ¢, n are the number of rows in access structure matrix
M and the max of the number of attributes in I', respectively. In other words,
the dual conversion of the scheme in [23] to the underlying scheme increases
ciphertext size O(n)-times and then decreases key size O(n)-times.

As mentioned in Introduction, the top level idea of our construction is the
decoupling technique of LSS encoding. The underlying scheme has a usual en-
coding of LSS, i.e., encoding a central secret sy and shares s;. Therefore, the
comprehension of the construction idea of the underlying one is necessary for
understanding our proposed one. In this section, we will explain key ideas of con-
structing the underlying and our KP-ABE schemes. First, we will show how size
O(n) ciphertexts and size O(¢) keys can be achieved in the underlying scheme,
where the TPE scheme given in [21] is used as a building block. Here, we will use
a simplified (or toy) version of the underlying KP-ABE scheme, for which the
security is no more ensured in the standard model under the DLIN assumption.

A ciphertext in the simplified KP-ABE scheme consists of two vector ele-
ments, (cp,c1) € G° x G", and ¢y € Gp. A secret key consists of £+ 1 vec-
tor elements, (kj,ki,...,k}) € G® x (G™)* for access structure S := (M, p),
where the number of rows of M is ¢ and k} with ¢ > 1 corresponds to the
i-th row. Therefore, to achieve shorter secret keys, we have to compress k] €
G™ to a constant size in n. We now employ a special form of basis genera-

1
/
. . Ko f . .
tion matrix, X := . € H(n,0,F,) of Eq.(1) in Section 4, where
Ha, I
Ly [y ooy i F, and a blank in the matrix denotes 0 € F,. The master se-
b G
: 1sG pG
cret key (DPVS basis) is B* := : = . . . Let the i-th
by, Hn G nG
component of a secret key associated with S := (M := (M;)!_,, p) consists

of kf == (0;v] ™" + si, 0002, 001,005 = (0,071 4 5,)bt + 0;(v] b5 +

cFubl_ 4bE) = ((92»(2?:1 v?_ju;) + sm’l) G, v 20,uG,. . ., Hi,uG) , where
v; = p(i),0; & thf'(_u Fy and s; := M; - f. Then, k! can be compressed to
only two group elements (K;l = (91-(2?:1 v?_ju;-) + sl,u’1> G, Kjy:= Gi,uG>
as well as v;, since k; can be obtained by (K, vf_QKi”iz, co Ko K ) (note
that UfK;Q = vf@iuG for j = 0,...,n — 2). That is, the i-th component of a
secret key (excluding v;) can be just two group elements, or the size is constant
in n, then (k})¢_, can be compressed into size O(¢).

11



Let B := (b;) be the dual orthonormal basis of B* := (b)), and B be
the public key in the simplified KP-ABE scheme. We specify (¢, k, cr) such

that e(co, ki) = g%7550 and cp = g%m € Gr with sg is a center secret of
shares {s;}i=1,...¢ associated with access structure S, which are embedded into
{k}}i=1,.. ¢ as indicated above. We also set a ciphertext for I" := {x1,..., 2, } as

c1 := (wy)p where i := (y1, . ..,yn) such that E;:Ol Yn_jz) = 201 H;il(z—
xj), and w < F,. From the dual orthonormality of B and B*, if S accepts I,
there exists a system of coefficients {a;},(;)cr such that e(ci, k™) = g%so, where
k= Zp(i)ep a;k?. Hence, a decryptor can compute g%so if and only if S ac-
cepts I, i.e., can obtain plaintext m. We can extend the simplified KP-ABE
to a semi-adaptively secure KP-ABE scheme under the DLIN assumption just
by enlarging the dimension of the underlying vector space, which is shown in
Section 5.3. The security proof is based on the Waters’s dual system technique
and given in a similar manner to [23]. The provably secure scheme has the same
asymptotic sizes of keys and ciphertexts, i.e., O(¢)-sized keys and O(n)-sized
ciphertexts.

Our goal is to construct an adaptively secure KP-ABE with a compara-
ble asymptotic data sizes, i.e., O(f)-sized keys and O(n + r)-sized ciphertexts,
from the underlying one. We use a decoupling technique of LSS matrix from
randomness for achieving the goal. First, we enlarge the space from O(n) to
O(n + r) dimension. As described in Fig. 1, a uniformly random vector f € Fy
for LSS is encoded on the ciphertext component c¢;. In the simplified scheme,
¢ = (wy, f)g € G™*" where § € [y, is defined as above. For encoding each row
M; of access matrix M on k7, the above matrix X is extended to a (n+7)x (n+r)
matrix in H(n,r,F,) (Eq. (1)), then the master secret key is given by

by e
: G G
B* = b:; = ,UJ;IG ,ulG where M1y 2, /’L/17 R
b1 fn 1 G p2G
b;+r /’L;’L-"-TG M2G

JT. < F,. Here, note that two independent diagonal elements u1, o are
used for the first n-dimension and the second r-dimension. (Refer to the ar-
gument given in the beginning of Section 4.) Hence, kI is given by k} :=
(0,0, EM;)p+. We note kj is compressed to three group elements as before, i.e.,
Ki*,l = (02( 7:1 U?_lﬂf) + 5(2;:1 Mi,lﬂ;ﬁ-l)) G, Ki*,Q = 0;G, Ki*,S = G
for i = 1,..,¢, and the secret key size is O(f). The pairing value of ¢; and k
is e(e1, k}) = g‘q‘ie"@a"%M’f = g;«eiy’a"%si where s; :== M; - f. These values are
equivalent to the previous underlying scheme. Therefore, the decryption algo-
rithm is the same as before.

We then explain how our full KP-ABE scheme is constructed on the above-
mentioned simplified KP-ABE scheme. The target of designing the full KP-ABE
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scheme is to achieve the adaptive security under the DLIN assumption. Here, we
adopt and extend a strategy initiated in [19], in which the dual system encryption
methodology is employed in a modular or hierarchical manner. That is, three
top level assumptions, the security of Problems 1-3, are directly used in the dual
system encryption methodology and the assumptions are reduced to a primitive
assumption, the DLIN assumption.

To meet the requirements for applying to the dual system encryption method-
ology and reducing to the DLIN assumption, the underlying vector space is
five times greater than that of the above-mentioned simplified scheme. For ex-
ample, ki := ( 0;7;, {M;, 02727 i@y, My, 0" g for p(i) = vi, ¢ =

X1 Xus
(wF, f, 0272 0"+ @) g with @) < FP4 and X o= | L | e

X51 X555
L(5,n,7m,Fy) of Eq.(3) in Section 4, where each X;; is of the form of X €
H(n,r,Fq) in the simplified scheme. The vector space consists of four orthogo-
nal subspaces, i.e., real encoding part, hidden part, secret key randomness part,
and ciphertext randomness part. The simplified KP-ABE scheme corresponds to
the first real encoding part.

A key fact in the security reduction is that £(5,n,r,Fy) is a subgroup of
GL(5(n+r),F,) (Lemma 2), which enables a random-self-reducibility argument
for reducing the intractability of Problems 1-3 to the DLIN assumption. For
the reduction, see [21]. We employ a new simulation technique in dual system
encryption using random vector f in ¢1. For the details, refer to the proof outline
in Section 5.5.

5.2 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator GKP below, which is used
as a subroutine in the proposed KP-ABE scheme.

GEP (12,5, (n,7)) : paramg := (¢,G,Gr, G, e) & Gope(1?), No:=5, Ny :=5(n+r),
paramy, = (q, V¢, Gr, Ay, e) := gdpvs(l’\, Ny, paramg) fort =0,1,
U
V=TS, gr:=e(G, a)Y, param,, .y = ((n,7), {paramy, }1=0,1, 97),
Xo = (X0ij)ij=1...5 & GL(Ny,F,), X1 s L(5,n,r,F,), hereafter,

i G=1,0,50=1,2 . :
L g i b2 n’i’f_ * denotes non-zero entries of X7 as in Eq. (2),

b5, = (X0,i,15 s X0,6,5)A = Z?:I Xo,ija; fori=1,..5, B := (bf,..,b; 5),
B;j,L = i, G, Bz{jﬂj,l = M;,j,lG fori,j=1,...,5;.0=1,2;l=1,...,n+r,
for t = 0,1, (V0,i,5)i5=1,...n, = (X)),

bei = (Dei1, - Vin)a = Yoty Veijay for i =1, Ny, By o= (by1, ... be.n,),

* * 1% 1,7=1,..., 5;0=1,2
return (param(n,r)7 BO? B()a Bl? {Bi,j,m Bi,j,l}l:l,_“’n-l,-r )
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Remark 2 Let sparse block matrix
b; ,(i—=1)(n+r)+1

:(XZ71GX1)5G) fOI‘Zb:17...,57
(4)

byf,i(n«kr)
and Bf := (b7 1, .. b7 50,4)5
where X; ;- G means the componentwise multiplication. B; is the dual orthonor-

mal basis of BT, i.e., e(b1,:, b7 ;) = gr and e(by;, b7 ;) = 1 for 1<izj<5(n+r).

5.3 Warm-Up: Underlying Semi-adaptively Secure Construction

As a warm-up, we describe a semi-adaptively secure KP-ABE scheme, which is
a dual construction of [23] whose secret keys are compressed by using a sparse
matrix while [23] scheme has compressed ciphertexts. Namely, we use the sparse
matrix in a dual manner of [23]. We refer to Section 1.4 for notations on DPVS.

Setup(1*, n): /% Ny:=5, Ny :=5n %/
(param,,, Bo, By, By, { By, BI; }i20 % 7)< G (14,5, (n, 0)),
Bo == (bo,1,bo2,bos), Bj = (b1, b5 4.5 .4),
B := (b11s -, b1,0, b1 40415 -, b1 50),

return pk := (lA,paramn,{ﬁt}t:OJL sk := (Bg, {B; ., B}, l}j iézul } >)
KeyGen(pk, sk, S := (M,p)): f<—U Fy, so:= 1. f, Mo a Fy,

kg = (17 S0, 07 o, O)Bé?
fori=1,... ¢,
e . _ > U
if p(’l) =V, Ui = (Ui l)lnzl = (U? 1,~-avi>1)7 S; = Mi . fa 97,7,(/)'m7h — an
for j=1,...,5, Ky ;= 01 (0: B + i B ) + 8By 1+ miBg
K7, = 9'31 g1t ¢1B§j,lv
return sks := (S, kg, {K7q;, Kio, i} i=1, . 65=1,.5)
Enc(pk, m, I':={z1,..., 2 |z; € F 0 <n—1}):
¥ :=(y1,...,Yn) such that Z 0 Y2 = 21 H?Zl(z —xj),

U
waQDO,C%]an 901 <;}qu Cp ‘= (Cv w, 0, Oa SOO)]BO,

n 2n n n
———
c1 = ( wij, 0%, o, ¢1 B

or = g%m, cty = (I, ¢co,c1,c7), return ctp.

Dec(pk,sks == (S, kg, {K;y j, Kis Yoy 75),ctr o= (I co,e1,c7)) -
If S := (M, p) accepts I, then compute I and {«; };es such that
1= > icr @M, where M; is the i-th row of M, and
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IC{ie{l,....¢} | [pti))=v; N v; €T}
foric I, if p(i) =v;, U= (vi))ley = (" .. v, 1),

n n

k= ( Ki71,17 v272Ki,271’"7v27nKi,2717 Ki,1757 Uz,2Ki,2,5a -'vUz,nKi,2,5 )s

n 2n n n
—_—— —————
that iS, k;k = ( 92172 + Sigl, 02n’ 'Q[J,L'l_); + ni€17 On )[B;T,

k™ =3 ik, K :=e(co,kg) - e(ci, k™), return m' :=cr/K.

[Correctness] If S:= (M, p) accepts I', K = e(co, ki) - e(e1, k™) =
g;ws"ﬁg;z’“aisi = g% where sg =1 f, s;:= M; - ffori=1,...,¢L.

We note that secret key skg consists of 5¢ + 5 group elements and ciphertext
ctp consists of 5n + 5 group elements (and one G element).

The standard DLIN assumption is defined in Appendix A.

Theorem 1. The proposed multi-use KP-ABE scheme is semi-adaptively payload-
hiding against chosen plaintext attacks under the DLIN assumption.

Theorem 1 is proven in a similar manner as in [23].

In the semi-adaptive security model, the challenge attribute set I" is declared
by the adversary at the start of the game, but after receiving the public key pk
from the challenger. Therefore, for each key query S := (M, p), the challenger
can determine whether p(i) € I' or not for i = 1,...,£. The challenger in the
security proof makes use of this information to simulate a component k! of a
queried key for each i =1,...,¢ in a refined dual system encryption proof. The
main part of the game sequence is similar (but not equal) to the Game 3 sequence
in the proof of Theorem 2 below.

5.4 Proposed Adaptively Secure Construction

By decoupling LSS coefficients s; := M; - fe Fy to M; € F in the key side and
f € F; in the ciphertext side of the underlying scheme, we obtain our proposed
adaptively secure KP-ABE scheme.

Setup(1*, (n,r)): /% Ny:=5, Ny :=5(n+r) x/
(Param(,, .y, Bo, By, Br, {By . By iy 0 =) <GP (12,5, (n,m),
Bo := (bo.1,bo2, bos), By = (bf1,b) 5. 4),
I§1 = (b1,1, ~,bl,n+r,b1,4(n+r)+1> ‘~7b1,5(n+r))v
return pk := (1%, param,, ), {Be}im0.1), sk = (B, {B; ;. B oy o0 )
KeyGen(pk, sk, S:= (M,p)): &m0 < Fy,  ki:=(1, & 0, no, O):,
fori=1,...,0, if p(i) = v;, ¥ := (viy)py = (V'Y 00, 1), 0090, a F,,

forj=1,...,5,
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Ky o= 3y via(0iBy  + B ) + 30 Mi(§BY 0 +miBE S i)
Ki*,2,j = aiBik,j,l + w’iBg,j,h Ki*,3,j = fBi]’,z + mBé‘,j,m
return sks := (S, kg, {K;;, Ko, K5 i=1,. 5=1,.5)
Enc(pk, m, I':={z1,...,zn |z; €F),n' <n—1}):
7= (Y1, yn) such that 3170 yo_jz/ = 2" [V (2 — ),

~ U U - U = 7
fH]F;7 wa‘;DO?C(_qu Y1 (_F;L+T7 Cpy = (Ca 1f7 07 07 300)]1%7

n—+r 2n+4-2r n-+r n+r
—_—m——FYhe—PMF A~~~ — AN —
. - 7 2n+2 z
Cy = ( wyY, f7 0 s T? 0n+r7 ®1 )IBl

cr = g%m, ctr := (I, ¢, c1,c7), return ctp.
Dec(pk, sks := (S, kg, {K 1 ;, Ko, :3J}2211€5),Ct1“ = (I, ¢co,c1,07)) -
If S:= (M, p) accepts I', then compute I and {«; };ecr such that
1= Y icr @iM;, where M; is the i-th row of M, and
IC{ie{tl,...;0} | [pli)=vi AN v; €T}
foric I, if p(i) =v;, U= (vig)ly = (. 0, 1),
n+r

kio= (K viaKo g, vin Ky 1 Min K g 00 Mo K5y, -
Ki*,l,57 viaQKi*,Q,E’)’ ey UianKi*,Q,E)’ Mi71K2375, .ey Mi,TK3<,3’5 ),
n+r 2n+2r n+r n+r
—
that iS, ki;k ZZ( Hiﬁi, fMi, 02n+2r’ ’(ﬂﬂ_};, n,»Mi, On—i—r )IBT’

k™ =3 aik;, K :=e(co,kg)-e(ci, k™), return m’:=cr/K.

[Correctness] If S:= (M,p) accepts I', K = e(co, k) - e(e1, k™) =
€S0 € dier s _ o€y = Tf Si = M»-ffor 1=1,..., L
9r 9r g where So y Si i Yy

We note that secret key skg consists of 5¢ + 5 group elements and ciphertext
ctp consists of 5(n + 7) + 5 group elements (and one G element).

While our adaptively secure KP- and CP-ABE schemes have the maximum
of size r as one of public parameters, they allow several useful class of access
structures. According to the explicit construction of span programs from boolean
formulas (e.g., Appendix of [16]), while appending AND gate gets r (and ¢)
larger, appending OR gate gets only ¢ larger. Therefore, for example, available
access structures for our adaptive ABE include any 7-CNF formula with any

arbitrarily long disjunctions (for a bounded r), i.e., length r conjunctions of
arb. long

length ty,...,t, disjunctions for arbitrarily large ¢1,..., ¢, like (X3 V -+ -- \%
arb. lon;

X )N A (21 V- 2V Z;,), where unbounded multi-use of attributes for

X, .o Xy, 21, , 24, is allowed. The j-th column of the LSS matrix M
izt 2

. . —— — T . r .
is given by (0,...,0,1,...,1,0,...,0)" with length £ =3%"'_ ¢, forj=1,...,r
when the target is all 1 vector 1 € F,.
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5.5 Security of the Proposed KP-ABE
The standard DLIN assumption is defined in Appendix A.

Theorem 2. The proposed multi-use KP-ABE scheme is adaptively payload-
hiding against chosen plaintext attacks under the DLIN assumption.

Let 14 (resp. v2) be (the maximum of) the number of pre-challenge (resp. post-
challenge) key queries, and v := vy 4 v the total number of key queries. ¢ is the
maximum of the number of rows in access matrices (of key queries).

Outline of the Proof of Theorem 2 At the top level strategy of the security
proof, the dual system encryption by Waters [24] is employed, where ciphertexts
and secret keys have two forms, normal and semi-functional. The real system uses
only normal ciphertexts and normal secret keys, and semi-functional ciphertexts
and keys are used only in subsequent security games for the security proof.

To prove this theorem, we employ Game 0 (original adaptive security game)
through Game 4. Games proceed as follows:

Game 0
for h=1,...,11, /* Game 1 sequence */
Game 1-h-1 — Game 1-h-2
forp=1,...,¢, /* Game 1-h-3 sequence */
Game 1-h-3-p-1 — Game 1-h-3-p-2 — Game 1-h-3-p-3
Game 1-h-4
Game 2
for h=11+1,...,v(=1v1 +12), /* Game 3 sequence */
Game 3-h-1
forp=1,...,¢, /* Game 3-h-2 sequence */
Game 3-h-2-p-1 — Game 3-h-2-p-2 — Game 3-h-2-p-3
Game 3-h-3 — Game 3-h-4
Game 4

The security games consist of two main parts, Game 1 sequence for pre-challenge
keys and Game 3 sequence for post-challenge keys. We follow the approach ini-
tiated by Lewko-Waters [17] and extended by Attrapadung [2, 3], namely, two
different semi-functional forms for keys and ciphertexts are used in the two re-
spective sequences, called selective-policy semi-functional and selective-attributes
semi-functional.

Normal forms are given by Eq.(7) for ciphertexts and Egs. (5) and (6) for
keys. Notable properties of these forms are: LSS matrix M := (M;) is directly
encoded in keys {k;}¢_, and randomness for the LSS, £, is encoded in ciphertext
Cy.

Game 1 sequence (for pre-challenge keys) The Game 1 sequence is parametrized
by the pre-challenge key index h =1,...,vy.

The simulator is first given access structure S := (M, p) for the h-th key query
from the adversary, then given attributes I" := {z;} for the challenge query. The
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key task of the simulator is to embed S := (M, p), i.e., encoded vector @; and
rows M; of M, into the challenge ciphertext appropriately. Since the policy S is
first revealed to the simulator, we use selective-policy semi-functional keys and
ciphertext in the sequence.

A selective-policy semi-functional ciphertext is given by Eq. (8) and selective-
policy semi-functional key is given by Egs. (9) and (6). Temporary form keys are
given by Egs. (10)—(13). Notable properties of these forms are:

— A selective-policy semi-functional key given by Egs. (9) and (6) and all tem-
porary form keys in the Game 1 sequence, Egs. (10)—(13), are all independent
from the challenge attribute set I'.

— (Partial) randomness for LSS matrix, a@j, in the challenge ciphertext is se-
lected depending on access structure S := (M, p) in the h-th queried key
(and challenge attributes I') such that aj & {@n € ¥ | M; -a@, = 0 if
vii=p(i) €l foralli=1,...,¢ and I -dj, ?EO}

— Randomness &' in Eq. (9) for kj and {¢,}]~ in Egs. (12) and (13) for {k;}
are independently and uniformly distributed in F,. Moreover, the variable &’
is independent from all the other variables, and this is the goal of the Game
1 sequence.

Game 3 sequence (for post-challenge keys) The Game 3 sequence is parametrized
by the post-challenge key index h =v; +1,...,v.

The simulator is first given attributes I" := {z;} for the challenge query from
the adversary, then given access structure S := (M, p) for the h-th key query.
The key task of the simulator is to embed I" := {x;}, i.e., encoded vector ¥, into
the reply to the h-th key query, appropriately. Since the attributes I" are first
revealed to the simulator, we use selective-attributes semi-functional keys and
ciphertext in the sequence.

A selective-attributes semi-functional ciphertext is given by Egs. (14) and
(15), and selective-attributes semi-functional key is given by Eqgs. (18) and (6).
Temporary form ciphertext is given by Eq.(17). Notable properties of these
forms are:

— A selective-attributes semi-functional cipheretxt given by Egs. (14) and (15)
and the temporal form cipheretxt, Eq. (17), are all independent from the h-th
(and all) queried key policy S.

— Only key components kj in the h-th queried key with v, := p(p) € I' are

additionally randomized by using a new 6, < F, (in Game 3-h-2-p-3), which
is determined by the h-th access structure S and challenge attributes I

— Uniformly distributed randomness ¢” € F, in Eq. (18) for k§ is independent
from all the other variables, and this is the goal of the Game 3 sequence.

In Game 4, the challenge ciphertext is changed to non-functional form, com-
ponent cr is independently distributed from other components (¢p,¢1). In the
final game, the advantage of the adversary is zero. As usual, we prove that
the advantage gaps between neighboring games are negligible, using computa-
tional problems, Problems 1-3 and information-theoretical game changes. We
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have shown that the intractability of (complicated) Problems 1-3 is reduced to
that of the DLIN Problem through several intermediate steps, or intermediate
problems, as in [19, 21, 23].

Proof of Theorem 2 To prove Theorem 2, we consider the following (3¢ +
3)(v1 + v2) + 3 games. In Game 0, a part framed by a box indicates positions
of coefficients to be changed in a subsequent game. In the other games, a part
framed by a box indicates coefficients which were changed in a game from the
previous game.

Game 0 : Original game. That is, the reply to a key query for S := (M, p) with
¢ x r matrix M = (M;) is:

= ( 1a 57 @7 Mo, 0 )]BSa (5)
for i = 17' "aga k;,k = ( Giﬁia ngv a wiﬁzﬁ niMia OTL-H” )IB’{) (6)

where 7; := (v, .., v, ) ( ) =iy €m0y M5y 0i, 05 & F,. The challenge ci-

K3
phertext for plalntexts (m©, m®M) and I' := {z1, .., 2y |z; € Fn" <n—1}
is:

co _(’ T f’ @ 0, %o IBO’ ‘T ::g%m(b)’ } (7)

(wg, . [022] 0vr, g1,

where 7 := (y1,...,Yn) such that Z] o Ynjz = 2 H;il(z — x;), and

b <_U {0,1};(,&),@0 <_anf H anQDl <_F¢;L+r'
Game 1-h-1 (h = 1,...,v1) : Game 1-0-4 is Game 0. Same as Game
1-(h — 1)-4 except that ¢y and ¢; in the challenge ciphertexts for I" := {x;} are

Co : (C _’ f 7 07 300)15307 (8)

Ci: ( w f On+r, @1)315

! =
aha wy, ah

where w’ < F,, the h-th key query is for S := (M, p) with ¢ xr matrix M = (M;)
and @, < {@n € F | M;-d@n, =0if & -§=0foralli=1,...,4 and 1-a, # 0},
and all the other variables are generated as in Game 1-(h — 1)-4.

Game 1-h-2 (h=1,...,v1) : Game 1-h-2 is the same as Game 1-h-1 except
all kf in the h-th queried key for S := (M, p) with ¢ x r matrix M = (M;) are:

ko == (1, ¢, 7 1m0, 0 Bz, (9)

for i =1,.,0, ki i= (03, EM;, [0, €M), 077, 0565, 0 Mi, 074 )iy, (10)

where 6}, &’ & F, and all the other variables are generated as in Game 1-h-1.
Game 1-h-3-p-1 (h=1,...,v1;p =1,...,£) : Game 1-h-3-0-3 is Game
1-h-2. Game 1-h-3-p-1 is the same as Game 1-h-3-(p — 1)-3 except k;, in the h-th
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queried key for S := (M, p) with £ x r matrix M = (M;) is:

k; = ( epﬁpv fMp, On+ra 9;)"7;07 glMpa 1Z);zaﬁpa anpv 0n+r)]Bf7 (11)

where all the variables are generated as in Game 1-h-3-(p — 1)-3.

Game 1-h-3-p-2 (h=1,...,v15p=1,...,£) : Game 1-h-3-p-2 is the same
as Game 1-h-3-p-1 except kj, in the the h-th queried key for S := (M, p) with
¢ x r matrix M = (M;) is:

k= (0,0, EM,, 0", 00, | &M,y |, ¢pUy, npMy, 0" )ps, (12)

where 51’7 & F, and all the other variables are generated as in Game 1-h-3-p-1.
Game 1-h-3-p-3 (h=1,...,v15p=1,...,£) : Game 1-h-3-p-3 is the same
as Game 1-h-3-p-2 except k; in the h-th queried key for S := (M, p) with £ x r
matrix M = (M;) is:

k; = ( epﬁpv fMp7 Upa g/Mpa ontr ) %Um anpa On+T)IB;‘a (13)

where all the variables are generated as in Game 1-h-3-p-2.
Note that in Game 1-h-3-¢-3, the uniformly distributed variable ¢’ in kj
(Eq. (9)) is independent from all the other variables.

Game 1-h-4 (h =1,...,v1) : Game 1-h-4 is the same as Game 1-h-3-¢-3
except k; (1 =1,...,¢) in the h-th queried key for S := (M, p) with ¢ x r matrix
M = (M;) are:

fori=1,...,¢,
k:;k = ( ei{}’ia §M7,7 7 OTL—H“’ wiﬁia nlMlv On+T)IB;‘7 (: Eq (6))

where all the variables are generated as in Game 1-h-3-¢-3.
Game 2 : Game 2 is the same as Game 1-v1-4 except the challenge ciphertext
is:

—

co=(¢ T-£,|T-F10, @), (14)
Ci = ( Wga .}?7 w/y, ‘7 wyv . 0n+r7 951 By (15)

where f’ & F; and all the other variables are generated as in Game 1-v1-4.
Game 3-h-1 (h=v1+1,...,v): Game 3-11-4 is Game 2. Game 3-h-1 is
the same as Game 3-(h—1)-4 except that all the h-th queried key for S := (M, p)
with ¢ x r matrix M = (M;) is:

_(17 fa a 70, 0)1}387
for ¢ = 1a "757 kz* = ( 9i’l7i,£Mi, a 0n+T7¢zU1aU1Mu0n+r) BY»
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where &', 0] & F,, and all the other variables are generated as in Game 3-(h—1)-
4.

Game 3-h-2-p-1 (h=v1+1,...,v5p = 1,...,£) : Game 3-h-2-0-3 is
Game 3-h-1. Game 3-h-2-p-1 is the same as Game 3-h-2-(p — 1)-3 except k in
the reply to the h-th key query for S := (M, p) with ¢ x r matrix M = (M,) is:

if ¥, - ¢ # 0, k; = ( OpVp, EMp, 0T, ’Up, §'My |, wpgpaanpaOnJrr)B{v

where all the variables are generated as in Game 3-h-2-(p — 1)-3.

Game 3-h-2-p-2 (h=v1+1,...,v5p = 1,...,£) : Game 3-h-2-p-2 is
the same as Game 3-h-2-p-1 except k;, in the reply to the h-th key query for
S:= (M, p) with ¢ x r matrix M = (M;) is:

if ¥, -y # 0,
= (0,0, &My, 0" [0 ] 0,5,7%, &' My, iy, 1My, 0",
where 0] & Fy, 0,22 := (v 72,...,vp, 1) € F~!is the last n — 1 entries of ),
for v, = p(p), and all the other variables are generated as in Game 3-h-2-p-1.
Game 3-h-2-p-3 (h =v1+1,...,v;5p = 1,...,£) : Game 3-h-2-p-3 is

the same as Game 3-h-2-p-2 except k,, in the reply to the h-th key query for
S:= (M, p) with ¢ x r matrix M = (M) is:

if 4, -y # 0,
k= (0,0, EM,, |01, 0,5,22, &M, 0"F7 | ahptiy, mp My, 0" ")z, (16)

where all the variables are generated as in Game 3-h-2-p-2.

Game 3-h-3 (h =v1+1,...,v): Game 3-h-3 is the same as Game 3-h-2-£-3
except that ¢; in the challenge ciphertext for I" := {z;}, and (k;)i=" in the reply
to the h-th key query for S := (M, p) with ¢ x r matrix M = (M;) are:

e = (wi, f, L0 B )y, (17)

ki = (1, & , 0, o m;;, (18)
fori=1,...,¢, ifv;-y=0,

ki = (0,0, My, | SM; - | 605,22, € My, 077 by, 1My, 07 g, (19)

where £ Y Fy, 7z i IF;H"" and all the other variables are generated as in Game
3-h-2-£-3.

Game 3-h-4 (h=v1+1,...,v) : Game 3-h-4 is the same as Game 3-h-3
except that ¢; in the challenge ciphertext for I' := {x,}, and (k}){_, in the reply
to the h-th key query for S := (M, p) with ¢ x r matrix M = (M;) are:

Ci = ( W, j_‘: w/ga f/a W' 7, f, 0n+7‘, SEl )Bla (: Eq. (]‘5))
fori=1,...,¢,

k:( = ( 97,1717§M27 a On+r7 wiﬁivniMiv On+r )]331‘7 (Z Eq (6))
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where all the variables are generated as in Game 3-h-3.
Game 4 : Game 4 is the same as Game 3-v-4 except that ¢y in the challenge
ciphertext for S := (M, p) with ¢ x r matrix is:

Cp :Z(, Tf, T]??7 Mo, 0)]]330,

where ¢’ 2 F, (i.e., independent from all the other variables, in particular, from

¢ & F,), and all the other variables are generated as in Game 3-v-4.
We show lemmas that evaluate the gaps between pairs of the advantages of
neighboring games. This completes the proof of Theorem 2. O

Lemmas We will show lemmas for evaluating advantage gaps between neigh-
boring games. Intermediate problems, Problems 1-3, whose intractability is re-
duced to that of DLIN (Lemmas 22-24), are used below. Problem 1 (resp.2) is
a standard decisional subspace problem for ciphertexts (resp. keys) side [19] and
Problem 3 swaps coefficients in the 27-dimensional semi-functional space (i.e.,
Problem 2 in [23]). All the problems are given in Appendix C.

Proofs of several key lemmas are given in Appendix D. In particular, information-
theoretical changes treated in proofs of Lemmas 8 and 14 are based on our new
Lemma 3 in crucial manners, respectively, and the proof of Lemma 16 uses an
interesting proof technique given in (the full version of) [20].

Lemma 4. For any adversary A, there exists a probabilistic machine By, whose
running time is essentially the same as that of A, such that for any security pa-
rameter A, |AdvE§))(A)—Ade_1'1)()\)| < Advzi (N)+€(N), where e(X) is a negligible
function.

Proof. Lemma 4 is proven in a similar manner to Lemma 4 in [19] by using a
Problem 1 instance. In Game 0, all the queried keys are normal. As in a usual
dual system encryption proof, we can transform a normal ciphertext to a semi-
functional form Eq. (8) by using Problem 1. It is because, since all the queried
keys are normal, a non-zero coefficient vector of the semi-functional part in the
challenge ciphertext can be changed information-theoretically to any non-zero
vector by using a random base change except with negligible probability. Full
proof of Lemma 4 is given in Appendix D.1. ad

Lemma 5. For any adversary A, for any security parameter X,
\/—\dvfi'(h_l)'zl)()\)—Advfj'h'l)()\ﬂ < €(N) for2 < h < vy, where €(X) is a negligible
function.

Proof. In Game 1-(h — 1)-4, semi-functional parts of all key components kg
are uniformly random or zero and k] for ¢ > 1 are zero. Therefore, the semi-
functional part of the challenge cipheretxt ¢y, c; can be conceptually changed
to any vector except for negligible probability. Therefore, we obtain ¢y, c; as in
Eq. (8). Full proof of Lemma 5 is given in Appendix D.2. O
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Lemma 6. For any adversary A, there exists a probabilistic machine Bs, whose
running time is essentially the same as that of A, such that for any security
parameter \, |Adv5i'h'1)()\) - Advfi'h'm N < Advgi()\) +e(N) for 1 < h <y,
where €(\) is a negligible function.

Proof. Lemma 6 is proven in a similar manner to Lemma 5 in [19] by using a
Problem 2 instance. O

Lemma 7. For any adversary A, there exists a probabilistic machine Bs, whose
running time is essentially the same as that of A, such that for any security
parameter A, |Adv§“h'3'(p_1)'3)()\) - Advi_h_&p_l)(}\ﬂ < Adv;;z (N) +€(A) for1 <
h<wvy and 1 <p <L, where €(\) is a negligible function.

Proof. Lemma 7 is proven in a similar manner to Lemma 8 in [23] by using a
Problem 3 instance. Problem 3 is used for swapping coefficient vectors of key k;,
in the first block in the semi-functional part to the second block. Therefore, by
using Problem 3, we can change kj in Eq. (10) to that in Eq. (11). Full proof of
Lemma 7 is given in Appendix D.3. O

Lemma 8. For any adversary A, for any security parameter A, |Advfj_h'3_p'1) (N)—
Advg'h_g_p_z)(/\ﬂ <e(N) for 1 <h<wy and 1 <p </, where e(N\) is a negligible
function.

Lemma 8 is a basis for our new proof techniques, which are demonstrated
in Introduction (Section 1.3). In the introduction’s notation, coefficient vector
V= (0,0,,§'My,) € F2 7 (vesp. V) = (0,0, &,M),) € F*") is encoded on the
p-th key component for the h-th key query in Game 1-h-3-p-1 (resp. 1-h-3-p-2).
Note that the variables ¢ and 5;) differ in the expressions. The proof of this
lemma gives an information-theoretical change between these two vectors. Full
proof of Lemma 8 is given in Appendix D.4.

Lemma 9. For any adversary A, there exists a probabilistic machine By, whose
running time is essentially the same as that of A, such that for any security
parameter X, |Adv2_h_3'p_2)()\) - Advﬁ_h's_p'S) N < Adei(/\) +e(A) for1 <h <
vy and 1 < p < ¢, where e(X) is a negligible function.

Proof. Lemma 9 is proven in a similar manner to Lemma 7 by using a Problem
3 instance. 0

Lemma 10. For any adversary A, there exist probabilistic machines Bs.1,. ..,
Bs.3 whose running time is essentially the same as that of A, such that for any
security parameter A, |Advﬁ_h'3_5_3)(/\) - Adv&_h_4)()\)\ < Zle(Advz_i»l()\) +
Advlpgiiw()\) + AdlegiF3 (AN) +e(A) for 1 <h <wq, where Bsii(-) := Bs.(i,-) and
e(A\) is a negligible function.

Proof. We can change Game 1-h-3-¢-3 to 1-h-4 by tracing the reverse transfor-
mations from Game 1-h-3-¢-3 to Game 1-h-1 with the one exception that kj
remains unchanged (Eq. (9)). Therefore, by combining Lemmas 9-5 in a reverse
order, we obtain Lemma 10. O
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Lemma 11. For any adversary A, for any security parameter A, |Adv§'yl_4)()\)—
Advf)()\)\ < €(N), where €(\) is a negligible function.

Proof. Lemma 11 is proven in a similar manner to Lemma 5. O

Lemma 12. For any adversary A, there exists a probabilistic machine Bg, whose
running time is essentially the same as that of A, such that for any security pa-
rameter \, |Advf_(h71)_4)()\)—Advf'h_l)(/\)| < Advzf5 (N +e(N) forvy+1 < h <w,
where €(\) is a negligible function.

Proof. Lemma 12 is proven in a similar manner to Lemma 6 by using a Problem
2 instance. a

Lemma 13. For any adversary A, there exists a probabilistic machine B7, whose
running time is essentially the same as that of A, such that for any security
parameter A, |Advfj’_h_2'(p71)_3)(/\) — Advg'h_2_p_1)(/\)| < AdVngi(A) + €e(A) for
r+1<h<vandl <p<{ where e(\) is a negligible function.

Proof. Lemma 13 is proven in a similar manner to Lemma 7 by using a Problem
3 instance. a

Lemma 14. For any adversary A, for any security parameter \, |Adv52'h'2'p‘1) (\)—
Advf_h_zpa)()\” <e€A) forvi+1<h<vandl<p<L{, where e(\) is a negli-
gible function.

Lemma 14 is proven in a similar manner to Lemma 8 by using Lemma 3. Full
proof is given in Appendix D.5.

Lemma 15. For any adversary A, there exists a probabilistic machine Bg, whose
running time is essentially the same as that of A, such that for any secu-
rity parameter A, |Adv£§"h_2_p_2)()\) - Advf“h'zp'g)()\ﬂ < Advgi()\) + e(A\) for
n+1<h<vandl <p</{, where e(\) is a negligible function.

Proof. Lemma 15 is proven in a similar manner to Lemma 7 by using a Problem
3 instance. 0

Lemma 16. For any adversary A, for any security parameter A, |Adv§"h_2_z_3) (N)—
Advf’h'g)()\ﬂ < €(A) for vy +1 < h <v, where €()\) is a negligible function.

Lemma 16 is proven in a similar manner to Lemma 9 in the full version of
[20] by using the technique called “one-dimensional localization of inner-product
values”. Full proof is given in Appendix D.6.

Lemma 17. For any adversary A, there exists a probabilistic machine By.1, . . .,
Bg.3, whose running time is essentially the same as that of A, such that for
any security parameter X, |Adv5§'h'3)()\) - Advf’h'4)()\)| < Zle(Ade.i.l()‘) +
Advzz_i_z(/\) + AdVZ’g_i,3 (N) +€(N) forvi +1 < h <v, where Bo_i() := Bo_ (i, )

and €(\) is a negligible function.
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Proof. We can change Game 3-h-3 to 3-h-4 by tracing the reverse transforma-
tions from Game 3-h-3 to Game 3-(h — 1)-4 with the one exception that kf
remains unchanged (Eq. (18)). Therefore, by combining Lemmas 16-12 in a re-
verse order, we obtain Lemma 17. O

Lemma 18. For any adversary A, for any security parameter X, |Advf_u'4) (N)—
Advff)(/\)\ < €(N), where €(\) is a negligible function.

Lemma 18 is proven in a similar manner to Lemma 7 in [19]. The full proof
of Lemma 18 is given in Appendix D.7.

Lemma 19. For any adversary A, for any security parameter X, Advfj)()\) =0.

Proof. The value of b is independent from the adversary’s view in Game 4. Hence,

Advi(\) = 0. O
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A Decisional Linear (DLIN) Assumption

Definition 6 (DLIN: Decisional Linear Assumption [8]). The DLIN prob-
lem is to guess B € {0, 1}, given (paramg, G,EG, kG, G, 0kG, S3) & QEL'N(IA),
where QEL'N(V‘) : paramg = (¢,G,Gp, G, e) i Gope (1), 5,6, &, 0 A Fy, S0 ==
(6 + 0)G, 8, < G,return (paramg, G, G, kG, 6¢G,okG, Sp), for B < {0,1}.
For a probabilistic machine £, we define the advantage of € for the DLIN prob-
lem as: Adv2"N()) := ’Pr {5(1>‘, 0)—1 ’Q <—Rg5)L'N(1A)} —Pr [S(IA, 0)—1 ‘g KR

QPL'N(l)‘)H . The DLIN assumption is: For any probabilistic polynomial-time

adversary &, the advantage AdnglN(x\) s negligible in \.
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B Proofs of Lemmas 2 and 3 in Section 4

B.1 Proof of Lemma 2
For a positive integer z, let [z] := {1,...,z}.
Lemma 2. £(5,n,r,F,) is a subgroup of GL(57,F,), where n:=n+r.

Proof. Based on the block partition on X € F2"*5" with submatrices X, ; €
X1 Xis

Fxm de., X = (X, ;)i e = : |, we will define a permutation
X51 -+ X555
matrix II. Since X;; € F*" each row of X is indexed by a pair (i, k) with
i € [5] and k € [n], which corresponds to the ((i —1)n+ k)-th row. The swapping
of the index pair (i, k) — (k,7) leads to a permutation 7 on the set [57] as,

T [57] — [57]
w W (20)
(i—)i+k +— (k—1)-5+i

with i € [5] and k € []. We denote the corresponding permutation matrix by I7,
i.e., the left multiplication by IT is equivalent to the permutation 7 on rows (of
X). It holds that IT~% = ITT since IT is a permutation matrix, and we see that
the right multiplication by I7~! is equivalent to the permutation 7 on columns
(of X).

Let the conjugate set P(5,n,r,F,) := IT - L(5,n,7,F,) - II~'. Since the rows
and columns are permuted by m, for X := (Xj;); e € L(5,n,r,F,) with

Mé,m
Mijo Mija
Xij = | #ijn Wi , Y :i=1II-X-II7!is given as
lu’;',j,n-ﬁ-l Hi,j,2
Hijoner Pi,j,2
Y/
Y, v
: . K110 1,5,
Y = Y Y1 , where Y; := for [ =1,2
/
Yot Y2 151,07 M55,
Y7;+7" Y2
H/1,1,k: ﬂ&,s,k
and Y/ = for k € [n]. Therefore, since L£(5,n,r,F,) C

! I
K51k M55k
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GL(5n,F,),

Yy
Y, Y1
. . Y{;Yhyé S GL(5an)7
; ’ Y, ...,V  eF>x>
— o / 29 y fn+r q 9
P(5,n,1,Fy) Y Y},/” " v, a blank element in the
il 2 matrix denotes 0 € F,
Y?’i—i—r }/2

We see that P(5,n,r,F,) is a subgroup of GL(57,F,). So, L(5,n,r,F,) ="
P(5,n,r,Fy) - IT is also a subgroup of GL(57,F,). This completes the proof of
Lemma 2. a

B.2 Proof of Lemma 3

J
Lemma 3. Let & := (0,...,0,1,0,...,0) € F;”.Forallﬁz (v1,...,05,,0,...,0) €
span{ét,..,€n,) \ span(e1), K = (0,...,0,K1,...,K.) € span{€n41,..,Entr) and

m € Fy, let

Wi.zn = {(W, 2) € (span{e1, 7, R) \ span(€1)) x (F;“ \span(é’l)l) | &2 =m}.

For all (7, &, Z) € (span(€1, .., ) \ span(€1)) xspan (€11, .., Enpr) x (F2 T\ span(ey) ),

and U < H(n,r,F,)*,Z := (U™Y)T, the pair (7 + 7)U,#Z) is uniformly dis-
tributed in Wy & (71#).z except with negligible probability.

Proof. For the proof of Lemma 3, we define a subset of H(n,r,F,),

" u,u; € Fy
uh u forl=1,..,n+r,
H(n+r,0,F,) = . ) a blank element C H(n,r,F,),(21)
: E in the matrix
Uiy U/ | denotes 0 € F,

and H(n +r,0,F,)* :==H(n+7,0,F,) N GL(n+r,F,) (C H(n,r,Fy)™).

For the subgroup H(n + r,0,F,)*, a sparse matrix version of pairwise inde-
pendence lemma was obtained in the following form [21].
Lemma 20 (Lemma 6 in [21], Adapted). Let €, := (1,0,...,0) € F*".
For all U € F2*" \ span(é1) and w € Fy, let

Wi . = {(0, 2) € (span(€y, ¥) \ span(e1)) x (IE‘,;”” \ span(€))t) | @ - Z=7}.
For all (0,%) € (F*" \span(é1)) x (F2*"\span(é1)*), and U’ < Hin o+
r,0,Fy)*, 2" := (U'™)T, the pair (VU',ZZ") is uniformly distributed in W}
except with negligible probability.
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— ,_/;
We also define a diagonal subgroup K := {D,, :=diag(1,...,1,%,...,79) |y €
Fx} C H(n,r,Fy)*.

Lemma 21. Forn > 2, there is a natural bijection: let K- H(n +r,0,F,)* =
{D,-U"|D, € K,U € H(n+r,0,F,)*}, then, it holds that H(n,r,Fq)* =
K-H(n+r0,F,)*.

More precisely, the above is a semi-direct product: H(n,r,F,)* = H(n +
r,0,F,)* x K. However, we do not need the fact.
Proof of Lemma 21. Let ¢ : K x H(n +r,0,F,)* > (D,,U’) — D, -U' €
H(n,r,Fq)*. Surjectivity of ¢ is trivial. We will show that ¢ is injective. Let U’
be given as in Eq. (21). If D, -U’ = I,,4,, then u = 1 in U’ since n > 2, and thus
v(=wy) =1, ie., Dy = Iq,. Then, U’ = I, 4,. That is, ¢ is injective. O

We can prove Lemma 3 by using the product structure given in Lemma 21.
Proof of Lemma 3. From Lemma 21, U = D, - U’ is generated as s Fy and

U < H(n+7,0,F,)*. Then, Z = (UHT = D1 - Z’ where Z' := (U'"")T. Let
¥ = &1 + @2 where Ty € span(éy, .., &,) and Ty € span{€,11, .., Entr). We obtain
(T+R)-U=(U+R)-(Dy-U')=(U4+9&)-U and Z- Z = (¥, +&2) - Dy1 - Z' =
(#1 +~~ 1) - Z'. By applying Lemma 20 to (' := ¥+ &, T’ = &1 + 7 17%)
and (U’, Z"), we see that the pair (7 + &) - U’, (&1 + v 17%) - Z’) is uniformly
distributed in W, . o o withy « S since (f447)-(T1+7 ' T2) = (T47) 7.
It is equivalent to that the pair is uniformly distributed in Wy z (547).z except
with negligible probability. We completes the proof of Lemma 3. O

C Problems 1-3 for the Proof of Theorem 2

Definition 7 (Problem 1). Problem 1 is to guess (3, given

=~ R . S
(paramy, {B,, B} } =01, {€s,i }i=0,....n4r) < ggl(l)‘,n), where 7 := (n,r) and

GRH(M, 71) - (paramy, Bo, By, By, { By, BL iy o 0n=h?) S GRP(1X 5, 7),

,5,L7 oo AT

B} := (b7 1, -, b] 5(41p) is calculated from {B}; , B},

% L * * * * ™% . * * * *
IB30 T (b0,17b0,27b074ab075)3 IB1 T (bl,la '~7b1,n+r7 1,2(n+r)+1 1,5(n+r))7

u U
W, Yo Ian T qua e0,0 = (0,(.«)70,0, QOO)IB(” €10 = (O,W,T, Oa ()00)15305

. - i — —q - U
fori=1,....,n+r; & := (071 1,0m"% EFJH"", (pi<—F;+r,
n+r 2n+2r n+r n+r
—_—— ——N— —N——
o > 2n+2 =
€0,i = ( wei, 02"+ " OnJrr’ Pi )B17
€1, = ( weq, TEq, 0n+r7 0n+r7 (2 )BU

return (paramy, {B,,B; },—0.1,{€3,i }i=0,....n+r)s

for B & {0,1}. For a probabilistic adversary B, we define the advantage of B as
the quantity
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AdVPE(N) = ‘Pr [3(1*, 0) = 1lo & ggl(ﬂ,ﬁ)} - Pr[zs(ﬂ, 0) = 1lo & gfl(l&ﬁ)] \ .

Lemma 22. For any adversary B, there exists a probabilistic machine F, whose
running time are essentially the same as that of B, such that for any security
parameter \, Advig-(\) < Adv2*N(\) +5/4.

Lemma 22 is proven in a similar manner to the security proof for Basic
Problem 1 in [21], i.e., combination of proofs of Lemmas 16 and 17 in [21]. The
paper [21] established the sparse matrix DPVS technique as a basic tool, and
then we can adapt the above proofs in [21] to our Lemma 22 while there exist
a few technical (not essential) differences as their dimensions and ways to use
the sparse basis matrices (i.e., reduced key sizes in Problem 1 versus reduced
ciphertext sizes in Basic Problem 1 [21]). O

Definition 8 (Problem 2). Problem 2 is to guess 3, given (param,, {B,, B}—01,

R . .
{hZ,i}i:07...,n+rv {€ei}i=0,...2n+2r) — 952(1A,n), where 7 := (n,r) and

= i,j=1,...,5;0= R —
g,BPQ(lkan) : (Paramﬁ7B0,337B1a {BZj7L,Bz{?{j,l};il,.l.i,ni’; 172) o goKbP(1A75’n)?

By :=( Taseees ’{’5(n+T)) is calculated from {sz,b, Bz{fj7l}7
BO = <b071a b072a b074a b0,5)5 Bl = ( 1(717 ) b;,n-&-r’ bI,Q(’I’LJrT)+1’ ) b>]'.<75(n+r))’
u u * *
w, 6; 900760 — an pP qu7 h’070 = (076707 60; O)IBSa 1,0 = (05 6apa 603 O)B(’ja

eo = (0,w, 7,0, 90)B,,

. — i— —i U - U
fori=1,....n+r; & :=(0""10""""") P, & « Fy, @ < F) ",
n+r 2n+2r n+r n+r
—_—— —N— —N— ——
hi. = ( de, 02nter, i€, 0" g
hi,=( de, pei, 077, 0i€i, 0" gy
€; = ( Wé;‘, T€i7 On+7a 0n+7’ (JE’L )]Ela

€ntrti = Tb1,2n+2r+i>

return (paramg, {B,, B} },=0,1, {Rj,; }i=0.....ntr, {€i}i=0,... 2n+2r),

for g J {0,1}. For a probabilistic adversary B, the advantage of B for Problem
2, Adv?()\), is similarly defined as in Definition 7.

Lemma 23. For any adversary B, there exists a probabilistic machine F, whose
running time are essentially the same as that of B, such that for any security
parameter X, AdviZ(A) < Adv2™N(\) +5/4.

Lemma 23 is proven in a similar manner to the security proof for Basic
Problem 2 in [21], i.e., combination of proofs of Lemmas 16 and 19 in [21]. The
paper [21] established the sparse matrix DPVS technique as a basic tool, and
then we can adapt the above proofs in [21] to our Lemma 23 while there exist
a few technical (not essential) differences as their dimensions and ways to use
the sparse basis matrices (i.e., reduced key sizes in Problem 2 versus reduced
ciphertext sizes in Basic Problem 2 [21]). O
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Definition 9 (Problem 3). Problem 3 is to guess (3, given (paramg,Bg, B,

* ™ * * * R = =
f0a307BhE17{fi }i:l,...,2(n+r)a{hﬁ,i»ei}izl ..... n+r) — gg3(1)\7n)7 where 1 1=
(n,7) and

- i = R .
QBPS(l)‘,n) : (paramy, Bo, By, By, { B} Bif},z}éﬁl L...55¢ 1’2) < gkPar, 5, 1),

4,550 yeens AT
* .= (b¥ * iq * /%
B} = (bLl’ c b1,5(n+r)) is calculated from {BM,L, Bi,j,l}v
Bl = (bl,l, ooy bl,n+r, b1,3(n+r)+17 ooy b1,5(n+r))a

T, p & FJ, fo:=pbys, eo:=7bos, fi:=pbi 4.y fori=1,.2(mn+r),

fori=1,...,n+r; &= (071 1,0 e]Fq”""“7 5; <_U[[?q,
n+r 2n+2r n4+r n+r
——
o= (0", pé;, 0"F7, i€, 0" gy
e G T 1 N Loy
€; = ( On+r’ T€i7 Té;, 0n+7" 0n+r )B17

return (paramﬁ‘a BO? sz)a fgv €, Blv]va {fi*}i=1,...,2(n+r)v {hZ}Jn ei}i:l,...,nJrr)»

for B A {0,1}. For a probabilistic adversary B, the advantage of B for Problem
3, Adv;3()\), is similarly defined as in Definition 7.

Lemma 24 (Lemmas 6 in [23], Adapted). For any adversary B, there exist
probabilistic machines Fy1 and Fa, whose running times are essentially the same
as that of B, such that for any security parameter X, /—\dv?()\) < Adv?—'l‘”\'()\) +

AdvEN(N) +10/q.

Lemma 24 is proven in a similar manner to Lemmas 6 in the full version of
[23]. Since Problem 3 and the problem in [23] differ in only a few technical (not
essential) details, i.e., their dimensions (n + r versus n) and ways to use the
sparse basis matrices ( reduced key sizes in Problem 3 versus reduced ciphertext
sizes in [23]), we can adapt the proof in [23] to our Lemma 24. O

D Proofs of Lemmas in Section 5.5

We give proofs of Lemmas 4, 5, 7, 8, 14, 16 and 18. As for other lemmas,

1. Lemmas 6 and 12 use Problem 2 as a decisional subspace problem in a usual
manner (as in Lemma 5 in [19]) and have routine proofs,

2. Lemmas 9, 13 and 15 have similar forms to Lemma 7 and the proofs are also
almost similar,

3. Lemma 10 (resp. 17) deals with a combination of reverse transformations of
Lemmas 9-5 (resp. 16-12) with the one exception that kj remains unchanged
(Eq. (9) (resp. Eq. (18))) and then the proof is also the combination,

4. Lemma 11 has a similar form to Lemma 5 and the proof is also almost
similar.
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D.1 Proof of Lemma 4

Lemma 4. For any adversary A, there exists a probabilistic machine 5, whose
running time is essentially the same as that of A, such that for any security pa-
rameter \, |Adv£2)()\) Adv (1 - 1)( A < AdVZP%()\)ﬁ’E()\), where €(\) is a negligible
function.

Proof. To prove Lemma 4, we will show distribution (param,, ., {@t}tzo,la

{skéj)*}jzl,wwctp) in Games 0 and 1-1-1 are equivalent. For that purpose, we
define an intermediate game, Game 0’, as

Game 0’ : Game 0 is the same as Game 0 except that ¢y and ¢; in the
challenge ciphertexts for I" := {x;} are:

Co: 1-f, 161170 ©0)By
eri=(wf, [ w5, ) 07, 0M7, G,

where w’ <~ F,, the 1-st key query is for S := (M, p) with £ x r matrix M = (M)
and @ < A= {@ € FJ|M; @ = 0if 9 -§=0foralli=1,..0¢ and
T-a, # 0}, and all the other variables are generated as in Game 0.

Claim 1 For any adversary A, there exists a probabilistic machine By, whose
running time is essentially the same as that of A, such that for any security

parameter X, \Advfg)()\) - Advg\)/)()\)| < Advz (N).

Proof of Claim 1. In order to prove Claim 1, we construct a probabilistic machine
B against Problem 1 using an adversary A in a security game (Game 0 or 0)
as a black box as follows:

1. By is given a Problem 1 instance, (param(n’r), {B,, @Z‘}Lzo’l, {€es.i}i=0....n+r)-

2. By plays a role of the challenger in the security game against adversary A.

3. By provides A a public key pk := (1%, param,, .y, {B}}¢=0,1) of Game 0 (and
07), Where Bé = (bO,la boyg, b0’5) and Bll = (1)1717 ey b17n+7«, b1,4(n+7“)+17 ey
b1 5(n+r)), that are obtained from the Problem 1 instance.

4. When a (pre-challenge) key query is issued for access structure S := (M, p),
B1 answers normal key (kg, ..., k}) with Egs. (5) and (6), that is computed
using {]@f}bzo}l of the Problem 1 instance.

5. When Bj receives an encryption query with challenge plaintexts (m(?), m())
and challenge attributes I' := {z1,...,2,/} from A, By calculates § :=
(y1,...,Yn) such that Z?:_OI Yn_izt =z Hz;/l(z — ;). Then, with

a uniformly random bit b s {0,1},

co=Cboy+ (T-d1)eso+ (1 f)bos +mbos,  cr:=gym®,
C = 27:1 y.es, + Z::1 (al,Leﬁ,n+L + fL/bl,n-l-L) + Z?j{ 771,Lb1,4(n+r)+u
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u ~ = u S
where (,mo « Fy, @1 = (ar1,...,a1,), f' = (fi,-- -, f1) < Fp, o=
My Montr) s Fp+" and (ep,.}i=o,....ntr> Bo, B, are a part of the Prob-
lem 1 instance.

6. When a key query is issued by A after the encryption query, B; executes the
same procedure as that of step 4.

7. A finally outputs bit o'. If b =/, By outputs 3’ := 1. Otherwise, By outputs
G :=0.

We show that the view of A is equivalent to that in Game 0 (resp.0’) when
3 =0 (resp. 8 = 1). Since the public key pk and secret keys skg answered by A
are distributed as in Game 0 and 0’, we consider the distribution of challenge
ciphertext ctp := (I, co, €1, 7).

When § = 0, ciphertext ct; generated in step 5 is

co=Cbo1+ (T-a1)epo+ (1 ) bo2 + @obo s
= (¢ T- (i + '), 0, 0, @ )z,

c1 =" 1 yeo.+ S (a1.€0mte + FIbLnr) + 3ot M1 a4
= (wii, wir + f/, 077, 07T, B ),

where vector f = wdy + f’ are uniformly distributed and independent of other

variables since f’ & [y, and g, #} are uniformly and independently distributed
since 7y := (n1,,) is so. Therefore, generated ctp and skg have the same distri-
bution as in Game 0.

When g = 1, ciphertext ctp generated in step 5 is

co=Cbo1+ (T-ad1)ero+(1- ) bo,2 + obo 5
= ( Cv T (wal +f7)7 T'T&'17 07 906 )BO = ( Cu If'? Iallv 01 ‘pé) )]Bm
Cc1 = Z?:l yLel,L + Zle (al,Lel,n—i-L + fL/bl,n+L) + Z:L;rlr nl,Lb174(n+7')+L

=

= ( Wga wc_il +f/7 7—277 7_613 OnJrT, 1 )Bl

=/

:(Wga fv Tga 6/17 On—i—r, ®1 )113317

where vector f = wdy + ]57 are uniformly distributed and independent of other
variables since f7 < [y, @) := 7d; are uniformly distributed in A and indepen-
dent of other variables since @; < A and 7 < F, (therefore nonzero random
except for negligible probability), and ¢, ¢} are uniformly and independently

distributed since 7, := (n1,,) is so. Therefore, generated ctp and skg have the
same distribution as in Game 0’.

This completes the proof of Claim 1. O

We will show that the distribution in Game 0’ and that in Game 1-1-1 are
equivalent. We will consider the distribution in Game 0’. We define new dual

33



orthonormal bases (Dq,D7) of V;. First, we set 1 :=n + r, and

di 1 b1 71— bioay1 di 951 by ip1 + b7 251
: = : ) : = : ’
di 2 b1 27 — b1 37 di 55 b 27 JF b 35
Dy :=(b11,...,b1.4,d17+1,- -, d127,b1 2741 - - - ,b157),
Dik = (bilv cee 7bi2ﬁv dT,Qﬁ—&-l’ ) dT,?;ﬁ» bT,Bﬁ—O—l? ) bT,5ﬁ)'

Then, D; and D7 are dual orthonormal bases. Since all the key components k;
are normal form, there are no effects from the above transformation, and the
challenge ciphertext c; is expressed as

Cc = ( wy7 f7 Ld y7 a17 OTH_T 0n+1"7 (151)1531

(wyv f7 wya 6’17 w/gv alv On+ra @1)1})1-

Therefore, ¢; is distributed as given in Game 1-1-1 over the basis D;, and the
distribution (param(n’r), {]Et}tzo,l, {Skéj)*}jzl _____ v, Ctr) is the same as in Game
1-1-1 since the above changed basis vectors dj 741 - - - d1 25 are not included in
B;. Thus, we obtain Lemma 4 from Claim 1. ad

D.2 Proof of Lemma 5

Lemma 5. For any adversary A, for any security parameter A,
\Adv&’<h71)'4)(/\)—Advfi'h'l)()\ﬂ < €(N) for 2 < h < vy, where €()) is a negligible
function.

Proof To prove Lemma 5, we will show distribution (param,, ,, {I@t}tzoyl,
For that pﬁ.fﬁose we define an 1ntermediate game, Game 1—(7L —1)-4; as
Game 1-(h—1)-4> (h=1,...,v1) : Game 1-(h —1)-4’ is the same as Game
1-(h — 1)-4 except that ¢g, ¢; in the challenge ciphertexts for I' := {x;} are:

:(C7 T]F a 0a<p0 )]Boa
& £ ] o, G,

U Fg(n+r)

where ¢ «
Game 1-(h —

, and all the other variables are generated as in

g€
)-4.
Claim 2 The distribution (param(mﬂ),{@t}t:m,{skéj)*}jzljwy,ctp) in Game
1-(h—1)-4" and that in Game 1-(h—1)-4 (resp. 1-h-1) are equivalent except with
negligible probability.

Proof of Claim 2. We will show that the distribution in Game 1-(h — 1)-4 and
that in Game 1-(h — 1)-4’ are equivalent. The other equivalence between Game
1-h-1 and Game 1-(h — 1)-4’ is shown in a similar manner.
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We will consider the distribution in Game 1-(h — 1)-4. We define new dual
orthonormal bases (Do, D§) of Vo and (D1, D7) of V.

. U _
First, we generate u « F and set dos := ubg3,djs = u 1b8’3 and
Dy := (bo,1,bo,2,do,3,b0,4,b0,5), D5 := (b5 1,55, dg 3,65 4, b5 5). Then, we gen-

erate matrix Uy, Us & H(n,r,Fy)*, n:=n+r,and U := (Ul Oﬁ)

07 Us
di 1 bt di i1 b ji+1
o =UT s s =
d1 37 b1 37 disn b 35
Dy :=(b11,..-,b15, d1at1, -, d135, b1 3541, b150),
]D)I = (bik,la AR bT,ﬁv diﬁ+1? et dT,Sﬁv bT,3ﬁ+1’ ] bi5ﬁ)'

Then, (Dy, D) and (Dq,D7) are dual orthonormal bases.
The component ¢y in the challenge ciphertext and key component kg(b) for
the t-th key query (: = 1,...,v) are expressed as

CO:(Cv Tf_l: T'ah—h 07 ®o )IBO:(C’ T.f: uil(f'ah—l)a Oa ®o )Dm
if ¢ S h— 17 kS(L) = ( 17 g(L)7 5/(07 778)7 0 )Bé = ( 17 g(L)a ugl(L)’ W(SL)7 0 )]D)67
o> hy kg = (169, 0, m57, 0)s; = (1, €9, 0, ni, 0);,

where g := u_l(f- ap_1),&" " = ug’® for , < h —1 are uniformly distributed
and independent of other variables.

Since all the key components k} (i > 0) are normal form, there are no effects
from the above transformation, and the challenge ciphertext ¢; is expressed as

C1 = ( wg7 ]?7 w/gj, ah7 wlg7 (_ih7 On+r7 QBI)]Bl
= ( Wg, .f_‘; (w/ga dh) 'Zla (w/ga Eih) 'ZZa On+r7 @1)]])1 = ( wgv f7 ga 071+T7 951
where Z; := (Uj_l)T for j = 1,2 and &:= ((W'¢, @) - Z1, (W'Y, @n)- Z2) € F} is
uniformly distributed and independent of others since Z1, Zo J H(n,r, ]Fq)T N
GL(n+r,F,;) and (w'y, dp) is nonzero except with negligible probability from

Lemma 3. Therefore, (k::‘(b))bzl,__w, (co,c1) are distributed as given in Game
1-(h — 1)-4" over the bases (Do, Dj), (D1,D7), and the distribution (param, ,,
{@t}tzo,h {skéf)*}bzl,_“,l,7 ctr) is the same as in Game 1-(h—1)-4’ since the above
changed basis vectors dg 3,d1 7+1 - - - di 35 are not included in @07 @1.
This completes the proof of Claim 2. O
Thus, we obtain Lemma 5 from Claim 2. ]

D.3 Proof of Lemma 7

Lemma 7. For any adversary A, there exists a probabilistic machine B3, whose
running time is essentially the same as that of A, such that for any security
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parameter A, |Adv (1-h-3-(p—1)-3) (A — Adv' 1 hes- p_l)( A < Advgi(/\) +e(N) for 1 <
h <wvyand 1 <p </{, where €()\) is a neghgible function.

Proof. In order to prove Lemma 7, we construct a probabilistic machine B3
against Problem 3 using an adversary A in a security game (Game 1-h-3-(p —1)-
3 or 1-h-3-p-1) as a black box as follows:

1. Bs is given indices (h, p) and a Problem 3 instance, (param,, .y, Bo, B, £, €0,

BlvBika {f }’L 1,....2(n+r)> {hﬁ Iz 2}1 1,..., n+r)~
2. Bj3 plays a role of the challenger in the security game against adversary A.
3. Bs provides A a public key pk := ( sparamg,, .y, B} 0,1) of Game 1-h-3-

(p — 1)-3 (and 1-h-3-p-1), where IBSO = (bo,1,bo,2,bo5) and By = (b11,..-,

b1 ntrs b1 a(ngr)+15 - - D1,5(n4r)), that are obtained from the Problem 3 in-
stance.

4. When the «-th (pre-challenge) key query for access structure S, := (M, p) is
issued, first set @; := (v)'"',...,v;, 1) for v; := p(i) (i = 1,...,£), then

(a) if ¢« < h, B3 generates key components {k; },—o. ¢ asin Eq (9) fori =0
and as in Eq. (6) fori =1,...,¢.

(b) if ¢ = h, B generates key components {k; };—o,

.....

.....

i. if 7 = 0, k§ is generated as kj := k"™ + f5, where k:*"°"“ is a
normal form given by Eq. (5) and f§ is obtained from the Problem
3 instance.

ii. if 0 <@ < p, k} is generated as k
& E;:1 Mi,jb;n+r+jv where 0}, &}
given by Eq. (6).

iii. if i = p, k; is generated as ki := k"™ + 60,370 vy il o+

*knorm /
k1 + 9 E] 1 v1,7bn+r+j +

Fg, k™™ is a normal form

Te i

E;_l M, R}, ., where 0, Y Fg, k5"™ is a normal form given
by Eq. (6) and hj ; are obtained from the Problem 3 instance.
iv. if i > p, ki is generated as kj := k"™ + 0] v ;b +
> iy Mijfr.;, where 6; < F,, k;"™ is a normal form given by
Eq. (6) and f,,; are obtamed from the Problem 3 instance.
(c) if ¢ > h, B3 generates normal key components {k;};—o,...¢ as in Eq. (5)

forZ—OandasmEq()forl—l L.
Bs sends the key sks, := (S,, {k} }i=o

.....

and challenge attributes I" := {z;} from A, Bs selects (challenge) bit b &
{0,1}. B3 computes the challenge ciphertext (¢, ¢y, cr) such that

co = Cboy + (f f) bo2 + (f an) eo + ¢obo s,
cii= 30 yi(wbj +w'ey) + 370 (fibints + anjents) + Z?;rlr 15014045

or = ghm®),

where w,w’, {, g & Fq, f<—U Fy, dn a {a, € IE‘;’|MZ--EL'h =0ifv; :=pi) €
I foralli=1,...¢ and 1-d, # 0} for the h-th queried S := (M, p),
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7 := (y1,...,Yn) such that Z;ZOI Yz = 21 [[=i(z — ), @1 ==
(p1,5) J FZIL*’", and (eg, {e,},=1,.  ntr), ]B%o,@l are a part of the Problem 3
instance.

6. When a (post-challenge) key query is issued by A after the encryption query,

B3 executes the same procedure as that of step 4c, i.e., returns a normal key.
7. A finally outputs bit o'. If b =1/, B3 outputs 3’ := 1. Otherwise, B3 outputs

6 :=0.
When § = 0 (resp. 8 = 1), the view of A is equivalent to that in Game 1-h-3-
(p — 1)-3 (resp. 1-h-3-p-1) by Claim 3.

Claim 3 The distribution of the view of adversary A in the above-mentioned
game simulated by Bs given a Problem 3 instance with 5 € {0,1} is the same
as that in Game 1-h-3-(p — 1)-8 (resp. Game 1-h-3-p-1) if 3 =0 (resp. B =1)
except with negligible probability.

Proof. The distribution of the public key and secret keys except for the h-th
queried one in the above-mentioned game simulated by Bs is the same as that
in Game 1-h-3-(p — 1)-3 (and Game 1-h-3-p-1). Therefore, we examine the dis-
tribution of the h-th queried key and the challenge ciphertext below.

The h-th queried key is given as

ifi= 07 kg = kénorm + fO* = ( 17 f, Ps 1o, 0 )IBSa

if0<i<p, kf:=kmm™40] Z?:l Vi by 4y & Z;:l M; b5, 10y

- ( 9i77i7£Mi, 9»//[77,7§:M15 0n+r7 ,(/)7,1717777,M7,7 On+r )]Bi‘a
if i =p, kyi=k"™+ 0,370 vy b+ 30 My b
= ( epﬁpanpy Q;Upvl)Mpa On—i-r, wpﬁpaanpv ot )]Bi‘ when 8 = 0,
= ( opﬁpaéMpa On+r7 eéﬁpapMpa 1z[}p17pa77pMP7 On+7‘ )B{ When 6 = 1a
if i >p, k=K 0] v by D M f
- ( ezgmgM’M G;ﬁzva’Lv 0n+r’ QZJZUZ?T]’LMM 0n+7‘ )B’l‘a
where 0;,¢, 0}, & Y F, and random p € [, is given in the definition of Problem
3. The challenge ciphertext cg, ¢y is given as
co = Cboq + (1 ) boo + (1-dn)eo + @obos
= ( Cv T fT: T TC_L’}“ ONPO )]Bov
1= 30y yi(wbij +w'es) + 30 (Fibint + anjent;) + 2001 @1ibLants,

= ( wg7 ﬁ TW’g, Taha Tw/ga Tdhv On+7“’ ()51 )]Bhv
where random 7 € I is given in the definition of Problem 3, and 74, is uniformly
distributed in {@ € Fj | M; - dp = 0 if v; := p(i) € I" for all i = 1,...,¢, and
T- @y, # 0} for the h-th queried S := (M, p).

Therefore, the distribution is the same as that in Game 1-h-3-(p — 1)-3 (resp.
Game 1-h-3-p-1) if 8 =0 (resp. 8 = 1) except with negligible probability. O

This completes the proof of Lemma 7. O
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D.4 Proof of Lemma 8
Lemma 8. For any adversary A, for any security parameter A, |Adv§_h'3_p ) (N)—

AdVQTFPD(\)] < e(A) for 1 < h < vy and 1 < p < £, where €()) is a negligible
function.

Proof. To prove Lemma 8, we will show distribution (param,, ,, {@t}tzoyl,
{skéj)*}jzl,mwctp) in Games 1-h-3-p-1 and 1-h-3-p-2 are equivalent. For that
purpose, we define an intermediate game, Game 1-h-3-p-1’, as

Game 1-h-3-p-1° (h = 1,...,v1;p = 1,...,£€) : Game 1-h-3-p-1’ is the
same as Game 1-h-3-p-1 except kj in the h-th queried key for S := (M, p) with
¢ x r matrix M = (M;) and the challenge ciphertext ¢; are:

k= ( 0p0p, EMp, 0, ’ YpUp, 1pMp, On+T)BT’
C1 = ( w:lj, f7 w/g7 a:hn 7 On+7.7 SBI)BN

where v, 1= (v, 0"), M}, := (0", M,) and if - ¥, = 0, then (u, 2) & wy
{(w,2) € span(ér, 1), M,) x IF””\IU~ 7 = 0}, and if §- 7, # 0, (w,z)

(span(ey, v, M) x FH7) \ Wy

Tc i

Claim 4 The distribution (param(m,),{I@t}t:m,{skéj)*}jzlj_“,,,,ctp) in Game
1-h-3-p-1 and that in Game 1-h-3-p-1’ are equivalent except with negligible prob-
ability.

Proof of Claim 4. We will consider the distribution in Game 1-h-3-p-1. We
define new dual orthonormal bases (D1,D7) of V;. First, we generate matrix

U< H(n,r,Fy) NGL(n +r,F,), and set 7 :=n + 7,

* *
d1,2ﬁ+1 b1,2ﬁ+1 d172ﬁ+1 bl,Z’FL-‘rl
: = U71 : s = UT . : ,
di 37 b1 37 di5n b 3
]D)l = (bl,la ey bl,Qﬁa dl,?'ﬁ—‘rl; R dl,3’f7,7 bl,3ﬁ+la sy b1,57~7,)7
¥ L [k * * * * *
]Dl T (bl,l? T b1,2ﬁ7 dl,2’FL+17 ce 7d1,3’FL7 bl,S’ﬁ-‘rl? ] b1,5'ﬁ)'

*

Then, D; and D] are dual orthonormal bases. k;, in the h-th queried key for
S := (M, p) with ¢ x r matrix M = (M;) and the challenge ciphertext ¢ is
expressed as

0,0, EM,, 0" 0,0y, &My, Ypthy, 1,Mp, 0”*’“)3;

OpTp, EMy, 0", (0,0, &'My) - Z, by, nyMy, 0" )p:,  (22)
w?jv f; Wy, ahv w?jv a:hv On-&-r’ 951)181
w?j’ fa w/ga a:h, (w/g” 6h) 'Ua 07L+7’7 331)]])1 (23)
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where Z := (U™1)T. From Lemma 3, the pair of coefficients (7, 2) := ((w'#, @n)-

U, (0,0, §'M,) - Z) is uniformly distributed in
Wiy x = {(0,2) € (span(é’l,171;,Mp’)\span<é'1>)x(]F;l“\span(é’l}L) | W2 =7}

except with negligible probability, where 7 := W'0},(¥), - §) + §'M,, - @n, U, =

(Up, 07) and M, := (0", M,). In particular, if @, - i # 0, then 7 is indepen-
dently and uniformly distributed since 6 Q2 F,, and (), 2) is independently and
uniformly distributed in (span(ét, v, M) x F2+7) \ W (except with negligible
probability). If ¥, - ¥ = 0, then M, - d, = 0, and (@, ) is independently and
uniformly distributed in Wj.

When 1 <i# p </, the i-th component of the h-th queried key k? is

if 1 < D, k;k = ( 91‘172‘, fM“ 9;172, f{Ml, On+7', .. )BI

= ( 0:%;, EM;, 0;v;, §M;, 0", . )ps, (24)
if 7 >p, k;k = ( 91’172, é-MZ, 9;’172, glMi, 0n+r7 .. )BT

= ( 6;v;, M, 0.0;, &' M;, 0T, )

In the light of the adversary’s view, (D1,D}) is consistent with public key
pk := (1%, param, ,y, {]ﬁ%t}tzoﬁl). Moreover, since the RHS of Eqgs. (22), (23) and
(24) are in the same forms in those in Game 1-h-3-p-1’, namely, Game 1-h-
3-p-1 can be conceptually changed to Game 1-h-3-p-1’ except with negligible
probability. O

Claim 5 The distribution (param(nvr),{@t}tzoyl,{skéj)*}jzlj_“,l,,ctp) i Game
1-h-8-p-2 and that in Game 1-h-3-p-1’ are equivalent except with negligible prob-
ability.

Proof of Claim 5. Claim 5 can be proven in a similar manner to Claim 4. Namely,
we show that Game 1-h-3-p-2 can be conceptually changed to Game 1-h-3-p-1’
except with negligible probability. In the proof, we consider a pair of coefficients
(0, 2) = (W'Y, dn) - U, (0,0, &,M,) - Z) where a new randomness &, is used
instead of ¢ in Claim 4. Lemma 3 shows the pair is uniformly distributed in
Wi ay,- with the inner product value 7 := w'0), (5, - i) + &, M, - @, except with
negligible probability. Then, the same technique in Claim 4 is used in the rest
of the proof of Claim 5. O

From Claims 4 and 5, the distribution (param(nwr), {I@t}tzg,l, {skéj)*}jzlw,l,,
ctr) in Game 1-h-3-p-1 and that in Game 1-h-3-p-2 are equivalent except with
negligible probability. This completes the proof of Lemma 8. O

D.5 Proof of Lemma 14

Lemma 14. For any adversary A, for any security parameter A, |Adv£§'h_2'p -1) (N)—
AdvE PR (\)] < e(A) for vy +1 < h < vand 1 < p < £, where ¢()) is a negli-
gible function.
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Proof. To prove Lemma 14, we will show distribution (param(n’T)7 {I@t}tzo,l,
{Skéj)*}jzl)“.ﬂ,,ct[‘) in Games 3-h-2-p-1 and 3-h-2-p-2 are equivalent. For that
purpose, we define an intermediate game, Game 3-h-2-p-1’, as

Game 3-h-2-p-1’ (h=v1+1,...,v5p =1,...,0) : Game 3-h-2-p-1’ is
the same as Game 3-h-2-p-1 except k, in the h-th queried key for S := (M, p)
with ¢ x r matrix M = (M;) and the challenge ciphertext ¢; are:

C1 = ( Wg7 .]E; wlg'a f/7 a 0n+r7 JI)BU
i3, A0, kb= (0,0, EM,, 0", [@], iy, nyM,, 0" )g:,

where @, := (T, 07), M}, := (0", M,) and if T, - 7 # 0, then (&, 7) <> W, :=

{(w, ) € span(é, v, M) x Fp+" |0 - 2 # 0}

Claim 6 The distribution (param(nw),{ﬁt}t:&h{skéj)*}jzlw’,,,ctp) i Game
3-h-2-p-1 and that in Game 3-h-2-p-1’ are equivalent except with negligible prob-
ability.

Proof of Claim 6. We will consider the distribution in Game 3-h-2-p-1. We
define new dual orthonormal bases (Dq,D7) of V;. First, we generate matrix

vd H(n,r,Fq) NGL(n +r,Fy), and set @ :=n + 7,

3 E3
di 2741 b1 2741 di onit1 bl 241
S AR R Y IR LA I B
di 35 b1 35 di 55 bl sn
Dy == (b1,1,---,b128,d1 2541, - -, d1,35, b1 37415 - - -, b1 57),
1= 1,15+ Y1200 %1,20410 -+ - > 1,300 Y1,3n+17* =+ 1,51”1)'

*

Then, D; and D are dual orthonormal bases. k;, in the h-th queried key for
S := (M, p) with £ x r matrix M = (M;) and the challenge ciphertext ¢; is
expressed as

if §, 7 # 0,
ks = (0,0, EMy, 0", 000, &' My, Y0y, npMy, 0" )p:

1

- ( 91,17[,, fMpa OnJrT’ (0;;6197 flMp) ! U> wpgp, anpa 0n+r)D;a (25)
C1 = ( wgv fj WIZZ f/a w/ga f/7 0n+r7 @1)]31

= ( wﬂv f7 wlgv f/a (W/gj, f/) : Z7 0n+r7 951)11)1 (26)

/)_

—

where Z := (U™1)T. From Lemma 3, the pair of coefficients (7, 7) := ((w'¥,
Z, (0,0, {'Mp)-U) is uniformly distributed in

=y

Wiy« = {(0,2) € (span(é’l,171;,Mp’)\span<é'1>)x(]F;‘J“T\span(é’l)L) | Wz =7}

40



=2/

except with negligible probability, where 7 := W', (%), - §) + &' M, - 7, vy =
(Up, 07) and M, := (0", M,). In particular, if o, - ¥ # 0, then 7 is indepen-
dently and uniformly distributed since 6, < F,, and (), 2) is independently and

uniformly distributed in W;éo (except with negligible probability).
When 1 <7 # p </, the i-th component of the h-th queried key k is

if i <p, ki=(0;T;, EM;, 0, 0577, & M;, 0"+, .. )ps

= (0:;, EM;, 07, 07577, €My, 077, )y, (27)
if 7 >p, k:‘ = ( 92172, é_M,“ 9;172, flMZ, 0”+7, )BI

= (0:T;, EM;, 09, &My, 0™, . )ps.

In the light of the adversary’s view, (D1,D7) is consistent with public key
pk := (1%, param, .y, {]’ﬁ%t}tzoﬁl). Moreover, since the RHS of Eqgs. (25), (26) and
(27) are in the same forms in those in Game 3-h-2-p-1’, namely, Game 3-h-
2-p-1 can be conceptually changed to Game 3-h-2-p-1’ except with negligible
probability. O

Claim 7 The distribution (param(nyr),{@t}t:oyl,{skéj)*}jzlj_“,l,,ctp) mn Game
3-h-2-p-2 and that in Game 3-h-2-p-1’ are equivalent except with negligible prob-
ability.

Proof of Claim 7. Claim 7 can be proven in a similar manner to Claim 6. Namely,
we show that Game 3-h-2-p-2 can be conceptually changed to Game 3-h-2-p-1’
except with negligible probability. In the proof, we consider a pair of coefficients
(7, 2) := (W', )2, (07,0,052, ¢'M,)-U) where a new randomness 6,/ is used
instead of 6},vp, 1 in Claim 6. Lemma 3 shows the pair is uniformly distributed in
02+ €My [
except with negligible probability since y; = 1. Since ¢} is uniformly distributed,
then 7 is also uniform, and the same technique in Claim 6 is used in the rest of
the proof of Claim 7. O

From Claims 6 and 7, the distribution (param(nwr), {@t}tzoﬁl, {skéj)*}jzlw,l,,
ctr) in Game 3-h-2-p-1 and that in Game 3-h-2-p-2 are equivalent except with
negligible probability. This completes the proof of Lemma 14. O

Wiy« with the inner product value 7 := W' + w'6},(

D.6 Proof of Lemma 16

Lemma 16. For any adversary A, for any security parameter A, |Adv£§"h_2'€'3) (N)—
Advf’h'g)()\ﬂ < €(N) for 1 +1 < h < v, where €(\) is a negligible function.

Proof. To prove Lemma 16, we will show distribution (param(n,r),{@t}tzg,l,

,,,,,

pose, we define new subbases d1 ntr41,- -, d13(ntr) and dj g, ..., d] 3(ntr)
of V; as follows: The first component of the target vector 7 := (y1,...,¥yn) in the
challenge ciphertext is y; = 1. Then, we set p} := 1, ) := —y, for 0. = 2,...,n,
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Lty o gy

fy, i=—(w) " f forv=1,...,r, and Z; := . EF&”JFT)X(R"_T),
1
U -
and Uy «— H(n,r,Fq)*. Then we set & :=n+r,
di ft1 b1 71 di ;i1 b1 i1
. 1 . . T
: =27 - : , : =27 - : , (28)
dy 27 b1 27 di5n b1 2
di 27+1 b1 271 di ont1 b 2541
77T . . o1 .
=U; - : ) : =U; - : )
dy 37 b13n di 55 b 57

Dy := (b11,. - b1a,diatts - -5 disa, b1gats -, bisa), DY oi= (b7 4,000,074,
di ;ii1se5di 37,07 3501055 b1 57). We then easily verify that D; and Dl are
dual orthonormal, and are distributed the same as the original bases, B; and BJ.

We have (o’ y,f ) Z1 = (w',0m*771) and since Z; is regular,

£

/
(0.7, €M) - (Z7HT = (25 M; - f0wE €M) T =0, (29)

(9217 92772'227 SlMi) : (Zl ) = (92”7 9£5i227 glMZ) if 7; -y #0, (30)

where 0 = 0/ + 0,722 - 57 + i—l,MZ - f" and 6/ is uniformly random and
independent from other variables since 6 < F,. Here, the first entry of the
right hand side of Eq. (29) is determined by ratio of the inner product (w'y, f! )-
(0i0;, &' M;) = &' M, - f" and o', and the rest of entries are the same in both sides
by definition.

) - (U; 1T is independently and uniformly distributed

. . U
in IF(;”T since Uy

are zero.

Clearly, Z := (W'Y, f
(

n,r,Fy)* and all the corresponding coefficients in keys

The challenge ciphertext in Game 3-h-2-¢-3 is expressed over bases B; and
D, as follows.

— —

/7 w,g7 ﬂ? 0n+7“ QB )
Uy
)n;

*"1\

) Z17 (wlya

( - <p
- ( wzj’? f w/? OnJrril? 57 On+r’ @‘1

where 7 <2 ]F"J“”

)T O7L+7’ =4 )

The i-th component of the h-th queried key {k}}{_, in Game 3-h-2-£-3 is ex-
pressed over bases B} and D as follows. Using Egs. (29) (30) and (28), we have,
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fori=1,...,¢,

if 2.7172 = 07 k;,k - ( oiﬁ’h ngv 0;171‘7 glMiv 0’n+7“’ L/)iﬁ’ia 771sz On+T)IB’f

= (0T, EMy, | S M- 11 0572, €My, 077, i@, m My, 07 )ps

17

if -0 #£0, ki =(0:0;, EM;, 07, 0572, &M,;, 0", w;, miM;, 0" )
= ( 91‘1_}’1‘, EM,“ a 9;17222) S/Miv 0n+T7 ’(/}Z’UZ’ nlMl7 07L+T‘)DI7 (31)

where 0 is defined after Eq. (30). Therefore, we have Eq. (19) if - @; = 0. And,
the right hand side of Eq. (31) is distributed equivalently to Eq. (16).

We have only M, - f' for ¢ when v; - f = 0. From the security of linear secret
sharing, the central secret sg := I ]?7 is (uniformly distributed and) independent
from information {M; - ]57 for ¢ when @; - ¥ = 0}. Since s is the third coefficient
of cp, the corresponding coefficient of k; also becomes uniformly distributed
and independent from all the other variables by the one-dimensional coordinate
change. That is, we have Eq. (18).

Therefore, the distribution (param(nvr), {]ﬁ)t}t:(u, {skéj)*}j:h_,y, ctr) is equiv-
alent to that in Game 3-h-3. This completes the proof of Lemma 16. a

D.7 Proof of Lemma 18

Lemma 18. For any adversary A, for any security parameter \, |Advf’”“4) (\)—
Advf)()\)\ < €(\), where €()) is a negligible function.

Proof. Lemma 18 is proven in a similar manner to Lemma 7 in [19]. In Game 3-
v-4, the 0-th components of all keys, kéh)* for h=1,...,v, are given by k(()h)* =
(1,&M) ¢r(h) n(()h), 0)s; with independent randomness €™ and the 0-th compo-
nent of the challenge ciphertext is given by ¢g = ((, Tﬁ I. f’, 0, ¢0)B,- By setting
di 1 = bj 1 +0bf 3, do3 == by 3—0bg 1 and D := (bg 1,b0,2,do3,b0.4,b05), D* :=
(dj1. b5 0, b55), we obtain ki = (1,6M, "™ — 9.7 0)p; and ¢y =
(C+061- .1 f1- ]?7,07@0)]@0. Since ¢’ := ¢ + 01 - f’ is uniformly random and
independent from all the others, we obtain the distributions in Game 4. O

E Adaptively Secure Multi-Use CP-ABE Scheme with
Short Secret Keys
E.1 Definition of CP-ABE

Definition 10 (Ciphertext-Policy Attribute-Based Encryption : CP-
ABE). A ciphertext-policy attribute-based encryption scheme consists of four
algorithms.

Setup takes as input security parameter. It outputs the public parameters pk
and a master key sk.
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KeyGen takes as input a set of attributes, I' := {x;}1<j<n’, pk and sk. It outputs
a decryption key.

Enc takes as input public parameters pk, message m in some associated message
space msg, and access structure S := (M, p). It outputs the ciphertext.

Dec takes as input public parameters pk, decryption key skp for a set of at-
tributes I', and ciphertext cts that was encrypted under access structure S.
It outputs either m’ € msg or the distinguished symbol L.

A CP-ABE scheme should have the following correctness property: for all
(pk, sk) & Setup(1*), all attribute sets I, all decryption keys sk & KeyGen(pk, sk, I'),

all messages m, all access structures S, all ciphertexts ctg & Enc(pk,m,S), it
holds that m = Dec(pk, skp, cts) with overwhelming probability, if S accepts I

Definition 11. The model for proving the adaptively payload-hiding security of
CP-ABE under chosen plaintext attack is:

Setup The challenger runs the setup algorithm, (pk,sk) i Setup(1*), and gives
the public parameters pk to the adversary.

Phase 1 The adversary is allowed to issue a polynomial number of queries, I,
to the challenger or oracle KeyGen(pk,sk, ) for private keys, skr associated
with .

Challenge The adversary submits two messages m'®, m1) and an access struc-
ture, S := (M, p), provided that the S does not accept any I' sent to the

challenger in Phase 1. The challenger flips a random coin b A {0,1}, and

computes ctéb) & Enc(pk,m(®,S). It gives ctéb) to the adversary.

Phase 2 The adversary is allowed to issue a polynomial number of queries, I,
to the challenger or oracle KeyGen(pk,sk, ) for private keys, skr associated
with I', provided that S does not accept I.

Guess The adversary outputs a guess b’ of b.

The advantage of an adversary A in the above game is defined as AdviP_ABE’PH()\) =

Pr[t) = b] — 1/2 for any security parameter \. A CP-FE scheme is adaptively
payload-hiding secure if all polynomial time adversaries have at most a negligible
advantage in the above game.

E.2 Dual Orthonormal Basis Generator

We describe random dual orthonormal basis generator goch below, which is used
as a subroutine in the proposed CP-ABE scheme, where gfij is defined in Section
5.2.

gng(1A7 57 (TL, 7")) :
* * * 1,7=1,...,55.= R
(param(nﬂ“)’ DO’ ID)07}]])17 {D Dg’j,l}lil L 1,2) o g(t(bp(l)\a 57 (’I’L, ’f‘)),

;7,07 0,050 I I=1,..., n+r

Bo = DS, BS = D07 BT = ]D)l, Bi,j,L = D?

! —
450 gl T

Dy forall .7,

B i,j:l,...,s;L:m)

* *
return (param(n,r)’B07B07B1’{BiJ}L’ 05l 1=1,...,n+7r
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E.3 Construction

Setup(1*, (n,r)): /% No:=5, Ny :=5(n+r) %/
* / i,j=1,....,5;t0=1,2y R »CP/q\

(param(n,r)vB()vBO?Blﬂ {Bi,J}L?Bi,j,l]’l:l,...,n—i—r ) — gob (1 » 9, (n,r)),

Bo := (bo,1,b0,2,b0,4), Bg:= (b5 1,b52,b05),

B == ( T,p EARR) T,n+r’bT,3(n+r)+1’ EARR) >1k,4(n+r))7

return pk := (1%, paramg, . Bo. {Bi e, B i} 2y aiio ) sk= {Bi }e=o,1-
KeyGen(pk, sk, I":={z1,...,zp |z; €F,n' <n—1}):

7:= (y1,...,yn) such that Z;L;Ol Yn_ 2l =z [T (z = z)),

f(_UFg7 W, Yo (_UFCU (ﬁl (_UF;L+T7

ki =1, I-f, 0, o),

—_——
kT = ( Wg, fv 02n+2'r7 0n+rv @1 )IBI

skp == (I, k§, k7). return skp.
Enc(pk, m, Si=(M,p)): &m < Fyy  coi= (G & 0, 10, ),
fori=1,...,¢, if p(i) =v;, U;:= (vi1)j2q = (v?_l, Uiy 1), 6,0, m; & F,,
forj=1,...,5,
Citg =2 ’Ui,l(eiBi,j,l + wilel,j,l) + 2o Mi,l(‘EBi,j,nH + niBéll,j,n+l)?
Ciaj=0;B1j1+¢%iByj1, Cizj:=E&B1j2+niBajo,

Dec(pk, skp == (I, k. k), cts == (S,c0,{Ci1,j,Ci2j. Cizj}imy 5 01)) :
If S := (M, p) accepts I, then compute I and {«; };er such that
1= > ier @iM;, where M; is the i-th row of M, and
IC{ie{l,....0} | pli)eI }.

forie I, if pi) =v;, U= (viyg)jeq = (vffl, oo, 1),
n4+r

cii=( Cii11, vi2Ci21,.,0inCi21, M;1Ciz1,..,M;,Cis1,
Cins, vi2Ci25,.0inCias, MinCiss, .., M Cizs ),
n4r 2n—+42r n+r n+r
—_—N—
‘o o ~ 2n+t2 -
that 18, €; = ( eivh §M7,7 0 nt ”r‘, wivh 77iMi7 On+r )]Bﬂlv

c' =) craic;, K:i=e(co ky)-e(c’ ki), return m':=cr/K.

[Correctness] If I satisfies S, K = e(co, ky) -e(c’ k) = g;gso+<gfpzi€, Gt
ggp where sg:=1-f, s;:=M; - flfori=1,... ¢

45



E.4 Security

Theorem 3. The proposed multi-use CP-ABE scheme is adaptively payload-
hiding against chosen plaintext attacks under the DLIN assumption.

Theorem 3 is similarly proven to Theorem 2.

F Comparison with the Existing Multi-Use ABE

We compare our KP-ABE scheme with existing pairing-based schemes (Table 1)
and our CP-ABE scheme with existing pairing-based ones (Table 2). In particu-
lar, Table 2 shows that even considering selectively secure CP-ABE, our scheme
is the first to realize multi-use compact secret keys from a static assumption.

Attrapadung-Yamada [6] propose a generic conversion between KP-ABE and
CP-ABE, using the conversion, we have a dual ABE (e.g., CP-ABE) from some
primal ABE (e.g., KP-ABE) with some properties. However, in both KP- and
CP-ABE schemes, our schemes are the first to break one-use barrier, so, the
above conversion made a step orthogonal to our contribution.
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