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Abstract. In IACR ePrint 2014/747, a method for constructing mixed-
integer linear programming (MILP) models whose feasible regions are
exactly the sets of all possible differential (or linear) characteristics for
a wide range of block ciphers is presented. These models can be used to
search for or enumerate differential and linear characteristics of a block
cipher automatically. However, for the case of SIMON (a lightweight
block cipher designed by the U.S. National Security Agency), the method
proposed in IACR ePrint 2014/747 is not exact anymore. That is, the
feasible region of the MILP model constructed for SIMON contains in-
valid differential characteristics due to the dependent input bits of the
AND operations, and these invalid characteristics must be filtered out
by other methods. This is a very inconvenient process and reduces the
level of automation of the framework of MILP-based automatic differen-
tial analysis. In this paper, by using quadratic constraints or constraints
from the H-representation of a specific convex hull, we give a method
for constructing mixed-integer (non)linear programming models whose
feasible regions are exactly the sets of all valid differential characteristics
for SIMON. The technique presented in this paper may be also useful for
other ciphers. How to construct an MILP model whose feasible region
is exactly the set of all linear characteristics of SIMON is still an open
problem.
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1 Differential Behavior of the AND Operations of
SIMON with Dependent Input Bits

We will focus on the case of SIMON32 [1] with block size 32 bits, for other cases
the method is similar. The nonlinear layer of SIMON32 can be described by a
non-linear function F : F16

2 → F16
2 , such that

F (x) = (x <<< 1) · (x <<< 8), x = (x0, · · · , x15) ∈ F16
2 .

where · is the bitwise AND operation.
Let ∆ = (∆0, · · · , ∆15) ∈ F16

2 , and δ = (δ0, · · · , δ15) ∈ F16
2 , then the differen-

tial ∆→ δ is a valid differential pattern for F if and only if there exists x ∈ F16
2

such that
F (x) + F (x+∆) = δ

That is
((x+∆) <<< 1) · ((x+∆) <<< 8) = δ

Write it bitwisely, we claim that the differential ∆→ δ is valid if and only if the
following system of equations of xi has a solution

δ0 = ∆1 · x8 +∆8 · x1
δ1 = ∆2 · x9 +∆9 · x2
δ2 = ∆3 · x10 +∆10 · x3
δ3 = ∆4 · x11 +∆11 · x4
δ4 = ∆5 · x12 +∆12 · x5
δ5 = ∆6 · x13 +∆13 · x6
δ6 = ∆7 · x14 +∆14 · x7
δ7 = ∆8 · x15 +∆15 · x8
δ8 = ∆9 · x0 +∆0 · x9
δ9 = ∆10 · x1 +∆1 · x10
δ10 = ∆11 · x2 +∆2 · x11
δ11 = ∆12 · x3 +∆3 · x12
δ12 = ∆13 · x4 +∆4 · x13
δ13 = ∆14 · x5 +∆5 · x14
δ14 = ∆15 · x6 +∆6 · x15
δ15 = ∆0 · x7 +∆7 · x0

(1)

2 Constructing Exact Mixed-integer Programming
Models for SIMON

In the work of IACR ePrint 2014/747 [2], the MILP models generated for SIMON
only have variables for the differences (δi and∆i) and the active AND operations.
To generate exact models for SIMON, we need to introduce a new set of variables
(xi, 0 ≤ i ≤ 15 ) for every round of SIMON, and include the constraints listed
in (1) into the model. However, the equations in (1) are quadratic constraints
and we do not know how to solve the resulting quadratic integer programming
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model. In the following, we show how to convert it into a set of linear constraints
by the convex hull computation technique.

Taking the first equation δ0 = ∆1 · x8 + ∆8 · x1 in (2) for example, let
Sol(δ0 = ∆1 · x8 +∆8 · x1) be the set of all 0-1 solutions for this equation. Then

Sol(δ0 = ∆1 · x8 +∆8 · x1)

can be treated as a subset of {0, 1}5 ∈ R5. The vectors (δ0, ∆1, x8, ∆8, x1) in
Sol(δ0 = ∆1 · x8 +∆8 · x1) are given below

[ 0, 0, 0, 0, 0 ]

[ 0, 0, 0, 0, 1 ]

[ 0, 0, 0, 1, 0 ]

[ 0, 0, 1, 0, 0 ]

[ 0, 0, 1, 0, 1 ]

[ 0, 0, 1, 1, 0 ]

[ 0, 1, 0, 0, 0 ]

[ 0, 1, 0, 0, 1 ]

[ 0, 1, 0, 1, 0 ]

[ 0, 1, 1, 1, 1 ]

[ 1, 0, 0, 1, 1 ]

[ 1, 0, 1, 1, 1 ]

[ 1, 1, 0, 1, 1 ]

[ 1, 1, 1, 0, 0 ]

[ 1, 1, 1, 0, 1 ]

[ 1, 1, 1, 1, 0 ]

Now, we can compute the critical set O of the H-representation of the convex
hull of Sol(δ0 = ∆1 · x8 + ∆8 · x1). The H-representation of the convex hull is
given below

An inequality (0, -1, 0, 0, 0) V + 1 >= 0

An inequality (0, 0, -1, 0, 0) V + 1 >= 0

An inequality (0, 0, 0, -1, 0) V + 1 >= 0

An inequality (-1, 1, 0, 0, 1) V + 0 >= 0

An inequality (-1, 0, 1, 0, 1) V + 0 >= 0

An inequality (-1, 0, 0, 0, 0) V + 1 >= 0

An inequality (0, 0, 0, 0, 1) V + 0 >= 0

An inequality (1, -1, -1, 0, 1) V + 1 >= 0

An inequality (0, 1, 0, 0, 0) V + 0 >= 0

An inequality (0, 0, 0, 0, -1) V + 1 >= 0

An inequality (-1, 1, 0, 1, 0) V + 0 >= 0

An inequality (1, 0, 0, 0, 0) V + 0 >= 0

An inequality (-1, 0, 1, 1, 0) V + 0 >= 0

An inequality (0, 0, 0, 1, 0) V + 0 >= 0

An inequality (1, 0, 1, -1, -1) V + 1 >= 0

An inequality (0, 0, 1, 0, 0) V + 0 >= 0
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An inequality (1, -1, -1, 1, 0) V + 1 >= 0

An inequality (1, 1, 0, -1, -1) V + 1 >= 0

An inequality (-1, -1, -1, -1, -1) V + 4 >= 0

Where V = (δ0, ∆1, x8, ∆8, x1)T , and the method for computing the critical set
is presented in IACR ePrint 2014/747 [2]. The critical set O is

(-1, 0, 1, 0, 1, 0)

(-1, 1, 0, 1, 0, 0)

(1, -1, -1, 1, 0, 1)

(1, 1, 0, -1, -1, 1)

(1, 0, 1, -1, -1, 1)

(-1, -1, -1, -1, -1, 4)

(-1, 1, 0, 0, 1, 0)

(-1, 0, 1, 1, 0, 0)

(1, -1, -1, 0, 1, 1)

O is a set of 9 linear inequalities involving the 5 variables: δ0, ∆1, x8, ∆8, x1.
Then we can add this set of linear constraints to the overall MILP model. Note
that such linear constraints must be added into the model for every equation
in (1). Now, we come to an MILP model for SIMON whose feasible region is
exactly the set of all differential characteristics for SIMON.

3 How to Use This Technique in Practice

Compared with the models generated in IACR ePrint 2014/747, the new models
contains more variables and constraints which will make it more difficult to solve.
So, we suggest that we should first try to find a good differential characteristic
with input difference α and output difference β by the method presented in
IACR ePrint 2014/747. According to our experimental experience, we will get a
valid characteristic with a very high chance. Then when we want to enumerate
the characteristics in the differential α → β, we fix the variables in the MILP
model according to the the input and output differences and limit the number of
active AND operations, and add the new constraints described in this paper to
the MILP model. Now, we can enumerate all differential characteristics of this
differential with the predefined properties by finding all solutions of the MILP
model. Since the number of active AND is limited, lots of variables in the model
will just disappear (when it is assigned a value of 0), and the model will be not
very difficult to solve.

4 Open Problem

How to construct an MILP model whose feasible region is exactly the set of all
linear characteristics of SIMON.
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