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Abstract. Functional encryption (FE) supports constrained decryption keys that allow decrypters
to learn specific functions of encrypted messages. In numerous practical applications of FE, con-
fidentiality must be assured not only for the encrypted data but also for the functions for which
functional keys are provided. This paper presents a non-generic simple private key FE scheme for
the inner product functionality, also known as inner product encryption (IPE). In contrast to the
existing similar schemes, our construction achieves the strongest indistinguishability-based notion
of function privacy in the private key setting without employing any computationally expensive
cryptographic tool or non-standard complexity assumption. Our construction is built in the asym-
metric bilinear pairing group setting of prime order. The security of our scheme is based on the
well-studied Symmetric External Diffie-Hellman (SXDH) assumption.
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1 Introduction

The recent advancement in cloud technology has triggered an emerging trend among individuals and
organizations to outsource potentially sensitive private informations to external untrustworthy servers and
remotely carry out various computations on the outsourced data at some later point in time by querying
the server. Functional encryption (FE) is an ambitious vision of modern cryptography that attempts to
preserve confidentiality of externally stored data while allowing entities to delegate computations on the
outsourced data in such cloud computing platforms. FE supports “restricted” decryption keys, also known
as “functional keys”, that enable decrypters to learn specific functions of the encrypted data and nothing
else. More precisely, in an FE scheme for certain function family JF, it is possible to derive functional keys
SK¢ for any function f € F from a master secret key. Any party given such a functional key SK; and a
ciphertext CT, encrypting some message z, should be able to learn f(z) and nothing beyond that about
z.

A principle focus of research on FE has been to identify what class of functions F can be supported
and what notion of security can be achieved. In terms of functionality, starting with the seminal notions
of identity-based encryption (IBE) and attribute-based encryption (ABE), FE has progressively evolved
through a series of distinguished works to support more and more expressive function families culminating
into the recent state of the art schemes which are now able to realize computation of arbitrary polynomial-
size circuits [BSW11], |[GKPT13|, |GGH™ 13|, [GGHZ14], [BCP14]. Regarding security, the vast majority
of research on FE so far has concentrated on protecting privacy of the encrypted contents [BSWII],
[O°N10).

1.1 Function Privacy in Functional Encryption

A wide range of practical applications, however, demands not only privacy of the encrypted messages but
also privacy of the functions for which functional keys are provided. This is especially desirable whenever
the function embedded in the functional key itself contains sensitive informations.

Consider the following motivating scenario: Assume that a health organization subscribes to a cloud
service provider to store medical records of its patients. To ensure confidentiality of informations, the
organization encrypts those records locally using an FE scheme prior to uploading them to the cloud
server. Now, using the inherent feature of FE, later on the organization can request the cloud server

* An extended abstract of this paper will appear in the proceedings of PKC 2016. This is the full version.
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to perform some analysis on the encrypted records by providing the server the functional key for the
respective function. However, if the FE scheme in use does not guarantee any hiding for the functions,
which may include sensitive contents, embedded in the functional keys, then the functional keys might
reveal the functions completely to the cloud, thereby leaking sensitive informations.

Private key vs public key setup: Countless real-life applications have driven the research on func-
tion privacy in the context of FE, using the private key setting first by Shen et al. [SSW09] followed
by the works of [AABT13|, [BS15], while in the public key setting by Boneh et al. [BRS13a], [BRS13D].
Intuitively, function privacy requires that functional keys reveal no unnecessary information on their
functionality. However, the extent to which function privacy can be satisfied differs dramatically between
the private key and public key regimes. Specifically, in the public key domain, where anyone can encrypt
messages, only a limited form of function privacy can be attained. To formulate a meaningful security
definition, a framework must assume that the functions come from a distribution having sufficient entropy
[BRS134a)], [BRS13b]. On the contrary, in the private key setting, function privacy has been shown to have
tremendously greater potential compared to the public key domain, both as a stand-alone feature and as
a very useful building block.

Full-hiding security model for private key FE: For private key FE, the strongest (indistinguishability-
based) notion of function privacy, also known as full-hiding security, formulated in [AABT13|, [BS15]
considers both privacy of functional keys and privacy of encrypted data in a perfectly symmetric manner.
More precisely, full-hiding security considers adversaries that interact with

I) a left-or-right functional key generation oracle and
II) a left-or-right encryption oracle,

where both oracles operate using the same bit ¢ € {0,1}. The adversaries submit a pair of functions
(f@0), £G:D) to the functional key generation oracle in order to make the j-th functional key query while
they submit a pair of messages (Z(e,o)’ z(“)) to the encryption oracle for making the /-th ciphertext query.
Depending on the bit ¢, the functional key generation oracle returns the functional key SK(..) whereas
the encryption oracle sends back the ciphertext CT,«,). The adversaries are allowed to interact with
these oracles for any polynomial number of queries and the adversaries’ goal is to distinguish the cases
¢ =0 and ¢ = 1. The constraint on the adversaries is that for all (&0, fG1) and (240 2(61)) with
which they query the functional key generation and encryption oracles respectively, it should hold that
fOO(2E0) = £ (2(E1), This is clearly the minimum necessary restriction as otherwise the adversaries
can trivially determine the bit ¢ used by the oracles.

Regarding the construction of function private FE schemes in the private key setting, recently Brakerski
and Segev [BS15] have presented a generic transformation from any private key (possibly non-function-
private) FE scheme for general polynomial-size circuits into one that achieves function privacy in the
strongest model discussed above. Then by combining [BS15] with the works of |[GKP™13|, [GGH™13],
or [GGHZ14], one can obtain private key function-private FE scheme supporting general circuits with
strong security guarantee. However, the most significant drawback of the resulting constructions is that
they would employ computationally intensive tools for secure computation such as fully homomorphic
encryption or program obfuscation and their security would rely on strong assumptions such as indis-
tinguishability obfuscation, extractability obfuscation, or polynomial hardness of simple assumptions on
multilinear maps. Consequently, these solutions are far from being practical.

1.2 Inner Product Encryption and Function Privacy

A current motivation of cryptographic research community is to design direct and efficient FE schemes
for functionalities of practical interest which are still expressive enough for real-life applications. As a
first attempt, researchers have focused on the inner product functionality which is an extremely useful
functionality in the context of descriptive statistics, for example, to compute the weighted mean of a
collection of informations. Further, the inner product enables computation of conjunctions, disjunctions,
polynomial evaluations, and exact thresholds.

An inner product function family 7P, is parameterized by a prime integer p. A function 1py € 7P,
is associated with a vector § € Z,, of length n over the finite field Z,. On a message T e Loy, 1Py () is
defined to be the inner product (7, ¥) modulo p of the vectors 7 and 3. We stress that this formulation
of inner-product FE, also referred to as inner product encryption (IPE) is distinct from [SSWQ9], [OT10],
[OTT12], |JAAB™13] which study inner product in the context of predicate encryption (PE). In inner
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product PE, a message M is encrypted along with a tag 7 € Z,, and decryption with a key corresponding
to a vector § € Zy yields M if and only if (Z,7) = 0. In contrast, the objective in the IPE formulation
is to learn the actual inner product value in Z, itself.

The first construction of IPE was presented by Abdalla et al. [ABDCP15|] who developed a selectively
secure construction in traditional discrete log groups. However, this construction is built in public key
domain and do not support any form of function privacy. Very recently, Bishop et al. [BJKI5| have
taken a first step forward towards exploring the possibility of attaining function privacy in the context
of IPE utilizing efficient and well-studied primitives. In fact, they have constructed a function-private
IPE scheme in private key domain that withstands any polynomial number of ciphertext and functional
key queries. Their construction makes use of asymmetric bilinear pairing groups and derives its security
from the well-studied Symmetric External Diffie-Hellman (SXDH) assumption albeit in a rather weak
and unrealistic security model.

1.3 Our Contribution

The current state of the art leaves open the problem of constructing a private key IPE scheme achieving
the strongest practical notion of full-hiding security under standard assumptions without employing any
heavy-duty cryptographic tool. In this paper we provide a positive answer to this challenging problem.
In particular, we develop a simple and efficient private key IPE scheme achieving the strongest notion of
function privacy based on well-studied complexity assumption. As in [BJKI15], our construction utilizes
asymmetric bilinear pairing groups of prime order and we are able to establish the stronger form of
security under the SXDH assumption. In order to ensure correctness of our construction, like [ABDCP15],
[BJK15], we assume that the target inner products will be contained within a range of polynomial-size.
As pointed out in [ABDCP15], [BJK15], this assumption is quite reasonable for statistical applications,
where, for instance, the average of some bounded quantity over a polynomial-size database will naturally
be included in a polynomial range.

Although our construction has some resemblance to that of [BJK15], we highlight several differences
below:

— We innovate new technical ideas in order to realize the strongest notion of full-hiding security while
maintaining the simplicity of the scheme. For all (700, 70:D) and (240, Z¢D) with which the
adversaries query the functional key generation and encryption oracles respectively, the security frame-
work of [BJKI5] assumes that

(z®00) @0y — (&0 PGy — (@D 260y — (gD 7G1) (1)

whereas according to the full-hiding security framework of [AAB™13|, [BS15], the only constraint
should be
(70, FU0) = (7D, F6), )

The additional restriction in the security model of [BJKI5] has not only weakened the security of
their construction significantly but also it has rendered the security model itself rather pathological
and unrealistic. Our security framework is free from any such restriction beyond that specified in Eq.
7 therefore, much more practical compared to that of [BJKI5].

— As in [BJK15], we make use of the concept of dual pairing vector spaces (DPVS) introduced in [OT10],
[OT12] to obtain the features of hidden subspaces in prime order bilinear group setting. However, our
two DPVS have dimensions 4n + 2 and 6 respectively while those of [BJK15] have dimensions 2n and
2 respectively. Here n is the dimension of vectors for functional keys and ciphertexts. This results in
some loss in efficiency. However, this seems rather unavoidable for strengthening the security both
from theoretical and practical point of view.

— Analogous to [BJK15], we consider two pairs of dual orthonormal bases, one for each of the two dimen-
sions considered. But instead of including the complete bases like [BJK15], we put certain portions
of them in the master secret key while preserve the remaining dimensions for the security reduction.
Specifically, we employ 3n and 3 hidden dimensions of the pairs of bases of dimensions 4n + 2 and 6
respectively to move things forward in our hybrid security argument.
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— At a technical level, [BJK15] used each component of the vectors twice while encoding the vectors in
ciphertexts and functional keys by coupling them with the basis vectors included in the master secret
key. On the contrary, in our construction, we utilize the components of these vectors only once in the
process of encoding with the basis vectors of the master secret key.

— Although similar to [BJK15], we treat ciphertexts and functional keys in a symmetric fashion in
our construction, our hybrid security proof does not maintain any such symmetry. Specifically, the
approach of [BJK15] first established the privacy of encrypted messages in the multiple ciphertext
framework and then leveraged the symmetry between the structures of ciphertexts and functional keys
to flip the same reasoning to argue for function privacy. In doing so, they relied on an information
theoretic step that required the additional constraint as in Eq. on the queries of the adversaries. In
order to remove the extra restriction, we face several challenges. For our security analysis, we design
our hybrid argument differently using a different information theoretic property of DPVS proven by
[OTI0] in a non-trivial way. We begin our hybrid game transition by changing the form of the queried
ciphertexts and instead of finishing it off completely, at some appropriate point, we initiate change in
the queried functional keys. Since then the transformations of functional keys and ciphertexts proceed
hand in hand.

2 Preliminaries

Throughout this paper we will follow notations presented in Figure

Symbol Explanation

N & A [N is randomly selected from A according to A’s distribution, when A is a random variable, and N
is uniformly selected from A, when A is a set.

v a vector (v1,...,vn) € Zy of length n for some positive integers p and n.

(U, W) |the inner product of vectors ¥ and @ € Zy, i.e., Y "  viw; mod p.

g? an n-tuple of group elements, (¢*',...,¢"") € G" for some cyclic group G of order p, where

T e€Zyand g €G.

g*”  |(g*,...,g%") € G", where a € Z,, T € Zy, and g € G.

g7t (g tvr,. .. ,g" ") € G", where ¥, W € Zp and g € G.

GL(n,Zy)|the group of all n x n invertible matrices over Zy.

Fig. 1: Notations

2.1 The Notion of Private Key Function-Private IPE

We adopt the general notion of function-private functional encryption in the private key setting, in-
troduced in |[AABT13|, [BS15], to the particular functionality of computing inner products of n-length
vectors over Z, for some prime integer p and some positive integer n. We will consider only non-zero
vectors. Note that this is a reasonable consideration for all practical applications of inner products.

m Syntax: A private key function-private IPE (PKFP-IPE) scheme consists of the following probabilistic
polynomial-time algorithms:

PKFP—IPE.Setup(lA, n): The data owner takes as input the security parameter 1" and a positive integer
n (polynomial in A) specifying the desired length of vectors for the functional keys and ciphertexts. It
generates a master secret key MsK for itself while publishes public parameters Pp. (Note that we are
not dealing with a public key scheme, so PP are not sufficient to encrypt — those are just parameters
that need not be kept secret.)
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PKFP—IPE.Encrypt(MSK, PP, YL On input the master secret key MSK, the public parameters PP, and a
vector T € Zp\{ 0}, where O denotes the all zero vector in Zj, the data owner produces a ciphertext
CTz.

PKFP-IPE.KeyGen(MSK, PP, 3): Taking as input the master secret key MSK, the public parameters PP,
and a vector ¥y € Z;\{ 0}, the data owner provides a functional key SKy to a legitimate decrypter.

PKFP-IPE.Decrypt(pPP, CTz,SKy): A decrypter takes as input the public parameters PP, a ciphertext
CTz encrypting some vector 7, and a functional key SK7 corresponding to some vector ¥. It outputs
either a value m € Z, or the distinguished symbol L.

m Correctness: The correctness of an PKFP-IPE scheme requires the following: For all 7,5 € Z\{ 0},

Pr[(msk, pP) < PKFP-IPE.Setup(1*,n); 0T5 < PKFP-IPE.Encrypt(MsK, PP, T);
SKg & PKFP-IPE.KeyGen(MsK, PP, ) : PKFP-IPE.Decrypt(PP, CTz,SKy) = (7, ¥)| > 1 —€(A)
for some negligible function e. As in [ABDCP15|], [BJK15], in our construction as well we would only

require that the above holds when (7, %) is from a fixed polynomial range of values inside Z,,.

m Security: The indistinguishability-based full hiding security notion for a PKFP-IPE scheme is de-
fined by the following game between a probabilistic adversary A and a probabilistic challenger C:

Setup: C generates (MSK, PP) & PKFP-IPE.Setup(1*,n). It gives PP to A. It also selects ¢ & {0,1}.

Query Phase: Throughout the game, A may adaptively make any polynomial number of queries of
the following two types:

— Functional key query: To make the j-th functional key query, A submits a pair of vectors (gj’(j70),
7UY) e (Z;}\{f)’})2 to C. C creates a functional key sk & PKFP-IPE.KeyGen(MsK, PP, 7(¢)) and
hands sk) to A.

— Cliphertext query: To make the /-th ciphertext query, A sends a pair of vectors (2“9, Z(D) ¢
(Z2\{0})” to C. C forms o1 & PKFP-IPE.Encrypt(MsK, PP, Z(“)) and returns c1(®) to A.

Suppose that A makes ¢; number of functional key queries and ¢o number of ciphertext queries dur-

ing the game. The restriction on the queries is that for all j = 1,...,¢; and for all £ = 1,...,qo,
(20 700y = (1) 70Dy,

Guess: A eventually outputs a bit ¢ € {0, 1}.

Let View 4(c) denotes the view of A in the above game when the ¢ € {0,1} is the random bit selected by
C in the setup phase.

Definition 1. A PKFP-IPE is said to achieve (full) indistinguishability-based full hiding security if for
any probabilistic polynomial-time adversary A, for any security parameter X\, the advantage of A in the
above game,

Adv5TPPE(N) = [Pr[A(View4(0)) = 1] — Pr[A(Viewa(1)) = 1]| < €(A)

for some negligible function e.

2.2 Asymmetric Bilinear Group and SXDH Assumption

Definition 2 (Asymmetric Bilinear Pairing Group). An asymmetric bilinear pairing group (p, Gy,
Ga,Gr,91,92,€) is a tuple of a prime integer p; cyclic multiplicative groups G1,Ga, G of order p each
with polynomial-time computable group operations; generators g1 € Gy, go € Go; and a polynomial-time
computable non-degenerate bilinear pairing e : G; X Gy — G, i.e., e satisfies

— (bilinearity) e(g;,95) = e(g1,92)*% for all 5,5 € Z,, and
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— (non-degeneracy) e(g1,92) # lg,, where 1g, denotes the identity element of the group Gr.

Let Gagpg be an algorithm that on input the security parameter 1*, outputs a description (p, G, G, Gr, g1,
g2,¢€) of an asymmetric bilinear pairing group.

Assumption 1 (Symmetric External Diffie-Hellman: SXDH). The SXDH problem is to distin-
guish between the distributions pog = ((p,Gl,Gg,GT,gl,gg, e), gi',g%,Rg,) for B € {0,1} such that

$
WA where 7 = 0 or r <~ Z, accord-

$
(p,G1,G2,Gr, g1, 92.€) < Gagpa(1Y), pov & Ly, and Rg = gy
ing as B =0 or 1 respectively.
The SXDH assumption states that for any probabilistic polynomial-time algorithm C, for any security

parameter X,
Advg®H(\) = |Pr[C(00) = 1] — Pr[C(01) = 1]| < €(N)

for some negligible function €. It also states that the same is true for the analogous distributions obtained
from switching the roles of G1 and G, i.e., 03 = ((p,Gl,GQ,GT7gl,gg,e),gS,g§73‘%/3) for B € {0,1} such

pav—+r

that [i, v & Zy, and 9?5 = g5 where ¥ =0 or v & Z,, according as B =0 or 1 respectively.

2.3 Dual Pairing Vector Spaces

Definition 3 (Dual Pairing Vector Spaces (DPVS)). A dual pairing vector space (DPVS) (p, V1, Vs,
Gr,A1,A9, FE) by a direct product of asymmetric pairing groups (p,G1,Ge,Gr,g1,92,€) is a tuple of
a prime integer p; n-dimensional vector space Vh = Gh over Z under vector addition ® and scalar

TH+T

multiplication @ defined respectively as gh @gh =g, and a®gh = gh , forh = 1,2, where U, W € Loy s

i—1 n—u

> N —N— .~
and a € Zy; canonical bases Ay, = {gy; " }Yi=1,....n of Vi, for h = 1,2, where €; = (0,... ,O, 1,0,...,0) €
Zy; and a pairing E : Vi x Vo — Gr. The pairing E is defined by E( gl ,g2 He 91, 95%) =

6(91792)(Vﬂ> € Gy, where U,W € Ly, . Observe that the map E is non-degenerate bzlmear, ie, B
satisfies

— (bilinearity) E(s ® g7, 5@ ¢¥) = BE(g;7,95°) = E(g7, 9% )** for s,5 € Z,, 0, W € Zy and
— (non-degeneracy) if E(g7,¢¥) = 1g, for all @ € Zy, then U = =0.

When clear from the context, we will often omit the symbols ® and ® for vector addition and scalar
multiplication respectively in DPVS’s. The DPVS generation algorithm Gppys takes input a positive integer
n together with (p, G1, G2, Gr, 91, 92, €) & QABpg(l’\) and outputs a description (p,V1,Va, Gp, A1, Ay, E)
of DPVS with n-dimensional vector spaces Vy, for h =1, 2.

In Figure [2| we describe random dual orthonormal basis generator Gog(Zj,) for some prime integer p
and positive integer n. This algorithm would be utilized as a subroutine in our PKFP-IPE construction.

Gos (ZZ): This algorithm performs the following operations:

1. Choose B = (b; ;)i j=1,..., GL(n, Zyp).

2. Compute B* = (b”)” Ln = (BT) ! where BT denotes transpose of the
matrix B. Let, b and b : reprebent the i-th rows, of B and B™ respectively, for
i=1,. nSetIB—{bl,.. b }andIB%*—{bl,.. bn} Note that (B,B*)

are dual orthonormal in the sense that for 4,4’ = 1,...,n,

- - ifi =1
(bi,bf/):{l’lfl 7

0, otherwise

3. Return (B,B").

Fig. 2: Dual orthonormal basis generator Gog(Z;)
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3 Our PKFP-IPE Scheme

m Construction

PKFP-IPE.Setup(1*,n): The data owner takes as input the security parameter 1* and a positive integer
n specifying the desired length of vectors for the keys and ciphertexts. It proceeds as follows:

1. Tt first generates an asymmetric bilinear group
$
(p,G1,Ga2,Gr, 91,92, €) < Gagpa(17).
2. Then it forms

3

(p7V17V27GT7A17A27E) — gDPVS(4n + 25 (p7 GlaG27GTaglagQ?6)) and
$

(pv ,17 ,27GT7A,17A,27E/) — gDPV5(67 (valaG2vGT7glngae))'

3. Next, it samples dual orthonormal bases

—

(B = {7;1, ey 7;4n+2},B* = {7;* b n+2}) (_ gOB(Z;l)n—&-Z) and
(D= {dy,..., de},D* = {d},. L ) & Gos(Z).
b, b

{
It defines B = {b1,..., bn, banya}, B = {7, s b b D ={d, de}, and D* = {d}, dz}.
4. Tt keeps the master secret key Msk = (B, B*, D, ]D ) to itself while publishes the public parameters
PP = (pa {Vhavh}h 1, Q;GTa {AhaAh}h 1 27E E’ )

/\/\

PKFP-IPE. Encrypt(MSK PP, 7): Taking as input the master secret key MSK, the public parameters PP,
and a vector 7 € Z"\{ 0} the data owner prepares the ciphertext as follows:

1. Tt selects a, &, & & Z, and computes

C!ZZL €6 i+E D anse aziwi?i+€y4n+2 di+&0d

¢ =g =1 =g — ga 1+€ode (3)
utilizing B and D respectively from MSK, where a sum over index 4 ranges from i = 1 to i = n
unless explicitly specified otherwise. We will follow the same convention in the sequel as well.

2. Tt outputs the ciphertext cTz = (c1, €2).

PKFP—IPE.KeyGen(I\_/I)SK, PP, %): On input the master secret key MSK, the public parameters PP, and a
vector § € Z2\{ 0}, the data owner performs the following:

1. Tt picks v,n,m0 & Z,, and computes

‘ i3>§‘+ g*n . .y I
kT:g;Zq,y nba +17k2:g;d1+mdv @)
utilizing B* and D* respectively from MSK.
2. It provides the functional key sk = (k7, k3) to a legitimate decrypter.

PKFP-IPE.Decrypt(PP, CTz,SK3): A decrypter takes as input the public parameters PP, a ciphertext

CcTz = (€1, ¢2), and a functional key SKy = (k7, k3). It proceeds as follows:

1. Tt computes T} = E(ey, k), T = E'(c2, k3).

2. It then attempts to determine a value m € Z such that 75" = T} as elements of G by checking a
specified polynomial-size range of possible values. If it is successful, then it outputs m. Otherwise
it outputs L.

We emphasize that the polynomial running time of our decryption algorithm is guaranteed by re-

stricting the output to lie within a fixed polynomial-size range.

m Correctness

The correctness of the above PKFP-IPE construction can be verified as follows: Observe that for any
ciphertext CTz = (1, ¢2) encrypting some vector 7 and any functional key sky = (k7, k%) corresponding
to some vector 3/, we have

Ty = E(er, ki) = (g1, 92)*" T 7 Ty = E' (e, k3) = e(g1,92)7.

This follows from the expressions of ¢1, ¢a, k¥, k% together with the fact that (B, B*) and (D, D*) are dual
orthonormal bases. Thus if (77, ¥/) is contained in the specified polynomial-size range of possible values
that the decryption algorithm checks, it would output (7, ¥) as desired.
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m Discussion

As discussed earlier in this paper, the only PKFP-IPE scheme available in the literature so far [BJK15]
achieves a rather limited and unrealistic form of function privacy. In particular, for the sake of managing
the hybrid security proof of their construction, they put further restrictions on the queries of the ad-
versaries, as shown in Eq. , beyond those specified in the strongest framework of full-hiding security
described in §2.1] This additional constraint not only leads to a weak security but it is also not conformal
with the intuitive spirit of function privacy. With the motivation to remove such a pathological restriction
we recourse to an information theoretic step that uses a nice property of DPVS introduced in [OT10]
that enables to hide a pair of ciphertext and functional key vectors perfectly among all vectors having
the same inner product.

To generate space for our hybrid proof, we consider two pairs of dual orthonormal bases, namely,
(B,B*) of dimension 4n + 2 and (D, D*) of dimension 6, where n is the length of vectors for ciphertexts
and functional keys. The n + 2 dimensions of the first pair of bases and 3 of the second pair are used in
the actual scheme while the remaining dimensions are preserved to move things forward in the security
proof. As displayed in Eq. , to encode a vector @ in the ciphertext, we construct a linear combination
of the first n vectors together with the (4n +2)-th vector of B, where the n components of @ masked with
a random scalar « are used as coefficients of the first n vectors of B. The resulting vector is then placed in
the exponent of g; € Gy. After that, the randomness « is encoded by forming another linear combination
of the first and sixth members of D in the exponent of g; using the masking factor « as coefficient of
the first vector of D. The (4n + 2)-th dimension of B and the sixth dimension of D are utilized to supply
additional randomization for strengthening the security of our ciphertexts. The encoding of a vector for
the functional key is performed in a directly symmetric fashion utilizing bases B*,D*, and g, € G in
place of B,D, and ¢, respectively, as can be seen from Eq. , where the additional randomization is
provided by the (4n + 1)-th dimension of B* and the fifth dimension of D*.

In contrast, the construction of [BJK15] considers two pairs of dual orthonormal bases, one of dimen-
sion 2n and the other of dimension 2. Moreover, they make use of the complete bases in their construction
itself and employ each component of a vector as coefficient twice during formation of the linear combi-
nations in the process of encoding the vector for ciphertext or functional key, once for basis vectors in
the range 1 to n and again for the basis vectors ranging from n + 1 to 2n. Further, [BJK15] rely on the
orthogonality of all the queried functional key vectors (respectively all queried ciphertext vectors) to the
difference of a pair of queried ciphertext vectors (respectively a pair of queried functional key vectors) to
simulate a hidden dimension in the bases in the security proof that they employ to switch from one vector
of the pair to the other. However, it is precisely this approach which necessitates the additional constraint
imposed by them on the adversaries’ queries as in Eq. . Furthermore, increasing the dimensions of the
DPVS’s in use seems rather unavoidable for managing the security reduction without requiring the extra
restriction. In fact the 3n and 3 hidden dimensions of our two pairs of bases respectively that we keep
aside for the security argument play a vital role to elegantly isolate a pair of ciphertext and functional
key vectors in an n-dimensional hidden subspace in order to apply our information theoretic argument.

In summery, although our construction has some kind of resemblance to that of [BJK15], our proof
idea is widely apart. The most significant contribution of our work lies in a rigorous proof of full-hiding
security of a fairly simple construction. The detail security reduction is presented in the next section.

In terms of communication cum storage complexity, observe that both the ciphertexts and functional
keys of our PKFP-IPE construction consist of 4n + 8 group elements while our master secret key contains
8n? + 12n + 28 members of the finite field Z,. In contrast, the ciphertexts and functional keys in the
construction of [BJK15] are comprised of 2n + 2 group elements each whereas the master secret key is
composed of 8n? + 8 Z,, components.

Regarding computation complexity, note that both our encryption and functional key generation
algorithms require 4n+8 exponentiations while the decryption algorithm involves 4n+8 pairing operations
followed by an exhaustive search over a polynomial range of values in order to solve a discrete log. On
the contrary, the encryption and functional key generation algorithms of [BJK15] amount to 2n + 2
exponentiations each. Other than a similar exhaustive search step, their decryption algorithm incurs
2n + 2 pairings.

It is evident that our scheme loses a constant factor of 2 compared to that of [BJK15] in both
communication cum storage and computation efficiency. However, the additional cost is compensated
with stronger and realistic data as well as function privacy guarantees provided by our construction as
opposed to a rather limited form of security achieved by [BJKI5]. Given the rapid advancements in
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computing technology and the growing security breaches that are taking place now a days, high security
is often desirable even at the expense of an admissible increase in complexity.

The ciphertexts and master public key of the only known IPE scheme in public key setup [ABDCP15]
involve n + 1 and n elements respectively in a discrete log group of prime order p while the master secret
key and functional keys are comprised of n and 1 Z, components respectively. The encryption and de-
cryption algorithms of [ABDCPI5| respectively incur 2n + 1 exponentiations and n + 1 exponentiations
followed by an analogous exhaustive search step towards determining a discrete log. However, the scheme
of [ABDCP15)] offers no function privacy and, moreover, provides only selective data privacy. Hence, this
IPE scheme is not suitable for applications such as secure delegation of computations.

4 Security Analysis

Theorem 1. The PKFP-IPE scheme described in §3 is secure as per the security model of §2.1) under the
SXDH assumption.

Proof. The proof of Theorem [I] is structured as a hybrid argument over a series of games which differ
in the construction of the functional keys and ciphertexts queried by the adversary A in the security
game described in In the first game, the queried functional keys and ciphertexts are constructed as
those in the security game of where the bit used by the challenger is ¢ = 0. We then progressively
change the functional keys and ciphertexts in multiple hybrid games to those in the security game of
where the bit used by the challenger is ¢ = 1. We prove that each game is indistinguishable from
the previous one, thus proving our PKFP-IPE construction to be secure in the security model of
Let g; be the number of A’s functional key queries and ¢o the number of A’s ciphertext queries. The
hybrid game transition is described below. In these games, a portion of an exponent framed by a white
box indicates those terms which were added or modified in a transition from the previous game, unless
explicitly specified otherwise, while a part of an exponent which was deleted in the transformation from
the earlier game is highlighted in the text.

m Sequence of Hybrid Games

I) Game 0 : This game corresponds to the real security game of where the bit used by the challenger
to generate queried functional keys and ciphertexts is ¢ = 0. More precisely, for j = 1,..., g1, the response
to the j-th functional key query corresponding to vectors (79, 7:1) is created as sk() = (kf{(j), k:;(j))
such that

k;k(j) _ g;j _X): yij’o)_:b';?#m B
k;(j) = g¥ di+njod;

’ (5)

)

where v;,1;5,15.0 & Zy,. On the other hand, for £ =1, ..., go, the reply to the -th ciphertext query of A
for vectors (2“0, Z(D) is generated as a1t = (¢l el?) such that

NURIS DL e
0 _

., N ’ 6
Cée) — g?e d1+E&e,0 ds’ ( )

where ay, &, €00 ﬁ L.
II) Game 1 Sequence [Game 1--1,..., Game 1-k-4 (k =1,...,q2)]

Game 1-k-1: Game 1-0-4 coincides with Game 0. Game 1-x-1 is the same as Game 1-(x — 1)-4 except that
the components of the k-th queried ciphertext for vectors (E’(’“O), 3(”’1)) are computed as

Qg 21 IEN’O) b, Jr‘ all 27 a:ﬁ"“"” 77’2'r:.+i ‘Jrfn ‘b>4'n,+2
o = 7 )

il s freodo

€ =0 )
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where ay, & Z, and all the other variables are generated as in Game 1-(kx — 1)-4.

Game 1-x-2: This game is identical to Game 1-k-1 with the only exception that the components of
the k-th queried ciphertext corresponding to vectors (i"(”"o), E’(“’l)) are formed as

") gan Zl Ig;@,o) bi+al! 21 b ontit+€r bant2
=g ,

¢
(k) axdital dst+écode
C =0

(8)

)

where all the variables are generated as in Game 1-k-1.

Game 1-k-3: This game is analogous to Game 1-x-2 except that the components of the s-th queried
ciphertext for vectors (29, (1) are created as

(5,0) 7 | i (1) 111 ()7 -
(n) Qg 27 T, bital ZZ z, bontit| ol 27 T, b3nti [+€k bant2

=g
! "3 173 = ’ (9)
C =g
2 1 )

where o/ & Z, and all the other variables are generated as in Game 1-x-2.

Game 1-k-4: This game is the same as Game 1-x-3 except that the components of the x-th queried
ciphertext for vectors (Z(%9), Z(%1)) are computed as

K g r - —
(k) X 21 yi ) bi+ag,zi xi = bantitle bant2
=9

G =0 - ’ (10)
C(K,) o go%dl+o¢N ds+€s0ds
2 T J1 )

where all the variables are generated as in Game 1-s-3, i.e., in this game c(lﬁ) and cém) are modified from

those in the last game by dropping the terms involving !/ in the exponent of g;.
III) Game 2 Sequence [Game 2-w-1,..., Game 2-w-6 (w =1,...,q1)]
Game 2-w-1: Game 2-0-6 coincides with Game 1-¢g2-4. Game 2-w-1 is the similar to Game 2-(w — 1) 6

except that the components of the w-th queried functional key corresponding to vectors (3§ (@,0) gl )
are formed as

wy _)*
‘szilli ? biH

w,0) P w,0) 7 e
’y:d ZL ( )bn+1 +’sz y( )b2n+z +nwb4n+1

*(w) _

e R s —— ’ (1)
v il 83 42U e

k*(w)_

2 =92 )

where 7/, & Z,, and all the other variables are generated as in Game 2-(w — 1)-6.

Sequence of Subgames of Game 2-w-2 [Game 2-w-2-k-1 , Game 2-w-2-k-5 (k =1,...,q2)]

Game 2-w-2-k-1: Game 2-w-2-0-5 coincides with Game 2-w-1. Game 2-w-2-k-1 is analogous to Game
2-w-2-(k — 1)-5 with the only exception that the components of the w-th queried functional key corre-
sponding to vectors (7“0, 771 are formed as

,0) |72 il *
o) _ o S Tl [0 Bl [ [P B
1

- g2 I (12)
*(w Yo d 13, d3+7] d5+ne0 d
k2( ) = g, 1 2 3 ,0 ,

where all the variables are generated as in Game 2-w-2-(k — 1)-5. Here a part of the exponent framed by a
white box (respectively light gray box) indicates those terms which were changed in the transition from
the previous game when k > ﬁrespectively k = 1). More specifically, when x = 1, ki(w) in Eq. is

transformed from that in Eq. (11)), which is the form of k*{(w) in Game 2-w-2-0-5, by changing the portion
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of the exponent framed by a light gray box. On the other hand, when x > 2, k’{(w) in Eq. is obtained
from that in Eq. , which is the form of k:i(w) in Game 2-w-2-(k — 1)-5, by applying modification in
the portion of the exponent framed by a white box.

Game 2-w-2-k-2: This game is identical to Game 2-w-2-k-1 except that the components of the k-th
queried ciphertext for vectors (2259 Z(*1)) are computed as

Ky i Y rd Ky i -
[e 7% 21 965 0% H“ o, El OCE 0% nti [+l 21 965 DY 3n+it€k bant2

(®) _

G =5 ’ (13)
(k) Qg 31++azl34+5~,035
G =9 )

where o, & Z, and all the other variables are generated as in Game 2-w-2-x-1.

Game 2-w-2-k-3: This game is similar to Game 2-w-2-x-2 with the only exception that the components
of the w-th queried functional key corresponding to vectors (;’y’(“’o), 37(“’71)) are formed as

w,0) 7 w,1) [ w,1) T >
(@) _ g% SO T4, Zibnﬂﬂg S v 00 B
1 2

- T e 11T T ’ (14)
k*(w) _ editr,daty, datneods
2 92 )

while the components of the x-th queried ciphertext corresponding to vectors (29, Z(%1)) are created

as
(%) Qg Zl IEN‘O) T;i+a; Z@ vb>n+i+a;” 27 mgm‘l) vb’3n+i +x vb’4n+2
Y=y (15)
1 1 — — — — ’
(k) agdital,dotal! datérods

C =5 )

where all the variables are generated as in Game 2-w-2-k-2.

Game 2-w-2-k-4: This game is the same as Game 2-w-2-k-3 except that the components of the k-th
queried ciphertext corresponding to vectors (Y(“’O), 5’("’1)) are computed as

(k) Zi(anxﬁ“’o) 77’@'+C¥;$5K’1)7;n+¢+ dlwﬁ“’”yznﬂ +C¥:/w5ml)?3n+i)+5m?4n+2

C =g
=0 ! (16)
(r) Otml‘iﬁ-a; 32++a;”(‘i4+£m,035

C =0 )

where &/ & Z, and all the other variables are generated as in Game 2-w-2-x-3.

Game 2-w-2-k-5: This game is analogous to Game 2-w-2-k-4 with the only exception that the com-
ponents of the k-th queried ciphertext corresponding to vectors (57'(”“0)7 s—c’(”’l)) are formed as

(k) _ @n 21 JCEK"O) ZH-CVYZ Zl Igﬁ’l) ?271+i+0‘,z/ 21 wﬁ“”” 77’3n+i+5n 34n+2

¢ =4 ’ 17
(k) _ ax I_i>1+0vé:l_i>3+0¢:/¢_1’4+§~,0<_1’6 ( )
G =90 ’

where all the variables are generated as in Game 2-w-2-k-4, i.e., in this game cgﬁ) and cgn) are transformed

from those in the earlier game by removing the terms involving «/, in the exponent of g;.

Game 2-w-3: This game is identical to Game 2-w-2-¢o-5 with the only exception that the components of
the w-th queried functional key for vectors (@’(“”0), @’(“”1)) are computed as

0) P 1) >
*(w) g;‘*’ Zz ygw ' 0 21 yiw 'B 2ntitNew bingy

kl - T 1T T ’ (18)
k;(‘*’) — g;w di+v, d3+nwods
b

where all the variables are generated as in Game 2-w-2-¢2-5, i.e., in this game k;(w) and k;(w) are changed
from those in the last game by deleting the terms involving ., in the exponent of gs.



12 Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay

Game 2-w-4: This game is the same as Game 2-w-3 except that the components of the w-th queried
functional key for vectors (g’](‘”’o), g’j(w’l)) are created as

w,0) s w,1) e w,1) P -,
) Yo ZZ v Tl Z,i yi T 2n+i+‘ 7 21 U B s e B g
1 =92 ' (19)

RNt
k*(w)—g’yw 1TV @37 Yo @4 [TNw,0 5
2 - J2

?

where & Z, and all the other variables are generated as in Game 2-w-3.

w

Game 2-w-5: This game is similar to Game 2-w-4 with the only exception that for £ = 1,..., go, the
components of the /-th queried ciphertext for vectors (2“9, Z(1) are computed as

c(z) oy 21 0T +ay 21 N Vi€ Bante

1 =91 N ) 20
O _ joacdital’ datéeodo (20)
G =41 J

where all the variables are generated as in Game 2-w-4, i.e., Eq. resets cgg) and cg), ford=1,...,q2,
as those in Eq. by dropping the terms involving &} in the exponent of g;.

Game 2-w-6: This game is the same as Game 2-w-5 except that the components of the w-th queried
functional key for vectors (7“0, 77w} are created as

,0) 7% ,1) 7% >
PRICONIE S uE T Y w0 B
e ’ (21)
wd i+ d4ne.0d
k*(w) — gW 1 w g s
2 2

o

)

where all the variables are generated as in Game 2-w-5, i.e., in this game ki(w) and k;(w) are changed
from those in the earlier game by deleting the terms involving +// in the exponent of gs.

IV) Game 3 : This game is analogous to Game 2-g;-6 except that for j = 1,...,q;, the components

of the j-th queried functional key corresponding to vectors (@’(j 0) gU ’1)) are computed as

i,1) |37« 7,0) |72 * e
B0 = Zibﬁ";u Do v [Fhitni Ting
1 =92

I, : (22)
k;(j) _ g;j di+7;" di+n;.0 dE’
while for £ = 1,...,q2, the components of the /-th queried ciphertext for vectors (5:’(4’0), Y(“)) are
computed as
0 ay Z, _b.i+a2” ZL T;(;n-f—i“’ff ?4n,+2
C1 =0 ; (23)

— = —
apd 1+O¢l d4+§gyo dg

£
Cg)zl )

where all the variables are generated as in Game 2-¢;-6.
V) Game 4 Sequence [Game 4-w-1,..., Game 4-w-6 (w =1,...,q1)]

Game 4-w-1: Game 4-0-6 coincides with Game 3. Game 4-w-1 is the same as Game 4-(w — 1)-6 except that
the components of the w-th queried functional key for vectors (7“9, 771 are created as

1) P | ,0) T ,0) 7+ T
k*(w) Yo 21 Z/Ew AL 27 yﬁw ) RS 27 yi“’ ) b3ntitw bings
=T ’ (24)
k*(w) Yo dTHFG d3 Y ditneo0d
2 T 9

where ¥/ & Z,, and all the other variables are generated as in Game 4-(w — 1)-6.
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Game 4-w-2: This game is identical to Game 4-w-1 with the only exception that for £ = 1,...,¢s2,
the components of the /-th queried ciphertext corresponding to vectors (E’(Z’O), E'(Z’l)) are computed as

o Zl xgz,l) 3’1_’_‘ 072/ Zz xge,o) E’an

A - g
+ay’ El 2 Vo i€ b anta

o

=9
' = <1177 "3 = 7 (25)
® ay d1++az d4+E€e0ds
C =g
2 1 )

where &) & Z, and all the other variables are generated as in Game 4-w-1.

Game 4-w-3: This game is the same as Game 4-w-2 with the only exception that the components of
the w-th queried functional key for vectors (@’(‘*”0), @’(‘”*1)) are computed as

(w,1) P | » (@,0) s -,
k*(w) e ZZ Yi by Zi Y; bongitNw bing
I N : (26)
*(w) Yo d 17, d54nw,0d 3
k2 — g2 1 3 o’

where all the variables are generated as in Game 4-w-2, i.e., in this game k;(w) and k;(w) are transformed
from those in the previous game by dropping the terms involving 4/ in the exponent of gs.

Game 4-w-4: This game is analogous to Game 4-w-3 except that the components of the w-th queried
functional key corresponding to vectors (779, 77(«D) are formed as

X T

B 0= . 0) > —
¥ ZZ yﬁw D :,+i 30 ZZ yﬁ,“ D ;n+i+"7w bln+1

k*(w) —
! g2 T ! T 11 T T , (27)
2 =92 )

where ¥/, & Z, and all the other variables are generated as in Game 4-w-3.

Sequence of Subgames of Game 4-w-5 [Game 4-w-5-k-1,..., Game 4-w-5-k-5 (k =1,..., qz)}

Game 4-w-5-k-1: Game 4-w-5-0-5 coincides with Game 4-w-4. Game 4-w-5-k-1 is identical to Game
4-w-5-(k — 1)-5 except that the components of the k-th queried ciphertext corresponding to vectors
(20 21 are computed as

K - o K - “ K - K, - -
(m) _ (s i++o‘/~/”§ DT angital/ 2™ Tani) +ex Dante

o’ =g ! (28)
aN31++d;’ (_1’3+a;”g4+5~,0 ds
o)
2 =91 )

where &/ & Z,, and all the other variables are generated as in Game 4-w-5-(k — 1)-5.

Game 4-w-5-k-2: This game is the same as Game 4-w-5-k-1 except that the components of the k-th
queried ciphertext for vectors (7%, Z(%1)) are formed as

(k) _ ax Zl DY, 4 21 0Tt Zl L ST S

¢ =91 N o N ’ (29)
(k) _ apdi+d&), datall’ dst+€nods
G =0 ’

where all the variables are generated as in Game 4-w-5-k-1, i.e., in this game cgﬁ) and cé’i) are changed

from those in the last game by deleting the terms involving &/ in the exponent of g;.

Game 4-w-5-k-3: This game is similar to Game 4-w-5-x-2 with the only exception that the components
of the w-th queried functional key corresponding to vectors (@’(“’0), 17(“”1)) are computed as

w,1) P | o w,1) |7 < w,0) 7« e
k*(w) Y ZL yz( '% T Zi bty Z'i yf b i T b an
1 =92 ) (30)
T ol e el Tk T
k*(w) _ g’m di+Y, da+Y, d3+nwods
2 - J2 )
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while the components of the x-th queried ciphertext corresponding to vectors (E’("“O), 5’(""1)) are created

as
(k) Qp 27 935’{’1) bitdl Z n+i+a;// Zl IEN’O) ‘b’3n+i +€w ‘b>4n+2
= gl

(5]

, (31)
c(li) _ gan di4d) do+a)l daténods
2 T J1

)

where all the variables are generated as in Game 4-w-5-k-2.

Game 4-w-5-k-4: This game is the same as Game 4-w-5-k-3 except that the components of the k-th
queried ciphertext for vectors (29, Z(*1)) are computed as

K g k,0) 7> —
(k) X 21 yi v bi+ag,zi xi 0) bantit&e bant2
=9

C =

1 1 e d ///_) e d ’ (32)
c("i) o ga*‘dl—"_o‘n d4+f,¢,0 dg

2 T J1 ’

where all the variables are generated as in Game 4-w-5-£-3, i.e., in this game cgﬁ) and cgn) are transformed

from those in the earlier game by removing the terms involving &/, in the exponent of g;.

Game 4-w-5-k-5: This game is analogous to Game 4-w-5-k-4 with the only exception that the com-
ponents of the w-th queried functional key corresponding to vectors (y’(wﬁ), @’(“”1)) are formed as

w,1) 7« w,0 * v w,0) 7= g
Y Zl 91( 'B iy Z b n+z+%f 21 yf D ant+i TN bapiq
92 )
L) _ ifrk<g—1 (33a)
1 =
Yoo Z y(u Dy T+ Z y(w VY b:+b+’% 21 ?Sn+i+”7w E)Zwrl
92 )
if K =qo (33b)
o i, A d N0 d
k*(w) _ g; 1+, d5+5, ds+n, 5 (33(3)

where all the variables are generated as in Game 4-w-5-x-4. Here a part of the exponent framed by a
white box (respectively light gray box) indicates those terms which were changed from the previous game
when k < g2 — 1 (respectively k = g2). More precisely, for k < g3 — 1, Eq. resets k’{(‘”) as in Eq.
by changing the portion of the exponent framed by a white box before executing the sequence of
subgames Game 4-w-5-k-1 — Game 4-w-5-k-5 for the next value of k. Eq. modifies sz(w) only once
for k = g2 by applying change in the portion of the exponent framed by a light gray box and comes out
of the sequence of subgames of Game 4-w-5.

Game 4-w-6: This game is the same as Game 4-w-5-¢»-5 with the only exception that the components of
the w-th queried functional key corresponding to vectors (7“9, 7)) are formed as

w, _>* —>*
k*(w) _ %’ ZI v T A B

—
*(W) 'Ywdi“l'nw,od;
k 92 9

where all the variables are generated as in Game 4-w-5-¢2-5, i.e., in this game ki(w) and k;(w) are changed
from those in the previous game by deleting the terms involving %/, and 4/ in the exponent of gs.

VI) Game 5 Sequence [Game 5-k-1,..., Game 5-r-4 (k = 1,...,q2)]

Game 5-x-1: Game 5-0-4 coincides with Game 4-¢;-6. Game 5-5-1 is similar to Game 5-(k — 1)-4 ex-
cept that the components of the k-th queried ciphertext for vectors (7 7(5.0) 2 (“71)) are created as

(H) anz I(k vy, +‘ ”Z $<h 0y bonti [tal izﬁ"’o’ ?3n+i+§n?4n+2
=g
! N 17 = ’ (35)
(%) a,,,,d1++0<,€ da+€rode
C =g
2 1 )

where &/ & Z,, and all the other variables are generated as in Game 5-(k — 1)-4.
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Game 5-k-2: This game is analogous to Game 5-x-1 with the only exception that the components of
the k-th queried ciphertext corresponding to vectors (E’(""O)7 ?U’(’“l)) are computed as

w,1) 7> N K, g g
C(K) A ZL ZEE Y b 7"+o‘:€/ Z, IE 0 b 2n+i +&x b An+2
1 =91

(k) andi+&) d3+éeo0ds
G =01 " ; )

’ (36)

where all the variables are generated as in Game 5-x-1, i.e., in this game cg'{) and cg{) are modified from

those in the last game by dropping the terms involving o/ in the exponent of g;.
Game 5-x-3: This game is identical to Game 5-x-2 except that the components of the x-th queried
ciphertext corresponding to vectors (E'("“’O), 5:’("71)) are computed as

(%) . Zl Ig"*l) ?ierZ Zq vb>2n+i+£m vb>4n+2
Cl == gl 9

. (37)
(k) oapditdl dst+écode
G =01

)

where all the variables are generated as in Game 5-x-2.

Game 5-k-4: This game is similar to Game 5-x-3 with the only exception that the components of the
k-th queried ciphertext corresponding to vectors (35’("’0), E’(“’l)) are computed as

k1) T —
c(,g) . gOéK, Zl IE DY +€. D An42
=

I ! (38)
Céﬁ) _ gfémdﬁ-in,o dg

)

where all the variables are generated as in Game 5-x-3, i.e., in this game cgﬁ) and c(;) are changed from

those in the earlier game by deleting the terms involving &/ in the exponent of g;. Note that in the final
() pox()
17 Ra

game, i.e., Game 5-¢o-4, all the queried functional keys sk() = (k ), for 5 =1,...,q1, and all the

queried ciphertexts cT(®) = (c:(f), céf))7 for £ =1,...,q2, corresponds to functional keys and ciphertexts
in the real security game of where the bit used by the challenger is ¢ = 1.

m Advantages of Adversary in Hybrid Games

Denote Viewfg); Viewfi_'{_h)7 for h = 1,...,4; Viewg_w_h), for h = 1,3,...,6; Viewfwa_ﬁ_h), for h =

Va3 \Ji g, (4-w-h) _ o\ (4-w-5-k-h) N . . (5-k-h)
1,...,5; View”; View , for h =1,...,4,6; View, , for h = 1,...,5; and View, , for
h =1,...,4 to be the views of the adversary A in Game 0; Game 1-k-h, for h = 1,...,4; Game 2-w-h, for
h=1,3,...,6; Game 2-w-2-k-h, for h = 1,...,5; Game 3; Game 4-w-h, for h = 1,...,4,6; Game 4-w-5-x-h,
for h =1,...,5; and Game 5-k-h, for h = 1,...,4 respectively. We define the advantage of A in Game ¢
as

AdVE (M) = PriA(View)) = 1],

for v € {0,1-5-h (h = 1,...,4),2-w-h (h = 1,3,...,6),2-w-2-k-h (h = 1,...,5),3, 4-w-h (h =
1,...,4,6),4-w-5-k-h (h = 1,...,5),5-k-h (h = 1,...,4)}. Lemmas [1| - provided below will evalu-
ate the gap in the advantage of the adversary A between the neighboring games from Game 0 to Game
3. Further, observe that the transition from Game 3 to Game 5-¢go-4 is actually the reverse of the trans-
formation from Game 0 to Game 2-¢;-6 with the roles of (E’EO), @’;0)) exchanged with that of (5521), @’;1)),
for j=1,...,q1; £ =1,...,q2. Hence, the gap in the advantage of A between neighboring games from
Game 3 to Game 5-¢g2-4 can be determined analogously as that of Lemmas in the reverse order. From
these results it follows that

AdVEEFPPE () = [AdV () — AdviTE ()

is negligible under the SXDH assumption.
Hence the theorem. ]

Lemma 1. For any probabilistic adversary A, there exists a probabilistic algorithm Cy.1, whose running
time is essentially the same as that of A, such that for any security parameter A,

[Adv T () — AV (V)| < AdvEPH (),
where C1_x1(+) = C11(k, +).



16 Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay

Proof. Suppose that there is a probabilistic adversary A that achieves a non-negligible difference in ad-
vantage between Game 1-(k — 1)-4 and Game 1-x-1. We construct a probabilistic algorithm C;.; that
attempts to decide the SXDH problem using A as a subroutine. Cy.1 is given a positive integer x and an

instance of the SXDH problem o5 = ((p, G1, G2, G, 91,92, €), g4, g¥, Rs = g{""""), where p, v & Zy, and

r=0orr & Z,, according as 3 = 0 or 1. Ci.; plays the role of the challenger in the security game of &
and interacts with A as follows:

3
.Cl-lforms(p7V17V27GT7A17A27E)<_gDPVS(4n+27(paGlaG%GTvglng,e)) and(pv 117 I27GT7 117 I27

E") & Gppvs (6, (p,G1,G2,Gr, g1, go, e)). Next, it samples dual orthonormal bases (]F = {?1, e 74n+2},

* e e $ n g g * ne® ne® 8 .
F :{fl,...,f4n+2})(—gOB(Zg +2) and (H:{hl,...,hﬁ}JHI :{hl,...7h6})(—gOB(Zg). It im-
plicitly defines

3i:?i+u?2n+i(2:17 7”)3 ?z:7l(z:n+17a4n+2)a
T)};n+i:7;n+i_:u?: (Z:]-v 7n)7 F?:7:(11:1;'“’2”)3”"’_17"'74”"_2)7
d1=h1+ phs, di=hili=2,...,6),

dy =Ty —puhs, dr=hr(i=1,24,....6).

It implicitly sets B = {b1,..., Dansah, B* = {b7,..., Dinsoh D ={d1,..., de},and D* = {d},..., d&}.
Note that (B, B*) and (D, D*) are dual orthonormal bases since those are obtained by applying an invert-
ible linear transformation to the output of Gog(Z;"2) and Gog(Z3) respectively. For instance, observe
that fori =1,...,n,

0 1 1 0
<bz> b§n+z> :<fza f§n+z> —H <f17 f:c> +/”’ <f2n+i7 f§n+z> _H’Q <f2n+i7 fj>: Oa
1
(b3, 07) =(fu, f7) +u (fontis f1)=1, etec.
It hands the public parameters PP = (p, {Vi, Vi bz1,2, G, {Ap, A} =12, E, E’) to A.

e In response to the j-th functional key query of A corresponding to vectors (770, 770:D) for j =

1,...,q1, Ci.1 chooses v;,m5,1;0 & Z,,, computes

j,0) P e j,0) 75 e
k*(j) 7 § i yEJ )fi 05 f i v E i yij ' i T3 b dnga
1= 92 =92 J

*(j 'y'ﬁ*Jrn',oTL)* 7:3*«}7],-,03*
kz()ZQQJ 177 5:g2.} 1775 57

and gives the functional key sk¥) = (k1Y k;)) to A.

e In reply to A’s /-th ciphertext query corresponding to vectors (z(“0), (1) (1) proceeds as fol-
lows:

. 3
a) (¢ < k) Ci-1 picks ay, &), &, &0 < Z,, and computes
007 | (¢,1) 7 ) 7 2,0) 7
0 ey @V el Y @ Fangite Fante, pnar S 200 Fanis
¢ =0 c c (91) 2.7
(o) ZL xEZ’O) ?1+0¢2N 21 acgg’l) T)’MH-&-& ?4n+2

= gl ’
e _ aeﬁl+a}/'7{4+§e,oﬁe wyaghs a531+a2"34+5e,036
C = 0 (9%) =9 .

b) (¢ = k) Cy1 selects &, &k 0 & Z,, and computes
(%07 (.07 7
i niErzfn
o = (g) 2 () 2 T T g Fansa
. gV 21 wﬁ”’o)(?ﬁ-u?zwi)ﬁ-r Zl $EK’O) ?2n+i+£~ ?4n+2
= 0

v 21 IEN’O) ?i“r’" Zi IEN‘O) 32'n+i+£n 3)47#2
= gl ) ) )

e T én,OT;G_ V(TL)1+/J/TL)3)+TT{3+§N,OT;G_ Vzl’1+7"33+f~,036
(91) " (Rp) "2 gy =g =g

e v :
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c) (£ > k) Ci1 chooses ay, &, &0 & Z,, and computes

- — - -
0 o Zl QTEZ’O) Jit€e fant2 (g”)o"f Zi mZ(vz.,o) 72n+i . g(xe 21 xiﬁ,o) b i€ D ango
1 1 - J1

ci =49 )
) aéﬁl“l’g&()?{G) pNaghs a£31+55,036
cy = G (1) " =g :

Ci.1 provides the ciphertext cT) = (cge)7 céz)) to A.

e Finally, A outputs a bit ¢’. C1.1 outputs g’ = ¢'.

Observe that if 5 = 0, i.e., 7 = 0, the k-th answered ciphertext is of the form @, as in Game 1-(k—1)-4,

where o, = v. On the other hand, if 5 =1, i.e., r & Z,, the k-th answered ciphertext is of the form 1D
as in Game 1-k-1, where o, = v and ! = r. Further, for £ < x, the ¢-th answered ciphertext is of the
form corresponding to Game 1-¢-4, which is its proper form in both Game 1-(k —1)-4 and Game 1-x-1
since the full sequence of transformations Game 1-¢-1 — Game 1-/-4 has already been executed, whereas for
{ > kK, the ¢-th answered ciphertext is of the form @ corresponding to Game 0, which is its proper form
since the sequence of transitions Game 1-/-1 — Game 1-/-4 has not yet been taken place. Additionally, for
j=1,...,q, the j-th answered functional key is of the form corresponding to Game 0, which is its
proper form since in the game transition so far no change is made in the form of the queried functional
keys. Thus the view of A simulated by C;.; is distributed as in Game 1-(k — 1)-4 or Game 1-x-1 according
as B =0 or 1. This completes the proof of Lemma O

Lemma 2. For any probabilistic adversary A, for any security parameter X,
ALY () = AdKTTE ().

Proof. In order to prove Lemma [2| we define an intermediate game, namely, Game 1-x-1" as follows and
show the equivalence of the distributions of the views of the adversary A in Game 1-x-1 and that in Game
1-5-1" (Claim [1]) as well as those in Game 1-x-2 and in Game 1-x-1’ (Claim [2).

Game 1-k-1’ (k = 1,...,q2): This game is identical to Game 1-x-1 with the only exception that
the components of the x-th queried ciphertext corresponding to vectors (E’("“O), E'(’“”’l)) are formed as
(%) Q. 21 acg'i’g) bital 21 QEK) BantitEn banto
¢ =0

(”@) _ Oéma)l"r()éggs-‘rﬁmggg
Cy " =01 )

’ (39)

where 6 () & Zg\{ﬁ} and all the other variables are generated as in Game 1-s-1.

Claim 1 The distribution of the view of the adversary A in Game 1-k-1 and that in Game 1-k-17 are
equivalent.

Proof. Consider the distribution of the view of A4 in Game 1-k-1. We define new dual orthonormal bases
(U, U*) of Z4+2 using (B, B*) < Gog(Z2"+2) below. We generate M < GL(n,Z,) and define

— - — i
U2n+1 bany1 u §n+1 b ;n+1
=M1 , : =MT : ,
> — > -
— - — 7
ul - bza u - 19

We set U = {U1,..., Uant2}, U* = {UF,..., Ui, 4o} Note that (U, U*) are indeed dual orthonormal
bases since those are obtained from the dual orthonormal bases (B, B*) by applying an invertible linear
transformation. The components of the x-th queried ciphertext corresponding to vectors (?E’("””’O), Y("“’l))
are expressed as
() Oy 27 QJEK’U) ‘b’i‘Hl: Zl wﬁ“"’) ?2n+i+fn ‘b>4n+2
¢l =5

_ax El mE”’O) i+all ZL 0 Rop i€ Tanso (41)
- gl — M s — ’
) agdita,, dz+€co0de

(k) _
Cy, " =01 )
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where a,, 0, &x, Eno < Zp, and 6 %) = Z0) . M,

Since (%9 = 0 and M is uniformly selected from GL(n,Z,), 7 s uniformly distributed in Zg\{ﬁ}
and it is independent from all the other variables. The components of any other /-th queried ciphertext
corresponding to vectors (249, Z(41) are expressed as

a) (¢ < k)
(0) ay Zl 122'0) bitay’ Zl fbgz’l) bantit+&ebanta
C =0
ap Z wﬁ""") wi+ay’ Z zﬁ“) Wsnti+EeWanyo
= gl ‘ ‘ 9
cél) _ gllle ditoy da+téeods
b
b) (¢> )
(€.0) 7 - (€,0) - . .
(0 o Em bitebantz  ay Zfb Wit&eWant2 (1)  apdi+€o0de
Ci =0 o =0 c yCom = 01 )
and for all j = 1,...,q, the components of the j-th queried functional key for vectors (770, 70D are

expressed as

j,0) 7> e i,0) —>x —>
L) — g“fi > v T 40 _ g'YJ' > y O A T LX) — 9713T+71j,03§
1 =92 =92 y R = Ggo

)

where all the variables are generated as in Game 1-x-1.

Observe that in the light of the adversary A’s view, both (B,B*) and (U,U*) are consistent with
respect to PP. Also, this transformation of bases maintains the form of the j-th answered functional

key skU) = (ki(j),k;(j)) corresponding to Game 0, for j = 1,...,q;. Additionally, for £ < k, the f-th
answered ciphertext cT(®) = (cge),cgé)) preserves its form as in Eq. corresponding to Game 1-¢-4

while for ¢ > x, cT®) = (ng)7cgz)) remains the same as in Eq. corresponding to Game 0 under the
basis transformation. Moreover, since the RHS of Eq. and that of Eq. are of the same form,

the answered ciphertext cT(*) = (cg'{), cgk”)) is Game 1-x-1 can be conceptually changed to that in Game
1-x-1° O

Claim 2 The distribution of the view of adversary A in Game 1-k-2 and that in Game 1-k-1" are equiv-
alent.

Proof. Claim [2| is proven in a similar manner to Claim |1} using new dual orthonormal bases (U, U*) as

in Eq. . O
From Claims [1] and [2] it follows that adversary A’s view in Game 1-x-1 can be conceptually changed to
that in Game 1-x-2. This completes the proof of Lemma [2] O

Lemma 3. For any probabilistic adversary A, there exists a probabilistic algorithm Ci.o, whose running
time is essentially the same as that of A, such that for any security parameter A,

IAdVEH (A) = AV ()] < AdvEPH (),
where Cy_p-2(+) = C1-2(~K, -).

Proof. We construct the probabilistic algorithm C;_o that given an integer x together with an instance
of the SXDH problem similar to that in the proof of Lemma [I} attempts to decide that instance by
interacting with a probabilistic adversary A achieving a non-negligible difference in advantage between
Game 1-k-2 and Game 1-x-3 as follows:

e The setup phase is run by Cy_o in an analogous fashion as that performed by Ci.1 in the pro_qf of Lemma
except that Cy.o sets the dual orthonormal bases (B = {b1,..., bany2},B* = {b],..., bi,4o}) and

—

(D ={dy,...,de},D* = {d1,..., dg}) implicitly from (F = {F1,..., Fanto}, F* = {F1r oo\ Finga))
& Gos(Z4"?) and (H = {7{1, ce i_{G},H* = {7{’1‘, ce 7{2‘5}) & Gog(Z3) respectively as follows:

EQnJri:z2n+i+ﬂz3n+i(i:17---;”)7§:i:Li(lz ,...,2n,3n+1,...,4n+2),
Q,;nﬂf §nﬂ—uf§n+i(i:1,...,n),_bj:fj(z: ooy 3n,dn 4+ 1,4n + 2),
ds = hs+ phy, d;i=h;(i=1,2,4,...,6),

di =T —phs, dr=Thr(i=1,...,3,56).



Functional Encryption for Inner Product with Full Function Privacy 19

e C1_5 answers the j-th functional key query of A corresponding to vectors (709, 71 for j =1,...,q,
in exactly the same manner as that of C;.; in the proof of Lemma

e In reply to A’s /-th ciphertext query corresponding to vectors (0, Z2(D) 15 proceeds as fol-
lows:

a) (¢ < k) Ci-2 picks ay, o’ &, €00 & Z, and computes

2.0y = 01y = -
C(e) — ga[ ZL zi ) Fatay” ZL zi V¥ 3nti+E&e [ ant2
1 1
ap 21 xgz,o) ?ﬁ-(x}” Zl :cgz’l) Z):mﬂ' +&e F4n+2
= gl )
Cg@) _ ll)é( a1 +ay’ ﬁ4+£e,o Ko _ gfée d, +ay’ da +&e0 ds .

b) (¢ = k) Cig selects ay, &xy Er 0 & Z,, and computes

aleh) fanti

i

K . ('RV[))"i n‘} n (ry1) 2 .
c(ln) _ g‘ll Zl T, fit+én fa +2(gly)21 z; fonti <§Rﬂ>

. gan 27 IEH’[)) Fitv Zl CDEH"U (?2n+i+M?3n+i)+T 21 IL’EN'I) ?37L+i+£h‘, ?4n+2
- 1

. ga,{ ZZ zg;‘-.o) bitv ZZ zgn’l) bontitr Zi IEK’I) bantitls bante

= g )

Q ﬁ1+V(TL>3+Mﬁ4)+T7b’4+§~,0 e

an) = 1

_ glllmhri-ﬁm,o hﬁ(glf)hg(%ﬁ)h4

o (XK31+V33+7'34+€N,036
= 0 :

c) (£ > k) Ci2 chooses ay, &, &0 & Z,, and computes

() ay El IEZ’()) Titee T ans2 Qg Zl 152’0) Vit bante
1" =4 =% ’

o _ aeﬁ>1+§z,07{6 o 0422[14’52,07{6
G =01 =0 .

C1_o provides the ciphertext cT() = (cgé), cée)) to A.
e Eventually, A outputs a bit ¢’. C1.o outputs 5’ = ¢'.

Observe that if 5 =0, i.e., r = 0, the x-th answered ciphertext is of the form which corresponds

to Game 1-k-2, where o/ = v. On the other hand, if 8 =1, i.e., r & Z,, the k-th answered ciphertext is
of the form (9) which corresponds to Game 1-x-3, where o)/ = v and o) = r. Further, for £ < &, the (-th
answered ciphertext is of the form as in Game 1-¢-4 whereas for ¢ > k, the ¢-th answered ciphertext
is of the form @ corresponding to Game 0. Additionally, for j = 1,...,q, the j-th answered functional
key is of the form corresponding to Game 0. Thus the view of A4 simulated by C;_5 is distributed as in
Game 1-k-2 or Game 1-x-3 according as § = 0 or 1. This completes the proof of Lemma a

Lemma 4. For any probabilistic adversary A, there exists a probabilistic algorithm Ci_3, whose running
time is essentially the same as that of A, such that for any security parameter A,

VG (A) = AV ()] < AdVEPH (),
where C1_x_3(-) = C13(k, *).

Proof. We construct the probabilistic algorithm C;_3 that given an integer s together with an instance
of the SXDH problem similar to that in the proof of Lemma [I] attempts to decide that instance by
interacting with a probabilistic adversary A achieving a non-negligible difference in advantage between
Game 1-k-3 and Game 1-x-4 as follows:

e C1_3 runs the setup phase in an analogous fashion as tﬁat exec_gted by Cy.1 in t1_1>e proof _o)f LemmalT|except
that Cy_3 defines the dual orthonormal bases (B = {b1,..., banta}, B* = {b],..., bi,42}) and (D =
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—

— — « " 2. . L. — — « 2. 2, $
{d1,...,ds},D* = {dl,...,dﬁ}) implicitly from (F ={f1,--, fant2},F* = {fl,...,f4n+2}) s

{
Gos(Zy"?) and (H={hy,..., }_{6}, H* = {}—{T, ey 7{3}) & Gos(Z8) respectively as follows:

EBnJri = fdnJrz + ,U/z:ZnJrz (Z 1; 777/)7Ei = Zi (Z = 17 o ,377,74”, + 1a4n + 2)7
g;nﬂj ;nﬂ—uf§n+i(i:1,...,n),£)j:_fj(i:1,...,2n,3n+1,...74n—|—2),
d4:h4+Mh37 dl:hZ(Z: 7"',375a6)a

a1 =Ty — k1, = Rr(i=1,2,4,...,6).

e Ci.3 responds to the j-th functional key query of A corresponding to vectors (79, 71 for
j=1,...,q, in a similar way as that of ;1 in the proof of Lemma [I}

e In order to answer the ¢-th ciphertext query of A corresponding to vectors (5:’(“)), i’(“)), C1.3 proceeds
as follows:

a) (£ < k) Ci-3 picks ay, &), &0, €00 & Z,, and computes

0y 1) = - N
C(e) gOéz Z, 2O F ity 21 o0 Fappites Tanto S Il S
1 1 )

HN\Cp
(91)
_ ga[ Zi IELO) b ,;+o¢2” Zz Iie,l) b3ntitEebante
= g ,

C(Z) N gaz7{1+a2"34+62707{6 (gﬂ)(lz//ﬁg _ ga£31+a2//34+52,036
2 1 1 — Jl .

b) (¢ = k) Ci_3 selects a, &k, Ex0 & Z,, and computes

(r,0) 2 rs k1) (k,1) 7
(N) _ Qg Zl z,; fit+&u fant2 :E< " fonti v 2 et
o = g, (Rg) 2™t Tomsi (g2 o
Qp Zl azﬁ""” Titr Zl Igﬁ’l) ?2n+i+’j Zl wgml)(?3n+i+ll?2n+i)+€w ?4n+2
= gl
Qg Z IEH’[)) Bt Z IEN’I) ‘b’2n+i+l’ Z ZL’EN'I) ‘b>3n+i+€h‘ ‘b>4n+2
= gl ' ’ ‘ )

(k) _ Omﬁl-l‘in,oﬁs s ha CV»@T;I“FT‘T;S"FV(T;ALJF,UT;S)JF&N,OT;G
ey’ = ¢ (Rg) "2 (91)"* = 9

g 3’1+r71'3+w‘7l>4+£~,o ds
= 01 .

c) (£ > k) Cy.3 forms cﬁ‘) and cg) in a similar way as those are simulated by C1_ in this case in the proof
of Lemma [3

Cy.3 provides the ciphertext cT(®) = (cge), cg)) to A.
e At the end, A outputs a bit ¢’. C1_3 outputs 8’ = ¢'.

Observe that if 5 =1, i.e., r & Zy, the k-th answered ciphertext is of the form (@} which corresponds
to Game 1-k-3, where o/ = r and &/ = v. On the other hand, if § = 0, i.e.,, » = 0, the x-th answered
ciphertext is of the form which corresponds to Game 1-k-4, where o/ = v. Further, for ¢ < k, the ¢-th
answered ciphertext is of the form as in Game 1-¢-4 whereas for ¢ > k, the ¢-th answered ciphertext
is of the form @ corresponding to Game 0. Additionally, for j = 1,...,q1, the j-th answered functional
key is of the form corresponding to Game 0. Thus the view of A4 simulated by C;_3 is distributed as in
Game 1-5-3 or Game 1-r-4 according as 3 = 1 or 0. This completes the proof of Lemma [ a

Lemma 5. For any probabilistic adversary A, there exists a probabilistic algorithm Co1, whose running
time is essentially the same as that of A, such that for any security parameter A,

|AdvG O 00 — AV (V)] < AdvEPH (),
where Coy.1(+) = Co1(w, ).

Proof. Suppose that there is a probabilistic adversary A that achieves a non-negligible difference in ad-
vantage between Game 2-(w — 1)-6 and Game 2-w-1. We construct a probabilistic algorithm Co; that
attempts to decide the SXDH problem using A as a subroutine. Co 1 is given a positive integer w and an
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instance of the SXDH problem gg = ((p, G1,G2,Gr, 91, 92,€), g5 792,51?5 = g2" ) where [, U & Zy, and

r=0orf & Z,, according as 3 = 0 or 1. Co.1 plays the role of the challenger in the security game of
and interacts with A as follows:

e The setup phase is run by Cs.; in an similar fashion as that performed by Ci.1 in the progf of Lemma
except that C2 1 sets the dual orthonormal bases (B = {b 1y b4n+2} B* = {b e binyo}) and

( = {dl,..., 6}7]]3) = {dl,..., 6}) implicitly from ( = {fl,...,f4n+2},IF = {f?,...,fznw})
& QOB(Z;‘)"*Q) and (]HI = {7{1,...,7{6},]}]1* = {7{’1",,7{2 ) & QOB(ZS) respectively by selecting
0,0 & Z, and implicitly defining the following:

Enﬂi?rzﬂ—éﬁ?‘(i:l NOR Bonsi = fonti — oji fiti=1,...,n),
bi—fi(izl, ,n,3n+1,. 4n+2),

b 7;+5“7;§++<mf2nﬂ(z=1,...,n),3j:?;<(z'=n+1 An +2),
3227{2—5u7{1, 33271)3—Uﬁ7l>1,dl—h(1—14,...,6),
di =T+ 6jihs +opihs, dr=h:(i=2,...,6).

e In response to the j-th functional key query of A corresponding to vectors (7709, 77(:1), Cy ) proceeds
as follows:

a) (j <w) Cax picks 7,77, m5,m5.0 & Z,, and computes
kf(j) _ Z,i('yjyﬁj’o) ity T )+n; finﬂ(gg)z vy OO T Aoy O o)

'YJ Z y(J Yy +"/m Z y(] DY §n+¢+711 int1

)

k*(J) — ggf Bty Witngo s (gg)éw Rytovihy _ g;] A+ d4nj0d *'
b) (j = w) Cz1 chooses 1, 7,0 & Z,, and computes
* (w,0) P o ( ,0) 2 (w,O) = ‘ w»*
kl(W) ( )Z Yi I (§R )Z (0y S f2n+1)g;7 fang1

Z (5O (T8 oy it oii T iy )07y oy ibory O Ty ) 4o T i

gl 2 OB Y u Y Vitot 3w Ve Bl

c) (J > w) Caq selects v5,m;5,mj,0 & Z,, and computes

, v GO) e T 5 R —
kT(J) _ ggj 2o v T Fina (g’;)é’“ S u O Fritor Y, v Fig

Vi Z y(J O ity b4n+1
92 9
_’*+ TL)* o
vihitniohs i
92 (95)

e - T Tk
k*(]) _ dvjhs+ov;hy ;J‘d1+719“0d5.

Ca.1 hands the functional key sk\/) = (k] @ k:2 ) to A.

e In reply to the /-th ciphertext query of A for vectors (20, Z2(D) for £ = 1,...,qa, Co.y selects

$
ag, o)’ &, &0 <+ Zy, and computes
C(Z) ga( ZI 152’0) Ti+a2” ZL zié,l) 73n+7‘,+fl ?471,4.2
1 1

— — —
o ZI OCEK'O) bitay’ Zl xiz"l) bantit&ebante
= gl ’

(@) o chﬁlJraZ/TL)‘;Jrg[,(]T{g o a(¢'1’1+a2'/34+&1036
G = 0 =% ’
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and provides the ciphertext cT(¥) = (cgz)7 Cge)) to A.
e Finally, A outputs a bit ¢’. Co.; outputs g’ = ¢'.

Observe that if § = 0, i.e., ¥ = 0, the w-th answered functional key is of the form , as in Game

2-(w — 1)-6, where ~,, = 7. On the other hand, if 8 =1, i.e., 7 & Z,, the w-th answered functional key
is of the form , as in Game 2-w-1, where v, = ¥, v/, = 6%, and 7/, = oF. Further, for j < w, the
j-th answered functional key is of the form as in Game 2-j-6, which is its proper form in both Game
2-(w — 1)-6 and Game 2-w-1 since the sequence of transitions Game 2-j-1 — Game 2-j-6 has already been
completed, whereas for j > w, the j-th answered functional key is of the form corresponding to Game
0, which is its proper form since during Game 1 sequence of transformations no change was made to the
queried functional keys and the sequence of hybrids Game 2-j-1 — Game 2-5-6 has not yet been executed.
Additionally, for £ =1, ..., g2, the -th answered ciphertext is of the form as in Game 1-g9-4, which
is the proper form since for w = 1, no more alteration in the form of these ciphertexts has occurred after
Game 1-¢g2-4 and for w > 2, these ciphertexts have been reset to this form by Eq. in Game 2-(w —1)-5.
Thus the view of A simulated by Co is distributed as in Game 2-(w — 1)-6 or Game 2-w-1 according as
B =0 or 1. This completes the proof of Lemma a

Lemma 6. For any probabilistic adversary A, for any security parameter A,
Advg-w—z-(lﬁfl)-i’)) ()\) Ad 2 w-2-K- 1)(A)

Proof. We first consider the case k = 1. Then Game 2-w-2-0-5 is Game 2-w-1. In order to prove Lemma
[(] we define an intermediate game, namely, Game 2-w-1" and show the equivalence of the distributions
of the views of adversary A is Game 2-w-1 and that in Game 2-w-1’ (Claim [3]) as well as those in Game
2-w-2-1-1 and in Game 2-w-1" (Claim [4)).

Game 2-w-1’ (w = 1,...,q1): This game is analogous to Game 2-w-1 except that the components
of the w-th queried functional key corresponding to vectors (7“9, 771 are computed as

w,0 w,0 * w * e
k*(‘*’) ’V‘“Z v T LS, o )bn+1+7”2 B0 B

*

’ (42)
k*(w) g;w d +’yw d +’yw d 3+nwod;

where ) & Zg\{ﬁ} and the other variables are generated as in Game 2-w-1.

Claim 3 The distribution of the view of adversary A in game 2-w-1 and that in Game 2-w-1" are equiv-
alent.

Proof. Consider the distribution of the view of A in Game 2-w-1. We define new dual orthonormal
bases (U, U*) of Z}"2 using (B, B*) & Gog(Zy"*?) by generating M & GL(n,Z,) as in Eq. . The
components of the w-th queried functional key corresponding to vectors (@’(“”0), 37(“”1)) are expressed as
’Yw Z U(w DT 47, Z y(w 0T HiTY0 Z U(w 0 b3ntitnw 3In+1

’Yw Z y(u ,0) -r*_,’_,yw Z y(w ,0) 9;+1+7w Z ¢(M)U;n+z+7]w u4n+1 (43)

)

k’{(w) —

_,*

k;(w) :g;wd 1L A3l d 40w o 57

Where Yo, 7, Vs Tos N0 < Zp, and ) = G0 . (7)1

Since 7@ £ § and M is uniformly chosen from GL(n,Z,), $“) is uniformly distributed in Zg\{ﬁ}
and it is mdependent from all the other variables. The Components of any other queried functional key
corresponding to vectors (709, 7U:D) are expressed as

a) (j <w)
]2 = gl D T Bt B
=) =

,0 1
’Y] Z y<J )v»*_,’_,y/// Z y(J )Udn+w+nﬂ U‘4n+1

)

«(G) _ ’Y]d RN T b
ky ' =g, ! )
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b) (4 >w) I .
k’{(]) — g;j?i yz(J’ )—)b:_"nj bt — g;j E, yz(]’ )ﬂ:+n.jﬁ)Zn+l7
k;(j) _ g;jdf-i-m‘,od?,
and for £ = 1,...,q2, the components of the ¢-th queried ciphertext T corresponding to vectors

(20 2D are expressed as

c(z) ay 21 wﬁ’"”o) ?H‘O/// 21 wﬁe'l) 33n+i+§z 77’4n+2
=g

£,0 " 4,1
Oézzil’g )7‘[7’,+OZZ Zlfi )ﬂ3n+i+€lﬁ4n+2

= gl - - — ’
) _ aed 1+012” da+&r0de
G =0 )

where all the variables are generated as in Game 2-w-1.

Observe that in the light of the adversary A’s view, both (B, B*) and (U, U*) are consistent with respect
to PP. Also, this transformation of bases maintains the form of the ¢-th answered ciphertext cT(®) =
(cy)7 cgg)) as in Eq. corresponding to Game 1-go-4 (or equivalently as in Eq. corresponding to
Game 2-(w — 1)-5, for w > 2), for £ =1,...,¢o. Additionally, for j < w, the j-th answered functional key
SK@ = (k;(]), k;(J)) preserves its form as in Eq. corresponding to Game 2-5-6 while for j > w, sSk\/) =
(ki(] ), k:;(j )) remains the same as in Eq. {i corresponding to Game 0 under the basis transformation.
moreover, since the RHS of Eq. and that of Eq. are of the same form, the queried functional

key sk@) = (k1) k3“)) in Game 2-w-1 can be conceptually changed to that in Game 2-w-1" O

Claim 4 The distribution of the view of adversary A in Game 2-w-2-1-1 and that in Game 2-w-1’ are
equivalent.

Proof. Claim [4]is proven in a similar manner to Claim [3{ using new dual orthonormal bases (U, U*) as in

Eq. . O

From Claims [3] and [4] it follows that adversary A’s view in Game 2-w-1 can be conceptually changed to

that in Game 2-w-2-1-1. When k > 2, the above proof can be applied by introducing @, & ZZ\{W} to
the second block associated to 7/, instead of the third block corresponding to v/ of the exponent in Eq.
. Therefore, when k > 2, Lemma |§| is proven in a similar way to the case k = 1. This completes the
proof of Lemma [6} O

Lemma 7. For any probabilistic adversary A, there exists a probabilistic algorithm Co.o, whose running
time is essentially the same as that of A, such that for any security parameter A,

AT D () = AV ()| < AVEPH (),
where Coy2.1(+) = Coa(w, K, *).

Proof. We construct the probabilistic algorithm Cy o that given integers w and x together with an in-
stance of the SXDH problem similar to that in the proof of Lemma [T} attempts to decide that instance by
interacting with a probabilistic adversary A achieving a non-negligible difference in advantage between
Game 2-w-2-k-1 and Game 2-w-2-k-2 as follows:

e The setup phase is run by Co_o in an analogous fashion as that perfggmed by C1.1 in the progf of Lemma
except that Cs.o sets the dual orthonormal bases (B = {b1,..., bany2},B* = {b],..., bi,4o}) and

(]D) = {Zl)l,...,gs},ﬂ)* = {E"{,,EE}) implicitly from (IF = {71,...,74n+2},]1?* = {?’1‘,...,72”+2})

& Gos(Z4"2) and (H = {7{1, ce ﬁ6},H* = {7{’{, cee 7[;}) & Gog(Z3) respectively as follows:
El_?l+u7n+l_(}:17 ,TL), Ez:ZZ(Z:n+1>74n+2)7
b= fri—nfii=1,...,n),b7 = fi(i=1,...,n2n+1,...,4n+2),
dy=hy+pha, di=h;(i=2,...,6),
dy = h3—puht, df=hl(i=13,...,6).

e In response to the j-th functional key query of A corresponding to vectors (7709, 77(0:1), Cy.5 proceeds
as follows:
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a) (j <w) Cayg selects 75,77, mj,mj.0 & Z, and computes

(3,0) 2 (4,1) = e
) — g'YJ‘ Zl y Z, Y " Pt Finga
1 = 92
(3,0) 7 (3,1) 7= g
= g;j Doyl Y Y it i
)
) = gvjh’{+“/§”h2+77j,oh§ _ g“/deJrW}”dZJrnj,odg
2 = 92 =92 .

b) (j = w) Ca-a pPicks Y, Yis Vi Ms New,0 & Z,, tmplicitly sets v, = Y + wy.,, and computes

~(w,0) Px w,0) P« w,1) P 2
k*(w) o gz,i(’ywy§ ) fi +’Yi}y£ ) fn,+¢+'Y£,,y,§ ) f2n+i)+77w f4n+1
- J2

1

gZi (i) y O Tl (F o= T DAY Fongs) 400 Finin
2

w,0) 7« w,0) 7« w,1) 7« e
g’y“’ El yi ) b i +’YL/«) Zz yf ) b n+i+7:ul 21 yz( ) b 2n+i+nw b4n+1
2 )

~ = — - — o~ — — — - -
k;(“) _ g;whi‘+7Lh’£+7L'h§+nw,o hs _ gngw%)hT+7L(h§—uh1‘)+vZ hi+nw.ohsy
A1+, A5+l ds+neod

o

I
= 9o

¢) (j > w) Caa chooses vj,m;,mj,0 & Z,, and computes

1,0) 2 e i,0) 7 g’
B0 S w O T Tie v, v B 40 B
1 = 92 =92 )
k;(j) = gy hi+mjohs _ 9% di+njods

Cy.» gives the functional key sk(?) = (kzi(j), k;(j)) to A.

e In reply to A’s £-th ciphertext query corresponding to vectors (E’(“), E’(“)), Co.2 proceeds as fol-
lows:

a) (¢ < k) Co-g picks oy, &, o), &, &0 & Z,, and computes

- . N N
(0) Z.(agmge’m Fitaya™D Fonpitay a0 Fanii)+&e Fante pyae S dEOF
¢’ = g1 (91) it "
ay Zl xie,o) ?i+@2/ Zl xﬁg’” ?2n+i+a2// Zl 902[’1) E’Bn+i+£€ 7;4n+2
= gl )
e Oéeﬁ1+542'ﬁ3+06}”7{4+&,07{6 uNagha 0%314’542/334’042”344’5[,036
C' =0 (91) =0 .

b) (¢ = k) Caq selects &l &, &0 & Z, and computes

22 (k,1) 72 rd
(k) _ v ) xﬁ“‘o)?: ) xﬁ"'o) Fogi Y Zl 2,7 fantitén fant2
¢ (91)21 l(%ﬁ)zl "oy
v 27 IEW’O)(7i+H?n+i)+T 21 wi”’o) ?n+i+a;" Zl wg"'l) Fangitbn Fants
1
v ZZ Igm,o) 'b>i+7‘ Zi :I:EN’O) ?n+i+a'ﬁ” Zl IEK'I) T”3n+i+§n 7;471.«{»2

= 91 9
(k) (gu)lvfl (%ﬁ)ﬁ'zgal’}_{ﬁ&,oﬁ’e _ gV(E>1+M7L’2)+TTL>2+04Z/ﬁ4+5~,oﬁe
1 1 - J1l

o
M
I

. gu31+r?l>2+af{” 34+§n,0 ds
= g .

c) (¢ > k) Ca.g chooses oy, o', &, 00 & Z,, and computes

002 e,z ) 7 2,0) 7
0 ZL ;0" fitay ZL ;0 fanvitle fant2 o, S 207
0= (g4) 2™

0 - A - -
o 21 xi 0y itay’ Zl 375 D gt banyz
= gl )

) aeﬁ1+a2/’ﬁ4+§e,07{6 wyagha a£31+a}"34+52,036
C = 0 (9%) =01 .
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Ca.5 provides the ciphertext cT(*) = (cg£)7 céz)) to A.
e Eventually, A outputs a bit ¢’. Co.5 outputs 5’ = ¢'.

Observe that if 5 = 0, i.e., 7 = 0, the k-th answered ciphertext is of the form , as in Game 2-w-2-k-1,

where o, = v. On the other hand, if § =1, ie., r & Z,, the rk-th answered ciphertext is of the form
, as in Game 2-w-2-5-2, where o, = v and o/, = r. Further, for £ < k, the ¢-th answered ciphertext
is of the form corresponding to Game 2-w-2-¢-5 while for ¢ > x, the ¢-th answered ciphertext if of
the form corresponding to Game 1-¢2-4 (or equivalently of the form as in Game 2-(w — 1)-5, for
w > 2). Moreover, the j-th answered functional key is of the form as in Game 2-5-6, as in Game
2-w-2-rk-1, or as in Game 0 respectively according as j < w, j = w, or j > w. Thus the view of A
simulated by Co.o is distributed as in Game 2-w-2-k-1 or Game 2-w-2-x-2 according as § = 0 or 1. This
completes the proof of Lemma [7] a

Lemma 8. For any probabilistic adversary A, for any security parameter X,
AdVE 22 () = Adv TP ().

Proof. The proof of Lemma [§] utilizes the following result:
Lemma 9 (Lemma 3 in [OT10]). For 7 € Z,, let S, =

a prime integer and n is some positive integer. For all (%,

Pr[}{-F:Z /\

(X 0) | (X 0) =7}
)ES,, forall (¢,7T)€S,,

——

C Zyy X Zyy, where p is

=

!

F =T =Py F'=C \ J-F=3]=1/ts,,

where F & GL(n,Z,), F* = (FT)~', and for any set A, A denotes the cardinality of the set A.

In order to prove Lemmal|8] we define an intermediate game, namely, Game 2-w-2-x-2” and show the equiv-
alence of the distribution of the view of the adversary A in Game 2-w-2-k-2 and that in Game 2-w-2-x-2’
(Claim [f]) as well as those in Game 2-w-2-£-3 and in Game 2-w-2-£-2" (Claim [6)).

Game 2-w-2-k-2’ (w = 1,...,q1; k& = 1,...,g2): This game is similar to Game 2-w-2-x-2 with
the only exception that the components of the w-th queried functional key corresponding to vectors
(7«0 7)) are formed as

(@,0) 7x (W) 7x (w,1) 7x -
k}c(w) _ g;w Zl Y; by Z,ﬂl byt Z, Y; bongitne binia

Tk 1 T 11T Tk ’ (44)
k;(w) — g;w di+7, do+7, d3+nw.ods

)

while the components of the x-th queried ciphertext corresponding to vectors (Fc’(”’o), i’(”’l)) are created
as

C(K,) . gan‘ Zi IEN’O) 'b>i+oé; 21 XEN) ?n+i+a';’ Zl xﬁ“'l) T”3n+i+§n ‘l;4n+2
- —J1 N - . ’ 45
(k) agdita) dota) datésods )

C =0, )

such that (Y™, 7)) & s, = {(X,9) | (%.7) = 7un} C Zp x 77, where 7, = (Z0), F©0)

(= (i'(“’l), ;T/'(“’l)) according to the restriction of the security game), and all the other variables are
generated as in Game 2-w-2-k-2.

Claim 5 The distribution of the view of adversary A in Game 2-w-2-xk-2 and that in Game 2-w-2-k-2’
are equivalent.

Proof. Consider the distribution of the view of A in Game 2-w-2-x-2. We define new dual orthonormal
bases (U, U*) of Z,"2 using (B, B*) & Gos(Zy"*?) below. We generate W & GL(n,Z,) and set

—> i —> g
Unyl bni1 Uy b1
=Ww-1L. : , : =WT. : ,
— — — —
T ) Bon W) b3, (46)
;= by, ur="by,
i=1,...,n,2n+1,...,4n+ 2).
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We define U = {W1,..., Wanta}, U* = {U7,..., T}, o} Note that (U, U*) are indeed dual orthonor-
mal bases since those are obtained from the dual orthonormal bases (B,B*) by applying an invert-
ible linear transformation. The components of the w-th queried functional key corresponding to vectors
(7@, 7)) are expressed as

,0) 7 ,0) 7« 1) e’
k*(w) o g"/w Zl ygw T G Zl yf,w D n+i+’yg Zl ygw T antitNw b,y
1 - J2
w,0) —>x W) =k W, 1) =k s
— gfy“’ Zl yz( : Uy +'Y:J 21 195 ) un+i+’yg ZI yz( ) Uopti +1w Uant1 (47)
= 2 )

gr @) _ e d il il ds im0 ds
2 =9 )

while the components of the x-th queried ciphertext corresponding to vectors (27 (%:0), 3:’(""1)) are expressed
as
C(K) . gan Zl IEK'O) 'b’H*Oéﬁi ZZ zﬁ”’m 3n+i+a:, Z, ZL’ENJ) ?3n+i+~£n ?4n+2
1 =9
. gan i igﬁ"o) Wi+tal, 21 XEK) Wpyital Zl Igﬁ'l) UantitEn Tant2 (48)
- 1 — — — — ’
cén) _ g?n dita) data) daténo da’
where %ﬁ’ljv’ﬂ,m,nw,o,am O‘i@»o‘,{;”» mfn,O ﬁ va and 1_9)w = ?—J(w,O) . (WT)ilv )_()(K) = ?(K’O) -W.
From Lemma@it follows that (Y (*), ¥ (“)) are uniformly distributed in S where (Z2(%0), 7(@.0)) =
Tw,x, and are independent from all the other variables.
The components of any other j-th queried functional key corresponding to vectors (37(3 0) U ’1)) are

expressed as follows

Tw,k?

a) (j <w)
,0) 7 1) 7 g
k*(]) o g"/j 21 ygj ) by’ Zl yﬁ’ ) b5t b dnga
1 - J2
1,0) P 1) .
_ g’yj S w ey, YR T
- J2 - — - ’
x(5) _ vidit+y ditnjod;
k2 - 92 ’
b) (j > w)
5,0) s P 5,0) —>x o
k*(g) o g“fj Z, yEJ ) bitnibingr g’YJ' Z, yEJ )ui+77j Wan+t1
17 =92 7 . =92 ;
*(j) _ viditnjod;
k3 = ggiditniods

while the components of any other ¢-th queried ciphertext corresponding to vectors (%’(570), i’(“)) are
expressed as

a) (0 < k)
c(e) . gaz Z’i Zgz,o) bty Zz Iél,l) B ansital’ 21 mgz,l) B anaitEe b anio
1 —J1
a Zl wgz,o) 1—[i+&2/ Zl wgz,l) I—K%HJFQZN Zf x&e,w WantitEe T anta
= gl . ,
() _ apdi+d&y ds+a)’ da+éeods
G =0 ,
b) (6> k)
6 _ o Zl wELO) bitay’ Zl 12“) bantit€ebanta
aTh £,0 2,1
T S A AR D s e
- 1 — — ’
(0) _ oeditay datérods
G =0 )

where all the variables are generated as in Game 2-w-2-k-2.

Observe that in the light of the adversary A’s view, both (B,B*) and (U, U*) are consistent with
respect to PP. Also, for j < w, the j-th answered functional key sk() = (k’{(j ), k;(j )) preserves its form
as in Eq. 1| corresponding to Game 2-j-6 while for j > w, sk = (k:i(j),k;(j)) remains the same
as in Eq. 1' corresponding to Game 0, and for ¢ < &, the ¢-th answered ciphertext c¢T(®) = (cY), cge))
preserves its form as in Eq. 1] corresponding to Game 2-w-2-¢-5 while for ¢ > x, cT¥) = (cy),cg))
remains the same as in Eq. (10 corresponding to Game 1-g2-4 (or equivalently of the form (20) as in Game
2-(w — 1)-5, for w > 2) under the basis transformation. Moreover, since the RHS of Eq. respectively
Eq. ) and that of Eq. (respectively Eq. ) are of the same form, the w-th queried functional
key sk@ = (k1) k3)) and the k-th queried ciphertext cT(®) = (¢{™, e{™) in Game 2-w-2-5-2 can be
conceptually changed to those in Game 2-w-2-x-2’. ]
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Claim 6 The distribution of the view of the adversary A in Game 2-w-2-x-3 and that in Game 2-w-2-K-2’
are equivalent.

Proof. Claim |§| is proven in an analogous manner to Claim [5| using new dual orthonormal bases (U, U*)
as in Eq. . ]

From Claims [5] and [6] it follows that adversary A’s view in Game 2-w-2-k-2 can be conceptually changed
to that in Game 2-w-2-k-3. This completes the proof of Lemma a

Lemma 10. For any probabilistic adversary A, there exists a probabilistic algorithm Co_3, whose running
time is essentially the same as that of A, such that for any security parameter A,

IAdVG 2D () — AVE T ()] < AR (),
where Co_y3.4(+) = Coz(w, K, +).

Proof. We construct the probabilistic algorithm Cs.3 that given integers w and s together with an in-
stance of the SXDH problem similar to that in the proof of Lemma [T} attempts to decide that instance by
interacting with a probabilistic adversary A achieving a non-negligible difference in advantage between
Game 2-w-2-k-3 and Game 2-w-2-k-4 as follows:

e Co.3 runs the setup phase in an analogous fashion as that executed by C;.; in the proof of Lemma [T] ex-
cept that Co.3 sets the dual orthonormal bases (B = {b1,..., bans2}, B* ={b7,..., b}, o}) and (D

{?l)l,...,ge},ﬂ)* = {E[T,,E[é}) implicitly from (F = {?1,...,?4n+2},IF* = {7{,...,?Zn+2}) &

Gos(Z3"2) and (H = {7{1, o ﬁﬁ}, H* = {7{?7 o 7{3}) & Gog(Z3) respectively as follows:

Fn+2:_>n+1+u?2n+l(z:1, ,n), 7)2:?i(i:1,...,n,2n+1,...,4n+2),
D= Fomps— il o i=1,...n). 7= fr(i=1,...,2n,3n+1,...,4n +2),
do=ho+ phs, di=Hh;(i=1,3,...,6),

di =N —phs, dr=Hhr(i=1,24,....6)

e To answer the j-th functional key query of A for vectors (70, 770U:D) Cy 5 proceeds as follows:

a) (j < w) Cog computes k1Y) and k37

the proof of Lemma [7}

in the same way as those are generated by Cs_o in this case in

b) (§ = w) Co-z Picks Vs sy Vo Mrs Newr,0 & Zy,, implicitly sets v, = 7., + py/, and computes

w,0) x| T w,1) P« w,1) P« e
k*(w) o Zi(%yg ) I +'Y:Jy§ ) fn+i+%'jyﬁ ) f2n+ri)+7/w f4n+1
1= 92
w,0) P | w,1) Px w,1) P 2 2
B gZi (w0 T4 LA Dy F oAy (T ingi—n T 5s)) #00 Fina
= 93
w,0) w,1) = w,1) = e
_ g’yw ZL v T ZL D Zl U B s+ B
= 2 )
@) — e R R B e 0By vk i+ (L) R+l (K5 —ph3)+ne0h s
2 = Yo =92

_ g’Yw EI+7L 3;+7Z 3;+"7w,0 3
- J2

o

¢) (j > w) Ca3 simulates k;(j) and k:;(j) in a similar manner to that of Ca.2 in this case in the proof of
Lemmal[7

Cy.3 gives the functional key sk() = (ki(j), k:;(j)) to A.

e In reply to A’s ¢-th ciphertext query corresponding to vectors (E’(Z’O), E:’(“)), Co.3 proceeds as fol-
lows:

a) (¢ < k) Co-g picks ay, &, o), &, &0 & Z, and computes

— — — —
c(e) ag Zi PO F &y ZL D Fongita EL @D F o pito Fante
1 91

A - o £l - 2 - -
o 21 58/5['0) bty 21 585 Dy antitoy’ El 335 DB antit€e banyz
= gl )

(é) o 0457{1+0\‘¢ZE>3+G¢2“7{4+E(707{6 o O‘ZE’1+&2,E’3+Q2”E4+£2,036
C =9 =% :
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b) (¢ = k) Cog selects ay, ) &y €0 & Z, and computes

(k,0) 2 (k1) 2 . 2 w,1) 2 (ry1) 2
(k) Zi(amxi fita '@, fanyi)+en fantz , DT D T
o) = of (g7) 27" T () 2 T
k,0) 2 K, hr.d - k,1) 7 K,1) —
. gEi (O%IE 0) fH—Vrg 1)(1‘ ntitu f 2n+i)+7“1?§ D f 2n+i+a;”z§ 2 f3n+7',)+§»<, fanyg2
- J1l
Zi(awﬁ“’“’ 3’i+vxﬁﬁ’l)3’n+i+m5“’”_b’an,+i+aﬁ§/x§“’l’3’3n+i)+£ﬁ7f4n+z
= gl )
(k) _ amﬁl+aglﬁ4+‘£n,0ﬁ6 N hs
C =0 (97)"*(Rs)

— - — — = — — — — = —
_g()t,gh1—‘,—]/(hQ-i-ll,hg)—‘y-T‘h3—‘1—()¢*i h4+f~10h6 _g()zN dl-‘rudg—‘rT‘dg-‘,—()zN d4+§n)0d6
- J1 - J1 .

¢) (£ > k) Ca.3 chooses oy, o)), &, &0 & Z, and computes

(0) ayp 21 wie,o) 7 +af” 21 zﬁ“) ?3n+i+€l ?471+2
C =g
1 1
7 21 IEZ'O) It +ay’ Zi wﬁe’” B antitee bante
= gl : 5
g 7 g - 17 -
) _ aghi+ay hat&eohe _ apditay da+€eods
G = G =0 :

Cy.3 provides the ciphertext c1(®) = (cge), cg)) to A.
e At the end, A outputs a bit ¢’. Co.3 outputs 5’ = ¢'.

Observe that if 3 =0, i.e., » = 0, the xk-th answered ciphertext is of the form which corresponds

to Game 2-w-2-k-3, where o/, = v. On the other hand, if 8 =1, i.e., r & Z,, the k-th answered ciphertext
is of the form which corresponds to Game 2-w-2-k-4, where o, = v and & = r. Further, for ¢ < &,
the /-th answered ciphertext is of the form as in Game 2-w-2-¢-5 while for ¢ > k, the ¢-th answered
ciphertxt if of the form as in Game 1-go-4 (or equivalently of the form as in Game 2-(w — 1)-5,
for w > 2). Moreover, the j-th answered functional key is of the form as in Game 2-j5-6, as in
Game 2-w-2-k-3, or as in Game 0 respectively according as j < w, j = w, or j > w. Thus the view of
A simulated by Ca_3 is distributed as in Game 2-w-2-k-3 or Game 2-w-2-k-4 according as 5 = 0 or 1. This
completes the proof of Lemma [I0] O

Lemma 11. For any probabilistic adversary A, there exists a probabilistic algorithm Cs_4, whose running
time is essentially the same as that of A, such that for any security parameter A,

IAdVG <> () = AT ()] < AR (),

2-w-4-k

where Co gk (+) = Caa(w, K, ).

Proof. We construct the probabilistic algorithm Cy_4 that given integers w and s together with an in-
stance of the SXDH problem similar to that in the proof of Lemma [T} attempts to decide that instance by

interacting with a probabilistic adversary A attaining a non-negligible difference in advantage between
Game 2-w-2-k-4 and Game 2-w-2-k-5 as follows:

e Cy 4 executes the setup phase in an identical fashion as that p_e)rformed by Ci.1 in the proof of Lemma []]
except that Ca 4 sets the dual orthonormal bases (B = {b1,..., bapia}, B* = {b},..., bi,.0}) and (D =

— — N =, =, . . — — ” 2. 2, $
{d1,...,ds},D :{dl,...,d6}) implicitly from (F:{fl,...,f4n+2},IF :{fl,...,f4n+2}) <
Gos(Z"2) and (H = (B, het,H* = {h%, ..., ﬁ;g}) & Gos(Z3) respectively as follows:

_b)2n+1:?2n+z+ﬂ?n+l(lil,,77,),5)1:71(2:17,2n,3n+1,,4n+2),
Brvi= o i fs =1, m), br = frG=1,...,n2m+1,... 40 +2),
ds= hs+ pha, diZhi(i=172,4,...,6),
dy=hs—uhs, dr=hr(i=1,3,...,6).

e In response to the j-th functional key query of A corresponding to vectors (7709, 77(0:1), Cy 4 proceeds
as follows:
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a) (J < w) Caq simulates k:’{(j) and k;(j)
Lemma [ q

b) (§ = w) Ca-a PICKS Vs Vs Vs s M0 — Ly, Tmplicitly sets v = 7!, + ., and computes

in a similar manner to that of Cy.5 in this case in the proof of

,0) 1) P -~ 1) Px 2
k*(w) o Zi(%yﬁ‘” T +'Y:uy£w )fn+i+“/w'y§w ) f o) 00 fing
1= 92
w,0) P x w,1)  Px e ) w,1) Px e
- gZi (%y,ﬁ )fri +’Y:)ZI,E )(fn+i_uf2n+'i)+('yx+u’y[u)y§ )f2n+i)+’7w fansa
- 2
w,0) P w,1) P w,1) P g
e, yi O, >, gVl >, U B 0 B
- .92 )
E@) — e P it ki hitne o by ve hIHYG (R —ph )+ (Vv R+ ne.o by
2 T 02 = 92
T T 1T T
Yw d]"l"}’w d2+7w d3+7]w,0 d5

:«92

¢) (j > w) Cag computes k’{(j) and k;(j) in the same way as those are generated by Ca.o in this case in
the proof of Lemma [7]

Ca.4 gives the functional key sk@ = (ki) k31)) to A.
e To answer A’s (-th ciphertext query corresponding to vectors (2240, Z(1) Cy 4 proceeds as follows:
a) (¢ < k) Co.q picks oy, &, o), &, &0 & Z, and computes

)2 s (LR (L) 2 . 1)
0 Z.(aeﬂﬁi fitay @ fonpitoy 7" fanyi)+€e fanta gy 9’35 DF
¢ =91 (91) (DM

£,0) 7 |« 2,1) 7 2,1) 7> —
[e%; ZL 065 2% ity Zz rf R 2ntitay’ Zi zi R 3ntit+&e bany2

= gl )
(©) ay 71>1+55;g, ﬁ3+051g,’ Kattoohs NG R ay 31+&}' 33+a}” dattrods
c;' =g ) =g e oo
2 1 1 1

b) (£ = k) Cayq selects ay, ) &, €0 & Z, and computes

,0) 2 (k1) 2 7 — —
cgﬁ) _ glz:i(oz,iacg'i )fi+a;"zi fanti)tén fante (%5)27 wgn,l) T (gll’) . wgn,n Fonsi

Zi (anwﬁ’“’o) it +T1§K”1> ?n«i»i +V€D£n'1) (?2n+i +M?n+i)+az/w§ml) 73n+i> +&r ?4n+2
=0

Z‘(OCHIEH’O) 77'i+r:v§"’1) ‘b>n+i+l/93('€’1) ‘b'2n+i+a’,j’z§”‘l> 7;37L+i)+£n 7;4n+2

i

:gl K b
cg‘ﬁ) _ gfllnﬁl-ﬁ‘a;”ﬁzﬁ-fmoﬁs (%ﬁ)ﬁg (911/)7{3

gah.7{1+r7;2+l/(7{3+uﬁz)+aglﬁ4+§m,07{6 o gan31+T32+V33+ag/34+5~,036
1 - Jl .

$
c) (0> k) Coy chooses ag, oy’ &, &0 0 < Zy and computes
(0) ay Zl 905['0) 7 +ay’ 21 zﬁ‘“) 73n+i+€2 ?4n+2
C =0
ay Zt ZEZ'O) ‘b>i+0¢;g” Zl 305;2’1) ‘b>3n+i+§£ ‘b>4n+2

= g] 9

- ///—P - e d ,//—P e d

©) _  aghitay hatbeohe _ apditoay dat+€eods
G = g =0 .

Cy.4 provides the ciphertext cT(®) = (cgl), cg)) to A.

e Finally, A outputs a bit ¢’. Co.4 outputs 8’ = ¢'.

Observe that if 8 =1, ie., r & Z,, the k-th answered ciphertext is of the form 7 as in Game
2-w-2-k-4, where o/, = r and & = v. On the other hand, if 5 = 0, i.e., r = 0, the x-th answered ciphertext
is of the form (17)), as in Game 2-w-2-x-5, where & = v. Further, for £ < x, the ¢-th answered ciphertext
is of the form (17)) corresponding to Game 2-w-2-¢-5 while for ¢ > k, the ¢-th answered ciphertxt if of
the form corresponding to Game 1-¢go-4 (or equivalently of the form as in Game 2-(w — 1)-5, for
w > 2). Moreover, the j-th answered functional key is of the form as in Game 2-5-6, as in Game
2-w-2-k-3, or as in Game 0 respectively according as j < w, j = w, or j > w. Thus the view of A
simulated by Cs.4 is distributed as in Game 2-w-2-k-4 or Game 2-w-2-k-5 according as § = 1 or 0. This
completes the proof of Lemma [T1] O
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Lemma 12. For any probabilistic adversary A, there exists a probabilistic algorithm Co_5, whose running
time is essentially the same as that of A, such that for any security parameter A,

|Adv T (0) — AdvG P (V)] < AdvEXPH (),
where Coy5(+) = Cas(w, ).

Proof. We construct the probabilistic algorithm Co_5 that given an integer w along with an instance of
the SXDH problem similar to that in the proof of Lemma [5] attempts to decide that instance by inter-
acting with a probabilistic adversary A achieving a non-negligible difference in advantage between Game
2-w-2-g2-5 and Game 2-w-3 as follows:

e Co 5 executes the setup phase in an analogous fashion as that performed by .§1_1 in_the proof of
Lemmawith the only exception that Cs.5 sets the dual orthonormal bases (IB% ={b1,..., bapyo}, B* =

{F”{, ce FLH_Q}) and (D = {Zl)l, cey 36},}1])* = {Zl)’{, e Eé}) implicitly from (F = {?1, cey 74n+2},F*

2, 2, $ " — — . >, >, $ .
{f1 o finee}) < Gos(Zy™?) and (H = {hy,..., he},H* = {h7,..., h§}) < Gos(Z5) respectively
as follows:

En_t'_l—?j_iri_ﬁ?%_l’_i(lzl, ,n), z):i:zi(i:1,...,n,2n—|—1,...,4n—|—2)
D= Tonpa T il nei(i=1,...m), b= fr(i=1,...,2n,3n+1,...,4n + 2),
do = ho—fihs, di=h;(i=1,3,...,6)

dy=hi+pihs, dr=Tnr(i=1,2,4,...,6).

e To answer the j-th functional key query of A for vectors (70, 77U:1) Cy 5 proceeds as follows:

a) (j < w) Ca5 generates ki(j ) and k:;(j ) in a similar manner to that of Co.» in this case in the proof of
Lemma, [ .
b) (j = w) Ca-5 chooses Y, N, Nw,0 < Zp and computes

k’{(w) _ g;“ Zi ygw,o) ?f-‘-ﬁw 7;A*erl (ﬁﬁ)zl yiw'l) ?:L-H (95)27 yﬁ”’” ?;n+i

w,0) x| u w,1) P« v w,1) P« 2 e
g’Yw 5 lyE )fi"r?" E ny )fnﬂ‘i"/ E 13/5 )(f2n+i+'u'fn+i)+nw Jin+1
- 2

w,0) x| o w,1) 7« v w,1) 7« g
9% Zlyl( )bﬁrzi o )bwﬂr”Zi U g+ B
2

)

> N N - N -
*(w) Yo R i +nwohs (n \RE \RE _ Yo hi1+FR3+U(RI+HiR5)+N0,0 R 5
k, (Rp)"2(g3)"2 =g9" !

|
)
)

¢) (j > w) Co5 computes kzi(j) and k:;(j) in the same way as those are simulated by C,_ in this case in
the proof of Lemma [7]

Ca.5 hands the functional key sk(/) = (k:?f(j), k;(j)) to A.

e In reply to the /-th ciphertext query of A for vectors (20, Z2(D) for £ = 1,...,qa, Cas selects

v 3
ag, &, o €, &0 < Zp and computes

£,0) 2 < £,1) 2 2,1) 2 —
C(Z) = g%Z Z, 935 OF ivaf Zl z DT anyitay’ 21 mg D  snpitee fante
1 1
o gaz 21 905“1) T;i"rdé;/ ZL ZEZ’I) ?2n+7ﬂ+a2” 21 Cﬂge’l) ?3w,+i+£@ ?4714—2
= 1 )
) _  ag 1 +ay ﬁg+a2" 71>4+€£,0 Re N7 1 +ay ds +ay’ (744*51{,0 de
Cy' = G =9 ’

and provides the ciphertext cT(®) = (cge)7 cy)) to A.

e At the end, A outputs a bit ¢’. Co5 outputs 5’ = ¢'.

Observe that if 3 =1, i.e., 7 & Z,, the w-th answered functional key is of the form , as in Game
2-w-2-g2-5, where v/, = 7 and 4/ = U. On the other hand, if § = 0, i.e., # = 0, the w-th answered functional
key is of the form , as in Game 2-w-3, where 7/, = U. Further, for j < w, the j-th answered functional
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key is of the form corresponding to Game 2-j-6 whereas for j > w, the j-th answered functional key
is of the form (b)) corresponding to Game 0. Additionally, for £ = 1,..., g, the ¢-th answered ciphertext
is of the form (|17]), as in Game 2-w-2-g2-5. Thus the view of A simulated by Co_5 is distributed as in Game
2-w-2-q2-5 or Game 2-w-3 according as § = 1 or 0. This completes the proof of Lemma O

Lemma 13. For any probabilistic adversary A, there exists a probabilistic algorithm Cog, whose running
time is essentially the same as that of A, such that for any security parameter A,

IAdVG <P () = AdVT< P (V)] < AdVEPH (),
where Coy(-) = Cag(w, ).

Proof. We construct the probabilistic algorithm Cs_g that given an integer w along with an instance of the
SXDH problem similar to that in the proof of Lemma [5] attempts to decide that instance by interacting
with a probabilistic adversary A achieving a non-negligible difference in advantage between Game 2-w-3
and Game 2-w-4 as follows:

e (2. runs the setup phase in an analogous fashion as that executed by Cy.; in the proof of Lemma [T] ex-
cept that Cog sets the dual orthonormal bases (B = { b1y bangol, B = {1, binyo)) and (D =

— — « —>* —>* . L. —>* —>* $
(@ dah D = (T d5)) implicitly fom (F — {Fro-r, FansahF* = (Fhrvoos Fineal) &

¢ $

Gos(Z4"2) and (H = {7{1, . 7{6}, H* = {7{?7 ... h§}) < Gog(Z8) respectively as follows:

b ?3n+i—ﬁ72n+i(':1,...,n),3>i:?i(i:17...,3n74n+1,4n+2)
3; = Fas i =1, n), b= fr(i=1,....2n,3n+1,...,4n+2),
8’4=ﬁ4 ;ﬁ3 di=h;(1,...,3,56)

ds=Tny+ ks, dr=Thr(i=1,2,4,...,6).

e In response to the j-th functional key query of A corresponding to vectors (7700, 77(:1), Cy ¢ proceeds
as follows:

a) (j < w) Ca¢ computes kl(]) and k:;(j) in the same way as those are simulated by Cs.o in this case in
the proof of Lemma [7}
b) (j = w) Cas chooses Yo, N, Mw,0 & Z, and computes

(w,0) P e w,1) Px o w,1) P«
ki(w) _ g;/w Ztyi f,i+nwf4n+1(gl27)ziy§ 1>f2n+1,(§RB)Ziyl€ R

w,0) Px | o w,l)  Px P ) o w,1) P« e
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”Yw Z U(w H +VZ U(w = b;7L+z+TZ U(w VY b 5t ?Zn+1

*(w) Yo R0 0 BE T i AT A B (RARR )+ R w0 B
k2 _ 1 5( ) 3(%ﬁ) i =g 1 3 4 1 05

= 9o

¢) (j > w) Ca generates k;(j ) and k:;(j ) in a similar manner to that of Co2 in this case in the proof of
Lemmal 7

Cy.6 hands the functional key sk\/) = (k} @ k ) to A.

e To answer the /- th ciphertext query of A for vectors (20, 22D for ¢ = 1,...,qa, Cog selects

ag,ay, o &0, €e0 & Ly, implicitly sets &) = @) + prog)’, and computes

(0) ayp Zl ZEEZ’U) ?rgl\}/ Zl Zgz'l) ?2n+z+a2” 27 ﬂige‘l) ?3'r:.+i+§é ?4n+2

¢ =9
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790%2 I(Z 0) 7> b +vHZ m(z 1) 7 b oni +al”z m(z 1) 7 b antitEe b4n+2
= 1 b
C(Z) _gae Rrtay Batal Ratéeohs _ gcw Bat(a) +iay Y Rs+al (Ra—jihs)+Eeohe
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o gag 31 +d2’ 334*0(2” 344’5[)0 36
=0 ,
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and provides the ciphertext cT(¥) = (cgz)7 Cge)) to A.
e Eventually, A outputs a bit ¢’. Co_¢ outputs 5’ = ¢'.

Observe that if § = 0, i.e., ¥ = 0, the w-th answered functional key is of the form which

corresponds to Game 2-w-3, where ~! = . On the other hand, if 5 =1, i.e., ¥ & Zp, the w-th answered
functional key is of the form which corresponds to Game 2-w-4, Where ’yw = v and 7/ = 7. Further,
for j < w, the j-th answered functlonal key is of the form (| as in Game 2-j-6 whereas for j > w, the
j-th answered functional key is of the form (5| corresponding to Game 0. Additionally, for £ =1, ..., g2,
the ¢-th answered ciphertext is of the form , as in Game 2-w-2-g2-5. Thus the view of A simulated by
Co¢ is distributed as in Game 2-w-3 or Game 2-w-4 according as # = 0 or 1. This completes the proof of
Lemma [T3 O

Lemma 14. For any probabilistic adversary A, there exists a probabilistic algorithm Co_7, whose running
time is essentially the same as that of A, such that for any security parameter \,

[AdVG = () = AdVTP ()] < AVEPH (),
where Coy7(+) = Car(w,-).

Proof. We construct the probabilistic algorithm Cy_7 that given an integer w together with an instance
of the SXDH problem similar to that in the proof of Lemma [I] attempts to decide that instance by
interacting with a probabilistic adversary A attaining a non-negligible difference in advantage between
Game 2-w-4 and Game 2-w-5 as follows:

e Co 7 executes the setup phase in an identical fashion as that performed by Ci.1 in the proof of Lemma []]
except that Co.7 sets the dual orthonormal bases (B = { b 1y-v.y b 4n+2} B*={b7,..., bi,so}) and (D =

— — N =2, =2, . . — —>* 2, $
{d1,...,ds},D :{dl,...,dﬁ}) implicitly from (F:{f ,...,f4n+2}IF —{fl,...,f4n+2}) “—
Gos(Z2"2) and (H = {7{1, cee E)G}’ H* = {ﬁ*{, ce 7{%}) & go B(Z35) respectively as follows:

2):3”4_1‘:2:3 +1+‘Ll,f2n+l( —1,,77,),?:21?_}(1: ,3n,4n+1,4n+2),
Dimsi = Jonas — 1l onia (i= 1,0 ), b7 = Fr(i=1,....2n,3n+1,...,4n +2),
8’4=7[4+u7[3, di=h;(i=1,...,3,56),
ds="ny—phs, dr=hr(i=1,24,...,6).

e In response to the j-th functional key query of A corresponding to vectors (7709, 771, Cy.7 proceeds
as follows:

a) (j < w) Coy simulates ki(j) and k:;(j) in a similar manner to that of Cy.o in this case in the proof of
Lemma [7
= " =1

b) (j = w) Co-7 Picks Vs Yoo Ao s Mess N 0 & Z,, tmplicitly sets v =7 + u~y/), and computes
@) —gz (ot O Ty T Ay D T e i
1792

_gz (rov @O T2y (Finrs—n T i)+ QL+ 8 T ies) 410 F i
— J2

_ ’Yw Z ’ll(w O x4 Z y(w DY b3ty Z y(w Dy b 3ny it Z’Zn«#l

)

k;(w) =g B+l B s+70 Bitneo ks

7g;’wh SR = )+ QL ) B+ nw o B3 :g;w?i’f+%’,’?l>§+'yfj’32+m,o?l’g

¢) (j > w) Coy computes k¥ and k3 in the same way as those are generated by Cs.o in this case in
the proof of Lemma [7}

Cy.7 hands the functional key sk() = (k*(J) k M to A.
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e In reply to the /-th ciphertext query of A for vectors (240, Z2(1) for £ = 1,...,qa, Cor selects
$
aeﬂ/)e, 71}275575@,0 — Zp and ComPUteS
(€,0) 2 7 — — — ’ (e,1) =2
o ary @V Fitee Fanse DTy DT PN D7y ) fang
cf) =g, (Rg) e 2o Tt (g e 2y Foma (g 2y Pt g
Ei (aery’m ?i+r¢ezy’l>Tzn+i+(u¢z+¢2)zge’1)(?3n+i+#?2n+i))+£e T4n+2

=01
oy Zl :6,5270) B itri, El ﬂfge’l) 7)’2n+i+(V¢z+¢2) Zl 1822’1) F3n+i+fl E’4n+2
:gl I
0 _ OézﬁlJrEz,o?{e Weha( v\beha( NS T ¢’}7{4
C =0 (Rp)? "2 (g7)™ " *(91) " "2 g
_gaz 147y ﬁa+(v¢z+¢é)(’_{4+uf_{a)+&,o He o gae d1+riy 33+(V¢e+¢2)34+§z,0 ds
= 1 _— 1 )

and provides the ciphertext cT(¥) = (c:(LZ)7 Cg)) to A.

e At the end, A outputs a bit ¢’. Co.7 outputs 5’ = ¢'.

Observe that if 6 =1,1e,r & Z,, the ¢-th answered ciphertext is of the form , as in Game
2-w-4, where &/ = riy and 0/" = vy + 1y, for £ =1,...,¢2. On the other hand, if 5 =0, i.e., r = 0, the
¢-th answered mphertext is of the form which corresponds to Game 2-w-5, where o = vipy + 1, for
{=1,...,q2. Moreover, the j-th answered functional key is of the form as in Game 2-j-6, as in
Game 2-w-4, or as in Game 0 respectively according as j < w, j = w, or j > w. Thus the view of A
simulated by Cs_7 is distributed as in Game 2-w-4 or Game 2-w-5 according as $ = 1 or 0. This completes
the proof of Lemma [T4] O

Lemma 15. For any probabilistic adversary A, there exists a probabilistic algorithm Csa_g, whose running
time is essentially the same as that of A, such that for any security parameter A,

[AdVG P () — AdVT O ()] < AdVEPH (),

Caw-g

where Coy5(-) = Cag(w, ).

Proof. We construct the probabilistic algorithm Cs_g that given an integer w along with an instance of the
SXDH problem similar to that in the proof of Lemma [5] attempts to decide that instance by interacting
with a probabilistic adversary A achieving a non-negligible difference in advantage between Game 2-w-5
and Game 2-w-6 as follows:

e Co g runs the setup phase in a similar manner as that executed by Ci.1 in the proof of Lemma [I]
except that Cs. s sets the dual orthonormal bases (B = {bl, . b4n+2} B* = {b . b4n+2}) and

(D= {dl,..., d6}7D = {d17..., 6}) implicitly from (F = {fl,...7f4n+2},IE‘ = {f’{,...,fj‘lnﬁ})
& Gos(Z3"?) and (H = {7[1, cee 7{6},]1%1* = {7{?, cee ﬁg}) & Gos(Z5) respectively as follows:

Eznﬂ'—7271“—;17%“(’:1,...,n),§izzi(i:1,...72n,3n—|—1,...,4n+2),
2§n+15 f3n+z+Mf2n+1(Z—1 ),éj:ij(i:1,...,3n,4n+1,4n+2),
ds=hs— jiha, di=hi(i=1,2,4,...,6)
di=hi+piht, dr="hr(i=1,...,3,56).

e In response to the j-th functional key query of A corresponding to vectors (709, 7(5:1), Cy g proceeds
as follows:

a) (j <w) Cas picks 75,77, m5, 150 & Z,, and computes

. (4,0) 2 11 (5,1) 2 e . . .
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b) (j = w) Cas chooses Yo, Nws Nw,0 & Z,, and computes
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¢) (j > w) Cag simulates k:;'[(j ) and k;(j ) in the same way as those are generated by Co.o in this case in
the proof of Lemma [7}

Cy.s hands the functional key sk¥) = (k] k7)) to A.

e In order to answer the /-th ciphertext query of A for vectors (29, Z2(D) for £ = 1,...,¢qo, Cosg

computes cge) and Cge) in an analogous manner as those are generated by Cs.1 in the proof of Lemma
and provides the ciphertext cT(¥) = (cge)7 cy)) to A.

e Finally, A outputs a bit ¢’. Ca.g outputs 8’ = ¢'.

Observe that if 3 =1, i.e., ¥ & Z,, the w-th answered functional key is of the form , as in Game
2-w-5, where 4/ = # and 7/ = V. On the other hand, if 8 = 0, i.e., ¥ = 0, the w-th answered functional key
is of the form which corresponds to Game 2-w-6, where +/) = ¥. Further, for j < w, the j-th answered
functional key is of the form as in Game 2-j-6 whereas for j > w, the j-th answered functional key is
of the form corresponding to Game 0. Additionally, for £ = 1,..., g, the ¢{-th answered ciphertext is

of the form (20]), as in Game 2-w-5. Thus the view of A simulated by Cs_g is distributed as in Game 2-w-5
or Game 2-w-6 according as § = 1 or 0. This completes the proof of Lemma O

Lemma 16. For any probabilistic adversary A, for any security parameter X,
AdVE IO () = AdvP ().

Proof. In Gam¢ 2-¢1-6, for j =1,...,q, the components of the j-th queried functional key corresponding
to vectors (7709, 77G1) have the form

o g

. ) (3,0) 77+ G,1) 7 e . Zx T =
k*(]) s 27 Y, bi+“/;”ziy7: banyitni b k*(g) _ ypdiyy d iAo d
1 =92 1R " = 0o )

as in Eq. , where 5,77/, nj,mj5.0 & Z,, while for £ = 1,...,qa, the components of the ¢-th queried
ciphertext for vectors (2749, Z(1) of the form

£,0) P £,1) 7> g — — —
0 o 27 Y 27 2D Vi +€ Banya () _ apditay’ dat+éeods
¢ =9 €2 =0 ’

. $
as in Eq. lj where ag, oy, &, €00 < Zp.

Therefore, by swapping the components of the dual orthonormal bases (IB% = {31, el _b>4n+2}, B* =
{b3,..., bLH_Q}) (respectively (ID) ={dy,...,ds},D* ={d7,..., dg})) in the first block, i.e., in the
range ¢ = 1,...,n (respectively i = 1) and in the fourth block, i.e., in the range i = 3n+1,...,4n (respec-

tively ¢ = 4), we obtain the distribution in Game 3. More precisely, we define new dual orthonormal bases
(U, U*) of Z3"*2 and (W, W*) of Z$ using (B, B*) & Gos(Zy"?) and (D, D*) & Gos(ZS) as follows: We
set

by W, =br(i=1

U3nti = el u3n+i »i (Z -4 an)v
—> —>x * .
Ui = £3n+ia u; = _b)3n+z (Z - 17 n)7
Uy = by, Ur=0br(i=n+1,....3n,4n+ 1,4n + 2),
—> 3 —> - — - —> -
’U]4:£l>1, wzzil;{a w1 = d47 ’U)T: dzL
;= dg, @Wr=dr (i=23,5,6).
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We define U = {@1,..., Tansah, U = {TF, ..., Thio} W = {@1,.... Be}, W* = {@F,..., @5} It is
clear that (U, U*) and (W, W*) are indeed dual orthonormal bases since those are obtained from the dual
orthonormal bases (B,B*) and (D, D*) respectively by means of invertible linear transformations.

Observe that in light of the adversary A’s view, both (B,B*) (respectively (D,D*)) and (U, U*)
(respectively (W, W*)) are consistent with respect to PP. Moreover, it readily follows that the components
of the queried functional keys and ciphertexts in Game 2-¢;-6 over bases (B, B*) and (D, D*) are expressed
as those in Eq. and Eq. of Game 3 over bases (U,U*) and (W, W*). This completes the proof
of Lemma O

5 Conclusion

In view of the growing demand of securely delegating confidential computations on sensitive data to third
party servers, function privacy has become an important requirement of FE schemes to be used in prac-
tice. Designing efficient function-private FE constructions for various practically relevant functionalities
without employing expensive cryptographic building blocks is a significant research priority of present
times. In this paper, we have presented the first non-generic private key FE scheme for the inner product
functionality achieving the strongest realistic notion of function privacy, namely, the full-hiding security
[AABT13|, [BS15]. Our construction has utilized the standard asymmetric bilinear pairing group of prime
order and has derived its security from the SXDH assumption.
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