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Abstract

We construct a general-purpose multi-input functional encryption scheme in the private-key
setting. Namely, we construct a scheme where a functional key corresponding to a function f
enables a user holding encryptions of 1, ..., x; to compute f(x1,...,z;) but nothing else. Our
construction assumes any general-purpose private-key single-input scheme (without any addi-
tional assumptions), and is proven to be adaptively-secure for any constant number of inputs ¢.
Moreover, it can be extended to a super-constant number of inputs assuming that the underlying
single-input scheme is sub-exponentially secure.

Instantiating our construction with existing single-input schemes, we obtain multi-input
schemes that are based on a variety of assumptions (such as indistinguishability obfuscation,
multilinear maps, learning with errors, and even one-way functions), offering various trade-offs
between security and efficiency.

Previous constructions of multi-input functional encryption schemes either relied on somewhat
stronger assumptions and provided weaker security guarantees (Goldwasser et al., EUROCRYPT
'14), or relied on multilinear maps and could be proven secure only in an idealized generic model
(Boneh et al., EUROCRYPT ’15).
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1 Introduction

The emerging vision of functional encryption [SW08, BSW11, O’N10] extends the traditional “all-or-
nothing” view of encryption schemes. Specifically, functional encryption schemes offer tremendous
flexibility by supporting restricted decryption keys that allow users to learn specific functions of
the encrypted data without learning any additional information. Building upon the early examples
of functional encryption schemes for restricted function families (such as identity-based encryption
[Sha84, BF03, Coc01]), extensive research is currently devoted to the construction of functional
encryption schemes offering a variety of expressive families of functions (see, for example, [SWO0S,
BSW11, O'N10, GVW12, AGV™13, BO13, BCP14, GGH"13, GKP™13, ABS"14, Wat14, GGH" 14,
BS15, KSY15]).

Until very recently, research on functional encryption has focused on the case of single-input
functions. In a single-input functional encryption scheme, a functional key sk; corresponding to a
function f enables a user holding an encryption of a value x to compute f(z), while not revealing any
additional information on x. In many scenarios, however, dealing only with single-input functions
is insufficient, and a more general framework allowing multi-input functions is required.

Motivated by a wide range of applications based on mining aggregate information from several
different data sources,! Goldwasser et al. [GGGT14] recently introduced the notion of a multi-
input functional encryption scheme. In such a scheme, a functional key corresponding to a ¢-input
function f enables a user holding encryptions of x1, ..., z; to compute f(z1,...,z;) without learning
any additional information on the x;’s.

Goldwasser et al. presented a rigorous framework for capturing the security of multi-input
schemes in the public-key setting and in the private-key one. In addition, relying on indistinguisha-
bility obfuscation and one-way functions [BGIT12, GGH"13, KMN™14], they constructed the first
multi-input functional encryption schemes. In terms of functionality, their schemes are extremely
expressive, supporting all multi-input functions that are computable by bounded-size circuits. In
terms of security, however, their private-key scheme satisfies a weak selective notion, which does
not allow the adversary to access an encryption oracle (which is quite crippling in the private-key
setting).

Following the work of Goldwasser et al. [GGGT14], a private-key multi-input functional encryp-
tion scheme that satisfies a more standard notion of security (one that allows access to an encryption
oracle) was constructed by Boneh et al. [BLR"15]. Their scheme is based on multilinear maps, and
is proven secure in the idealized generic multilinear map model.

1.1 Owur Contributions

In this paper we present a construction of private-key multi-input functional encryption from any
general-purpose private-key single-input functional encryption scheme (without introducing any ad-
ditional assumptions). The resulting scheme supports any set of efficiently-computable functions,
and provides adaptive security in the standard model for any constant number of inputs. Assuming
that the underlying single-input scheme is sub-exponentially secure, our scheme provides adaptive
security in the standard model for a super-constant number of inputs (we refer the reader to Section
1.3 for more details). Following [AABT13, BS15], our scheme provides not only message privacy,
but in fact a unified notion that captures both message privacy and function privacy (this notion is
known as full security — see Section 2.3 for more details).

!These include, for example, running SQL queries on encrypted databases, computing over encrypted data streams,
non-interactive differentially-private data release, and order-revealing encryption — all of which are relevant in both
the public-key setting and the private-key one. We refer the reader to [GGG ™ 14] for a discussion of these applications.



Comparison with existing multi-input schemes. Compared to the private-key scheme of Gold-
wasser et al. [GGG'14] and to Boneh et al. [BLR 15|, our work yields stronger security guarantees
and at the same time relies solely on a necessary assumption. Specifically, whereas Goldwasser et
al. and Boneh et al. rely on indistinguishability obfuscation and multilinear maps, respectively, we
rely on the existence of any general-purpose private-key single-input scheme, which is obviously nec-
essary. In addition, whereas the scheme of Goldwasser et al. provides a selective notion of security
which also does not allow adversaries to access an encryption oracle, and the scheme of Boneh et
al. is proved secure only in an idealized generic model that does not properly capture real-world
adversaries, our scheme provides adaptive security in the standard model.

Instantiations. Instantiating our construction with existing private-key single-input schemes, we
obtain multi-input schemes that are based on a variety of assumptions in the standard model.
Specifically, we obtain schemes that are secure for an unbounded number of encryption and key-
generation queries based on indistinguishability obfuscation or multilinear maps. In addition, if the
number of encryption and key-generation queries is a-priori bounded, we can rely on much milder
assumptions such as learning with errors [GKP*13] or even the existence of one-way functions or
low-depth pseudorandom generators [GVW12]. See Section 2.2 for further discussion.

1.2 Related Work

Extensive research has been devoted to the study of functional encryption, and for concreteness we
focus here only on those previous efforts that are directly relevant to the techniques used in this

paper.

Function-private functional encryption. The security guarantees of functional encryption typ-
ically focus on message privacy. Intuitively, message privacy asks that a functional key sk; does not
help in distinguishing encryptions of two messages, my and m;, as long as f(mg) = f(m1). In vari-
ous cases, however, it is also useful to consider function privacy [SSW09, BRS13, AAB*13, BS15],
asking that a functional key sky does not reveal any unnecessary information on the function f.
Specifically, in the private-key setting, function privacy asks that an encryption of a message m
does not help in distinguishing two functional keys, skz, and sky,, as long as fo(m) = fi(m). Brak-
erski and Segev [BS15] recently showed that any private-key functional encryption scheme can be
generically transformed into one that satisfies a unified notion of security, referred to as full security,
which considers both message privacy and function privacy.

Other than being a useful notion for various applications, function privacy was found useful as
a building block in the construction of several functional encryption schemes [ABS*14, KSY15].
One of the key insights that we utilize in this work is that function-private functional encryption
allows to successfully apply proof techniques “borrowed” from the indistinguishability obfuscation
literature (including, for example, a variant of the punctured programming approach of Sahai and

Waters [SW14]).

Key-encapsulation techniques in functional encryption. Key encapsulation (also known as
“hybrid encryption”) is an extremely useful approach in the design of encryption schemes, both for
improved efficiency and for improved security. Specifically, key encapsulation typically means that
instead of encrypting a message m under a fixed key sk, one can instead sample a random key k,
encrypt m under k and then encrypt k under sk. Recently, Ananth et al. [ABS*14] showed that
key encapsulation is useful also in the setting of functional encryption. They showed that it can be
used to transform any selectively-secure functional encryption scheme into an adaptively-secure one
(in both the public-key setting and the private-key one). Their construction and proof technique
hint that key encapsulation techniques may in fact be a general tool that is useful in the design of



functional encryption schemes. Our constructions incorporate key encapsulation techniques, demon-
strating once again their applicability to functional encryption schemes. Specifically, as discussed
in Section 1.3, key encapsulation techniques enable us to create “sufficient independence” between
combinations of different ciphertexts, a crucial ingredient in our constructions.

1.3 Overview of Our Constructions and Techniques

In this section we provide a high-level overview of our constructions. For concreteness, we focus
here mainly on two-input schemes, and then briefly discuss the generalization of our approach to
more than two inputs (we refer the reader to Appendix A for the generalization to ¢-input schemes
for t > 2). In what follows, we start by briefly describing the functionality and security of two-input
schemes in the private-key setting. Then, we explain the main ideas underlying our constructions.
We emphasize that the forthcoming overview is very high-level and ignores many technical details.
For the full details we refer to Sections 3 and 4.

Functionality and security. In a private-key two-input functional encryption scheme, the master
secret key msk of the scheme is used for encrypting any messages x and y to the first and second
coordinates, respectively, and for generating functional keys for two-input functions. A functional
key sky corresponding to a function f enables to compute f(x,y) given encryptions of x and y.
Building upon the previous notions of security for private-key multi-input functional encryption
schemes [GGGT14, BLR"15], we consider a strengthened notion of security that combines both
message privacy and function privacy (as in [AAB*13, BS15] for single-input schemes), to which we
refer as full security.? Specifically, we consider adaptive adversaries that are given access to “left-
or-right” key-generation and encryption oracles. These oracles operate in one out of two modes
corresponding to a randomly-chosen bit b. The key-generation oracle receives as input pairs of the
form (fo, f1) and outputs a functional key for f. The encryption oracle receives as input pairs
of the form (zg,z1) for the first coordinate, or (yg,y1) for the second coordinate, and outputs an
encryption of xp or yp. We require that no efficient adversary can guess the bit b with probability
noticeably higher than 1/2, as long as for each such three queries (fo, f1), (2o, z1) and (yo,y1) it

holds that fo(zo,y0) = fi(x1,y1).

Intuition: Input aggregation. Given a two-input function f(-,-), one can view f as a single-input
function, f*, that takes a tuple (x,y), which we denote by x|y to avoid confusion, and computes
f*(z|ly) = f(x,y). Using a single-input scheme, we can generate a functional key for the function
f*. We thus remain with the problem of aggregating the input. That is, we need to be able to
encrypt inputs = and y, such that given Enc(x) and Enc(y) it is possible to compute Enc(z||y). At
a very high-level, this is achieved by having the encryption of x be an “aggregator”: To encrypt z,
we will generate a functional key for the function AGG,(+), that on input y outputs an encryption of
z|ly. There are many technical difficulties in realizing this intuition, as we explain in the remainder
of this section.

Step 1: Functional keys as ciphertexts. Given any private-key single-input functional encryp-
tion scheme, 1FE, the first step in our transformation is to use both its ciphertexts and its functional
keys as ciphertexts for a two-input scheme 2FE: An encryption of a message x to the first coordinate
is a functional key sk, corresponding to a certain functionality that depends on z, and an encryption
of a message y to the second coordinate is simply an encryption of y. Intuitively, the hope is that

2We consider a unified notion capturing both message privacy and function privacy not only as a useful feature
for various applications. In fact, the function privacy of the resulting two-input scheme plays a crucial role when
extending our results to more than two inputs.



the function privacy of 1FE will hide z, and that the message privacy of 1FE will hide y. More
specifically, a first attempt towards realizing this intuition is as follows:

1. The master secret key consists of two keys, msk;, and msket, for the single-input scheme 1FE.
The key msk;, is used for encryption, and the key mskq,; is used to decryption.

2. An encryption of a message = to the first coordinate is a functional key sky msk.,. that is
generated using msk;, and corresponds to the following functionality: Given an input y, it
outputs an encryption Encmsk,,, (z||y) of x concatenated with y under mskout. An encryption
of a message y to the second coordinate is simply an encryption Encmek, (y) of y under mskiy.

3. A functional key for a two-input function f is a functional key that is generated using mskeyt
for the function f when viewed as a single-input function.

4. Given a functional key for a function f, and two encryptions sky msk.,, and Encmsk,, (y), we first
apply sKg mskoy: 0N ENCmsk;, (y) for obtaining Encmek,,, (2||y), and then apply the functional key
for f on Encmsk,,. (z||y)-

It is straightforward to verify that the above scheme indeed provides the required functionality of a
two-input scheme. Proving its security, however, does not seem to go through: When “attacking” the
key mskqyt, we clearly cannot embed it in the encryptions sk msk.,, generated to the first coordinate.
A typical approach for dealing with such a difficulty (e.g., [ABST14, BS15, KSY15]) is to embed all
possibly-needed encryptions under mskeyt inside the ciphertexts of the two-input scheme (so that
the key mskout will not be explicitly needed). Note, however, that when an adversary makes T
encryption queries there may be roughly 77 different pairs of the form (x,%), and these T? pairs
cannot be embedded into T ciphertexts (we note that 7' = T'(A) may be any polynomial and it is
not known in advance).?

Step 2: Selective security via “one-sided” key encapsulation. Our approach for resolving
the difficulty described above is inspired by the recent work of Ananth et al. [ABST14] that uses
key encapsulation techniques in functional encryption. Our main idea here is that when encrypting
a message r, we sample a fresh key msk™ for the single-input scheme, and output two components:
ENnCmskeo,, (Msk™) and sk, mec+. Given an encryption Encpe,, () of a message y, the component sk, ek
enables to compute Encpge+(z]|y). In addition, a functional key for a function f is now generated
using mskoy: for the following functionality: Given an input msk*, it outputs a functional key for f
(viewed as a single-input function) using msk*. This enables to compute f(z,y) given Encpge (z]]y)
and provides the required functionality.

This “one-sided” key encapsulation enables us to prove a selectively-secure variant of our notion
of security.* In this variant we require adversaries to specify their encryption queries in advance,
and they are then given adaptive access to the left-or-right key-generation oracle. The main idea
underlying the proof of security is that our one-sided key encapsulation approach yields sufficient
independence and allows attacking the z’s one by one, by attacking their corresponding encapsulated
keys. Focusing on one message x and its encapsulated key msk*, an adversary that make T encryption
queries y1,...,yr to the second coordinate induces only T' pairs {(z,y:)}icr] (instead of T? pairs
as above). Moreover, given that the encryption queries are chosen in advance, we can embed an
encryption of z||y; under msk* inside the encryption of each y;. This way the key msk* is not
explicitly needed, and thus can be attacked (while not affecting any of the other x’s).

3An additional approach is to use a public-key functional encryption scheme for the role played by mskeu (i.e.,
replacing skzmsko,: With sk k). Although this solution allows to prove security in the two-input setting, it can-
not be extended to a larger number of inputs (essentially because public-key schemes cannot be function private).
Furthermore, we would like to avoid relying on a stronger primitive than necessary.

4“One-sided” here refers to the fact that the encapsulated key msk* is generated only from the side of the z’s.



This enables us to construct a selectively-secure two-input scheme from any selectively-secure
single-input one (we refer the reader to Section 3 for the scheme and its proof of security). Note,
however, that this approach is limited to selective adversaries: embedding an encryption of z||y;
inside the encryption of y; requires knowing x before the adversary queries for the encryption of y;.

Step 3: Adaptive security via “two-sided” key encapsulation. Next, we present a generic
transformation from selective security to adaptive security (in fact, to our stronger notion of full se-
curity). This transformation is based on “two-sided” key encapsulation, where each pair of messages
z and y has its own encapsulated key msk*. This, more subtle approach, enables us to “attack”
a specific pair of messages each time, since each such pair uses a different encapsulated key: If x
is known before y then we embed z||y inside the encryption of y, and if x is known after y then
we embed z||y inside the encryption of x. This leaves the problem of how to realize this idea of
two-sided key encapsulation. Our two-sided key encapsulation works as follows.

1. An encryption of a message y consists of two components: Encmek,,, (t) and Encmsk,, (y,t), where
t is a fresh random tag.

2. An encryption of a message x consists of two components: Encmg,,(s) and sky s, where s
is a fresh random tag. The functional key sk, s is generated using msk;, and corresponds
to the following functionality: Given an input (y,t), derive msk* = PRF(s,t),% and output
Encmsi (2]]y)-

3. A functional key for a function f is generated using mske, for the following functionality:
Given two inputs, s and t, derive msk* = PRF(s,t), and output a functional key for f (viewed
as a single-input function) using msk*.

The crucial observation is that although now msky,: is a master secret key for a two-input scheme,
it is only applied on random tags, and thus only needs to be selectively secure (this is inspired by
the recent selective-to-adaptive transformation of Ananth et al. [ABST14] for single-input schemes
— see Section 1.2). Our two-sided key encapsulation approach enables us to construct a fully-secure
two-input scheme from any selectively-secure one (we refer the reader to Section 4 for the scheme
and its proof of security).

Generalization to t-input schemes. The generalization of our result to t-input schemes, for
t > 2, consists of two components. The first component is a construction that uses any (¢ — 1)-input
scheme for building a selectively-secure t-input scheme, for any ¢ > 2. The second component is
a construction that uses any selectively-secure t-input scheme for building a fully-secure t-input
scheme. Thus, for obtaining a fully-secure t-input scheme from any single-input scheme, one can
iteratively apply our first component ¢ — 1 times, and then apply our second component on the
resulting t-input scheme.

This iterative application of our first component places a restriction on the number of supported
inputs. In general, each such application may result in a polynomial blow-up in the parameters of the
scheme. Therefore, t—1 applications may result in a blow-up of 22 which must be kept polynomial.
Without any additional assumptions, this implies that ¢ can be any fixed constant. Assuming,
in addition, that the underlying single-input scheme is sub-exponentially secure, the number of
inputs can be made super-constant. Specifically, for any constant 0 < ¢ < 1, when instantiating
the underlying single-input scheme with security parameter A = 2080 the first component can
be iteratively applied to reach ¢ = O(loglog A) inputs. Obtaining a generic transformation that
supports a super-constant number of inputs without assuming sub-exponential security is left as an
open problem.

5More accurately, the key msk* is computed by applying the setup algorithm of 1FE with randomness PRF(s, t).



1.4 Paper Organization

The remainder of this paper is organized as follows. In Section 2 we provide an overview of the
notation, definitions, and tools underlying our constructions. In Section 3 we present a construction
of a selectively-secure two-input functional encryption scheme from any single-input scheme. In
Section 4 we present a construction of a fully-secure two-input functional encryption scheme from
any selectively-secure one. In Appendix A we generalize approach to t-input schemes for ¢ > 2, and
in Appendix B we provide the formal proofs of our claims from Sections 3 and 4.

2 Preliminaries

In this section we present the notation and basic definitions that are used in this work. For a
distribution X we denote by x < X the process of sampling a value x from the distribution X.
Similarly, for a set X we denote by z < X the process of sampling a value = from the uniform
distribution over X. For a randomized function f and an input x € X', we denote by y < f(z) the
process of sampling a value y from the distribution f(x). For an integer n € N we denote by [n]
the set {1,...,n}. A function neg : N — R is negligible if for every constant ¢ > 0 there exists an
integer N, such that neg(\) < A7¢ for all A > N,.

Two sequences of random variables X = {X )} en and Y = {Y) }en are computationally indis-
tinguishable if for any probabilistic polynomial-time algorithm A there exists a negligible function
neg(-) such that |[Pr[A(1*, X)) = 1] — Pr[A(1},Y)) = 1]| < neg()) for all sufficiently large A € N.
Throughout the paper, we denote by A the security parameter.

2.1 Pseudorandom Functions

Let {KCx, Xx, Va}aen be a sequence of sets and let PRF = (PRF.Gen, PRF.Eval) be a function family
with the following syntax:

e PRF.Gen is a probabilistic polynomial-time algorithm that takes as input the unary represen-
tation of the security parameter A, and outputs a key K € IC).

e PRF.Eval is a deterministic polynomial-time algorithm that takes as input a key K € Ky and
a value z € X, and outputs a value y € Y.

The sets Ky, X, and Y, are referred to as the key space, domain, and range of the function
family, respectively. For easy of notation we may denote by PRF.Evalk () or PRFk(-) the function
PRF.Eval(K,-) for K € KC). The following is the standard definition of a pseudorandom function
family.

Definition 2.1 (Pseudorandomness). A function family PRF = (PRF.Gen, PRF.Eval) is pseudoran-
dom if for every probabilistic polynomial-time algorithm A there exits a negligible function neg(-)
such that

def
Advpgr a(N) =

PRF.Evalx () 1Ay — 1] — P fOaM =11 <
KePRlFD.rGen(lk) [A (1) } for [A () H < neg(d)

for all sufficiently large A € N, where F) is the set of all functions that map X into Y.

In addition to the standard notion of a pseudorandom function family, we rely on the seem-
ingly stronger (yet existentially equivalent) notion of a puncturable pseudorandom function family
[KPT*13, BW13, SW14, BGI14]. In terms of syntax, this notion asks for an additional probabilistic



polynomial-time algorithm, PRF.Punc, that takes as input a key K € K, and a set S C X and out-
puts a “punctured” key Kg. The properties required by such a puncturing algorithm are captured
by the following definition.

Definition 2.2 (Puncturable PRF). A pseudorandom function family PRF = (PRF.Gen, PRF.Eval,
PRF.Punc) is puncturable if the following properties are satisfied:

1. Functionality: For all sufficiently large A € N, for every set S C X, and for every x € X, \ S
it holds that

Pr [PRF.Evalg (z) = PRF.Evalg,(z)] = 1.
K<PRF.Gen(1*);
Kg<+PRF.Punc(K,S)
2. Pseudorandomness at punctured points: Let A = (A1, A2) be any probabilistic poly-
nomial-time algorithm such that A;(1}) outputs a set S C X), a value z € S, and state
information state. Then, for any such A there exists a negligible function neg(-) such that

Advprr 4(A) & |Pr[Ay(Ks, PRF Eval (), state) = 1] — Pr[Ay(Ks, y, state) = 1]| < neg()\)

for all sufficiently large A € N, where (S,z,state) + A;(1}), K + PRF.Gen(1"), Kg =
PRF.Punc(K, S), and y < V.

For our constructions we rely on pseudorandom functions that need to be punctured only at one
point (i.e., in both parts of Definition 2.2 it holds that S = {x} for some z € X)). As observed
by [KPT*13, BW13, SW14, BGI14] the GGM construction [GGMS86] of PRFs from any one-way

function can be easily altered to yield such a puncturable pseudorandom function family.

2.2 Private-Key Single-Input Functional Encryption

A private-key single-input functional encryption scheme over a message space X = {X)} en and a
function space F = {Fy}ren is a quadruple (FE.S, FE.KG, FE.E,FE.D) of probabilistic polynomial-
time algorithms. The setup algorithm FE.S takes as input the unary representation 1* of the security
parameter A € N and outputs a master-secret key msk. The key-generation algorithm FE.KG takes as
input a master-secret key msk and a single-input function f € F,, and outputs a functional key sk.
The encryption algorithm FE.E takes as input a master-secret key msk and a message x € &), and
outputs a ciphertext ct. In terms of correctness we require that for all sufficiently large A € N, for
every function f € F) and message x € X it holds that FE.D(FE.KG(msk, f), FE.E(msk, z)) = f(x)
with all but a negligible probability over the internal randomness of the algorithms FE.S, FE.KG,
and FE.E.

In terms of security, we rely on the private-key variant of the existing indistinguishability-based
notions for message privacy and function privacy. In fact, following [AAB™13, BS15], our notion
of security combines both message privacy and function privacy. When formalizing this notion it
would be convenient to use the following standard notion of a left-or-right oracle.

Definition 2.3 (Left-or-right oracle). Let O(:,-) be a probabilistic two-input functionality. For
each b € {0,1} we denote by O, the probabilistic three-input functionality Oy(k, 2o, 1) def O(k, zp).

Intuitively, a private-key functional-encryption scheme is secure if encryptions of messages 1,
..., xp together with functional keys corresponding to functions fi,..., fr reveal essentially no
information other than the values {fi(z;)}; jeir). We consider an adaptive notion of security, to
which we refer to as full security, in which adversaries are given adaptive access to left-or-right
encryption and key-generation oracles.



Definition 2.4 (Full security [AABT13, BS15]). A private-key single-input functional encryption
scheme FE = (FE.S,FE.KG, FE.E,FE.D) over a message space X = {X)} en and a function space
F = {Fa}ren is fully secure if for any probabilistic polynomial-time adversary A there exists a
negligible function neg(-) such that

Advgllél,lfll:,l_EF(A) def | p. |:AKG0(msk,-,-),Enco(msk,-,-)(1)\) _ 1} —Pr |:AKG1(msk,-,-),Enc1(msk,-,-)(1)\) _ 1} ‘
< neg(})

for all sufficiently large A € N, where for every (fo, f1) € Fa x Fy and (zg,x1) € X)) X Xy with
which A queries the left-or-right key-generation and encryption oracles, respectively, it holds that
fo(zo) = fi(x1). Moreover, the probability is taken over the choice of msk < FE.S(1*) and the
internal randomness of A.

Known constructions. Private-key single-input functional encryption schemes that satisfy the
above notion of full security and support circuits of any a-priori bounded polynomial size are known
to exist based on a variety of assumptions.

Ananth et al. [ABST14] gave a generic transformation from selective-message (or selective-
function) security to full security. Moreover, Brakerski and Segev [BS15] showed how to transform
any message-private functional encryption scheme into a functional encryption scheme which is
fully secure, and the resulting scheme inherits the security guarantees of the original one. Therefore,
based on [ABS*14, BS15], given any selective-message (or selective-function) message-private func-
tional encryption scheme we can generically obtain a fully-secure scheme. This implies that schemes
that are fully secure for any number of encryption and key-generation queries can be based on
indistinguishability obfuscation [GGH"13, Wat14], differing-input obfuscation [BCP14, ABG'13],
and multilinear maps [GGH'14]. In addition, schemes that are fully secure for a bounded number
T = T()\) of encryption and key-generation queries can be based on the Learning with Errors (LWE)
assumption (where the length of ciphertexts grows with 7" and with a bound on the depth of al-
lowed functions) [GKP*13], based on pseudorandom generators computable by small-depth circuits
(where the length of ciphertexts grows with 7" and with an upper bound on the circuit size of the
functions) [GVW12], and even based on one-way functions (for 7' = 1) [GVW12].

2.3 Private-Key Two-Input Functional Encryption

In this section we define the functionality and security of private-key two-input functional encryption
scheme (we refer the reader to Appendix A.1 for the generalization to t-input schemes for any ¢t > 2).
Let X = {X)\}aen, Y = {W}ren, and Z = {Z) }aen be ensembles of finite sets, and let F = {F)}ren
be an ensemble of finite two-ary function families. For each A € N, each function f € F) takes as
input two strings, x € X and y € )\, and outputs a value f(z,y) € Z). A private-key two-input
functional encryption scheme II for F consists of four probabilistic polynomial time algorithm Setup,
Enc, KG and Dec, described as follows.

e Setup(1*) — The setup algorithm takes as input the security parameter A, and outputs a master
secret key msk.

e Enc(msk,m,i) — The encryption algorithm takes as input a master secret key msk, message
input m, and an index i € [2], where m € Xy if i = 1 and m € Y, if i = 2. It outputs a
ciphertext ct;.

e KG(msk, f) — The key-generation algorithm takes as input a master secret key msk and a
function f € Fy, and outputs a functional key sk .



o Dec(sky,cty,cty) — The (deterministic) decryption algorithm takes as input a functional key
sk and two ciphertexts ct; and cty, and outputs a string z € Zy U {L}.

Definition 2.5 (Correctness). A private-key two-input functional encryption scheme IT = (Setup,
Enc, KG, Dec) for F is correct if there exists a negligible function neg(-) such that for every A € N,
for every f € F), and for every (z,y) € X\ x Yy, it holds that

Pr [Dec(sk¢, Enc(msk, z, 1), Enc(msk,y,2)) = f(z,y)] > 1 — neg(\),

where msk < Setup(1%), sk; «— KG(msk, f), and the probability is taken over the internal random-
ness of Setup, Enc and KG.

Intuitively, we say that a two-input scheme is secure if for any two pairs of messages (xg,x1)
and (yo,y1) that are encrypted with respect to indices i = 1 and i = 2, respectively, and for every
pair of functions (fo, f1), the triplets (sky,, Enc(msk, zo, 1), Enc(msk, yo, 2)) and (sk¢, , Enc(msk, z1, 1),
Enc(msk, y1,2)) are computationally indistinguishable as long as fo(xo,v0) = fi(x1,y1) (note that
this considers both message privacy and function privacy). The formal notions of security build
upon this intuition and capture the fact that an adversary may in fact hold many functional keys
and ciphertexts, and may combine them in an arbitrary manner. As in the case of single-input

schemes, we formalize our notions of security using left-or-right key-generation and encryption or-

acles. Specifically, for each b € {0,1} and i € {1,2} we let KGy(msk, fo, f1) def KG(msk, fp) and

Ency(msk, (mg, m1),1i) def Enc(msk, my, i). Before formalizing our notions of security we define the
notion of a walid two-input adversary.

Definition 2.6 (Valid two-input adversary). A probabilistic polynomial-time algorithm A is a valid
two-input adversary if for all private-key two-input functional encryption schemes IT = (Setup, KG,
Enc, Dec) over a message space X x Y = {X)}ren X {2 }ren and a function space F = {Fx}ren, for
allAeNandb e {0, 1}, and for all (fo, fl) € F, ((.%'0,2?1), 1) € X\ x X)) x {1} and ((yo,yl), 1) € P\ x
Vi x {2} with which A queries the left-or-right key-generation and encryption oracles, respectively,
it holds that fo(zo,v0) = fi(z1,91)-

We consider two notions of security for two-input functional encryption schemes, both of which
combine message privacy and function privacy. The first notion, full security, considers adversaries
that have adaptive access to both the encryption oracle and the key-generation oracle. The second
notion, selective-message security, considers adversaries that must specify all of their encryption
queries in advance, but can then have adaptive access to the key-generation oracle. Full security
clearly implies selective-message security, and our work shows that the two notions are in fact
equivalent for multi-input schemes.

Definition 2.7 (Full security). A private-key two-input functional encryption scheme IT = (Setup,
KG, Enc, Dec) over a message space X x Y = {X) }ren X {M}ren and a function space F = {Fy}aen
is fully secure if for any valid two-input adversary A there exists a negligible function neg(-) such
that

full2FE def
AdvirF a4 =

1
Pr (B2 () = 1] - 2' < neg(M),

for all sufficiently large A € N, where the random variable Exp{—i’f'ﬁ-ﬁ(}\) is defined via the following

experiment:

1. msk < Setup(11), b+ {0,1}.
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2.V AKGb(msk,-,~),Encb(msk,(~,~),~) (1>\7).
3. If ¥’ = b then output 1, and otherwise output 0.

Definition 2.8 (Selective-message security). A private-key two-input functional encryption scheme
IT = (Setup, KG, Enc, Dec) over a message space X x Y = {X)}ren X {I)}ren and a function space
F = {Fir}ren is selective-message secure if for any valid two-input adversary A = (A1, A2) there
exists a negligible function neg(\) such that

1
AdviEZE ' |Pr [Bpit 5 () = 1] - 2‘ < neg(\),

ILF,A —

for all sufficiently large A € N, where the random variable Expf-lej%'ii()\) is defined via the following
experiment:

1. (¥, 9, state) < A, (1>‘)7 where ¥ = ((:c(lj,x%), . (:c(%,x%)) and § = ((y?,y%), ol (y%,y%)).

msk < Setup(1*), b < {0, 1}.

ct1,; < Enc(msk, 2%, 1) and cta; < Enc(msk,?,2) for i € [T].
b o~ AQKGb(mSk’.7.) (1/\, cty1,...,ctip,Cto1 ..., Cta Ty state).

If o/ = b then output 1, and otherwise output 0.

Gt N

3 A Selectively-Secure Two-Input Scheme from any Single-Input Scheme

In this section we construct a private-key two-input functional encryption scheme that is selectively
secure. Let F = {F)}ren be a family of two-ary functionalities, where for every A € N the set F)
consists of functions of the form f : X\ x Y\ — Z). Our construction relies on the following building
blocks:

1. A private-key single-input functional encryption scheme 1FE = (1FE.S, 1FE.KG, 1FE.E, 1FE.D).
2. A pseudorandom function family PRF = (PRF.Gen, PRF.Eval).

As discussed in Section 1.1, we assume that the scheme 1FE is sufficiently expressive in the sense
that 1FE supports the function family F (when viewed as a family of single-input functions), the
evaluation procedure of the pseudorandom function family PRF, the encryption and key-generation
procedures of the private-key functional encryption scheme 1FE, and a few additional basic opera-
tions. Our scheme 2FE®® = (2FE®\.S, 2FE*® KG, 2FE®¢.E, 2FE*®.D) is defined as follows.

e The setup algorithm. On input the security parameter 1* the setup algorithm 2FES.S
samples mskout, mski, < 1FE.S(1*) and outputs msk = (mskoyut, mskin ).

e The key-generation algorithm. On input the master secret key msk and a function f € Fj,
the key-generation algorithm 2FE*®'.KG samples a random string z < {0, 1}* and outputs sk 7
 1FE.KG(mskout, Dy 1 1), where Dy | . | is a single-input function that is defined in Figure

1.
Dfo,f1,Z,U((mSk*aK?'w)): Cf((wv Y)):
1. If msk* = L, output v and HALT. 1. Output f(z,y).

2. Compute r = PRF.Eval(K, z).
3. Output 1FE.KG(msk*, C, ;7).

Figure 1: The single-input functions Dy, f, ., and Cy.
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e The encryption algorithm. On input the master secret key msk, a message m and an index
i € [2], the encryption algorithm 2FE®®\.E has two cases:

— If (m,i) = (x,1), it samples a master secret key msk* « 1FE.S(1%), a PRF key K <
PRF.Gen(1%), and a random string s € {0,1}*, and then outputs a pair (ct, sk;) defined
as follows:

cty < 1FE.E(mskoyt, (msk*, K, 0))
ski + 1FE.KG(mskin,AGnyj_,()’S’msk*’K),

where AGG,, | o s msk*, i is a single-input function that is defined in Figure 2.

— If (m,i) = (y,2), it samples a random string ¢ € {0,1}*, and outputs

cty < 1FE.E(mskin, (y, L,¢, L, 1)).

AGGwo,wl,a,s,msk*,K((ym Y1, t, 3,’ 'U)):
1. If s’ = s output v and HALT.
2. Compute r = PRF.Eval(K,t).
3. Output 1FE.E(msk*, (4, Ya);T)-

Figure 2: The single-input function AGG,, 2, ,4,5,msk* K -

e The decryption algorithm. On input a functional key sk and two ciphertexts, (cty,sk;) and
cty, the decryption algorithm 2FES®'.D computes ct’ = 1FE.D(sky, cty), sk’ = 1FE.D(sky,cty)
and outputs 1FE.D(sk’, ct’).

The correctness of the above scheme with respect to any family of two-ary functionalities follows
in a straightforward manner from the correctness of the underlying functional encryption scheme
1FE. Specifically, consider any pair of messages = and y and any function f. The encryption of x
with respect to the index i =1 and the encryption of y with respect to the index i = 2 result in
ciphertexts (cty,sky) and cto, respectively. Using the correctness of the scheme 1FE, by executing
1FE.D(skq, ct2) we obtain an encryption ct’ of the message (z,y) under the key msk*. In addition,
by executing 1FE.D(sky,ct;) we obtain a functional key sk’ for Cy under the key msk*. Therefore,
executing 1FE.D(sk’, ct’) outputs the value Cy((z,y)) = f(z,y) as required.

The following theorem captures the security of the scheme, stating that under suitable assump-
tions on the underlying building blocks, the two-input scheme 2FE®®! is selective-message secure (see
Definition 2.8).

Theorem 3.1. Assuming that (1) 1FE is fully secure, and (2) PRF is a pseudorandom function
family, then 2FE® is selective-message secure.

We note that for proving that 2FES is selective-message secure it suffices to require selective-
message security from 1FE. However, given the generic transformations of Ananth et al. [ABS*14]
(from selective security to adaptive security) and of Brakerski and Segev [BS15] (from message
security to full security), for simplifying the proof of Theorem 3.1 we assume that 1FE is fully secure.
In addition, when assuming that 1FE is fully secure, the scheme 2FE%® can be shown to satisfy a
notion of security that seems in between selective-message security and full security. Specifically,
this notion considers adversaries that first have adaptive access to encryptions only for the first
coordinate, and then have adaptive access to encryptions only for the second coordinate (while
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having adaptive access to the key-generation oracle throughout the experiment). However, given
our generic transformation from selective-message security to full security for multi-input schemes
(see Section 4), for simplifying the proof of Theorem 3.1 we focus on proving selective-message
security.

In addition, for concreteness we focus on the unbounded case where the underlying scheme
supports an unbounded (i.e., not fixed in advance) number of key-generation queries and encryption
queries. More generally, the proof of Theorem 3.1 shows that if the scheme corresponding to mskeyt
supports 17 encryption queries and T, key-generation queries, the scheme corresponding to msk;,
supports T3 encryption queries and T} key-generation queries, and the scheme corresponding to each
msk* supports Ty encryption queries and Tg key-generation queries, then the resulting scheme 2FES®!
supports min{7,T4,T5} encryption queries with respect to index i = 1, min{73,75} encryption
queries with respect to index i = 2 and min{7%, T} key-generation queries. When the polynomials
Ti,...,Ts are known in advance (i.e., do not depend on the adversary), such schemes are known
to exist based on the LWE assumption or even only one-way functions (see Section 2.2 for a more
elaborated discussion of the existing schemes).

Proof of Theorem 3.1. Let A = (A;, A2) be a valid adversary that issues at most T} = T1()\)
encryption queries with respect to index i = 1, at most 75 = T5(\) encryption queries with respect
to index i = 2, and at most T3 = T3(\) key-generation queries (note that 77, T», and T3 may be any

polynomials and are not fixed in advance). We assume for simplicity and without loss of generality

that T} = Th = T3 < T

We present a sequence of experiments and upper bound A’s advantage in distinguishing each two
consecutive experiments. The first experiment is the experiment Expg‘:‘:'éfeﬁ 7.4(A) (see Definition 2.8),
and the last experiment is completely independent of the bit b. This enables us to prove that there
exists a negligible function neg(-) such that

1

ANSEEE () [Pr [BoEE () = 1] - 5| < neg()

2FEsel F, A

for all sufficiently large A € N. In what follows we first describe the notation used throughout the
proof, and then describe the experiments.

Notation. We denote the i*® ciphertext with respect to i = 1 by (ski,,cty,;) and the ith ciphertext
with respect to i = 2 by cta;. We denote the it" input pair corresponding to the index i = 1 by
(x?, xll), the random strings used for generating the resulting sk ; by s;, the master secret key and
the PRF key used for generating the resulting ct;; and sk;; by mski and Kj;, respectively. We
denote the i*" input pair corresponding to the index i = 2 by (yzo , yzl), and the randomness used for
generating the resulting cty; by t;. Finally, we denote by (f, f{),...,(f%, f}) the function pairs
with which the adversary queries the key-generation oracle and by zi,...,27 the corresponding

random strings used for generating sky,,...,sky,..

Experiment H(?)(\). This is the original experiment corresponding to b < {0,1} chosen uni-
formly at random, namely, Expze,":'éfeﬁ 7, A(A). In this experiment the encryptions are generated as
follows.

e Ciphertexts (i =1,...,T):

Ct1; < 1FE.E(mSkout, (mskf,Ki,O))
sk < 1FE'KG(mSkin7AGGacl?,L,O,si,msk*,Ki)

cto; < 1FE.E(mskin, (47, L,t;, L, 1))
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e Functional keys (i =1,...,T):

sky, = LFE.KG(mskout, Dy | . 1)

Experiment 21 (\). This experiment is obtained from the experiment H(©) (\) by modifying the

. . . 0 1 0 1 . .
encryptions as follows. Given inputs (7, z;) and (y;,y; ), instead of setting the field z1 and y; to

be L we set it to be :L'll and yil, respectively. The scheme has the following form:
e Ciphertexts (i =1,...,T):

cty; < 1FE.E(mskoyt, (msk], K;,0))

ski; < 1FE.KG(msk;,, AGG
b ( zf,,O,si,mskf,Ki)

cty; lFE.E(mSkin, (y?,,ti, J_,_L))
e Functional keys (i =1,...,T):
sky, < 1FE.KG(mskout, Do | . |)

Note that all the tokens that are issued as part of the encryption according to i = 1 are generated
with a = 0 (where a is the third hardwired item). Thus, the circuit AGG,, 4, 4.5 msk* k always sets
2’ and y = yi? and ignores :1311 and yll (see Figure 2). Thus, the security the underlying scheme
1FE guarantees that the adversary A has only a negligible advantage in distinguishing experiments
HO) and HM). Specifically, let F’ denote the family of functions AGGy 2, 0.5, msk*, i (as defined in

Figure 2). In Appendix B.1 we prove the following claim:

r =X

Claim 3.2. There exists a probabilistic polynomial-time adversary BO—=W such that

‘Pr [H@(A) - 1} _Pr [H(U(A) - 1} ‘ < AQVIFE (V)

Experiment #(? ()\). This experiment is obtained from the experiment # () (\) by modifying the
functional keys as follows. Given inputs (f°, f1), instead of setting the fields fi, fo to be f°, L we
set it to be £, fl. The scheme has the following form:

e Ciphertexts (i =1,...,T):
cty; < 1FE.E(mskoyt, (msk}, K;,0))
sky,i 1FE.KG(mskin,AGGIZ@@%’Qsi’mSk:’KZ_)
cto;  LFE.E(mskin, (32, 47, ti, L, L))

e Functional keys (i =1,...,T):

)

sky, < 1FE.KG(mskout, D
2l fi el

Note that all the ciphertexts that are issued as part of the encryption according to i = 1 are
generated with w = 0 (where w is the third hardwired item in ct;). Thus, the circuit Dy, f, 2.
always sets f = f? and ignores f} (see Figure 1). Thus, the security the underlying scheme 1FE (with
respect to mskoyt) guarantees that the adversary A has only a negligible advantage in distinguishing
experiments H") and #(?). Specifically, let F” denote the family of functions Dy, f, ., (as defined
in Figure 1). In Appendix B.1 we prove the following claim:
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Claim 3.3. There exists a probabilistic polynomial-time adversary B~ such that

‘Pr [’H(l)(/\) - 1} —Pr [7—[(2)(/\) - 1} ’ < AVEIIFE e (V).

Experiment #(7) ()). This experiment is obtained from the experiment % (\) by modifying
the encryptions as follows. The first 5 — 1 ciphertexts are generated such that a = 1 and w =1
while the rest of the encryptions are generated as before.

e Ciphertexts (i =1,...,7 —1):

ctii + 1FE.E(mskoyt, (msk?, K;,[1]))
sk, < lFE.KG(msk;n,AGGx? }7’Si7msk;,Ki)
cty; + 1FE.E(mskin, (32, yl, ti, L, L))

e Ciphertexts (i = j,...,T):
cty; < 1FE.E(mskoyt, (msk], K;,0))
Sklﬂ' — lFE'KG(mSkinaAGGx’?,xl,O,si,msk*,Ki)
cty; < 1FE.E(mskin, (47,4t ti, L, 1))

e Functional keys (i =1,...,7T):
sky, < 1FE.KG(mskout, Do 41 .. | )

Notice that HGY = H(2),

Experiment H (%9 (\). This experiment is obtained from the experiment ) (\) by modifying
the j*" ciphertext to not include the master secret key msk]* and the PRF key K (that is, we replace

them with L’s). Moreover, for every i € [T] in the i*" ciphertext corresponding to i = 2 we hardwire
the pair (s;,7i), where ~; = 1FE.E(mskJ, (x?,yf); PRF.Eval(Kj,t;)).

e Ciphertexts (i =1,...,7 —1):

cty; < 1FE.E(mskoyt, (msk, K;, 1))
sk, < 1FE.KG(msk;n,AGze;’mZ;’l,si’msk;’Ki)
cty; « 1FE.E(msk;p, (yf,:cll,ti,))
v; = 1FE.E(msk}, (25, ?); PRF.Eval(K,t;))
e Ciphertext (i = j):
cty; < 1FE.E(mskoyt, (msk], K;,0))

Skl,i — 1FE.KG(mSkimAGGx?,x},O,si,,)
Ctai ¢ LFE.E(mskin, (47,51, 1,55, )

i = 1FE.E(msk?, (25, 7); PRF.Eval(K,t;))
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e Ciphertexts (i =75+ 1,...,7T):

ct1; < 1FE.E(mskout, (msk, K;,0))
Skl,i — lFE‘KG(mSkimAGGzl?,xl,O,si,msk*,Ki)

Ctai ¢ LFE.E(mskin, (47,51t [55,7: )

vi = 1FE.E(msk?, (25, ?); PRF.Eval(Kj, ;)
e Functional keys (i =1,...,T):
Skfz < 1FE‘KG(mSkOUt7Df,b7f,17zi’J_)

We observe that the only combinations that are affected by this change are combinations that
include the 5" ciphertext corresponding to i = 1. However, using the hardwired values ~y; for i € [T
the functionalities stay the same. Thus, the security of the underlying 1FE scheme guarantees that
the adversary A has only a negligible advantage in distinguishing experiments H37) and #®*7). In
Appendix B.1 we prove the following claim:

Claim 3.4. There exists a probabilistic polynomial-time adversary B®)~®1) such that

‘pr [H@J)(A) - 1} —Pr [H(4’j)(/\) — 1} | < AVIRETE p6imawn (V)

Experiment H (59 (\). This experiment is obtained from the experiment #(*7)(\) by modifying
the j*™ ciphertext as follows. We replace (msk, K,0) with (L, L,0). Moreover, in the ith func-
tional key corresponding to the functions (f?, f!) we hardwire the value §; = 1FE.KG(msk7, C p;
PRF.Eval(K, ). 1

e Ciphertexts (i =1,...,7 —1):

cty; < 1FE.E(mskoyt, (msk], K, 1))
Skl,i < 1FE.KG(mSkin,AGbe7$1 1 si,msk’-‘,Ki)

cty; < 1FE.E(mskin, (4], i ti, 55, 7))
i = 1FE.E(msk}, (25, ?); PRF.Eval(Kj,t;))

e Ciphertext (i = j):

cti; + 1FE.E(mskoue, (| L, L],0))

Skl,i — lFE.KG(mSkin,AGbe7x1707si7J_7J_)

cta; < 1FE.E(mski,, (yf,yil,ti,sj,%))

i = 1FE.E(msk}, (25, 7); PRF.Eval(Kj, ;)

e Ciphertexts (i =75+ 1,...,T):

cty; < 1FE.E(mskoyt, (msk], K;,0))

ski,i < 1FE.KG(msking AGG,0 1 0. et ic.)

CtQ,i — 1FE~E(mSkin7 (yi)ﬂ yzlv ti7 8j7 ’Y’L))
v; = 1FE.E(msk?, (25, y?); PRF.Eval(Kj,t;))
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e Functional keys (i =1,...,T):
k. 1FE.K Kout, D
sky, G(mskout ff’,f},zi,)
d; = IFE.KG(msk}, Cv; PRF.Eval(Kj, 2;))

We observe that the only combinations that are affected by this change are combinations that
include the j* ciphertext corresponding to i = 1. However, using the hardwired value ¢ the function-
ality stays the same. Thus, the security of the underlying scheme 1FE guarantees that the adversary
A has only a negligible advantage in distinguishing experiments H(*7) and #(®7). In Appendix B.1
we prove the following claim:

Claim 3.5. There exists a probabilistic polynomial-time adversary B*3)=(53) sych that

1FE,F',B(4:3)—=(5.7)

Pr [H(A"j)(/\) - 1} —Pr [”H“’j)()\) - 1} ‘ < AdvfuIFE (\).

Experiment H (69 (\). This experiment is obtained from the experiment #(7)(\) by modifying
the hardwired value 71, ...,yr and 41, . . ., 7 to use randomness sampled uniformly at random rather
than randomness generated using a PRF.

e Ciphertexts (i =1,...,7 —1):

cty; < 1FE.E(mskoyt, (msk], K;, 1))
Sk17i — lFE.KG(mSkin,AGG b 1lsi,msk*,Ki)

Z;,T; 51,
cto; 1FE.E(msk;n,(yf,yil,t,;,sj,%))
= 1FE.E(msk}, (2%, 70))
e Ciphertext (i = j):
cty; < 1FE.E(mskout, (L, L,0))
ski; < LFE.KG(mskin, AGG,b 41 0. 1 1)
cta; < 1FE.E(mski,, (yf,yil,ti,sj,’yi))
= 1FE.E(msk, (25,10))
e Ciphertexts (i=j+1,...,T):
cty; < 1FE.E(mskoyt, (msk}, K;,0))
ski,; <= 1FE.KG(mskin, AGG,b 1 o 5. msk* K;)
Ct2,i — 1FE-E(mSkin7 (yfa y117 ti? Sj7 PY’L))
= 1FE.E(msk}, (5, 0))
e Functional keys (i =1,...,T):
Skfl. — 1FE'KG(mSk°“t’fo’,fil,zi,&)

= 1FE.KG(msk?, C'»)

The pseudorandomness of PRF.Eval(Kj, -) guarantees that the adversary A has only a negligible

advantage in distinguishing experiments H(®9) and #(7). In Appendix B.1 we prove the following
claim:
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Claim 3.6. For every j € [T] there exists a probabilistic polynomial-time adversary BG)=6:9) sych
that

Pr [H(B,j)(/\) _ 1} _Pr [7—[(671')(/\) = 1} ’ < Advpge G- 6.0 (A)-

Experiment H(79) (X). This experiment is obtained from the experiment #(%7)()\) by modifying
the ciphertext as follows. In the i*! ciphertext corresponding to i = 2 we embed in 7; the encryption

of (:E]l, y') rather than (ac;’, y?). Moreover, we replace the circuit embedded in §; in the i functional
key to be C1 rather than C'p.

e Ciphertexts (i =1,...,7 —1):

cty; < 1FE.E(mskoyt, (msk}, K;, 1))
ski; 1FE'KG(mSkin’AGGz’?,xl,l,si,msk*,Ki)
Ct2,i — lFE-E(mSkin7 (yfay117t178]771))

i = 1IFE.E(msk}, | (2], 4;) )

e Ciphertext (i = j):
cty; + 1FE.E(mskout, (L, L, 0))
Skl,i — lFE.KG(mSkin,AGGx@7x170ysi7J_7J_)
cty; < 1FE.E(mski,, (yf’,yil,ti,sj,%))
~i = IFE.E(msk}, | (], v7) |)

e Ciphertexts (i =75+ 1,...,T):
cty;i < 1FE.E(mskoyt, (msk}, K;,0))
sky,i < 1FE-KG(m5kinaAGbe,xl,o,si,msk*,Ki)
cty; < 1FE.E(mskin, (47, yi, tiy 55, 7%))
~vi = 1IFE.E(msk}, | (2], 5;) )

e Functional keys (i =1,...,T):

sk, <—1FE.KG(mskout,Dfp’ 1, 5)

i 171504

0; = IFE.KG(msk®,[Cj1 )

The above change only affects evaluations that correspond to the combination of any ciphertext
corresponding to i = 2 with the j* ciphertext corresponding to i = 1. Using the fact that the
adversary is valid (see Definition 2.6), the functionality stays exactly the same. Thus, the security
of the underlying scheme 1FE guarantees that the adversary A has only a negligible advantage in
distinguishing experiments H(%7) and H(7). In Appendix B.1 we prove the following claim:

Claim 3.7. There exists a probabilistic polynomial-time adversary B)=(T3) such that

‘Pr [H«m( A) = 1} —Pr [H(”)(/\) = 1} | < AVIRETE s (V)
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Experiment H (89 (\). This experiment is obtained from the experiment #(77)(\) by modifying
the hardwired values v1,...,vr and d1,...,dr to use randomness generated using a PRF rather
than randomness sampled uniformly at random.

e Ciphertexts (i =1,...,7 —1):

cty; < lFE.E(mSkout, (msk?,Ki, 1))
Skl,i — lFE.KG(mSk;n,AGle; 2zl 1,si,msk*,K,-)

Rt Rl

cty; < 1FE.E(mski,, (yf,y},ti,sj,%-))
= 1FE.E(msk}, (],y; ); PRF.Eval(Kj, t;))
e Ciphertext (i = j):
cty; < lFE.E(mSkout, (J_, 1, 0))
Skl,i — lFE'KG(mSkimAGle?,xl,O,si7L,L)
cty; + 1FE.E(mskin, (47,5}, ti, 55,7))
= 1FE.E(msk}, (z},y;); PRF.Eval(Kj, t;))
e Ciphertexts (i =75+ 1,...,T):
Ctl,i — ]_FE.E(mSkout, (mskf,Ki,O))
ski,i < lFE-KG(mSkimAGbe,zl,o,si,mskf,K,-)
cty; + 1FE.E(mskin, (47,5}, ti, 55,7))
= 1FE.E(msk}, (z},y;); PRF.Eval(Kj, t;))
e Functional keys (i =1,...,T):
sky, <« 1FE-KG(mSkoutafo,fil,zi,ai)
= 1FE.KG(msk}, C'1; PRF.Eval(K, ;)

The pseudorandomness of PRF.Eval(Kj, -) guarantees that the adversary A has only a negligible
advantage in distinguishing experiments #(77) and H®7). The proof of the following claim is
analogous to the proof of Claim 3.5.

Claim 3.8. There exists a probabilistic polynomial-time adversary B7)=8:3) such that

Pr [HWJ)(A) - 1} —Pr [H(&j)()\) - 1} ‘ < Advpge 5 (V-

Experiment H(%9) (\). This experiment is obtained from the experiment #®7)(\) by modifying
the j*" ciphertext to contain the pair (mskj7 K;). Moreover, in the functional key corresponding to
the function f; for i € [T] we remove the hardwired value ;.

e Ciphertexts (i =1,...,5 —1):

cty; < 1FE.E(mskoyt, (msk], K;))
skii < 1FE.KG(msking AGG,0 1 1 o s ic.)

CtQ,i — 1FE~E(mSkin7 (yfﬂyllvtu*s]?’y’b))
i = 1IFE.E(msk}, (z],y; ); PRF.Eval(Kj, ;)
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o Ciphertext (i = j):

cti;  1FE.E(mskout, (| msky, K;, 1))

Skl,i < lFE.KG(mSkin, AGbe,xl,O,si,L,L)

cty; + 1FE.E(mskin, (47,5}, ti, 55,7))
i = 1IFE.E(msk}, (z}, y; ); PRF.Eval(Kj, t;))

e Ciphertexts (i =75+ 1,...,T):

cty; < 1FE.E(mskoyt, (msk}, K;))
ski; < 1FE.KG(mskin,AGbe’an’si,msk*’Ki)

CtQ,i — ]-FE'E(mSkina (yi)ﬂyzlthS]?’YZ))
v = 1IFE.E(msk}, (z],y; ); PRF.Eval(Kj,t;))

e Functional keys (i =1,...,T):

sky, < 1FE’KG(mSkOUt’Dfib,f},zi,)

We observe that the only combinations that are affected by this change are combinations that
include the j*" ciphertext corresponding to i = 1. However, using the fact that we replace (L, L)
in cty; with (msk}, K;) and remove the hardwired values d; the functionality stays the same. Thus,
the security of the underlying scheme 1FE guarantees that the adversary A has only a negligible
advantage in distinguishing experiments 77 and #7). The proof of the following claim is
analogous to the proof of Claim 3.4.

Claim 3.9. There exists a probabilistic polynomial-time adversary B®)=0) such that

Pr [H(&j)(/\) - 1} —Pr [H(Q’j)(/\) - 1} ‘ < AVEIIEE o (V).

Experiment (193 (\). This experiment is obtained from the experiment #(*7)()\) by modifying
the ciphertexts as follows. For the i*" ciphertext corresponding to i = 2 we remove the hardwired
pair (s;,7;). Moreover, we encrypt the 4 ciphertext corresponding to i = 1 with 2 = 1. Notice
that H(109) = HGo+1),

e Ciphertexts (i =1,... ,):

cty; < 1FE.E(mskoyt, (msk], K;, 1))
Sklﬂ' — lFE.KG(mSkin,AGGﬂ)’x; 1 si,msk‘-‘,Ki)

i

cta; 4 1FE.E(mskin, (47, ti,| L, L))

e Ciphertexts (i =j+1,...,T):

cty; < 1FE.E(mskoyt, (msk, K;,0))
ski,i < 1FE.KG(mskin, AGG,b .1 o ;. mekr i;)

Ct27i — ].FE.E(mSkin, (yf, yl-l, t;, ))
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e Functional keys (i =1,...,T):
sky, < 1FE.KG(mskout,Dfp7 .l,zm_)

We observe that the only combinations that are affected by this change are combinations that
include the j*" ciphertext corresponding to i = 1. However, since the hardwired values ~; for i €
[T] U {0} preserved the functionalities when a = 1 for the j*" ciphertext, when we remove them and
add back msk} and K the functionalities stay the same. Thus, the security of the underlying scheme
1FE guarantees that the adversary A has only a negligible advantage in distinguishing experiments

H©9) and H199) . The proof of the following claim is analogous to the proof of Claim 3.4.

Claim 3.10. There exists a probabilistic polynomial-time adversary BO)=10939) sych that

Pr [HOD(O) = 1] = Pr [HOD(3) = 1]| < AVERE o) o (V).

Experiment H (1) (\). This experiment is obtained from the experiment #®7+1()\) by modifying
the ciphertexts not to include f? at all.

e Ciphertexts (i =1,...,T):

cty; < 1FE.E(mskoyt, (msk], K, 1))
Sk17i — lFE.KG(mSkin,AGG b 115i,m5k*,Ki)

Ty d,

cty; < 1FE.E(mskin, (47,4t ti, L, 1))

e Functional keys (i =1,...,T):

skj, lFE.KG(mskout,D )

[z, L

We observe that at this point all ciphertext have w = 1. Therefore, the first parameter f? is
always ignored and the functionalities stay the same. Thus, the security of the underlying 1FE scheme
guarantees that the adversary A has only a negligible advantage in distinguishing experiments
HGTHD) and HMY. The proof of the following claim is analogous to the proof of Claim 3.3.

Claim 3.11. There exists a probabilistic polynomial-time adversary BSTTY=>0Y such that

‘Pr [H(&Tﬂ)( A) = 1} _Pr [7—[(11)()\) - 1] ( < AQVIFE i (V).

Experiment #(2)(\). This experiment is obtained from the experiment () (\) by modifying
the ciphertexts not to include :cf; and yf at all. Notice that this experiment is completely independent
of the bit b, and therefore Pr[H(?)(\) = 1] = 1/2.

e Ciphertexts (i =1,...,T):

cty; < 1FE.E(mskoyt, (msk?, Ki, 1))

Skl’z‘ — 1FE.KG(mSkin,AGG )

1 *
,Tis1,85,msk K

Cty; < lFE.E(mSkin, (, yil, ti, L, J_))
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e Functional keys (i =1,...,T):

sky, < 1IFE.KG(mskout, D | 1, 1)

We observe that at this point all ciphertext have w = 1. Therefore, the first parameters fib are
always ignored and the functionalities stay the same. Thus, the security of the underlying 1FE scheme
guarantees that the adversary A has only a negligible advantage in distinguishing experiments (1)
and H(1?). The proof of the following claim is analogous to the proof of Claim 3.2.

Claim 3.12. There exists a probabilistic polynomial-time adversary BAV=02) such that
[P [HOVO) = 1] = Pr [HOD(0) = 1] < AGVEIZE (1)) ().

Finally, putting together Claims 3.2-3.12 with the facts that #(®)(\) = EXPZSF%ZE}ZA()\), HP(N)
=H3V () and Pr [HIP()\) = 1] = 1/2, we observe that

AJVEE 7.4 il -EXPZGFIE;'EI A = 1] B ;'
— ‘Pr :’H(O)()\) } Pr [’H( )()\) _ 1”
1
(@) r (i+1) _
< ; {7—[ (\) = 1} P [’H +D()\) 1”
r | H 0D — 1| — Pr |HUTLD () =
Z}J P[”H () = 1]~ Pr [HOFED () = 1],
[ 3T+1) } Pr {fH( )()\):1”
Pr 1 ] pr [102(3) = 1]|
< neg( ).

4 From Selective to Adaptive Security for Two-Input Schemes

In this section we show how to transform any private-key selective-message secure two-input func-
tional encryption scheme (see Definition 2.8) into a fully secure one (see Definition 2.7). Our
construction relies on the following building blocks:

1. A private-key single-input functional encryption scheme 1FE = (1FE.S, 1FE.KG, 1FE.E, 1FE.D).

2. A private-key two-input functional encryption scheme 2FEs®' = (2FEs®.S, 2FE®®! KG, 2FE®¢' E,
2FE**'.D).

3. A puncturable pseudorandom function family PRF = (PRF.Gen, PRF.Eval, PRF.Punc).

We assume that the schemes 1FE and 2FE®® are sufficiently expressive in the sense that they
support the function family F (when viewed as a family of single-input functions), the evaluation
procedure of the pseudorandom function family PRF, the setup, encryption and key-generation
procedures of the scheme 1FE, and a few additional basic operations. The scheme 2FE = (2FE.S,
2FE.KG, 2FE.E, 2FE.D) is defined as follows.
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e The setup algorithm. On input the security parameter 1* the setup algorithm 2FE.S
samples msk; < 1FE.S(1*) and msky < 2FE®®".S(1%) and then outputs msk = (msky, msks).

e The key-generation algorithm. On input the master secret key msk and a function f €
F, the key-generation algorithm 2FE.KG outputs sk < 2FEs®! KG(msks, D¢ 1.1.1,1), where
Dy 1 1,1,1,1 is a two-input function that is defined in Figure 3.

Dfo,fl,c,s',t’,u((KmSk’ Kkey, S, thl’), (C/9 t)): Cf((x, y))

1. If 8 = s and ¢/ = ¢, output u and HALT. 1. Output f(x,y).
Compute r = PRF.Eval(K™sk ).
Compute 7' = PRF.Eval(K* ).
Compute msks; = 1FE.S(1*;7).

If c < thr and ¢’ < thr set f = f1.
Else (if ¢ > thr or ¢’ > thr) set f = fo.
Output 1FE.KG(msk ¢, Cy;1’).

N otE N

Figure 3: The two-input function Dy, f, s/ ,+/,« and the single-input function Cy.

e The encryption algorithm. On input the master secret key msk, a message m and an index
i € [2], the encryption algorithm 2FE.E has two cases:

— If (m,i) = (z,1), it samples s < {0,1}* uniformly at random, three PRF keys K®"°,
K*ey K™k « PRF.Gen(1%) and outputs a pair (cty,ski) defined as follows:
cty < 2FE* E(msky, (K™, K* 5 0),1)
Sk1 — 1FEKG(msk1, AGGx7L,O7s,KmSk,Ke”°,L,L)

where the single-input function AGG,, | o s gmsk genc | | is defined in Figure 4.
— If (m,i) = (y,2), it samples t < {0,1}* uniformly at random and outputs a pair (cta, ct3)
defined as follows:
cty + 2FE*® E(msky, (1,1),2)
cty < 1FE.E(msky, (y, L, 1,¢, L, 1)).

AGGwo,ml,thr,s,K’“Sk,Ke“C,t’,'v’ ((yo, y1,¢,t, 8", u’)):
If ' =t output v and HALT.

If s = s output ' and HALT.

Compute r = PRF.Eval(K™sk ).

Compute 7 = PRF.Eval(K®", t).

Compute msks; = IFE.S(1%;7).

If c<thrset x =21 and y = y1.

Else (if ¢ > thr) set = 29 and y = yp.
Output 1FE.E(msks ¢, (x,y); 7).

®© N oo W

Figure 4: The single-input function AGG, 4, thr,s, Kmsk Kenc 47 o7+
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e The decryption algorithm. On input a functional key sk and two ciphertexts (cty, skq) and
(ct, ct3), the decryption algorithm 2FE.D first computes the value sk’ = 2FE*®\.D(sky, cty, ct2),
then it computes the value ct’ = 1FE.D(sky, ct3), and finally it outputs 1FE.D(sk’, ct’).

The correctness of the above scheme with respect to any family of two-ary functionalities follows
in a straightforward manner from the correctness of the underlying functional encryption schemes
1FE and 2FE®®'. Specifically, consider any pair of messages z and y and any function f. The
encryption of x with respect to the index i =1 and the encryption of y with respect to the index
i = 2 result in ciphertexts (cty,sky) and (cto, ct3), respectively. Using the correctness of the scheme
2FEs®! | by executing 2FEse'.D(skf, cty, ctg) we obtain a functional key sk’ for C'y under the key msks ;.
In addition, by executing 1FE.D(sky, ct3) we obtain a an encryption ct’ of (x,y) under the key msks ;.
Therefore, executing 1FE.D(sk’, ct’) outputs the value C;((z,y)) = f(z,y) as required.

The following theorem captures the security of the scheme. This theorem states that under
suitable assumptions on the underlying building blocks, the two-input scheme 2FE is fully secure
(see Definition 2.7).

Theorem 4.1. Assuming that (1) 1FE is fully secure, (2) 2FEs is selective-message secure, and
(3) PRF is a puncturable pseudorandom function family, then 2FE is fully secure.

As in Section 3, for concreteness we focus on the unbounded case where the underlying schemes,
1FE and 2FE®®, support an unbounded (i.e., not fixed in advance) number of key-generation queries
and encryption queries. More generally, the proof of Theorem 4.1 shows that if the scheme corre-
sponding to msk; supports T} encryption queries and 75 key-generation queries, the scheme corre-
sponding to msky supports T31) encryption queries with respect to index i =1 and T §2) encryption
queries with respect to index i = 2, and T} key-generation queries, and the scheme corresponding
to each msk,; supports a single encryption query and 75 key-generation queries, then the resulting
scheme 2FE supports min{Tg,Tél)} encryption queries with respect to index i = 1, min{Tl,T3E2)}
encryption queries with respect to index i = 2 and min{7y, 75} key-generation queries. When the

polynomials 77, T5, T?fl), T?52), Ty and T5 are known in advance (i.e., do not depend on the adversary),
such schemes are known to exist based on the LWE assumption or even only one-way functions (see
Section 2.2 for a more elaborated discussion of the existing schemes).

Proof of Theorem 4.1. Let A = (A, .A3) be a probabilistic polynomial-time adversary that issues
at most T7 = T1(\) encryption queries with respect to index i = 1, at most Th = T5(\) encryption
queries with respect to index i = 2, and at most T3 = T3(\) key-generation queries (note that 77,

T, and T3 may be any polynomials and are not fixed in advance), and let F be a family of two-ary

functionalities. We assume for simplicity and without loss of generality that 77 =T, = T3 e

We present a sequence of experiments and upper bound A’s advantage in distinguishing each
two consecutive experiments. The first experiment is the experiment in which A gets oracle ac-
cess to a left-or-right key generation oracle KGy(msk, -, -) and to a left-or-right encryption oracle
Ency(msk, (+,-),-) for b < {0, 1} chosen uniformly at random (see Definition 2.7), and the last exper-
iment is completely independent of the bit b. This enables us to prove that there exists a negligible
function neg(-) such that

full2FE def
Advarg 7 a(A) =

u 1
Pr [Exp';,:'E’FfsA()\) = 1} - 2' < neg(\)

for all sufficiently large A € N. In what follows we first describe the notation used throughout the
proof, and then describe the experiments.
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Notation. We denote the i*® ciphertext with respect to i = 1 by (ski,;,cty,4) and the ith ciphertext
with respect to i = 2 by (ctg;,cts;). Recall that the adversary A has unrestricted access to an
encryption oracle with respect to index i = 1 and i = 2. We denote the i*® input the adversary
queries the encryption oracle with i = 1 by (:E?,:E}), the random string used by s; and the three
PRF keys used for sky; and cty; by K{“Sk, Klk ¥ and Kg". Similarly, we denote the " input the
adversary queries the encryption oracle with i = 2 by (y?,yil) and the random string used by t;.
Finally we denote by (f?, fl),..., (f2, f+) the function-pairs with which the adversary queries the
key-generation oracle.

Experiment H(®) (). This is the original experiment corresponding to b < {0,1} chosen uni-
formly at random. That is, A gets oracle access to the key-generation oracle KG,(msk, -) and oracle
access to a left-or-right encryption oracle Ency(msk, (-, -), ) where b <— {0, 1} is chosen uniformly at
random.

e Ciphertexts (i =1,...,7T):

cty; « 2FES E(msky, (K™%, K, 5;,0),1)
sklﬂ — 1FEKG(mSk1, AGG:EI?,J_70,S7;,KmSk,K-enc7J_,J_)
cty; + 2FE*® E(msky, (1,1),2)

cty; < 1FE.E(msk1, (yf, 1,1, L, J_))

e Functional keys (i =1,...,T):

sky, = 2FE**.KG(mska, Do | 1| | |)

Experiment () (). This experiment is obtained from the experiment #(°)(\) by modifying the

encryptions as follows. Given inputs (z?,z}) and (y!,y}), instead of setting the field z1 and y; to

be L we set it to be a;zl and yz-l, respectively. In addition, in the encryptions ct3; corresponding to
i = 2 we embed a counter.

e Ciphertexts (i =1,...,T):

cty; < 2FE E(msky, (K™K, K'Y 5;,0),1)
ski,i ¢ 1FE.KG(mski,AGG

T,

Cty; < 2FE*® E(msky, (1,1),2)
Ct37i — 1FE.E(msk1, (yf,, , t;, L, J_))

e Functional keys (i =1,...,T):

1
Z;

0,54, K KEne, L, L

sk, < 2FE.KG(mska, Do | 1| | )

Note that all the functional keys that are issued as part of the encryption according to i = 1
are generated with @ = 0 (where a is the third hardwired item). Moreover, since thr = 0 it
always holds that thr < ¢ which ensures that the functionality does not change. Thus, the circuit
AGGy 41 a5 Kmsk ey always sets x = xi-’ and y = yf and ignores z} and y} (see Figure 4). Thus,
the security of the underlying scheme 1FE guarantees that the adversary A has only a negligible
advantage in distinguishing experiments H#(®) and H(1). Specifically, let F' denote the family of
functions AGG,, ,, 4.5 kmsk fkey (as defined in Figure 4). In Appendix B.2 we prove the following

claim:
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Claim 4.2. There exists a probabilistic polynomial-time adversary BO~W such that

Pr [HO () = 1] = Pr [HO() = 1]| < AdVERTE 00, (V).

Experiment #(?) ()). This experiment is obtained from the experiment () ()\) by modifying the
functional keys as follows. Given inputs ( 1-0 , fil), instead of setting the field f; to be L we set it
to be fl. In addition, in the ciphertexts cty; corresponding to i = 2 and in the functional keys we
embed a counter.

e Ciphertexts (i = 1,...,7T):

cty;  2FE% E(msky, (K", K'Y 5;,0),1)

1
Skl,i — ]'FE'KG(mSk17AGle?,xl7O,si,K["Sk,K?"C7L7L)
Cta; + 2FE* . E(msky, ((i],1),2)
cty; < 1FE.E(msky, (32, vy}, i,t;, L, 1))

e Functional keys (i =1,...,T):

sk, < 2FE*®' . KG(mskz, D

P[]

Note that all the functional keys that are issued as part of the encryption according to i = 1
are generated with w = 0 which ensures that the functionality does not change (Thus, the circuit
Dy, 1,5 /. always sets fy, = f? and ignores f!. Thus, the security of the underlying scheme 2FE®®
guarantees that the adversary A has only a negligible advantage in distinguishing experiments 7!
and H(?). Specifically, let F’ denote the family of functions D fo.f1.s'# u (as defined in Figure 3). In
Appendix B.2 we prove the following claim:

Claim 4.3. There exists a probabilistic polynomial-time adversary BN =) such that

‘Pr [Hu)@) - 1} —Pr [7.[(2)()\) - 1} ‘ < AVERFE e (V).

Experiment H(33F)(\). This experiment is obtained from the experiment 7 (\) by modifying
the encryptions as follows. The first j — 1 ciphertexts are generated such that thr = T, the j*®
ciphertext is generated such that thr = k and the rest of the ciphertexts are generated as before.

e Ciphertexts (i=1landi=1,...,7—1):

cty;  2FE* E(msky, (K™K, KX s, [T)), 1)

7

sky; 1FE.KG(msk1,AGG$lZ7$}775i7Kimsk7Kfnc7LL)
e Ciphertexts (i =1 and i = j):

cty;  2FE* E(msky, (K™K, KX s;.[k]), 1)

7

sk < 1FE.KG(msk;,AGG [ ]ss o e 1)

xi,xi,

e Ciphertexts (i=1landi=j+1,...,7T):

cty,;  2FE* E(mskgy, (K™, K 5;,0),1)

(2
Sk]_yi — 1FEKG(mSk1, AGG:E?,:E},O,Si,KTSk,KSnC,L,L)
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e Ciphertexts (i=2andi=1,...,T):

cty; < 2FE*® E(msky, (i,1),2)
Ct3,i — 1FE'E(mSk17 (yfa yil? iv tiv J—a J—))

e Functional keys (i =1,...,T):

sk, < 2FES . KG(mska, Dgpprin11)

Notice that H31.0) = 3(2),

Experiment H(47:¥) (\). This experiment is obtained from the experiment H37*)(\) by modify-
ing the encryptions as follows. First, we sample in advance s;, 3, K ;"Sk, KJI-‘ey and K;fnc, and compute
msks, ¢, = 1FE.S(1%; PRF.EvaI(K}"Sk,tk)). Then, we act according to the following two cases: If the
4™ encryption with respect to index i = 1 comes before the k™ encryption with respect to index i = 2,
we embed into ct3y the pair of values (s;,y) where v = 1FE.E(msks;, 4, , (:L'g-, y0); PRF.Eval(K3", tx)).
Otherwise, if the j* encryption with respect to index i = 1 comes after the k' encryption with
respect to index i = 2, we embed into ct; ; the pair of values (¢, 7).

Finally, instead of using K J’»"Sk and K;ey in the j'™ encryption with respect to msk;, we use
KJ’-“Sk|{tk} and K[,y which are the keys K;“Sk and K" punctured at the point {¢x}.

For concreteness we assume that the latter is the case, namely, that the j* encryption with
respect to index i = 1 came after the k*® encryption with respect to index i = 2 (the other case is
handled similarly).

e Ciphertexts (i=1landi=1,...,7—1):

cty; < 2FE* E(msky, (K™K, K1 5;,T),1)

(2

SkLi — 1FEKG(mSk1, AGbe,Il,T,Si,KWSk,K?nC,J_,J_)

Ciphertexts (i =1 and i = j):

cty;  2FE* E(msky, (K™K, KX s; k), 1)
Skl,i — lFEKG(mSkl,AGG
b

1
z) @,k

S

I gy [ ey [y
msks, 1, = 1IFE.S(1%; PRF.Eval(K[™ 1))
v = 1FE.E(msks, 1, (25, 57); PRF.Eval (K", t;))

Ciphertexts (i=1land i =35+ 1,...,7):

cty;  2FE% E(mskgy, (K", K'Y 5;,0),1)

(2

Skl,i — lFE.KG(mSkl,Achb 21,0,;, KMsk_[genc LL)
R A A A A 2 Ay

Ciphertexts (i=2and i =1,...,T):

Cty; < 2FE*® .E(msky, (i,t),2)
Ct37i — ].FE.E(mSk1, (yf, yl-l, i, t;, J_, _L))

Functional keys (i =1,...,T):

sky, < 2FE*® KG(mska, Dy 1, | )

27



We observe that the combination of the k™™ ciphertext with respect to i = 2 with the j*™
ciphertext with respect to i = 1 has the same functionality due to the hardwired pair (tg,7y) (or
(sk,y) depending on the order they were queried on). For the rest of the combinations we have
that the functionality stays the same by the functionality property of the punctured PRF. Thus,
the security of the underlying 1FE scheme guarantees that the adversary A has only a negligible
advantage in distinguishing experiments H 3% and #(*J%). In Appendix B.2 we prove the following
claim:

Claim 4.4. There exists a probabilistic polynomial-time adversary B335 —=&43k) gych that

‘Pr [Hmk)@) - 1} —Pr [H(4’j’k)(>\) = 1] \ < AVIEETE s i (A)-

Experiment #(53%)(X). This experiment is obtained from the experiment #(47¥)(\) by modi-
fying the encryptions as follows. First, instead of using K;-"Sk and K;ey in the j* encryption with
respect to msko, we use K;“Sk|{tk} and K;ey\{tk} which are the keys K}““ and K;ey punctured at
the point {t;}. Second, we hardwire into every functional key for a pair (f?.f}) the triple (s;, tx, ),
where § = 1FE.KG(msks;, ¢, , Cpv; PRF.EvaI(KJ‘fey’tk)).

e Ciphertexts (i=landi=1,...,5—1):

cty;  2FE% E(mskgy, (KM, K'Y s;,T), 1)

(2

SkLi — ].FE}’(C';(I"nskl7 AGGIb,Il7T,S7L,KmSk,K§nc,J_7J_)

Ciphertexts (i =1 and i = j):

cty; + 2FE™LE(msky, (| K™,y
Skl,’L — lFEKG(mSkl, AGGx?#UZl»k»siKZmSkI{tk}nync‘{tk}vtk77)
msk, ¢, = 1FE.S(1%; PRF.Eval(K[™*, 1))
v = 1FE.E(msks, 1, (25, 57); PRF.Eval(K§", 1))

Kz!(ey|{tk} y St k)’ 1)

Ciphertexts (i=1land i =j+1,...,7T):

cty; < 2FE% E(msky, (K™, K'Y 5;,0),1)

7

SkLZ — ]_FEKG(mSkl’ AGGJ}Z{J}},O,Si,K?Sk,Kf"C,L7L)

Ciphertexts (i=2and i =1,...,7T):

Cty; < 2FE*® .E(msky, (i,t),2)
cty; < LFE.E(msky, (40, y) i, ti, L, 1))

Functional keys (i = 1,...,T):

sel
skj, « 2FE .KG(mst,foJil%)
msks, , = 1FE.S(1%; PRF.Eval(K[™*, t;))
§ = 1FE.KG(msks, 4, , C'jv; PRF.Eval(K¥, 1;,))
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We observe that the combination of the k™™ ciphertext with respect to i = 2 with the j*™
ciphertext with respect to i = 1 has the same functionality due to the hardwired values (s, x,0).
For the rest of the combinations we have that the functionality stays the same by the functionality
property of the punctured PRF. Thus, the security of the underlying 2FE®®' scheme guarantees that
the adversary A has only a negligible advantage in distinguishing experiments H.(*7%) and #(5:3:5)
In Appendix B.2 we prove the following claim:

Claim 4.5. There exists a probabilistic polynomial-time adversary B™4%)=63k) sych that

[Pr [HAHD () = 1] = Pr [HOM) = 1]| < AT s (V).

Experiment H(%7:%)(\). This experiment is obtained from the experiment #®7*)(\) by mod-
ifying the encryptions as follows. Instead of using randomness generated using a PRF we use
randomness sampled uniformly at random. That is, msks; +,, v and § are generated using random-
ness that is sampled uniformly at random rather than generated using a PRF. We emphasize that
msks; t,, is computed in advance once as msks; ¢, 1FE.S(1>‘).

e Ciphertexts (i=1landi=1,...,7—1):

ctr; < 2FE% E(msky, (K™, K'Y s, T),1)

(2

SkLi — ].FEKG(mSkl,AGbe zl T,s; K[nsk Kenc | J_)

Ciphertexts (i=1 and i = j):

Ctl,i <~ 2FEseI'E(mSk27 (K{nSk’{tk}aszey|{tk}78i7k)7 ]-)
sklﬂ < 1FE'KG(mSk17AGlegﬂ:}7k75iK;nSk‘{tk}7K7;encl{tk}7tk*y'y)

msks, 1, | = IFE.S(1*)
— 1FE.E(mskg, 1, (2, 42))

Ciphertexts (i=1land i =j+1,...,7T):

cty,;  2FE* E(msky, (K™, K s;,0),1)

(2

Sk]_yi — 1FEKG(mSk1, AGG:E?,:E%,O,Si,KFSk,KSnC,J_,L)

Ciphertexts (i=2and i =1,...,T):

Cty; < 2FE*® E(msky, (i,t),2)
Ct37i — 1FE.E(msk1, (yf’, yl-l, i, t;, J_, _L))

Functional keys (i = 1,...,T):

skf, < 2FE**.KG(mska, Do 11 ;o . 5)

it

= 1FE.KG(msks; ¢, C o)

The pseudorandomness of PRF.EvaI(K]mSk, ), PRF.EvaI(K;ey, -) and PRF.Eval(K3", ) guarantee

that the adversary A has only a negligible advantage in distinguishing experiments H(>%%) and
#(6:3K)  In Appendix B.2 we prove the following claim:
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Claim 4.6. There exists a probabilistic polynomial-time adversary BG3%)=63:5) sych that

‘Pr [H@Jv’f)(A) - 1] _Pr [H(ﬁvjv’ﬂ(A) - 1” < 3+ Advpge 565000 (A).

Experiment H(7:¥) (X\). This experiment is obtained from the experiment H(7)(\) by modify-
ing the encryptions as follows. Instead of having (:c?, y,’;) hardwired in v and Dy in §, we hardwire

the values (mjl, yi) and D 71, respectively.
e Ciphertexts (i=1landi=1,...,7—1):

cty;  2FE% E(msky, (KM, K'Y s;,T), 1)

(2

Sk]_7i — ].FE}’(C';(mSkl7 AGG$b7$17T,Si,KmSk,K§nC,J_7J_)

Ciphertexts (i =1 and i = j):
cty; « 2FESE(mska, (K™ |g,y, K1,y 50, k), 1)
Skl,i — lFE'KG(mSkl’AGGHC?,I},k,SiK;"Sk\{tk}7Kf"c|{tk}ytk7’Y)
msk;, ¢, = 1IFE.S(1%)
v = 1FE.E(msks, ¢, (|2}, Y1 |))

Ciphertexts (i=1land i =j+1,...,7T):

cty; < 2FE* E(mskgy, (K", K'Y s;,0),1)

(2

Skl,i — lFE.KG(mSkl,AGbe 21,0,s;, Kmsk_[genc LL)
I T g Ay

Ciphertexts (i=2and i =1,...,T):

Cty; < 2FE* E(msky, (i,t),2)
Ctgyi — 1FE.E(msk1, (yf, yil, i, ti, L, J_))

Functional keys (i = 1,...,T):
skf, ¢ 2FE*.KG(mska, Db 1 o . 5)
6 = 1IFE.KG(msks; 1., Cp1|)

We observe that the combination of the k™ ciphertext with respect to i = 2 with the j*™
ciphertext with respect to i = 1 has the same functionality due to the hardwired values (s;,t,d)
and the fact that the adversary is wvalid (see Definition 2.6). Thus, the security of the underlying
1FE scheme guarantees that the adversary A has only a negligible advantage in distinguishing
experiments H 695 and #("5%) In Appendix B.2 we prove the following claim:

Claim 4.7. There exists a probabilistic polynomial-time adversary BO3F)=(T3:k) sych that

‘Pr [H(G’j’k)()\) = 1} —Pr [H(7’j’k)()\) = 1} ‘ < AdV];_l;:IE-"_:]:E/78(6,j,k)—>(7,j,k)()\)-

Experiment H (8:7:F) (X). This experiment is obtained from the experiment ”H(7’j’k)()\) by modify-

ing the encryptions as follows. Instead of using randomness sampled uniformly at random we use
randomness generated using a PRF. That is, msks; +,, v and § are generated using a PRF.
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Ciphertexts (i=1andi=1,...,7 —1):

cty;  2FE* E(msky, (K, K'Y s;,T), 1)

(2

Sk]_yi — 1FEKG(mSk1, AGG:E?,:E,},T,si,KZmSk,Kienc,J_,L)

Ciphertexts (i =1 and i = j):

cty; < 2FES E(mska, (K™ |1y, K1Y 11y, 50, k), 1)
Skl’l’ — 1FE'KG(mSk1’AGGI?@%,k,SiK{"S”{tk},Kfnc|{tk},tk,’y)

msks, ¢, |+ 1FE.S(1*; PRF.Eval(K["™*, #;,))
< 1FE.E(msks, 4, (], y1); PRF.Eval(K5", t;,))

Ciphertexts (i=1land i =j+1,...,7T):

cty;  2FE* E(msky, (K™, K 5;,0),1)

(2

Sk]_yi — 1FEKG(mSk1,AGGmb x1.0,s;, ) Msk_Fcenc J_J_)
R A it 2 I B et

Ciphertexts (i=2and i =1,...,T):

Cty; < 2FE*® E(msky, (i,t),2)
cty; < 1FE.E(msky, (40, yt,i,ti, 1, 1))

Functional keys (i = 1,...,T):
skf, ¢ 2FE*.KG(mska, Db 1 o . 5)
msks, ¢, | < 1FE.S(1%; PRF.Eval(K"™*, #;,))

¢ 1FE.KG(msks, 1, C'1; PRF Eval (K, 1))

The pseudorandomness of PRF.EvaI(KJmSk, ), PRF.EvaI(K;ey, ) and PRF.Eval(K$", ) guarantee

that the adversary A has only a negligible advantage in distinguishing experiments (7% and
H(&3K)  The proof of the following claim is analogous to the proof of Claim 4.6.

Claim 4.8. There exists a probabilistic polynomial-time adversary B(T3%)=®3k) sych that

Pr [7—[(7’j”“)()\) - 1] —Pr [H(&j”“)()\) - 1} ( < 3 Advpge gr.s0-s0 (A)-

Experiment H(97%) (X). This experiment is obtained from the experiment # (&7 (\) by modify-
ing the encryptions as follows. First, instead of using a punctured keys K ?Skl{tk} and K ;ey\{tk} in
the j*" encryption with respect to msky, we use the original keys K;"Sk and K;ey. Second, we set

the threshold thr in cty ; to k£ + 1. Lastly, we hardwire into every functional key for a pair ( fio I
the triple (L, L, 1) instead of (sj,x,9).

e Ciphertexts (i=1landi=1,...,7—1):

ct;  2FE* E(msky, (K™, K'Y s;,T), 1)

(2

Skl,i — 1FE.KG(msk1, AGGZE?@}7T,Si,K£"Sk,K§nC,J-7J-)
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Ciphertexts (i =1 and i = j):
cti; < 2FE* E(msko, (| KM || K | s, [k +1]),1)
Skl,l < ].FEKG(mSkl, AGGI»ZL‘)?le7]{:757;K7’;nSk|{tk}7K7;enc|{tk}7tk'7’y)

msks, ¢, + 1IFE.S(1%; PRF.Eval(K™* 1))
v < 1FE.E(msks, ¢, (x], yz); PRF.Eval(K5™, t;))

Ciphertexts (i=1land i=j5+1,...,7):

cty; < 2FE* E(msky, (K™, K 5;,0),1)

(2

Sk]_}i — 1FEKG(mSk1, AGG:E?,:E%,O,Si,KTSk,KSnC,L,L)

Ciphertexts (i=2and i =1,...,T):

cty; < 2FE* E(msks, t,2)
Ctg,i — 1FE.E(msk1, (yzb, yil, i, t;, J_, J_))

Functional keys (i =1,...,T):

sky, < 2FE*®'.KG(mska, D

We observe that the combination of the ciphertext with respect to i = 2 with the ;%
ciphertext with respect to i = 1 has the same functionality due to the hardwired values (s, tx,0).
For the rest of the combinations we have that the functionality stays the same by the functionality
property of the punctured PRF. Thus, the security of the underlying 2FE*® scheme guarantees that
the adversary A has only a negligible advantage in distinguishing experiments H®J*%) and H(9:3:F).
The proof of the following claim is analogous to the proof of Claim 4.5.

kth

Claim 4.9. There exists a probabilistic polynomial-time adversary B®3F) =0k sych that
‘Pr [’H(&j,k)()\) — 1} —Pr [’H(&j,k)()\) — 1} ‘ < AdvgeF'EfeEP78(8%,@4(9%,@)(/\).

Next, as in Claim 4.4 we observe that H(%*)()) is indistinguishable from 37+t (X). More-
over, we notice that HGT)(\) = HBIHLO()),

Claim 4.10. There ezists a probabilistic polynomial-time adversary BO3R=G3k+1) sych that
)PI‘ [H(97j7k) ()\) - 1} — Pr [H(3J7k+1) ()\) — 1} ‘ < AdV;u|:”El’":7:E/’B(Q,j,k)—>(3,j,k+1)(>\)-
Experiment (1% (X\). This experiment is obtained from the experiment #3T+10)(\) by modi-
fying the ciphertexts not to include fl-b at all.
e Ciphertexts (i=1landi=1,...,7T):

cty; < 2FE* E(msky, (K™K, K1 5;,T),1)

(2

SkLi — 1FEKG(mSk1, AGbe,Il,T,Si,KWSk,K?nC,J_,J_)
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e Ciphertexts (i=2andi=1,...,T):

Cty; < 2FE*® E(msky, (i,t),2)
cty; < 1FE.E(msky, (40, y),4,ti, 1, 1))

e Functional keys (i =1,...,T):

ky, + 2FE*.KG(msks, D
=K (mske, J},i,J_,J_,J_)
We observe that at this point all ciphertext have thr = T. Therefore, the first parameter
f? is always ignored and the functionalities stay the same. Thus, the security of the underlying
2FE*®! scheme guarantees that the adversary A has only a negligible advantage in distinguishing
experiments HGTH10) and H(10), The proof of the following claim is analogous to the proof of
Claim 4.3.

Claim 4.11. There exists a probabilistic polynomial-time adversary BGTT10=00) sych that

Pr |:’H(3,T+1,0) ()\) — 1i| — Pr |:H(10)(A) = 1:| ’ S Adv;elfléls:eE]:/18(3,T+1,0)—>(10) ()\)

Experiment ’H(H)(A). This experiment is obtained from the experiment ’H(lo)()\) by modifying
the ciphertexts not to include J:f; and yf at all. Notice that this experiment is completely independent
of the bit b, and therefore Pr[H(\) = 1] = 1/2.

e Ciphertexts (i=1landi=1,...,T):

ctr; < 2FE* E(msky, (K™, K'Y s, T),1)

7

Skl,i — lFE.KG(mSkl,AGG )

L fal Tsg, Kmsk ene ||
e Ciphertexts (i=2andi=1,...,T):
cty; < 2FE* .E(msky, (i,t),2)
cts; « 1FE.E(msky, (L]}, i i, 1, 1))
e Functional keys (i =1,...,T):

sky, < 2FE** . KG(msky, D | p1; | | 1)

We observe that at this point all ciphertext have thr = T'. Therefore, the first parameters mi’ and
yf are always ignored and the functionalities stay the same. Thus, the security of the underlying
1FE scheme guarantees that the adversary A has only a negligible advantage in distinguishing
experiments H3 T+ and H(10. The proof of the following claim is analogous to the proof of
Claim 4.2.

Claim 4.12. There exists a probabilistic polynomial-time adversary BAO—=0 sych that

’Pr [H(m)()\) = 1} —Pr [H(H)(/\) = 1} ’ < AdVERETE sioan (-
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Finally, putting together Claims 4.2-4.12 with the facts that AdvguF”éF]EA()\) =HOMN),HO ) =
H3L0)(A) and Pr [’H(H)()\) = 1] = 1/2, we observe that

full2FE  def [co full2FE 1
AQVEIETE | = [Pr | ExpBEE 4 (V) = 1} -5

Pr :7-[(0)()\) - 1} _Pr [H“”(A) - 1} ’

IN
>
[}

A
>

—
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A Generalization to t > 2 Inputs

In this section we generalize our results to more than two inputs. In Appendix A.1 we generalize
the definitions introduced in Section 2.3, and in Appendices A.2 and A.3 we generalize the con-
structions from Sections 3 and 4, respectively. More precisely, in Appendix A.2 we show how to
obtain a selectively-secure t-input scheme assuming any fully secure (¢ — 1)-input scheme. Then,
in Appendix A.3 we show how to obtain a fully-secure t-input scheme assuming any fully-secure
(t — 1)-input scheme and a selectively-secure t-input scheme.

A.1 Private-Key t-Input Functional Encryption

In this section we generalize the framework introduced in Section 2.3 to the general case of t-input
schemes (Section 2.3 dealt with the case t = 2).

For i € [t] let X; = {(Xi)a}ren be an ensemble of finite sets, and let F = {F)}ren be an
ensemble of finite t-ary function families. For each A € N, each function f € F) takes as input ¢
strings, z1 € (X1)a, ...,z € (X)), and outputs a value f(z1,...,2:) € Z). A private-key t-input
functional encryption scheme II for F consists of four probabilistic polynomial time algorithm Setup,
Enc, KG and Dec, described as follows. The setup algorithm Setup(l)‘) takes as input the security
parameter A\, and outputs a master secret key msk. The encryption algorithm Enc(msk,m,i) takes
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as input a master secret key msk, a message m, and an index i € [t], where m € (Xj),, and outputs a
ciphertext ct;. The key-generation algorithm KG(msk, f) takes as input a master secret key msk and
a function f € F,, and outputs a functional key sky. The (deterministic) decryption algorithm Dec
takes as input a functional key sk; and ¢ ciphertexts, cty,...,ct;, and outputs a string z € Z\U{L}.

Definition A.1 (Correctness). A private-key ¢-input functional encryption scheme II = (Setup,
Enc, KG, Dec) for F is correct if there exists a negligible function neg(-) such that for every A € N,
for every f € Fy, and for every (z1,...,2¢) € (X1)x X -+ X (X})a, it holds that

Pr [Dec(skf7 Enc(msk, z1,1),...,Enc(msk, 24, t)) = f(x1,... ,xt)] > 1 — neg()),

where msk < Setup(1%), sk; «— KG(msk, f), and the probability is taken over the internal random-
ness of Setup, Enc and KG.

Next, we generalize the security definitions from Section 2.3 to the t-input case. As in Section 2.3,
we start by defining the notion of a walid t-input adversary. Then, we define full security and
selective-message security.

Definition A.2 (Valid ¢-input adversary). A probabilistic polynomial-time algorithm A4 is a valid t-
input adversary if for all private-key ¢-input functional encryption schemes II = (Setup, KG, Enc, Dec)
over a message space X1 X+ - x Xy = {(X1)xaen X - x{(X:)r }ren and a function space F = {F) }ren,
for all A € N and b € {0,1}, and for all (fo, f1) € F and ((2?,2}),i) € &; x X; x {i} (where i € [t])

with which A queries the left-or-right key-generation and encryption oracles, respectively, it holds
that fO(x(1)7 .- ,33'?) = fl(x%a e al%)

Definition A.3 (Full security). A private-key t-input functional encryption scheme II = (Setup,
KG, Enc, Dec) over a message space X7 X --- X Xy = {(X1)a}ren X -+ X {(X)ar}ren and a function
space F = {Fa}ren is fully secure if for any valid t-input adversary A there exists a negligible
function neg(-) such that

. 1
AdyfullFE: def 1p, [Expfgj';ﬁl(A) = 1} - 2’ < neg(X),

ILFA —

for all sufficiently large A € N, where the random variable Exp%’j'ﬁf}l()\) is defined via the following

experiment:

1. msk « Setup(11), b« {0,1}.
2. v <_’AKGb(msk,-,~),Encb(msk,(~7~),~) (1)\)‘

3. If ¥ = b then output 1, and otherwise output 0.

Definition A.4 (Selective-message security). A private-key t-input functional encryption scheme
IT = (Setup, KG, Enc,Dec) over a message space X1 X -+ x Xy = {(X1)atren X -+ X {(X)r}ren
and a function space F = {F)}ren is selective-message secure if for any valid t-input adversary
A = (A1, A2) there exists a negligible function neg(\) such that

selFE, def
Advipza =

1
Pr [Expﬁf;%l()\) = 1} - 2' < neg(A),

for all sufficiently large A € N, where the random variable Exp?‘f";a()\) is defined via the following
experiment:

L (a1,..., @, state) < A, (1Y), where &5 = (9, 2)),..., (20, xl 7)) for i € [t].
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msk < Setup(1*), b « {0,1}.
ct; j < Enc(msk 2t . 1) for i € [t] and j € [T].

9 ZJa
KGy (msk,-,-
b+ .,42 p(msk;») (1/\, {Cti,j}ie[t],je[T}>State)-
If o/ = b then output 1, and otherwise output 0.

BAE

A.2 A Selectively-Secure t-Input Scheme from any (¢ — 1)-Input Scheme

In this section we generalize the construction from Section 3 by presenting a construction of a
selectively-secure ¢-input scheme assuming any fully-secure (¢ — 1)-input scheme. Let F = {F)}xen
be a family of ¢-input functionalities, where for every A € N the set F) consists of functions of the
form f: (X1)x X -+ x (X)x = Zx. Our construction relies on the following building blocks:

1. A private-key single-input functional encryption scheme FE; = (FE;.S, FE;.KG, FE;.E, FE;.D).

2. A private-key (t—1)-input functional encryption scheme FE3®| = (FE3®|.S, FES® | KG, FE3® | .E,
FES®,.D).

3. A pseudorandom function family PRF = (PRF.Gen, PRF.Eval).

Our scheme FE® = (FE®.S, FES® . KG, FES®.E, FES®.D) is defined as follows.

e The setup algorithm. On input the security parameter 1* the setup algorithm FEie'.S
samples mskoyt < FE1.S(11),mski, FE;e_'l.S(l)‘) and outputs msk = (mskeyt, mskip ).

e The key-generation algorithm. On input the master secret key msk and a function f € F),
the key-generation algorithm FE$®.KG samples a random string z « {0,1}* and outputs sk f
— FE1.KG(mskout, D | » 1), where Dy | . | is a single-input function that is defined in Figure

5.
Dy, f1,2,u((msk™, K, w)): Cr((z1,%2),%3,...,T¢)"
1. If msk* = L, output v and HALT. 1. Output f(x1,...,x¢).

2. Compute r = PRF.Eval(K, z).
3. Output FE®, .KG(msk*,Cy, ;7).

Figure 5: The single-input function Dy, ¢, ». and the (¢ — 1)-input function Cj.

e The encryption algorithm. On input the master secret key msk, a message m and an index
i € [t], the encryption algorithm FE$®'.E has two cases:

— If (m,i) = (z1,1), it samples a master secret key msk* « FE$,.S(1%), a PRF key
K < PRF.Gen(1%), and a random string s € {0,1}*, and then outputs a pair (cty,sk;)
defined as follows:

cty < FE;.E(mskoyt, (msk*, K, 0))
ski < FE;®,.KG(mskin, AGGy, | 0.smsk*.K):

where AGG,, | o msk*, i is a (t — 1)-input function that is defined in Figure 6.
— If (m,i) = (x,1) where i € {2,...,t}, it samples a random string 7; € {0, 1}*, and outputs

ct; « FES®| E(mskin, (i, L, 7, L, L),i —1).
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AGng,w%,a,s,msk*,K((mg? m%) T2, 82, 'U2)’ ) (33?, m%, Tty St 'Ut)):
1. If s = -+ = s = s output (ve,...,v¢) and HALT.
2. Set y =y, and x = x,.
3. Compute r; = PRF.Eval(K,7;) for 2 < i <t.
4. Output (FES® | .E(msk*, (1, x2), 1;72), FE® | .E(msk*, z3,2;73), ..., FE® | [E(msk*, zs,t — 157)).

Figure 6: The (¢ — 1)-input function AGG,0 41 4 s msk*, i -

17

e The decryption algorithm. On input a functional key sk¢ and ciphertexts (cty,sky), cto,
..., cty, the decryption algorithm FE®.D computes (ct), ..., ct}) = FES® | .D(sky, (cto, ..., cts)),
sk’ = FE;.D(sky, ct1) and outputs FES® | .D(sk/, (cth, . ..,ct})).

Theorem A.5. Assuming that (1) FEy is fully secure, (2) FE®| is selective-message secure, and
(3) PRF is a pseudorandom function family, then FES® is selective-message secure.

As in Theorem 3.1, we note that for proving that FE?eI is selective-message secure it suffices to re-
quire selective-message security from FE;. However, given the generic transformation for single-input
schemes [ABS™ 14, BS15] (from selective security to adaptive security and from message security to
full security, respectively), for simplifying the proof of Theorem A.5 we assume that FE; is fully
secure.

Proof of Theorem A.5. Let A = (Aj, A2) be a valid adversary that issues at most T} = Ti(\)
encryption queries with respect to index i € [¢t] and at most Tp = Tp(\) key-generation queries (note

that Tp,...,T; may be any polynomials and are not fixed in advance). We assume for simplicity
and without loss of generality that Ty =--- =1T; e,

We present a sequence of experiments and upper bound A’s advantage in distinguishing each two
consecutive experiments. The first experiment is the experiment ExprE";E‘]__7 A()\) (see Definition A.4),
and the last experiment is completely independent of the bit b. This enables us to prove that there

exists a negligible function neg(-) such that

Advse”:Et ()\) déf Pr |:Expse|FEt (/\) —= 1] — ;’ S neg()\)

FEF . F,A FEF,F.A

for all sufficiently large A € N. In what follows we first describe the notation used throughout the
proof, and then describe the experiments.

Notation. We denote the i*" ciphertext with respect to i = 1 by (ski,,cty,4) and the it? ciphertext
with respect to i = ¢, where 2 < ¢ <, by cty;. We denote the i*h encryption query corresponding
to the index i = 1 by (x(ii, :):%z), the random strings used for generating the resulting skq; by s;, the
master secret key and the PRF key used for generating the resulting ct; ; and sk; ; by msk} and K;,
respectively. We denote the it! encryption query corresponding to the index i = ¢, where 2 < ¢ <t
by (acgi, x}ji), and the randomness used for generating the resulting cty; by 7,;. Finally, we denote by
(FO, ), ( f:(}, f:}) the function pairs with which the adversary queries the key-generation oracle
and by z1,..., 27 the corresponding random strings used for generating sky,,...,skg,.

Experiment H (% ()\). This is the original experiment corresponding to b + {0,1} chosen uni-

formly at random, namely, Exp;eE'feF‘f A()\). In this experiment the encryptions are generated as
t l

follows.
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e Ciphertexts (i =1,...,7,2 < ¢ <t):

cty; < FE;.E(mskoyt, (msk}, K;,0))

ski,i FE1.KG(msk;n,AGfoii7L’073i7msk;’Ki)

cty; + FE1.E(mskin, (2}, L, 704, L, L), —1)
e Functional keys (i =1,...,T):

sk, « FE1.KG(mskout, Do, .. )

Experiment () (). This experiment is obtained from the experiment #(°)(\) by modifying the
encryptions as follows. Given inputs (wgﬂ-, x}’i), instead of setting the field z; to be L we set it to

be x%z The scheme has the following form:
e Ciphertexts (i =1,...,7,2 < /¢ <t):

cty; < FE1.E(mskout, (msk}, K;,0))
Skl’l' < FEl.KG(mSkin,AGG ) 1

z7 59 L1

*
,0,5,msk’, K;

52

cty; < FE1.E(mskin, (23,24, |, 705, L, L), £ — 1)

)

e Functional keys (i =1,...,T):
Skfl. — FEl.KG(mSkout, be,L,Zi,J_)

As in Claim 3.2, we have the following claim:

Claim A.6. There exists a probabilistic polynomial-time adversary BO—~W) such that

‘pr [H(O)( ) = 1] —Pr [H(D(A) - 1” <AV o (V).

Experiment (?)(\). This experiment is obtained from the experiment H™) (\) by modifying the
functional keys as follows. Given inputs (f°, f1), instead of setting the fields fi, fo to be f°, L we
set it to be £, f1. The scheme has the following form:

e Ciphertexts (i =1,...,T,2 < ¢ <t):

ct1; < FEl.E(mSkout, (mskf,Ki,O))
Skl,i — FEl.KG(mSkin,AGG b

1 * )
$1,ivx1,i7075ivm5ki K

cty; + FE1.E(mskin, (23, 24, 724, L, L), 0 — 1)

e Functional keys (i =1,...,T):

sk, < FE1.KG(mskout, D =17 )
fq,b7 fz 7Zi7J—

As in Claim 3.3 we have the following claim:
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Claim A.7. There exists a probabilistic polynomial-time adversary BN such that

‘Pr [7—[(1)()\) - 1} —Pr [7—[(2)()\) - 1} ‘ < AVEITFE (V).

Experiment #£(33)(\). This experiment is obtained from the experiment #H(?()\) by modifying
the encryptions as follows. The first j — 1 ciphertexts are generated such that a = 1 and w = 1
while the rest of the encryptions are generated as before.

e Ciphertexts (i =1,...,7 —1):
cty; < FE1.E(mskoyt, (msk?, K;,[1]))
Skl,i — FEl‘KG(mSkimAGle{’i,mii,,si,msk:,Ki)

e Ciphertexts (i = j,...,T):

cty; < FEi.E(mskoyt, (msk}, K;,0))
Skl,i — FEl'KG(mSkimAGle{’i@}Yi,D,si,mski*,Ki)

e Ciphertexts (i =1,...,7,2 < ¢ <t):
cty; < FE1.E(mskin, (2}, 24,704, L, L), £ — 1)
e Functional keys (i =1,...,T):
sky, FE1.KG(msk0ut,Dflg)7fl;’zl,7j_)

Notice that HG1) = H ),
Experiment H (%7 (X). This experiment is obtained from the experiment #(37)()\) by modifying
the j' ciphertext to not include the master secret key mskj and the PRF key K (that is, we
replace them with L’s). Moreover, for every i € [T] in the i*" ciphertext corresponding to i = 2
we hardwire the pair (s;,7), where v = FE;.E(mskJ, (xll”j,ac;i); PRF.Eval(Kj,72;)). Similarly, for
every i € [T] in the il ciphertext corresponding to i = ¢ > 2 we hardwire the pair (s;,7), where
v = FE1.E(msk§,xlgi; PRF.Eval(Kj, 7))
e Ciphertexts (i =1,...,7 —1):
cty; < FEl.E(mSkout, (msk;‘,Ki, 1))
Skl,i — FEl'KG<mSkin7AGle{yi,xh,l,si,mskz’-‘,Ki)
o Ciphertexts (i = j):
cty; < FE;.E(mskoyt, (msk}, K;,0))

skii ¢ FE1.KG(mskin, AGG OSV)
1,i0%1,3>981y )

e Ciphertexts (i =75+ 1,...,T):

cty; < FE;.E(mskoyt, (msk}, K;,0))
Sklyi — FEl'KG(mSkimAGGmgi,z%i,O,si,mskf,Ki)
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e Ciphertexts (i =1,...,T):
cta; < FE1.E(mskin, (x%i,x%’i,Tg,i,), 1)
v = FE1.E(msk?, (2} ;, 25 ,); PRF.Eval(Kj, 72,1))

e Ciphertexts (i =1,...,T,3 < <t):

ctp; < FE1.E(mskin, (90272-, x},i,Tm,),f -1)

v = FE1.E(msk?, 2} ;; PRF.Eval(K;, 70,))
e Functional keys (i =1,...,T):
sky, FE1.KG(msk0ut,Dflg)7fl;’zl,7j_)

As in Claim 3.4 we have the following claim:

Claim A.8. There exists a probabilistic polynomial-time adversary B3)=43) such that

y B 4 _ IFE._
Pr [HO9(3) = 1] - Pr [ (3) = 1] ‘ AW ).

Experiment H (59 (\). This experiment is obtained from the experiment #(*7)(\) by modifying
the j* ciphertext as follows. We replace (msk?, Kj,0) with (L, 1,0). Moreover, in the ith func-
tional key corresponding to the functions (f?, f!) we hardwire the value § = FEl.KG(mskj,Cf;,;

PRF.EVE)'(Kj,Zi)).
e Ciphertexts (i =1,...,7 —1):

cty; < FE;.E(mskoyt, (msk}, K;,1))
Skl,i — FEl'KG(mSkimAGGx’{,i,x},i,l,Si,msk,-*,Ki)

Ciphertexts (i = j):

Ctlﬂ' — FEl‘E(mSkouh (77 0))

Skl,z’ — FEl.KG(mSkin, AGGx‘i’i,x%’i,O,si,L,L)

Ciphertexts (i =j+1,...,T):

cty; < FE;.E(mskoyt, (msk}, K;,0))
Skl’i — FEl'KG(mSkin’AGG$1{71-,Z{’1;,0751',mSkvai)

Ciphertexts (i =1,...,T):

Ctg,i — FE1.E(msk;n, (l‘gﬂ-, :c%}i, T2,is Sjs 'y), 1)
v = FE1.E(msk?, (24 ;, 25 ,); PRF.Eval(K, 72,1))

Ciphertexts (i =1,...,T,3 < {<t):

Ctg,i — FEl-E(mSkinv (372,1'7 x%,i? Te,i> 55> 7)’ £~ 1)
v = FE;.E(msk?, 2} ;; PRF.Eval(K;, 7¢,))
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e Functional keys (i =1,...,T):

Skfi <— FEl'KG(mSkOUt’Dfib,fil,zi,)
= FEl.KG(mSk;, Cfb; PRF.EvaI(Kj, Zl))
As in Claim 3.5 we have the following claim:

Claim A.9. There exists a probabilistic polynomial-time adversary B49=053) such that

‘Pr [7—[(44)()\) = 1} —Pr [7—[(5’j)()\) = 1} ‘ < AdVEEYE g0 (V)

Experiment H (69 (\). This experiment is obtained from the experiment #4)(\) by modifying
the hardwired value of the +’s and the d’s to use randomness sampled uniformly at random rather
than randomness generated using a PRF.

e Ciphertexts (i =1,...,5 —1):

cti; < FEi.E(mskoyt, (msk}, K;,1))
Skl,i — FE1.KG<mSkin,AGzelyyz_Jiiylﬁi’msk:,[{i)

Ciphertexts (i = j):

cty; < FE1.E<mSkout,(J_,J_,O))
Skl,i — FEI.KG(mSkin,AGG b .1 O,Si,L,L>

T1,i9%1 50

Ciphertexts (i =7+ 1,...,T):

cty; < FE;.E(mskoyt, (msk}, K;,0))
Skl’i — FEl'KG(mSkimAGGmgi,x%i,O,si,mskf,Ki)

Ciphertexts (i =1,...,T):
cty; FE1.E(mskin, (l‘g,i’ QZ%’Z-, T2,iySjs ’7), 1)
= FE;.E(mskJ, (:Ulij, :Bgz))
Ciphertexts (i =1,...,T,3 < {<t):

cty; < FE;.E(mski,, (m27i, xii,mi, $5,7), L —1)

= FE;.E(msk}, zf,)

Functional keys (i =1,...,T):
sky, < FEl.KG(mSkout,Dfilz7fi1’zi75)
— FE1.KG(msk}, Cjs)
As in Claim 3.6 we have the following claim:

Claim A.10. For every j € [T] there exists a probabilistic polynomial-time adversary B5:3)—(6.9)
such that

‘Pr [7—[(5’j)(/\) — 1} —Pr [7-[(60')(/\) = 1} ’ < Advpge ge.-6.0) (A)-
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Experiment H(79) (\). This experiment is obtained from the experiment () (\) by modifying

the ciphertext as follows. In the i*" ciphertext corresponding to i = 2 we embed in 7 the encryption
of (xij, x} ;) rather than (xlij,:cgvi). In the i*? ciphertext corresponding to i = ¢ > 2 we embed in

v the encryption of x} ;, Tather than xz ;- Moreover, we replace the circuit embedded in ¢ in the ith
functional key to be Cy1 rather than Cfg,.

e Ciphertexts (i =1,...,5 —1):

cty; < FE;.E(mskoyt, (msk}, K;, 1))
skii ¢ FELKG(Mskin, AGG,t 1 14, mekt,ic)

Ciphertexts (i = j):

cty; < FEl.E(mSkout,(J_,L,O))
Skl’i — FEl.KG(mSkin, AGGx?,i@%,ivovsivJ—vL)

Ciphertexts (i =7+ 1,...,T):

cty; < FE;.E(mskoyt, (msk}, K;,0))
Skl’i < FEl'KG(mSkin’AGGﬂLi,Z{’i,U,Si,mSkf7K11)

Ciphertexts (i = 1,...,T):

Ctgyi — FEl.E(mskin, (l‘g’i, LE%’Z', T2,iySjs ’y), 1)

v = FEL.E(msk’,| (21, 25,) )

Ciphertexts (i =1,...,T,3 < { <t):

ctp; < FE1.E(mskin, (mzi, x%ji,mi, s5,7),0—1)

v = FE1.E(msk, |z}, |)

Functional keys (i =1,...,T):
sky, FEl.KG(mskout,Dfp7 ;72176)
6 = FE1.KG(msk},| Cp1 )

As in Claim 3.7 we have the following claim:

Claim A.11. There exists a probabilistic polynomial-time adversary BO)=(31) sych that

‘Pr [H(GJ)(A) = 1} —Pr [H(7’j)(>\) = 1} ‘ < AdVIETE g (V)

Experiment H (89 (\). This experiment is obtained from the experiment #(77)(\) by modifying
the hardwired values in the v’s and in the §’s to use randomness generated using a PRF rather than
randomness sampled uniformly at random.

e Ciphertexts (i =1,...,7 —1):

cty; < FE;.E(mskoyt, (msk}, K;, 1))
Sklyi — FEl'KG(mSkimAGGmgi,z%i,l,si,mskf,Ki)
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Ciphertexts (i = j):

Ctl’i — FE1.E<mSkout,(J_,J_,O))

Skl,i — FEI.KG(mSkin, AGG$1{’i,I%7i7075i7lvi)

Ciphertexts (i =7+ 1,...,T):

cty; < FE;.E(mskoyt, (msk}, K5, 0))
Sklﬂ' — FEl'KG(mSkimAGGml{J,z}’i,O,si,mskf,K¢>

Ciphertexts (i =1,...,T):

CtQ’Z' — FEl.E(mSkin7 (x%i, 1‘%72-, T2,iy S, 'y), 1)
= FE.E(msk}, (z] j, 23 ,); PRF.Eval(Kj, 72,))

Ciphertexts (i =1,...,T, 3 < (¢ <t):

ctp; < FE1.E(mskin, (xll?’i,:cii,Tg’i,sj,fy),f -1)
= FE;.E(msk}, z ;; PRF.Eval(Kj, 7¢,))

Functional keys (i =1,...,T):
sky, FEl.KG(mSkout,Dfib, }7%6)
— FE; .KG(msk?, C1; PRF.Eval(Kj, 2;))
As in Claim 3.8 we have the following claim:

Claim A.12. There exists a probabilistic polynomial-time adversary BT =®3) sych that

- [7_[(7@( A) = 1} _Pr [H@J)(A) - 1} ‘ < Advpge 576 ().

Experiment H (%9 (\). This experiment is obtained from the experiment #®7)(\) by modifying
the j*" ciphertext to contain the pair (mskj7 K;). Moreover, in the functional key corresponding to
the function f; for i € [T] we remove the hardwired value 0.

e Ciphertexts (i =1,...,7 —1):

cti; < FEi.E(mskoyt, (msk}, K;,1))
Skl,i — FEl'KG(mSki”’AGGI!{J7x%,i,178i,m5kf,Ki)

e Ciphertexts (i = j):

cti; 4 FE1E(mskous, (msk} [ K |[1])

Skl,i — FEl.KG(mSkin,AGGx? v,x% -,O,Si,J—,J-)
e Ciphertexts (i=j+1,...,T):

cty; < FE;.E(mskoyt, (msk}, K;,0))
Sklyi — FEl'KG(mSkimAGGmgi,z%i,O,si,mskf,Ki)
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e Ciphertexts (i =1,...,T):

cty; < FE1.E(mskin, (xé”i,x%,i,m,i, $5,7),1)
7 = FE1.E(msk], (xij, g:;,i); PRF.Eval(K;, m2,))

e Ciphertexts (i =1,...,T,3 < ¢ <t):

ct; < FEi.E(mski,, (m27i,x%7i,Tg7i,sj,7),€ -1)
v = FE;.E(mskj, xji; PRF.Eval(K;, 7))

e Functional keys (i =1,...,T):
Skfi — FEl.KG(mSkOUt’fo,fil,zi,)

As in Claim 3.9 we have the following claim:

Claim A.13. There exists a probabilistic polynomial-time adversary B&D=O3) sych that

Pr [HED(N) = 1] = Pr (1O (1) = 1] ] < AVETE o ()

Experiment #(1%9) (X). This experiment is obtained from the experiment H%7)(\) by modifying
the ciphertexts as follows. For the i*" ciphertext corresponding to i = ¢ > 2 we remove the hardwired
pair (sj,7). Moreover, we encrypt the 4 ciphertext corresponding to i = 1 with w = 1. Notice
that H(10:7) = HBJ+1),

e Ciphertexts (i =1,... ,):

cty; FEl.E(mSkout, (mskf,Ki, 1))
Skl,i — FEl.KG<mSkin,AGGx1{Z_7x% i,178i7m5k;,Ki)

e Ciphertexts (i=j+1,...,T):

Cty; FEl.E(mSkout, (mskf,Ki,O))
Skl,i — FEl.KG<mSkin,AGG b .1 O,Si,mskf,Ki)

Ty %1 40

e Ciphertexts (i =1,...,T,2 < ¢ <t):
cte < FE1.E(mskin, (3,24 5, 700, L, L)), £ = 1)
e Functional keys (i =1,...,T):
sk, ¢ FE1.KG(mskout, Dy 1 1)

As in Claim 3.10 we have the following claim:

Claim A.14. There exists a probabilistic polynomial-time adversary BO)=103) such that

i i IFE¢—
Pr [HOD () = 1] = Pr KO (3) = 1] ‘ < AV o (V)
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Experiment H (1) (\). This experiment is obtained from the experiment #3741 ()\) by modifying
the ciphertexts not to include f? at all.

e Ciphertexts (i = 1,...,T):

cty; < FEi.E(mskoyt, (msk}, K;,1))
Skl,i — FEl'KG(mSkimAGle{’i@}Yi,l,si,mskf,Ki)

e Ciphertexts (i =1,...,T,2 < ¢ <t):
cty; < FE;.E(mskin, (xzi,a:%’i,rg,i,L, 1),6-1)
e Functional keys (i =1,...,T):

sk, < FEl-KG(mSkOUt’D Fhz J_)

As in Claim 3.11 we have the following claim:

Claim A.15. There exists a probabilistic polynomial-time adversary BSTTV=00) sych that

Pr [HOTHD() = 1] = Pr [HOD () = 1] < AQVEIE (ian (V).

Experiment #(2)(\). This experiment is obtained from the experiment () (\) by modifying
the ciphertexts not to include a:f’l at all for i € [t] and ¢ € [T]. Notice that this experiment is

completely independent of the bit b, and therefore Pr[H(2(\) = 1] = 1/2.

e Ciphertexts (i = 1,...,7T):

ct1; < FE;.E(mskout, (msk}, K, 1))

ski; FEl.KG(msk;n,AGGJ}J}lvs&msk:,Ki)
e Ciphertexts (i =1,...,T,2 < <t):

cty;  FEL.E(mskin, (L] af,;, 74, L, 1),6 1)
e Functional keys (i =1,...,T):

sk, ¢ FE1.KG(mskout, D f1, |)

As in Claim 3.12 we have the following claim:

Claim A.16. There exists a probabilistic polynomial-time adversary BAY=702) sych that

‘pr [H(”)(A) _ 1] _pr {7.[02)()\) = 1} ‘ < AstFeElgel_'Ei}/,Bal)—%l”()‘)'
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Finally, putting together Claims A.6-A.16 with the facts that H(©(\) = Exp*FE:_ (X)), H)())
=H3Y () and Pr [HIP()\) = 1] = 1/2, we observe that

selFE¢
AdVFEie' T A

FE? . F,.A

def [ selFE _ 1
= |Pr _EXpFEie',tf,A()‘) = 1} — ‘

Pr :’H(O)()\) - 1} —Pr [H“?)(A) - 1} ‘

1
ST = 1] — P [26+D () —

< > Pr[HO() = 1) = Pr [HEFD () 1”

+ZT229: ‘Pr [’H(j’i)()\) - 1} ~Pr [”H(j“’i)()\) - 1”

i=1 j=3

+|pr [7—[(3’T+1)()\) - 1] —Pr [7—[(11)()\) - 1”

+ (Pr [HODO) =1] = Pr [H12()) = 1”
< neg(A)

A.3 From Selective to Adaptive Security for t-Input Schemes

In this section we generalize the construction from Section 4 to get a fully-secure ¢-input functional
encryption scheme assuming any fully-secure (¢ — 1)-input functional encryption scheme and any
selectively-secure t-input functional encryption scheme. Our construction relies on the following

building blocks:

1. A private-key single-input functional encryption scheme FE; = (FE;.S, FE;.KG, FE;.E, FE;.D).
2. A private-key (¢t —1)-input functional encryption scheme FE;_; = (FE;_;.S, FE;_1.KG, FE;_.E,

FE,_,.D).

3. A private-key t-input functional encryption scheme FES® = (FES®.S, FES® KG, FE®.E, FES®'.D).
4. A puncturable pseudorandom function family PRF = (PRF.Gen, PRF.Eval, PRF.Punc).

The scheme FE; = (FE;.S, FE;.KG, FE;.E, FE;.D) is defined as follows.

e The setup algorithm. On input the security parameter 1* the setup algorithm FE,;.S samples
msk;_1 < FE;_1.5(1*) and msk; « FE3®.S(1*) and then outputs msk = (msk;_y, msk;).
e The key-generation algorithm. On input the master secret key msk and a function f € F),
the key-generation algorithm FE;.KG outputs sk; < FES*.KG(msk, Dyyqt,. ., 1.1), where
———

t times

DfJ_ 1 1. | isat-input function that is defined in Figure 7.
) Y

t times
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Dfo,fl,c,T{,...,Tt',u((Km5k7 Kkey, T1,thro, ..., thl’t), (Cz, 7'2), ey (Ct, ’Tt)):
1. If 7/ = 7; for all ¢ € [t], output u and HALT.

Compute 7 = PRF.Eval(K™* 75 ... 7).

Compute 7’ = PRF.Eval(K*® 75 ... 7).

Compute mskr, . -, = FE;.S(1%;7).

Fori:=1,...,t do:

(a) If ¢; < thr; then set f = f; and exit loop.

(b) If ¢; > thr; then set f = fy and exit loop.

(c) If ¢; = thr; and ¢ < t continue to next iteration (with ¢ =1+ 1).

(d) If ¢; = thr; and i =t set f = fi.

6. Output FE{.KG(msk., -, C;1’).

Cr((1yeeeyxt)):
1. Output f(x1,...,x¢).

AN

Figure 7: The t-input function Dy, t, c /... 7« and the single-input function Cf.

e The encryption algorithm. On input the master secret key msk, a message m and an index
i € [2], the encryption algorithm FE;_;.E has two cases:
— If (m,i) = (x1,1), it samples 7 + {0,1}* uniformly at random, three PRF keys K®"°,
K*Y KMk « PRF.Gen(1") and outputs a pair (cty,sk;) defined as follows:

ct; « FE E(msk;, (K™ K*Y 71.0,...,0),1)
——

t—1 times

sky < FE;—1.KG(msk;_, AGG, | 0. ... O msk feene | 1)
—— ——’

t—1 times t—1 times
where the single-input function AGle’J_yo’ o Our sk feene |1 18 defined in Fig-

t—1 times t—1 times

ure 8.
— If (m,i) = (x4,7) and 4 > 1, it samples 7; + {0,1}* uniformly at random and outputs a
pair (ct;,ct};) defined as follows:
ct; « FE® .E(msky, (1,7),1)
ct; « FE;_1.E(msks_1, (z;, L, 1,7, L,..., L, 1),i—1).
—_———

t—1 times

e The decryption algorithm. On input a functional key sk; and ¢ ciphertexts (ctq,skq)
and (cto,cth), ..., (ct,ct)), the decryption algorithm FE;.D first computes the value sk’ =
FE;—1.D(sk¢,cty,...,ct;), then it computes the value ct’ = FE;.D(sky, ct5, ..., ct}), and finally
it outputs FE;.D(sk’, ct’).

The following theorem captures the security of the scheme. This theorem states that under
suitable assumptions on the underlying building blocks, the t-input scheme FE; is fully private (see
Definition 2.7).

Theorem A.17. Let t > 1 be any fized integer. Assuming that (1) FEy is fully secure, (2) FE;_1

is fully secure, (3) FES® is selective-message secure, and (4) PRF is a puncturable pseudorandom
function family, then FE; is fully secure.
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AGG_o

:zzl,a:i,thrz,...,thrt,fl,K’“Sk,Ke“C,Tl,g,...,Tl,t,ul

0 1 0 1 .
((xm Loy C2yT29T2,19T2,35+++45T2ty u2)9 ceey (xt s Ly 9 Cty Tty Tt,1ye oy Tty ut)) :

If 3i € [t] such that Vj € [¢] \ {i} it holds that 7; ; = 7;, then output u; and HALT.
Compute r = PRF.Eval(K™* 15..., 7).

Compute 7’ = PRF.Eval(K®", 15 ..., 7).

Compute msk,, . = FE;.S(1%;7).

Fori=1,...,t do:

(a) If ¢; < thr; then set x; = z} for all i € [t] and exit loop.

(b) If ¢; > thr; then set z; = x¥ for all i € [t] and exit loop.

(c) If ¢; = thr; and ¢ < t continue to next iteration (with i =14+ 1).

(d) If ¢; = thr; and i = t set x; = z} for all i € [¢].

6. Output FE{.E(msky, ., (z1...,2¢);77).

AN ol i

Figure 8: The {-input function AGG,0 41 thry ... thry 7y Kmsk Ko 7 ol -

We note that the proof of Theorem A.17 assumes that ¢ is a fixed constant. The reason for this
limitation is that the number of hybrids in the proof of security is A2®), where X is the security
parameter, which is polynomial for any constant ¢. If we assume that the underlying building blocks
are sub-exponentially secure, then the proof of Theorem A.17 can be used for a super-constant
number of inputs.

Proof of Theorem A.17. Let A = (A1, A2) be a valid adversary that issues at most T; = Tj(\)
encryption queries with respect to index i € [¢t] and at most Ty = To(\) key-generation queries (note

that Tp,...,T; may be any polynomials and are not fixed in advance). We assume for simplicity

and without loss of generality that Ty =--- =T, efr

We present a sequence of experiments and upper bound A’s advantage in distinguishing each
two consecutive experiments. The first experiment is the experiment in which A gets oracle ac-
cess to a left-or-right key generation oracle KGp(msk, -, -) and to a left-or-right encryption oracle
Ency(msk, (+,-),-) for b < {0,1} chosen uniformly at random (see Definition A.3), and the last
experiment is completely independent of the bit b. This enables us to prove that there exists a
negligible function neg(-) such that

1

u . def u ¢
AdviullFE: < pp [Exp',c:éltFE’A()\) = 1] — 2' < neg(A),

FE{, F,A —

for all sufficiently large A € N. In what follows we first describe the notation used throughout the
proof, and then describe the experiments.

Notation. We denote the i*" ciphertext with respect to i = 1 by (ski,,cty,;) and the ith ciphertext
with respect to i = £, where 2 < £ < t, by (ctg,i,ct’w). We denote the i*® encryption query corre-
sponding to the index i = 1 by (:c(ii, a:%l), the random strings used for generating the resulting skj ;
by 71, the PRF keys used for generating the resulting ct;; and sk ; by K{“Sk, Kll.‘ey and K;"°. We
denote the i encryption query corresponding to the index i = ¢ > 2 by (952,w xii), and the random-
ness used for generating the resulting (cty;, Ctlm) by 7¢;. Finally, we denote by (f7, f{),..., (f%, f)
the function pairs with which the adversary queries the key-generation oracle to get sky,,...,skyg,.
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Experiment H(?(\). This is the original experiment corresponding to b < {0,1} chosen uni-
formly at random. That is, A gets oracle access to the key-generation oracle KG,(msk, -) and oracle
access to a left-or-right encryption oracle Ency(msk, (-, -),-) where b < {0, 1} is chosen uniformly at
random.

e Ciphertexts (i =1,...,T,{=2,...,t):

cty; + FE.E(msky, (K™ K'Y 71,,0,...,0),1)
——

(2

t—1 times

Sk]_’l' — FEtf]_.KG(mSktf]_, AGGmIi,wJ—vO? . 70,T1’¢,KE15k,K,?nC,_L, cy J_’J_)
—— ———
t—1 times t—1 times

cty; + FES.E(msky, (1,774), %)
ct),; + FE;_1.E(msk_1, (2 ;, L, 1,705, L,oooy L, 1), 0—1).
’ ’ ——

t—1 times

e Functional keys (i =1,...,T):

Skfl . FE?e'_KG<mSk2, Dfi;J?LVLJ_, e J_,L)
——

t times

Experiment H (1) (\). This experiment is This experiment is obtained from the experiment H(® ())
by modifying the encryptions as follows. Given inputs (:cgi, x% ;), instead of setting the field z; to
be L we set it to be :1/:%Z In addition, in the encryptions Ct/&i corresponding to i = £ > 2 we embed
a counter.

e Ciphertexts (i =1,..., T, {=2,...,t):

ct1; + FE E(msky, (K™, K'Y 71,,0,...,0),1)
——

7

t—1 times

ski; < FEi—1.KG(mski_1,AGG )
xl{ Xl l.]_ ,L' ,0, e ,O,lei,K;-“Sk,Kiem,J;, ceey L,L
) ) \
t—1 times t—1 times

cty; + FES®.E(msky, (1,774),%)
b B
ct); « FE_1.E(mske_1, (2}, | 2, il s, Ly, L, 1), 6= 1),

X3

t—1 times
e Functional keys (i =1,...,T):
skf, « FEf.KG(msko, Dy | | | 1)
PRt Eat) ) ) )

t times

As in Claim 4.2 we have the following claim:

Claim A.18. There exists a probabilistic polynomial-time adversary BO~W such that

[Pr[HO0) = 1] = Pr[HO0) = 1] | < A0EE 2 ).

51



Experiment #(?) (). This experiment is obtained from the experiment #()(\) by modifying the
functional keys follows. Given inputs (f, f1), instead of setting the field fi to be L we set it to be
fil. In addition, in the ciphertexts ct;; corresponding to i = ¢ > 2 and in the functional keys we
embed a counter.

e Ciphertexts (i =1,...,T, £ =2,...,t):
cty; < FE® E(msky, (K™K, K 71,,0,...,0),1)
——

t—1 times

Skl,i $— FEtfl.KG(mSktfl, AGG:EI{ 1 0’ . ,O,Tl 2_J(mskl('_enc’J_7 ey J_’J_)
9 1 1

R
2277 1,90

t—1 times t—1 times

cty; + FESSE(msky, (], 72.4), ¢)
b o1
cty; + FEi1.E(mske1, (272049 T Ly L, L), €= 1).
t—1 times

e Functional keys (i =1,...,T):
sk, < FES®.KG(msk;, D

ol f ,,L, . ,L,i)

As in Claim 4.3 we have the following claim:

Claim A.19. There exists a probabilistic polynomial-time adversary B =) such that

IFE
Pr [7—[(1)()\) - 1} _Pr [7—[(2)()\) - 1} ‘ <AV i (V).
Experiment #(3:J:k2:+kt) (X), This experiment is obtained from the experiment % (\) by modi-
fying the encryptions as follows. The first j — 1 ciphertexts with respect to index i = 1 are generated
such that thro, ... ,thr; = T and w = 1, the j* ciphertext with respect to index i = 1 is generated
such that thr; = k; for i € [T] and the rest of the ciphertexts are generated as before.

e Ciphertexts (i =1,...,7 —1):

cty; < FES E(msky, (K™K KX 7, T,...,T],1)
—_—

t—1 times

ski; < FE;—1.KG(msk;—_1, AGG
171 =1 ( b xl{ ivz} @) T7 e 7T 7Tl,iaK;'“Sk7KienC7J—7 cecy L,L)
B s N——

| ——

t—1 times

t—1 times

o Ciphertexts (i = j)

cty; < FESE(msky, (K™ K 714, ka, . ke ]), 1)
sky; < FE;_1.KG(msk;_1, AGG
b r-1-KG(mske-t, I?,i’x%,iv,T1,i,KZ’.“5k,K§“°,J_,...,J_,J_)

t—1 times

e Ciphertexts (i=j5+1,...,T)

1

ct1; + FE* E(msky, (K™ K'Y 71,,0,...,0),1)
——
t—1 times

Sk]_/L' < FEtf]‘.l’<G(mSkt7]_7 AGG b 1 07 . 70’T172‘7KT5L(7K¢€”C7J_7 Cly J_’J_)

T1,4T1,0)

t—1 times t—1 times
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e Ciphertext (i =1,..., 7, =2,...,t):

cty; + FES®.E(msky, (i,77,), ()
cty; + FEe1.E(mske_1, (2}, 201,704, L, ..., L, L), £—1).

t—1 times

e Functional keys (i =1,...,T):

sky, = FE*.KG(msky, Dy 11 1 1)
——

t times

Notice that H(3:1:0-0) — 34(2),

Experiment H(43:k2-+k) (X), This experiment is obtained from the experiment H (3:7:k2-ke)())

by modifying the encryptions as follows. First, we sample in advance 71 j, T gy, - - - s Tt ky» K ;"Sk, K]l.(ey

= 1FE.S(1%; PRF.EvaI(KJ’»“S‘k,727162 ...Ttk,)). Then, assume
that the j* encryption comes after the k;** encryption with respect to index i = i for all i > 1.
In this case, we embed into sky ; the values (72, ..., Tt k,,y) Where v = 1FE.E(msk;, ;

(l‘lij,SUg kot xi’ k)3 PRF.EvaI(K;”C, Toky ---Tth)). (More generally, we embed into the ciphertext

enc
and K5"°, and compute mskr, ;7\ o

772,162 7"'»Tt,kt ?

that comes last the corresponding values.) Finally, instead of using K J’»“Sk and K;ey in the j*®

encryption with respect to mski, we use K;"Sk|{72 k- } and an k) which are the keys

--Tt,kt C‘{Tgykz.
K}“Sk and K;"c punctured at the point {79, ... Tk, }-

For concreteness we assume that the latter is the case, namely, that the j* encryption with
respect to index i = 1 came after the k;'" encryption with respect to index i = i for every i > 1 (the

other cases are handled similarly).
e Ciphertexts (i =1,...,5 —1):

cty; « FEF E(msk, (K™K KXY 7, T,...,T),1)
N—_——

t—1 times

Skl,i — FEt_l.KG(mSkt_l, AGbe 1 1“7 . 7T7T1 i7Kmsk7Kgnc7L’ ey L,L)

1,iT1,4)

t—1 times t—1 times

o Ciphertexts (i = j)

ct; + FE.E(msky, (KM, K'Y 714 k... k), 1)

(2

ski; < FE;—1.KG | msk;_1, AGG

bl | KmsK|
zl, zl,i’k2 ,,,,, kt«"'l,za K’L {7-2,k2---7—t,kt} A

i’

enc
Ki |{T2,k2~~'7't,kt} 7’ T2,kgs - -+ 7Tt,kt7’7‘

— FE;.S(1*; PRF.Eval(K™* 73, ... 71,))

mSle,j,Tz,kQ T ey

_ b b b . enc
v = FEl.E(mskTM’TQ‘kQ,“Tt’kt, (a:lvj, T3 s - - - vxt,kt)’ PRF.Eval(K;", To ko - - - Teky))
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e Ciphertexts (i =j75+1,...,T)

ct; + FE.E(msky, (K™, K'Y 71,,0,...,0),1)
N——

(2
t—1 times

sk = FE—1.KG(mski—1, AGG s o1 0 0y, mskgcene 1L 1 1)

. TT -
4277 1,90

t—1 times t—1 times

e Ciphertext (i =1,..., 7,0 =2,...,t):

cty; + FES®.E(msky, (i,77,), ()
cty; + FEe1.E(mske_1, (2}, 201,705, L, ..., L, L), —1).

t—1 times

e Functional keys (i =1,...,T):

sky, = FE*.KG(msky, Dy 11 1 1)
——

t times
As in Claim 4.4 we have the following claim:

Claim A.20. There exists a probabilistic polynomial-time adversary BGJkz-k)=(4ike k) gych
that

fullFE,_1

Pr |:H(37j7k2...7kt)()\) — 1} — Pr |:H(47j7k2...7kt)()\) = 1} ‘ < AdVFEt_l,]:’,B(S*j*kQ""kt)"(‘l’j‘k?”’ki)()\).

Experiment H (%:-k2-kt) (X), This experiment is obtained from the experiment H(4:7k2--ke)())
by modifying the encryptions as follows. First, instead of using K ;“Sk and K ;ey in the j* en-
cryption with respect to msk;, we use K?Sk|{7'2,k2---7't,kt} and K;ey|{72’k2_._ﬁ’kt} which are the keys
KJ'-“Sk and K;ey punctured at the point {74, ... 7, }. Second, we hardwire into every functional
key for a pair (f°.f}) the list (714, Tokys---» Tt.hy»0), Where § = 1FE.KG(mskTLj772yk27,._’7-“%,Cfib;
PRF.Eval(K!¥, Ty - e, ))-

e Ciphertexts (i =1,...,7 —1):

(2

ct1; + FEF.E(msk, (KM K'Y 7, T,...,T),1)
——

t—1 times

1,i%1,40

Sk]_,i < FEt_]_.KG(mSkt_]_, AGbe 1 7"7 . ,T,Tl i,KmSk,K-e"C,J_, R J_’J_)
b k2 K2

t—1 times t—1 times

e Ciphertexts (i = j)

| k k
Ctl,i — FEie 'E(mSkta ( szs ‘{7'2’]@...7}7]%} ) K,L ey‘{'rg7k2...7't7kt} y T1,45 k?a teey kt)7 1)

Skl’i = FEt_l‘KG(mSkt_:l? AGGI?J»I%J;7k2»~~-7ktyTl,i7KF5k|{72’k2.4.Tt’kt}7K§nc‘{‘r27k2..A’tykt}77-2,k27~"77t,kt 77)

= FE;.S(1*; PRF.Eval(K™* 7y, ... 71,))

(xlij, xg,,@, . xg,%); PRF.Eval(KE", To gy - - - Te.ky))

mSkTI,jaT2,k2---7't,kt

~v = FE;.E(msk

Tl,ij2,k2-~~Tt,kt7
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e Ciphertexts (i =j75+1,...,T)

cty; «— FEF E(msky, (K™K K 71,,0,...,0),1)
——
t—1 times

sk = FE—1.KG(mski—1, AGG s o1 0 0y, mskgcene 1L 1 1)

RS WD)
t—1 times t—1 times
e Ciphertext (i =1,..., 7,0 =2,...,t):
cty; + FES®.E(msky, (i,77,), ()
b .1
ct@ji < FEi—1.E(mske—1, (20,2054, 705 Ly ooy L, L), £ = 1).
t—1 times
e Functional keys (i =1,...,T):
sky < FE® KG(msk., D
fi t ( ro ki, 7'17]',7'271@2...,7',57@,(5

= FEl.S(l’\; PRF'EV3|(Kstk, Thy - .- Tkt))
e Ot PRF'EVQI(K;ey, Thy - - Tt )

mSle,j,TQ,k2~~~Tt,kt

d = FE;.KG(msk

T1,5172,kg -
As in Claim 4.5 we have the following claim:

Claim A.21. There exists a probabilistic polynomial-time adversary B(4k2--ke)=Ggke. k) gy ep
that
[Pr [t () = 1] = Pr [HOTR2k) () = 1] | < AdveeEEs ).

FEieI7]:/73(4,3',/&2...,kt)ﬁ»(s,j,kg.“,kt)

Experiment #(6:3:k2--k) (X), This experiment is obtained from the experiment H (5:7:k2:ke)())
by modifying the encryptions as follows. Instead of using randomness generated using a PRF we
use randomness sampled uniformly at random. That is, mskr, ; -, , . -, , 7 and d are generated
using randomness that is sampled uniformly at random rather than generated using a PRF. We
emphasize that mskﬁ’jﬁz’kr“,’n’kt is computed in advance once as mSkn,j,Tg,kQ,...,Tt,kt — 1FE.S(1/\).

e Ciphertexts (i =1,...,7 —1):

1

cty; < FE E(msky, (K™K, K 7, T,...,T),1)
——

t—1 times
Skl’z‘ — FEt_l.l’(G(rﬂSkt_l7 AGGfg,iﬂz%,i’T7 L. 7T,7_17i7K?15k7Kienc7J_’ RN J_,L)
t—1 times t—1 times

e Ciphertexts (i = j)

| k ke
Ctl,i — FEie 'E(mSkta (K;ns |{7'2,k2~~-7't,kt}’ KZ y|{7'2,k2...7't,kt}7 Tl,is k27 SRR kt)a 1)

ski; ¢ FE;(—1.KG(msk;—1,AGG_» 1 - msk
177’ t—1 ( t—1, wl,i,ﬂf17i,k2,...,kt,le.“K{ns |{72’k2A“Ttykt}’Kgnc‘{TZ’kz'“Tt,kt}’TQ*kQ’“"Ttvkt”y)

mskr, ;7 iy mi, | = FELS(1Y)

= FELE(MSKyr, ;i (20 5025 4y -5 20 ,)
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e Ciphertexts (i =j75+1,...,T)

1

cty; < FE® E(msky, (K™K, K 71,,0,...,0),1)
——
t—1 times

5k1,i<—FEtfl-KG(mSkt*hAGng 1 0,...,0,717i,K;nsk,K§"C,J_,...,J_,L)

L XTT .
2277 1,90

t—1 times t—1 times

e Ciphertext (i =1,..., 7,0 =2,...,t):

cty; + FES.E(msky, (4,70,),£)

cty; + FE;_1.E(mske_1, (x27i,x;,i,é,fg,i,¢, o) e—1).
N——
t—1 times

e Functional keys (i =1,...,T):
sky, + FEF KG(msky, D

1'17i771,ja72,k2---7Tt,kt»6)
= FE1.KG(mskTLj772yk2,,.Tt’kt , Cfib)

As in Claim 4.6 we have the following claim:

Claim A.22. There exists a probabilistic polynomial-time adversary BO:k2-ki)=(6.5ka-kt) gy cp,
that

‘Pr [H(S,j,kz...,kt)()\) — 1] _ PI' [H(Gyjka-.-,kt)()\) — 1]‘ S 3 . AdVPRF7B(57j7k‘2~wkt>_’(67jvk2“"kt)()\)'

Experiment H(7-3:k2--k) (X), This experiment is obtained from the experiment # (6:7:k2-ke)())
by modifying the encryptions as follows. Instead of having (xll’ i ‘TZZ),I@? . 795?,1%) hardwired in +v and
fo in §, we hardwire the values (mij, x%h, ceey x%kt) and sz;, respectively.

e Ciphertexts (i =1,...,7 —1):

cty; « FEFE(msk, (K™ K'Y, r,;,T,...,T),1)
——
t—1 times

Skl’i — FEt_l.KG(mSkt_l, AGG b .1 T, . ,T,Tl i,KT“Sk,K.e”C,J_, e J_,L)
) 1 2

T1,iT1,5>

t—1 times t—1 times

e Ciphertexts (i = j)

se ms k
Ctl,i <~ FEt I'E(mSkt7 (Kz k|{7'2,k2...7't7kt}7 Kz ey|{7’2,k2...7't‘kt}7 Tl,is k27 SRR kt)a 1)
Skl,i — FEtfl.KG(mSktfl,AGG b

1 . msk enc )
xl,i,zu,kg,...,kt,lez,Ki |{7'2,k2 T kg } ’Ki ‘{‘1-2’,€2 .A47t7kt}77—2,k2 oo Tt ke s

MSKry o ooy, = FE;.S(1Y)

_ 1 1 1
Y= FEl'E(mSle,ijQ,kQ-nTt,kt’ ( xl,ja xz,kg’ s 7$t,kt ))

e Ciphertexts (i =75+ 1,...,T)

cty; < FE® E(msky, (K™K, K 71,,0,...,0),1)
——

t—1 times

Sk]_/L' < FEtf]‘.l’<G(mSkt7]_7 AGG b 1 07 . 70’T172‘7KT5L(7K¢€”C7J_7 Cly J_’J_)

T1,4T1,0)

t—1 times t—1 times
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e Ciphertext (i =1,..., 7, =2,...,t):

cty; + FES®.E(msky, (i,77,),¢)

b .
ctz’i < FE;—1.E(msk¢—1, (27, x%’i, i, T, L, ..., L, 1), 0—1).
t—1 times
e Functional keys (i =1,...,T):
|
sky, < FEie-KG(mSkt’fo,f},i,n,j,rz,kz...,n,kt,é)

k3

6 - FEl-KG(msle,jﬂ—Q,kQ~--Tt,kt7 Cfl )

As in Claim 4.7 we have the following claim:

Claim A.23. There exists a probabilistic polynomial-time adversary B6:3k2--ke)=(Tgka k) gy cp,

that

Pr [H(67j7k2---,kt)()\) — 1} — Pr [H(Zikz---,kt)()\) — 1} ‘ < AdV|f:u|l_|117';-E/73(6,j,k2m,kt)a(Zj,kgm,kt)(/\)-

Experiment H(8:3:k2--kt) (X), This experiment is obtained from the experiment H(77:k2:ke)())

by modifying the encryptions as follows. Instead of using randomness sampled uniformly at random
x> Y and ¢ are generated using

we use randomness generated using a PRF. That is, mSkn,j,Tz,kz,...,
a PRF.
e Ciphertexts (i =1,...,7 —1):
cty; < FE E(msky, (K™K, K 7, T,...,T),1)
———
t—1 times

Skl’i — FEt,l.KG(msktfl, AGG , . T’ . ,T,Tl i,KmSk,K.e”C,J_, ceey J_’J_)
k) 2 K2

T1,4T1,5)

t—1 times t—1 times
e Ciphertexts (i = j)
sel msk key
cty; < FE;®.E(msk, (K |{72,k2...rt,kt}7Ki |{72,k2...n,kt},7'1,i,k?27---,k‘t),l)
ski; < FE;_1.KG(msk;_1,AGG » 1 | pemsk
1 t—1 ( t—1, x] @] k2, ke, T KOS |{T2,k2---7't,kt}’K?nc‘{ﬁ,kg---Tt,kt}’7—2”“2""77—’5’%’7

= FE;.S(1*; PRF.Eval(K™* 7y, ... 7%,))

)

mSle,j:TZ,kQ Tt kg

— FEl'E(mSle’j,Tz’kz...Ttykt7 (a”'ij’ x%,kg’ st 71"1},]{&); PRFEval(KZenC7 Tk?2 ct e Tkt))
e Ciphertexts (i =75+ 1,...,T)
ct; + FE.E(msky, (K™, K'Y 71,,0,...,0),1)
——

7
t—1 times
Skl’i — FEt_l.KG(mSkt_l, AGG$?7i7$%’i707 L 7077'17i7K?15k7Kienc7J-? el J_,L)
—— ——

t—1 times t—1 times

e Ciphertext (i =1,..., T, =2,...,t):

cty; + FES®.E(msky, (4,70,), £)
b1 .
cty; + FEi1.E(mske1, (272049 Toa, Ly L, L), €= 1).

t—1 times
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e Functional keys (i =1,...,T):

Skfz «— FEieI'KG(mSthfib, 7:177:7T1,j’72,k2"'7Tt,kt76)
= FE1.S(1*; PRF.Eval(K[™*, 7y, ... 7%,))

msk

T1,55T2,kg Tt ky

= FEL KG(mskr, | 7, 1 7, Ot PRF.Eval(K[ 7y, ... 7%, ))

As in Claim 4.8 we have the following claim:

Claim A.24. There exists a probabilistic polynomial-time adversary B(Tk2-ke)=@.gk2 k) gy cp,
that

‘Pr [7—((7’j”“2""kt)()\) - 1] _Pr [H(S’j’k2""kt)()\) - 1” < 3+ AdVpge s(rike k0 G.ike k0 (A).

Experiment #(99%)()\). This experiment is obtained from the experiment #{(8352--kt)(\) by
modifying the ciphertexts as follows. First, instead of using a punctured keys K]m5k|{7'2,k27-~-77't,kt} and
K;ey‘{Tz,kQ,m,n,kt} in the ;'™ encryption with respect to msksy, we use the original keys K]’-“Sk and
K. Second, we set the threshold thr in cty; to k£ + 1. Lastly, we hardwire into every functional

J
key for a pair (f{.f}) the sequence (L,..., L, 1) instead of (T1j> T2k - s Tty 0)-

e Ciphertexts (i =1,...,7 —1):

ct1; + FE®.E(msk, (KM K'Y 71, T,...,T),1)
——

(2

t—1 times

Skl,i < FEt_l.KG(mSkt_l, AGG b1 T) . ,T,Tl i,K”‘Sk,K?”C,J_, e J_,J_)
b k3 1

Ty 9T7 40

t—1 times t—1 times

e Ciphertexts (i = j)

Ctl,i — FEieI.E(mskt, ( KZmSk , Kl!(ey s Tl ]{72, ey k‘tfl,), 1)

Skl,i — FEt_l.KG(mSkt_l,AGGx? i,CC%i7k2,---,]€t,T1,z‘7KTSk

|{T2’k2.4.7t’kt}ny"c\{TZ,Q..ft’kt}772,k27~-~7‘rt,kty’7)
— Al msk
mSkTI,jvTQ,kT--Tt,kt = FE;.S(1"; PRF.Eval( K™, 7%, . . . Tk,))

v = FELE(MSKe, ;i s (81,45 T3y - - - @4 1, ); PRE.EVal(KE 7, -7y, ))
e Ciphertexts (i=j+1,...,T)

cty; < FE® E(msky, (K™K, K 71,,0,...,0),1)
——

t—1 times
Skl’i — FEt,l.KG(mskt,h AGle{,ivx%,wOv L ,O,Tl,mK?’Skafnc’J—v RV J_’J_)
——
t—1 times t—1 times

e Ciphertext (i =1,..., T, =2,...,t):

cty; + FES®.E(msky, (4,70,), £)
b1 .
cty; + FEi1.E(mske1, (272049 Toa, Ly L, L), €= 1).

t—1 times
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e Functional keys (i =1,...,T):

ky, + FE;®.KG(msky, D
sy FESKGmske, D, i 1))

As in Claim 4.9 we have the following claim:

Claim A.25. There exists a probabilistic polynomial-time adversary B®Jhz--k)=(95k2 ki) gych
that

‘Pr [H(&j,kz...,kt)()\) — 1] — Pr |:H(97j7]€2..~,k‘t)(>\) _ 1” < Advf:eégellzj}llg(B,,j,kz“.,kt)—>(9,j,k2m,kt)()\)'

Next, as in Claim 4.10, we observe that H(OJk2-k)(\) and HBIk2-ke-vketD)(\) are indis-
tinguishable. Moreover, we notice that H37k2:T)(\) = HBdkzki-1+10) (X} and more generally
H(3,j,k2...,ki,T,O,...,O) ()\) _ H(S,j,kg...,ki+1,0,...,0) ()\)

Claim A.26. There exists a probabilistic polynomial-time adversary B(O:5k2--ki)=(B.5ka..ki—1,ki+1)
such that

‘Pr [%(Q,j,kg...,kt)()\) _ 1] _ Pr [%(3,j,k2...,kt,1,kt+1))()\) _ 1} ’

fullFE;—1

< AdVFEt71’]_-/’B(Q,j,kg.4.,kt)a(3,j,k2...,kt_1,kt+l))()\)'

Experiment #(%(\). This experiment is obtained from the experiment H(3T+10.-0)(\) by
modifying the ciphertexts not to include fib at all.

e Ciphertexts (i =1,...,T):

(2

cty; < FE? E(msky, (K™K K 7, T,...,T),1)
——
t—1 times

L1715

sk ¢ FE—1.KG(mske—1,AGGp v o pemsk geene | )
k) k2 K2

t—1 times t—1 times
e Ciphertext (i=1,...,T, £ =2,...,t):

cty; + FES®.E(msky, (4,70,),£)
ct); + FE;_1.E(msky_1, (x);, 20,4, 704, L, ..oy L, L), £ —1).
? ) ) \

t—1 times

e Functional keys (i =1,...,T):

sky, < FE$®.KG(msk;, D )
' B I 0 I I
i

i

t times
As in Claim 4.11 we have the following claim:

Claim A.27. There exists a probabilistic polynomial-time adversary B3T+1.0--0)=010) sych that

FEiel7.7'—/,B<3’T+1’O ,,,,, 0)—(10)

‘Pr [H(3,T+1,0,...,0)()\) _ 1} —Pr {H(IO)(A) _ 1} ‘ < AdvseFE: \).
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Experiment 1) (X). This experiment is obtained from the experiment (9 ()\) by modifying
the ciphertexts not to include xf’l at all for i € [t] and ¢ € [T] Notice that this experiment is

completely independent of the bit b, and therefore Pr[H(D()\) = 1] = 1/2.

e Ciphertexts (i =1,...,T):

(2

cty; < FES E(msky, (K™K K 7, T,...,T),1)
——
t—1 times

Skl’i <— FEtfl.KG(mSktfl, AGG ST T - emsk penc | B J_)
1,207 ) 9y LA XS it 1 [aint SN Y 9 )

1 Yimes T 1 Vimes
e Ciphertext (i =1,..., T, =2,...,t):

cty; + FES.E(msky, (4, 77), )

cty; ¢ FE;_1.E(mske_y, (L] ot i 700 Ly.oony L, L), 0—1).

t—1 times

e Functional keys (i =1,...,7T):

sky, « FES*.KG(msk, D | il 1)
g 0® bl 9 k

t times

As in Claim 4.12 we have the following claim:

Claim A.28. There exists a probabilistic polynomial-time adversary BAO=00) sych that

fullFE,_
Pr ['H(lO)()\) — 1] _Pr {H(ll)()\) = 1} ‘ < AdVFEt_hflf,BﬂOMlU()‘)'

Finally, putting together Claims A.18-A.28 with the facts that Adv&'é'j%A()\) =HON), HO(N)

= HBL0--0()), and Pr [HIV(X\) = 1] = 1/2, and that ¢ is a fixed constant, we observe that

fullFE,  def [0 fullFE; _
AdVEEE: 4 [P [Bxpllr S () = 1] = 5

IN
(-
e
=
1
2
~
=
|
Ll
|
g
-
L——|
S
3
=
>~
~—
|
_
—_

J=1ka—=0  ky=0i=3
+|pr [’H(&T“’O () = 1} _Pr [H(m)(A) 1”
+ ‘Pr [HOO0) =1] = Pr [HIV () = 1”

)

IN

T" - neg(N) < neg()).
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B Deferred Proofs

B.1 Proofs of Claims 3.2-3.7

Proof of Claim 3.2. The adversary B(O)~(1) = B given input 1* is defined as follows. First, B
samples mskou <~ 1FE.S(11), b < {0, 1} and emulates the execution of .41 on input 1* by simulating
the encryptions as follows: When A; requests the encryption of the pair (z°,z!) € X\ (with respect
to index i = 1), B samples s € {0,1}*, msk* < 1FE.S(1"), K < PRF.Gen(1?), queries the key-
generation oracle KG,(mskin, -,-) with the pair (AGG. | o5 msk* ks AGGb 410 s msk i¢) and returns
the output to A;. Moreover, B runs 1FE.E(mskoyt, (msk*, K*¢,0)) and returns the output to Aj.
When A; requests an encryption of (y°,y') € Yy (with respect to index i = 2), B samples t €
{0,1}*, queries the encryption oracle Enc,(mski,, -, -) with the pair ((y?, L,t, L, L), (v*,y',t, L, 1))
and returns the output to A;. We do the above with all input pairs until A; outputs state and halts.

Then, we emulate the execution of Ay on input 1%, state and all the ciphertexts that were
already generated by simulating the key-generation oracle as follows: When A5 requests a functional
key for (f°,f!) € F x F, B samples a random z < {0,1}*, runs the key-generation procedure
1FE.KG(mskout, Db | , 1) and returns the output to Az. We do the above until A outputs &' and
halts. Finally, B outputs 1 if ¥’ = b and otherwise it outputs 0.

Note that when o = 0 then A’s view is identical to its view in the experiment H(?), and when
o = 1 then A’s view is identical to its view in the modified experiment H(®) described above.
Therefore,

’Pr [H((’)(A) - 1} _Pr [H“)(A) - 1} ‘ = AQVIFE (V).

Proof of Claim 3.3. The adversary B2 = B given input 1* is defined as follows. First, B
samples mski, < 1IFE.S(1*), b <~ {0,1} and emulates the execution of A; on input 1* by simulating
the encryptions as follows: When A; requests the encryption of (z°,2!) € X\ (with respect to
index i = 1), B samples s € {0,1}*, msk* + 1FE.S(1"), K + PRF.Gen(1*), runs the key-generation
procedure 1FE.KG(msk;,, -) with the input AGG,s ;1 o 5 msk* x @nd returns the output to A;. More-
over, BB queries the encryption oracle Enc, (mskoyt, -, -) with the pair ((msk*, K*¢,0), (msk*, K¢, 0))
and returns the output to A;. When A; requests an encryption of (y°,%') € V) (with respect
to index i = 2), B samples ¢t € {0,1}*, runs the encryption oracle 1FE.E(msk;,,-) with the input
(y?,y',t, L, L) and returns the output to Aj.

Then, we emulates the execution of Ay on input 1%, state and all the ciphertexts generated
before by simulating the key-generation oracle as follows: When Ay requests a functional key for
(f° 1) € FxF, Bsamples a random z < {0, 1}*, queries the key-generation oracle KG, (mskoyt, -, -)
with the pair (Db | , |, D g1, ) and returns the output to Az. We do the above until Az outputs
b’ and halts. Finally, B outputs 1 if ¥’ = b and otherwise it outputs 0.

Note that when o = 0 then A’s view is identical to its view in the experiment H(®), and when
o0 = 1 then A’s view is identical to its view in the modified experiment #(? described above.
Therefore,

‘Pr [’H“)(A) - 1} ~Pr [’H@)(A) - 1} ‘ = AdVIIFE o (M),

Proof of Claim 3.4. The adversary B39 =*%3) = B given input 1* is defined as follows. First, B
samples mskoyt < 1FE.S(1%), b+ {0,1}, s; < {0,1}?, msk < 1FE.S(1*) and K; < PRF.Eval(1%),
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and emulates the execution of A; on input 1* by simulating the encryptions as follows: When
Ajp requests for the encryption of the i input pair (2°,2') € A\ (with respect to index i = 1)
for i < j — 1, B samples s € {0,1}}, msk* « 1FE.S(1}), K < PRF.Gen(1"), queries the key-
generation oracle KG,(mskin, -, ) with the pair (AGG.b ;11 ¢ msk* 10 AGG b 41 1 s msk* k) and returns
the output to A;. Moreover, B runs 1FE.E(mskoy, (msk*, K*¢ 1)) and returns the output to Aj.
When A; requests for the encryption of the " input pair (2°,2') € X (with respect to index
i = 1) for i = j, Bsets s = s;, msk® = mskj, K = Kj, queries the key-generation oracle
KG, (mskin, -,-) with the pair (AGG.s 41 0 5 msk* 5> AGGyb 411 5 1 1) and returns the output to Aj.
Moreover, B runs 1FE.E(mskoyt, (msk*, K*¥,0)) and returns the output to A;. When A; requests
for the encryption of the i*" input pair (2°,2') € X\ (with respect to index i = 1) for i > j + 1,
B samples s € {0,1}}, msk* < 1FE.S(1}), K <« PRF.Gen(1"), queries the key-generation ora-
cle KG, (mskin, -,-) with the pair (AGG,b 41 o 5 msk* k> AGGLb 41 0 5 msk* ) and returns the output to
A1. Moreover, B runs 1FE.E(mskoyt, (msk*, K*¥,0)) and returns the output to .4;. When A;
requests an encryption of (y°,y') € Yy (with respect to index i = 2) B samples t € {0,1}*,
queries the encryption oracle Enc, (mskin, -, -) with the pair ((y°,y',¢, L, 1), (4%, y',t,s;,7)), where
v = 1FE.E(msk, (CL‘?, y®); PRF.Eval(K;,t)) and returns the output to Aj.

Denote by (ZE?, x]l
A on input 1%, state and all the ciphertexts from before by simulating the key-generation oracle as
follows: When Aj requests a functional key for (O, f1) € F x F, B samples a random z < {0, 1}*,
runs the key-generation procedure 1FE.KG(mskout, ) with the circuit D 1, | and returns the
output to As. We do the above until Ay outputs ' and halts. Finally, B outputs 1 if ¥ = b and
otherwise it outputs 0.

Note that when ¢ = 0 then A’s view is identical to its view in the experiment #(7), and when
o = 1 then A’s view is identical to its view in the modified experiment H (47 described above.
Therefore,

) the j*" ciphertext pair issued with index i = 1. B emulates the execution of

‘Pr [H(?’J)(A) — 1} —Pr [”H(‘l’j)()\) = 1} ‘ < AdVIEETE s (A)-

Proof of Claim 3.5. The adversary B*/)~(:9) = B given input 1* is defined as follows. First, B
samples mski, < 1FE.S(1}), b + {0,1}, s; < {0,1}*, msk’ < 1FE.S(1*) and K; < PRF.Eval(1%),
and emulates the execution of A; on input 1* by simulating the encryptions as follows: When
Aj requests for the encryption of the i*! input pair (z°,2') € Xy (with respect to index i = 1) for
i < j—1, Bsamples s € {0,1}*, msk* «+ 1FE.S(1"), K <+ PRF.Gen(1*), runs the key-generation pro-
cedure 1FE.KG(mskip, -) with the input AGG,b ;1 1 5 msk i @and returns the output to A;. Moreover,
B queries the encryption oracle Enc, (mskout, -, -) with the pair ((msk*, K*¢ 0), (msk*, K*¢¥, 1)) and
returns the output to .A;. When A; requests for the encryption of the i*" input pair (z°,2') € &),
(with respect to index i = 1) for i = j, B sets s = s, msk* = mskj, K = Kj, runs the key-generation
procedure 1FE.KG(msk;,, -) with the input AGG,s ;1 o 5 msk* x @nd returns the output to A;. More-
over, B queries the encryption oracle Enc,(mskoyt, -, -) with the pair ((msk*, K% 0), (L, 1,0)) and
returns the output to A;. When A; requests for the encryption of the i** input pair (22, z') € &)
(with respect to index i = 1) for i < j — 1, B samples s € {0,1}*, msk* < 1FE.S(1*), K «
PRF.Gen(1%), runs the key-generation procedure 1FE.KG(msk;,, -) with the input AGGb 410 5 msk* K
and returns the output to A;. Moreover, B queries the encryption oracle Enc,(mskeyt, -, ) with the
pair ((msk*, K*¢,0), (msk*, K%Y, 0)) and returns the output to A;. When A; requests an encryption
of (y°,y") € Y\ (with respect to index i = 2) B samples ¢t € {0,1}*, runs the encryption procedure
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1FE.E(mskin, -) with the input (y°,y',¢,s;,7), where v = 1FE.E(mskj, (x?,yb); PRF.Eval(Kj,t)) and
returns the output to Aq

Denote by (x?, x}) the j* ciphertext pair issued with index i = 1. B emulates the execution of
Ajs on input 1%, state and all the ciphertexts from before by simulating the key-generation oracle as
follows: When Aj requests a functional key for (£, f1) € F x F, B samples a random z < {0, 1}*,

queries the key-generation oracle KG,(mskoyt,,-) with the pair (D 1, 1, D g1, 5), where § =

1FE.KG(msk}, D sb; PRF(K;ey, zi)), and returns the output to As. We do the above until Ay outputs
b’ and halts. Finally, B outputs 1 if ¥’ = b and otherwise it outputs 0.

Note that when ¢ = 0 then A’s view is identical to its view in the experiment #(*7), and when
o = 1 then A’s view is identical to its view in the modified experiment H (%) described above.
Therefore,

e [1420) = 1] = Pr [H093) = 1] < AV -0 O
|

Proof of Claim 3.6. The adversary B(®7)~6.3) = B given input 1% is defined as follows. Recall
that B has access to an oracle, denoted R(-), that is either a random function or a PRF and its goal
is to distinguish between the two cases. First, B samples mski,, mskout < 1FE.S(1%), b « {0,1},
sj + {0,1}* and msk < 1FE.S(1%), and emulates the execution of A; on input 1* by simulating the
encryptions as follows: When A; requests for the encryption of the i*" input pair (20, 2') € &) (with
respect to index i = 1) for i < j — 1, B samples s € {0,1}*, msk* +- 1FE.S(1*), K < PRF.Gen(1%),
runs the key-generation procedure 1FE.KG(mskiy,-) with the input AGG,p ;1 1 ¢ mek+ ;¢ and returns
the output to A;. Moreover, B runs the encryption procedure 1FE.E(mskoyt,:) with the input
(msk*, KK*®¥ 1) and returns the output to A;. When A; requests for the encryption of the i*" input
pair (2°,2') € X, (with respect to index i = 1) for i < j — 1, B sets s = s, msk* = msk7,
K = Kj, runs the key-generation procedure 1FE.KG(mskiy,-) with the input AGG,s 414, | and
returns the output to A;. Moreover, B runs the encryption procedure 1FE.E(mskoyt,:) with the
input (L, 1,0) and returns the output to A;. When A; requests for the encryption of the i*®
input pair (20, 2!) € X (with respect to index i = 1) for i > j + 1, B samples s € {0,1}*,
msk* <— 1FE.S(1*), K < PRF.Gen(1%), runs the key-generation procedure 1FE.KG(msk;,, -) with the
input AGGgp 41 ¢ 5 msk*, i and returns the output to A;. Moreover, B runs the encryption procedure
1FE.E(mskoyt, -) with the input (msk*, K*¢,0) and returns the output to .A;. When A; requests an
encryption of (y°,y') € Yy (with respect to index i = 2) B samples ¢ € {0,1}*, runs the encryption
procedure 1FE.E(mskin,-) with the input (y°,y',¢,s;,7), where v = 1FE.E(mskJ, (1:?,yb);R(ti))),
where R(t;) is either the output of a PRF or a uniformly random string, and returns the output to
A

Denote by (x?, le) the j* ciphertext pair issued with index i = 1. B emulates the execution of
Ajs on input 1* and state by simulating the key-generation oracle as follows: When Ay requests a
functional key for (O, f1) € F x F, B samples a random z ¢+ {0,1}*, queries the key-generation
oracle 1IFE.KG(mskoyt, ) with the circuit D 41, 5, where 6 = 1FE.KG(msk}, D; R(2i))), where
R(z;) is either the output of a PRF or a uniformly random string, and returns the output to Ay. We
do the above until Ay outputs &’ and halts. Finally, B outputs 1 if ¥’ = b and otherwise it outputs
0.

Note that when R(-) corresponds to a pseudorandom function then A’s view is identical to its
view in the experiment A7), and when R(-) corresponds to a uniformly random function then A’s
view is identical to its view in the modified experiment H(67). Therefore,

‘Pr [7—[(5’j)(/\) . 1} —Pr [7-[(60')(/\) = 1} ’ < Advpge ge.a-6.0) (A)-
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Proof of Claim 3.7. The adversary B(6:7)=(79) = B given input 1* is defined as follows. First, B
samples mskin, mskoyt < LFE.S(1%), b < {0,1}, s; < {0,1}* and K, < PRF.Eval(1?), and emulates
the execution of A; on input 1* by simulating the encryptions as follows: When A; requests for
the encryption of the i*" input pair (20, 2') € &) (with respect to index i = 1) for i < j — 1,
B samples s € {0,1}*, msk* + 1FE.S(1}), K < PRF.Gen(1%), runs the key-generation procedure
1FE.KG(mskin, -) with the input AGG,b ;1 1 ¢ mek* ;¢ and returns the output to A;. Moreover, B runs
the encryption procedure 1FE.E(mskoyt, ) with the input (msk*, K*® 1) and returns the output to
A1. When A; requests for the encryption of the i input pair (z°,z') € Xy (with respect to index
i=1) fori=j, Bsetss=s;and K = K, runs the key-generation procedure 1FE.KG(msk;, -) with
the input AGG,s ;1 o, | | and returns the output to A;. Moreover, B runs the encryption procedure
1FE.E(mskout, -) with the input (L, L,0) and returns the output to A;. When A; requests for
the encryption of the i*® input pair (z°,2') € X (with respect to index i = 1) for i > j + 1,
B samples s € {0,1}*, msk* + 1FE.S(1?), K < PRF.Gen(1%), runs the key-generation procedure
1FE.KG(mskiy, -) with the input AGGp 1 o 5 msk* x and returns the output to A;. Moreover, B runs
the encryption procedure 1FE.E(mskoyt, ) with the input (msk*, K*® 0) and returns the output to
A1. When A; requests for the encryption of (y°,y') € Yy (with respect to index i = 2) B samples
t € {0,1}*, queries the encryption oracle Enc, (msk3, -, ) with the pair (($§’-,yb), (:pjl,yl)) to get 7,
runs the encryption procedure 1FE.E(mski,, -) with the input (y°, y', ¢, s;,7) and returns the output
to Al.

Denote by (x?,a:jl) the j*™ ciphertext pair issued with index i = 1. B emulates the execution
of Ay on input 1* and state by simulating the key-generation oracle as follows: When Ay requests
a functional key for (f°, f1) € F x F, B samples a random z < {0,1}*, queries the key gener-
ation oracle KGU(mskj*, -,+) with the pair (Cfb,C’f1) to get §, runs the key-generation procedure
1FE.KG(mskoyt, -) with the input Db 1, 5 and returns the output to As. We do the above until Ay
outputs b’ and halts. Finally, B outputs 1 if ¥’ = b and otherwise it outputs 0.

Note that when o = 0 then A’s view is identical to its view in the experiment H (67, and when
o = 1 then A’s view is identical to its view in the modified experiment H ("7 described above.
Therefore,

‘Pr [’H(GJ)(/\) = 1} — Pr [’HW’J')(/\) = 1” < AVIRETE s (V)

B.2 Proofs of Claims 4.2—4.7

Proof of Claim 4.2. The adversary BO~0) = B given input 1* is defined as follows. First, B
samples msky < 2FE*®'.S(1"), b < {0,1} and emulates the execution of A on input 1* by simu-
lating the encryption oracle as follows: When A queries the encryption oracle with (20, 2!) € &)
(with respect to index i = 1), B samples s € {0,1}*, KMk K*ey Kenc . PRF.Gen(1%), queries the
key-generation oracle KG, (msky, -, -) with the pair (AGG,b | o s jmsk genc | 1, AGGyb 41 5 gemsk jeenc | | )
and returns the output to A. Moreover, B runs 2FE.E(msks, (K™, K*® s 0),1) and returns
the output to A. When A requests the i*" encryption of (y°,y') € Y\ (with respect to in-
dex i = 2), B samples t € {0,1}*, queries the encryption oracle Enc,(msky,-,-) with the pair
(b, L,1,¢, L, 1), (4% y',4,t, L, 1)) and returns the output to A. Moreover, B runs 2FE* .E(msks,
(1,1),2) and returns the output to A. When A requests a functional key for (f°, f!) € F x F, B
runs the key-generation procedure 2FE*®".KG(mska, Dyv | 1.1.1,1) and returns the output to A.
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Note that when o = 0 then A’s view is identical to its view in the experiment H(?, and when
o = 1 then A’s view is identical to its view in the modified experiment H() described above.
Therefore,
‘Pr [’H”)(A) - 1} ~Pr [’H“)(A) - 1} ‘ = AdVIIFE o (A).
|

Proof of Claim 4.3. The adversary B1)~®) = (B;, By) given input 1* is defined as follows. First,
B; samples msk; < 1FE.S(1*) and b « {0,1}. Then, B; samples K'f‘s",...,K?Sk,Ki(ey,...,K;ey,
K, .. K8 « PRF.Gen(1%), s1,...,s7 < {0,1}* and t1,...,tr < {0,1}*, where T is upper
bounded by the running time of A. For i € [T] the adversary B; requests the encryption of the pair
((K{"Sk,K;ey,si,O), (K{“Sk,K!‘ey, si,0)) with respect to index i = 1 and with the pairs ((1,%;), (4,%;))

7

with respect to index i = 2 to get cty1,...,ctyp,ctaq,...,ctor. Finally, By outputs the state
information state which is all its memory.

Next, B given as input 17, state and cti1,...,ctyr,ctaq, ..., cta 7 emulates the execution of A
on input 1* by simulating the encryption oracle as follows: When A queries for the i*! time the
encryption oracle with (20, z') € X\ (with respect to index i = 1), By runs the key-generation pro-

cedure 1FE.KG(msky, -) with the input AGbe7$1707Si7K;nsk7Kfnc7L7L to get skj; and returns (cty ;,ski ;)
to A. When A queries for the i*® time the encryption oracle with (y°,y') € Yy (with respect to
index i = 2), By runs the encryption procedure 1FE.E(msky,-) with the input (y°,y',4,¢, L, 1)
to get ctz; and returns the pair (ctp;,ct3;) to A. When A requests for the ith time a func-
tional key for (f0, 1) € F x F, By queries the key-generation oracle KG,(msks, -, -) with the pair
(Dygo 1 100,15 Dp g1 0,1.1) and returns the output to A.

Note that when o = 0 then A’s view is identical to its view in the experiment H("), and when
o = 1 then A’s view is identical to its view in the modified experiment H(? described above.
Therefore,

Pr[HO() = 1] = Pr [HO () = 1] ‘ < AVEEE (V).
|

Proof of Claim 4.4. The adversary B8 =5k = B given input 1* is defined as follows. First,
B samples msky <+ 2FEse'.S(1)‘),5j,tk «— {0,1}*, K]'-“Sk,KJI-(ey,K;"C < PRF.Gen(1%), b < {0,1},
computes msks, ¢, = 1FE.S(1%; PRF.EvaI(KJmSk, t)) and emulates the execution of A on input 1* by
simulating the encryption oracle as follows.

When A queries the encryption oracle with (20, z') € X\ (with respect to index i = 1) for the
ith time for i < j — 1, B samples s € {0,1}*, K™k Kk e « PRF.Gen(1%), queries the key-
generation oracle KG,(msky,-,-) with the pair (AGG.p 41 15 gmsk gene | |, AGGyb 41 1 g emsk peenc | | )
and returns the output to A. Moreover, B runs 2FE®!.E(msks, (K™K, K*® s, T), 1) and returns the
output to A.

When A queries the encryption oracle with (z°,z1) € &) (with respect to index i = 1) for the i'!
time for ¢ = j, B queries the key-generation oracle KG,(msky,-,-) with (AGbe7$17k78j7Kjr_nsk’KJe_nc’l7L,
AGwa7$17k75j’K;nsk|{tk}7K;nc|{tk}’tk’,y), where 7 = 1FE.E(msk5j7tk,(ac?,y2);PRF.EvaI(Kf”C,tk)), and re-
turns the output to A. Moreover, B runs 2FE*®.E(msks, (Kjr-"s", K;ey, s;,k),1) and returns the output
to A.

When A queries the encryption oracle with (20, z') € X\ (with respect to index i = 1) for the
ith time for 4 > j + 1, B samples s € {0,1}}, K™k Kke&y [genc « PRF.Gen(1%), queries the key-
generation oracle KGg(msky,-,-) with the pair (AGGub ;10 ¢ gmsk genc | |, AGGyb 41 o o emsk peenc | 1)
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and returns the output to A. Moreover, B runs 2FE*® .E(msky, (K™, K*®¥ 5 0),1) and returns the
output to A. When A requests the i encryption of (y°,y') € Yy (with respect to index i = 2), B
samples t; € {0, 1})‘ (unless ¢ = k in which case t; is already known), queries the encryption oracle
Enc,(msky, -, -) with the pair ((y°, %', 1,¢;, L, 1), (y%, ', 4,t;, L, L)) and returns the output to A.
Moreover, B runs 2FE®".E(msks, (4, ), 2) and returns the output to A. When A requests a functional
key for (f°, f!) € F x F, B runs the key-generation procedure 2FEs®!.KG(msks, Db pr; 1 1,1) and
returns the output to A.

Note that when ¢ = 0 then A’s view is identical to its view in the experiment #(37%) and when
o = 1 then A’s view is identical to its view in the modified experiment H*7¥) described above.
Therefore,

[Pr [HEH() = 1] = Pr [HOFD() = 1] < AVEITE [ (V).

Proof of Claim 4.5. The adversary B*7:k)=(5:3k) = (B;, By) given input 1 is defined as follows.
First, B; samples msky « 1IFE.S(1Y), b« {0,1}, KMk ... Kmsk KXY KXY e Kene
PRF.Gen(1Y), s1,...,s7 « {0,1}* and t,...,t7 < {0,1}*, where T is upper bounded by the
running time of A. Then, By computes msks; 1, = 1FE.S(1% PRF.EvaI(K;"Sk,tk)).

The adversary Bj proceeds as follows: For ¢ < j — 1 it requests the encryption of the pair
((K{"Sk,KZ!(ey,si,T),(K{“Sk,Kfey,si,T)) with respect to index i = 1. For i = j it requests the
encryption of the pair (KM, Kll-‘ey, si, k), (Kf‘s"]{tk}, Kll-‘ey\{tk}, si, k)), where K{"Sk|{tk} and Kikey|{tk}
are the keys K {“Sk and sz ¢ punctured at the point t;. For i > j + 1 it requests the encryption of
the pair ((K{"Sk,Kikey,si,O), (K{“Sk,Kll-(ey, 5i,0)) with respect to index i = 1. All the above results
with cty1,...,cty 7. Then, the adversary By requests the encryption of the pair ((4,t;), (¢,t;)) with
respect to index i = 2 for i € [T to get ctaq,...,ctor. Finally, By outputs the state information
state which is all its memory.

Next, By emulates the execution of A on input 1* by simulating the encryption oracle as fol-
lows: When A queries the encryption oracle with (20, 2!) € X\ (with respect to index i = 1) for
the " time for i < j — 1, By runs the key-generation procedure 1FE.KG(msky,-) with the pair
AGbe7w17T7Si,Kimsk7K2§nc7J_7J_ to get ski; and returns the pair (cty;,ski;) to A. When A queries the
encryption oracle with (z°,2') € X (with respect to index i = 1) for the i*" time for i = j, B,

runs the key-generation procedure 1FE.KG(msky, ) with the input AGG,, 1 4 P P ,y),
b vy b ] k; b ] k K b

where v = 1FE.E(msks;, 4, , (a;?,y,z); PRF.Eval(K$", 1)), to get skq; and returns the pair (ctq;,ski ;)
to A. When A queries the encryption oracle with (z°,z') € X\ (with respect to index i = 1)
for the i*® time for i < j — 1, By runs the key-generation procedure 1FE.KG(msky,-) with the
pair AGbe7x17075i7K’E115k7K’L_enc7J_’J_ to get ski; and returns the pair (cty;,skq;) to A. When A requests
the i encryption of (y°,y') € Yy (with respect to index i = 2), By runs the encryption proce-
dure 1FE.E(msky,-) with the input (y°,y',4,¢;, L, 1)) to get cts; and returns the pair (cta,cts;)
to A. When A requests a functional key for (f°, f!) € F x F, By queries the key-generation
oracle KG(msky,-,-) with the pair (Do y1;1 1 1, Do g1, 1,.5), Where § = 1FE.KG(msij7tk,Cbe;

PRF.EvaI(K;ey,tk)) and returns the output to A.

Note that when o = 0 then A’s view is identical to its view in the experiment H(49*) and when
o = 1 then A’s view is identical to its view in the modified experiment H (%) described above.
Therefore,

‘Pr (MO ) = 1] = Pr MO () =1] ’ < AVEEE i (V)
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Proof of Claim 4.6. The proof of this claim proceeds by three hybrid experiments, which we
denote by HO-13:k) 34(5-25k) and H(5-3.5k) = 34(6:3K) such that in each we replace only one PRF
evaluation with sampling a string uniformly at random. Experiment H(®-19*) corresponds to re-
placing PRF.EvaI(K]r-"Sk,tk) with a uniform string, experiment #©27%) corresponds to replacing
PRF.EvaI(KJmS", t) and PRF.Eval(K5",t))), and finally experiment HO35%) corresponds to H(74),
Since the three proofs of indistinguishability are very similar, we provide the proof for the first one
and omit the missing details. That is, in what follows we prove that the experiment H(®7F) ig
indistinguishable from an experiment #(19%) in which we only replace the value of msks; ¢, to be
computed using a uniform random string rather than as PRF.Eval(K ;“Sk, tr)-

The adversary BGJ:#)—=6-Lik) — B given input 1* is defined as follows. First, B samples msk; <
1FE.S(1%), msky < 2FE®.S(11), b« {0,1} and s;, ¢ + {0,1}*. Now, B is given R(t;), a punctures
PRF key K;-"Sk|{tk} and its goal is to guess if R(tx) is uniformly random or the output of a PRF.

B emulates the execution of A on input 1* by simulating the encryption oracle as follows: When
A requests for the encryption of the " input pair (2, 2') € X\ (with respect to index i = 1)
for ¢ < j — 1, B samples K{“Sk,K;(ey,Kf”C < PRF.Gen(1%, s; < {0,1}*, executes the procedure
2FE*® E(msk,, (K{"Sk,Kzl-‘ey,si,T), 1) to get cty; and the procedure 1FE.KG(msky,-) with the input
AGGmb7w17T7si,K’Lmsk,K§nc’J_7J_ to get ski;, and returns to A the pair (cty;,ski;). When A; requests
for the encryption of the i*! input pair (2°,2') € A\ (with respect to index i = 1) for i = j, B
samples K;ey,Kf”C + PRF.Gen(1%,, punctures K& and K:fey at the point t to get KF"|g,y and
Kll-(ey\{tk}, respectively, executes the procedure 2FE®.E(msks, (K{“Skl{tk},K;ey\{tk},si,k),1) to get
cty; and the procedure 1FE.KG(mSk1,AGbe’xl’k’si,KFsk‘{tk}’Kfnc‘{tk}”tk’,y , where v = 1FE.E(msks; 1,
(:z:?,y,i); PRF.Eval(K$", t;)) and msk,, ;, = 1FE.S(1*; R(;)) to get sk ;, and returns to A the pair
(ct14,5ki,;). When A requests for the encryption of the ith input pair (20, z') € X (with respect
to index i = 1) for i > j + 1, B samples K{"Sk,K;ey,Kf”C < PRF.Gen(1%, s; < {0,1}*, executes the
procedure 2FES® E(msks, (KM KX, s5;,0),1) to get ct;; and the procedure 1FE.KG(msky,-) with
the circuit AGG,s 410, gmsk jeene | | tO get sky;, and returns to A the pair (cty;,ski;). When A
requests the i*" encryption of (y°,y') € Y\ (with respect to index i = 2), B samples t; < {0, 1}*,
runs the encryption procedure 1FE.E(msky,-) with the input (y°, y',i,t;, L, L)) to get ctsz; and
the encryption procedure 2FES®|.E(msky, (i,%;),2) to get cty; and returns the pair (ctp;,cts;) to
A. When A requests a functional key for (f°, f1) € F x F, B runs the key-generation procedure
2FE*®! KG(mskz, -) with the input Db 115 16> Where & = 1IFE.KG(msks 1, , Cpo; PRF.EvaI(KJI.‘ey,tk))
and returns the output to A.

Note that when ¢ = 0 then A’s view is identical to its view in the experiment #(>%) and when
o = 1 then A’s view is identical to its view in the modified experiment H(®-13%) described above.
The same argument applied to (295 and H5-33:5) to get

‘Pr [’H(E”j’k)()\) - 1] —Pr [#ﬁjyk)(x) - 1} ( < 3+ Advpge 5650600 (A).
| |

Proof of Claim 4.7. The adversary B(6:3:K)=(T:3:k) — B given input 1* is defined as follows. First,
B samples msky < 2FEseL.S(1Y),s;,tp + {0,1}7, K;‘Sk,K;ey,K;“C < PRF.Gen(1%), b « {0,1}

and punctures the PRF keys at t; to get K]'?"Sk|{tk},Kjkey|{tk} and K3"|(,, emulates the exe-

cution of A on input 1* by simulating the encryption oracle as follows: When A queries the
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encryption oracle with (2 x') € X\ (with respect to index i = 1) for the i*" time for i <
j — 1, B samples s € {0,1}}, K™k Kkev [enc « PRF.Gen(1), queries the key-generation or-
acle KG,(msky,-,-) with the pair (AGGub ;1 1 g gmek genc | | s AGGyb 1 g gmsk genc | | ) and returns
the output to A. Moreover, B runs 2FE®.E(msky, (K™, K*® s T),1) and returns the output
to A. When A queries the encryption oracle with (20, 2!) € X\ (with respect to index i =
1) for the i*" time for i = j, B, queries the key-generation oracle KG,(msky,-,-) with the pair
(AGbe7x17k7sjVK]r_nskl{tk}7K;nc‘{tk%tk’,‘/,AGbe7m17k7S‘7_7Kjr_nsk|{tk}7K§nc‘{tk}7tk77), where v is the output of the
encryption oracle Ency(msks; s, ,,-) on the pair ((:U?,ylg), (x]l,y,i)), and returns the output to A.
Moreover, B runs 2FE*®.E(msks, (K}“Sk\{tk}, K;ey]{tk}, s;,k),1) and returns the output to A. When
A queries the encryption oracle with (2, z') € &) (with respect to index i = 1) for the i*" time for
i <j—1, Bsamples s € {0,1}*, K™k [Kkey [enc « PRF.Gen(1%), queries the key-generation oracle
KGy (msky, -, ) with the pair (AGG,b 41 g 5 jemsk gene | |, AGG b 41 ¢ o gmsk feenc | | ) and returns the out-
put to A. Moreover, B runs 2FE®®.E(msky, (K™, ¥, s 0),1) and returns the output to A. When
A requests the i encryption of (y°,y') € Yy (with respect to index i = 2), B samples t; € {0, 1}*
(unless ¢ = k in which case t; is already known), runs the encryption procedure 1FE.E(msky, -) with
the input (y°,y',4,t;, L, L) and returns the output to .A. Moreover, B runs 2FE*® .E(msks, (i,1),2)
and returns the output to .A. When A requests a functional key for (f°, f!) € F x F, B runs the
key-generation procedure 2FEs!. KG(msks, be’f17i7sj7tk75), where 6 is the output of the key-generation
oracle KGg(msks; ¢, -, -) with the pair (Cs,C1), and returns the output to A.

Note that when ¢ = 0 then A’s view is identical to its view in the experiment #(67%) and when
o = 1 then A’s view is identical to its view in the modified experiment H(7J*) described above.
Therefore,

[Pr [HOID(3) = 1] — Pr [HTID(N) = 1] | < AVBIEE ().
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