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Abstract. Nagao had proposed a decomposition method for divisors of hyperelliptic curves de-
fined over a field IFg» with n > 2. Joux and Vitse had later proposed a variant which provided
relations among the factor basis elements. Both Nagao’s and the Joux-Vitse methods require solv-
ing a multi-variate system of non-linear equations. In this work, we revisit Nagao’s approach with
the idea of avoiding the requirement of solving a multi-variate system. While this cannot be done
in general, we are able to identify special cases for which this is indeed possible. Our main result
is for curves C : y*> = f(x) of genus g defined over IF,2 having characteristic greater than two.
If f(x) has at most g consecutive coefficients which are in IF > while the rest are in IF,, then we
show that it is possible to obtain a single relation in about (2g + 3)! trials. The method combines
well with a sieving method proposed by Joux and Vitse. Our implementation of the resulting
algorithm provides examples of factor basis relations for ¢ = 5 and g = 6. We believe that none
of the other methods known in the literature can provide such relations faster than our method.
Other than obtaining such decompositions, we also explore the applicability of our approach for
n > 2 and also for binary characteristic fields.

Keywords: hyperelliptic curves, index calculus algorithm, Nagao’s decomposition, Joux-Vitse
sieving.

1 Introduction

For a finite cyclic group (g) of order ¢, the discrete log problem (DLP) is the following: Given
g and h € (g), find an 4 in {0,1...,q — 1} such that h = g’. For certain groups, the discrete
log problem is known to be computationally hard. Such groups find applications in designing
cryptographic protocols such as the Diffie-Hellman key agreement protocol [2] which was origi-
nally proposed over a suitable subgroup of the multiplicative group of an appropriately chosen
finite field.

Cryptographic use of groups obtained from elliptic curves over finite fields was introduced
independently by Miller [13] and Koblitz [10]. A few years later, the use of groups obtained
from hyperelliptic curves (HEC) was proposed by Koblitz [11]. In the present state-of-the-art,
there are known choices for both elliptic curves and genus two hyperelliptic curves which lead
to the realisation of secure cryptographic schemes.

From the cryptanalytic viewpoint, there have been attempts to find algorithms for solving
DLP in cryptographic groups. Presently, the main approach to solving the DLP is the so-called
index calculus algorithm which consists of three steps. The first step is to identify a factor basis
which is a subset of GG. Elements of the factor basis are in some sense “simpler” than a general
element of G. The next step is to obtain a method whereby relations can be obtained between
the elements of the factor basis. These relations are converted into linear relations between
the discrete logs of the elements of the factor basis. Typically the relations which arise are
extremely sparse and the resulting system of linear equations can be solved using either the
Lanczos or the block Wiedemann algorithm. This yields the discrete logs of the elements of



the factor basis. The final step is to obtain a decomposition of the target element over the
factor basis. Since the discrete log of the factor basis elements have already been computed,
the discrete log of the target element can now be determined. For certain variants of the index
calculus algorithm, the relation collection step itself ensures that relations are obtained between
the target element and the elements of the factor basis. In such cases, the discrete log of the
target element is obtained immediately after the linear algebra step.

We briefly mention some of the earlier works on index calculus algorithms for hyperelliptic
curves which are relevant to our work. Adleman, DeMarrais and Huang Decomposition [1]
provided an index calculus algorithm for function fields which provided a sub-exponential time
algorithm for higher genus hyperelliptic curves. Later work along this line have been reported
in [5,3,4,18].

For small genus curves, the algorithm is no longer a sub-exponential time algorithm. It
can still, however, be faster than the generic Pollard rho algorithm. This was described by
Gaudry [6] which led to an algorithm that was used to solve certain HEC-DLP challenges.
Variants of Gaudry’s algorithm called the large prime variant [17] and the double large prime
variant [8] were proposed later. A more recent work [15] shows an alternative to Gaudry’s
decomposition method.

The above mentioned algorithms work for hyperelliptic curves defined over a finite field
IF, for any prime power g. When the field is IFn, for n > 2, Nagao [14] presented a new
decomposition method. In his method, the factor basis consists of divisors represented by
single points whose z-coordinates are in the base field IF,. Nagao showed that testing about
(ng)! random divisors results in obtaining one divisor which is smooth over the factor basis.
Testing each divisor requires solving a system of ng(n — 1) non-linear equations in ng(n — 1)
variables.

A variant of this method was proposed by Joux and Vitse [9] who showed how to obtain
relations among the elements of the factor basis. To obtain relations, the Joux-Vitse method
consists of initially solving a system of ng(n — 1) + 2(n — 1) equations in ng(n — 1) + 2n
variables. Any such solution provides two free variables which are then varied to generate
triangular systems of equations. Solving about (ng + 2)! of these simpler systems provides a
single relation. Joux and Vitse use their method as an intermediate step in solving DLP for
certain elliptic curves.

Nagao had reported [14] solutions for the systems of non-linear equations arising in his
method for (n, g) equal to (2,2),(2,3) and (3,2). It was mentioned that for other values of the
pair (n, g) it becomes difficult to solve the resulting system of non-linear equations. This issue
was also briefly reiterated by Joux and Vitse [9] though in their application to elliptic curves
they only required (n, g) to be (2,3) and (3,2).

OUur CONTRIBUTIONS: We follow the approach of Nagao and Joux-Vitse and consider the
problem of obtaining relations among the elements of the factor basis proposed by Nagao. Our
goal is to obtain a method which avoids solving a system of non-linear equations. Though this
cannot be done in general, for certain special kinds of curves we show how this can be done.
Our main result is for curves defined over quadratic extension fields of characteristic greater
than two. Suppose C : y? = f(z) is such a curve of genus g > 1. If there are no restrictions on
the coefficients of f(x), we show that one relation can be obtained in about (4g+4)! trials. This
quickly becomes impractical. For a sub-class of curves we provide a better result. Suppose C' is
such that at most g consecutive coefficients of f(x) are in IF 2 while the rest of the coefficients
of f(x) are in the base field IF,. For such curves we show that one relation can be obtained



in (2g + 3)! trials. This is combined with a sieving method introduced by Joux and Vitse [9].
The resulting method has been implemented and we report examples of relations among factor
basis elements for ¢ = 5 and g = 6. This is to be contrasted with the previous methods of
Nagao and Joux-Vitse which only reported examples for g = 2 and g = 3.

For the special type of curves considered here, the new technique suggests a faster method
for carrying out discrete log computations for ¢ = 4 and g = 5. For generating relations among
the factor basis elements, the new method is faster than Nagao’s and the Joux-Vitse methods.
So, the relations are to be generated using the method proposed here. On the other hand, the
new method (as well as the Joux-Vitse method) does not provide a decomposition of a divisor
over the factor basis. So, Nagao’s technique has to be used for this step. This, however, is a
one-time decomposition. The speed-up in the discrete log computation arises from replacing
Nagao’s technique by the new method for the relation collection step.

We describe other results that can be obtained using our techniques. Suppose C'is a curve
defined over IFy» with no restriction on n (i.e., n > 1) such that only the constant term of
f(z) is a general element of IF;» while all other elements are in IF,. For such curves we show
that it is possible to easily obtain ¢/(2(2g + 1)!) relations. When g = 1, i.e., for elliptic curves,
this gives a method for obtaining ¢/12 relations. The obtained relations are of a special type
and can be used to reduce the size of the factor basis. Curves defined over characteristic two
fields are also briefly considered and we describe methods for obtaining factor basis relations
for certain sub-classes of such curves.

2 Background on Hyperelliptic Curves

We start with a brief description of hyperelliptic curves based on the discussion given in [12].
Let K be a field and K be its algebraic closure. A hyperelliptic curve C' of genus g > 1 over
K is given by an equation of the following form.

C:y? +h(z)y = f(2) (1)

where f(x) € K|z] is a polynomial of degree 2¢g + 1 and h(z) € K|[z] is a polynomial of degree
at most g. A point (z,y) € K x K is said to be singular if it simultaneously satisfies the curve
equation C' and also the partial derivatives 2y + h(x) = 0 and h/(z)y = f'(z). If char(K) # 2,
a change of variables + — z, y — (y — h(z)/2) transforms the curve to the form y? = f(z)
where deg(f) = 2¢ + 1. Further, if A(z) = 0, then C' has no singular points if and only if
f(x) has no repeated roots in K. If C does not have any singular point, then it is said to be
non-singular. Only non-singular curves are considered for cryptographic applications. When
g = 1, the corresponding curves are called elliptic curves.

Let L be an extension of K. The set of all L-rational points of C, denoted C'(L) consists of
all points (z,y) € L x L which lie on C (i.e., satisfy C) along with a special point at infinity
denoted oco. The set C'(K) will simply be denoted as C. The points in C other than oo are
called finite points. Let P(x,y) be a finite point on C. The notation x(P) and y(P) denote
the z-coordinate and y-coordinate of P. The opposite of P, denoted as P, is defined to be
P= (x,—y — h(x)). The opposite of oo is itself, i.e., 50 = oo. A finite point P such that P=rpr
is said to be special; otherwise P is said to be ordinary.

The coordinate ring of C' over K is defined to be K[z,y]/(y* + h(z)y — f(z)) and is
denoted as K[C]. Any element of K[C] can be written as a(zx) — yb(z) for some polynomials
a(x),b(x) € K[z]. A non-zero polynomial G(z,y) = a(z) — yb(x) in K|[C] is assigned degree



deg(G) = max(2deg,(a), 2g+1+2deg,(b)). Similarly, one defines the coordinate ring K [C] of C
over K. An element of K[C] is called a polynomial function and it represents a polynomial map
from C to K. The norm of G(z,y) = a(z) — yb(z) is defined to be N(G) = a?(x) — f(z)b*(z).
The norm N(G) of G is a polynomial in the single variable 2 and the degree of N(G) in x is
equal to the degree of G(z,y).

Since C' is non-singular, the polynomial y? + h(z)y — f(x) is necessarily irreducible over
K and hence K[C] is an integral domain. The function field K(C) of C over K is the field
of fractions of K[C]. Similarly, the function field K(C) is the field of fractions of K (C). The
elements of K (C) are called rational functions on C.

Let G(x,y) = a(x) — y(b) be a non-zero polynomial function, i.e., a non-zero element of
K|[C] and let P be a point in C. The order of G at P, denoted as ordp(G), is defined in the
following manner.

1. If P = (o, B) is a finite point, then let 7 be the highest power of (z — a)) which divides both
a(x) and b(z) and write G(z,y) = (x — )" (ap(z) — ybo(z)). If ag(a) — Bbo(x) # 0, then let
s = 0; otherwise, let s be the highest power of (x — ) which divides N (ao(x) — ybo(x)) =
ag(x) — ag(z)bo(x)h(x) — b3(z) f (). If P is an ordinary point, then define ordp(G) = r + s;
if P is a special point, then define ordp(G) = 2r + s.

2. If P = oo, then ordp(G) = — max(2deg,(a),2g + 1 + 2deg,(b)).

The order of a rational function R = G/H at a point P is defined to be ordp(R) = ordp(G) —
ordp(H).

A divisor D is a formal sum D = ) pc.omp(P) of points in C, where mp’s are integers
and only finitely many of the mp’s are zero. The degree of D is the sum ) p.-mp and the
order of D at P is mp. Let D1 = > mp(P) and Dy = Y np(P) be two divisors. Their ged is
defined to be ged(D1, D) = Y min(mp,np)(P) — (3 min(mp,np))(c0).

The set D of all divisors forms an abelian group and the set D of all degree 0 divisors form
a subgroup of this group. Let R be a rational function in K (C). The divisor of R is defined
to be div(R) = Y pecordp(R)(P), where ordp(R) is the order of R at the point P. It can
be shown that div(R) is a zero divisor. A divisor is said to be principal if it is the divisor of
a rational function. The set P of all principal divisors forms a subgroup of D°. The quotient

group
Jo 2D/P (2)

is called the Jacobian of the curve C.

Two zero divisors D; and D, are said to be equivalent, written Dy ~ Do, if D1 — D> is
the divisor of a rational function and so D1 — Dy € P. For a divisor D, its support supp(D) is
defined to be the set {P € C' : mp # 0}.

A divisor of the form D = 3" m;(F;)— (3°m;)(c0) is said to be semi-reduced if the following
conditions hold: (i) m; > 0, (ii) P;’s are finite points, (iii) if P; € supp(D), then P; ¢ supp(D)
unless P, = E in which case m; = 1. For a semi-reduced divisor D, if Y- m; < g, then D is
said to be a reduced divisor. It can be shown that for each divisor D in DY, there is a unique
reduced divisor D; such that D; ~ D.

Let o be an automorphism of K over K. Then for a point P = (z,y) on C, the point

pe 2 (x7,y7) is also a point on C. A divisor D = >~ mp(P) is said to be defined over K if

Do 2 S mp(P?) is equal to D for all automorphisms o of K over K. A principal divisor is
defined over K if and only if it is the divisor of a rational function that has coefficients in K.



The set Jo(K) of all divisor classes in Jo that have a representative that is defined over K is
a subgroup of Jo.

For cryptographic applications, it is required to choose K and C such that the order of
Jo(K) has a large prime factor and cryptographic schemes are implemented over the corre-
sponding prime order subgroup of Jo(K). Determining K and C such that Jo(K) is suitable
for doing cryptography is a non-trivial problem. A requirement for doing cryptography is to
be able to add elements of J(K), i.e., to be able to add divisors.

In terms of computation, it is convenient to view reduced divisors via their Mumford
representations. A divisor in this representation is given by a pair of polynomials (u(z),v(x))
with u(x),v(x) € K[z] such that u(x) is monic, deg(v) < deg(u) < g and u divides v +vh — f.
Such a pair of polynomials represents the divisor ged(div(u(zx)),div(v(x) —y)) and this divisor
is simply denoted as div(u,v). If deg(u) < g, then the divisor is said to be degenerate, otherwise
it is called non-degenerate. When elements of Jo(K) are given by their Mumford representation
their addition in Jo(K) is made possible by Cantor’s algorithm.

3 Nagao Type Decompositions

Let K = IF4n be a field of characteristic greater than 2. Let C : y?> = f(x) be a hyperelliptic
curve of genus g so that f(x) is a monic polynomial of degree 2g + 1. The assumption on the
characteristic is not essential and the method can be modified to work over characteristic two
fields.

Define the factor basis to be the following.

FB={D € Jo(K): D = (P) — (x0), P € O(K), z(P) € F}. (3)

In other words, the factor basis consists of all divisors of the form (P) — (co) where P is an
IF»-rational point on C and the z-coordinate of P is in IF,. There is no restriction on the
y-coordinate of P, i.e., it is a general element of IF .

We discuss how a divisor D = div(u(z),v(x)) in Jo(K) can be decomposed over the factor
basis. Given D, consider a bi-variate polynomial

G(z,y) = u(z)\(z) + (y — v(z))p(z) (4)

where A(z) and p(x) are in IFgn[z] and are of degrees m; and mg respectively. The choices
of the degrees my and my are to be made appropriately as we discuss later. If « is a root of
u(z) and f = v(«), then (o, 3) is a zero of G(x,y). This shows that all points of D are zeros
of G(z,y). The choices of A(z) and u(x) lead to additional zeros of G(z,y) through which a
decomposition is obtained.

Eliminating y between 3> = f(z) and G(z,y) = 0 gives the polynomial

S(z) = (~u(@)\(z) + v(@)u(@))® — p? () f(z) ()
By the property of Mumford representation, u(x) divides v?(z) — f(x) and so u(x)|S(x). So,

_ S(@) _ (mu(@)A@) +v(@)u(@))® — 4 (@) f(z)
u(z) u(z)

is a polynomial. Let v be such that H(y) = 0 and u(y) # 0. Further, let § = v(y) —

(u(y)A(7))/u(7y). Then (v,9) is a zero of G(x,y) which is not a point of D.

(6)




Suppose H(z) is in IFy[z] and is smooth over IF,. Then all roots of H(z) are in IF,. Let
these roots be 1, ...,vp, where h = deg, (H (z)). Define 6; = v(y;) — (u(y:)A(75))/u(7i). Then
we have

h
div(G) = D+ 3 (%, 8:) = (00))-

Since G is a rational function, we obtain the following relation:

h

=D ~ > ((7i; 6;) — (00)). (7)

i=1

The divisors (i, d;) — (c0) are in the factor basis and so the above relation provides a decom-
position of D over the factor basis.

Nagao describes the above decomposition with the only difference that he refers to the
Riemann-Roch theorem to define the polynomial G(z,y). That does not appear to be necessary.
One can simply start with a bi-variate polynomial of the form in (4) to see how a decomposition
is obtained.

The number of points in the decomposition is determined by the degree of H(x). The
degrees of S(z) and H(z) are separately determined in two cases as follows:

D = div(u(x),v(x)) with v(z) # 0: In this case, we have

deg,(S) = max(2deg, (u) + 2deg, ()), 2deg, (v) + 2deg, (1), 29 + 1 + 2deg, (1));
deg, (H) = max(deg, (u) + 2deg, (), 2deg, (v) + 2deg, (1) — deg, (u), (8)
29 + 1 4 2deg, (1) — deg, (u));

When deg, (u) = g, the degrees of S(z) and H(z) are respectively max(2g+2my,2g+ 1+ 2ma)
and max(g + 2my, g + 1 + 2ma).

D = div(1,0): In this case, D is the Mumford representation of 0 and (7) provides a relation
among the elements of the factor basis. Since u(x) = 1 and v(x) = 0, the degrees of S(z) and
H(x) are deg,(S) = max(2deg,(\),2g + 1+ 2deg, (1)) and deg,(H) = max(2deg,(\),2¢9+ 1+
2deg, (11)-

In the above description, there is no restriction on the extension degree n, i.e., n > 1. Both
Nagao and Joux-Vitse, on the other hand, consider n > 2. In the rest of this work, we will also
consider n > 2. The case for n = 1 has been worked out in details in [15].

For n > 2, we briefly mention how a nonlinear system of equations arises and the conditions
on the number of variables and equations for the system to have a solution. Consider the
decomposition of a divisor D = div(u(x),v(x)) and suppose the degree of H(x) given by (6) is
h.

The control variables in the expression for H(z) in (6) are the coefficients of A(z) and u(x)
which are Ao, ..., Am, and po, ..., fm,. Either A\, or p,, will be 1 to ensure that H(x) is
monic. So, there are a total of m; + mgo + 1 variables and each of these are elements of IF .
Expressing these using a polynomial basis over IF, gives a total of n(mi + mg + 1) variables
over IF,.

For H(x), apart from the leading coefficient (which is one), the other h coefficients can
be expressed in terms of the n(m; 4+ mg + 1) variables over IF, obtained from A(x) and p(x).
Requiring the coefficients of H(z) to be elements of IF,; leads to a total of h(n — 1) multivariate



non-linear equations over IF, in n(m; + mg + 1) variables over IF,. If the number of variables
is less than the number of equations, then the system is under-defined and it is not possible to
solve such a system. So, we require the following condition.

n(miy +mg+1) > h(n —1). (9)
The choices of m; and my made by Nagao and Joux-Vitse are the following.

1. For a divisor D = div(u(x),v(x)) with deg, (u) = g, Nagao chooses m1; = [(n — 1)g/2] and
mg = [((n—1)g —1)/2] so that m; +mg + 1 = ng — g and the degree h of H(x) is ng. As
a result, both sides of (9) equal ng(n — 1) and the relation holds with equality. Solving a
system of ng(n — 1) equations in ng(n — 1) variables provides an H(z) which is in IFy[x].
Such an H(x) is not necessarily smooth. Trying about (ng)! random divisors results in a
smooth H(z) and hence a decomposition of the corresponding divisor. In the context of
discrete log, the random divisors are generated using a random walk technique as in [6].

2. Joux and Vitse consider obtaining a relation among the elements of the factor basis and so
v(x) = 0. They choose m; = |m/2| and mg = [(m — 1)/2] — g. In this case, the degree h
of H(z) is max(2mi, g+ 14 2m2) = m and mj +mg + 1 = m — g. So, the left side of (9) is
n(m — g) and the right side is m(n —1). Joux and Vitse set m to be equal to ng+ 2 whence
the number of equations is m(n — 1) = ng(n — 1) + 2(n — 1) and the number of variables
is n(m — g) = ng(n — 1) 4+ 2n. So, there are two extra variables which play the role of
control variables. Solution of the system of equations results in a triangular system in the
two control variables. Varying the control variables generates solutions of the triangular
system. Since the degree of H(z) is ng + 2 after about (ng + 2)! trials it is possible to find
a relation.

4 Obtaining Relations Between Factor Basis Elements

For n > 2, the decomposition technique proposed by Nagao [14] and the one by Joux and
Vitse [9] both require solving a system of non-linear equations using Grébner basis techniques.
We consider whether it is possible to avoid this step of the decomposition. In general this is
not possible, but, there are special cases where this is indeed possible.

The setting is that of Section 3. Let IF; be a field of characteristic greater than two and
for an integer n > 1, we are interested in the Jacobian Jo(IF4n) of the curve C : y? = f(z).
The factor basis is as defined in (3). Following Joux and Vitse, we are interested in obtaining
relations between elements of the factor basis. In other words, we wish to obtain relations of
the form Dy +---+ D,, = 0 where D1,...,D,, € FB. We will call such a decomposition to be
an m-point decomposition.

The crux of the decomposition method is to obtain polynomials A(z), u(x) € Fyn[z] such
that H(z) = A(z) — p?(x)f(z) defined in (6) (with u(z) = 1 and v(z) = 0) is in IFy[z].
Our idea is that given f(x), we try to select A(x) and p(z) appropriately such that H(x) is
guaranteed to be over IF,. The choices of A(x) and p(x) depend upon the form of f(z) and the
attempt is to adjust for the coefficients of f(x) which are in IFj». Smoothness of the resulting
H(x) is not guaranteed and has to be ensured iteratively. For iteration to be possible, we have
to ensure that there are some control variables which can be varied to obtain different possible

H(zx)’s.



4.1 Subfield Curves

If all coefficients of f(x) are in IF,, then C' is called a subfield curve. Let C' be a subfield curve
and consider the extension degree n to be even.

Choose () to be a constant, i.e., u(z) = pg € IFyn such that b = pd is in IF;. A necessary
condition for ;2 to be in IF, is that n should be even. So, we are assuming that b € IF; is a
quadratic residue in IFg». On the other hand, we do not want b to be a quadratic residue in
IF, the reason for which we will explain shortly.

For any non-zero A(x) € IFy[z] consider the polynomial H(z)/b = bA\%(x) — f(z). This
polynomial is in IF[z] and is of degree max(2m;,2g+ 1). If this polynomial is smooth, then so
is H(z) and we obtain an m-point decomposition where m = max(2m;y,2g + 1). The number
of control variables are the coefficients of A(z). Taking A(z) to be monic, the number of control
variables is my. Since A(x) € IF,, each control variable ranges over IFy, and so the total number
of options that can be tried with m; control variables is ¢™!.

Suppose a € IF, is a root of H(x)/b. So, f(a) = bA%(a) = (poA(«))? and setting 8 = poA(«r)
gives the points (o, £5) on the curve C. If b is a quadratic residue in IF,, then pyg is also in IFy
and hence so is 8. In this case, we only obtain decompositions in Jo(IF;) and not in Jo(IFgn).
For this reason, we need b to be a quadratic non-residue in IF,.

In the above, we have chosen p(z) to be a constant polynomial. Instead one can choose
A(z) to be a constant polynomial A(z) = A\g € IFyn such that ¢ = A3 € I, and ¢ is not a
quadratic residue in IF,. Once more considering the smoothness of H(x) = A3 — f(x)u?(x) =
c— f(z)u?(x) € IF, we will obtain m-point decompositions where m is now equal to 2g-+1+2ms.
The m in this case is larger than in the previous case.

4.2 Partial Sub-Field Curve

Suppose C : y?> = f(x) is such that only the constant term of f(z) is in IF,n while all other
coefficients of f(x) are in IF,;. Such a curve is not a sub-field curve and may be called a partial
sub-field curve.

In this case it is possible to obtain a number of relations between the elements of the factor
basis. The following simple result provides the basis for doing this.

Proposition 1. Suppose C : y*> = f(z) and f(z) = z¢(z) + Ay where ¢(z) € Fyz] and
Ap € Fyn. Suppose t is an element of IF, such that Ay +t is a quadratic residue in IFyn and
let \3 = Ao +t. Then setting AN(z) = \o and pu(z) =1 gives H(z) in IF,[x].

Proof. Recall that H(z) = \(x) — f(z)u?(z). With the given values of A\(x) and pu(z), we
obtain H(z) = X\ — f(z). Using M3 = Ag + ¢t and f(z) = zé(z) + Ao, we get H(z) =
Ag+t—zp(x) — Ag = z¢(x) + t which is in IF[z]. 0

When H(z) = A3 — f(z) is smooth over IF,, we obtain a (2g + 1)-point decomposition. If « is
a root of H(x), then f(a) = A} and so (o, £)\g) are points on C. Note that for two distinct
roots a and g of H(x), the corresponding points on C' are (g, +\g) and (e, £Xg), i.e., the
y-coordinates are the same. This corresponds to the line y = A\g which is parallel to the z-axis
cutting the curve at (2¢ + 1)-points. Since all the corresponding z-coordinates are in IF,, the
obtained decomposition is not trivial. For example, in the case of elliptic curves, if we apply
the line-and-chord rule to two points whose z-coordinates are in IFy, it is not guaranteed that
the z-coordinate of the sum will also be in IF,,.



Suppose tg # t1 are such that Ay + to and Ag + ¢; are both squares in IFy» and the corre-
sponding H-polynomials Ag+to— f(x) and Ag+t; — f(x) are both smooth over IFy. Let ag and
aq be such that a% = Ag+ty and a% = Ag—+t1. The divisors in the decomposition corresponding
to tg are defined from points all of whose y-coordinates are equal to £ag. Similarly, the divisors
in the decomposition corresponding to t; are defined from points all of whose y-coordinates
are equal to +aj. As a result, the two sets of divisors in the two decompositions are disjoint.
More generally, decompositions obtained using Proposition 1 have the property that no two
relations have a divisor in common.

An important point to note is that the possibility of obtaining a relation does not depend
on the extension degree n. We obtain a (2g + 1)-point relation whatever be the extension
degree.

In Proposition 1, the only control variable we have is t. Out of the ¢ possible values of t,
about ¢/2 will result in Ay + ¢ being a square in IFyn. So, the number of trials will be about
q/2. The degree of H(x) is 29 + 1 and so in about (2¢g 4 1)! trials we will obtain a smooth
H(z). As a result, the number of relations that will be obtained by this technique will be about
q/(2(2g 4+ 1)!). Sieving can be used to speed up this computation.

The number of relations that are obtained is not sufficient to be able to perform the complete
linear algebra step. The obtained relations can be used to reduce the size of the factor basis.
This is a consequence of the fact that the sets of divisors in the relations are disjoint.

For example, when g = 1, i.e., in the case of elliptic curves, we will obtain about ¢/12
3-point relations. No two of these relations will have a common divisor. As a result, we can
remove about ¢/12 elements from the factor basis by choosing one divisor from each of the
q/12 relations. Whenever one of these removed divisors occur in a relation obtained using other
methods, it can be replaced by the negation of the sum of two other divisors in the factor basis.
Such a reduction in the size of the factor basis will reduce the time for the linear algebra step.
This reduction of the factor basis can be useful when combined with Semaev’s [16] summation
formula based discrete log alogrithm for elliptic curves proposed by Gaudry [7].

Ezample 1. Let ¢ = 16781747 be a prime and let n = 7 with IF,7 realised as IFy[z]/(w” +
w + 8). Consider the elliptic curves E : y? = 23 + 108054522 + (10262628w° + 8483277w® +
6794783w? + 10836145w> + 4047688w? + 5008212w + 10168056), defined over IF 7. Then #E =
2Xp1, where p; = 187426152609583203245776700781399275920191867781567 is a prime. Using
Proposition 1, we will get relations of following types.

(7986974, B1) + (6100752, 1) + (2694021, B1) ~ 0; (10)
(14109678, B2) + (12931646, B3) + (6522170, B3) ~ 0 (11)

where, 81 = 6096369w® + 1563856 7w® + 12407480w* + 5727199w? 4 14632270w? + 1107071 1w +
6011652 and £ = 1121656w8+13545884w°+1208363w* +8743129w> 41294872 7w?44403294w+
16123844. Tt is possible to efficiently generate all such relations. We can see that the the y co-
ordinate of the points in the above relations are same and the relations are distinct. So they
can be used to reduce the size of factor basis.

5 Curves over Quadratic Extension Fields

Let IF, be a finite field of characterisitic greater than 2 and n > 2 be a positive integer.
Let C : y? = f(z) = 229+ + Z?io A;z" be a hyperelliptic curve with 4; € IFyn. Suppose



that there are non-negative integers k£ and e with k 4+ e < 2¢g + 1 such that A; is in IF, for
all i € {0,...,29} \ {k,...,k + e — 1}. In other words, all coefficients of f(z) other than
Ak, ..., Agte—1 are in the base field IF,. We will call such a curve C to be a (k,e)-curve. If
k=0 and e = 2g + 1, then there is no restriction on f(z); on the other hand, if k = e = 0,
then all coefficients of f(x) are in IF, and C' is a sub-field curve. Partial sub-field curves arise
with intermediate values of k and e. For example, with £k = 0 and e = g, only the coefficients

Ag, ..., Ag—1 may be in IF;» while the coefficients A, ..., Ay, are necessarily in IF,.
Note that in a (k,e)-curve, the coefficients Ag, ..., Ay_1, Agte, . . ., Agg are necessarily re-
stricted to be in the base field IF;. On the other hand, there are no restrictions on Ay, ..., Agye—1.

It is possible that some of these coefficients are also in the base field. More particularly, a (k, e)-
curve has at most e coefficients (which are consecutive and start from k) to be in IFn.

The next result provides a method for obtaining factor basis relations for partial sub-field
curves defined over quadratic extension fields.

Theorem 1. Let IF 2 be realised as IF,/(w? —c) where w? —c is an irreducible polynomial over

IF,. Let C : y* = f(x) = 2291 + Z?io Azt be a (k,e)-curve with e > g. Given any positive
integer ma and a monic polynomial p(zx) = ™2 + ,um2_195m2_1 + -+ p1x + po of degree mo
in Iy [x], it is possible to choose A(z) = 31" Nz’ of degree my = e + 2mg — 1 such that the
polynomial H(x) = X*(z) — f(x)p?(x) is in Fylz]. Further, N, € IF 2 while \; € Fy fori #k
and the degree of H(z) is max(2e + 4mg — 2,2ms + 2g + 1).

1. Notation: For a € IF 2, write a = ajw + ap. The part ajw will be said to be the complex
part of a. If &y = 0, then « is in IF; and we call such an « to be simple.

2. The theorem statement has the condition that e > g. This, however, does not mean that
the result does not cover curves with f(z) having less than g complex coefficients. Note that
by the definition of (k,e)-curve, there are at most e complex coefficients. So, if f(z) has
less than g complex coefficients, then one needs to choose k and e such that the complex
coefficients of f(x) are among Ag, ..., Agie_1-

Proof. For a (k,e)-curve, k + e < 2g + 1. Since we have the condition e > g, it follows that
k < g+ 1. Since m; = e+ 2ms — 1 and mo > 1, it follows that m; > e+ 1> g+ 1. So, k < my
and A(x) indeed has the coefficient Ag.

From the definition of a (k, e)-curve, only the coefficients Ay, ..., Apic—1 are in IF 2 while
all the other A’s are in IFy. If it turns out that Ay, ..., Agt—1 are also in IF; (i.e., the curve in
question is a subfield curve), then we choose A; to be any element of IF, and the result holds.
So, for the rest of the proof, we will assume that at least one of the coefficients Ay, ..., Agie_1
is in IF ;2\ IF,. In such a situation, Ay will also chosen to be in IF 2 \IF,. Writing A\, = Ag o+ Ap 1w
we will assume that A\; 1 # 0. For notational uniformity, we will write A\; = wA;1 + A; 0 where
Ain =0 for i # k and Ay # 0. Also, we write A; = wA; 1 + A; o where A;; = 0 for 7 not in
{k,k+1,....,k+e—1}.

Note that p(z) is given. Our aim is to show that it is possible to determine A(x) such that

H(z) is in IFg[x]. More particularly, we will show the elements Ao, ..., Ak—1, A0y Mot1s - - - Ay
are determined from Ay 1, to, - - ., flmo—1-
Let
2 _ mo mo—1 2/,..2g+1 2g
po(@) f(@) = (@™ + prmy 1™ 4 - pax A+ o) (2T 4 Agga™ + -+ + Ay + A)
2g9+2ma
— p2mat29+1 Z B;x! (12)

1=0



We write B; = B; + B;jw. For convenience of notation, we set Bay,,124+1 = 1. Since C' is

a (k, e)-curve, other than the coefficients Ay, ..., Axt.—1 all other coefficients A;’s of f(x) are
simple. As a result, B; is complex only for i = k,k+1,...,k+ e+ 2mo — 1 and all other B;’s
are necessarily simple. In other words, B; 1 = 0 if ¢ is not one of k,k +1,...,k +e+2mgy — 1.

Note that m1 = e + 2mg — 1. So, we can write

2g+2mo+1 ) e+2mo—1 )
MQ(x)f(fU) = Z B;ox" +w X Z Bi+k:,1371+k
=0 =0
2g+2ma+1 ) m '
= Z BLOQBZ +w X Z Bi+k71$2+k. (13)
i=0 =0

We now consider A\?(z). Apart from )y, all other coefficients of A(z) are simple. The complex
coefficients of A\%(z) arise only from Ag. So, in A2(z) = (Ao + Mz + -+ + Ay 2™)? only the
coefficients of ¥, 2*1 ... 2*+t™ are complex while all other coefficients are simple.

The way A, affects the coefficients of A\%(z) is as follows: The term )\% appears in the
coefficient of 2?* and for i # k, the term 2)\;\;, appears in the coefficient of 2'**. Note that

Ap = (ko + wAk1)? = Al o+ 2wAk oAk + WAL = AL+ AL 1 + w(2Ak0Ak1)-

So, the complex part of )\z is 2w o Ap1. For ¢ # k, )A; is simple and equal to A; o and so the
complex part of 2A\; A is 2wA; oA 1.

We now show that the \;’s can be computed so as to ensure H(z) € IF,[z]. It is easy to see
that the numbers of complex coefficients in the two expressions A\?(x) and p%(z)f(x) are same
and these coefficients correspond to the same powers of z. Given p(z), the values of B;’s are
fixed.

Recall that H(z) = \2(z) — p?(z) f(z). Equating the complex part of the coefficient of 2%,
(1=0,1,...,m1) in H(z) equal to 0, we obtain

2Xg1Ai0 — Bitga = 0.

From this it follows that for ¢ =0,1,...,m,

Biyin
Aip = ., 14
170 2>\k;71 ( )

The above values of the \;’s ensure that the complex parts of the coefficients of H(x) are 0
and hence H(z) € IF,[z]. 0

The exact expression for H(x) given by Theorem 1 is mentioned in the following corollary.

Corollary 1.

2

1 k+e—1 ' 29 ,
H(z) = ca:%)\%’l + TSV (,u2(a:) Z Ai,lx’k> — 1% (2) (mQQH + Z Ajoz' | . (15)
k1 ik i=0

Proof. Write f(z) as f(z) = 229t 4w (Z?ﬁo Ai,lxi) + (Z?io Aiyoxi) and then writing p?(x) f (z)

once more we have:

2 2
pi (@) f(z) = i (x) ($2g+1 + Zg: Aoz’ +w Zg Ai,lxi)

=0 i=1



1=0

29
= /1,2(1') (:E29+1 + Z Ai70$i) + wu (Z A, 1T )
29 ‘ kte—1
=pP(z) 2T+ Aspat |+ wp( ( Z A ) (16)

1=0

Comparing (13) and (16) we get

mi ) k+e—1 ]
> Bipgaz ™ =y’ (x) ( > Ai,1$2> :
i=0 i=k

Dividing both sides by z* gives the following relation.

k+e—1
ZBz+k1$ = 1*( ( Z Ajz'™ ) (17)

=0

Note that A(z) = wz*Ag 1 + S0 Aozt
H(x) = N (z) — p*(z) f (x)
mi ' 2 29 A 29 A
= <wl‘k>\k,1 +> )\i,ow’> — () [ 2% 4w S Ajpat |+ Ao
i=0

=0 i=0

=0

(2Ak1 <§Azox>x —u( (ZA,lac))

2 2g
= cx%)\%J 4)\2 <Z Biykax > - M2($) (x2g+1 + Z Az‘,0331>
k,1

=0 =0

mi 2 2g
_ C$2k)\%71 + <Z >\i,0$l> - M2($) (I.Qg—l—l + ZAi,sz)
=0

1 kte—1 2 29 ,
— cq;Zk)\z’l + Do X (,LL2($) Z Ai,lx’k> — 2 (z) [ 22 4 Z Aoz’ | .

=0

The complex terms in the expression for H(z) cancel out by the choice of A;¢’s and recall that

we use the polynomial w? — ¢ to represent IF 2. Further, (17) has been used. O

Given By 1,..., Biym,1 and a non-zero value for Ay the values of A\; for i = 0,...,my
are completely determined by the relation (14) in the proof of Theorem 1. Further, the values
of B;1’s are determined completely by o, ..., tm,—1 and the curve coefficients Ao, ..., Agg.
As a result, for any choice of uo, ..., ftm,—1 and Mg the values of \;o for ¢ = 0,...,m are
completely determined.

The quantities fi, ..., ftmy—1 can vary over IF, and Mg varies over IF;. So, by varying
MO, - - - > hms—1 and Ag 1 over all possible choices, about g™t different H(z)’s can be generated.

Note that the term Ay ; occurs in H(x) only as )\z ; and so Ag 1 and —\y 1 give rise to the same
H(z). So, effectively there are about ¢/2 choices of Ay ;.



Let h be the degree of H(x) and so h = max(2e + 4mgy — 2,2mgy + 29 + 1). By varying
Ak,15 0, - - - s Bmo—1 We obtain different possible choices for H(z). In about h! trials we will
obtain an H (z) which is smooth. This gives a relation among the factor basis elements. Since
the factor basis contains ¢ elements, we will need about ¢ relations to carry out the linear
algebra step. The condition for obtaining q relations is the following:

qm2+1

> h! xq = (max(2e 4+ 4mg — 2,2mg + 29 + 1)) I xq. (18)

We note the following points.

1. The complexity of obtaining a smooth H(z) is independent of k& and depends only on e.

2. To improve the speed of obtaining smooth H(z), the value of h should be as small as
possible. This is achieved by setting ma = 1. In this case, the degree of H(z) is h =
max(2e + 2,2¢g + 3).

3. The minimum possible degree of H(z) is 2¢g + 3 and this is attained when e < g. For
Theorem 1 we have the condition e > ¢g which combined with e < g shows e = g. So, if C
is a (k, g)-curve, then a single relation can be obtained in about (2g + 3)! trials.

4. The most general case is when k = 0 and e = 2g + 1. In this case, the degree of H(x) is
h = max(4g+4mg,2ma+2g+1). For mg = 1, h = 4g+4 and so a smooth H (z) is obtained
in about (4g + 4)! trials. While this gives a concrete complexity estimate for obtaining a
relation (unlike that of Nagao’s and Joux-Vitse methods which require solving a system of
non-linear equations), the number of trials is too high for the method to be practical for
g=>4.

5.1 Sieving

The expression for H(x) given in Corollary 1 is determined by p(x) and Ay ;. As mentioned
earlier, for different choices of p(z) and A;; we can construct different choices of H(z) and
test these for smoothness. Smoothness testing, however, is quite time consuming. Sieving can
be used to avoid such testing. We explain how this is done based on the sieving technique used
by Joux and Vitse in [9].

For simplicity of notation, let t; = Ag ;. Note that the expression for H(z) involves only
t2 and we let to = t2. Also, by 7z denote (uo, - - -, ftmy—1)- For a fixed value of Ji, denote by
Hy(z,t2) the expression for H(x) in (15) where we explicitly show the dependence of H(x) on
to. Note that for a fixed a € IFy, the numerator of the expression for Hy(c,t2) is a quadratic
in to.

Let ctr be an array of size ¢ whose entries are initialised to 0. Choose a random 7. For
each a € IFy, perform the following steps: construct the quadratic in ¢o corresponding to the
numerator for Hy(c,t2); if this quadratic is reducible over IF,, then determine its roots dg
and dy; if §; is a square, then increment ctr[d;] for i = 0,1. After the loop over IF, has been
completed, step through the array ctr looking for a ¢ such that ctr[§] = 2g + 3. Note that such
a 0 is necessarily a square. Choose A1 to be a square root of this . For this Ay ; and the
chosen value of [z, the corresponding H (x) given by (15) is necessarily smooth. This H(z) can
be factored to obtain the roots and hence a relation among the factor base elements.

It may turn out that for the particular 7 there is no entry in ctr which provides a smooth
H(z). In such a situation, we choose another 7z and repeat the sieving process. Note that at no
point is smoothness testing required. In practice, this leads to significantly improved efficiency.



Additional speed-up can be obtained by using a pre-computed table of square-roots of the
elements of IF,. There are two places where this will be used. The first use is in the solution
of the quadratic Hz(a,t2). The discriminant is computed and the square root extracted using
the pre-computed table. The second use is in testing whether ¢; is a square. This is done by a
simple table look-up.

Ezample 2. (9 = 5, k = 0, e = 5): Let ¢ = 536870923 which is a prime. The polynomial
w? + 487791668 is irreducible over IF, and let IF 2 be represented as IF[w]/(w? + 487791668).
Consider the curve C over IF 2 given by the following equation.

y? = 't + 72867692210 + 266240208z + 1897023382 + 40394159827 + 2432944254
+ 1613649072° + (481611065w + 113938517)z* + (302739899w + 218608566)z>

+(277004398w +100790511) 22 + (32516642w + 523324966 ) + (14883427 7w + 444734696).
(19)

We have collected 24 relations among the factor basis elements. The average time per relation
was 15 hours. For illustrative purpose we provide one such relation below.

13

> ((P) = (s0) ) ~0

=1

where P; are the following points on the curve C.

P, = (461653145, 227963090w + 69237873)
Py = (416967427, 404086065w + 524185991)
Py = (395947819, 169482988w + 531757234)
Py = (374926825, 302252595w + 497356260)
Ps = (366109950, 158087663w + 153008186)
Ps = (267888952, 210317996w + 472116172)
P; = (241362678, 154484158w + 57775439)
Pg = (209173699, 332896640w + 209227835)
Py = (132224988, 514472422w + 449592808)
P1p = (130531868, 390327959w + 74840939)
P11 = (30575684, 531315607w + 153861896)
Py = (14940740, 216381479w + 216507315)
P13 = (14586917, 146027799w + 360620670)

Example 3. (9 =5, k =5, e =5): As in the previous example, let ¢ = 536870923. Let IF 2 be
represented as IFg[z]/(w? + 315734631). Consider the curve C over IF 2 given by the following
equation.

y? = ' 4 5360702242 + (372000917w + 121411583)x”
+ (327360521w + 173943725)2% 4 (58415006w + 484515562) 2" (20)
+ (202132854w + 174537446)2° + (36125993w + 280775023)2°
+ 480682978x* + 24542391123 + 1442460682 + 1764726151 + 485640527.



Note that in this example the complex coefficients in f(x) are not the first g terms. In this case
also, the average time per relation was about 15 hours. For illustrative purpose we provide one

relation below.
13

> ((P) = (00)) ~0

=1

where P; are the following points on the curve C.

Py = (488169155, 127507425w + 11619026)
Py = (414967071, 411968940w + 526402989)
Py = (367542253, 271345312w + 71563790)
Py = (360417276, 146775404w + 529629782)
Ps = (327156809, 148898586w + 313658158)
Ps = (321069144, 401672122w + 516009885)
P; = (297696598, 332164999w + 71083788)
Py = (282773404, 165994134w + 128263175)
Py = (153245666, 29944761 7w + 31791782)
Pp = (148847735, 131086868w + 526494330)
Py = (122238345, 501760005w + 500393269)
Py = (46402515, 207894339w + 345845407)
P13 = (3075334, 414551777w + 407607294)

Ezample 4. (9 = 6, k = 7, e = 6): The prime ¢ = 536870923 as before. The field IFZ =
IF,[z]/(w? + 391407656). The curve C is given by the following equation.

y? = '3 4 (26724425w 4 521111574) 2% 4 (108641052w + 409984592) 2!
+ (24302877w + 201680702)2'% + (3406982361 + 334614899)z”
+ (90984934w 4 92561831)2® + (279332373w + 378470239)2" + 17121692225

+ 3034962962° + 1449774302 + 25290625022 + 27637460022 + 508777162z + 206709783
(21)

It took us 8 days to get a single relation by running on 15 parallel cores. The relation is the
following.

15

> ((P) = (00)) ~0

i=1

where P; are the following points on the curve C.

(529627927, 324604233w + 328370059)
(457161741, 324649665w + 308701675)
= (318999554, 451438865w + 383125220)
(282246842, 41996416w + 31292053)

(

(

280379434, 403412458w + 426683854 )

Py
Py
P
Py
P
Py 263884452, 32875161w + 244297866)



P =
Py =

(259928285, 260498525w + 90308916 )
(222312520, 408316107w + 330320218)
Py = (200790649, 38478293w + 527202107)
Pro = (179779688, 352410950w + 516715413)
P = (119409638, 334594398w + 28958127)
Py = (79561862, 510759460w + 518110662)
P13 = (62284590, 333545883w + 331763559)
Py = (31745814, 453648987w + 25464942)
(29265458, 294026161w + 533582133)

5.2 Comparison with Nagao’s and Joux-Vitse Methods

In Nagao’s method, a relation is obtained by solving a system of ng(n — 1) nonlinear equations
in as many variables. In the present case, n = 2 and so the system consists of 2g equations and
variables.

1. For g = 4, this leads to a system of 8 equations in 8 variables. Solving one such system
using Magma requires about a second. The solution only ensures that H(z) is in IF,[z].
The degree of H(x) is 2g = 8. To obtain an H (z) which is smooth over IF[z], it is required
to consider about 8!~ 23 divisors and so correspondingly solve about 8! systems of 8
non-linear equations in 8 variables. Practically we get a single decomposition in about 7
hours. In comparison, the new method provides a single relation in about 8 to 10 minutes.

2. For g = 5, Nagao’s method requires solving a system of 10 equations in 10 variables. We
were able to solve one such system using Magma in about one minute. As above, such a
solution only ensures that H(x) is in IF[z]. In this case, the degree of H(z) is 10 and so to
obtain an H (x) which is smooth over IF,[z] we need to consider about (2¢)!= 10! divisors.
This requires solving about 10!~ 2?2 systems of 10 non-linear equations in 10 variables.
As a result, the time for obtaining a single relation will be about 10! minutes (which is
about 60000 hours). In comparison, the new method requires about 9 hours to find a single
relation.

3. For g = 6, Nagao’s method involves repeatedly solving systems consisting of 12 equations
in 12 variables. We were able to solve one such system in about 6000 seconds (which is
about 1.6 hours). Obtaining a single decomposition will require solving about 12!~ 2288
such systems which is infeasible. In comparison, the new method yielded a relation in about
8 days.

The method proposed in this paper raises the possibility of actually carrying out DLP
computations for ¢ = 4 and g = 5. Relations between the elements of the factor basis are
to be generated using the new method. The linear algebra step is to be carried out as usual.
Suppose Dq is the generator of an appropriate subgroup of the Jacobian and Ds is a target
divisor and the requirement is to compute logp,, Ds. Using the random walk technique from [6]
divisors D = a1 D1 + as D3y are to be generated. Nagao’s method is to be used to obtain the
decomposition of one such D over the factor basis. Such a decomposition in conjunction with
the discrete log of the factor basis elements will provide the desired discrete log of the target
element.

Note that Nagao’s method could also be used for generating relations. The speed improve-
ment arises from replacing Nagao’s method by the new method for the relation collection step.



Availability of multiple cores will speed up the computation of both relation collection by the
new method and the single decomposition to be obtained using Nagao’s method. Even though
we suggest that DLP computations for ¢ = 4 and g = 5 are feasible, at the present time we do
not have sufficient computational resources to actually carry out one such computation.

The initial phase of the Joux-Vitse method involves solving a system of ng(n—1)+2(n—1)
equations in ng(n— 1)+ 2n variables. Again, here n = 2 leading to a system of 2g+ 2 equations
in 2g + 4 variables. For g = 4, this leads to a system of 10 equations in 12 variables; for g = 5,
this leads to a system of 12 equations in 14 variables; and for g = 6, this leads to a system of
14 equations in 16 variables. We were unable to solve even one such system using Magma on
our computers. That Magma could not solve the system arising for ¢ = 4 is a bit surprising.
A system arising out of Nagao’s method for g = 6 consists of 12 equations in 12 variables and
Magma was able to solve one such system. So, one would expect that Magma should be able
to solve a system of 10 equations in 12 variables. That, however, did not happen.

The major bottleneck in the Joux-Vitse method is the requirement of solving the initial
non-linear system of equations. For the same g, the system is more complex than the system
generated by Nagao’s method. On the other hand, once the initial system is solved, the suc-
cessive iterations are much faster and a single relation is obtained in about (2g + 2)! trials. In
comparison, obtaining one relation by the new method requires about (2g + 3)! trials. Both
the Joux-Vitse method and the new method use sieving to obtain practical efficiency gains.
So, if the initial non-linear system in the Joux-Vitse method can be solved, then the rest of
the compuation will be faster than the new method. However, as mentioned above, for g > 4,
on our computers, Magma was unable to solve the initial system arising in the Joux-Vitse
method.

In conclusion, for the special types of curves considered in this work, the new method
provides relations faster than either Nagao’s or the Joux-Vitse methods. We note the following
points.

1. The new method (as well as the Joux-Vitse method) only provides relations among fac-
tor basis elements. Decomposition of a target element (using the random walk technique
from [6]) over the factor basis still has to be done by Nagao’s method.

2. The new method works only for a sub-class of curves while Nagao’s and the Joux-Vitse
methods work for all curves.

6 Curves Over Characteristic Two Fields

We briefly consider how our techniques apply to characteristic two field. In this case, the form
of a hyperelliptic curve is y? +zy = f(z). Let ¢ be a power of 2 and for n > 2, we consider IF jn-
rational points of C'. As before, we consider polynomial maps of the form G(z,y) = A(x)+yu(x)
where A(z) and p(x) are polynomials of degrees m; and mg respectively in IF gn [x].

We are interested in the zeros of the polynomial A(x) 4 yu(x) on the curve C. For any such
point (a, B), B = A(a)/u(a) and (o, B) also satisfies the equation of the curve, i.e., %+ fa =
f(). Eliminating 3 between these two equations yields A?(a) + aX(a)u(a) = p?(a) f(a). So,
in this case, the form of the polynomial H(x) is the following.

H(z) = X(2) + 2A(@)p(z) + 12 (2) f (). (22)

Proposition 2. Let g be a power of 2 and n > 2 be a positive integer. Consider the curve
C:y*+xy = f(x) = 23¢(x)+ Az’ + A1z + Ao where ¢(z) € TFylz], A1, Ag € F, and Ag € Fyn.



If for some t € I, the polnomial 22 + 2+ Ao + t is reducible over IFyn, then for p(z) =1, it
is possible to choose the polynomial \(x) such that H(z) = \*(x) + aX(x)u(z) + p?(z) f(x) is
in IFq[x].

Proof. Let AN(z) = A 2™ + -+ + Aox? + Mz + Ao, where A1 is a root of the polynomial
22+ 2+ Ag +t and Ao, Mg, ..., A, are in IF,. Then

H(x) = M(z) + 2\(z) + f(x)
=\ (2) + 2\ (z) + 23¢(x) + Asx® + Az + Ay
= (A2, 2™ + -+ A3zt + Ajz? + N))
+ Ay 2™ o Moz + A2 4+ \ox)
+x3<;5(:n) + Asx® + Ay + Ao
= 2®(AT + A1+ Ag) + ()
= ta® + 1(z).

Here () is in IF4[z], i.e., all its coefficients are in IF,. Also, ¢ is in IF; and so H(x) is in
IF,[x]. 0

The degree of H(x) is h = max(2my,3) and we obtain an h-point decomposition. In the
choice of A(z), the constant term Ag is a control variable and can be varied freely over IF. For
my = 1, the quantity ¢ is the only other control variable which has the constraint that it has
to be varied so that the polynomial 2% 4+ z 4+ Ay + t is reducible over IFgn. For my > 2, the
coefficients Ag, ..., Ay, are m; — 2 additional independent control variables over IF,.

Choosing m; = 2, gives two independent control variables and possibly a partial control
variable ¢. In this case, there are more than ¢? choices for H(z). The degree of H(x) is 2m; = 4
and in about 4! trials we will obtain an H(z) which is smooth over IFy. Each such H(x) gives
rise to a 4-point decomposition and we obtain a total of more than ¢2/4! such relations. If
q?/A' > q, i.e., ¢ > 4!, then we will obtain sufficiently many relations to carry out the linear
algebra step.

There is a condition in the statement of Proposition 2. For some t € IF,, the polynomial
22 + z 4 Ay + t has to be reducible over IF,n. Consider the case of elliptic curves. In this case,
we can take A1 = 0 and the form of the curve is y? + zy = 2® + Asx® + Ay. For elliptic curves,
when n is odd, then we have experimentally found that for the values of n we tested, it is
always possible to find a ¢ such that the reducibility condition holds. On the other hand, if
n is even, then there are cases when 22 + z 4+ Ay is irreducible over IF ¢» and for even n, this
implies that for every ¢ € Iy, the polynomial 22 4+ 2z 4+ Ay + t is also irreducible over IFyn.
(This can be proved using elementary arguments involving the trace function.) So, for even n,
there are situations where the condition of Proposition 2 does not hold and hence, the stated
decompositions cannot be obtained.

Super-singular HEC: In this case, the equation of the curve is of the form y? +y = f(z).
The above decomposition method works with a different condition on f(x).

Proposition 3. Let g be a power of 2 and n > 2 be a positive integer. Consider the curve
C:y*+y= f(x) =xp(x) + Ay where ¢(z) € IFy[z] and Ay € Fyn. If for some t € IF,, the
polnomial 2% + z + Ao + t is reducible over IF n, then for u(z) =1, it is possible to choose the
polynomial \(z) such that H(z) = A\?(x) + xX(z)u(z) + p?(z) f(z) is in Fylz].



Proof. Let A(z) = A 2™ + -+ + Xoz? 4+ Mz + g, where )\ is a root of the polynomial
22+ 2+ Ag+tand A, Aa, ..., Ay, are in IF,. Then

H(x) = X (2) + () + f(z)
= \2(2) + \z) + z¢(x) + Ag
= (A2, 2™ + -+ A3zt + Afz? + \))
F Ay ™ -+ Xox? + Az + Ng) + 2o () + Ag
= (A} + Ao + Ao) + ¥(x)
=t+(x).

Here ¢(z) is in IFy[z], i.e., all its coefficients are in IFy. Also, t is in IF, and so H(z) is in
IF,[x]. 0

7 Conclusion

Nagao had proposed a decomposition method for the Jacobian of a hyperelliptic curve defined
over IFgn. This involved solving a system of multi-variate non-linear equations. Later work by
Joux and Vitse had considered the problem of obtaining relations between elements of the
factor basis again by solving a system of non-linear equations.

In this work, we considered whether such relations can be obtained without requiring the
solution of non-linear system of equations. For special cases, we show that this can indeed be
done. For quadratic extension fields, i.e., for n = 2, for certain special curves we describe a
method for obtaining relations. This yields an algorithm which can be implemented in practice
and we are able to report the computation of a relation for genus six curves.

We also explore the applicability of our technique for fields with n > 2. In this case, the
curves that can be tackled are more restrictive and also we can obtain only one degree of
freedom. As a result, it is not possible to obtain sufficiently many relations for the linear
algebra step to go through.

For fields with characteristic two, it is possible to tackle n > 2, but, the curves that are
tackled are also quite special. In this case, though, it is possible to obtain sufficiently many
relations so as to be able to complete the linear algebra step.

An interesting question that arises is whether the technique of Section 5 can be applied to
a subset of curves defined over IF;» for other small values of n such as 3 and 4. Our initial
efforts for doing this were not successful. The problem is that it becomes difficult to explicitly
write down the relations which ensure that the complex terms of H(z) cancel out. It remains
to be seen whether there is some way of managing the complexity of the equations.
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