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Abstract. Providing an efficient revocation mechanism for attribute-based encryption (ABE) is of
utmost importance since over time an user’s credentials may be revealed or expired. All previously
known revocable ABE (RABE) constructions (a) essentially utilize the complete subtree (CS) scheme
for revocation purpose, (b) are bounded in the sense that the size of the public parameters depends
linearly on the size of the attribute universe and logarithmically on the number of users in the
system, and (c) are either selectively secure, which seems unrealistic in a dynamic system such as
RABE, or fully secure but built in a composite order bilinear group setting, which is undesirable from
the point of view of both efficiency and security. This paper presents the first fully secure unbounded
RABE using subset difference (SD) mechanism for revocation which greatly improves the broadcast
efficiency compared to the CS scheme. Our RABE scheme is built on a prime order bilinear group
setting resulting in practical computation cost, and its security depends on the Decisional Linear
assumption.

Keywords: attribute-based encryption, revocable attribute-based encryption, key revocation, sub-
set difference method, prime order bilinear groups.

1 Introduction

Attribute-based encryption (ABE) enforces an access control mechanism over encrypted data
using access policies and ascribed attributes among private keys and ciphertexts. The notion of
ABE was first put forward by Sahai and Waters [20] and refined by many subsequent works [9],
[3], [18], [22]. In a (key-policy) ABE system, an encryptor may specify a set of attributes, which
could be any keyword describing the ciphertext, directly while encrypting a certain plaintext.
A user in the system possesses a key associated with an access policy, stating what kind of
ciphertext it can decrypt. Users’ private keys are distributed from a trusted key generation
center. In such a system, a user can decrypt a ciphertext if the policy associated with its key
satisfies the attribute set associated with the ciphertext. ABE has been employed in several
important real-life applications including pay-TV system with package policy and cloud based
data-sharing services.

While using in a practical situation, an ABE scheme must be supported with an efficient
revocation mechanism that can handle dynamic credentials of users, since a user’s credentials
can be revealed or expired. Revocable attribute-based encryption (RABE) is an extension of ABE
that provides enhanced control over dynamic user-credentials. Observe that in many ABE based
practical applications it is extremely important to be able to revoke individual users rather
than a class of users possessing some particular attribute at a time. For instance, in a pay-TV
system it is essential for the broadcasting company to have the control to restrict a user from
viewing subsequently broadcasted programs once its subscription expires without affecting other
subscribed users.

In 2008, Boldyreva et al. [4] constructed the first RABE scheme. In order to implement
revocation, their RABE scheme uses a key update approach that roughly works as follows: The
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encryptor will encrypt a plaintext with an attribute set I' as usual, and in addition, it also
specifies the time slot attribute for which the ciphertext can be decrypted. The key generation
center manages the revoked user list and periodically announces a key update material at each
time slot, so that only non-revoked users can update their keys and use it to decrypt ciphertexts
encrypted for the legitimate time. This revocation approach termed as indirect revocation in
the literature. The prime disadvantage of this approach is that, the key update phase can be a
bottleneck, since it requires communication from the key generation center to all non-revoked
users at all time periods and the encryptor cannot get a direct control on the revocation list
which may be unsuitable for many practical applications. For instance, in pay-TV system, the
encryptor, i.e., the TV program distributor company needs direct control on the revocation list
to revoke pirate keys instantly without bothering other legitimate customers. In order to avoid
this bottleneck of key update phase, subsequent works [2], [I], [19] adopted a direct revocation
methodology, which allows encryptors to specify the revocation list directly when encrypting
and thus enables instant revocation rather than requiring a key update phase.

Although, a number of RABE schemes exist in the literature [4], [2], [1], [19], the main design
principle of these constructions essentially follows that of Boldyreva et al. [4] and employs the
complete subtree (CS) scheme of Naor et al. [I5] for user revocation. Replacing the CS technique
by the subset difference method (SD) [15] or the layered subset difference method (LSD) [10] can
reduce the size of the ciphertext component meant for enforcing revocation from O(7 log %)
to O(F) where Npax and 7 respectively denote the total number of users and number of revoked
users. This can provide significant improvement in the broadcast efficiency particularly when the
number of users present in the system is very large compared to the number of revoked users.

Recently Lee et al. [12], utilized the SD scheme to manage revocation for identity-based
encryption (IBE) and pointed out that their technique for RIBE cannot be extended to realize
RABE via SD scheme.

Further, a desirable property of a RABE scheme is its independence from the size of the
attribute universe and the total number of users supported by the system. In all previous RABE
schemes [2], [1], [19], [4], the public parameter size grows linearly with the number of attributes
in the attribute universe and logarithmically with the number of users. Moreover, all previous
RABE schemes except [19] provide only selective security which seems unrealistic in a dynamic
system such as RABE. Although [19] achieves full security, it is built on a composite order bilin-
ear group setting under non-standard assumptions. Note that the bit length of group elements
is very large, as well as, group-operations and pairing computations are prohibitively slow [8] in
composite order bilinear groups than a comparable prime order group.

Our Contributions

Communication bandwidth is of greater concern than user storage in present day applications
like pay-TV and many others. Our goal in this work is to explore applicability of SD mecha-
nism in ABE setting to design an unbounded RABE with reduced communication bandwidth and
simultaneously achieve full security. The starting point of our work is the ABE construction of
Okamoto et al. [I7]. However, integrating SD revocation with ABE or replacing CS scheme by
SD technique to construct a broadcast efficient RABE seems to be a quite challenging task.

We construct the first fully secure unbounded (key-policy) RABE scheme supporting direct
revocation employing subset difference (SD) mechanism. Towards this end, we build a rather non-
trivial technique in order to integrate the SD scheme with the ABE construction of [17]. On a more
positive note, the full security of our RABE scheme is based on standard assumption, namely, the
Decisional Linear (DLIN) assumption. Most importantly, due to the use of prime order bilinear
group and subset difference revocation scheme, the broadcast efficiency of our RABE is much
higher compared to the existing constructions [2], [I], [I9] with reasonable computation cost.
Furthermore, the proposed RABE scheme is the first to achieve constant size public parameters
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and thus overcomes the bottleneck of accommodating large attribute universe and an unbounded
number of users.

Note that, as opposed to the CS scheme, an assigned key for a subset in SD scheme depends
on the keys of some other subsets. This interdependence of keys makes the use of SD method in
attribute-based setting quite challenging. We assign uniformly and independently chosen secrets
to each users and split that secret into two parts— one for the access structure and the other for
revocation. This latter part is further subdivided into random secrets to solve the complex key
assignment problem of the SD method. We integrate SD with ABE by enforcing the condition
that an user can retrieve the first part of its secret if and only if its access structure is satisfied
by the set of attributes specified in the ciphertext, and all the subdivided components of the
other part of its secret can be extracted if and only if its subscription is valid according to the
conditions of SD scheme.

For proving security of our RABE scheme, the main intricacy of this work, we utilize the
(extended) dual system encryption methodology over dual pairing vector spaces introduced in
[17]. However, in order to adopt the technique of [I7], for our RABE scheme, we extend some
of the problems and methodology such as indezing and consistent randomness amplification
employed in [I7].

Although we use the monotone version of the ABE scheme of [I7] to present our RABE
construction for simplicity, we would like to mention that our technique can also be applied to
combine the original non-monotone ABE scheme of [I7] with the SD method.

2 Preliminaries

2.1 Notations

-y & oa y is randomly selected from A according to its distribution, when A is a random
variable, and y is uniformly selected from A, when A is a set.

— G — x: x is the output of the algorithm or experiment G.

— Z:a vector (z1,...,2,) € Fy of length n for some n € N.

— x: an element of vector space V # Fy.

— span(by,...,b,) C V: the subspace of V generated by {bi,...,b,,} C V.

— span(7y,..., 3:',7?2 C Fy: the subspace of Fj spanned by {Z'y,..., Zm} C Fy.
— (21, ., Tm)B: Z x;b; that is a linear combination of vectors in B = {by,...,b,,} CV with
i=1
scalars x1,...,Tm.

— GL(m,Fy): The general linear group of degree m over F,.

2.2 Dual Pairing Vector Spaces by Direct Product of Symmetric Pairing
Groups

Definition 1 (Symmetric Bilinear Pairing Groups). A symmetric bilinear pairing group
(¢,G,Gr,G,e) is a tuple of a prime q, cyclic additive group G and multiplicative group Gr of
order q each, G # 0 € G, and a polynomial time computable non-degenerate bilinear pairing
e:GxG — Gr, ie., e(sG,tQ) = e(G,G)* for all s,t € Fy (bilinearity) and e(G,G) # 1 (non-
degeneracy). Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear
pairing group (q,G,Gr, G, e) with security parameter \.

Definition 2 (Dual Pairing Vector Spaces (DPVS)). As introduced in [16], a dual pairing
vector space (DPVS) (q,V,Gr, A, E) by a direct product of symmetric pairing groups (¢, G, Gr, G,
n

—~
e) is a tuple of prime q, n dimensional vector space V.= G" = G x ... x G over Fy, cyclic
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i—1 n—i
group Gp of order q, canonical basis A = {ay,...,ay} of V, where a; = (0,...,0,G,0,...,0),
and pairing E : V. xV — Gp. The pairing E is defined by E(x,y) = He(Gi,Hi) e Gr

=1

where x = (Gy1,...,Gy) € V and y = (Hy,...,H,) € V. The map E is non-degenerate
bilinear, i.e., E(sz,ty) = E(x,y)* for s,t € F,, and if E(x,y) = 1 for ally € V, then
x = 0. For all i and j, E(a;,a;) = e(G, G)%3 where 0;; = 1 if i = j, and 0 otherwise, and
e(G,G) # 1 € Gp. DPVS generation algorithm Gapys takes input 1* (A € N), n € N together with
paramg = (¢, G, Gr, G, e), and outputs a description of paramy = (q,V,Gr, A, E) with security
parameter X and n-dimensional V. It can be constructed by using Gppg as a subroutine.

For matriz W = (wj j)ij=1,.n € Fy*" and element © = (G1,...,Gy) in n-dimensional V,
n n n n
xW denotes <Z Giwiq,... ,Z Giw@n) = (Z wi1Gy, . .. ,Zwi,nGZ) by a natural multipli-
i=1 i=1 i=1 ‘

cation of an n-dimensional row vector and an n X n matriz. Thus it satisfies an associative law,

€., (le)WQ = QJ(W1W2).

In Figure [I] we describe random dual orthogonal basis generator Geop, which is used as a
subroutine in our RABE scheme.

Gob(1*, (n4)4=0,1): This algorithm performs the following operations:

— Generate (paramg = (¢, G, Gr, G, €) & Gope (1), 2 & F;, where F; = F,\{0}.
— For t = 0,1 execute the following:

. $ N ——N—
e Obtain paramy, = (q,Ve,Gr,At, E) < Gaps(1”, 4, paramg) such that Vi, = G x ... x G and A; =
{at,1,...,a¢n, } is the canonical basis of V.
e Choose Xt = (Xt,i,5)ij=1,...,ns i GL(nt,IFq).
o Compute Xt = (Vti5)i5=1,me = $(X])™t, where YT denotes transpose of the matrix Y. Hereafter,
Xti and 19“ represent the i- th rows of X; and X respectively, for ¢ = 1,...,n:. Note that, for

i3 =1, me Xti- ﬁt,i/ = E Xt.i,i9,.5 =, if i =4', and 0, otherwise.
Jj=1

e Set bt,i = (XtL Zthgatj = (thlG 4~7Xt,i,ntG)7 bt*ﬂ = 191}2 ZﬁtZJGtJ =
j=1
(04,i1G, ..., 0¢,in,G) for i =1,...n, and define By = {by,1,...,ben, }, Bf = {bi1,.. bt nt}
— Compute gr = e(G,G)¥ and set param = ({paramy, }+=0,1, 97)-
— Return (param, {B:, B} }+=0,1).

Observe that

E(bes,b; i) =E((Xt,i)ae, (V1,60 )ae)
((Xt G, ... 7Xt,i,ntG)v (ﬁt,i',1G7 B 19t,i’,ntG))

—>

nt
H GGXt'L] iti = e(G, G)X” t,i

=gr, if i =1, and 0, otherwise for t =0,1;4,i =1,...,n..

Fig. 1: Dual orthogonal basis generator Gop(1*, (n¢)1=0.1)

Henceforth, for simplicity, we denote n = n;, V=V, A = Ay, B = B; and B* = B for
variables with ¢t = 1.
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2.3 Complexity Assumptions Derived from the Decisional Linear (DLIN)
Assumption

Definition 3 (DLIN: Decisional Linear Assumption). The DLIN problem is to guess 3 €
{0,1}, given o = (paramg, G, (G, kG, G, 0kG, Yp) & QBDL'N(l/\), where
gﬂDLIN(l)\) : (paramG = (Q7 GvGT7 G7 6) ﬁ gbpg(]')\)7
K.0,6,0 & T, Yo=(6+0)G, V1 &G,
return ¢ = (paramg, G, £G, kG, G, okG, Yp),

For a probabilistic machine F, we define the advantage of F for the DLIN problem as:

AdVREN () = |Pr [.7—"( X g) = 1lo & gPUIN(1 )] e []—'( X o) = 1lo & gPUN(1 A)H,

The DLIN assumption states that for any probabilistic polynomial-time adversary F, the advan-
tage Adv2-N(X) is negligible in \.

The validity of the DLIN assumption in the generic group model has been established by Boneh
et al. [3].
Definition 4 (Problem 1). Problem 1 is to guess (f € {0 1} given o = (param,@o,]@a@,@*,

es0:{estiti=t,..di=1,2, {€pdtvmito— 1,2,=1,...,Fmax,i= 12) <_gpl(1/\ d, "max), where

gF’1(1A d, ?max) . (param, {Bo, Bg}, {B,B*}) <& Gob(1*, (no = 5,1 = 16)),
Po,w <— Fy, 7 <— ]FX

IB30 = {bo,1,b0,3, bo 5} B = {bi,...,bs,bi3,bia},

IB50 - {bO,lﬂ b0,37 b0,4}7 B - {b 1o bj‘l? >{17 T2}7

€0,0 = (UJ, 07 07 07 QDO)IB(); €1,0 = (wa T, 07 07 SDO)IB(M
€1 =(1,0), €2=1(0,1) e FZ,

fort=1,...,d,
Z, & GL(2,F,),
fori=1,2,
$
Otiis i, Pri2 < Fg, ‘
€oti = (Jt,i(la t)v wgia 065 027 Pti, 15 Pt,i,25 OQ)Ba

_ > > 2 2 2 2
e = (01i(1,t),wey, 7€;,0°, 7€ Z, 0%, 0131, P12, 07)B,

foro=1,2,m=1,...  Fmax,
Zisow & GL(2,F,),
fori=1,2,
Od+v,w,ir Pd+v,w,i,1s Pd4+v,w,i,2 <_ an
€0,d4v,wm,i = (0d+v w z(l d+ U) w 617 067 027 Pd+v,w,i,1r Pd+v,m,i,25 02)1537
€1, d+v,w,i — (Ud+vwz(1 d+U) wez, 7_6170 T, Zd+vwa 0 ,(;Od-l—vwzlaspd—&-vwzQaOQ)B,
return ¢ = (param, Bo, Bj, B, B*, €50, {€p.1i b1=1,...a:1=1.2: { €800, ot 21 Fopniie1.2):

For a probabilistic adversary B the advantage of B for Problem 1 is given by

AdVEL(A) = |Pr [3(1& 0) = 1lo & g1 (17, d, ?max)} _pr [5(1& o) = 10 & GP1(1M d, ?max)] ‘ .

Lemma 1. Problem 1 is computationally intractable under the DLIN assumption. Formally,
for any probabilistic polynomial-time adversary B there exist probabilistic machines Fi, Fa, F3,
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whose running times are essentially the same as that of B, such that for any security parameter

A,

2 Tmax 2

Advigt(A) < AdvREN(X) + Z ZAdvDL'N )+ Y>> AV e (V) 6

p=1j=1 v=1w=1j=1

where Fopj(-) = F2(p, 4, )5 Fa-(d4v)-w-j (1) = F3(d +v,@,4,) and € = [5 + 10d + 207 max]/q-

Definition 5 (Problem 2). Problem 2 is to guess € {0,1}, given (param,@o,@g,@,ﬁ%*, k%o

$ ~
€o, {h’z,t,i’ et,i}t:l,...,d;i:1,2a {hg’d+y7w7i7 ed—i—v,w,i}v:l,Q;w:l,...,N;i:l,Q) — ggz(l)\a da Nmaxa rmax)z
where

Gh2 (17, d, Nmax,?max) . (param, {Bo, B}, {B,B*}) & Gop(1%, (no = 5,n = 16)),
75105 0, W & Fq, 7,6 & Fx,

IB30 = {bo.1,b03,bos}, B= {b1, ooy by, b3, big},

By = {b5,.-.., b5}, B* = {b},... b5, bl biy},

h’Ek),O = (770 0 nOaO) O h’LO - (7)5707770)0)]]367 60 - (W7T)O)O7SOU)B()7

@1 =(1,0),¢2=(0,1) e FZ,

fort=1,...,d,
z, &£ GL(2,F,), Uy = (27T,
fori=1,2,

Mgy Otis M1y T,i,25 Pti,1s Pt,i,2 <_Fq7

hi i = (pei(t,—1),7€;, 0% 0%, M1, T2, 0%, 0%)pe
hi ;= (pei(t,=1),7€s 0% 6€U, Meia, 2, 0%, 0%)8x,
eri = (01,(1,t),we;, 7€;,0% 7€:Z;, 0%, 11,12, 0%)B,

fO?" v = 1, 2,@ = 1, cee ,10g2 Nmax + ?maX7
$ _
Zd+vw <~ GL(27Fq)7 UdJrU,w = (Zd+U w) )

fori=1,2,
Hd+v,w,is Od4v,w,is NNd+v,w,i,15 TNd4v,w,i, 27 Pd+v,w,i,1r Pd+v,m,i,,2 <— an
RS diomwi = (Hdtowi(d+ v, —1),7€;, 04, 02, Nd-tv,m,0,15 Ndv,e,i,25 0%, 0%) g+
h’id-i—v,w,i = (MdJrv w z(d + v, 1) ’.Y_é)% 047 56’ UdJrv wy Nd4+v,w,i,15 Nd+v,0,i,25 027 OQ)IB*
Cd4v,wm,i = (Ud+vwz(1 d + U) wez; 7—6170 TE; Zd+v w> 027SDdJrv,w,i,laSpd+v,w,i,2702)187

return o = (param,Bo, Bf, B, B* R0 e0, {RG 4 etiti=1,  di=12,
{hﬂ d4v,w,i? d+v,w,z}v71,2,w71,...,N,171,2)

For a probabilistic adversary B, the advantage of B for Problem 2 is given by

AdVPZ(N) = ‘Pr {B(lA, 0) = 1o & ¢P2(1*,d, Nmax,?max)}
—Pr [5(1& 0) = 1o & 6P (1%, d, Nmax,?max)} ‘
Lemma 2. Problem 2 is computationally intractable under the DLIN assumption. More for-

mally, for any probabilistic polynomial-time adversary B, there exist probabilistic machines
Fi, Fo,...,Fo11, whose running times are essentially the same as that of B, such that for
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any security parameter X,

Advig?(\) < AdvHN (L) + i i {Adv]Dr';_'L\fl_j (A) +AdveN (A) + df (Advgg]gs_j_l (N)+
=
2 N
AR () + AN ()\)} S {AvaDTQL_'('t'Hv)_w_G_J_()\) FAGRIY (g
d+2 e
S (AN L) ABE )+
l#d+v
N
> AGE 00+ Advgg_'gm_w_u_jm} e
el

where

Fopi15(-) = Foua(p, 7, ), Fopo-i (-) = Fo2(ps 4, )
FQ—p—3—j—l(‘) = fQ—S(p7j7 l? ‘)7f2—p—4—j—l(') = f2-4(p7j7 l) ')7
Fopsi(-) = Fas5(p, 4, ), Fou(dgo)w-6- (1) = Fa6(d +v,w,7,) etc.,

R = 10g? Nuax + Pmax and € = [5 + 40d + 10d2 + 28(30 + 10d + 108)] /q.

Problems 1 and 2 are extended from Problems 1-ABE and 2-ABE in [I7] respectively. We provide
the proofs of Lemmas [I] and [2] respectively in Appendix [Bl and Appendix [C|

Remark 1. Note that in Problems 1 and 2 the coefficients of {b7,bg}, {b%, b5} and {bis, bis},
{bi5,big} are always set to zero. One may wonder about the requirement of these additional
subspaces. However, note that these subspaces would be extremely important while reducing
Problems 1 and 2 to the DLIN problem (see the proof of Lemma 39| in Appendix |C]).

2.4 Monotone Span Programs and Access Structures

Definition 6 (Monotone Span Programs). Let {p1,...,pm} be a set of variables. A mono-
tone span program over Fy is a labeled matric M = (M, p) where M is a £ X r matriz over
F, and p is a labeling of rows of M by variables from {p1,...,pm} (every row is labeled by one
variable), i.e., p: {1,..., 0} = {p1,...,pm}

A monotone span program accepts or rejects an input by the following criterion. For every
input sequence s € {0,1}™, define the submatriz M. of M consisting of those rows whose labels
are set to 1 by the input <, i.e., rows labeled by some p; such that ¢; = 1. The span program
M accepts < if and only if T € span(M.) = span(Mj\p(_j;) =pi N g =1), i.e., some linear
combination of the rows of M. gives the all one vector 1. Monotone span programs compute
monotone Boolean functions.

We assume that no row M; (i = 1,...,¢) of the matrix M is 0. We now define a monotone
access structure that is essentially the same as the one defined in [I7]. This access structure will
be employed in our proposed RABE scheme.

Definition 7 (Monotone Access Structure). Let U be an universe of attributes each of
which is expressed by a pair of attribute id and value of attribute, i.e., U = {(t, As)|t € {1,...,d}A
Ay € Fy}. We now define such an attribute (t, A¢) to be a variable p; of a monotone span program
M = (M, p), ie., pp = (t,A;). A monotone access structure S is monotone span program
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M = (M, p) along with variables p = (t, A;) for t € {1,...,d}, i.e., S = (M, p) such that
p:{l,..., 0} = A{p1,...,pa}-

Let I' be a set of attributes, i.e., I' C U. The access structure S = (M, p) accepts I' if and
only if 1 € span(M;|p(i) = (¢, As) € I').

We now describe a linear secret-sharing scheme for a monotone access structure or span
program.

Definition 8 (Linear Secret-Sharing Scheme). Let M = (M, p) be a monotone span pro-
gram where M is an £ x r matriz over Fy and p is a labeling of the rows of M. Let column

T
vector fT = (f1,..., fr)7T & Fy. Then, so = T fT = ka is the secret to be shared, and
k=1
ST =(81,...,80)T =M - fT is the vector of { shares of the secret sy and the share s; belongs to
p(i). -

If span program M = (M, p) accepts s € {0,1}"™ or access structure S = (M, p) accepts I,
i.e., 1 € span(M;ls,;) = 1) or 1 € span(M;|p(i) € I'), then there exist constants {a; € Fyli €
I} such that I C {ili € {1,...,4} A [sy) = 1 or p(i) € I'l} and Zaisi = so. Furthermore,

el
these constants {a;} can be computed in time polynomial in the size of matriz M.

——

2.5 The Notion of Revocable Attribute-Based Encryption (RABE)

e Syntax of Revocable Attribute-Based Encryption: As described in [I], [19], a (key-
policy) revocable attribute-based encryption (RABE) scheme that is associated with the attribute
universe U, a collection of admissible access structures & and message space M, consists of the
following algorithms:

RABE.Setup(l)‘, Nmax): Taking as input a security parameter 1* and the maximum number of
users Npax, the key generation center publishes public parameters PP and a state ST, while
generates a master secret key MK for itself.

RABE.GenKey(PP, MK, ST, ID,S): The key generation center takes as input the public parame-
ters PP, the master secret key MK, the state ST, an user identity I D and the access structure
S = (M,p) € & of that user. It provides a private key SKg ;p to that user and publishes an
updated state ST.

RABE.Encrypt(PP,ST, I, RL, M): On input the public parameters PP, the state ST, an attribute
set I' C U, a set of revoked user identities RL and a message M € M, the encryptor outputs
a ciphertext CTrRe.

RABE.Decrypt(CT rri,SKs 1D, S, ID,PP,ST): A user takes as input a ciphertext CT Ry, its
private key SKs rp, its access structure S, user identity /D, the public parameters PP and
the state ST. It obtains an encrypted message M or the distinguished symbol 1.

e Correctness: The correctness of RABE is defined as follows: For all PP,ST, MK generated
by RABE.Setup(1*, Npayx), SKs,1p generated by RABE.GenKey(PP, MK, ST, ID,S) for any S, ID,
CTrRreL generated by RABE.Encrypt(PP,ST, I RL, M) for any I',RL and M, it is required that

— If S accepts I" and ID ¢ RL, then RABE.Decrypt(CT g, SKs 1p,S,ID,PP,ST) = M.
— If S does not accept I" or ID € RL, then RABE.Decrypt(CT g, SKs 1p,S,ID,PP,ST = L
with all but negligible probability.

e Security Model: The security of RABE under chosen plaintext attacks (CPA) is defined in
terms of the following experiment between a challenger B and a probabilistic polynomial-time
adversary A:

Setup: B generates a master secret key MK, a state ST, and public parameters PP by running
RABE.Setup(1*, Nyax)- It keeps MK to itself and gives PP, ST to A.
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Phase 1: A adaptively requests a polynomial number of private keys for access structure-
user identity pairs (Sq1,1D),..., (SE1 D ), and B gives the corresponding private keys
SKs, 1D, - - -,SKs~ 1p~ along with the updated state ST to A by executing RABE.Genkey (PP,

q q1

MK,ST,ID,,S,) for1=1,...,q.

Challenge: A submits a challenge attribute set I'*, a revocation list RL*, and two challenge
messages M, M{ with equal length satisfying the following restriction: If a private key query
for an access structure-user identity pair (S,,ID,) such that S, accepts I'* was requested,
then ID, must belong to RL*. B flips a random coin b € {0,1} and gives the challenge
ciphertext CT* to A by performing RABE.Encrypt(PP,ST, I™*, RL*, M}).

Phase 2: A may continue to request a polynomial number of additional private key queries
for access structure-user identity pairs (S, ,;, 1D 1), .., (S5 D) subject to the same
restriction as before, and B gives the corresponding private keys to A.

Guess: Finally, A outputs a guess b’ € {0,1} and wins the game if b = b'.

The advantage of A is defined as AdviABE’IND'CPA(/\) = |Pr[b = b'] —1/2| where the probability is
taken over all the randomness of the experiment. An RABE scheme is fully secure under chosen
plaintext attacks if for all probabilistic polynomial-time adversary A, the advantage of A in the
above experiment is negligible in the security parameter .

2.6 The Subset difference Revocation Scheme

¢ Some Notations Related to Full Binary Tree: A full binary tree 7 is a tree data structure
where each node except the leaf nodes has two child nodes. We define some notations concerning
a full binary tree that will be used in the subsequent discussions:

— Npax: The number of leaf nodes in 7. The number of all nodes in 7 is 2Npax — 1.

— v;: A node in T for any 4, 1 <4 < 2Npax — 1.

— D;: The depth of a node v;, i.e., the length of the path from the root node to the node v;.
The root node is at depth zero. The depth of 7 is the length of the path from the root node
to a leaf node.

— T;: A subtree of T that is rooted at v; for any node v; in 7.

— T; ;: The subtree T;\T} for any two nodes v;,vj in T such that v; is a descendant of v, i.e.,
all nodes that are descendants of v; but not of v;.

— S;: The set of leaf nodes in T;.

— S;.j: The set of leaf nodes in T ;, i.e., S; ; = S;\ 5.

— L;: An identifier for a node v; in T, that is a fixed and unique string. The identifier of each
node in the tree is assigned as follows: Each edge in the tree is assigned with 0 or 1 depending
on whether the edge connects a node to its left or right child node. The identifier L; of a
node v; is the bit string obtained by reading all the labels of edges in the path from the root
to the node v;.

— (Li||Dj): The integer representation of the string formed by concatenation of the binary
representation of Dj, the depth of the node v;, with L;, the identifier of v; for any subset
S; ; of leaf nodes defined by the nodes v; and v;.

— (Li||Lj): The integer representation of the string obtained by concatenating L; with L; for
any subset S; ; of leaf nodes defined by the nodes v; and v;.

— ST(T,R) (or simply ST(R)): The Steiner Tree induced by a subset R of leaf nodes and the
root node of the full binary tree 7, i.e., the minimal subtree of T that connects all the leaf
nodes in R and the root node.

e Subset Difference Method: The subset difference (SD) revocation method is a special
instance of a general methodology for revocation schemes proposed by Naor et al., known as
the subset cover (SC) framework [15]. The well-known complete subtree (CS) scheme used in all
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the previous RABE schemes [4], [1], [19] is another instance of the subset cover framework. The
original subset cover framework consists of a subset assignment part and a key assignment part.
As in [I2], in this paper, we define the subset cover framework by using the subset assignment
part only. The formal definition of subset cover framework is given as follows:

Definition 9 (Subset Cover Framework). A subset cover (SC) scheme for the set N =
{1,..., Nmax} of users consists of the following probabilistic polynomial-time algorithms:

SC.Setup(Nmax): The trusted authority takes as input the mazimum number Nyax of users and
publishes a collection S of subsets S, ..., Sy, where S; C N.

SC.Assign(S,u): On input the collection S and a user serial number u € N, the trusted authority
provides a private set PV, = {S;,,...,Sj,} to the user with serial number u.

SC.Cover(S, R): Taking as input the collection S and a revoked set R C N of users, a cover
generator outputs a covering set CNg = {S;,,...,S:, }, that is a partition of the non-revoked
users N\R into disjoined subsets S;,,...,S;, such that N\R = Uj_,S;,.

SC.Match(CVg, PV,): A user takes as input a covering set CVp = {S;,,...,S;.} together with
its private set PV, = {Sj,,...,8;,} and obtains (S;,,S;,) such that S; € CVg, u € S;,, and
Sj, € PVy, or obtains L.

e Correctness: The correctness of subset cover framework is defined as follows: For all S
generated by SC.Setup, all PV,, generated by SC.Assign, and any R, it is required that:

— Ifu ¢ R, then SC.Match(CVRg,PV,) = (S;,5;,) such that S;; € CVg, u € S, and Sj, € PV,.
— Ifu € R, then SC.Match(CVg, PV,) = L.

Note that the exact conditions of the subsets output by the matching algorithm is defined by the
specific instance of the SC scheme.

As mentioned earlier, the SD scheme is a particular instance of the SC scheme and it was
proposed by Naor et al. [I5] as an improvement on the CS scheme. The SD scheme is described
as follows:

SD.Setup(Nmax): The trusted authority takes as input the maximum number Npax of users.
Let Npax = 2™max for simplicity. It first sets a full binary tree T of depth np.x. Each user is
assigned to a different leaf node in 7. The collection S of SD scheme is the set of all subsets
S;k = S;\Sk where v}, 1, are nodes in T, v}, is a descendant of v;; where S; (resp. Sj) is the
set of leaf nodes of the subtree rooted at v; (resp. v). It publishes the full binary tree 7.

SD.Assign(7T,u): Taking as input the tree 7 and a user serial number u € N, the trusted
authority computes the private set PV, for the user u as follows: Let v(u) be the leaf node
of T that is assigned to the user u. Let (v, ...,v, . ) be the path from the root node v, to
the leaf node v, = v(u). It first sets a private set PV, = @. For all j,k € {lo,..., ..}
such that v}, is a descendant of v;, it adds into PV, the subset S; ;. defined by the two nodes
v; and vy.

SD.Cover(T, R): On input the tree 7 and a revoked set R of users, a cover generator proceeds
as follows: It first sets a subtree T' as ST(R), and then it outputs a covering set CVp built
iteratively by removing nodes from T until T consists of just a single node as described
below:

1. It finds two leaf nodes v; and v}, in 7" such that the least-common-ancestor v of v; and vy,
does not contain any other leaf nodes of 7' in its subtree. Note that such a pair (v;, ;) can
always be found. Let v; and v, be the two child nodes of v such that v; is a descendant
of v; and v, is a descendant of vp,. If there is only one leaf node left, it makes v; = v, to
be that leaf node, v to be the root of T" and v; = v,,, = v.

2. If y; # vj, then it adds the subset S;; to CVpg; likewise, if vy, # vy, then it adds the
subset Sy, 1 to CVg.

3. It removes from T all the descendants of v and makes v a leaf node.
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SD.Match(CV g, PV,,): A user takes as input a covering set CVg and its private set PV,,. If it
finds two subsets S;; and Sj  such that S, € CVg, Sy € PVy, and (j = j') A (Dy =
Dy) AN (k#K'), then it outputs (S, Sjs &). Otherwise, it obtains L.

The correctness property of SD scheme is formally stated by the following lemma:

Lemma 3. Ifu ¢ R, then there exists a unique pair of subsets (S, Sj j) such that Sjj € CVp,
Sy € PVy and (j = j') N (Dr = Dy) N (k # k') holds. Otherwise, such a pair of subsets
cannot be found.

Observation: Note that for any fixed pair (v;, D) of node and depth value, there is at most
one subset S;; € CVg and at most one subset S » € PV, such that Dy = Dy, = D. Moreover,
the defining nodes v;, v of the subsets S;, € CVg are all distinct. This observation is very
important in our RABE construction.

Lemma 4 ([15]). Let Nyax be the number of leaf nodes in a full binary tree and 7 be the size
of a revoked set. In the SD scheme, the size of a private set is O(log® Nyax) and the size of a
covering set is at most 2r — 1.

Remark 2. The covering algorithm of the SD scheme is only defined for 7 > 1. One simple way
to handle the case 7 = 0 is to use a dummy user that is always revoked. In the SD scheme, the
size of the covering set is at most 27— 1, but it is rough worst-case analysis and the size is always
smaller than that of the CS scheme since a subset in the CS scheme is also a subset in the SD
scheme [I5]. The better analysis of this covering set size is given by Martin et al. [14].

Note that the layered subset difference scheme (LSD) was proposed by Halevy and Shamir [10]
to reduce the size of a private set in the SD scheme. The SD scheme in a cryptosystem generally
can be replaced by the LSD scheme since the LSD scheme is a special case of the SD scheme.

Lemma 5 ([10]). Let Nyax be the number of leaf nodes in a full binary tree and 7 be the size
of a revoked set. In the LSD scheme, the size of a private set is O(log!® Nyax) and the size of
a covering set is at most 47 — 2.

3 Our RABE Scheme

3.1 Construction

Let N = {1,..., Niyax} be the universe of user key serial numbers. Let d be the total number
of attributes in the attribute universe U = {(¢, A¢)|t € {1,...,d} N A; € Fy}. Further, assume
that 7. be the maximum of §CVR), the cardinality of the covering set CVpy, for all revoked set
Rl C AV used in the system. Our RABE scheme supports access structures S = (M, p) defined in
Section the collection of which is denoted by &. In the proposed RABE scheme, we assume
that p is injective for S = (M, p) € &. The message space in our RABE scheme is M = Gp. Our
RABE scheme is described as follows:

RABE.Setup(1*, Niax): The key generation center takes as input a security parameter 1 and

the maximum number Ny, of users and proceeds as follows:

1. It first runs Gop(1*,(ng = 5,n = 16)), described in Figure |1, to obtain (param =
(paramy,, paramV,AgT)7 {Bo, B}, - R
iB, B*}> It sets BO = {b[)’l, b073, b075}, B = {bl, ceey b4, b13, b14}, Ba = {bal’ b673’ b674},
B* = {b],..., b}, b7, b, }

2. It obtains 7 by running SD.Setup(/Nmax). Let S be the collection of all subsets S; 5, of T
It initializes the user list UL = &.

3. It publishes the public parameters PP = (param, By, B), and a state ST = (7, UL), while
it keeps the master secret key MK = (@8,@*)
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RABE.GenKey(PP, MK, ST, S, I D): Taking as input the public parameters PP, the master secret
key MK, the state ST = (7, UL), an access structure S = (M, p) € & such that M is an ¢ x r
matrix and p is a labeling of the rows of M, and an user identity 1D, the key generation
center provides a private key to the corresponding user as follows:

1. It first chooses 7 & [y, computes ST = (s1,...,8)T = M - 7T, so = T. YT, selects

$ .
no, sq < Fq, and sets so = sj+sg. Note that, sq,. .., s, are shares of sj,. Next, it computes

ka = (_807 17770)@6 = _Sobal + ba?) + UObEk)A = (_80707 17 7o, O)BS

Fori=1,...,¢, if p(i) = (t, Ay), it chooses p;, 0;,mi1,Mi2 & [F, and computes

ki =(ui(t, —1), 8 + 0:As, —0i,mi,1,mi,2)5.
=pitb] — piby + (s; + 0; Ar)by — 0;b) + 1; 1671 + i 2b]o
=(pi(t, —1), i + 0;A¢, —0;,0%,m;.1, 5.2, 0%, 0.

We mention that, kj and k] are actually some linear combinations of vectors in @8
and B* respectively, where I@S and B* are extractable from MK. However, for ease of
discussion, we have represented kj and k; as linear combinations of vectors in By and B*
respectively taking the coefficients of vectors in IB%(’S\IE%ES and IB%*\I/B\%* as zeros. Hereafter, a
similar notation will be followed for representing linear combinations in Vg and V.

2. It assigns the user identity ID to a leaf node v(u) in 7 that is not yet assigned, where
u € N is a serial number that is assigned to ID. It saves (ID,u) to UL. Next it obtains
PV, by running SD.Assign(7,u).

3. For each S;;, € PV,, it performs the following operations: It first selects s; 1, 5;x,2 il F,
such that s{ = s; 1 + 5j k2, i.€., it breaks sq into two random parts. It further chooses

$
Hik 1y Hjk,2s Hj,k:a N5k, 1,15 M5,k,1,25 M5,k,2,15 15,k,2,25 < IFq and computes

K pq = (jea(d+1,-1), 8501 4 056 (Li | Di), =051, 0,758,115 Mjk,1,2, 0%, 0%) -
The = (ira(d+2,-1),  sjea((LillLr), —1), 0% mjk2,1,mjk2,2, 0%, 0%)p-.

4. Finally, it publishes the updated state ST = (7, UL) and provides a private key
SKs,ip = (PVu, kg, {k] Yiz1,.. 0 {K] 115 K 2} s, nePV)

to the user.
RABE.Encrypt(PP,ST, I',RL, M): On input the public parameters PP, the state ST = (7, UL),

an attribute set I' C U, a revocation list RL of user identities and a message M € Gr, the
encryptor executes the following steps:

1. It first extracts g from PP, chooses w, (, g & F, and computes

Cy = (w) 07 C? 07 900)1307
and c = g§M.

2. For all (t, Ay) € I, it selects o¢, @11, pr2 & F,, and computes

Ct = (Ut(la t)7w(17 At)a 067 027 Pt.1, Pt,25 02)155'

3. Then it defines the revoked user serial number set Rl C A/ from RL by using UL. Next it
obtains the covering set CVg; by executing SD.Cover(7T,RI).
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4. For each S; ;. € CVRy, it performs the following steps: It chooses 0 1.1, 0 k.2, ©j k1,15 Pj k1,25

$
©jk2,1, Pj k22 < Fq and computes

ikt = (01 (L d +1),w(1, (L;[| Di)), 0% 0%, @5 k11, 0jk,1,2:0%)B,
Cjk2 = (Uj,k,Q(la d+ 2)7 w(la (LJHLk))a 06a 027 Pi.k,2,15Pj,k,2,2, 02)18-

5. The encryptor outputs the ciphertext
CTrrL = (CVRis ¢, o, {et} 1, a)er {€Ciik,15 €k 2} 5, ceCVR))-

RABE.Decrypt(CT rri, SKs,1p,S, ID,PP,ST): A user takes as input a ciphertext CTpgr. =
(CVRI, ¢, 0, (€t} (1,4, ers 1€j k15 Cik,2} S, eCVy ), its Private key SKs 1p = (PVu, kg, {k] fi=1,..0,
K1 k;kz}gj,kepvu), its access structure S = (M, p), user identity I D, the public param-

eters PP and the state ST. It proceeds as follows:
1. If S accepts I', then it computes I and {«;};cr such that T = Z%‘Mi and hence

el
80 = Z%‘Si, where M; is the i-th row of M and I C {i € {1,...,¢}|p(i) = (t,A) € I'}.
i€l
Otherwise, it obtains L.

2. If ID ¢ RL for (ID,u) € UL, then it obtains (S} x, Sj ») by running SD.Match(CVRgy, PV,,)
such that Sj’k € CVgi, Sj/7k/ € PV, and (] == j,) AN (Dk = Dk/) VAN (ki #* k,). Otherwise, it

outputs 1.
o
3. It computes 7’ = H E(cy, ki), n" = E(¢j g, k;lk/’l)E(cj,k,Q,k:;/’k/,Q)(LJ’HL’“’)_(LJ'”L’“)
i€l
p(i)=(t,A¢)

and m = E(co, k§)n'n".

4. Tt retrieves the message as M = c¢/7.

3.2 Correctness

Let SKs 1p = (PVu, kg, {k] }iz1,...05 {k;,k,lv k;,kg}sj,kePVu) be a private key for an user with iden-
tity 1D together with an access structure S = (M, p), and CTprrL = (CVRi, ¢, o, {Ct} (1, 40)er
{€j k1, €Cjk2}ts, ,ecvy) be a ciphertext for an attribute set I" together with a revocation list RL of
user identities. If 1D ¢ RL, then a pair of subsets (S; x, Sj 1) such that S € CVRy, Sy € PV,
and (j =) A (Dp = D) N (k#K), Le., (Lj||Di) = (Ly || D) and (L;|| L) # (Lj|| L), can
be found from the correctness of the SD scheme (Lemma [3). Now,

7= H E(ei, k7)™
i€l

8 2 6 Hpe )™
= I E ((Ut(l,t),w(l,At),O s P12, 07)ms (pa(t, —1), (si + 63A¢, —0;,0°, 73,1, 7,2, 0 )JB%*>
iy
p(D)=(tAr)
_ [E(bh bT)UtmtE(bZ, b;)_at“itE(bg, b§>(5i+6iAt)wE(b47 bz)—GiwAt} ;
i€l
p(i)=(t,A¢)
Z wao;S;
=40
it —otp; i+0; A —0; X P9 — V=t = /
_ H |:gg;tl1« thO'tM tggf + t)ng9 wAt} — H gphitt = g; ' =97,
oy el

pli)=(t,Ar) p(i)=(t,Ar)
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as Z a;s; = s, since S = (M, p) accepts I'. Similarly,

€l
p(1)=(t,A¢)
ws (LI Lgr) = (Ll L)
W81 Lt 3"k 2L T ) — (L5 1Lg) ws!! .
=g 7" g g =gr°, a8 Sy 1+ 85 k.2 = S, since Sy € PV,,. Thus,
[—wso+C+w56+wsg] [w(—so—l—sé-i-sg)—i—g] ¢
T =Jgr =9r =9r-

So, ¢/m = gy M/g° =

4 Security Analysis

Theorem 1. The RABE scheme, introduced in Section[3, is fully secure against chosen plaintext
attacks (CPA) under the DLIN assumption. More precisely, for any probabilistic polynomial-time
adversary A, there exists probabilistic machines Fi1, ..., F1-3, Fo11y«--,F21.12, Fo21,- -,
Fao.12 whose running times are essentially the same as that of A, such that for any security
parameter A,

2 T'max 2

d 2
RABE,IND-CPA
Adv{ (V) S AV + 33 Adz Ll )+ 30 > AdvLT,. o (V+
p=1j=1 v=1w=1j=1

7 2 2 d d+2
D2 [AVERL N+ 1> {Ad Fonipay N+ AdVESL () + Z (AVREN ) +
lip

DLIN DLIN DLIN
Adv]:2—h—i»p—5»g— O\)) + Adv]:Z—h—i—p»6 j } + Z Z {Ad ]:2-h—i-(d+v)—w—7-j ()\)+

v=1w=1
d+2
AdvELI N+ Y (AN (M) + AdvoLIN V) +
Foehei-(d4v)-co-8-j Fohei-(dtv)-w-9-j-1 Fo-hei-(d4v)-o-10-j-1
l;fég—&l—v

DLIN DLIN
Z Adv]:2—h-i—(d+u)»w—1l—j»b ()‘) + Adv]:2»h—i»(d+v)—w—12»j ()‘>} €
L;ﬁw

where

Fropi(-) = Fr2(p,d,), Fis-(dso)-w-i() = Frs(d +v,@,5,),
and, for i = 1,2,

Fon-ic1(-) = Foicr(h, ), Fooheipoi(-) = Fouia(hy 0, 5, 0),

Foneip-3-5(+) = Foicz(hy 0, 5, +)s Foheipaji(-) = Fouica(hyp, 4, 1, ),

Foneip551(-) = Fois(hyp, 1, -)y Fonciop6-j(-) = Fauice(h D, 7, ),

Foheic(div)-w-1-§ () = Foir(hy d + 0, @, §, ) Foheic(dio)w-s-i (1) = Fo-is(hyd + v, @, 7, ),
ete., q is the maximum number of A’s private key queries, d is the size of the attribute universe
used in the system, Nmax @S the upper bound of user key serial numbers, Tmax 1S the mazimum

size of a covering set of non-revoked users used in the system, X = 10g% Nmax + Fmax, and
€ = [6 + 10d + 207 max + 147 + 80dg + 20d?G + 4gR(30 + 10d + 10R)] /q.

Proof. At the top level of strategy of the security proof, we follow the dual system encryption
methodology over dual pairing vector space (DPVS) described in [16], [I7]. To prove the security
of our RABE scheme, we use Problem 1 and 2.
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To prove Theorem [1} we consider the following games. In Game 0, a part framed by a box
indicates positions of coefficients to be changed in a subsequent game. In the other games, a
part framed by a box indicates coefficients which were changed in a transition from the previous
game. Games proceed as follows:

Game 0 = Gamel = {Game2-h-1 = Game 2-h-2 = Game 2-h-3},_; - = Game3

Game 0: Game 0 is the original security game, i.e., the reply to a key query for an access
structure-user identity pair (S, = (M(Z), p.), ID,) is given by SKs, rp, = (PVa,, k, {k! Yiz1. 0,
{k;k,l’ k;,k,z}sj,kerul), where

kg = (_807@7 1777070)]]3385 (1)

for i =1,...,¢ such that p,(i) = (¢, A¢),

k;,k = (ul(tv _1>7 Si + eiAt7 _0i7 047 7 771',1; 77@‘,2’ 027 02)153*7 (2)
in which v;, 0;,m0, 7.1, 7.2 & Fq, so = s4+ 50, so = 1. 7T, ST = (81,...,8)7 = MO . ?T,

S0 & F,, 7 & Fy, M® being an ¢ x r matrix, and for all Sjk € PVy,, such that v(u,) is the

leaf node of 7 assigned to ID,,
k1 = (e (d+1,-1), 8551 + 056 (L || Di), —0; 1, 04,777j,k,1,1777j,k,1,27027 0%)p~, (3)
Tee = (Wik2(d+2,-1),  sjr2((Ljl|Lg), —1), 047’ ik 215 Ni2,2, 0%, 0%, (4)

$ I
such that s; 1, 85 k.25 4.k, 15 1g.k,25 O ks M k1,15 M.k,1,25 M5 k2,15 M k2,2 < Fg so that sg = s;51+

Sj7k72.
The challenge ciphertext for challenge plaintext(Mg, M), attribute set I™ = {(¢, A¢)|1 <t <

d} and revocation list RL* is given by CT* = (CVg+, ¢, co, {Ct}(t’AtEF*, {¢j k1, Cj,k,g}sj LECVpp+)
where

¢ = gpMy,b & {0,13, (5)
Co = (w7@7 707 ()OO)IBO? (6)
for (t,At) S F*,

Ct = (Ut(l,t),W(l,At),, 0277 0279015,179015,2702)37 (7)

such that w, , @0, 01, i1, Pt2 & Fy, and for all S, € CVgp+, RI* being the set of revoked
user serial numbers obtained from RL*,

ik = (0j1(L,d+ 1), w(l, (Lj||Dk))», 0%, ’ 0%, ) k1,15 Pik1,2: 0% (8)
Cine = (@jna(ld+2),w, (L] L), 02], 02 [02] 02 i k2ns @ik2n 025, (9)

such that 04k1505k2, Pk 1,15%5k1,2Pj.k,2,1, Pjk,2,2 (i Fq. Note that there is at most one
Sjk in CVgy~ for any j and any k, as mentioned in Section

Game 1: This game is identical to Game 0 except that the components of the challenge ci-
phertext CT* is computed as follows:

c=gs My, b < 0,13}, (10)

Co = (W,a G,0, SDO)BO’ (11)
for (t,At) € F*,

cr = (oe(1,1), (1, Ap),[ 7(1, 4y)

7027’7(17At) ' Zt ‘7 02790t,17@t,2702)1537 (12)
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where 7 & F, Z, & GL(2,F,). For all §;; € CVgy-,

cikt = (051 (1,d + 1), w(1, (L; | De))s| 7(1, (L] D)) |, 0%,

7(1, (L;||Dk)) - Zas1,jk 0%, ©jk1.1, k1.2, 0%)B, (13)
Cik2 = (Tjra(l,d +2), (1, (Lyl|Ly)), | 7(1, (L] Lx)) |, 0%,

T(1, (LjlILk)) - Zasajk [ 0% jk,2,15 Pjk.2.2: 02, (14)

where Zg1jk, Zat2,5k & GL(2,F,). All other variables are generated as in Game 0.

Game 2-h-1 (h = 1,...,q): We denote Game 1 as Game 2-0-3. Game 2-h-1 is the same as
Game 2-(h —1)-3 other than the components of the h-th queried key for access structure-user
identity pair (S, = (M™, py),ID;,) are constructed as follows:

ké = (_8077 1777070)138 (15)
fori=1,...,¢ such that pp(i) = (¢, A¢),
ki = (ui(t, =), 5i + 0340, =03, 0% (a; + mi Ay, =) - U |mig, mi2,0%,00)pe, (16)

-

where E’ﬁFg, ap=ap+al,ay=1-97, (a1,...,a0)T = MM . g7 ol <—]Fq, U= (Z )
for Z; & GL(2,F,), m; & F,fori=1,...,¢, M ™) being an ¢ x r matrix. For all Sik € PVy,,

K = (ke (d+1,=1), 5551 + 0;6(L;]| Di), —6; 1, 0%,

(aj 1 + 7k (Li | Di), —m5k) - Uair g | Mjoke1,15 M,k 1,25 0, 0%) e (17)
;f,k,2 = (Nj,k',2(d + 27 _1)7 Sj7k72((Lj||Lk)7 _1)7 045
(a;k2((Lj||Lk), —1) - Ugs2 ik k215 Mk 2.2, 0%, 0% g, (18)

3 _
where Aj k1, A5 k2, Tj k — Fq such that a5 k.1 + aj k2 = ag, Ud+1,j,k = (Zd—&}l,j,k)T7 Ud+2,j,k =
(Zd_+2 BT or Zaa ik, Zatojk & GL(2,F,). All the other variables are constructed as in
Game 2 (h —1)-3.

Game 2-h-2 (h = 1,...,q): This game is similar to Game 2-h-1 with the exception that
the component k{ of the h-th queried key for an access structure-user identity pair (S;, =
(M™  py), IDy,) is computed as follows:

kEF) - 807 7707 7 (19)

where r( & [F,, and all the other variables are as in Game 2-h-1.

Game 2-h-3 (h = 1,...,q): This game is almost identical to Game 2-h-2 except that the compo-
nents of the h-th queried key for an access structure-user identity pair (S, = (M, py,), IDy,)
is constructed as follows:

ko = (=s0,70,1,m0,0)B; (20)
fori=1,...,¢,
k;k = (”1(t7 _1)a S + e’iAh _0i7 047 a i1, 75,2, 02, 02)3*7 (21)
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and for all S, € PV,,,

ki1 = (jra(d+1,-1), 8511 + k(L || Dk), —0; 1, 0%, , Nik1ds Nk, 0%, 0%)ps (22)
k:po=(jk2(d+2,-1),  sjr2((LjllLg), —1), 0%, , ik 215 Mjik2,2, 0%, 07)p,(23)

where rq & F,, and all the other variables are generated as in Game 2-h-2.

Game 3: This game is similar to Game 2-¢-3 with the only exception that the components ¢
and c of the challenge ciphertext CT* are computed as follows:

co = (w, T, ,07900)15%0, (24)

Cc= gTMb ) (25)

where ¢’ & F, (i.e., independent from ¢ EF q), and all other variables are generated as in
Game 2-G-3.

Let AV (A), AdVP (), AV () (b = 1,...,3 7 = 1,2,3) and Adv$)()) be the
advantage of A in Game 0, 1, 2-h-3 and 3 respectively. Clearly, Advfg)()\) is equivalent to
AdvRABEIND-CPA (y) and AdvP (A) = 0.

Lemmaswill evaluate the gaps between pairs of Advgl))()\) AdvA (A), {Ad (2-h- 1)()\), e
Advg'h 3) (M=, and Adv )()\). From these lemmas we obtain,

AdviABE,IND-CPA()\) _ AdVEf)(A)

q
< |AvQ () = AdviY ()] + Z AdVF I 0 — AV ()] +

Z AV () ~ dvf-h%aﬂ))(x)w + ‘Advf’a’?’)(/\) - Advfff)()\)‘ + AP ()

q
<Advgl(\) + [Adem(A) +AdVE ()| +(4G+1)/q.

h=1

Therefore, from lemmas |1| and l we obtain the upper bound of Adv E‘ABE IND- CPA()\). This com-
pletes the proof of Theorem [I] O

Lemma 6. For any probabilistic polynomial-time adversary A, there exists a probabilistic ma-
chine By whose running time is essentially the same as that of A, such that for any security
parameter A,

‘Advfg)()\) - Advfi)(A)‘ < AdvBL(N).

Lemma 7. For any probabilistic polynomial-time adversary A, there exists probabilistic ma-
chine Bo.1, whose running time is essentially the same as that of A, such that for any security
parameter A,

AdVF D) - AdvE ’(A)‘ < AVE? . (N) +2/q,
where BQ—h—l(') = Bg_l(h, )

Lemma 8. For any adversary A, for any security parameter A, Advf - 1)()\) = Advf_h_z)()\).
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Lemma 9. For any probabilistic polynomial-time adversary A, there exists a probabilistic ma-
chine Boo whose running time is essentially the same as that of A, such that for any security
parameter A,

AVTD () = AT )] < AdvEZ, () +2/4,
where Bo_p o(+) = Baa(h, ).
Lemma 10. For any adversary A, for any security parameter A,

’Advf’a‘?’) \) — Advf)(/\)‘ <1/q.

The proofs of Lemmas [0} are given in Appendix [A]

5 Efficiency

Table (1| and [2| compare our RABE scheme with the fully secure RABE scheme [19] and the
selectively secure construction [I] which are currently the best known results for RABE. Note
that we do not consider [4] for comparison as, unlike ours, it uses a key update mechanism for
managing revocation.

Table 1: Communication and storage comparison

o idn—i_((;’o‘clg ]i\rflr[‘(a);+ 1 2(£ + 1) log Nmax in G lilz:éil log Né‘ﬁ?x in G, (priqme) Selective DBDH
I o il O LY
Ours }1111 iqgf 7 ?GJ[rljgf;rvmax + log Nmax] in G iﬁiiFGJ;WRI SEme (priqme) Full DLIN

Here, DBDH, SD, GSD and Composite DH respectively stand for the Decisional Bilinear Diffie-Hellman, Subgroup Decision,
Generalized Subgroup Decision and Composite Diffie-Hellman assumptions.

Table 2: Computation comparison

RABE RABE.Setup RABE.GenKey RABE.Encrypt RABE.Decrypt
m lin Gr:1 (log Nmax + 1)[6(d + )+ |14 (d 4+ 4T + fRllog %(log Nmax + 2)[2¢+2 in G,
’ log Nmax +4] in G in G, 1in Gp 1in Gp; 2042
9 d 4 10g Nmax in G, 30 + log? Nmax+ 1+ #I" + Rl log %(log Nmax + 2) in G, 20 in G;
1in (GTJ 410gNmax+4inG 1 in GT 2042
Ours 111 in G, 10 + 960+ 80#I" + 1604RI — 49 in G, 16¢ + 16 in G;
1in Gr;l 96(log? Nmax + 10g Niax) in G 1in Gr 16¢ 4 37

Here, ‘x;y’ denotes ‘x many exponentiations and y many pairings’.

Our scheme is the first fully secure unbounded RABE construction built in prime order bilinear
group setting. We note the following facts:

e Our RABE protocol is the first to achieve constant public parameter size and thus, unlike
[1], [19], can accommodate large attribute universe and an unbounded number of users.

e Our scheme provides full security instead of selective security achieved in [I] at the expense
of some amount of efficiency loss. Note that it is usual to compromise in efficiency in order
to achieve better security [6], [21].
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e Our scheme uses prime order bilinear group as opposed to composite order bilinear group
used in the fully secure RABE construction of [19]. As noted by Freeman [8], [13], the only
known instantiation of composite order bilinear group uses elliptic curves (or more generally,
abelian varieties) over finite fields. Since the elliptic curve group order must be infeasible to
factor, it must be at least 1024 bits. On the other hand, the size of a prime order elliptic
curve group that provides an equivalent level of security is only 160 bits which is almost 7
times smaller. This difference in the group order results in great reduction of the private key
and ciphertext sizes when compared in terms of bit length.

e On a more positive note, we employ the subset difference (SD) method which always provides
a smaller covering set compared to the complete subtree (CS) scheme [I2] and all previous
RABE constructions use CS scheme. Consequently, we could achieve a much smaller cipher-
text size, particularly when dealing with large number of users in the system, at the expense
of an admissible increase in the private key size.

e Regarding computational efficiency of our RABE scheme, note that due to the excessive
bit length of the group order, group-operations and pairing computations are prohibitively
slow on composite order elliptic curves[g], [13]. In particular, an exponentiation is nearly 25
times slower and a pairing computation is roughly 50 times slower on a 1024 bit composite
order elliptic curve than the corresponding operations on a comparable prime order curve
[8]. In this light, we can readily see from Table [2 that the computational cost of private key
generation and encryption algorithms of our RABE scheme is very close to that of [19], the
only existing RABE scheme with full security, and the decryption algorithm is much faster
than that of [I9]. Note that in the table we do not consider the cost of generating private
sets and covering sets, since those are roughly the same in all the three schemes.

6 Conclusion

In this paper, we have developed the first fully secure unbounded RABE scheme in prime order
bilinear groups that realizes user revocation through the subset difference (SD) scheme — a more
efficient variant of the subset cover (SC) framework of Naor et al. [I5] as compared to the
complete subtree (CS) scheme used in all previous RABE constructions. The full security of our
RABE scheme has been proven under the DLIN assumption by extending the technique of dual
system encryption over dual pairing vector spaces described in [16], [I7]. Due to the application
of prime order bilinear groups and the SD scheme, our RABE scheme is highly broadcast efficient.
Note that, like the RIBE scheme of [12], our RABE scheme can also be integrated with the layered
subset difference (LSD) scheme [I0] which is an improved variant of SD. One may attempt to
construct an RABE scheme that specifies the decryption policies along with the revocation list
in the ciphertext rather than incorporating the access structure in the private keys of the users.
Moreover, it would be interesting to investigate the use the dynamic version of SD [7] in order to
overcome the problem of maintaining a large static binary tree within the state. The possibility
to apply SD in designing more advanced primitives such as revocable storage attribute-based
encryption (RSABE) or revocable storage predicate encryption (RSPE) [11] is another interesting
direction of research.
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A Proofs of Lemmas [6-H10l

e Proof of Lemma [6} In order to prove Lemma [6] we construct a probabilistic machine By
against Problem 1 using an adversary A in a security game (Game 0 or 1) as a black box as
follows:

B is given a Problem 1 instance

~

o = (param,Bo, By, B, B*, €50, {€p,t,i tt=1,...dii=1,2: {€8.d+v,m,i et 2:0=1... Frayii=1,2)-

Bi1 plays a role of the challenger in the security game against adversary A as follows:

Setup: B provides A with the public parameters PP = (param,@o,@) of Game 0 (and 1), where

IBO = {b071, b073, b075}, @ = {bl, ... ,b4, b13, b14} and a state ST = (T, UL), where 7 is a full
binary tree having Npy.x leaf nodes and UL = @.


http://dx.doi.org/10.1007/s10623-008-9263-x
http://dx.doi.org/10.1007/s10623-008-9263-x
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Phase 1: When a private key query is issued by A for an access structure-user identity pair
(S, = (MW, p,),ID,) such that M® is an ¢ x r matrix, B, answers normal key

SKS“[DI = (Pvuza kE;a {k:}iZL...,Ev {k;,k,h k;kQ}SjykEPVul )7

as defined in equations f that is computed using ]@3, B* of the Problem 1 instance, and
the updated state ST.

Challenge: When B; receives a challenge from A with challenge plaintexts M, M7, an attribute
set I'™* = {(t, A¢)|1 <t < d} and set of revoked user identities RL*, B; computes the challenge
ciphertext as follows:

1. It first chooses ¢ & F, and computes
co = ego + (bo,s.

2. For all (¢, A;) € I'™, it sets
ct =egs1+ Aregyo.

3. It defines the revoked user serial number set RI* C A from RL* by using UL. Next it
obtains CVgp = {5}, k1« - -+ Sjim km |» Where m < Fryay, by running SD.Cover (7, RI*). Note
that, as explained in Section [2.6] here jo and kg are all distinct. For all S;_ _ € CVgy+,
By sets

Cjo kel = €8d+1w1 T (Ljs | Di.)esdi1w.2,

Cjm kw2 = €8d+2w1 T (Lj || Lk, )€s.d+2,w2-

4. Tt selects b & {0,1} and computes ¢ = g%Mg‘.
5. It returns the challenge ciphertext

CT* = (CVRer, ¢ €0, { €t} (1, 40)er* s {Cim kw15 Cim b 2} S, 1o €CVR1s )-

w kw

Phase 2: A may continue to query private keys, and 31 executes the same procedure as in Phase
1.
Guess: A finally outputs bit o'. If b = ¥, By outputs 8’ = 1. Otherwise, By outputs 5’ = 0.

It is straightforward that the distribution by B;’s simulation given a Problem 1 instance with

B € {0,1}, is equivalent to that in Game 0 or Game 1, according as = 0 or 8 = 1 respectively.

O

e Proof of Lemma [7} In order to prove Lemma [7], we construct a probabilistic machine By.q

against Problem 2 using an adversary A in a security game (Game 2-(h — 1)-3 or 2-h-1) as a
black box. Bs 1 is given an integer h and a Problem 2 instance

> Tk T Tk * *
0= (param7 BOv IB307 IB7 B ; h[B,O? €0, {hﬁﬂf’ia et,i}t:l,...,d;i=1,27
*
{h57d+vyw7i, ed+vaw:i}v=1,2;w:1,...,log2 Nmax—i—?max;i:lﬁ) :
Bo.1 plays a role of the challenger in the security game against adversary A as follows:

Setup: Bo.1 provides A the public parameters PP = (param,@o,@) of Game 2-(h — 1)-3 (and
2-h-1), where By and B are obtained from the Problem 2 instance, and a state ST = (7, UL),
where 7 is a full binary tree with Npy.x leaf nodes and UL = @.

Phase 1: When the «-th private key query is issued by A for access structure-user identity pair
(S, = (MW, p,),ID,) such that M® is an £ x r matrix, By.; answers as follows:
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(a) When 1 <1< h—1, By answers semi-functional key
SKSZ,IDZ = (Pvuia k?;? {k;'k}iZI,...,@’ {k;kﬂv k;,k,Q}SJ"kGPVM%

as defined in equations 7, that is computed using I@(’; and B* of the Problem 2
instance.

(b) When ¢« = h, By.1 generates the queried key as follows:
icks 7. 7 08
L. Tt picks e, T 41 log Nuax(t—1)+e1 §t» §d+1,log N (t1—1)+¢> Gk 905 §ks S0 <= Fgfort =1,...,d;
tye=1,...,108 Npax; k=1,...,7.

2. It computes
fork=1,...,r,
Psox = grhjso+ Ekb("i,l,
Phoo = Gohfo + Eobi 1.
and sets

T
ks ==Y Phor— Phoo+bos:
k=1

3. Fort=1,...,d, it computes

for y=1,2,
Pty = Tihjy, +&bsy, and
fork=1,...,r,

P = Gkhjgq + &kbs.

Next, for each i = 1,...,4, it sets
~ (k)
ki = A1 —DPhaat+ D My Phs
k=1

where Ph(Z) = (ta At)a for ¢ = 1,... 767 and (Mi(}]:;))i=1,...,€;k=1,..,,r = M(h)
4. For each S; . € PVy,, it performs the following operations: It first selects gj, . 1,

~ =~ -~ $ ~ - -~ ~ ~ ~
Gjs ke 25 &jukie 15 &G ka2 €= Fg such that gj, k1 + g5, k.2 = 9o and &, k.1 + &, ke 2 = o,
and computes for 3 = 1,2,

pz,juks,ld = 7~Td+1,10g Nmax(bfl)+€h’2,d+1,log Nmax(t—1)+¢€,7 + §d+1,log NmaX(L,1)+Eb;+j,
D3 ket = Gjoke ARG a4 1 log Noa (1) 42,1 T €, ke 13,
Tg;,jb,kza,Q,] - gjb7k€72h2},d+2,10g Nmax(t—1)+¢€,7 + ‘gjukaﬂb;-&-]'
Then it obtains
k: ko1 = (LjIDk)PE j ko1 — PBjuket2 T PBj ko1
k;’“ksz = (LjLHLkE )ﬁg,j“kg,ll - ﬁz,jb,kE,ZZ'

5. It returns the queried key as

SKSh,IDh = (Pvuh7 kSu {k:}i:L...,f7 {k?“kéJ? k;L,kE,Z}SjL,kEGPVuh)'

(¢c) When h+1 <1< g, By.; answers normal key

SKS“IDZ = (PV’U,U k87 {k?}iZL...,fv {k>‘f7k,17 k;,kjg}SijEPVuz)

as defined in equations 7, that is computed using I/[%ES, B* of the Problem 2 instance.
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Challenge: When By 1 receives a challenge from A with challenge plaintexts M, M7, an attribute
set I™ = {(t, A;)|1 <t < d} and revocation list RL*, Bo.; computes the challenge ciphertext
as described below. For the ease of explanation, we assume that the h-th private key query
occurs before the challenge is submitted. The simulation would be similar for the other case.

1. It computes

co = eg + (bo 3 + qo,

where ( & Fy,q0 & span(bg 5).
2. For all (t, A;) € I'™*, it sets
ct =e 1+ Arero + qy,

where q; & span(bis, b14).

3. It defines the revoked user serial number set RI* C A from RL* by using UL. Next it
obtains CVrp = {Sj, ks - - -+ Sjm.km > Where m < Tiay, by performing SD.Cover(7, RI*).
Note that, here j,’s and k,’s are all distinct. For all S;, . , € CVgy+, Bz sets

cjky1=eir1,e1+ (Lj, | D, )edv1,02 + qasie,
Cjoky2=e€dro0 1+ (Lj, || Lk, )edro 2 + Qdva,.,

where qg41.,/, qat2,/ i span(b13, b14). While computing the above values for any S , 1, €
CVRy+, if it is found that (j, = j.) A (Dy, = Dy,) for some Sj, . € PVy, corresponding
to the h-th private key query, then the values eg;1, ,, €442, , for 3 = 1,2, that are
used in the above computation are respectively € 1 1og N (1—1) 42,79 €d+2,log Nuax (1—1)+2,7
where 1 < t,e < log Npax. Otherwise, fresh egi1 . ,, €442, , for 3 = 1,2 with J/ #
log Npax(t — 1) + &, 1 < ¢, e < log Nppax, are used.

4. Tt chooses b & {0,1} and computes ¢ = g%M,f.
5. It returns the challenge ciphertext

CT* = (CVrirs ¢, co, {Ct},a0er>{Ciy k15 €k 2}, 1 €CVR)-

Phase 2: A may continue to request additional private keys. Bo.; performs the same proce-
dure as in Case (c) of Phase 1. Note that, here we have assumed that the h-th key query
occurred before the challenge has been submitted. The modification for the other case is
straightforward.

Guess: A finally outputs a bit . If b = ¥/, then Bs_; outputs 8’ = 1. Otherwise, Bs.; outputs

B =0.

One can readily verify that the distribution by Bs.1’s simulation given a Problem 2 instance with
B € {0,1} is equivalent to that in Game 2-(h — 1)-3 or Game 2-h-1 according as  =0or § =1
respectively, except that v defined in Problem 2 is zero, i.e., except with probability 1/q. O

¢ Proof of Lemma [8f We make use of the following key probabilistic (or information-theoretic)
lemma to prove Lemma [8}

Lemma 11 (Lemma 8 in [17]). For p € F,, let C, = {(Z,V)|Z - ¥ = p} C V x V*, where V
is n_dimensional vector space Fy and V* its dual. For all (Z,7) € Cp, for all (7,0) € Cp,

1
/4

where Z & GL(n,F,), U = (Z~1)T.
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It is clear that the distribution of the public parameters and the 2-th private key query’s answer
for + # h in Game 2-h-1 and Game 2-h-2 are exactly the same, namely, in both games, for
1 < h the +-th queried key are generated as per equations 7, and for ¢+ > h, those are
formed according as equations f. Therefore, to prove Lemma |8 we will show that the joint
distribution of the h-th private key query’s answer and the challenge ciphertext in Game 2-h-1
and Game 2-h-2 are equivalent in the view of the adversary A. For this we will show that ag in
equation is uniformly and independently distributed from the other variables in the joint
distribution of adversary A’s view. Since ag = a(, + af, where af, = T.3T, ay = a1+ k2,
ag is related only to (a1,...,a,)T = M®) . gT {a; k1, aj’k’g}sjﬁkepvuh. Also,

U, = (Z; 17T for 1 <t < d with py(i) = (t, A), and
Uasi ik = (Zghy jrgo) " Uaszjoe = (Zgly jp )7 for Sjx € PV, Sy € Si (5" = §) A (D = Dy),

where & is the collection of all subsets S;; of leaf nodes of 7. Thus, ag is dependent only on

{'LoU)i}izl,,..,Za{ﬂ)»j,k,la'wj,k,Q}SjykePVuh and {?t}lgtgd;ph(i):(t,At),{?j',k',l,7j',k/,215j/,k' € S; (j/ =
J) N (D = Dy) for some Sj € PV, }, where

fori=1,...,¢,

W, = (a; + m Ay, —m;) - Uy,

for S € PVy,,

Wik = (a1 + Tik(Lil1Di)s =mjk) - Ud1 gk Wik2 = (a5k,2((Ljl| Lr), =1) - Uaga ks
and for 1 <t < d with pp(i) = (¢, A¢),

7'>15 = 7-(1>At) : Zta

for Sj i € S with (j' = j) A (Dg = Dy,) for some S}, € PV, ,

w1 =T (Ly | D)) Zasrgows T gz = 71, (Ly | Lir)) - Zaga,j b

With respect to the joint distribution of these variables there are the following cases. Note that
for any i € {1,...,¢}, (Z;,U;) with pp(i) = (t, A;) is independent from the other variables,
since as per our assumption py, is injective. Also for all S;; € PV, and Sy € S with (5’ =
J) N (Di = Dy), (Zay1,j k> Udas1jk)s (Zav2,j' k- Udsaji) are independent from the other
variables since these values are utilized for one particular (j, D) = (j', Dy/) pair which appears
in both PV,, and CVg~ at most once.

L [pn(i) = (t,A) N (t,Ay) € I'™]: In this case from Lemma the joint distribution of
(W;, 7¢) is uniformly and independently distributed on C,,, = {(Z, 7)|Z - ¥ = 7a;} (over
Z, & GL(2,F,)).

IL. [pn(i) = (¢, Ar) A (t, A¢) ¢ I'*]: Here, the distribution of w; is uniformly and independently
distributed on IF?I (over Z, & GL(2,F,)).

II. [Sjr € PVy,,Syrw € CVgp such that (5 = j) A (D = Dy)]: Again from Lemma
the joint distribution of (W, k1, ?j’,k/,l) is uniformly and independently distributed on
Crajp, = (&, D)7 -V =7ajp1} (over Zgyyjop & GL(2,F,)); and the joint distribution
of (W) k2, 7 k2) is uniformly and independently distributed on CT@j,k,Q((LjHLk)—(Lj/HLk/))

or on Co (over Zgia j & GL(2,F,)) according as k" # k or k' = k.

IV. [Sjr € PVy, does not satisfy the condition j* = j for any Sy € CVg+]: Then the
distribution of @} ;.1 and W, 2 are uniformly distributed on F2 (over Zgi1 js i, Zata,jr i &
GL(2,F)).

_)We t_l)len observe that t_lr)le joint_)distribution of ag, T, {ﬁ?}izl,_..7g, {7 h<i<dipn(i)=(t.4,), and

{Wj k1, Wjk2}s; 0ePVay s AT k1, Tk 2|Synr € Si(° = 7) A (Dy = Dy) for some Sjj €

PV, } in Cases II and IV are obviously independent from ay.
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Now, as per the restriction of the RABE security game, the adversary A cannot query a private
key for an access structure-user identity pair such that the access structure satisfies the attribute
set I'™* and, at the same time, the user identity is not contained in the revocation list RL*. Due to
this constraint on adversary A’s private key queries, 1 ¢ span(Mi(h)| pn(i) = (t, Ay) € I'*) or for
all Sj i € PVy,, there does not exist Sy sy € CVgi- such that (' =7) N (D =Dy) N (K #£E).
Therefore, a9 = a + aj where ay = 1 - g7, af = ajr1 + ajk2, is independent from the
joint distribution of 7, {ra; = TMi(h) - gT|pn(i) = (t, A¢) € I'*} (over the random selection of
g) and {7a; k1, 7a;k2((Ljl|Lk) — (Ll Lp))| Sk € PV, Sjw € CVRe, (5" = j) A (D =
Dy)} (where Tajk2((Lj|| L) — (Lj||Ly)) = 0 if &' = k) over the subdivision of the randomly
selected element a into random parts a; k1, @k 2; which can be given by (w;, 7;) in Case I, and
(’L‘U)jykyl, ?j’,k’,1)7 (ﬂ;j’kg, ?J’/’kl,g) in Case III.

Thus ag is uniformly and independently distributed from the other variables in the joint
distribution. Hence, the view of the adversary A in Game 2-h-1 is the same as that in Game
2-h-2. O

e Proof of Lemma E In order to prove Lemma |§|, we construct a probabilistic machine By_o
against Problem 2 using an adversary A in a security game (Game 2-h-2 or 2-h-3) as a black
box. Bo.o acts in the same way as Bo.1 in the proof of Lemma |Z| except the following two points:

I. In Step 2 of Case (b), in Phase 1, kj is computed as

I8
ko = — Z P50k — Phoo +7obo2 + b3,
k=1

where 77, & Fg; 132}707,9,133070 are computed from h;,m bj 1, in the same way as in the proof
of Lemma (7} and b 5, bj 5 are obtained from the Problem 2 instance.
I1. In the Guess step, if b = ', Boo outputs 3’ = 0, otherwise, it outputs 5’ = 1.

When 8 = 0 or g = 1, it is straightforward that the distribution by Bs.o’s simulation is
equivalent to that in Game 2-h-2 or Game 2-h-3 respectively except that v defined in Problem 2
is zero, i.e., except with probability 1/¢ in each case. O

e Proof of Lemma To prove Lemma we will show that the distribution (param,@o, ]ﬁ%,
{SKs,,ip,},—1,. 7> CT") in Game 2-¢-3 and that in Game 3 are equivalent, where SKg, rp, is the
answer to the +-th private key query and CT* is the challenge ciphertext. By definition of the two
games, we only need to consider elements on Vg or V§, where Vo = span(By), V{§ = span(B}).

We define new bases Dy of Vp and D of V{ as follows: We generate ¢ & F, and set

d0,2 - (0, 1, —9, 0, O)EO = bo’z — 0b0’37
dj 3 =(0,0,1,0,0)g; = b, 5 + 0bf 5.

We define ]Do = {b0,17 d072, bo,g, b0,4, b0,5},D8 = {bé,lv baz, da?), ba4, bag,}. We then easily
verify that Dy and Dj are dual orthogonal bases and are distributed the same as the original
bases By and B.

The Vy components ({k:g(z)}zz1 v €o) in queried keys, challenge ciphertext ({SKs,,ip, },—,

7"'7?1\7
CT*) in Game 2-¢-3 are expressed over Bj and B respectively as ké(z) = (—s(()z),r(()l), 1, n(()z), 0)m;

and ¢y = (w,T,(,0,¢0)B,- Note that here we index the kjj component of the queried key SKg, rp,
and all its forming coefficients by ¢ for ease of explanation. Then,

kS(Z) = (_S(()l)a 7n(()l)a 1, 77(()1)7 O)BS = (_SE)Z)’ T(()l) -0.1, 7)(()1), O)DS = (_S(()Z)aﬁ(()l)a 1, 77(()1)7 O)Dga
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where 198) = r(()l) — 6 which are uniformly, independently distributed since 7“((]1) & F,. Again,

Co = (UJ, T, Cu 07 900)1530 = (wa T, C + 7—97 Oa @O)Do = (wa T, Cla 07 SOO)]D)oy

where ¢’ = ¢ + 70 which is uniformly, independently distributed since 6 & F,.

In the light of the adversary’s view, both {Bg, B} and {Dg,Dj} are consistent with public
parameters PP = (param, By, B). Therefore, {SKs,,ip,},—1, ;and CT" can be expressed as keys
and ciphertext in two ways, in Game 2-g-3 over bases {Bo, Bj} and in Game 3 over bases {Dy, D{}.
Thus Game 2-¢-3 can be conceptually changed to Game 3 if 7 # 0, i.e., except with probability

1/q. 0

B Proofs of Lemma [1]

The proof of this lemma is based on the following result:

Definition 10 (Basic Problem 1). Basic Problem 1 is to guess 8 € {0,1}, given o =
A* A* $
(paramaﬁ(h]BOaBa]B » €83,05 {eﬁ,i}’iil,Q) — ggpl(]-)\)ﬂ

QEPl(AlA) : (param, {Bo, B}, {IBE, B*}) & Gob(1?, (ng = 5,n = 16)),
B = {b§ 1,053,005}, B = {b7,..., b5, bg, ... b},
$ $
W, Yo — ]Fq7 T < ]F(;( ) e0,0 = (w7 07 0) 07 SDO)Boa e1,0 = (OJ, T, 07 07 900)1307
€1 =(1,0),¢2=(0,1) e F2,
fori=1,2,
— 3
i < ]ng
€0, = (027(*)?2'7 067 027 aiv 02)3
el7i - (027 L{)?i, T?’h 047 027 $i) 02)1537
return o = (param, By, BS, B, B*, eg0, {€s.}i=1,2)-
For a probabilistic adversary C, the advantage of C for Basic Problem 1, is given by,

AdVEPL(\) = ‘Pr [cu*, o) 10 & ggspl(ﬂ)] _pr {C(lA, o) 10 ngpl(ﬂ)} ‘ .

Lemma 12. For any probabilistic polynomial-time adversary C, there exists a probabilistic ma-
chine F, whose running time is essentially the same as that of C, such that for any security
parameter X, AdvBTL(\) < AdvPHN(\) +5/4.

Basic Problem 1 defined above is essentially Basic Problem 1 of [I7] with two additional dimen-
sions. The proof of Lemma (12| is exactly identical to that of Lemma 34 in [17].

In order to prove Lemma [l| we consider the following experiments. Problem 1 is the hybrid
of the following Experiment 0, 1, 2-1-1-1,..., 2-d-2-2, 3-(d + 1)-1-1-1,..., 3-(d + 2)-Tmax-2-2,
ie.,

AdvBL(\) =

Pr {Expg]) ()\) - 1} — Pr [Expg-(d—kQ)—rmax—Q—Z) ()\) - 1] ’ .
Therefore from Lemma [12] and the following lemmas we obtain Lemma

Experiments: In Experiment 0, a part framed by a box indicates positions of coefficients
to be changed in subsequent experiment. In the other experiments, a part framed by a box indi-
cates coefficients which were changed in a transition from the previous experiment. Experiments
proceed as follows:

Experiment 0 — Experiment 1 — {Experiment 2—p—j—l}p:17._.7d;j:172;l:172 =

-----
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Experiment 0 (Expg])): B = 0 case of Problem 1. For a probabilistic adversary B, we define

an experiment Expg)) using Problem 1 generator ggl(lk, d, Tmax) in Deﬁnition

1. Bis given p & GEL (1M, d, Pax), iee.,
€y = (wu@uoaougp())ﬁo? (26)
fort=1,...,d;1=1,2,

€t = (Ut,i(lv t)? wgi? 7 027 7 027 _S—D)t,iu 02)1537 (27)

forv=1,2;w=1,...,Tmax;t = 1,2,

€dtv,m,i — (Ud—i—v,w,i(L d+ U); wgia 7 027 7 027 ad—l—vgwﬂ'a 02)1537 (28)

where all variables are generated as in Problem 1. Note that here we have dropped 5 = 0
suffix of e’s for simplicity.
2. The output of the experiment is defined as 5’ < B(1*, o).

Experiment 1 (Expg)): The same as Experiment 0 except that

€y = (waa()aoaSDO)Boa (29)
fort=1,...,d;i=1,2,
et,i = (O-t,’i(17t)7w€i77 027 027 027 S—O)t,ia 02)B7 (30)

forv=1,2;m=1,...,Pmax;i = 1,2,
ed+v,w,i = (Ud+v,w,i(17 d + U)? w_é)i, 7 027 027 027 $d+v,w,i7 02)37 (31)
where 7 & F7 and all the other variables are generated as in Experiment 0.

Experiment 2-p-j-1 (Expg_p'j'l) for p = 1,...,d;7 = 1,2): We denote Experiment 1 by
Experiment 2-0-2-2. This experiment is similar to Experiment 2-(p — 1)-2-2 if j = 1, or

Experiment 2-p-1-2 if j = 2 except that

epj = (0p,(1,p),we;,7€;,0%,|5,,(1,p)|,0%, By, 0%, (32)

where ), ; & [y, and all the other variables are generated as in Experiment 2-(p — 1)-2-2 if
7 =1, or Experiment 2-p-1-2 if j = 2.

Experiment 2-p-j-2 (Expg'p'j'z) forp=1,...,d;j = 1,2): This experiment is equivalent to
Experiment 2-p-j-1 with the exception that

epj = (0p;(1,p),w€;,7€5,0% | 7(2p51, 2pj2) |, 0%, Bpj 07, (33)

where 2,51, 2p,j,2 & F,, and all other variables are generated as in Experiment 2-p-j-1.

Experiment 3-(d 4+ v)-w-j-1 (Expg'(dJrv)'w'J'l), forv=1,2;w=1,..., max;J = 1,2): We
denote Experiment 2-d-2-2 by Experiment 3-(d + 0)-Tnax-2-2. This experiment is identical to
Experiment 3-(d+v —1)-Tmax-2-2 or Experiment 3-(d+v)-(w—1)-2-2 if j = 1, or Experiment
3-(d 4+ v)-w-1-2 if j = 2 except that

Cdtv,w,j = (Ud-l-v,w,j(lv d+ U)a ng? nga 02’ 5d+v,w,j(1a d+ U) ) 027 ﬁd—i—v,w,j? 02)187 (34)

where 0444 ﬁ [F, and all the other variables are generated as in Experiment 3-(d + v —
1)-Tmax-2-2 or Experiment 3-(d + v)-(w — 1)-2-2 if j = 1, or Experiment 3-(d + v)-w-1-2 if
] =2.
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Experiment 3-(d + v)-to-j-2 (Expg’_(d+v)_w_j_2), forv=1,2;w=1,...,Tmax;j = 1,2): This
experiment is the same as Experiment 3-(d 4 v)-w-j-1 except that

— — 2 2 — 2
ed+v,w,j - (O.d+’l),w,j(]‘7 d + U)7 we j’ T 6.7’ 0 ? T(Zd+v,w,j,17 Zd+v,w,j,2) ? 0 ’ ()OdJrU,w,j7 0 )]B7
(35)
$ . . .
where 241,051, Zd+v,w,j,2 < Fq, and all the other variables are generated as in Experiment
3-(d + v)-w-j-1.

2t,1,1 Zt,1,2 z z
Let Z; = r T for t = 1,...,d and Zgiy e = dtv@ Ll Zdtom 1.2 ) for ) =
2t,2,1 2t,2,2 Zd4v,w,2,1 d+v,w,2,2

1,2;w =1,...,Pmax. Then e, €44y, ; in the final experiment (Experiment 3-(d 4 2)-Fyax-2-2)
are expressed as

fort=1,...,d;5=1,2,

et,j - (Ut,j(lv t)a WE)], T_é)ja 027 T_é)j : Zt7 027 Z)—O)t,ju 02)1537 (36)

forv=1,2;w=1,...,Tmax;J = 1,2,

€d+v,w,j = (Ud—l—v,w,j(l, d+ U)v W?ja ng» 027 ng : Zd—i—v,zm 027 ad—i-v,w,ja 02)1537 (37)
where Z, Zj1 ¢ & GL(2,F,). Therefore, the distribution in Experiment 3-(d + 2)-Tmax-2-2 and

that in the 8 = 1 case of Problem 1 are equivalent except for the case that det(Z;) = 0 for some
t or det(Zgqy, ) = 0 for some v, w, i.e., except with probability (d + 27max)/q.

Lemmas: In the following we consider canonical (monomial) linear order in N? and N2. For
(t1,i1), (t2,i2) € N* and (t1,i1, 1), (2, 42, j2) € N?,

(tl,’il) < (tz,ig) = (tl < tg) or (tl =t and 11 < ig),
(t1,1,J1) < (t2,i2, J2) & (t1 < t2) or (t; =tz and i1 < i) or (1 =tz and i1 = iy and j; < j2)

Lemma 13. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine C1, whose running time is essentially the same as that of B, such that for any security
parameter A,

[Pr [Exply’ (A) = 1] = Pr [Expl (1) — 1]| < AdVEP (V).

Lemma 14. For any probabilistic polynomial-time B, there exists a probabilistic machine Ca,
whose running time is essentially the same as that of B, such that for any security parameter X,

‘Pr {Expg-(p—l)aa)(/\) — 1} —Pr [Expg'P-l-U()\) — 1” < Adva'j_j()\) (j=1),
or [Pr[Bog ™00 = 1] —Pr[Brog ™) = 1]] < AT, ) (=2,

where Ca.p-j(-) = C2(p, J, )
Lemma 15. For any probabilistic adversary B, for any security parameter X,
Pr {Expg'p'j'l)()\) — 1} = Pr [Expg'p'j'2)()\) — 1} .

Lemmas and (15 can be proven similarly as Lemmas 45, 46 and 47 of [17], respectively.
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Lemma 16. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Cs, whose running time is essentially the same as that of B, such that for any security
parameter A,

‘Pr [Expg'(dJrv_l)'?m“'Q'Q)(/\) — 1} — Pr [Expg"(dJrv)'l'l'l)()\) — 1} ’ < AdvBP! (A)

= C3-(d4v)-1-j
for 1 < w < Pmax, G=1)
3-(d4v)-(w—1)-2-2 3-(d4v)-w-1-1
‘Pr [Expg (d+v)-(w=1) )()\) — 1} — Pr [ExpEg (d+v) )()\) — 1” < Advg;ldﬂ)»w_j (N
or for 1 < w < Fmax,
’pr [Expg"(d+v)-w—1—2)(>\) s 1] — Pr [Expg—(d+v)-w—2—1)()\) — 1” < Adv?;(ld+u)-w-j(>\) (j =2),

where Cs_(q4v)-w-;(*) = C3(d + v, @, 7, ).

Proof. Given integers d, v, w, j and a BP1 instance (param,Bg,@E‘), B, B*, es0,{€esi}i=12), Cs sets
new dual orthogonal bases D = {dl, PN ,d16} = {bg, b4, bl, bQ, bg, b107 b7, bg, b5, b(;, b11, PN ,b16}
and D* = {di ) TG} = {b?;? b, b1, b§aAb37 10, b7, bg, b3, bg, >{1A7 ) Tﬁ} N

Cg then sets BO = {bo’l, b073, boﬁ},BBl = {bal, b373’ b374},]D) = {dl, ce ,d4, dlg, d14}, D* =
{di,... d;,d;,,dy}. Note that Cs can compute {D, D*} from {B,B*} of the BP1 instance.

C3 then compute e;; for t =1,...,d;i =1,2 and egqy ; for (d+ v, @',i) < (d+v,w,j)
as in equations , respectively and for (d + v, @, j) < (d +v', @, 1) as in equation ,
using D together with W, o i, 2141, 240,25 Pt,i,15 Pri,25 Tdio! ol i» 2o’ ' i, 15 Zd4o! o' i, 25 Tdto! ! i 15

$ ~ 3 . ~ o~
Wit w2 < Fg, T < F. Using w, 7, C3 computes

go = (&}7 ’7:7 07 07 ch)Boa
Gitvwj=e€s1+ (d+v)egs +wdaij + Tdayy,

where g & Fq.
C3 then gives

o M T T
o = (param, By, By, D, D%, go, {et,i}1=1,...dii=1,2: {€dtv/ i } (d4o! o' i) <(dtv,.5)» Gdtv,,5)

to B, and outputs ' € {0,1} if B outputs /3.

When j =1, if 8 =0 (resp. § = 1), the distribution of g is exactly same as that of instances
in Experiment 3-(d + v — 1)-Tmax-2-2 or Experiment 3-(d + v)-(w — 1)-2-2 (resp. Experiment
3-(d + v)-1-1-1 or Experiment 3-(d + v)-w-1-1). On the other hand, when j = 2, if 5 = 0 (resp.
B = 1), the distribution of p is exactly same as that of instances in Experiment 3-(d + v)-to-1-2
(resp. Experiment 3-(d 4 v)-w-2-1). 0

Lemma 17. For any probabilistic adversary B, for any security parameter X,

Pr {Exp?g(d+y)_w_j_l)()\) — 1} = Pr [Expg’_(d+v)_w_j_2)()\) — 1} .

Proof. We generate Z & GL(2,F,), U = (Z~1)T, and set (dg > =UT- (bg > and (dg > =

dio bio 10
Z - b
10

We then define I = (b, ..., b, dg, dio, bir, ..., bi}, D* = {b],..., b5, 3, dio, bly, ..., bigh.
Note that {ID,D*} are consistent with {B,B*}. Since,
fort=1,...,d;1=1,2,

— — 2 — 2 — 2
€t = (Ut,i(lvt)7wei77—ei70 7th,i70 7%015,2'70 )]B

)

- =4 2 = 2 —> 2
= (Um(l,t),wei,Tei,O ,sz,O ,(ptﬂ',o )]]]),
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for (d+ ', @',i) < (d+v,w,j),

/ —> —> 2 - 2 — 2
€l w' i = (Ud+v’,w’,i(1ud+v )vweiuTeiuo 7TZd+U',w’,i70 7(pd+v’,w’,i70 )B

! — - 2 _ 2 — 2
= (Ud+v’,w’,i(17d+U)7wei77—ei70 7Tzd+v’,w/,i70 7§0d+u’,w’,i70 )D7
for (d+v', @' i) = (d+ v, w,j),

> > 02 = 2 — 2
ed+v,w,j = (O-d+v7w7](17d+U)7we.777—e]70 ,O’d+v7w’j(1,d+v),0 7gpd+vzw7j70 )]B

= (O_dJrU’w’j(l, d+ ’U),ng, T?j, 02, 77d+v,w,ja 02, adJrU’w’j, OQ)ID),
for (d+v,w,j) < (d+ v, @, 1),

! - 2. 02 n2 n2 2 2
ed—l—v’,w’,i = (Ud+v’,w’,i(17d+v )7wei77—6i70 70 70 790d+v’,w’,i70 )]B

/ - — 2 102 n2 =2 2
= (Gd+vl,w/,i(17d+v)1wei77-ei>0 10 70 780d+v’,w’,i70 )D?

where Zaivmj = T 0atrvwi(l,d+v) - Z and Zp; = (211, 212), E’Qﬂ- = ZiZ for t =
1, . e .,d;i = 1,2 and _zd—i-v’,w’,i = (Zd—i-u’,w’,z',ly2d+u’,w’,i,2)7 ?ldJrU/’w/’i = ?d-l-v’,w’,i - Z for (d +
V@' i) < (d+ v, w,j).

Therefore 27 ; fort =1,...,d;i = 1,2, z)ld—i—v’,w’,i for (d+v', @', 1) < (d4v,w,j) and Z g1 o,

are uniformly and independently distributed. Hence, the joint distribution for Experiment 3-(d+
v)-w-j-1 and that for Experiment 3-(d + v)-w-j-2 are equivalent. O

C Proof of Lemma [2

The proof of Lemma [2|is based on Lemma [12| and the following results:

Definition 11 (Basic Problem 2). Basic Problem 2 is to guess f € {0,1}, given o =
(parama@07387@73*7ha()ve()a {hai;ei}i:LQ) ﬁ gﬁBP2(1/\)7 where

gﬂBP2(1)\) : (param, {BOv a}v {E,B*}) ﬁ gob(l)‘, (no =H,n= 16)),
Bo = {bo.1,bos,...,bos}, B={b1,...,bg by, ..., b},
vy 0 & By, 8,7 & FX,
hio = (7,0,0,m0,0);, hio=(7,6,0,7m0,0)m;, € = (w,7,0,0,0)g,
€1 =(1,0), 2= (0,1) € F2,
foriv=1,2,
7 & F2,
hi, = (0,7, 0% 7, 0% 0%)p-,
1i= (0%2,7€4, 6€4,0%, 774, 02,02+,
€e; = (02,0.)?1‘, 7_?2,’047 02, 02,02)13,

return o = (param, Bg, Bj, B, B*, hfa,m €o, {h;i,z" €i}i=172).

For a probabilistic adversary C, the advantage of C for Basic Problem 2, Advgpz()\), is defined
similarly as in Definition [10)

Lemma 18. For any probabilistic polynomial-time adversary C, there exists a probabilistic ma-
chine F, whose running time is essentially the same as that of C, such that for any security

parameter A,
AdvEP2(\) < AdvRHN(N) + 5/4.

Definition 12 (Basic Problem 3-p for p = 1,...,d + 2). Basic Problem 3-p is to guess
B € {0,1}, given o = (param, By, B, B, B*, ey, {h5 .0 €irGiti=12) & QﬂBP3'p(1)‘,d+ 2), where
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G577 d+2) : (param, {Bo, B}, (B.B")) & Gop(1%, (g = 5,1 = 16)),

B={by,...,bs bi1,...,bis}, T<—1F . eo=(0,7,0,0,0),,
€= (1,0), € =(0,1) nga

fori=1,2,
ﬁp,i ﬁ FZ, Hp,i, Hp,i ﬁ Fy,
hap,i = ( /’Lp7i(p7 _1)7 027 067 np 7y 02 02)153*7
hip,i = ( /’Lp7i(p7 _1)7 027 _Qp,igia Hp,iE)bOQ ﬁp X 2)13*7
€; = ( 047 TE)ZFTE)’LHOZ? 0 2)1557
gi= (0% 0t T, O 02 ,0%),

return o = (param,IB%O,IEBS,1?5\37133*7 eo, {hz’,p,i’ €i,giti=12)-

For a probabilistic adversary C, the advantage of C for Basic Problem 3-p, Adv?f3'p()\), is defined
in a similar fashion as in Definition [10, where Cy(-) = C(p,-).

Lemma 19. For any Probabilistic polynomial-time adversary C, there exists a probabilistic ma-
chine F, whose running time is essentially the same as that of C, such that for any security

parameter A,
2

Adv BP3 P Z DLIN + 10/q7

where Fp j(-) = F(p, J:-)-

Definition 13 (Basic Problem 4-p for p = 1,...,d + 2). Basic Problem 4-p is to guess
B €{0,1}, given o = (param, By, 8,@,185*, {h:g’p’i}i:l’g) & QﬁBP‘l'p(l)‘,d—k 2), where

GEP“P(1),d +2) ¢ (param, {Bo, By}, {B,B*}) < Gop(1%, (no = 5,1 = 16)),

B = {by,....bg by,....bis},
€1 =(1,0), €2=1(0,1) e FZ,

fori=1,2,
- 8 $
MNpi < ]Fgu ,upiygpi — an
h 0,p,2 — (:up ’L(p7 )702, 067 7_7)10,1'702702)13*,

thz - (:upl(p7_1) O 0 01774?170 ﬁphozvo?)ﬁ*
return o = (param, IB%O,IB%O,IEB IB%* {hgpz}z 1,2)-

For any probabilistic adversary C, the advantage of C for Basic Problem 4-p, /—\deP4p()\), 18
analogously defined as in Definition [10, where Cp(-) = C(p,-).

Lemma 20. For any probabilistic polynomial-time adversary C, there exists a probabilistic ma-
chine F, whose running time is essentially the same as that of C, such that for any security

parameter \,
2

Adve: (A Z veHN () + 10/,

where Fpi(-) = F(p, J,-)-
Definition 14 (Basic Problem 5-p for p = 1,...,d+2). Basic Problem 5-p is to guess 3 €

. * ok ok * * $
{07 1}7 gen 0 = (param7 BOv ]BO? ]Ba B s h07 {hp’ia e,B,l,i}l:1,...,p—1,p+17---7d+2;i:1727 {hj }j=5,679,10) —
QEPS'p(lk, d+ 2), where

GBP5P(12 d 4+ 2) : (param, {Bo, By}, {B,B*}) & Gob(1%, (ng = 5,n = 16)),

B :{b b5, b, b6 )
= (1,0), @2 =(0,1) € F2,
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$ ~%
fori=1,2,
— $ 2 $
Mpi < Fyo pipi < Ky,
h;;,i = (:up,i(pa _1)7 027 027 de i 027 N p,is 027 O2)B*
forl=1,....p—1,p+1,...,d+2,
- > $ $
X1 Bri < F2, o5 < Fy,
eO,l,i = (Ul,i(lal))02a 06) 027 ()_0)177;,02)[3,
€1li = (O—lyi(17 Q? 027 027 Xlis 027 027 Plis 02)15%7 s
return ¢ = (param, Bo, Bf, B, B*, hg, {hy ;€50 =1, p-1p+1,...d+2:i=1,2, { R }j=5,6,9,10)-

= 6b%, for j =5,6,9,10,

For a probabilistic adversary C, the advantage of C for Basic Problem 5-p, AdeP5 P(N), is simi-
larly defined as in Definition @

Lemma 21. For any probabilistic polynomial-time adversary C, there exists a probabilistic ma-
chine F, whose running time is essentially the same as that of C, such that for any security
parameter A,

2 d+2

Adve' P (A ZZ AdvBEN (A) +5(d + 1) /g,
Jj=11=1
I#p

where Fpjq(-) = F(p, j,1,-).

Basic Problems 2-5-p are essentially Basic Problems 2-5-p defined in [I7] with two additional
dimensions. The proofs of Lemmas are similar to Lemmas 35, 36, 38 and 39 of [17]
respectively.

In order to prove Lemma [2| we consider the following experiments. Problem 2 is the hybrid
of the following experiments performed with a probabilistic adversary B:

ExpE;O) = Exp(l) — {Exp Y = = EXPg_pg)}p Ld
. {Exp(3 (d+v)-w-1) s EXP(3 (d+v)-w-T) — {Exp 3-(d+v)w8L-] 1)
d -w-8-1- d i
= EXP(3( +v)-oo-8- jQ)}L 1,...,w—1,w+1,...,8;7=1,2 — EXPE; (d+v) )}U:1»2§w:17"’7N
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Thus, AdvE?(\) = ‘Pr [Exp(o) — 1} Pr {Exp% (AR 1” Therefore, from Lemmas@ I
[21] and the following lemmas we obtain

AdvE2(A) = |Pr [Expg))(A) - 1} — Pr[Exply () - 1]

<AdvEP2(\) + Z Adve, 2P (A) + Advg, SP(A) + Advg, S P(A) + Adve, S T(A) + Advg, (M) | +
N
BP3-( d+v) BP3- (d+v) BP5-(d+v) BP5-(d+v)

Zl Z—l lAd Ve (ar ()‘) + Adv Ve a+ ()\) + Adv Ve (dtv)-m-a (A) + Adv Ve vy (A)+

N3 BP4-(d+v)

Z Z Adv?3pgd+v) w-5-1-7 (A) + Ad C3 (d+v)-w ()\)
L;Z -

2 d d+2
<AVENO) DTN {AdvDL'N () + AN (V) + Z (Ad variN 0+
s Zp
2 N
DLIN DLIN DLIN DLIN
Advz; N I(A)) + Adv2 .(A)} + Zl Zl {Advf2_ Moy ) FAVETL L (AN)+
v w=
d+2
DLIN DLIN

Z (Advfz (d+v)-co-8-j- l()\) + Adv]:Q-(d«rv)-w—Q-j—l ()\)) +
l;ij-&l-v

N

DLIN DLIN 2

Zl AVREN )+ Adva_(d+U)_w_11_j(A)H + [5+ 40d + 10d% 4 2R(30 + 10d + 108)] /g,

LL;‘LU

and thus we get Lemma

Experiments: In Experiment 0, a part framed by a box indicates positions of coefficients
to be changed in subsequent experiments. In the other experiments a part framed by a box indi-
cates coefficients which were changed in a transition from the previous experiment. Experiments
proceed as follows:

Experiment 0 (Expg))): B = 0 case of Problem 2. For a probabilistic adversary B, we define
an experiment Expg)) using Problem 2 generator gg2(1&d, Nmax, Tmax) in Definition [5| as

follows:

1. B is given p & GE2 (12, d, Niax, Pmax), i-€.,
hé = (77 @7 07 Mo, O)]BS; (38)
ey = (w,7,0,0,00)B,, (39)

fort=1,...,d;i=1,2,

htz*(lu’tz 7617 77t2702 (40)

er; = (Jt,i(l,t),wei,Tei,,Tel-Zt,O , got,i,()Z)B, (41)
foro=1,2;mw=1,...,8;:=1,2,
P = (tdomi(d + 0, ~1),780[00] Fapmi. 02,02, (42)

—> —> 2 —> 2 — 2
ed+v,w,i = (Ud+v,w,i(lad+ U)7wei7Tei77TeiZd+U,W70 ) 90d+v,w,i70 )]B' (43)

2. The output of the experiment is defined as 3’ & B(1, o).
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Experiment 1 (Expg)): The same as Experiment 0, except that
hy = (v,[4,0, 10, 0)my » (44)
fort=1,...,d;1=1,2,
hi; = (pei(t, —1), 7€i7, 0%, 744,02, 0%)p-, (45)
forv=1,2w=1,...,X;i=1,2,
hrl+v,w,i = (Md+v,w,z'(d +v,-1), ’Ya‘,, 047 7—7)d+v,w,i7 027 02)13%*’ (46)

where § & F; and all other variables are generated as in Experiment 0.

Experiment 2-p-1 (Exp(BQ_p_l), forp=1,...,d): We denote Experiment 1 as Experiment 2-0-8.

This experiment is similar to Experiment 2-(p — 1)-8 except that
fort=1,...,d;i=1,2,
e = (O‘t,i(l,t),wgi,TE)i,,7‘?@Zt,02, ?0},@02)15;, (47)
foro=12w=1,....,8;i=1,2,
€dtv,mi = (Odtuvmi(l,d+v),wey, TE’i,, 7€ Zdtv,: 0, Bato,mir 0B, (48)
where all the variables are generated as in Experiment 2-(p — 1)-8.

Experiment 2-p-2 (Expg_p " for p=1,...,d): Equivalent to Experiment 2-p-1 with the only

exception that for i = 1,2,

h;,i = (:U’p,i(pa _1)a ’Ygi’ (6 - 91071')?% gp,igi 702, 7_7)p,ia 027 02)153*7 (49)

where 0, ; & FF,, and all the other variables are generated as in Experiment 2-p-1.

Experiment 2-p-3 (Expg'p % for p=1,...,d): The same as Experiment as Experiment 2-p-2

with the difference that for i =1, 2,

h;;,i = (/up,i(pa _1)a 75% Hp,i?ia (5 - ep,i)?i 3027 7—7)1),@" 027 02)3*7 (50)

where all the variables are generated as in Experiment 2-p-2.

Experiment 2-p-4 (Expg_p ) for p = 1,...,d): Analogous to Experiment 2-p-3 except that

fori=1,2,

h;,i = (,Up,i(p, _1)7 ’7327 027 532 5 O2a 7_7>p,’£7 027 02)]]33*’ (51)

where all the variables are generated as in Experiment 2-p-3.

Experiment 2-p-5 (Expg'p ) for p=1,...,d): The same as Experiment 2-p-4 except that

forl=1,....p—1,p+1,....d;i=1,2,

e = (014(1,0), w3, 7€3, | X1 [ €121, 0%, 81, 0%z (52)
foro=1,2w=1,...,8;i=1,2,

— — — — 2 — 2
ed+v,w,i — (Ud+U,w,i(1ad+ U))wei)TeivaTeiZd+U,W70 ) (Pd—i—v,w,iao )B) (53)

where Yl,ia Ydﬂ,,w,i i ]Fg and all the other variables are generated as in Experiment 2-p-4.
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Experiment 2-p-6 (Expg'p %) for p=1,...,d): Equivalent to Experiment 2-p-5 except that
fori=1,2,
Ry = (ipi(p, —1),7 @0, 0%, €83, 6 €U, | T, 07, 07), (54)
€pi = (Up,i(l,p),w?ijTE'i,,T?in,OZ, g_o’p,i,02)153, (55)

where & & F,, Z, & GL(2,Fy), Up = (Z, )T, and all other variables are generated as in
Experiment 2-p-5.

Experiment 2-p-7 (Expg'p'7) for p = 1,...,d): The same as Experiment 2-p-6 with the
exception that

forl=1,....p—1,p+1,....d;i=1,2,

e = (014(1,1),w e, 721, [ 02} 2,21, 0%, B, 025, (56)
foro=1,2,w=1,...,8;i=1,2,

€d4v,w,i — (Ud—l—u,w,i(la d+ U)awgiy T?i,, T?izd—i-v,wu 027 $d+v,w,i7 02)]}3’ (57)

where all the variables are generated as in Experiment 2-p-6.

Experiment 2-p-8 (for p =1,...,d): The same as Experiment 2-p-7 except that for i = 1,2,

h;,i = (:up,i(pv 71)7 r)/gl’ 02, a 6E>iUp7 7_7)p,’ia 027 OZ)B*’ (58)
where all the variables are generated as in Experiment 2-p-7.

Experiment 3-(d + v)-two-1 (Expg'(d+v)'w'1) for v = 1,2;w = 1,...,X): We denote Ex-

periment 2-d-8 as Experiment 3-(d + 0)-R-9. This experiment is identical to Experiment
3-(d+v —1)-X-9, if w =1, or Experiment 3-(d + v)-(w — 1)-9, if 1 < w < N, except that
fort=1,...,d;1=1,2,
em = (Jtﬂ-(l, t), wE’i, T_é)i,, T?iZt, 02, _‘1—0}15,1'7 02)[3, (59)
forv=12w=1,...,8;i=1,2,
€dtv,wm,i — (Ud+v,w,i(1> d+ U): wgia TE’ZH 7 TgiZd—ﬁ—v,wa 02> 8—0>d+v,w,i’ 02)]]337 (60)

where all the variables are generated as in Experiment 3-(d 4+ v —1)-R-9, if @ = 1, or Exper-
iment 3-(d 4+ v)-(w —1)-9, if 1 < w <N,
. (3-(d+v)-w-2) - L .
Experiment 3-(d 4 v)-w-2 (Expj; forv=1,2;w =1,...,N): The same as Exper-
iment 3-(d 4+ v)-w-1 except that for i = 1,2,

h:(l+y,w7i = (Md—l—v,w,i(d + v, _1)7 '}/E}ia (5 - 0d+v,w,i)€ia ed-i—v,w,i gz 7027 ﬁd—i—v,w,ia 027 OQ)IB%*a
(61)

where 04 i & F,, and all the other variables are generated as in Experiment 3-(d+v)-w-1.

Experiment 3-(d 4 v)-w-3 (Expg’_(d+v)_w_3) for v =1,2;w = 1,...,R): Equivalent to Ex-

periment 3-(d + v)-w-2 with the exception that for i = 1,2,

h:‘l-}-q;,w,i = (Hd—l—v,w,i(d + v, _1)7 ’Ygu 9d+’u,w,i€ia (5 - ed-‘rv,w,i)gi )025 ﬁd—l—’u,w,ia 027 02)3*5
(62)

where all the variables are generated as in Experiment 3-(d + v)-w-2.
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Experiment 3-(d + v)-tw-4 (Expg"(d+v)_w'4) forv=1,2; =1,...,N): The same as Exper-

iment 3-(d + v)-w-3 with the only exception that for i = 1,2,

h';;JrU,w,i = (,de—i-u,w,i (d + v, _1)7 7227 027 531 5 027 ﬁd—&—v,w,h 027 02)B*7 (63)

where all the variables are generated as in Experiment 2-(d + v)-ww-3.
. (3-(d+v)-w-5) . . o .
Experiment 3-(d + v)-w-5 (Expy forv=1,2;w =1,...,N): The same as Exper-
iment 3-(d 4 v)-w-4 except that

forl=1,...,d;i=1,2,
€ = (Ul,i<17 l)vw_gia Tgi777—_é)izl7 027 al,ia 02)1@7 (64)
fork=1,...,v—1Lv+1,...,2;c=1,... ., X;i=1,2,

— —> — — 2 — 2
€dtkai = (Tdtki(Ld+ k), wei, T€i| Xdthyi p T €iZdrkus 07 Ptk 07)B, (65)

where Yl,z‘; Yd_‘_k,L’i <i Fg and all the other variables are generated as in Experiment 3-(d +
v)-tw-4.
. (3-(d+v)-w-6) . L .
Experiment 3-(d + v)-w-6 (Expy forv=1,2; =1,...,N): The same as Exper-
iment 3-(d + v)-w-5 except that

fori=1,2,

hzkl—l—v,w,i = (Md+v,w,i(d + v, _1)7 '782} 027 56’2, 5giUd+U7w ) ﬁd-ﬁ-v,w,ia 027 02)153*7 (66)

Cd+v,w,i = (Ud+v,w,i(1a d+ U)ngia T?i,, TgiZd+U,wa 027 ‘;—id—&-fu,w,ia O2)]Ba (67)
forve=1,...,.w—1,w+1,...,X;i=1,2,

— - [= — 2 = 2
ed+v,L,i = (O-d—‘,-U,L,i(l;d—i_ U)7w6i776i57T6iZd+U,LaO 9 QOd—‘rU,L,iuo )187 (68)

where € & Fy, Zatow € GL2,F,), Ugpow = (Zgh )Ty Xaroni & F2, and all the other

variables are generated as in Experiment 3-(d + v)-ww-5.

Experiment 3-(d + v)-w-7 (Expg"(dJrv)_w_n forv=1,2;w=1,...,R): Analogous to Exper-

iment 3-(d 4+ v)-w-6 with the exception that

forl=1,...,d;i=1,2,

€l = (Ul,i(17l)7wgiv7—?ia77—?7;Z15027 S_O’I,i702)]Ba (69)
fork=1,...,v—1v+1,...,2;.=1,...,X;i=1,2,
€diki = (Odth,i(l,d+ k), we;, T?i,, 7€ Zdtkis 0%, Batk.ir 0°)B, (70)

where all the variables are generated as in Experiment 3-(d + v)-w-6.

Experiment 3-(d+v)-to-8-t-j-1 (Expg"(dJrU)'w'&L']'l) forv=1,2;mw=1,...,8;0=1,...,w—
1,w+1,...,R;j =1,2): We view Experiment 3-(d+4v)-w-7 as Experiment 3-(d+v)-to-8-0-2-2.
This experiment is similar to Experiment 3-(d4v)-w-8-(1—1)-2-2 (if ¢« # w+1) or Experiment
3-(d + v)-w-8-(¢t — 2)-2-2 (if t = w + 1), provided j = 1, or Experiment 3-(d + v)-w-8-1-1-2,
provided j = 2, except that

ed+v,b,j - (Ud+U,L,j(17 d+U), W€]7 T?ja a-d—l-’U,L,j(]-a d + U) 7T€)jZd+U,La 027 S_O,d-‘rv,b,ja 02)1537 (71)
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where 044, j ﬁ F, and all the other variables are generated as in Experiment 3-(d +
v)-w-8-(¢ — 1)-2-2 or Experiment 3-(d + v)-w-8-(¢ — 2)-2-2, provided j = 1, or Experiment
3-(d 4+ v)-w-8-1-1-2, provided j = 2.

Experiment 3-(d+v)-ww-8-t-3-2 (Expg"(d+v)'w'8'L'j'2) forv=1,2w=1,...,8;0=1,,...,mw—
l,wo+1,...,8;5 = 1,2): The same as Experiment 3-(d + v)-w-8-1-j-1 with the exception
that

€dtvu,j = (O-d-i-’u,L,j(]-a d + U)7 wg]7 T?ja 7 T?jZd—i-wu O2a S_D)d-i-’wL,jv O2)]Ba (72)
where all the variables are generated as in Experiment 3-(d + v)-w-8-1-j-1.
: (3-(d+v)-=-9) _ S . Thi :

Experiment 3-(d + v)-w-9 (Expy for v =1,2;w = 1,...,R): This experiment
is equivalent to Experiment 3-(d + v)-w-8-8-2-2, if 1 < w < X — 1, or Experiment 3-(d +
v)-w-8-(R — 1)-2-2, if w = N, except that for i = 1,2,

h:l—i-v,w,i = (/«Ld+y7w,i(d + v, _1)> ’7?7,7 02, 7 5giUd+U,wa ﬁd-}—v,w,ia 027 02)]]33*7 (73)

where all the variables are generated as in Experiment 3-(d+ v)-w0-8-R-2-2,if 1 < w < N—1,
or Experiment 3-(d + v)-w-8-(X — 1)-2-2, if w = N.

Experiment 3-(d + 2)-R-9 is the § = 1 case of Problem 2.

Lemmas: Here also we consider canonical (monomial) linear order in N? and N3, as defined
in Appendix

Lemma 22. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine C1, whose running time is essentially the same as that of B, such that for any security
parameter \,

]Pr [Expy’(A) = 1] — Pr [Exp (1) — 1” < AdVEP? ().
Lemma 23. For any probabilistic adversary B, for any security parameter \,
Pr [Expg'(p_l)'&()\) — 1} = Pr [Expg'p'l)()\) — 1} .

Lemma 24. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Co.1, whose running time is essentially the same as that of B, such that for any security
parameter X,

‘Pr [Expg'p'l)()\) — 1] —Pr [Expg'p'z)()\) — 1” < Advgjjf()\),
where Cop-1(-) = Co1(p, -)-
Lemma 25. For any probabilistic adversary B, for any security parameter A,
Pr [Exp 72 (V) = 1] = Pr [Bxp 7 (1) = 1]

Lemma 26. For any probabilistic polynomial-time adversary B, there exists probabilistic ma-
chine Co.o, whose running time is essentially the same as that of B, such that for any security
parameter A,

[Pr [Exp 72 (0) = 1] = Pr [Exply 7V (1) = 1]| < AdvELT(N),

-p-2

where Cop2(-) = Caa(p, -).
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Lemma 27. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Co_3, whose running time is essentially the same as that of B, such that for any security
parameter A,

[Pr [Exply 7Y (0) = 1] = Pr [Bxply ™™ () = 1] | < AdVEL P (),
where Cop3(-) = Ca3(p, -).
Lemma 28. For any probabilistic adversary B, for any security parameter A,
Pr {Expg_p_5)(/\) — 1} = Pr [Exp( P 6)()\) — 1} .

Lemma 29. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Co.4, whose running time is essentially the same as that of B, such that for any security
parameter \,

‘Pr [Exp(zp 6)()\) — 1] — Pr [Exp(2p 7)(/\ ) — 1” < AdVBP5p()\),

where Cop-a(-) = Coa(p, -)-

Lemma 30. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Co5, whose running time is essentially the same as that of B, such that for any security
parameter A,

‘Pr [EXPg""?)(A) N 1] — Pr [Expg‘p‘s)(,\ N 1” < AVEPP (),

where Cop-5(-) = Co5(p, -)-

The proofs of Lemmas are similar to Lemmas 48-56 of [17] respectively with straightfor-
ward extension.

Lemma 31. For any probabilistic adversary B, for any security parameter \,
Pr [Expy T (0) 5 1] = Pr[Bxp Y 0) 1] (=1
or Pr {Expgg -(dto)-(@=1)- 9)()\) — 1} =Pr [Exp( (). w'l)()\)} (1 <w <N).

Lemma 32. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Cs.1, whose running time is essentially the same as that of B, such that for any security
parameter X,

‘Pr [EXPS-(dw)-w-l)(}\) N 1] —Pr {Exp(?’ (d+v)W2)()\ N 1” < Adv BP3-(d+v) ),

C3 (d+v)-w-1
where C3 (44v)-w-1(-) = C31(d + v, @, ).
Lemma 33. For any probabilistic adversary B, for any security parameter A,

Pr [Expg"(d+v)'w'2)()\) — 1} = Pr [Exp(3 (d+v)-eo- 3)()\) — 1} .

Lemma 34. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Cs.o, whose running time is essentially the same as that of B, such that for any security
parameter A,

‘Pr {Exp(s (d4v)-oo- 3)0\) N 1] _Pr [Exp(g (d+v)- w4)()\) 5 1” < AdyBPF(@H) ),

C3»(d+v)—w—2

where Cg_(d+v)_w_2(‘) = C3.2(d +v, @, ).
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Lemmas can be proven in an analogous fashion as Lemmas 49-52 of [I7] respectively by
extending the simulation.

Lemma 35. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Cs.3, whose running time is essentially the same as that of B, such that for any security
parameter A,

‘Pr [Eng)—(dm-w-@ () = 1} Py [Expg-(dm-w-m () > 1” < AEPEER) (3

C3-(d+u)—w-3
where Cs_(g4v)-w-3(-) = C3:3(d +v,, ).

Proof. Cs.3 is given integers d + v, w and a BP5-(d 4+ v) instance

* Tk gk * 7%
(param, Bo, By, B, B*, h, {Rgy i €80 fi=1,....d+v—1,dtotl,...d+2:i=1,2, {1 }j=5,6,9,10)-

C3.3 calculates
g0 = (w,7,0,0,90)B,,

using By and w, ¢g & Fy, 7 & F7. C33 then calculates

Py = ho + (7,0,0,m0, 0z,
forl=1,...,d;i=1,2,
2

* 7% — —
Pl =Y Uijhsy;+ (mi(l,—1),7€3, 0%, 74, 0%, 0°)p-
=1

for (d+k,/) < (d+v,@);i=1,2,

2
* 7 * — 6 — 2 N2
Piikwi =2 Udskuijhgyj+ (tarkwi(d+k,—1),7€5 0% Ttk i, 0%,0%)p,
i=1

for (d+k,/)=(d+v,@);i=1,2,
pzkl—&—u,w,i = h;—s—v,i + (O2a ’Vgh 012)153*7
for (d+v,w) < (d+k,/);i=1,2,

2
~x
p2+k,L’,i = Z h4+j + (,u'd-‘rk,b’,i (d + ka _1)7 7317 067 ﬁd-}—k,b’,ia 027 02)3*7
=1

forl=1,...,d;i1=1,2,
2 — — — — 6
gii=epli +(0°,we;, 7€, 7€;,7€:Z;,0°)p,
/ .
fork=1,...,.v—1,uv+1,...,2;0 =1,...,X;i =1, 2,
2
2 — — — — 6
Gdtk i = Odtky i€B,d+ki + (0%, wes, 7€, 7€, 7€ Zg4k,,0°)B + Z¢d+k,u,z‘,jblz+j7
Jj=1
/ .
fork=wv;/' =1,... ;i =1,2,

— — — — 2 — 2
gdtv, i = (Jd+v,L’,i(1ad+ U)’WeivTeivTeiaTeiZd—i-v,L’vO ) Sod-l—v,L’,ivO )IB»

B and v, M0, 1,0y Bdtk! is Qdrky is Pdtkl i Odtudyi < Bas My Mdtk,is Pdtoi
using B

$ _ _
F2: 21, Zaskurs Zasow < GL(2,Fy); Up = (Upig)ij = (27 ) Uik = Warkaig)ig = (Zglp,)T-
Cs.3 then sets

Bo = {bo1,b03,bos}, By = {60155 004}
B = {by,...,bs, bi3, bis}, B = {b%,... b5, bly, by}
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Next C3.3 gives

o0 = (param, Bo, By, B', B", pg, 9o, {D] > 9i bi=1,....dsi=1,2> {Pis ks i> Gtk i h=1,230/=1,... Nsi=1,2)
to B, and outputs 8’ € {0,1} if B outputs g’
If 3 = 0 (resp. § = 1) , the distribution of g is exactly same as that of instances in Experiment
3-(d + v)-w-4 (resp. Experiment 3-(d + v)-w-5). 0
Lemma 36. For any probabilistic adversary B, for any security parameter \,

pr [Expl I =9(3) 1] = Pr Bl O 3) S 1].

Proof. To prove lemmavve will show that the distribution (paramy, Iﬁ%, I@%*{h;i, €titt=1,.. di=12
{Pdtk s ir€diky i h=12:/=1,.. xi=12) in Experiment 3-(d+v)-w-5 and that in Experiment 3-(d+
v)-w-6 are equivalent. For that purpose, we define new dual orthogonal bases {D,D*} of V as

follows: We generate &; & FY Zitow & GL(2,Fy), set Ugtv,o = (Z;L )7, and define

d+v,w
d _ b ds _ br
d§ B fIQ —Ud+v,w b§ d8 B f 112 02 b8
ds | by |’ dy | | _ o by |’
To 0; I, To dio & Zd-l—v,w I, bio
D:{b17"'7b67d77‘"’d107b117"‘7b16}7
D* = {b7,...,b;,d7,...,d}, bi1,-..,bis},

where Is and 09 respectively denote the 2 x 2 identity and zero matrices. It can be easily verified
that {D, D*} are dual orthogonal bases and are distributed the same as the original bases {B, B*}.
Below we show how ({hy;, eti}i=1, . di=12, {Rdik.is €drk, i bhk=1,2,0=1,.. n;i=1,2) in Experiment
3-(d 4 v)-w-5 can be expressed over bases {B,B*} and {D,D*} in two different ways.
Fort=1,...,d;i=1,2,

%
ht,i

<,Uft,i (ta _1)7 ’}/E)’La 047 5€iUt7 ﬁt,iv 027 O2>]E*
(Ht,i(ta _1)7 ’YE)Z" O4a 6‘_9>’L'Uta ﬁt,ia 02’ 02)]])* .

For (d+k,!/) < (d+v,w);i =1,2,
h;—‘—k,L’,i :(/’Ld-‘rk,uﬂ (d + ka _]-)7 ’ygla 047 5?iUd+k,L’7 ﬁd-‘rk},u,ia 027 02)]]3*
=(Haski(d+k,—1),7€:, 04,0 €iUarkrs Ttk is 0%, 0%)p=.
For (d+k,/)=(d+v,w);i=1,2,
h:;—&—v,w,i :(Nd+v,w,i(d + v, _1)7 782} 027 6317 027 7—7>d+v,w7i7 027 02)]]3*
:(Nd—l-v,w,i(d + v, _1)7 /ygla 027 5817 5€iUd+U,w7 ?l)d—l-v,w,’ia 027 02)@*7

wherefzgfld.
For (d+v,w) < (d+k,/);i=1,2,

hzkl—i—k,d,i :(:UdJrk,L',i(d +k, _1)7 Vgia 5827 047 7—7>d+k,L’,i> 021 OQ)B*
:(,ud-l—k:,L’,i(d + k) _1)) ’th 5?7,7 047 ﬁd-ﬁ-k‘,ﬂ,h 027 02)]1])* .
Fort=1,...,d;i=1,2,
et,i :(O'm(l, t),w?i, T?i, Ytﬂ'? TgiZt, 02, Q_D)m‘, 02)[5;

:(Jm(l, t),w’e’z-, Tgi, Yg,iv TgiZt, 02, am, OQ)ID),
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—1
where Y;,z = g(yt,i - TgiZtZdJrv,w)'

Fork=1,...,0—1,v+1,...,2;/ =1,...,8;i=1,2,
— - — - 2 — 2
€darki =(Oatki(Ld+ k), wei, T€s, Xathy i T €iasky> 0%, Patk, i 07)B
—> - >/ —> 2 — 2
:(O-d+k,b’7’i(17d + k)aw €4, T €4, Xd+k7L/’i7T€iZd+k‘,L’7 0 ) (pd-‘rk‘,b’,ia 0 )]D))
—>/ e — —1
where Xdtka'i = £(Xd+k,L/,i -7 eiZd+k,L’Zd+U,w>'
Fork=v;/=1,..., -1, w+1,...,8;i=1,2,
— —

—> —» 2 — 2
Ed+v,/ i :(Ud+v,L’,i(17d+ U)aweiaTeivTeiaTeiZd—l—v,L’vO s Sod—&—v,L’,ivo )IB

- —

—> — 2 — 2
:(Ud+v,L’,i(17d + v),w €, T €4, Xd+v,b’,i7TeiZd+v,L’a 0 y Pd4vu,/ iy 0 )D)

—> — —1
where X gtv,./; = &(T7€; — TeiZd_Hj,L/Z(“_v’w).
For k = v/ =w;i=1,2,
— — - — 2 — 2
€d+v,w,i :(Jd+v,w,i(1ad+ U)aweiaTei7T€i,7_eiZd+v,wa0 5 Sod—&-v,w,iyo )]B

— — 2 — 2 — 2
:(0d+v,w,i(17d+/U)uwe’iuTei)O 7T€iZd+U,W)O 7S0d+v,w,i70 )]D)‘

Note that X%, Xy 1k are uniformly, independently distributed since Xt,is Xtk i bl ]FZ

(t=1,...,d;k # v). Also Y44, ; are uniformly, independently distributed since 3 & [F, and
$

Zd+v7[// — GL(Q,IFQ) R

In the light of adversary’s view, both {B, B*} and {ID, D*} are consistent with (paramy, B, B*).
Therefore, ({h;;, et i}i=1,. di=12, {h2+k,b/,’i’ €dtk i k=121/=1,. Ni=1,2) can be expressed in two
ways, in Experiment 3-(d + v)-w-5 over bases {B,B*} and in Experiment 3-(d + v)-w-6 over
bases {ID,D*}. Thus Experiment 3-(d 4+ v)-w-5 can be conceptually changed to Experiment
3-(d + v)-w-6. o

Lemma 37. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine C3.4, whose running time is essentially the same as that of B, such that for any security
parameter \,

‘Pr [Eng-(d+u)-w-6)()\) _ 1] —Pr [Expg"(d“)'w'”()\) 5 1” < AdyBP3-(d+v) ),

Cs-(d+v)-co-4
where Cs_(q4)-w-4(-) = C3.4(d +v), @, ).
The proof of Lemma [37]is similar to that of Lemma
Lemma 38. For any probabilistic adversary B, for any security parameter A,
Pr [Expg’_(d+v)_w'8'(Lfl)'2_2)()\) — 1] = Pr {Expg’_(dJrv)_w'g'L'l_l)()\) — 1} t#w+1)
Pr [Expyy TR () ] = Pr[Bxpl I 0) S 1] 1= w4 1)
or Pr [Expg"(dJrU)'w'B'L'm)()\) — 1} = Pr [Expg'(dJrv)'w'g'L'z'l)()\) — 1} (j=2).

Proof. Suppose that in experiment previous to Experiment 3-(d + v)-w-8-1-j-1,

—> - — — 2 — 2
€dtvu,j = (Ud+U,L,j(17 d+ U),w €4, TEy, Xd+U,L,j77—ejZd+v,La 0%, Pdtv,,jgs 0 )1537

$ ~ $ .
where Yatv.; = (Xdtv,,j,15 Xdtv,,5,2) < Fi. We select 741,,; < F; and consider
Xd-+0,0,5,10 g4 0
G2V d ,‘ —
7 — ( +v,L,9 . 1) 7U — (Z 1)1’
0 Xd+vzb7j720—d+’l],b,j (d + U)
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) = (a0)- () = ()

D= {bla"'7b67d7>d8ab97"'7b16}7]D)* :{b;“'vbad;’dg’bg?"" ){6}

and set

We define

Note that {I,D*} are consistent with {B,B*}.
Since the coefficients of {b7, b} in all of {h};}i=1,. di=1.2, {Pdik./ i} (drk)<(drv,m)i=1,2 AT€
zero, replacing B* with D* would not affect these elements. For ¢ = 1, 2,
h;—&-v,w,i :(Md+U,W,i(d + v, _1)¢ 781'7 027 §d+v,w,i gi? 5giUd+v,‘W7 7-7>d+v,w7i7 02) 02)]3*

— 2 = — — —> 2 N2
:(Md+v,w,i(d + v, _1)) Y€, 0 7§d+v,w,i €4, de iUd+v,w7 T d4v,w,i5 0 ’0 )]D)*v

~ ~_1 = ~—1 —1 3
where §d+v,w,1 = §d+v,w,1Xd+v,L,j,10'd+U7L7j7§d+v,w,2 = §d+v,w,2Xd+v,L,j,2O'd+v7L7j (d + U) are umni-
. .. . $
formly, independently distributed since {444 .15 §dtv,w,2 < Fyg-
Again, since the coefficients of {b7, bg} in {€s;}i—1, . di=1.2, {€dh, /i Fo=1,. 01,041, 20/=1,... Rei=1,2,
{€d v, it (1)< (1,j)> {€d+vw,iti=1,2 are all zero, replacing B with D would also not affect these
V#w
elements. For (¢, j) < (¢/,4) such that ' # w,
— - — —> 2 — 2
edtvui =(Odgou,i(1,d +0),WeEi T€s Xatois T €idrv, 0% Pdyv i 07)B

—> - =/ —> 2 — 2
:(O—d+U,L’,’i(17d+’U)7wei77_€i7 Xd+U7L’7i7TeiZd+U,L’aO 7§0d+v,L/,ia0 )Dv

where X7\, i = Xdtv,7UT is uniformly, independently distributed since X g4,/ i Fg.
Finally,

— - - —> 2 — 2
€dtuv,,j :(Ud+v,b,j(1ad+ U)awejy'rej; Xd+U,L,j7TejZd+’U,L70 5 90d+v,L,j70 )IB
— -  ~ — 2 — 2
:(0d+v,b,j(1ad+U)awej776j70d+U,L,j(17d+U)aTejZd-l—v,LaO 7(70d+’v,l,,j70 )]D)a
~ 3
where 044, < Fy.

Thus the joint distribution for Experiment 3-(d + v)-w-8-1-j-1 and that for its previous
experiment are equivalent. O

Lemma 39. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Cs.5, whose running time is essentially the same as that of B, such that for any security
parameter A,

‘pr [Expg-(dw)-w-&b-y’-l)(/\) N 1} _pr {Expg-(d+v)-w-8-bj-2)()\) R 1” < AdvEP! 0.

C3-(d+v)-w-5-1-j
where Cs_(q4v)-w-5--j(*) = C35(d +v,@,¢, 4, ).
Proof. Given integers d,v,w,t,j, and a BP1 instance
(param,Bo,@é,B,@*, €s0,1eg,iti=12),
Cs.5 sets new dual orthogonal bases

Do ={do1,...,dos} = {bo,1,bo5,b03,bo4,bo2},
]D)Ek) - {dah SRR d3,5} - {bal? b3,57 b3,37 bEk)Av b872}7
D = {di,...,dis} = {b3, b4, b1, b2, bi5, b1, b5, bs, by, b1g, b11,...,b14, b7, bs},

* * k _ >k k * k * k >k * >k k >k >k * k
D _{dla"'a 16}_{b37b47 1> %25 %155 Y16 57b6a 9> Y10, Y11y - - - 147b7?b8}'
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Cs.5 then defines

Do = {do.1,do3 dos}, Df = {do1s- - dpats
D= {dy,...,ds,di3,dis}, D* = {d},...,d},d},d},}.

Note that Cs 5 can calculate {Do, D§}, {D,D*} from {By, Bz}, {B,B*} in the BP1 instance.
Cs.5 then calculates
{eri}ti=1,. d:i=12 as in equation ,

{edii it k=1, . v—1041,..20/=1,. ri=1,2 as in equation ([70]),
{€drv it ,i)<(,j) s in equation (72,

V#w
{ediv.it(j)<( i) s in equation and
VAw

{€d4v,w,iti=1,2 as in equation (67)

using D and @ & Fo, 7 & F; and other necessary random elements from suitable spaces.

Cs.5 also computes

hy as in equation ([44)),

{h}}i=1,..di=1,2 as in equation (58),

{hy kv i} k)< (dto,m)imt 2 8s in equation (73)),
{hfurk,u,i}(d+v,w)<(d+k,u);i:1,2 as in equation and
{Pasv.w.iti=12 as in equation

using D* and required random elements from suitable spaces.

Using w, 7, C3.5 computes

go = (0,7,0,0,90)n,,
2
Garvag =e€s1+ (d+v)egs+@day+7dayj +7 > Zajujmdsim,

m=1

where g & Fq and Zgyv, = (Zatv,uim)im=1,2 & GL(2,F,) (has been chosen during the com-
putation of €g,,2 O €44y ,.1 according as j = 1 or 2).

Cs.5 then gives

™ TV T TV 2% *
o =(param, Do, D5, D, D%, hg, go, {Peis €1 fi=1,...di=1,.2, 1Rk i Th=1,2:0=1,.. R;i=1,2,
{ed'f‘k',l,/,i}(d+k,b’,i)§(d+U,L,j)7gd-f—U,LJ)

to B and outputs 3’ € {0,1} if B outputs /3.
If 3 =1 (resp. 8 = 0), the distribution of p is exactly identical to that of instances in
Experiment 3-(d + v)-w-8-t-j-1 (resp. Experiment 3-(d + v)-w-8-1-j-2). 0



44 Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay

Lemma 40. For any probabilistic polynomial-time adversary B, there exists a probabilistic ma-
chine Cs.¢, whose running time is essentially the same as that of B, such that for any security
parameter A,
for 1 <w <N-1,
(3-(d+v)-w-8-R-2-2) (3-(d+v)-w-9) BP4-(d+v)
‘Pr [ExpB (A — 1} — Pr [ExpB (A — 1” < Advcs_(d+1])_w_6(/\),

or, for w = N,

‘Pr [Expg)—(d+u)-N-8-(N—1)-2—2)()\) N 1} ey [Expg)-(d—l-v)-}t—%()\) N 1” < AdyBPH(@+Y) ),

C3-(d+v)-w—6
where CS—(d—l—v)—w—G(') = C3—6(d +v,w, )

Lemma {40/ can be proven analogously as Lemma 56 of [I7] by extending the simulation.
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