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Abstract. Predicate encryption is an advanced form of public-key encryption

that yield high flexibility in terms of access control. In the literature, many pred-

icate encryption schemes have been proposed such as fuzzy-IBE, KP-ABE, CP-

ABE, (doubly) spatial encryption (DSE), and ABE for arithmetic span programs.

In this paper, we study relations among them and show that some of them are in

fact equivalent by giving conversions among them. More specifically, our main

contributions are as follows:

— We show that monotonic, small universe KP-ABE (CP-ABE) with bounds on
the size of attribute sets and span programs (or linear secret sharing matrix)
can be converted into DSE. Furthermore, we show that DSE implies non-
monotonic CP-ABE (and KP-ABE) with the same bounds on parameters. This
implies that monotonic/non-monotonic KP/CP-ABE (with the bounds) and
DSE are all equivalent in the sense that one implies another.

— We also show that if we start from KP-ABE without bounds on the size of
span programs (but bounds on the size of attribute sets), we can obtain ABE
for arithmetic span programs. The other direction is also shown: ABE for
arithmetic span programs can be converted into KP-ABE. These results imply,
somewhat surprisingly, KP-ABE without bounds on span program sizes is in
fact equivalent to ABE for arithmetic span programs, which was thought to be
more expressive or at least incomparable.

By applying these conversions to existing schemes, we obtain many non-trivial
consequences. We obtain the first non-monotonic, large universe CP-ABE (that
supports span programs) with constant-size ciphertexts, the first ABE for arith-
metic span programs with adaptive security, the first ciphertext-policy version
of ABE for arithmetic span programs, and even more. We also obtain the first
attribute-based signature scheme that supports non-monotone span programs and
achieves constant-size signatures via our technique.

Keywords. Attribute-based encryption (for arithmetic span programs), doubly
spatial encryption, generic conversion, constant-size ciphertexts, constant-size
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1 Introduction

Predicate encryption (PE) is an advanced form of public-key encryption that allows
much flexibility. Instead of encrypting data to a target recipient, a sender will specify in
a more general way about who should be able to view the message. In predicate encryp-
tion for a predicate R, a sender can associate a ciphertext with a ciphertext attribute Y



while a private key is associated with a key attribute X. Such a ciphertext can then be
decrypted by such a key if the predicate evaluation R(X,Y") holds true.

There exist many classes of PE, each is defined by specifying a corresponding class
of predicates. One notable class is attribute-based encryption (ABE) [37,22] for span
programs (or equivalently, linear secret sharing schemes), of which predicate is defined
over key attributes being a span program and ciphertext attributes being a set of at-
tributes, and its evaluation holds true if the span program accepts the set. This is called
key-policy ABE (KP-ABE). There is also ciphertext-policy ABE (CP-ABE), where the
roles of key and ciphertext attributes are exchanged. Another important class is doubly
spatial encryption (DSE) [23], of which predicate is defined over both key and cipher-
text attributes being affine subspaces, and its evaluation holds true if both subspaces
intersect. Very recently, a new important class of PE, that is called attribute encryp-
tion for arithmetic span programs is defined in [26]. They showed such a PE scheme
is useful by demonstrating that the scheme can be efficiently converted into ABE for
arithmetic branching programs for both zero-type and non-zero type predicates. If the
scheme satisfies a certain requirement for efficiency (namely, encryption cost is at most
linear in ciphertext predicate size), it is also possible to obtain a publicly verifiable del-
egation scheme for arithmetic branching programs, by exploiting a conversion shown
in [35]. Furthermore, they gave a concrete construction of such scheme.

Compared to specific constructions of predicate encryption schemes [28,29,31,41,19,17]
(to name only a few) that aims at achieving more expressive predicates and/or stronger
security guarantee, relations between predicate encryption schemes are much less inves-
tigated. The purpose of this paper is to improve our understanding of relations between
them.

1.1 Our Results

Relations among PE. Towards the goal above, we study relations among PE and show

that some of them are in fact equivalent by giving generic conversion among them. We

first investigate the relation among ABE with some bounds on parameters (the size of
attribute sets and the size of span programs) and DSE. We have the following results:

— At first, we show a conversion from KP-ABE (or CP-ABE) with the bounds on
parameters into DSE (without key delegation, in Section 3). Such an implication is
not straightforward in the first place. Intuitively, one reason stems from the different
nature between both predicates: while DSE can be considered as an algebraic object
that involves affine spaces, ABE can be seen as a somewhat more combinatorial
object that involves sets (of attributes). Our approach involves some new technique
for “programming” a set associated to a ciphertext and a span program associated to
a private key in the KP-ABE scheme so that they can emulate the relation for doubly
spatial encryption.

— We then extend the result of [23], which showed that DSE implies CP/KP-ABE
with large universes. We provide a new conversion from DSE (without delegation)
to non-monotonic CP/KP-ABE with large universes (in Section 4). We note that the
resulting schemes obtained by the above conversions have some bounds on parame-
ters. In the conversion, we extensively use a special form of polynomial introduced
in [27] and carefully design a matrix so that DSE can capture a relation for ABE.



Somewhat surprisingly, by combining the above results, we obtain generic conversions
that can boost the functionality of (bounded) ABE: from monotonic to non-monotonic,
and from small-universe to large-universe; moreover, we also obtain conversions which
transform ABE to its dual (key-policy to ciphertext-policy, and vice versa). This implies
that they are essentially equivalent in some sense. See Figure 1 for the details.

So far, we have considered ABE schemes with bounds on parameters, especially
on the size of span programs. Then we proceed to investigate relation among ABE
schemes without bounds on the size of span programs (but with a bound on the size of
attribute sets) and ABE for arithmetic span programs recently introduced and studied
by Ishai and Wee [26]. We call the latter key-policy ABE for arithmetic span programs
(KASP), since in the latter, a ciphertext is associated with a vector while a private key
is associated with an arithmetic span program which specifies a policy. By exchanging
key and ciphertext attribute, we can also define ciphertext-policy version of ABE for
arithmetic span program (CASP). We have the following results:

— We show that monotonic KP-ABE with small universe (without bound on the size
of span programs) can be converted into KASP (in Section 5). The idea for the
conversion is similar to that in Section 3.

— Then, we proceed to investigate the converse direction. In fact, we can show some-
what stronger result. That is, we show that KASP can be converted into non-monotonic
KP-ABE with large universe, which trivially implies monotonic KP-ABE with small
universe (in Appendix E). The idea for the conversion is similar to that in Section 4.

Given the above results, we have all of the following are equivalent: monotonic KP-
ABE with small universe, non-monotonic KP-ABE with large universe, and KASP.
Similar implications hold for the case of CP-ABE and CASP. However, we do not have
a conversion from KP-ABE to CP-ABE in this case. Again, see Figure 1 for the details.

Applications. By applying our conversions to existing schemes, we obtain many new
schemes. Some of them have new properties that were not achieved before. See Sec-
tion 6 and tables therein for the overview. We obtain following new DSE schemes by
applying our KP(CP)-ABE-to-DSE conversion to existing schemes.

— From unbounded KP-ABE schemes [34,36], we obtain the first DSE with constant-
size master public key (but without delegation). Furthermore, for the scheme ob-
tained from [36], we can define a key delegation algorithm satisfying appropriate
property.

— From KP-ABE schemes with constant-size ciphertexts [2,25,38], we can obtain the
first DSE schemes with constant-size ciphertexts. We can define a key delegation
algorithm for the scheme obtained from [2,25] too.

Furthermore, by applying the DSE-to-non-monotonic-CP/KP-ABE conversion to the
DSE schemes obtained above, we also obtain several new schemes.

— From the DSE scheme with constant-size ciphertexts, we obtain the first non-monotonic
and large universe CP-ABE scheme for span programs with constant-size cipher-
texts. Note that previous CP-ABE schemes with constant-size ciphertexts [16,11,18,10]
only support threshold or even more limited predicates. Our results significantly im-
prove the expressibility.
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Fig.1. Relations among predicate encryption primitives. In this figure, arrows indicate conver-
sions that transform the primitive of the starting point to that of the end point. The red arrows indi-
cate our results in this paper. For ABE, ‘mono’ and ‘non-mono’ indicates whether it is monotonic
or non-monotonic, while ‘small’ and ‘large’ indicate whether the attribute universes are large
(i.e., exponentially large) or small (i.e., polynomially bounded). (k, Z, 7, ©) specify bounds on
size of sets of attributes and span programs. See Section 2.1 for the details. As a result, primitives
inside each dashed box are all equivalent in the sense there is a conversion between each pair of
them.

Moreover, by applying the KP(CP)-ABE-to-K(C)ASP conversion to existing schemes,
we also obtain new schemes. Note that the KASP scheme given in [26] is selectively
secure and the size of master public keys and ciphertexts are linear in the dimension of
the scheme.

— From unbounded the KP-ABE schemes in [36], we obtain the first KASP scheme
with constant-size master public key.

— From the KP-ABE schemes with constant-size ciphertexts [2,38], we obtain the first
KASP scheme with constant size ciphertexts.

— From the adaptively secure KP-ABE scheme [31], we obtain the first KASP scheme
with adaptive security.

— From the CP-ABE schemes in [40,31], we obtain the first CASP schemes. In partic-
ular, the construction obtained from [31] achieve adaptive security.

Our technique is also useful in the settings of attribute-based signatures (ABS)
[32,33]. We first define a notion that we call predicate signature (PS) which is a sig-
nature analogue of PE. Then, we construct a specific PS scheme with constant-size
signatures such that a signature is associated with a set of attributes while a private
key is associated with a policy (or monotone span programs). This is in some sense
a dual notion of ordinary ABS in which a signature is associated with a policy and a



private key with a set. By using the technique developed in the above, we can convert
the PS scheme into an ABS scheme. As a result, we obtain the first ABS scheme with
constant-size signatures. Previous ABS schemes with constant-size signatures [24,10]
only support threshold or more limited classes of predicates.

Finally, we remark that although our conversions are feasible, they often introduce
polynomial-size overheads to some parameters. Thus, in most cases, above schemes
obtained by the conversions should be seen as feasibility results in the sense that they
might not be totally efficient.

1.2 Related Works

There are several previous works investigating relations among PE primitives. In [21], a
black box separation between threshold predicate encryption (fuzzy IBE) and IBE was
shown. They also rule out certain natural constructions of PE for NC' from PE for
AC". In [13], it was shown that hierarchical inner product encryption is equivalent to
spatial encryption, which is a special case of doubly spatial encryption.

[20] showed a generic conversion from KP-ABE supporting threshold formulae to
CP-ABE supporting threshold formulae. Their result and ours are incomparable. Our
KP-ABE to CP-ABE conversion requires the original KP-ABE to support monotone
span programs, which is a stronger requirement than [20]. On the other hand, the result-
ing scheme obtained by our conversion supports non-monotone span programs, which
is a wider class than threshold formulae '. Thus, by applying our conversion, we can
obtain new schemes (such as CP-ABE supporting non-monotone span programs with
constant-size ciphertext) that is not possible to obtain by the conversion by [20].

In very recent works [1,3], it is shown that a PE scheme satisfying certain specific
template can be converted into a PE scheme for its dual predicate. In particular, it yields
KP-ABE-to-CP-ABE conversion. Again, their result and ours are incomparable. On the
one hand, schemes obtained from their conversion are typically more efficient than ours.
On the other hand, their conversion only works for schemes with the template while
our conversion is completely generic. Furthermore, since they essentially exchange key
and ciphertext components in the conversion, the size of keys and ciphertexts are also
exchanged. For example, if we start from KP-ABE with constant-size ciphertexts, they
obtain CP-ABE with constant-size private keys while we obtain CP-ABE with constant-
size ciphertexts.

We also remark that in the settings where PE for general circuit is available, we can
easily convert any KP-ABE into CP-ABE by using universal circuits as discussed in
[19,17]. However, in the settings where only PE for span programs is available, this
technique is not known to be applicable. We note that all existing PE schemes for
general circuits [17,19,7] are quite inefficient and based on strong assumptions (e.g.,
existence of secure multi-linear map or hardness of certain lattice problems for an ex-
ponential approximation factor). In [5], in the context of quantum computation, Belovs
studies a span program that decides whether two spaces intersect or not. The problem

! While it is known that monotone span programs contain threshold formulae [22], the converse
is not known to be true.



and its solution considered there is very similar to that in Section 3 of our paper. How-
ever, he does not consider application to cryptography and the result is not applicable
to our setting immediately since the syntax of span programs is slightly different.

2 Preliminaries

Notation. Throughout the paper, p denotes a prime number. We will treat a vector as a
column vector, unless stated otherwise. For a vector a € ZZ, afi] € Z,, represents i-th
element of the vector. Namely, a = (a[l],...,a[n]) . For a,b € Z, we denote their
inner product as (a,b) = a'b = """, ali] - b[i]. We denote by e; the i-th unit vector:
its ¢-th component is one, all others are zero. I,, and 0,, «,, represent an identity matrix
in Zy*™ and zero matrix in Zy*™ respectively. We also define 1,, = (1,1,..., H' e
Z;} and 0,, = 0,x1. We often omit the subscript if it is clear from the context. We
denote by [a,b] aset {a,a+1,...,b} fora,b € Z such that a < b and [b] denotes [1, b].
For a matrix X € Z7*¢, span(X) denotes a linear space {X - ulu € Z%} spanned

by columns of X. For matrices A € Z;'*™ and B € Z;**™, [A;B] € Z;"ﬁm)xm
denotes [AT,BT]" i.., vertical concatenation of them.

2.1 Definition of Predicate Encryption

Here, we define the syntax of predicate encryption. We emphasize that we do not con-
sider attribute hiding in this paper’.

Syntax. Let R = {Ry : Ay x By — {0,1} | N € N°} be a relation family where

Apn and By denote “ciphertext attribute” and “key attribute” spaces and c is some fixed

constant. The index N = (nq,ns,...,n.) of Ry denotes the numbers of bounds for

corresponding parameters. A predicate encryption (PE) scheme for R is defined by the
following algorithms:

Setup(A, N) — (mpk, msk): The setup algorithm takes as input a security parameter
A and a index N of the relation Ry and outputs a master public key mpk and a
master secret key msk.

Encrypt(mpk, M, X) — C: The encryption algorithm takes as input a master public
key mpk, the message M, and a ciphertext attribute X € Ap. It will output a
ciphertext C.

KeyGen(msk, mpk, Y') — sky: The key generation algorithm takes as input the master
secret key msk, the master public key mpk, and a key attribute Y € By . It outputs
a private key sky .

Decrypt(mpk, C, X,sky,Y) — M or L: We assume that the decryption algorithm is
deterministic. The decryption algorithm takes as input the public parameters mpk,
a ciphertext C, ciphertext attribute X € Ay, a private key sky, and private key
attribute Y. It outputs the message M or L which represents that the ciphertext is
not in a valid form.

2 This is called “public-index” predicate encryption, categorized in [9].



We require correctness of decryption: that is, for all A, N, (mpk, msk) < Setup(X, N),
X € AnN,Y € By such that R(X,Y) = 1, and sky + KeyGen(msk, mpk,Y’), we
have Decrypt(mpk, Encrypt(mpk, M, X), X, sky,Y) = M.

Security. We now define the security for an PE scheme II by the following game be-
tween a challenger and an attacker A.

At first, the challenger runs the setup algorithm and gives mpk to 4. Then .4 may
adaptively make key-extraction queries. We denote this phase Phasel. In this phase, if
A submits Y € By to the challenger, the challenger returns sky <+ KeyGen(msk, mpk,
Y’). At some point, A outputs two equal length messages My and M; and challenge
ciphertext attribute X* € Ap. X* cannot satisfy R(X*,Y) = 1 for any attribute Y’
such that A already queried private key for Y. Then the challenger flips a random coin
B € {0,1}, runs Encrypt(mpk, Mg, X*) — C* and gives challenge ciphertext C* to
A. In Phase2, A may adaptively make queries as in Phasel with following added
restriction: 4 cannot make a key-extraction query for Y such that R(X*,Y) = 1.
At last, A outputs a guess 3’ for 3. We say that A succeeds if 3/ = S and denote
the probability of this event by Pri%. The advantage of an attacker A is defined as
Advﬁ% = Pri% —% |. We say that IT is adaptively secure if Advﬁ% is negligible
for all probabilistic polynomial time (PPT) adversary .A.

A weaker notion called selective security can be defined as in the above game with
the exception that the adversary A has to choose the challenge ciphertext index X*
before the setup phase but private key queries Y7, ..., Yg and choice of (Mg, M;) can
still be adaptive.

2.2 (Arithmetic) Span Program, ABE, and Doubly Spatial Encryption

Definition 1 (Span Program). Let U = {uq,...,us} be a set of variables. A span
program over Z, is a labelled matrix (L, p) where L € Zf,xm and p is labelling of
the rows of L by literals from {uq, ..., us,~uy,...,~u} (every row is labelled by
one literal), i.e., p : [1,4] = {u1,...,us, Uy, ..., Uz} A span program accepts or
rejects an input by the following criterion. For every input sequence 6 € {0,1}! define
the sub-matrix Ls of L consisting of those rows whose labels are set to 1 by the input
6, L.e., either rows labelled by some u; such that §; = 1 or rows labelled by some —w;
such that §; = 0. The span program (L, p) accepts § if and only if e; € span(Ly ) (in
other words, ] = (1,0,...,0) is included in the space spanned by the rows of Ls). A
span program is called monotone if the labels of the rows are only the positive literals

{ur, .. ).

Key-(Ciphertext) Policy Attribute-Based Encryption. Let I/ be universe of attributes.
We define a relation RXP on all span programs (L, p) over Z,, and all sets of attributes
S C U. We also define § € {0,1}" as an indicator vector corresponding to S. Namely,
§; = lifu; € Sand §; = 0 otherwise. Then, RXP(S, (L, p)) = 1 if the span pro-
gram (L, p) accepts § and RXP (S, (L, p)) = 0 otherwise. Similarly, R°P is defined as
RP((L, p), S) = 1iff (L, p) accepts 6.
Many existing KP-ABE scheme has some bounds on parameters. Let N = (k, £, m, ¢)

specify the corresponding bounds (the maximum numbers) on the size of attribute sets,



the number of rows in L, the number of columns in L, and the number of allowed repe-
tition of same value that appears in p(1), ..., p(£) where £(< £) is the number of rows
in L, respectively. When there is no restriction on corresponding parameter, we repre-
sent it by “—" such as (k, —, —, —). We define Ay and By as every set of attributes
and span program whose size is restricted by NV, respectively. The relation RKP can be
restricted on Ay x By naturally. We call this relation RKF. A predicate encryption
for R]'f,P is called KP-ABE. By setting A’y and BY as every span program and sets
of attributes restricted by N and restricting R” on Ay, x BY;, we can define RS, A
predicate encryption for RS’ is called CP-ABE.

We say the scheme supports small universe if ¢ = |U{| is polynomially bounded and
large universe if ¢ is exponentially large. We also say that the scheme is monotonic if
span program is restricted to be monotone, and non-monotonic otherwise.
Attribute-Based Encryption for Arithmetic Span Programs [26]. N = n is the
dimension for the scheme. Ay is Ay = Z;. Let us define an arithmetic span program as
atuple (Y,Z,p) where Y, Z € Z;"Xé and p : [(] — [n] is a map. There is no restriction
on ¢ and m. By is a set of all arithmetic span programs. Then, R%ASP is defined as
R\PSP(x,(Y,Z,p)) = 1iff ey € ZI™ is in a space spanned by vectors {x[p(j)] - y; +
2} je(q Where x[p(j)] is the p(j)-th coefficient of x, and y; and z; are the j-th column
of Y and Z respectively. We call predicate encryption for RXASP key-policy attribute-
based encryption for arithmetic span program (KASP). As in the case of KP-ABE,
we can define its dual. Namely, we set A’y as a set of all arithmetic span programs,
Bl as Z, and define RSPSP + Ay x By — {0,1} as RSP (x, (Y, Z,p)) = 1iff
RXASP((Y,Z,p),x) = 1. We call predicate encryption for RCASP
attribute-based encryption for arithmetic span programs (CASP).

ciphertext-policy

Doubly Spatial Encryption. N = n is the dimension of the scheme. We define Ay =
By = Z7' x (Up<a<nZp™?). RRPE is defined as RYE((x0, X), (y0,Y)) = 1 iff
(x0 4 span(X)) N (yo + span(Y)) # 0. Doubly spatial encryption is PE for relation
RRSE equipped with additional key delegation algorithm defined below.

KeyDel(mpk, sk(y, v), (¥0,Y), (J0,Y)) — sky: The key delegation algorithm takes

as input the public parameters mpk, a private key sk(y, v), (Yo, Y), and (y0,Y)
such that ¥ + span(Y) C yo + span(Y). It outputs a private key K (50.%)-
We require that delegation is independent of the path taken. That is, for all A\, N,
(mpk, msk) < Setup(\, N), yo, Y, 30, Y such that y, + span(Y) C yo + span(Y),
and sk, y) < KeyGen(msk, mpk, (yo,Y)), we have the following distributions are

identical: KeyDel(mpk, sk(y, v), (¥0,Y), (J0, Y)) = KeyGen(mpk, msk, (y0,Y)).

2.3 Embedding Lemma for PE

The following useful lemma from [8] describes a sufficient criterion for implication for
PE. The lemma is applicable to any relation family. We prove the lemma in Appendix
A for completeness.

Lemma 1 (Embedding lemma [8]). Consider two relation families R?\, :ANXBn —
{0,1} and R]F\}, : Ay, x By, — {0,1}, which is parametrized by N € N¢ and



N’ e N¢ respectively. Suppose that there exist efficient mappings fp : 7 — 7°
fe: Ay — Ay (nvy, and fi : By, — By, (nv) such that

RY(X'Y') =1 RY o (fe(X)), f(Y")) = 1.

Then, a PE IT = {Setup, Encrypt, KeyGen, Decrypt} for R]F\, can be converted into a
PE IT' = {Setup’, Encrypt’, KeyGen’, Decrypt’} for R, as Setup’(\, N') = Setup(),
fo(N")), Encrypt’(mpk, M, X”) = Encrypt(mpk, M, fo(X")), KeyGen'(msk, mpk, V)
= KeyGen(msk, mpk, fi(Y")), and Decrypt’(mpk, C, X', sky+, Y") = Decrypt(mpk,
C, fe(X"),skyr, fu(Y")). Then, if I is secure, so is II'. This holds for selective security
and adaptive security.

3 Conversion from ABE to DSE

In this section, we show how to construct DSE from monotonic KP-ABE (with bounds
on the size of attribute sets and span programs). We note that by simply swapping key
and ciphertext attributes, we can also obtain CP-ABE-to-DSE conversion. In the follow-
ing, We first describe the conversion, then explain the intuition behind the conversion.

3.1 The Conversion

We construct DSE for dimension n without delegation from monotonic KP-ABE for
parameters N = (k,¢,m,v) = (n(n+ 1)x + 1,2(nk + 1)(n + 1), (nk + 1)(n +
1) + 1,2(n + 1)) and the size of attribute universe is || = 2n(n + 1)k + 1. Here,
r = [log, p]. According to Lemma 1, it suffices to define appropriate maps fDSE=KP,

DSEKP and f2SE7KP We define fPF7KP(n) = N. fPSE~KP maps ciphertext
attribute of DSE to that of KP-ABE while fPS8~XP maps key attribute of DSE to that
of KP-ABE.

We set universe of attributes as U = {Att[i][j][k][b] | (i, 7, k,b) € [0,n] x [1,n] x
[1,x] x {0,1}} U {D}. Intuitively, Att[:][j][k][b] represents “k-th least significant bit
of binary representation of j-th element of a vector x; is b € {0,1}”. D is a dummy
attribute which will be assigned for all ciphertext.

Forxg € Z" and X = [x1,...,Xq,] € Z}*™ such that d; < n, we define a set
S = fESE—H(P(XO7 X) as

5= {Att[i][j][k][b] (64, k) € [0,di] x [1,m] x [L,], b= xim[m} U (D).

In the above, we define x;[j][k] € {0,1} so that they satisfy x;[j] = > p_, 2% ! -
x;[j][k]. Namely, x;[4][k] is the k-th least significant bit of the binary representation of
X []] S Zp.
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Foryo € Zp and Y = [y1,...,y4,] € ZI*% such that dy < n, we define
fPSE=KP(y4,Y) = (L, p) as follows. At first, L is defined as

.
e e t+ed,+2 Yo

YT
L g J ] . Z£(2n,n+1)(n+1)+d2+1)X((nn+1)(n+1)+1).
E J
(D
In the above,
-1
-1
g 1
g 1
E = c Zl()2m<,+1)><n’ J= ) c Z}(}271,K,+1)><7u£ (2)
g -
00...0 _1
1 1 ...1

where g = (0,1,0,2,...,0,2%,...,0,2°"1)T € Z2*. In the matrix L, each of E and
J appears n + 1 times. The leftmost and the second leftmost column of the matrix are
e; and e + e, (o respectively. We also defineamap p : [1, (n/(n+1)+do +1)] = U
which associates each row of L with an attribute. Here, we set n’ = 2nk -+ 1. At first,
ifi <dy+1, p(i) = D. Otherwise, i € [d2 + 2,n'(n + 1) + da + 1] is represented as
i = (dz + 1) + n/¢’ + 4" using unique i’ € [0,n + 1] and 7" € [0,n' — 1]. If i’ = 0,
p(i) is set as p(i) = D. Otherwise, " € [1,n’ — 1 = 2nk| can be represented as
i —1=2kj" + 2k’ + ¥V using unique j' € [0,n — 1], k' € [0,k — 1], and ¥’ € {0, 1}.
Then p(i) is defined as p(i) = Att[i’][j’ + 1][k" + 1][t'].

Intuition. We explain the intuition behind the conversion. S can be seen as a binary
representation of the information of (xg, X). In the span program (L, p), E is used to
reproduce the information of (x(,X) in the matrix while J is used to constrain the
form of linear combination among rows to a certain form. Note that a somewhat similar
technique to ours that restricts the form of linear combination of vectors was used in [6]
in a different context (for constructing a monotone span program that tests co-primality
of two numbers). In some sense, the roll of the lower part of the matrix L (the last
n/(n+1) rows) is similar to universal circuit while the upper part of the matrix contains
the information of (yo,Y).

3.2 Correctness of the Conversion

By combining the following theorem and Lemma 1, we can see that KP-ABE for V =
(k,6,m,) = (n(n+ 1)+ 1,2(nk+1)(n+1),(nk+1)(n+1)+1,2(n+ 1)) can
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be converted into DSE for dimension n (without delegation). The proof will appear in
Appendix B.

Theorem 1. For any xo € Z;, X € ZZXdl, yo € Zy and Y € ZSXdQ, it holds that
R*P(S,(L,p)) = 1 & R"°F((x0,X), (y0,Y)) =1

where S = fPSE=KP(xo X)) and (L, p) = fP5E~KP(y0,Y) in the above.

4 From DSE to Non-Monotonic ABE

In [23], it is shown that DSE can be converted into monotonic CP-ABE with large
universe (and bounds on the size of attribute sets and span programs). In this section,
we extend their result to show that non-monotonic CP-ABE with large universe and
the same bounds can be constructed from DSE. We note that our transformation is very
diffenrent from that of [23] even if we only consider monotonic CP-ABE because of ex-
positional reasons. We also note that by simply swapping key and ciphertext attributes,
we immediately obtain DSE-to-non-monotonic-KP-ABE conversion.

4.1 The Conversion

We construct non-monotonic CP-ABE with large universe for N = (l;:, l,m, 57) from
DSE with dimension n = 4¢ + 1 + 2kf. As in Section 3, we define appropriate maps
f;:PHDSE, fEP—DSE | fCP—=DSE At first, we define prP”DSE(N) = n. We assume that
the universe of attributes is Z,,. This restriction can be easily removed by using collision
resistant hash. We first describe the conversion, then we explain the intuition.

Next we define f<P7DSE that takes as input a span program (L, p) and outputs pair
of a vector and a matrix (x¢, X). Let the size of L be (£ +¢1) x m where £y +/¢;, < £. (If
the number of columns is smaller, we can adjust the size by padding zeroes.) Without
loss of generality, we assume that the first £y, rows of the matrix are associated with
positive attributes and the last /1 rows with negative attributes by a map p. We denote
L as L = [Lo; Ly] using matrices Ly € Z*™ and Ly € ZL>*™. fEPDSE(L, p) =
(%0, X) is defined as follows:

7
Lo ~~ Gg
xg=—e €Z' X' = it 7,(o+2t1) xn
0 Le P Ll IZ /"\1 € b
Gy

1

In the above, G, € Zﬁbxz(l_ﬁl) for b € {0,1} are defined as

T (E—ty)(k+1)
p(p(bEO + 1)) =~

Gy

P(P(béo + 2))T . 3)

p(p(blo + )
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where p() is a function that takes an element of Z,, or its negation ({—x|z € Z,}) as an
input and outputs a vector p(z) = (1,z,22,...,2%F)T € ZE+1.

Next we define fCP7DSE that takes as input aset S = (51, ..., Sx) such that k < &
and outputs a vector yo and a matrix Y. fEP7PSE(S) = (y,,Y) is defined as follows.

yo=0, € Zg, YT — (f’\H | TN, ) c Z}Q)(EJrl)an.

In the above, H is defined as

as
HoT,0qs = qs ' . Zé(ml)z) xZ
' as
where g5 = (qs[l],...,qs[k +1])T € ZEH is defined as a coefficient vector from
QslZ) = Y5t agli] - 2171 = [I,(Z — ). If k < k, the coordinates qs[k +

2],...,qs[k + 1] are all set to 0.

Intuition. The matrices X and Y constructed above can be divided into two parts. The
first £ rows of X T and the first (k + 1)/ rows of Y | deal with positive attributes.The
lower parts of X" and YT deal with negation of attributes. Here, we explain how
we handle negated attributes. Positive attributes are handled by a similar mechanism.
LGy in YT and G, in X restricts the linear combination of the rows of X T and
Y " to a certain form in order to two affine spaces to have a intersection. As a result, we
can argue that the coefficient of the ¢-th row of L; in the linear combination should be
multiple of Qs(p(¢o + i))°. Since we have that Qs(z) = 0iff z € S for any = € Z,,
this means that the coefficient of the vector in the linear combination should be 0 if
p(lp + i) = —Att and Att € S. This restriction is exactly what we need to emulate
predicate of non-monotonic CP-ABE.

4.2 Correctness of the Conversion

By combining the following theorem with Lemma 1, we can see that non-monotonic
CP-ABE with large universe can be constructed from DSE.

Theorem 2. For any span program (L € Zf;xm, p) such that ¢ < { and m < 7n and S
such that |S| < k, we have that

RP%E((x0,X), (0, Y)) =1 & RF(S, (L, p)) = 1
where (xg, X) = fSP2PSE(L, p) and (yo,Y) = fEPP5E(S) is defined as above.

* Here, We treat negated attributes ({—z|x € Z,}) as elements of Z,. Namely, if p(¢o + i) =
—Att for some Att € Z,, Qs(p(lo + 1)) := Qs(Att).
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Proof. LetI C [1,4y+ ¢1] be I = {i|(p(i) = Att A Att € S) V (p(i) = -Att A Att &
S)}. We also let L; be the sub-matrix of L formed by rows whose index is in I. Then,
it suffices to show that

Claim. (xo + span(X)) N (yo + span(Y)) # 0 < e; € span(L; ).

Proof (Proof of the Claim). We show both directions separately in the following.
The Forward Direction (=). Let us assume that there exist u € Z2™ and v €

2(k+1)¢
Zp( D% Such that xg +u'X" =yJ +vTYT =vTYT. We denote these vectors as
T T T T T T T owT T
u' =(uy,u; ,uy) Vi o=(V) e, Vi Wy, W)
Lo 01 41 k+1 k+1 k+1 k+1

Then, xg +u'X and vTY are written as

Xg + uTX = <_e1T + u(—)rLO + ulTLla Ogv uO[l] . p(p(l))Ta R 1,10[60] : p(p(EO))T’ 02;7_&))(]}4_1)7

m (k+1)€o
ul 00, well]-p(pllo+ 1), usfta] - (ol + ) T,00 i) @)
0} (k+1)6,

and
VTY:(O’I—;’ <V17qs>7"')7<VZ7qS>’VI7"'7V;7
Z (k+1)7
<W1,qs>7...,7<Wg7qs>,W1r,...7W}—). (®)]
7 (h+1)E

At first, by comparing the /m + £ + 1-th to mm + (k 4 2){-th elements of the vector,

we obtain that v; = uo[i] - p(p(i)) for i € [1,4o] and v; = Op, fori € [(o + 1,£].
Furthermore, by comparing m + 1-th to m + ¢-th elements of the vector, we have

(vi.as) =uoli] - (p(p(i), as) = woli] - Qs (p(i)) =0

for i € [1,4o]. The second equation above follows from the definition of p() and qg.

Since Qs (p(i)) = [[,cg(p(i) —w) # 0if p(i) & S, we have that ug[i] = 0if p(i) € S.
That is, ug[i] = 0 for i € [1, 4]\ 1.

Next, by comparing the last (k + 1)¢ elements in the vector, we obtain that w; =

uy[i] - p(p(lo + 1)) fori € [1,4,] and w; = Oz, fori € [¢; + 1,¢]. By comparing

the m + (k + 2)¢ + 1-th to m + (k + 3)¢-th elements in the vector, we have that
(uf,0;_,)=({wi,as),.-.,,(Wgas)) and thus

u; i) = (Wi, qs) = ugfi] - (P(p(lo + 1)), as) = uzfi] - Qs(p(lo + 1))

holds for i € [1,¢1]. From the above, we have that u;[i] = 0 if p(¢p + i) = —Att and
Att € S for some Att. This implies that u; [i] = 0if (¢g +4) & I fori € [1, ¢4].
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Finally, by comparing the first 7 elements in the vector, we obtain that —e] +
uOTLO + ulTLl =0". Let ug,7 be a subvector of up which is obtained by deleting all
elements ug[i] for ¢ ¢ I. Similarly, we define u; ; as a vector obtained by deleting all
elements u; [¢] for ¢ such that (¢y + i) ¢ I from u;. Since ug[i] = 0 for i € [1, 5]\
and uy[i] = 0 for i € [1,¢,] such that (¢o 4 i) & 1, it follows that (u] ;,u{ ;)L; =
uj Lo +uL; = e/ and thus e; € span(L] ) as desired.

The Converse Direction (<). The converse direction can be shown by repeating the
above discussion in reverse order. Assume that e; € span(L; ). Then there exists u’ €

7ZM such that w'TL; = e]. We extend u’ to define v’ € ZLHot4 so that uf = u’

and u”[i] = 0 for i ¢ I hold. Here, u/ € ZLI‘ is a subvector of u” which is obtained
by deleting all elements u”[i] for ¢ ¢ I. These conditions completely determine u”.
We denote this u” as u”" = (ug,u]) using up € Z{ and u; € ZJ'. We note that
uj Lo + u/ L = e holds by the definition.

Next we define v; for i € [¢] as v; = ugli] - p(p(i)) if i € [fo] and v; = Of; if

i € [lo + 1,¢]. We claim that (v;,qs) = 0 holds for ¢ € [¢]. Here, we prove this. The

case for i € [{p + 1, /] is trivial. For the case of i € [1, {y], we have

(vi,as) = aoli] - (p(p(i), as) = uo[i] - Qs(p(i)) = 0.

The last equation above holds because we have Qg(p(z)) = 0if i € I and ug[i] =0
otherwise, by the definition of ug[é].

We define us[i] € Z,, fori € [1,41] as uz[i] = w1[i]/Qs(p(lo + i) if uy[i] # 0
and uz[¢] = 0if uy[i] = 0. We have to show that uz[i] are well defined by showing that
Qs(p(lo + 1)) # 0if up[i] # 0 (i.e., division by 0 does not occur). If u; [i] # 0, then
(€o + i) € I by the definition of u;. It implies that (p(¢g + i) = —Att) A (Att & S) for
some Att € Z,, and thus Qs (p(¢o + 7)) = [[,,cg(Att — w) # 0 holds as desired.

We also define w; as w; = uyli] - p(p({o + 7)) fori € [1,/,] and w; = 0z, for

i € [¢1 + 1,£]. Then, we have

(Wi, as) = wsli] - (p(p(lo + 1)), as) = wafi] - Qs(p(lo + 7)) = i [d]

fori € [1,¢;] and (w;,qg) = 0fori € [¢1 + 1,¢].

Finally, we defineuandvasu' = (ugj,u/ ,ug)andv’' = (v ..., v/ w, ..,
w;) Then, Equation (4) and (5) hold. By the properties of u and v we investigated so
far, it is straightforward to see that x] + u' X" = yJ + v 'Y holds. This concludes
the proof of the claim.

This concludes the proof of the theorem.

5 From KP(CP)-ABE to KASP(CASP)

In this section, we show that monotonic KP-ABE with small universe (without bounds
on the size of span programs) can be converted into KASP. We note that we can also
obtain CP-ABE-to-CASP conversion by simply swapping key and ciphertext attribute.



5.1 The Conversion

We show how to construct KASP for dimension n from monotonic KP-ABE for param-
eter N = (nk + 1, —, —, —) and the size of attribute universe is |/| = 2nk + 1. Here,
k = [log, p]. Similarly to Section 3, it suffices to define appropriate maps fF'fASP%KP,

KASP=KP “and frASP=KP We define fKASP=KP(n) = N. We set universe of at-
tributes as U = {Att[i][5][0] | (4,5,b) € [1,n] x [1,k] x {0,1}} U {D}. Intuitively,
Att[¢][f][b] represents “j-th least significant bit of binary representation of i-th element
of a vector x is b € {0,1}”. D is a dummy attribute which will be assigned for all

ciphertexts. For x € 77, we define a set S = fKASP=KP(x) ag

5= {Att[z’]m[b} (i) € [Lon] x [LA], b= xmm} U{D}.

In the above, we define x[i][j] € {0,1} so that they satisfy x[i] = >-7_, 277" - x[d][5].
Namely, x[i][7] is the j-th least significant bit of the binary representation of x[i] € Z,,.

For an arithmetic span program (Y = (y1,...,y¢) € ZQ”Z, Z = (2z1,...,%) €
2% p) such that Y, Z € Z*, we define flASP~KP (Y, Z, p) = (L, p’) as follows.
At first, L is defined as

G J
Gy J "
e | . ZZE(Z +1)¢) ><(fd+m). ©
Gy J
In the above, the matrix J € ZI(EKH)XH is defined as in Equation (2) (by setting

n = 1) while G; is defined as
Gi = [g : yl—rvzj] = (Om7yi70m72yi7 e 7Oma2'€_1yi7zi)—r S Z"E;Zﬁ-i_l)xm

where g = (0,1,0,2,...,0,2°,...,0,2°" )T € Z2%. We also define p’ : [(2x +
1)¢] — U as follows. At first, if i = 0 mod (2k+ 1), we set p(¢) = D. Otherwise, i is
represented as i = (2k + 1)i’ + 25’ + b’ + 1 using unique ¢’ € [0, ¢ —1], j’ € [0,k — 1],
and b € {0,1}. We set p/ (i) = Att[p(s' + 1)][5" + 1][b'].

Intuition. S' can be seen as a binary representation of the information of x. In the
span program (L, p’), J is used to constrain the form of linear combination among
rows to a certain form. G; as well as p’, along with the above restriction, are designed
so that linear combination of rows of G, only can be a scalar multiple of the vector
(x[p(i)]y: + 2;) . Therefore, (L, p') essentially works as an arithmetic span program.

5.2 Correctness of the Conversion

By combining the following theorem and Lemma 1, we can see that KP-ABE for
N = (nk + 1,—,—, —) can be converted into KASP for dimension n. The proof of
the theorem appears in Appendix C.
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Theorem 3. Foranyx € 27, Y € Z"*', Z € 227", and p : [(] — [n), it holds that
RKP(Sv (va/)) =le RKASP(Xv (Y.Z,p) =1

where S = fKASP=KP(x) and (L, p') = fKASP=KP(Y | Z, p) is defined as above.

6 Implications of Our Result

In this section, we discuss consequences of our results.

Equivalence between (bounded) ABE and DSE. We have shown that monotonic
KP/CP-ABE for (k, ¢, m, ) implies DSE (without delegation) in Section 3 and DSE
implies non-monotonic KP/CP-ABE with large universe for (k,£,m, ¢) in Section 4.
Since non-monotonic KP/CP-ABE with large universe for (k, £, m, ) trivially implies
monotonic KP/CP-ABE with small universe for (k,#,m, ¢), our results indicate that
these PE schemes are essentially equivalent in the sense that they imply each other.

Equivalence between K(C)ASP and KP(CP)-ABE. Next, we consider the case where
there is no restriction on the size of span programs. In Section 5, we showed that
monotonic KP-ABE for ((k + 1)x, —, —, —) implies KASP for (k, —, —, —). In Ap-
pendix E, we also show the converse direction. That is, we show that KASP for (l;: +

1, —, —, —) implies non-monotonic KP-ABE for (k,—, —, —) with large universe. Since
non-monotonic KP-ABE for (k, —, —, —) trivially implies monotonic KP-ABE for (&,
—, —, —), our results indicate that these PE schemes are essentially equivalent similarly

to the above case. Similar implications hold for CP-ABE. See figure 1 for the overview.

By applying the conversions to existing schemes, we obtain various new schemes.
The overviews of properties of resulting schemes and comparison with existing schemes
are provided in Table 1, 2, and 3. All schemes in the tables are constructed in pairing
groups. In the tables, we count the number of group elements to measure the size of
master public keys (Jmpk|), ciphertexts (|C|), and private keys (|sk|). Note that our
conversions only can be applied to ABE schemes supporting span programs over Zj,.
Therefore, for ABE schemes constructed on composite order groups [28,1], our con-
versions are not applicable since they support span programs over Zy where N is a
product of several large primes. Similar restrictions are posed on DSE and K(C)ASP.
Though it is quite plausible that our conversions work even in such cases assuming
hardness of factoring /N, we do not prove this in this paper.

New DSE Schemes. By applying our KP(CP)-ABE-to-DSE conversion to existing
KP(CP)-ABE schemes, we obtain many new DSE schemes. Table 1 shows overview
of obtained schemes. Specifically,

— From the unbounded KP-ABE schemes [34,36], we obtain the first DSE scheme with
constant-size master public key (without delegation). Note that all previous schemes
[23,12,14] require at least O(n) group elements in master public key where n is the
dimension of the scheme.

— From KP-ABE scheme with constant-size ciphertexts [2,25,38], we obtain the first
DSE scheme with constant-size ciphertexts. All previous schemes [23,12,14] require
at least O(dy) group elements in ciphertexts where d; is the dimension of the affine
space associated to a ciphertext.
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The schemes obtained from [34] achieves adaptive security. Furthemore, for schemes
obtained from [36,2,25], we can define key delegation algorithm. The details of the key
delegation algorithm will be given in Appendix D.

CP-ABE with Constant-Size Ciphertexts. Furthermore, by applying our DSE-to-non-
monotonic-CP-ABE conversion in Section 4 to the DSE scheme with constant-size ci-
phertexts obtained above, we obtain the first non-monotonic CP-ABE with constant-

size ciphertexts. Previous CP-ABE schemes with constant-size ciphertexts [16,11,10]

only support threshold or more limited predicates*. See Table 2 for the overview.

New KASP and CASP Schemes. By applying the KP(CP)-ABE-to-K(C)ASP conver-

sion in Section 5, we obtain many new K(C)ASP schemes. See Table 3 for the overview.

Specifically,

— From the unbounded KP-ABE scheme [36], we obtain the first KASP scheme with
constant-size master public key.

— From KP-ABE scheme with constant-size ciphertexts [2,25,38], we obtain the first
KASP schemes with constant-size ciphertexts.

— From adaptively secure KP-ABE schemes [31,1] we obtain the first adaptively se-
cure KASP scheme.

— From CP-ABE schemes [40,31,36], we also obtain several CASP schemes. These are
the first CASP schemes. Among them, the construction obtained from [31] achieve
adaptive security and the construction obtained from unbounded CP-ABE scheme
[36] achieves constant-size master public key.

Note that only KASP scheme in the literature [26] is selectively secure and the master

public key and ciphertext size are linear in the dimension of the scheme. We remark

that the conversion is not applicable for schemes in [33,34] since these schemes are

KP-ABE for (*, *, x, ¢) where ¢ is some polynomial, whereas our conversion requires

the last parameter to be unbounded.

Table 1. Comparison of DSE Schemes:

The column “Delegation” states whether the scheme supports key delega-
tion algorithm or not. “Unclear” means that we do not know whether it is
possible to define key delegation algorithm for the scheme or not.

Schemes |mpk| |C| |sk|  Delegation Security

Hamburg [23] O(n) O(dy) O(de) v Selective
CW [14] O(n?) O(ndy) O(n) v Selective
CZF [12] O(n) O(d1) O(dy) v Adaptive
Sec.3+[36] O(1) O(ndik) O(n%k) v Selective
Sec. 3+[34] O(1) O(n?dik) O(n*k) Unclear Adaptive
Sec.3+[2] O(n%k) O(1) O(n*k?) v Selective

* One would be able to obtain CP-ABE with constant-size ciphertexts supporting threshold for-
mulae by applying the generic conversion in [20] to a KP-ABE scheme proposed in [2]. How-
ever, the resulting scheme supports more limited predicate compared to ours. To the best of
our knowledge, this observation has not appeared elsewhere.
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Table 2. Comparison of CP-ABE Schemes
We list previous CP-ABE schemes with compact ciphertexts in the table. We also include several
state-of-the-art CP-ABE schemes for the sake of comparison.

Schemes Expressiveness Efficiency Security
Size of Monotonic or Access
Universe Non Monotonic Policy Impk|  |C| |sk|
OT [34] Large Non-monotonic SpanProgram  O(1) O({) O(ky) Adaptive
AY [3] Large Monotonic ~ Span Program  O(1)  O(¢)  O(k)  Adaptive
EMN+[16]  Small Monotonic  (k, k)-threshold ~ O(k)  O(1)  O(k)  Selective
CZF [11] Small Non-Monotonic ~ AND-Gate O(k) O@1) O (1_62) Selective
CCL+ [10] Small ~ Monotonic Threshold O(k) 0O(1) O(k®) Adaptive
Sec.3,4+[2] Large Non-monotonic Span Program O((kf)?x) O(1) O((kf)*x?) Selective

Table 3. Comparison of KASP and CASP Schemes

Schemes Type |mpk| |C| |sk|  Security

W [26] KASP O(n) O(n) O(f) Selective

Sec. 5+ [31] KASP O(nk) O(nk) O(¢x) Adaptive
Sec. 5+[2] KASP O(nk) O(1) O(¢nk?) Selective
Sec. 5+ [36] KASP O(1) O(nk) O(¢k) Selective
[
[

Sec. 5+ [31] CASP O(nk) O(£ m) O(nk) Adaptive
Sec. 5+ [36] CASP O(1) O(¢x) O(nk) Selective

7 Application to Attribute-Based Signature

Here, we discuss that our techniques developed in previous sections are also applicable
to construct an attribute-based signatures (ABS) [32,33]. ABS is an advanced form of
signature and can be considered as a signature analogue of ABE. In particular, it resem-
bles CP-ABE in the sense that a private key is associated with a set of attributes while
a signature is associated with a policy and a message. A user can sign on a message
with a policy if and only if she has a private key associated with a set satisfying the
policy. Roughly speaking, this property corresponds to the correctness and unforgeabil-
ity. For ABS, we also require privacy. That is, we require that one cannot obtain any
information about the attribute of the signer from a signature.

The construction of expressive ABS scheme with constant-size signatures has been
open. All previous ABS schemes with constant-size signatures [24,10] only supports
threshold predicates. The difficulty of constructing ABS with constant-size signatures
seems to be related to the difficulty of construction of CP-ABE with constant-size ci-
phertexts. That is, it is hard to set constant number of group elements so that they
include very complex information such as span programs.

To solve the problem, we first define the notion of predicate signature (PS) that is
a signature analogue of PE. Then we construct a PS scheme that is dual of ABS: a pri-
vate key is associated with a policy and a signature with a set. The scheme achieves
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constant-size signatures. This is not difficult to achieve because the signature is associ-
ated with a set which is a simpler object compared to a policy. The scheme is based on
PS scheme for threshold predicate with constant-size signatures by [24]. We change the
scheme mainly in two ways. At first, instead of using Shamir’s secret sharing scheme,
we use linear secret sharing scheme so that they support more general predicate. We
also add some modification so that the signature size be even shorter. The signatures of
the resulting scheme only consist of two group elements.

Since signature analogue of Lemma 1| holds (Lemma 2 in Appendix F), we can
apply KP-ABE-to-non-monotonic-CP-ABE conversion (combination of the results in
Section 3 and 4) to obtain the first ABS scheme with constant-size signatures supporting
non-monotonic span program. See Appendix F for the details.
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A Proof of Lemma 1

Proof. We prove the lemma for the case of adaptive security. The same proof works
for other cases. We construct an adversary B against I7 from an adversary A against
IT’" so that B has the same advantage as A and the running time of B is only poly-
nomially larger that A. At first, Setup(), f(N')) = Setup’(A\, N') — mpk is run
and mpk is given to 5. B gives mpk to A. In Phasel, when .4 makes key query
for Y’ € B, B computes Y = fi(Y’) and makes a key-extraction query for its
challenger. Then, KeyGen(msk, mpk, fi(Y”)) = KeyGen'(msk, mpk,Y”’) — sky is
run and B is given sky.. Then, B3 gives it to A. At some point, .4 outputs two equal
length messages Mg and M; and challenge ciphertext attribute X’* € A’y,. Then
B computes X* = f.(X'*) and submits X*, My, and M; to its challenger. Then,
Encrypt(mpk, Mg, fe(X'")) = Encrypt’(mpk, Mg, X'*) — C* is run and C* is given
to B. Here, [ is a random bit. 5 gives C* to .A. In Phase2, B deals with key-extraction
queries made by A as in Phasel. Finally, B outputs the same bit as 4. We check
that 3 has not made any prohibited key-extraction query. This holds because we have
llﬁr’(l\,,)(‘fe()(’*)7 fi(¥")) = RY, (X", Y") = 0 for all Y’ queried by A. It is straight-
forward to see that the simulation by B is perfect and B has exactly the same advantage

as A.

B Proof of Theorem 1

Proof. LetI C [1,(2nk + 1)(n+ 1) +dy + 1] be I = {i|p(i) € S}. We define L;
which is the sub-matrix of L formed by rows whose index is in I. From the definition
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of fPSE=KP we have that Ly is in the form of

-
€1 e +€eq,12 Yo

YT
Ey J
E; J’
L — : N . Zg(nm+1)(d1+1)+n7d1+d2+1) x ((nr+1)(n+1)+1)
Eg, J’
L,
. -
where
gi,1 -1
gi,2 -1
Ei — c Z}(}nn-ﬁ-l)xn7 J/ — e Z;grm-‘rl)xrm.
gi,n -1
0 0 ... 0 1 1 ...1

fori € [0, dq]. In the above, g; ; is

gi; = (xalJ][1], 2x:[5][2], - - -

25 I [f][k) T e Ly

We remark that it holds that (1,,g; ;) = x;[j] by the definition of x;[j][k] and thus
E/ - 1,41 = x; holds. We also remark that if v’ J’ = 0 holds for some v € Z»"+1,
then there exists v € Z, such that v = v1,,,41. These properties will be used later.

By the definition of RXP and RPSE it suffices to show the following claim.
Claim. e, € span(L]) < (xo + span(X)) N (yo + span(Y)) # 0.

Proof ((Proof of the claim)). We show both direction separately.

The Forward Direction (=-). Let us assume that e; € span(LIT). By the assumption,

((nrﬂ-l)(d1+1)+n—d1+d2+1)

there exists u € Z, such that u"L; = e . We write this u

as
uT = ( v, VT? ll(T ) uir yere u;l'l yUdy+1y- -+ Un )
vl ~ o —— ~—
da nk+1 nk+1 nk+1 1
Then,
dy
T T T~ T T T / T / T T
u' -L;= (v,v+<u0,e1>,vy0 +v'Y' + g u; Ej,uy - J' . uy, -J,ud1+11,bﬁ+1,...,unanH)
1=0
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By comparing each element of the vector, it follows that ug, 41 = -+ = u, = 0.
Furthermore, since u; - J' = 0 for i € [0, dy], there exist {u; € Zp};c[0,4,) Such that
u; = u;1,,41. By comparing the first and the second element of the vector, we obtain
v=Tlandv+ (up,e;) =1+ ug(lT,e,er1) =1 +uy =0 < ug = —1. Finally, we
have that Y% u E; + vy + v YT = 0 and thus

dy
—ZEiTuizyo—FY-v.
i=0

Left hand side of the equation is
d1 dy dy
- ZE;'—uZ = quE(—)r “Lppr1 — ZulE;r Lyt = Xg — ZuZ X € (XO + span(X))
i=0 i=1 i=1
while right hand side is yo + Y - (—=v) € (yo + span(Y)). This implies that (xo +
span(X)) N (yo + span(Y)) # 0.
The Converse Direction (<=). Let us assume that (xo+span(X)) N (yo+span(Y)) #

(). Then, there exist {u; € Zp}icq1,4,) and {v; € Zyp}ic)1,4,] sSuch that XO+Z?;1 UiX; =
Yo + Zjil v;y;. We set a vector u as

T T T T
u = (Lvla <oy Udy 717m+17 7u11nn+17 CER 7ud11nﬁ+1307 . 30))
~——

d2 (nk+1)(d1+1) n—d;

Then we have

dg dl
u'Ly=(L1-Ly) +Y vy, =1 (Bo+ Y wkE),
=1 =1
1,003, il T ), 3,0...,0)

d2 dl
= (1707 (y8—+ZvZY;r> - (XJ+ZulX:)7O7O) :er
i=1 i=1

as desired. This concludes the proof of the claim.

This concludes the proof of the theorem.

C Proof of Theorem 3

Proof. Let I C [1,(2x + 1)¢] be I = {i|p'(i) € S}. We define L; which is the sub-
matrix of L formed by rows whose index is in /. From the definition of ffASPHKP, we
have that L is in the form of
G| J
Gl Jl K K. m
T ‘ . Z1[()( +1)¢) x (ne+m)

G, h
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where

Gi=[gi-y izl ezt

In the above, g; is

gi = (x[p()][1], 2x[p()][2],..., 2" x[p(i)][s]) " € Zj.

We remark that it holds that (1,,g;) = x[p(¢)] by the definition of x[p(7)][j] and thus
G’,LT 1,41 = x[p(4)]y; + 2; holds. We also remark that if v'J’ = 0 holds for some
v E Zg“, then there exists v € Zj, such that v = v1,.;. These properties will be used
later.

By the definition of RXP and RXASP it suffices to show the following claim.

Claim. e, € span(L]) < e; € span({x[p(i)]y; + z: }ic(e))-

Proof (Proof of the claim). We first show the forward direction (=-). We assume that

e; € span(L] ). By the assumption, there exists u € Z{* ™" such that u L; = e] .

We write this u as

T T T T
u:(u17u27 7u/)
r+1 k41 r+1
Then, we have that
el =u' -L;= Zung,uIJ',...,uZJ'
1€[(]

Since u;-'— -J' = 0fori € [¢], there exist {u; € Zp}icpq such that u; = u;1,41. Then,
we have

el =Y w/ G =Y wll Gj=> wx[p®) yi+z).

i€f] i€[4] i€[{]

This implies e; € span({x[p(i)]y; + z: }ic[¢). as desired.
Next, we prove the other direction (<). We assume that e; € span({x[p(¢)]y; +
Zi}ie(e))- Then, there exist {u; € Zp}e(q such that 3, ui(x[p(i)] - yi +2:) = e1.

(k+1)¢
P

We set a vector u € Z as

T T T
u = (ulln—i-l?""u@ln-i-l)
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Then, we have that

T T / T / T /
u'-Lp= Y wll Gl Tl T
i€[l]

= ZUi(x[/)(i)]}’i+Zi)TaOZw~-aOZ =e/.
i€ [(]

This implies that e; € span(L] ), as desired. This concludes the proof of the claim.

This concludes the proof of the theorem.

D Key Delegation Algorithm

In Section 3, we showed that KP-ABE scheme can be converted into DSE scheme
without delegation. The conversion is completely generic and can be applicable to many
existing schemes. Here, we show that it is possible to add key delegation algorithm
for resulting schemes in some cases. To capture such cases, we define the following
template for monotonic KP-ABE. If the original KP-ABE scheme is an instance of the
template, we can add key delegation algorithm to the DSE scheme obtained by our
conversion.

Let G, G be underlying bilinear groups of order p. The universe of attribute is
denoted by Uf.

Setup(\, N) : Given a security parameter A € N and some bounds on parameters N €
7, the algorithm selects bilinear groups (G, Gr) of prime order p > 2* and a
generator g <~ G. It computes ¢(g, g)* for a random o &~ Z,, and sets parameters
pp. We assume that g is included in pp. The master secret key consists of msk = «
while the master public key is mpk = (e(g, 9)%, pp)-

We assume that pp defines publicly computable functions fo : U — G* and f1 : U —
G.

KeyGen(msk, mpk, (L, p)) : The input to the algorithm is the master secret key msk,
master public key mpk, and a monotone span program (L, p). Let L be an ¢ x m
matrix. First, it picks random s[2],...,s[m],r1,...,7, ¢ Z, and sets the vector
s = (a,s[2],...,s[m]) . Then, it computes shares of « for p(i) by \; = L; - s for
i1 € [1,£]. Here, Lj; is i-th row of L. It then outputs private key

skw,p) = {Di»o = fo(p(d))"*, Dj1 = g™ 'fl(p(i))”}ie[l q

Example. Many existing KP-ABE schemes such as [22,2,25,36] can be captured by the
above template. For example, unbounded monotonic KP-ABE scheme in [36] can be
captured by defining pp, fo, f1 as

pp = (g,u,h,w), fO(Att) = (uAtt . h7 g)? fl(Att) = w.
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Monotonic KP-ABE scheme with constant-size ciphertexts in [2] can be captured by
defining pp, fo, f1 as

_ Appi—1
PP = (9, {hi}ie[O,EJrl])a fo(Att) = ({13 At ’hi}iG[Z,EJrl]a 9),  fi(Att) = ho.

If the setup and key generation algorithm of KP-ABE scheme IT = {Setup, KeyGen,
Encrypt, Decrypt} satisfy the template, one can add key delegation algorithm to a DSE
scheme II’ that is obtained by applying our conversion in Section 3 to the KP-ABE
scheme I1.

Before showing key delegation algorithm, we first define ReRand algorithm for I7
that re-randomizes private key. This will be used as a subroutine in the key delegation
algorithm of the DSE scheme I7'.

ReRand(mpk, sk(y, ), (L, p)): It takes as input mpk, a private key sk(y, ,), and a span

program (L, p) and outputs re-randomized private key sk’(L7 p) for the same span
program. Let L be £ x m matrix. It first parse the private key as { D; 0, Di 1 }ic[1,4-

Then it picks s'[2],...,s'[m],r{,...,r} < Z, and sets \; = L, - s for each
i € [1,£] where s’ = (0,8'[2],...,s'[m])" and L; is the i-th row of L. Finally, it
outputs

{Dig=Dio- folp(@)", Dy =Dix g™ fi(p(i) Yien g
We have following claim.

Claim. Forall A, (mpk, msk) < Setup(}), (L, p), and sk(y, ,y +— KeyGen(msk, mpk, (L, p)),
we have the following distributions are identical:

ReRand(mpk, sk, ), (L, p)) = KeyGen(mpk, msk, (L, p)). @)

Proof. We have that sk, ,) is in the form of sk, ;) = {Dio = fo(p(i))", Di1 =
g™ - f1(p(i)" }iep,q Where A; = L; - s for some s = (o, s[2],...,s[m]) " € Zy' and
{Ti}ie[l,é]- Then, the output of ReRand(mpk, sK(L.p)> (L, p)) is {Di,O = fo(p(i))””;,
D;q = ghithi. fl(p(i))”*’”;}ie[ljg]. We have that \; + \; = L; - (s+s') ands+ s’ =
(o, 8[2] + §'[2],...,8[m] + s'[m]) ". Here, s[i] + s'[i] for i € [2,m] and 7; + 7/ for
i € [1, m] are uniformly distributed over Z,, and independent from the randomness used
to generate sk(g, ,y (namely, {s[i] }ic[2,m) and {7 }ie[1,m))- Thus the output distribution
of ReRand(mpk, sk, ,), (L, p)) is the same as that of KeyGen(mpk, msk, (L, p)).

Now we define key delegation algorithm KeyDel’ for IT’. In the following, n’ = (2nk+

1)(n+1).

KeyDel’ (mpk, sK(yo,v)» (Y0, Y), (Jo, Y)) It takes as input the master public key mpk,
a private key sky, vy for (yo,Y) € Z x Z2*%, and (¥0,Y) € Ly % ZZXUZ such

that yo + span(Y) C yo + span(Y). Here, sk(y,,v) is generated by sk(y, v <
KeyGen' (msk, mpk, (y0, Y)) = KeyGen(msk, mpk, (L, p)) for (L, p) = fP5E2KP(y4,Y).
The key delegation algorithm first parses the private key as sk(y, v) = {Dio,Din }ie[l,n’+d+1]

and computes t = (t[1],...,t[d])" € ZJ and T = (Ti;j); jyepnapxprd) € ng‘i
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such that yo = yo + Yt and Y = YT. Such t and T exist because Yo +
span(Y) C yo + span(Y) and can be computed efficiently. Then it sets D,

forj € [1,n'+d+1]andb € {0,1} as

t[i e
~ Dy - Hie 1,d] D1[+]i,b if j=1
Djp =9 1liepn.q Diyiy) it je[2,d+1]
Dj—cz+d7b if jeld+2,n +d+1]
Finally, it runs ReRand(mpk, {Dz‘,o, Di,1}i€[1’n,+g+1], (f:, p)) — {Dl 05 271}i€[1’n,+3+1]
/ _ /
and outputs Sk(yo,Y) =1{D;

0: DixYiept nrtdrr) Where (L, p) = FDOSERP (570 Y.

The following claim indicates that the key delegation algorithm described above
correctly works.

Claim. For all \, n, (mpk, msk) < Setup’(\,n), yo, Y, yo, Y such that yo+span(Y) -
yo + span(Y), and sk(y, v KeyGen’(msk, mpk, (yo,Y)), we have the following
distributions are identical:

KeyDeI'(mpk,sk(ymy),(yo,Y) (Yo, )) KeyGen’ (mpk, msk, (¥, Y ))

Proof. Let {Di,o, Di’l }ie[1 1] be defined as above which is computed from sk y, ,) =
{Dio = folp()™*, Dix = g* - fi(p()" bicptm+a+1) Where A; = L; - s for some
s=(a,8[2],...,s[m)" € Zm, and {r; € Zp}ic[1,0. Here, m' = (nk+1)(n+1)+1.
We will show that Pr[{D; , Dz 1Yiefrdsy = KeyGen(msk, mpk, (L,p))] > 0.
Then, the output of KeyDel defined as above is correctly distributed due to Equation

(7).
Forj e [d+2,n +d+1]and b € {0,1}, we have

Djy = g imivaS . fi(p(j — d + d))i-ara = g"HS - £y (5(5))7

where 7“J =T itd forj € A[ +2,n + d+ 1]. The second equation above holds by

the definition of (L, p) and (L, p). For j € [2,d + 1] and b € {0, 1}, we have that

Bio= T PPty = T ("™ fulp(1 + i)™

i€(1,d] i€(1,d]

(gzle[l d] Tij—1lagir ) fb( ) zeld]7l+1T1J 1

et Tog -1y ) - f»(D)7 (By the structure of L.)

(>
( yis ) D)Té (By the definition of T.)
(

gLJ S) (P(H)) (By the structure of L.)
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In the above, 1 = 37,y yri4iTi 1 forj € [2,d + 1], 8" = (s[3],...,s[n +2])7,
and y; is the i-th column of Y. We also have

Dl)b = Dl,b' H D;[fr]i,b = gb~L1~s . fb([)(l))m . H (gb~L1+L~s . fb(p(l _i_l-))rlﬂ)

i€([1,d] i€[1,d]

g+ Sy HilLn0)- )b « (D)7 Siciv.a rrsitl

o1 ./

b ’
(ga+s[2]+ Yo +Xicp,a thilyi)-s ) - fo(D)™*  (By the structure of L.)
(ga+s[2]+yo ) - f»(D)"*  (By the definition of t.)

= ( Li: S) - fo(p(1 1)) (By the structure of L.)

Inthe above, 77 =11 + 3,011 g T1+4b[i]-

’

To sum up, we have (D; o, D;1) = (Fo(p())5, glis - f1(p(i))™) fori € [1,n +
d + 1]. This implies that (D; ¢, D; 1) can be seen as a private key for (L, p) which is
generated by randomness {r;}, (., 4, 1) and {s[i]}ie[2,m/]. Thus we have

Pr [{Dz 0, Di1} | = KeyGen(msk, mpk, (L, )| > 0

i€[l,n +d+1

as desired.

E From K(C)ASP to KP(CP)-ABE

In Section 5, we showed that monotonic KP(CP)-ABE can be converted into K(C)ASP.
In this section, we also show the conversion direction. Namely, we show that KASP can
be converted into non-monotonic KP-ABE with large universe (which trivially implies
monotonic KP-ABE for small universe). The result in this section together with that
in Section 5 imply that these two notions are in fact equivalent in the sense that one
implies the other. These results also imply that monotonic KP-ABE for small universe
and non-monotonic KP-ABE with large universe are equivalent. We note that we can
obtain similar implications for the case of CP-ABE and CASP by swapping key and
ciphertext attributes in the following.

E.1 The Conversion

We construct non-monotonic KP-ABE with large universe for N = (k, —, —, —) from
KASP with dimension k + 1. As in Section 3, we define appropriate maps fXP—KASP,
JEPTKASP | pKP=KASP At first, we define fXPKASP(N) = k + 1. We assume that the
universe of attributes is Z,. This restriction can be easily removed by using collision
resistant hash. The idea for the conversion is very similar to that in Section 4.

Next we define fKP~KASP that takes as input a set of attributes S = (S,...,S;) C

Zy such that k < k and outputs a vector qs = (qs[1],...,qs[k+1])T € Z;*! which
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is defined as a coefficient vector from

k+1 k
ZQS A H(Z )
i=1
where, if k < k, the coordinates qg[k + 2], ..., qs[k + 1] are all set to 0. We note that

forxz € Zp, Qs(z) = Hle(x —5;) = 0iff x € S. This property will be used later.

Next we define f<P~KASP that takes as input a span program (L € Zf,xm, p) and
outputs an arithmetic span program (Y, Z, p’). Let the size of L be ({5 + £1) x m
where ¢ = (o + {1 and let £ = max{/y,¢;}. Without loss of generality, we assume
that the first £y rows of the matrix are associated with positive attributes and the last /4
rows with negative attributes by a map p. We denote L as L = [Lg; L] using matrices
Lo € Zﬁoxm and L; € Zf;lxm. Y and Z are defined as

(Lo+201) % (2(k+2)£+m) S
v (R41)7 Z(Zo+2€1+2(k+1)2)><(2(k+2)€+m)
- /'/\ I( ® 1k+1 /'/\ P .
(k+1)€
L ®1p,, —~
’
Lo~~~ Gy
it o
T L, I, ~~ (to+204+2(k+1)7) x (2(k+2)¢+m)
Z = b E Zp .
G,
Lo
Liine

Here, G, € foxwﬁ_l) for b € {0,1} are defined as Equation (3). We also define

:[lo 4201 4+ 2(k + 1)€] — [1,k + 1] as follows. If 1 <4 < £y + 204, p'(i) = 1. If
i > lo+201 +1, we set p/ (i) = i’ where i’ € [1,k + 1] is a unique integer that satisfies
i— (bo+201) =4 mod (k+1).

E.2 Correctness of the Conversion

By combining the following theorem with Lemma 1, we can see that monotonic KP-
ABE with large universe can be constructed from KASP.

Theorem 4. For any span program (L, p) and S such that |S| < k, we have that
RP(x,(Y,2Z,p')) = 14 R*°(S,(L,p)) =1
where x = fXPKASP(S) and (Y, Z, p') = fiPKASP (L, p).

Proof. Let W be a matrix such that the i-th column is x[p’(¢)] - y; + z; where y; and
z; are the i-th column of Y and Z respectively. Then, from the definition of p’, we have
that
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Lo Go

L, I, —~
T (
W' = G, |em

HIG e

to+201+2(R+1)7) x (2(k+2)0+m)

LY

where H =1I; ® q5 € Z;EJFDZXZ. We divide the matrix W T into two parts as W =

(Wo, W1) where W, € ZZ()Q(E+2)Z+m)><(ZO+2Z1) and W, ¢ Z£2(E+2)Z+m)x2(ﬁ+1)i.

Note that W and W defined here have exactly the same structure as X and Y defined
in Section 4 respectively. We also let I C [1,4(= £y + ¢1)] be I = {i|p(i) € S}. Ly is
defined as the sub-matrix of L formed by rows whose index is in /. Then, we have

e; € span(L;} ) < (—e; + span(Wy)) Nspan(W;) # ()
( By exactly the same analysis as in the proof of the Claim in Section 4.2. )
< ey € span(W).

By the definition of RXASP and RXP, this concludes the proof of the theorem.

F Details About Our Attribute-Based Signature Scheme

Here, we define predicate signature (PS) which is a signature analogue of predicate
encryption. Attribute-based signature (ABS) can be captured as a special case of PS in
which a private key is associated with a set of attributes while a signature is associated
with a policy. In this section, we construct a PS scheme that is dual of ABS: a private key
is associated with a policy and a signature with a set. By applying our KP-ABE-to-CP-
ABE conversion technique developed in Section 3 and 4 to the PS scheme, we obtain
the first ABS with constant signature size that supports non-monotone span program.
Note that previous ABS scheme with constant-size signatures [24,10] only supports
threshold predicate. Our result significantly improve the expressibility.

F.1 Predicate Signature

Here, we define predicate signature. Let R = {Ry : Ay x By — {0,1} | N € N°} be

a relation family where A and By denote “verification attribute” and “key attribute”

spaces and c is some fixed constant. The index N = (n1, no, ..., n.) of Ry denotes the

numbers of bounds for corresponding parameters. A predicate signature (PS) scheme

XY for Ry is defined by the following algorithms:

Setup(\, N) — (mpk, msk): The setup algorithm is defined as the same as PE.

KeyGen(msk, mpk,Y) — sky: The key generation algorithm is defined as the same as
PE.

Sign(mpk, M, X, sky,Y) — o: The input to the signing algorithm is the master public
key mpk, a message M, verification attribute X, private key sky, and key attribute
Y. It outputs a signature o if Ry (X,Y) = 1 and otherwise L.



31

Verify(mpk, M, o, X) — 1 or 0: The verification algorithm takes as input a master pub-
lic key mpk, the message M, a signature o, and a verification attribute X € Ay. It
outputs 1 if the signature is deemed valid and 0 otherwise. We assume that verifi-
cation algorithm is deterministic.

We require correctness: that is, for all A, N, (mpk, msk) < Setup(A\,N), X € An,Y €

By suchthat R(X,Y) = 1, M in specified message space, sky <— KeyGen(msk, mpk,Y’),

and o + Sign(mpk, M, X, sky,Y"), Verify(mpk, M, o, X) = 1 holds.

For security of PS, we require privacy and unforgeability.

Privacy. We say that the PS scheme has complete privacy if for all A\, N, (mpk, msk) «
Setup(\,N), X € An, Yy, Y] € By satisfying Ry (X,Yy) = Ry(X, Y1) = 1, M
in specified message space, and sky, < KeyGen(msk, mpk,Y;) for b € {0,1}, the
following distributions are the same.

{00 < Sign(mpk, M, X, sky,,Yy)} ~ {01 < Sign(mpk, M, X, sky,, Y1)}

Unforgeability. We now define the unforgeability for PS scheme X/. This security no-
tion is defined by the following game between a challenger and a forger F.

At first, the challenger runs the setup algorithm and gives mpk to F. Then F may
adaptively make key-extraction queries. If F submits Y € By to the challenger, the
challenger returns sky < KeyGen(msk, mpk, Y'). 7 may also makes signing queries. If
F submits (M, X,Y") such that R (X,Y") = 1 to the challenger, the challenger makes
sky < KeyGen(msk, mpk,Y") and computes o < Sign(mpk, M, X, sky,Y") which is
returned to F. In the case of Ry (X,Y’) = 0, the challenger returns L to F. At last, F
outputs a forgery (M*, X*, 0*). We say that F succeeds if Verify(mpk, M*, o*, X*) —
1, F never made a key-extraction query for Y such that R(X*,Y) = 1, and F never
made a signing query for (M*, X*, V") such that R(X*,Y) = 1. The advantage of a
forger Advfi?z is defined as the success probability of F in the above game. We say
that 3 satisfies adaptive-predicate and message unforgeability under chosen message
attack if Advi% is negligible for all probabilistic polynomial time (PPT) adversary A.

A weaker notion called selective-predicate and adaptive-message unforgeability can
be defined as in the above game with the exception that the adversary 4 has to choose
X™ before seeing mpk but key-extraction queries, signing queries, and choice of M*
can still be adaptive.

F.2 Linear Secret Sharing Scheme

We can construct secret sharing scheme for span program (L, p) as follows.

Definition 2 (Linear Secret Sharing Scheme). A secret sharing scheme for span pro-

gram (L, p) consists of the following two algorithms.

Shareyr, , The algorithm takes as input s € Z,, which is to be shared. Let L be an £ x m
matrix. It chooses s[2], ... ,s[m] & Z, and let s = (s,s[2],...,s[m])". It outputs
L - s as the vector of { shares. The share \; = (L;,s) belongs to party p(i) for
i € [1,¢], where L; denotes the i-th row of L.
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Recony, . The algorithm takes as input a set S C U. Assume that the indicator vector
0 of S is accepted by (L, p). Then it outputs a set of constants {(i, p;) }ier which
has a linear reconstruction property: Y ;. ji; - \i = s. Here, I is a set of indices
whose labels of corresponding rows are set to 1 by the input 6.

F.3 Embedding Lemma for PS
As noted in [23], a signature analogue of Lemma 1 holds.

Lemma 2. Consider two relation families Ry, : Ay x By — {0,1} and R, : Ay, x
By, — {0,1}, which is parametrized by N € N and N’ € N¢ respectively. Suppose
that there exist efficient mappings f, : 7 — 7 Je t Ay = Ap vy, and fi -
Bl — By, (nvy such that fe is injective and

RY(X'Y') =1 RY ) (f(X'), fuY") = 1.

Then, a PS ¥ = {Setup, KeyGen, Sign, Verify} for RY; can be converted into a PS

Y’ = {Setup’, KeyGen', Sign’, Verify'} for RY;, as Setup’ (A, N') = Setup(\, f(N")),
KeyGen’ (msk, mpk, Y’) = KeyGen(msk, mpk, fi(Y")), Sign’(mpk, M, X’ sky~,Y') =
Sign(mpk, M, fo(X"), sky+, f(Y")), and Verify' (mpk, M, o, X') = Verify(mpk, M, o, fo(X")).
This conversion preserves security. Namely, if X is secure, so is X'. This holds for
adaptive-predicate and message unforgeability, selective-predicate and adaptive-message
unforgeability, and complete privacy.

Proof. Since wehave R, (X', Y() = Ry, (X', Y{) = 1 & R} ) (fo(X'), fi(Y)) =
R;P(N,)(fe(X’),fk(Y{)) = 1forany X’ € A, and Yy,Y{ € B}, complete privacy

of X7 is immediately followed by that of . Next we show that if X is selective-attribute

and adaptive-message unforgeable, so is X’. Other cases can be dealt similarly. We con-

struct a forger G against X7 from a forger F against X’. At first, F submits its target X'”.

Then, G submits fo(X'*) toits challenger. Then, Setup(, f,(N')) = Setup’ (A, N) —

mpk is run and mpk is given to G. G gives mpk to F. When F makes key query for
Y’ € B}y, G computes Y = fi(Y') and makes a key-extraction query for its chal-

lenger. Then, KeyGen(msk, mpk, f«(Y”)) = KeyGen’(msk, mpk,Y’) — sky is run

and B is given sky. Then, G gives it to F. Since we have REP(N/)(fe(X’*), k@) =

RY,(X'*,Y") = 0, the query is valid. When F makes signing query for (M, X', Y”)

such that Ry (X', Y') = 1, G submits (M, fe(X'), f(Y")) to its challenger. Then,

KeyGen(msk, mpk, fi(Y')) = KeyGen’(msk, mpk, Y’) — sky- and Sign’(mpk, M, X",
skys, Y") = Sign(mpk, M, fe(X"),sky+, fu(Y’)) — o are run. Then, ¢’ is returned

to G and G gives it to F. Finally, F outputs its forgery (M*, X’ * 0*). Then, G out-

puts (M*, fo(X'"), 0*) as its forgery. We claim that G succeeds whenever F succeeds.

At first, we have Verify’ (mpk, M*, o*, X'*) = Verify(mpk, M*, o*, f.(X'*)). Further-

more, all signing key queries made by G are of the form (M, fo(X’), fk(Y')) where

(M, X’ Y") is submitted by F. We have that M = M*, fo(X') = fo(X’"), and
RJFCP(N,)(fe(X’),fk(Y’)) = lifand only if M = M*, X’ = X", and RY,, (X", Y") =

1. Here, we used the fact that f. is an injective map. Therefore, G succeeds whenever
JF. This concludes the proof.
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F.4 The Construction

Here, we construct a PS scheme for relation RXP where N = (k, —, —, —) with large
universe. Namely, in the following scheme, the size of attribute set that is associated
with a signature is bounded by k, whereas other parameters are unbounded. Further-
more, all span program appearing in the scheme are monotone. For the sake of brevity,
we assume that the message space of the following scheme to be {0, 1}". We also as-
sume that the universe of attributes is / = Zy\D where D = {Dy,...,Dp} C Z, is
a set of dummy attributes. These restrictions can be easily removed by using collision
resistant hash and one can deal with message and attributes of any length.

Setup(), k) : It samples hg, hy, .. ., hiy1,V0,01,. ..,V & G. It also samples o &~
Z,, and outputs master public key mpk = {g, ho, b1, ..., hjy1, 00,01, .., Vs, e(g,9)*}
and msk = a.

In the following, we denote Wa(M) for vo - [ [;¢ ;e (ujmpjj=13 v Where M[j] is the j-th
bit of M. Note that Wa(M) is efficiently computable from mpk.

KeyGen(msk, mpk, (L, p)) : The input to the algorithm is the master secret key msk,
the master public key mpk, and a monotone span program (L, p). Here, L € Zf,xm
and p is amap p : [(] — U. It chooses a vector s = (s[1],...,s[m]) such that
s[1] = aand s[2],...,s[m] & Z, and calculates \; = L; - s for each i € [¢] where
L; is i-th row of L. Finally, it chooses 7; ¢~ Z,, for all i € [¢] and outputs private
key

k { Dia=g™ by, Di2=g", }
SK(L,p) = i 5 N .
{Kis = 07" b)) Yepas KL = v beom ) ey

Sign(mpk, M, S, sk, ), (L, p)) : Assume that the monotone span program (L, p) as-
sociated to the private key sk, ) satisfies R¥P(S,(L,p)) = 1 and otherwise
it outputs 0. We let I = {i|p(i) € S}. Then the signing algorithm can effi-
ciently compute reconstruction coefficients {(¢, ;) }ier = Recony, ,(S) such that
Sieridi = a. Ttalso sets S = SU{Dy,..., Dy g} When [S] = k, § = S.
Then it first computes

k
s[i+1
Dy =Dy - H Kﬁf“ L H K
j=1 jre{0}u{s” el ] IM[5""]=1}
where qg = (qg[l],...,qglk + 1))T € ZE+! is defined as a coefficient vector
from Q4[Z] = Zfﬂl aglil - 2771 =[1,c4(Z — w). Next it picks random 7 and

outputs the signature

k+1

o= o= (JDi0)") hthS“] Wa(MY", oy = ([] D;4)

el el
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Verify(mpk, o, M, S) : To check that whether o is a valid signature for a message M
with set S, it first checks that o € G2. Otherwise it outputs 0. Then it checks

k41 )
e(g,9)" = e(g,01) - e(ho [] 135V - Wa(M), o)

j=1
and outputs 1 if it holds and O otherwise.

ABS with Constant-Size Signatures. The above scheme is PS scheme for relation
RXP_ By combining the result in Section 3 and Lemma 2, we obtain a PS scheme for
relation RPSE. Furthermore, by combining the result in Section 4 and Lemma 2, we
obtain the first non-monotonic ABS scheme with constant-size signatures. >

Here, we show the correctness and security of our PS scheme. Correctness of the
scheme is implied by the following lemma and simple calculation. The lemma also
implies privacy of the scheme since it indicates that the distribution of the signature
only depends on M and S. In particular, it is completely independent from sk, ,).

Lemma 3. For any )\, k, 5, M € {0,1}%, (L, p), S, (mpk, msk) < Setup()\, k), and
a private key sk, ,) < KeyGen(msk,mpk, (L, p)) where S is accepted by (L, p),
we have that o generated by o < Sign(mpk, M, S, sk, ,y, (L, p)) is distributed as
follows:

k+1 ]
o= (01 =g*-(ho ][] h?gm -Wa(M))",  on = 977’>
j=1

where r & L.

Proof. We first observe that

g —p(0) agli+1]; agli+1]yr -
Dq/;,1 _ gkl . h() . ( H hl p(i) CIS[J+ ]h;lj[lj'f‘ ]) Wa(M)

FEILK]
; T4 (=ri)- 27‘ 1,k p(i)? agli+1] slgl\Ti Ty
:gkz 'h[) 'h'1 ( j€(1,k] S ) . ( H h“]ls[]]) Wa(l\/l)
JjE[2,k+1]
G TT B waay
JE[1,k+1]

where we used the fact that — >, ., 7, p(i)?aglj+1] = qg[1] in the last equation. This

holds since i € I, we have p(i) € S C Sand 3, 711y (1) agli] = [1eq(p(i)—
w) =0.

5 To apply Lemma 2, the map f<7PSE should be injective. However, rigorously, it is not the
case. This is because we adjust the number of columns of a matrix associated with a span
program by padding zeroes in the computation of the map. This problem can be easily solved
by restricting the size of matrices used in the ABS scheme to always be the same.
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Next, we can see that

o) = H(gm ~(ho - H h;lg[j]>m -Wa(l\/l))m - (ho- H h?g[j])f Wa(M)7
]

i€l JEM,k+1 Je[LE41]
i i Hi sl T+ ier Tili
= 92161 Nipi (hO . H h;ls[J] . Wa(M))r > cr il
JE[L,k+1]
=g*-(ho [ n3Y wa(m))
jEl,k+1]

and 03 = ([I,c; D;4") 97" = g T Xier il = 7" where r = 7 + > icr Tilki-
Here, r is uniformly distributed over Z,, due to 7 as desired.

Unforgeability of the scheme is proven under the following assumption.

K-Computational Bilinear Diffie-Hellman Exponent (KX -CBDHE) Assumption. We
say that an adversary A breaks the K-CBDHE assumption on (G, Gr) if

)

is non-negligible and A runs in polynomial time where g &~ G, a &~ Z,,.

Before going to the security proof, we introduce following lemma proved in [42]
which abstracts out core technique used in the security proof of spatial encryption
scheme proposed by Boneh and Hamburg [8].

K+1

Pr[A(g, {gal}iE[QK}\{K—&-l}) —g°

Lemma 4. (/8]) Let G be a multiplicative group with prime order p and g be its genera-
tor. Let K, L be some integer bounded by polynomial of \, abe a = (a,a?,...,a")T €
ZX, {w;} - be elements in Z,, and {u;}}—, be vectors in Z. We also assume that
t € Z satisfies (t,u0) # 0 and (t,u;) = 0 for i € [1, L]. Then, there exists an PPT
BHSim which takes ({u;},, {w;} £, t, {g“i}ie[mK]\{K“}) as input and outputs

(gaK“ (gluoartwoyr ((gluia)y+wiyryL yyphere r & 7,

Theorem S. The above scheme is selective-predicate and adaptive-message unforge-
able under chosen message attack if the (k + 2)-CBDHE assumption holds in G.

Proof. To prove the theorem, it suffices to show that there exists a PPT A that solves
(k + 2)-CBDHE problem with non-negligible probability assuming a PPT forger F
against our scheme with non-negligible advantage. We show this by considering the
following sequences of the games. In the following, let X; denote the probability that
F is successful in Game i and the challenger does not abort. We also let K = k + 2 for
the simplicity of the notation.

Game 0. We define Game 0 as an experiment between the challenger and the forger F.
Let the success probability of F in the game be Pr[X] = e. By the assumption,
we have € is non-negligible.

Game 1. In this game, we change the way to choose mpk and msk. At the outset of the
game, F declares S* which is the set she wants to be challenged upon. S* is defined
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as 9* = S* U {Dy,..., DE_|S*|}. Then, the challenger picks a, &, izo, ey ﬁ/%+1a

B0y es Uy & Ly b0 & [-26Q,2Q — 1], b1,...,0, & [0,2Q — 1] and sets
msk = a®*! 4 &. Here, Q is the upper bound on the number of signing queries.
Next, mpk is set as

k1 o
ho = g0 . a'y—ag il h; = g™ - g% fori e [1,k+ 1],
mpk— | g il;[l(g ) g'i-g [ ]
K ~ K . 75 .
e(g,9)* =e(g”, " )-e(g,9)% wvi=(g" )% -g" fori€ [0,r]

®)
where q. is defined as a coefficient vector from Q¢. [Z] = Zf;l qg.[j]- 27 =
[I,cg:(Z — w). The rest of the game is the same as Game 0. Since the view of 7
is completely the same as that in Game 0, we have Pr[X;] = Pr[X)].
Game 2. Here, we define a function @ : {0,1}* — Z, and V' : {0,1}" — Z, as

P(M) = o + Z bi, V(M) =1+ Z 0j.

ie{j€[x]M[j]=1} ie{j€[x]M[j]=1}

Note that we have Wa(M) = (g )2M). gV(M) by this definition. In this game, the
challenger aborts if 7 makes signing query for (M, S*, (L, p)) such that (M) = 0
and Ry (S*, (L, p)) = 1. The challenger also aborts if the final output (M*, o*) of
F satisfies ®(M*) #£ 0. By the same argument as the security proof of the Waters’
identity-based encryption scheme [39], we have that Pr[X5] > Pr[X;]/(32(k +

Q).

Finally, we replace the challenger in Game 2 with an algorithm 4 that solves CB-
DHE problem with probability Pr[X5] which is non-negligible assuming Pr[X] is
non-negligible. We describe the description of A in the following.

Set-up of the Public Keys. Given the problem instance (g, { gai biel,2k)\{Kx+1}) and
S* from F, A Picks &, ho, - -+, Ry 1500, - -+ Uy & Lipy o & [~26Q,2Q—1], 61, . . .,
b, < [0,2Q—1], sets mpk as Equation (8), and gives it to F. This step can be efficiently
done only using problem instance, in particular, without knowing a or g“mrl
Answering Private Key Queries. Throughout the game, " may ask for a private key
for (L, p). Let L be an £ x m matrix and I be I = {i € [1,/]|p(i) € S*}. Since L does
not accept S*, we have e; ¢ span(L] ) where Ly is the sub-matrix of (L, p) formed

by rows corresponding to index ¢ such that ¢ € I. Hence, due to the proposition 11 in
[22], we have that there must exists an efficiently computable vector z € Z;,” such that

(e1,2z) = land Ly -z = 0. Now A picks w[2], ..., w[m] < Z, and implicitly defines
s=(s[l],...,s[m])" = az+w wherew = (0,w[2],...,w[m]) . Note that we have
that s[1] = « and that s[2],...,s[m] € Z, are uniformly distributed, as required in

Definition 2. Then F implicitly defines A\; = L; - s where L; is the i-th row of L. Then
A computes (D; 1, Dj 2, {5 j} e, 5+ 15 j }jejo.n) for i € [1, €] as follows.
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— For i € I, we have that \; = L; - s = L; - w holds since L; - z = 0 and thus \; can

be efﬁciently computed by A. In this case, A picks r; & Z,, and computes D; ; =
t-hy', Dig=g" {Kij = (hy oy hji1)" }Jelk],and{ :'U]T"i}je[o,n}

- Forz ¢ I, wehavethat \; = oL; -z + L; - w = pya® ! + po where pr=L; z

and po = L; - (Gz + w). A; is known to A if 11 = 0 and such a case can be dealt

with as the same as the case of ¢ € I. Thus we assume that ;1; # 0 in the following.

Since A does not know );, we have to rely on Lemma 4 in order to answer the

query.
A sets ug = (—qg*,O)T S ZK wg = hg, u; = 0 € ZK w; = 1, Uit =
—p(i)ier + €41 € ZK and wjp, = —p(i Yihy + hjy for j € [1,k], and
U o = Qj€K € Z and w;/ g0 = Uy for j' € [0,x]. It also sets t =
(1,p(i),...,p(H)5=1,0) E ZX . We can see that (ug, t) = — ] cg. (p(i) —w) #
0 since p(i) ¢ 5* and (u;, t) —Ofor] €lk+k+2).
Then A runs BHSlm({uZ}kJ”””"H7 }kJ”{Jr2 t, {gal}ie[mK]\{KH}) — (g“K+l-
(gluo-a)two)r ~I{((g<““a>+w1) }f:f”) v;/(here # < Z, due to Lemma 4. We Il(lave
~ +1 . +1 z i\ g [N +1
that D; ; := g -(g<“°"“>+7“”0)i:9“ (g"- Hffl(ga ) qS*”)
B Do o= (g ) = g7, K = (gloam @) Husnn )7 = ((g) =00
g*P(i)"hlJthl)r = (hy p(0)’ hjt1)” forj € [1,k], andK =9 <“ §+Rt22 +w1/+k+z)
= ((gaK)¢j’ ~g~i’)r = v, for j" € [0, K.
Finally’v‘A sets Di,l — dﬁll . gltz — gOt . hgl’ Di,2 = ﬁﬁi — gTi, Ki’j = Kﬁ; —
(hl_p(i)J ~hj1)" for j € [1,k], and K] ;, = (K’l’],)“ = v}/ for j' € [0, k] where
= p17. Since pg # 0 and 7 is uniformly distributed over Z,, r; is also uniformly
distributed over Z,, as desired.

a3+1

Finally, A gives sk, ,) = {D;1,D;2, {Ki,j}je[l,k]v {Kz{,j}je[O,m]}ie[l,L’] to F.

Answering Signing Queries. When F makes a signing query to (M, S, (L, p)), A
checks whether RXP(S, (L, p)) = 0 and returns L if it holds. Otherwise, it answers
the signing query as follows. There are two cases to consider.

— In case of S # S*, we have that $ # $* where $ = S U {Dy, ..., Dj—|s|}- Since
S # §* and || = | 5], there exists U € Y UD = Zy such that U ¢ S*andU € S.
Then A sets a monotone span program (L, p’) over U{ U D such that L’ = (1) €
Z;Xl and p’(1) = U. The monotone span program accepts a set iff it includes U.

So we have that (L, p’) accepts S while it does not accept S*. Then A can gen-
erates a private key sk = {9% - 5, 9" {07 Y hyst) yeqips {00 b rciom}
for (L/, p') such that r <~ Z, by the same way as answering private key queries.
Note that such a monotone span program is not considered to be valid one in the
real system when U € D. We consider such a key only in the security proof. Then
Aruns o < Sign(mpk, M, S, sk ), (I, p)) and returns o to F. Due to the per-
fect privacy of the scheme, the distribution of ¢ is completely the same as honestly
generated one.
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— Next we consider the case of S* = S. First assume that #(M) = 0 since otherwise
Aaborts. Apicks # <~ Z, and implicitly sets 7 = —a/®(M)+7. Then o = (01, 02)

is set as
o1 = g% (ho H h?s*[j] -Wa(M))"
JE[LE+1]
_ gaK+1+& . (gﬁ0+zi€[l,fc+l] qsw*[z']ﬁi . (gaK)d)(M)gf/(M))fa/qs(M)ij
- X -
— (ga)—h . (ga )@(M)r . ga—i-rh 9)

and oy = (g%)~/2M) . g7 where h = ho + D iell i1 98- [i]h; + V(M). In

the Equation (9), a problematic term g“KJrl cancels out. Thus A can efficiently
compute o1 and oy from the problem instance. Furthermore, since 7 is uniformly
distributed over Z,, o is correctly distributed by Lemma 3.

Extracting the Answer to the Problem from Forgery. At the last of the game, F out-
puts a forgery (M*, o* = (o7, 03)) for set S*. A aborts if &(M*) # 0 or Verify(mpk, o,
M*, 8*) = 0. Otherwise, A can extract the answer to the CBDHE assumption as fol-
lows. Since Verify(mpk, o*, M*, §*) = 1, we have that 5 = ¢~ " and

a7 = g% (ho H h;lé* 1 -Wa(M*))"
JEMLR+1]
= gakﬂm : (gr)ﬁoﬂzje[l,mll ags [i1-hy)+V (M)
for some 7 € Z,. The second equation in the above follows from the fact that 2(M*) =
oK+ : * o —& * EO“I’(Z‘ 2 qA*[j]';Lj)JFV(M*) —
0. Thus A can extract g by computing o7-g~%*-(03) el k+1) 48 =

oK+l

Since the view of F is completely the same as that in Game 2, the success proba-
bility of A is Pr[X5] which is non-negligible by the assumption.
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