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Abstract Boolean functions used in stream ciphers should have many cryptographic properties in order to
help resist different kinds of cryptanalytic attacks. The resistance of Boolean functions against fast algebraic
attacks is an important cryptographic property. Deciding the resistance of an n-variable Boolean function
against fast algebraic attacks needs to determine the rank of a square matrix of order } 7_, (7;) over binary
field Fa, where 1 < e < (%'\ In this paper, for rotation symmetric Boolean functions in prime n variables,
exploiting the properties of partitioned matrices and circulant matrices, we show that the rank of such a matrix
can be obtained by determining the rank of a reduced square matrix of order (375_, (?))/n over Fa, so that the
computational complexity decreases by a factor of n“ for large n, where w &~ 2.38 is known as the exponent of

the problem of computing the rank of matrices.
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1 Introduction

Boolean functions play a vital role in coding theory and in symmetric cryptography [1]. Various criteria related
to cryptographically desirable Boolean functions have been proposed. Boolean functions used in stream ciphers,
especially in the filer and combination generators of stream ciphers based on linear feedback shift registers,
should have large algebraic immunity (AZ), in order to help resist algebraic attacks [2, 3, 4]. Moreover, Boolean
functions should also have the resistance against fast algebraic attacks (FAA’s) [5, 6, 7]. To a certain degree
the algebraic immunity can be contained in the resistance of Boolean functions against FAA’s [8, 9, 10], and
the resistance against FAA’s has been considered as an important cryptographic property.

Many problems on Boolean functions give rise to matrices. The study shows that an n-variable Boolean
function f has the optimal resistance against FAA’s if and only if there does not exist a nonzero n-variable

n

Boolean function g of degree lower than % such that fg = h and deg(g) + deg(h) < n [5, 11]. Usually, when
considering the resistance of f against FAA’s, we need to determine whether

deg(fg) =n—e

holds for any nonzero n-variable Boolean function g with deg(g) < e [12, 8, 10]. Clearly, if it is ture for every
e=1,2,---,[§] — 1 then f has the optimal resistance. This problem can be converted into determining the
rank of a 3¢ () x >_, () matrix over binary field Fs.

i i
As a matter of fact, there does not exist an n-variable Boolean function with optimal resistance against FAA’s

for most values of n. By investigating the determinant of such a y ;_, (Tz”) X3 (T;) matrix, one can see that

an n-variable Boolean function has the optimal resistance only if n = 2° or n = 2°+1 with positive integer s [13].

Therefore, an n-variable Boolean function f with almost optimal resistance against FAA’s is also interesting,

i.e., there does not exist a nonzero n-variable Boolean function g of degree lower than % such that fg = h and

deg(g) + deg(h) < n — 1. This means that we need to determine whether deg(fg) > n — e — 1 holds for any
nonzero n-variable Boolean function g with deg(g) < e and this problem is then converted into determining the

rank of a > .4 (1) x>i_, (7) matrix over Fa. A class of n-variable balanced Boolean functions [11], called
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Carlet-Feng functions, was proved to have almost optimal resistance and even optimal resistance if n = 2° + 1
exactly [13]. Another class of even n-variable balanced Boolean functions [14], called Tang-Carlet functions,
was also proved to have almost optimal resistance [15]. But for Booelan functions that are neither Carlet-Feng
nor Tang-Carlet we want to know if it is possible to decide their resistance against FAA’s more efficiently.
The main contribution of this paper is to decide the resistance of a special class of Boolean functions,
called rotation symmetric Boolean functions. We study the resistance of n-variable rotation symmetric Boolean
functions against FAA’s where n is prime. We show that (a small variant of) the >7_o () x Y7 () square
matrix mentioned above for a prime n-variable rotation symmetric Boolean function can be represented as a
partitioned matrix with circulant blocks, which is equivalent to a square matrix of order (37  (7))/n with
circulant polynomial entries. Then, by the properties of partitioned matrices and circulant matrices, we prove
that the determinant of the partitioned matrix over Fy can be obtained by computing the constant term of the
determinant of such a polynomial matrix over Fa[x]/(2™ — 1). Finally, the problem on the polynomial matrix is

converted into a reduced square matrix of order (37, (TZL)) /m over integers.

2 Preliminaries

Let n be a positive integer. An n-variable Boolean function f is viewed as a mapping from vector space F5 to
binary field Fo and has a unique n-variable polynomial representation over

FQ[xlaan"' ,xn]/(l‘% —1‘171:3 — X2, 7‘7"12'7, _‘T"n)7

called the algebraic normal form (ANF) of f,

flxy, 22, 2p) = ap + E a;T; + E Qi T;Tj + -+ A12..0T1T2 * + * Ty,

1<i<n 1<i<j<n

where ag, a;, Gij, . .., @12..., belong to Fa. For simplicity, an n-variable Boolean function f(z) sometimes is
written as f(x) = Zcng fex®, where z¢ = z{'x3? -+ -2t and f. € Fo. We denote by B, the set of all the
n-variable Boolean functions.

For f € B, the set of x = (x1,22, -+ ,2,) € FY for which f(x) = 1 is called the support of the function,
denoted by supp(f). The Hamming weight of f is the cardinality of supp(f), denoted by wt(f). Boolean
function f is called balanced if wt(f) = 2"~!. The algebraic degree of Boolean function f, denoted by deg(f),
is the degree of its ANF. It is well-known that the algebraic degree of a balanced n-variable Boolean function
is less than n, i.e., the coefficient of term zixs - - - zo in its ANF must be zero.

An important class of Boolean functions are called rotation symmetric Boolean functions (RSBF’s). For
x = (x1,2T2, - ,x,) € FY, let

plxr, @, xn) = (2,23, , Tn,T1),
and
(@) = p(p*H(x)).
Definition 1. An n-variable Boolean function is called rotation symmetric if for any = € Fy, f(p(z)) = f(x).

A rotation symmetric Boolean function is unchanged by any cyclic permutation p* of the varaibles 21, o, - - - , .
The set of all n-variable rotation symmetric Boolean functions is denoted by RSB,,.
For c € Fy, we define
Gule) = {p*() [0 <k <n—1}.
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We denote v(c) by the number of elements in G, (c), i.e., v(c) = |G,(c)|, and select the representative element
of G, (c) as the lexicographically first element. Let I'(n) be the set of all the representative element of G, (c).
In particular, v(c) = n if ¢ € F§ \ {0,} and n is prime.

With above notations, an n-variable rotation symmetric Boolean function f can be written as

fa)y=> fo Y a"

cel(n) u€eG,(c)

where f. € Fy and a* = z}*z5? - - - x». This also means that the existence of a representative term z¢ implies
the existence of all the term z* (u € G, (c)) in the ANF of f.

3 Deciding the Resistance of Boolean Functions against Fast Algebraic Attacks

When studying the resistance against FAA’s, the following two sets of vectors and a matrix over Fy are useful.

Denote W, by the set {x € F} | wta(x) < e} in lexicographic order and W, by the set {z € F3 | wto(x) > d+1}
in reverse lexicographic order where 1 <e < [§] and d <n. For x € F, let T = (x1 + L,z +1,--- , 2, + 1).
It is clear that if x is the j-th element in W, and € W, then Z is the j the element in Wy. In particular,
1, =(1,1,---,1) and 0,, = (0,0,--- ,0) are the first elements in Wy and W, respectively.

For y,z € F3, let z C y be an abbreviation for supp(z) C supp(y), where supp(z) = {i|x; = 1}; and let
yNz = (y1 Az1,y2 A 22, ,Yn A 2n), where A is the AND operation. Recall the cyclic permutation p mentioned
in Section 2, it is easy to see that p(y N z) = p(y) N p(z). Denote W(f;e,d) by a matrix over Fa related to
function f € B,,, which is a Z?:dﬂ (?) X0 4 (’Z) matrix with ij-th element equal to

Wi = Wy, = fyﬂ27

where y is the i-th element in YW, and z is j-th element in W,.

It was proved in [13] that there exists no nonzero function g of degree at most e such that the product gh
has degree at most d, which means that deg(fg) > d + 1 holds for any nonzero n-variable Boolean function g
with deg(g) < e, if and only if the matrix W(f;e, d) has full column rank. Therefore, if W(f;e,n — e — 1) has
full column rank then deg(fg) > n — e holds for any nonzero n-variable Boolean function g with deg(g) < e,
and if W(f;e,n —e — 2) has full column rank then deg(fg) > n — e — 1 holds for those g. That is to say,
one can determine the optimal or almost optimal resistance by computing the rank of W(f;e,n —e — 1) or
W(f;e,n — e — 2) for all the possible e.

It is easy to see that W(f;e,n —e — 1) a symmetric > ¢, (?) X3, (7;), denoted by W (f;e), and the
resistance against FAA’s is related to the problem whether matrix W (f; e) has nonzero determinant over Fo. It
was also noted in [13] that W(f;e) has an interesting property about its determinant.

Lemma 1. If wyy = Y0 ((7) + 1 mod 2 then det(W(f;e)) = 0, and if w1 = Y.y () mod 2 then
det(W(f;e)) = det(W(f;e)1D), where W(f;e)D is the matrix that results from W(f;e) by removing the
first row and the first column. In particular, when wyy = 0, det(W(f;e)) =1 only if 3;_ (%) is even.

Generally and for simplicity, we define V(f;e,d) = W (f;e,d)"V), which is the matrix that results from
W (f;e,d) by removing the first row and the first column. In particular, we have V(f;e) = W(f;e):1).

Usually, balanced Boolean functions are more interesting for cryptography. For balanced Boolean functions,
entry wii in Lemma 1 is always zero. When considering the resistance of balanced Boolean functions against
FAA’s, we have a definition of an n-variable balanced Boolean function having the (almost) optimal resistance

against FAA’s.



Definition 2. An n-variable balanced Boolean function has (almost) optimal resistance against FAA’s if both
of following two conditions hold for 1 <e < [§]:

1. det(V(f;e)) =1 when >;_ (%) is even;
2. W(f;e,n —e—2) has full column rank when >;_, (%) is odd. 0

For balanced Boolean functions in odd number of variables, we give a simplified sufficient condition, compared
with Definition 2, such that they have (almost) optimal resistance against FAA’s. With this simplified condition,
in Section 5, we can focus on the problem about the determinant of V'(f;e). This condition is mainly based on
the following combinatoric property.

Lemma 2. Let n be odd and e < n. If Y27 (%) is odd, then both e and ZEH () are even.

Proof.  Denote by IntExp, (V) the exponent of the highest power of 2 that divides integer N. Let IntExp,(n—
1) = k. We show that (g), (g), (Z), e (2'@711) are all even, but (272) is odd. Let 2 < ¢t < 2. When ¢ is even the
parity of () is determined by

t—2

IntExp, [H_20 (n—1-— 22)] — IntExp, {Hzl Qi] .

Since k = IntExp,(n—1) we have n = 1 mod 2* and IntExp,(n—1—2i) = IntExpy(2i) for every i = 1,2, --- , 52,
Then when t is even, (?) is also even if and only if

IntExp,(n — 1) — IntExp,(t) > 0.

For t = 2,4,--- ,2F — 2 we have IntExpy(n — 1) — IntExpy(t) > 0, and for i = 2 we have IntExpy(n — 1) —
IntExp,(2i) = 0 because n = 1 mod 2¥ but n # 1 mod 2¥*!. Then (g), ("), ("), cee (zkn_z) are all even, but

1) \6
(272) is odd. Note that
n _[n n—t
t+1) \t) t+1’

) when ¢ is even. Therefore, (%), (%), (%), -+, (")

This implies that the parity of (;) is the same as that of ( 3)(5)s (7

are all even, but (”) (

t+1
n
2k+1) are odd.

Now we can see that ZZ o (7) is the first odd number in the sequence
1 2 2k —1 2k
> ()20 ()2 0)-
. Z' ) . Z< ) ) ¢ i 9 ¢ Z' ) 3
=0 i=0 i=0 =0

and 22 o= Z?k (M) + (2,]:_1) must be even since (" ;) is odd. The next possible odd number in the

=0
sequence must be in the form of Zz +2 (") where 1 < j < # and (Qkin) is odd. Finally, if 22 +2 (M) is
odd then it must be followed by an even number 22 2l (l) in the sequence because (2k+2j) and (2’*’+gj+1)
has the same parity. a

Theorem 1. Let n be odd, 1 < e < [5], and f be an n-variable balanced Boolean function. f has the

(almost) optimal resistance against FAA’s if det(V(f;e)) = 1 holds for every e such that >°;_, (%) is even.

Proof.  Function f satisfies the first condition in Definition 2. When Y ;_, (") is odd we need to check the rank
of W(f;e,n—e—2), whichisa 30 (") x 3¢, (%) matrix. By Lemma 2, if 35, (7) is odd then 377, (%)
must be even. Note that matrix W (f;e,n—e—2) consists of the first 37 (%) columns of W(f;e+1,n—e—2),
which is a square matrix of order Zfié (). We have det(W(f;e+1,n—e—2)) =det(V(f;e+ 1)) = 1 thus
W(f;e,n —e—2) has full column rank for 1 < e < [2] such that Y7 (%) is odd. This means that f also
satisfies the second condition in Definition 2. Therefore, f has the (almost) optimal resistance against FAA’s.O
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4 Partitioned Property of V(f;e,d) for RS-function f in Prime Variables

We concentrate on the resistance of rotation symmetric Boolean functions in prime number of variables and we
always let n > 2 be a prime if not mentioned in the following content of this paper.

In this section, for f € RSB,,, we show that matrix V' (f;e,d), the matrix that results from W(f;e,d) by
removing the first row and the first column, can be represented as a partitioned matrix with circulant blocks.
In the next section, we consider computing the determinant of V(f;e,n —e — 1) = V(f;e) over Fs.

Definition 3. An n x n circulant matrix C takes the form

¢ Cn-1 c2
C1 €0 Cn-1 C2
C1 Co
Cn—2 T e Cp—1
Cp—1 Cp—2 -+ C1 QO

A circulant matrix is a special kind of matrix where each row vector is rotated one element to the right relative
to the preceding row vector. It can be fully specified by the last row vector (¢,—1,¢n—2, -+, ¢o). The polynomial

a(lz)=co+caz+- -+ Cn12"

is called the associated polynomial of matrix C. O

Let P be a cyclic permutation matrix, given by

00 ---01
-00

0"
.00

0---010

Substitute matrix P for x in the associated polynomial, we have C' = a(P).

Moreover, for any two given circulant matrices A and B, and their associated polynomials a(z) and b(z)
respectively, it is easy to see that the sum A + B is a circulant matrix with associated polynomial a(z) 4+ b(z)
and the product AB = BA is a circulant matrix with associated polynomial a(z)b(z) mod (2™ — 1). In other
words, circulant matrices form a commutative algebra.

For rotation symmetric functions, recalling I'(n), the set of all the representative element of G, (c), we denote
by I'c(n) the set {y € I'(n) | wta(y) < e} ordered by increasing weight and by ~v4(n) the set {y € I'(n) | wta(y) >
d+ 1} in reverse order as T'.(n). It is clear that applying the cyclic permutation to each element repeatedly in
I'e(n) and in y4(n) results W, and W, respectively.

Lemma 3. Let n be a prime and f € RSB,,. For a € T.(n) \ {0,} and 8 € v4(n) \ {1,}, matrix

Vo = {Wy: }yea, (8),2€Gn ()

is circulant.

Proof.  Note that Vg, is a (v(8) x v(a)) matrix, and prime n implies that v(5) = v(a) = n, then V3, is an
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n X n square matrix, and can be written as follow,
Wha Wap(a) T Wppn=2(a) Waprn—1(a)
Wp(B)a WoB)p(a)  Wp(B)p2(a) Wo(B)pm=1(a)
Wp2(B)p(e)  Wp2(B)p?()

Wpn=2(8)a - - Wpn=2(8)pn =1 ()

Worsi(B)a Wor—t(@p(a) 1 Wpni(8)pr=2(a) Wpr=1(8)p (o)

Thanks to the rotation symmetry of f, we have

funz = Fownz) = Fowynez) = -+ = For-1wnz) = Fon-1(m)npm-1(2)-
Then,
Wpa = Wy(P)p(a) = = Won-1(@)pn-1(a) =  JSpna
WpBla = Wpe2(B)pa) = ==  Wapn-1(a) = Jp@)na
Won—2(B)a = Wpn=1(B)p(a) = " = Wpn=3(8)pn-1(a) = for—2(8)na
Wpn-i(Bla = Whpla) = = Wpnm2(g)pni(a) = fr-i(p)na

which means that Vs, is circulant matrix with associated polynomial

av,. (z) = fana + fopyna T+ + fo-1(g)na - 2" O

The first row of W(f;e,d) is {w1,,2}zew. and the first column of W(f;e,d) is {wy,0,},cpp,- From the
definition of V'(f;e,d), it can seen that Vg, in Lemma 3 is a sub-matrix of V(f;e,d) since a # 0,, and § # 1,,.
Denote by V;;(1 <14 < k1,1 < j < ko) the matrix Vg, where 3 is the i-th element in vy4(n) \ {1,} and « is the
j-th element in T'c(n) \ {0, }. Then matrix V(f;e,d) can be represented as a partitioned matrix as follow,

Vit Vig -+ Vig,

Vor Vag -+ Vo, 0

thll V]i)12 Vk1k2

where k1 = |[ya(n)|—1, k2 = [Tc(n)| — 1 and each block Vj; is circulant. This means that we obtain a partitioned
property of V(f;e,d) for any RS-function f in prime variables.
Theorem 2. Let n be a prime and f € RSB,,. Then matrix V(f;e,d) can be partitioned into (k1 X k2)
circulant blocks of order n x n, where k1 = |y4(n)| — 1 and ky = |Te(n)] — 1.

Note that |yp—e—1(n)|] = [T'e(n)|. Thus for prime n matrix V(f;e) can be partitioned into (k x k) circulant
blocks of order n x n, where k = |I'c(n)| — 1. With the notations in Equation (1), denote by V}; the symmetric
block of V;;(1 < 4,5 < k,i # j) in matrix V(f;e).

5 The Determinant of V(f;e) for RS-function f in Prime Variables

The following property may be known as the generalized Schur’s formula about the determinants of partitioned
matrices or block matrices.



Lemma 4. [16] Let R be a commutative ring. Assume that M is a (kn x kn) matrix over R and can be
partitioned into k2 blocks of order n x n. If all the blocks, denoted by C;i;(1 < i,j < k), are commutative
pairwise under the matrix multiplication over R, then the determinant of M,

det(M) = det Z sen(m)Crr(1)Can2) * + Crniy | »
TeP[k]

where P[] is set of all possible permutations of integer set {1,2,--- ,k} and sgn is the sign of permutation .

Corollary 1. Assume that M is a (kn x kn) non-zero matrix over Fo and can be partitioned into k2 blocks
of order n x n. If all the blocks, denoted by C;;(1 < i,j < k), are pairwise commutative under the matrix
multiplication, then the determinant of M,

det(M) = det Z Cir(1)C2r(2) " Crni) |
TEPIkK]
where P[k] is set of all possible permutations of integer set {1,2,--- ,k}.

Circulant matrices are pairwise commutative under the matrix multiplication. Lemma 4 or Corollary 1 can
be applied to V(f;e) directly.
Theorem 3. Let n be a prime and f € RSB,,. The determinant of matrix V(f;e) is equal to

det Z V17r(1)v27r(2) T Vkﬂ(k) )
TEeP[k]
where k = |T'c(n)| — 1.

According to Theorem 3, the determinant of matrix V(f;e) is equal to that of a circulant matrix of order
n X n. From the relationship between circulant matrices and their associated polynomials, we can see that its
associated polynomial is the determinant of polynomial matrix

aji(z) ae(z) -+ ajg(x)
321(50) 322(1’) agk(l')
ap1(z) age(x) -+ agp(x)

over Fy[z]/(2™ — 1), which is equal to

k
Z <H aiw(i)> mod (z" — 1),

rePk] \i=1

where a;.(;) is the associated polynomial of circulant matrix Vi ;) and k = |Te(n)| — 1.

Corollary 2. Let n be a prime and f € RSB,,. The determinant of matrix V(f;e) is equal to that of a
circulant matrix with associated polynomial ZWE’P[k] (Hle ar(;y mod (2" — 1)), where a,(;) is the associated
polynomial of circulant matrix Vi) and k = |[['c(n)| — 1.

Lemma 5. Let n be a prime and f € RSB,,. If the associated polynomials of V;; and V}; are a(x) = Z?;Ol azxt
and b(z) = Z:‘:_Ol bzt respectively, then ag = by, a; = b,—; and by = a,,_; hold for 1 <t <n — 1.
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Proof.  Let § be the i-th element in v4(n) \ {1,} and « be the j-th element in I'.(n) \ {0,}. Since & is
the j-th element in v4(n) \ {1,} and 3 is i-th element in '.(n) \ {0,}, from the proof of Lemma 3, we have
as = for(pyna, and by = foia)ng. Then byt = fon—t(aynp and an—y = fon—t(g)na for 1 <t <n —1, and it is
clear that agp = fsna = fang = bo. Note that

" @) np)=p(B)Na,

and
p(p" T (B)na) = p'(a)n B.

Thanks to the rotation symmetry of function f, we have f,t(g)na = for-t(a)np and fot@)ng = for-t(g)nas i-€-,
a; =bp_sand by = a,_¢ for 1 <t <n—1. |
Lemma 6. Let n be a prime and f € RSB,,. The associated polynomial a(x) = co +c1z + -+ + ¢, 1271 of
a block on the diagonal of matrix V(f;e) satisfies ¢; = ¢,—; for 1 <i<n— 1.

Proof. Let k = |Te(n)] — 1 and « be the k-th element in T'e(n) \ {0,}. Then 8 = @& is the k-th element in
~va(n)\ {1, }. Hence, the k-th block on the diagonal of matrix V(f;e), denoted by Vi, can be fully determined
by «a. From the proof of Lemma 3, its associated polynomial can be given by

n—1 n—1
aka(x) = Z = fpi(ﬂ)n& -zt = Z = fpi(a)m& -,
i=0 i=0

ie., ¢; = fyiayna and ch—j = fpn-i(a)na for 1 <i<n —1.

Let a = (aj, a2, -+ ,ap). For 1 <i < "T_l we have
N A A —
pa) N = (Gi1101, Q54202+, QpGp—i, G10n—it1,A20n—i42, " , Qilp),
and
n—i/~ =~ __
P @) N = (An—ig101, An—it202, " AnGi, A1Gi11, A20i42 " Qnp—ilp ).
Therefore,

(@) Na = " (ol (@) N d),

which implies that f,i(a)na = fon—i(a)na and ¢; = cp—; for 1 < i < n —1 due to the rotation symmetry of
function f. a
For simplicity, we say that a polynomial of degree less than n over Fa[x] is coefficient symmetric or a coefficient
symmetric polynomial if its coefficients satisfy the conditions in Lemma 6. The following three lemmas are about
the properties of coefficient symmetric polynomial.
Lemma 7. Let C be an n X n circulant matrix over Fo. If the coefficients of associated polynomial a(z) =
Z?:_Ol c;x’ satisfy ¢; = ¢,_; for 1 <i < n — 1, then the determinant of matrix C, det(C) = co.
Proof.  View matrix C' as a circulant matrix over the complex field C. Let w be the n-th roots of unity and
v/—1 is the imaginary unit, i.e., w = eXp(%T\/?l) = cos 27” ++/—1sin 27” It can be verified that the eigenvalues
of the transpose of matrix C' are then given by \; = ¢y + c1w? + cow? + ¢ _qw™ VI with j =0,1,--- ,n — 1.
Then the determinant of matrix C' over complex field C is equal to H;L;Ol A;j, which must be an integer, and the
determinant of matrix C' in finite field Fq is

n—1
det(C) = H (co+ 1w’ + cow? + - 4 ¢ 1w V) mod 2.
5=0



Note that w¥ + w05 = 2. cos 2”# From ¢; = ¢,,_1 we have

n—1
n—1 2
2

det(C) = H co+2 Z c; cos( mj) mod 2 = ¢j mod 2 = ¢p.

j=0 i=1
Lemma 8. Let a(z) = > 1= 01 a;z* and b(z) = Z bjz? be two polynomials of degree at most n — 1 over
Fo[z]. Assume that c(z) = a(z)b(z) mod (2™ — 1) = Z:é cxxk. For 1 <i,j,k <n-—1,if a; = a,_; and
bj = bp—j, or if a; = by—;, bj = ap—; and ag = by, then ¢ = cp_p.
Proof. For 1<k <n—1we have

¢k = agby + agbo + Z aibj, Cnk = aobn_k + an_rbo + Z aib;.

ik mod n i+j=(n—Fk) mod n
16, j<n—1 R
Consider
() [i+i=hmodn1<ij<n—1}
and

There exist two one-to-one correspondences,

(’L,j)H(TL—Z,n—]) and (z,g)»—)(n—j,n—z),
between the above two sets. Then, for 1 < k < n — 1 we have

Cn—k = Aobn_g + an_bo + g Qp—ibn_j = agbg + agpbo + g aib; = cp
i+j=k mod n i+j=k mod n
1%1‘,3‘@171 1%1‘,3‘@171

if a; = an—; and b; = b,_j, and have

Cn—k = Qobp_p+an_bo+ Z Qp—jbn_; = agag+brbo+ Z bja; = boax+brao+ Z bja; = cg

i+j=k mod n i4+j=k mod n i+j=k mod n
1<i,j<n—1 1<i,j<n—1 1<i,j<n—1
if ag = bo, a; = bp—; and b; = a,—;. This completes the proof. ]

Lemma 9. Let {a)(z),as(z), - ,ar(x),bi(z),ba(z), - ,bir(x)} be 2k polynomials of degree at most n — 1
over Fa[z]. Assume that a;(z) = Z;ZOI a;;xt, bi(x) = Z?;ol byt

k
x):HaZ-( ) mod ( ZhlJ )
i=0

and i
hy(z) = Hb (z) mod ( Z hojat.
i=0
Forl1<i<kandl<j<n—1,if ajo = bio, a;; = bi(n—j and b;; = Gi(n—7) then hy; +ho; = hl(nfj) +h2(n—j)-
Proof. Let A={1,2,3,--- ,n—1,n}. For 1 <j <n—1wehave hy; + hy; eqauls

n
E E E (@s1ju, =" Csnduy s 07 Gs0 + by, =+ sy bour0 -+ spo) -

u=1 {s1,82, s }CA j51+~4+j3u:j mod n
s El “ee 8 i e g <n-—
< E
{suti1 sut2, 5k} 1<jsy, - Jsy <n—1
CA\{s1,82," ,5u}



The proof is similar to Lemma 8. There exists one-to-one correspondence

(jsujsw"' 7.j3u) = (n_.jsun_.jszv"' 7n_j3u)
between
{Gsrs 5 dsu) ldsy + - +ds, =jmod n, 1 < gy 5 Js, Sn—1}
and
{(.jsu"' 7j$u)|j$1 +"'+j$u = (TL—]) mOdnal gjsl?"' ajSu <n-— 1}

Since a0 = bio, aij = bi(n—j) and byj = a;,,—j) for 1 < j < n — 1, it follows that hyg,—j) + ham—j) equals

n
E E E (asljsl C sy, Usy 100 G0 bsljsl T bsujsu bs, 10 bSkO)

u=1 {s1.52.5u}CA  jay+-Fisy=(n—j) mod n
{sut+1-Sut2: Sk} 1<gsy o sJsgy Sn—1
CA\{s1,s2, " ,su}

= Z Z Z (asl(n_j51) e a'su(n_jsu)a5u+10 T asko + bS1(7L—jsl) e bsu(n—jsu)bqurlO T bs;J))

u=1 {s1,s2,-,su}CA jsq -+ +is, =5 modn
{sut1ssut2: 5kt 1<isy o ds, Sn—1
CA\{s1,8s2, ,su}

n
= E E E : (b81jsl T bsujsu bsu+10 T bSkO + As1je; """ Asyfisy Xsyuy10° " aSkO)

u=1 {sy1,s2, ,su}CA Jsy+-+js, =J modn
{suti1 sut2, 5k} 1<jsy, - sy <n—1
CA\{s1,s2,,su}
= hyj + hoj.
This completes the proof. |

Now we prove that the determinant of V(f;e) over Fy can be obtained by computing the constant term of

the determinant of polynomial matrix

aii(x) aja(z) ag(x)
321(96) 322(33) an(l‘)
ap(z) age(x) agk(x)

over Falx]/(2™ — 1).
Theorem 4. Let n be a prime and f € RSB,,. The determinant of matrix V(f;e) is equal to the coefficient
of constant term of polynomial

n—1 k
p(z) = Zpﬂ?i = Z (H am(i)> mod (z" — 1),
=0 rePlk] \i=1

ie., det(V(f;e)) = po, where a;,(;) is the associated polynomial of circulant matrix V;,¢;y and k = [T'¢(n)| — 1.

Proof. By Corollary 2 and Lemma 7, if p(z) is coefficient symmetric then det(V(f;e)) = po. Therefore, it

suffices to prove that p(x) is coefficient symmetric, i.e., p; = p,—; holds for 1 <i < n — 1. O
For a given permutation m € P[k], we consider the following two sets,

Ay ={r|n(r)=r1<r<k}

and
Ao ={(s,t)|7(s) =t,w(t) =s,1 < s,t < k,s#t}
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Let {ri,7a, -+ ,ru} = A1, {(s1,t1), (s2,t2), -, (Susty)} = Az, where 0 < u < kand 0 < v < g Then every
product in the sum

k
Z (H am(i)> mod (z" — 1) (2)
nePlk] \i=1

can be written as
Qpypy Ay, Bgyty Apysy 0 Aty Bby sy Ay gy igjo * " A ; mod (z" — 1)
T1T1 Ty Ty X111 A1 81 Syty Ay sy i1 1 Aizj2 th—u—2v]k—u—2v )
where (i1,51), -, (ik—u—2v, Jh—u—20) ¢ Do and i1 # j1, -, ik—u—20 7 Jk—u—20- Note that
n
QAryry Ay, Qs Atysy T Aty Aty s, Q11 Qgindn " Ay _0yik—u_20 mod (I - 1)

is also a product in Sum (2). We add above two products and obtain

k—u—2v k—u—2v

n
Aryry 0 Aryry, Ayt Aty sy T Ayt Ay sy, < H Ay s + H ajﬂx) mod (l‘ - 1)'
A=1 A=1

This means that some products in Sum (2) can be combined in pairs. In particular, for a given permutation 7
such that k£ = u + 2v,

Arypy Ay, Asyt Aty sy T Qs t, Aty s,

is a single product in Sum (2).
Recall that a,,,,,--- ,a,,r, are the associated polynomial of blocks on the diagonal of matrix V(f;e). Thus,
they are coefficient symmetric and by Lemma 8 the product

Ay - Ap,p, mod (2" — 1)

is also coeflicient symmetric. Similarly, By Lemma 5 a,, ¢, a;,s, mod (2™ — 1),--- ,a4,,a,s, mod (" — 1) are
coefficient symmetric and by Lemma 8 again the product

n
As1t1 Q151 "7 Asyt, Aty sy mod (q; - 1)
is also coefficient symmetric. Moreover, by Lemma 5

a;,;, mod (z" — 1), a;,;, mod (z" —1),--- mod (2" — 1)

Qg v fk—u—2v

and

a;,;;, mod (z" —1),a;,,, mod (z" —1),--- mod (2™ — 1)

) ajk—u—?uikfu72'v

are two lists of polynomials satisfying the conditions in Lemma 9. Then it follows from Lemma 9 that

k—u—2v k—u—2v
( H VI + H ainA> mod (1;” _ 1)
A=1 A=1

is a coeflicient symmetric associated polynomial. Finally, we come to the conclusion that

k—u—2v k—u—2v
Apyry Ay, Ayt Aty sy 7 Ayt Aty s, I I Ajyjn + H Ajyin
A=1 A=1

modulo (z™—1) must be a coefficient symmetric polynomial and then p(z) is a sum of some coefficient symmetric
polynomials. This completes the proof. O
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Finally, in fact, we need not to compute the whole p(x). Due to its coefficient symmetry, the coefficient of
its constant term can be obtained by computing an integer matrix of order k£ x k.

Theorem 5. Let n be a prime and f € RSB,,. The determinant of matrix V' (f;e) is equal to the determinant
of k x k integer matrix

ari(1) aa(1) --- ak(l)
321(1) 322(1) agk(l)

ai(l) apa(l) - agk(l)
modulo 2, where a;;(x) is the associated polynomial of circulant matrix V;; and k = [T'c(n)| — 1.

Proof.  The determinant of matrix V(f;e) is equal to the coefficient of constant term of polynomial p(z) =
S piat in Fola]/(z™ — 1) and

aii(z) an(z) -+ ag(x)
p(z) = det({ay;(z) hi<ij<k) = det am:(x) a22:(m) a%:(x) :
ak(x) akz(l’) e akk(x)

where the determinant of polynomial matrix {a;;(z)}1<i j<k is defined in Fa[z]/(2™ —1). This determinant can
also be defined in Z[z], and viewed as a polynomial with integer coefficients of degree at most (n — 1)k, denoted

by q(z) = 21(261)19 ¢;x* with ¢; € Z. Then we can denote by q(1) the determinant of integer matrix

a11(1) 312(1) alk(l)

asy 1 a9 1) --- a9 1 (n—l)k
(2 ) |02
. . =0

ap(1) apa(1) - agx(1)

It is clear that p(z) = (q(z) mod (z™ — 1)) mod 2. We have p; = (Z?;& qH_jn) mod 2 for 0 < i < n—1. Recall

that p(x) is coefficient symmetric, i.e., p; = pp—; for 1 <i < n — 1, then

k—1 k—1
Z Qi+jn = Z dn—i+jn mod 23
j=0 §=0
which implies that
(n=1)k k-1 (k-1 k-1
Z g | mod 2 = Z qo+jn | mod 2 + Z Z Qitjn + Z Gn—itjn | mod 2
i=0 j=0 i=0 \j=0 §=0
k—1
= Z Go+jn | mod 2.
j=0
This means that det(V(f;e)) = po = (Zf;é q0+jn> mod 2 = q(1) mod 2. O

Thanks to Theorem 5, we obtain an algorithm for computing the determinant of V' (f;e) over Fy more
efficiently compared with the straightforward computation of the determinant of V(f;e) over Fs.
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Computing the Determinant of V(f;e) over Fy

Input: balanced rotation symmetric function f in n variables (including all the coefficients of f), integer e with
1<e<[4]

Output: det(V(f;e))

Initialize: d=n—e—1, E=37 ((7), Te(n), va(n), k = (E —1)/n) and (k x k) matrix A

01: if E is odd then output 0

02: for i from 1 to k do

03: B « the i-th element in v4(n) \ {1,}

04: for j from 1 to k do

05: a < the j-th element in I'c(n) \ {0,}
06: aij < fpra + fppyna + -+ for-1(p)na
07:  end for

08: end for

09: A+ {aij}lgi,jgk
10: Compute and output det(A4) mod 2

For prime n, we have that k = (3;_, (7) —1)/n =~ (X;_, (7))/n. The complexity of computing det(V (f;e))

% 4

() ()

where w is known as the exponent of the problems of computing the determinant, the matrix inverse, the rank,

in the way of Theorem 5 is about

the characteristic polynomial etc. As far as we know, the algorithm of Coppersmith-Winograd (for matrices

that can be operated over fields) has the lowest aymptotical estimate that w ~ 2.38 [17].
Note that obtaining the integer matrix in the Theorem 5 needs O ((25:0 (7;))2 . (1/n)) extra field operations.

Thus the total complexity is about

o((£0) ++(=0) ()

which decreases by a factor of n® for large n, compared with the complexity of computing det(V (f;e)) directly,

that is about O ((35_, (7))°).
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