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Abstract

In the literature, few constructions of n-variable rotation symmetric bent functions have been pre-
sented, which either have restriction on n or have algebraic degree no more than 4. In this paper, for any
even integer n = 2m > 2, a first systemic construction of n-variable rotation symmetric bent functions,

with any possible algebraic degrees ranging from 2 to m, is proposed.
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1 Introduction

Boolean bent functions were introduced by Rothaus in 1976 [13]. Let F2 be the finite field with two
elements, n > 0 be a positive integer, and F5 be the n-dimensional vectorspace over Fy. An n-variable
Boolean function from Fy to Fy is bent if it has maximal Hamming distance to the set of affine Boolean
functions. Boolean bent functions have attracted much attention due to their important applications in
cryptography [1, 4], coding theory and sequence design [8, 9, 11].

Boolean functions that are invariant under the action of cyclic rotation on the inputs are called rotation
symmetric functions [12]. Such class of Boolean functions is of great interest since they need less space
to be stored and allow faster computation of the Walsh transform. Further, it has been experimentally
demonstrated that the class of rotation symmetric functions is extremely rich in terms of cryptographically
significant Boolean functions. In particular, they allowed obtaining Boolean functions in odd numbers of
variables beating the best known nonlinearities [7], and new bent functions (in even numbers of variables)
[2, 3, 5, 6].

Throughout this paper, for n = 2m we study the n-variable rotation symmetric bent functions. To avoid

confusion, we denote the sum over Z by +, and the sum over Fy by @. The quadratic Boolean function

m—1
fo(xo,-+ 1) = €D iwmy (1)
i=0

is the first class of rotation symmetric bent functions. According to experimental results, Stanica et al.
conjectured that there is no homogeneous rotation symmetric bent function having algebraic degree greater
than 2 [14]. Since then, large classes of homogeneous rotation symmetric functions seem to support the
conjecture since all of them do not contain non-quadratic bent functions [10, 15].

As any theoretic advancement in this direction can be used to find cryptographically significant functions

on higher number of variables, it was stated in [14] that any theoretic construction of rotation symmetric

*The authors are with the Information Security and National Computing Grid Laboratory, Southwest Jiaotong University,
Chengdu, 610031, China (e-mail: sush@henu.edu.cn, xhutang@swjtu.edu.cn). Sihong Su is also with the School of Mathematics
and Statistics, Henan University, Kaifeng, 475004, China.



bent functions with algebraic degree larger than 2 is an interesting problem. In the literature, the main
method of constructing new rotation symmetric bent functions is to modify fo(z) in (1) [3, 6]. Up to now,
only few constructions of rotation symmetric bent functions are known, whose algebraic degrees are all no

more than 4. In [6], for n = 2m, Gao et al. proved the cubic rotation symmetric function

m—1 n—1
fe(zo, -+ an1) = @ ZiTm+i D @ (Ccizt+ixm+i & il?il“t+i)
i=0 i=0

is a rotation symmetric bent function if and only if is odd, where 1 <t < m —1 and the subscript of

gcdznm,t)
x is modulo n. This is the first theoretical construction of rotation symmetric bent functions with algebraic
degree lager than 2. Recently, another n-variable cubic rotation symmetric bent function

m—1 2r—

n—1 1
f(@o, -+ an-1) = @ TiTm+i D @ TiTr4iT2r+i D @ TiTor+iTar+i,
i=0 i=0 i=0

where n = 2m = 6r, was presented in [3]. Later on, an infinite class of n-variable rotation symmetric bent
functions with algebraic degree 4, where n = 2m but not divisible by 4, was constructed from two known
semi-bent rotation symmetric functions in m variables with complementary Walsh supports [2].

In this paper, we present a simple but generic construction of n-variable rotation symmetric bent functions
still by the modification of the quadratic rotation symmetric bent function fp in (1). Unlike the previous
modifications, our construction can provide n-variable rotation symmetric bent functions for any even integer
n. Most notably, the proposed n-variable rotation symmetric bent functions can have any possible algebraic
degree ranging from 2 to n/2. To the best of our knowledge, it is the first time to construct rotation
symmetric bent functions of algebraic degree larger than 4 when n > 10.

The rest of this paper is organized as follows. In Section 2, some basic notations and definitions of
Boolean functions, rotation symmetric bent functions in particular, are reviewed. In Section 3, a generic
construction of n-variable rotation symmetric bent functions is proposed by modifying the support of the
quadratic rotation symmetric bent function fy in (1). In Section 4, a flexible construction of n-variable
rotation symmetric bent functions with any given algebraic degree from 2 to n/2 is presented. Finally,

Section 5 concludes this paper.

2 Preliminaries

Given a vector © = (zg, - ,2p—1) € FY, define its support as the set supp(x) = {0 < i < n|xz; = 1},
and its Hamming weight wt(x) as the cardinality of its support, i.e., wt(z) = |supp(z)].

In this paper, for simplicity, we do not distinguish the vector x = (zg, - ,2,—1) € F5 and the integer
Z?:_Ol 2;2° € {0,--+,2" — 1} if the context is clear, since they are one-to-one corresponding. For any two
vectors © = (zg, -+ ,Zn—1) € FY and y = (yo, -+ ,Yn—1) € FE, if x; < y; for all 0 < i < n, then we say that
y covers x and denote it by y = z. According to Lucas formula, we have

(Z) =1 (mod?2) <=y > a. (2)

Let = (z9,- -+ ,zn—1) € F§. For two integers | > 0 and 0 < i < n, define the left l-cyclic shift version
of vector z as p}'(x) = (p}'(z0), - , P} (Tn-1)) by

P (i) = Tis,
where the subscript of « is modulo n. An orbit generated by a vector x € F3 is defined as

On(z) = {pf (), pn_1(2)}. (3)



In other words, each orbit consists of all cyclic shifts of one vector in F5. Naturally, an orbit in F3 can
be represented by its representative element which is the lexicographically first element belonging to the
orbit. The set of the representative elements of all the orbits in F7 is denoted by R,. For example,
R, = {(0,0,0,0),(1,0,0,0),(1,1,0,0),(1,0,1,0),(1,1,1,0),(1,1,1,1)}.

An n-variable Boolean function is a mapping from F4 into Fo. We denote by B,, the set of all the n-
variable Boolean functions. A basic representation of a function f € B,, is by the output of its truth table,

i.e., a binary vector of length 2", as

f:[f(o)? 7f(2n_1)]'

The support of f is defined as supp(f) = {z € Fy | f(z) = 1} and f is also said to be the characteristic
function of the set supp(f). The Hamming weight of f is the cardinality of supp(f), i.e., wt(f) = |supp(f)|.
It is easy to see that supp(fo) = O4(1,0,1,0) U O4(1,1,1,0) and wt(fy) = 6 for fy in (1) when n = 4.
The most usual representation of a Boolean function f € B, is the algebraic normal form (ANF) as
flz) = @ cax”, cq € Fo, (4)
aEFy

where ¢, is the coefficient of the term z® = x{°---z," " for = (zg, -+ ,Zn—1) and a = (ag, -+ ,Qn—1)
in F%. The algebraic degrees of the term x® and the Boolean function f in (4) are respectively defined as

deg(z®) = wt(a) and
deg(f) = max{wt(a)|co, =1,a € F3}.

Specifically, the Boolean functions of degree at most 1 are called affine functions; the function f in (4) is

called to be homogeneous if all the terms with nonzero coefficients in f have the same algebraic degree.

Definition 1. For a function f € B, if f(p]'(z)) = f(x) holds for all inputs x € Fy and integers 1 <[ <
n — 1, then f is called a rotation symmetric function. That is, rotation symmetric functions are invariant

under cyclic rotation on inputs.

The Walsh transform of an n-variable Boolean function f is an integer-valued function on F%, whose

value at a € Fy is defined as

Wi(a)= ) (~1)f@eee ()

z€FY
where oz = qpzo®- - - Dp—_1T,—1 is the usual inner product of o = (ag, -+ ,n—1) and = (zg, -+ , Tp—1).
The nonlinearity of a function f € B, is given by nl(f) =2""! — %gﬁgﬁ [We(ar)l.
2

Definition 2. A Boolean function f : F§ — Fy is said to be bent if Wy(a) = £2% for all o € F5.

Obviously, an n-variable Boolean function is bent only if n is even. In addition, it is well known that
the algebraic degree of an n-variable bent function is no more than m for n = 2m > 4, while the algebraic
degree of a 2-variable bent function is 2.

The following result will be used in the computation of the values of the Walsh transform later.

Lemma 1. Let a,b be two vectors over Fy. Then,

Z (_1)1‘(:17@(1@1)) _ { 2”7 a :E

ocFs 0, otherwise

where b= (bg ® 1, ,by_1 ®1) for b= (bg, -+ ,bp_1).



Proof. For any two vectors a,b € Fy,

Z (_1>ac'(9c€BaGBb)

z€Fy

= Z (_1):‘[;‘((17“'71)@‘1@}))

z€FY
2" a=b
0, otherwise

where the first identity holds since x -z = wt(x) =z - (1,--- , 1), and the second identity holds by the fact

that S (=)™ =27 if A=0and Y (=1)™¥ =0 if A € F} \ {0}. O
yEFy y€eFry

From now on, we always assume n = 2m > 2. For a vector x = (xg, -+ ,x,—1) € F}, we always denote

= (xo,  Tm-1), &' = Ty 5 Tpo1), ' T = 2Ty B - B Typ_1Tp_1, and =’ x 2" = xoTP + - +

Tm—1Zn_1. Obviously, 2’ x " = 0 if and only if z;2,,4; = 0 for 0 < ¢ < m — 1. For simplicity, we use the
notation z’ + x” for 2’ @ x” satisfying x’ x 2’/ = 0. This is to say, when 2’ + 2’ is used in the rest of this

paper, it always implies 2’ * " = 0.

3 A generic construction of rotation symmetric bent functions

In this section, we present a generic construction of rotation symmetric bent functions by modifying the
support of fo(z) in (1).
Given a subset 1" C F, define an n-variable Boolean function as

f(m):{ folx)®l, z€T (©)

fo(x), otherwise

where fj is given in (1). In order to construct an n-variable rotation symmetric bent function f in (6), it is
crucial to choose a proper subset T' of F5.
Firstly, we give a sufficient and necessary condition of T' such that f in (6) is a rotation symmetric

function.

Lemma 2. The n-variable Boolean function f in (6) is a rotation symmetric function if and only if O, (x) C
T forallx €T.

Proof. Recall that fy is a rotation symmetric function. Let xr(-) be the characteristic function of T. Then,
by Definition 1, f is a rotation symmetric function if and only if xp = f @ fo is also a rotation symmetric
function, which is equivalent to pj’(xz) € T for all z € T and 1 <[ < n. This completes the proof by the
definition of O, (z) in (3). O

Secondly, we study a sufficient condition of T" such that f is a bent function.

Lemma 3. For any subset I' C Fy*, if the subset

T=|J{zcF;|a eFp.a" =2’ @}, (7)
~el

then the n-variable Boolean function f in (6) is a bent function.



Proof. Substituting f to the definition of the Walsh transform in (5), we have

Wila) = Z (fl)fo(z)®a.z+Z(il)fg(z)@l@a.m

zE€FP\T zeT
_ Z (71)$/'w//®a/'w/®all'w,/ o 2 Z(71)w/.w//®a/.wl®a11.$11
z€Fy z€T
_ Z (71)0/1_1// Z (71)(1//69@/)'1‘, o 22 z (71)1’/~(:L”€B’y)69a'-x'@a”-(z'@w)
Z,/ eFéﬂ w/ E]F‘SL ,Yel—‘ I/EFE’L
= (g Y () Y (e e
~er IIGJFSL
B (—1)i+eagm it o' g o =75 forayel
(—1)e"e"gm otherwise
where the fourth identity comes from the fact that EF (=DM = 2™ if A\ = 0 and ZF (-DAY = 0 if
yEFm yEFm
A € F\ {0}, the last identity follows from Lemma 1. O

The following result is immediate from Lemmas 2 and 3.

Theorem 1. The n-variable Boolean function defined in (6) is a rotation symmetric bent function if the
subset T C FY satisfies (7) and Oy, (y) CT for all v €T.

Proof. According to (7), x = (zo, -+ ,xn—1) € T if and only if zi1m = 2; & vi, Les, Tipitm = Tii ® Vigis
for all 0 < i < nand 1 < < n, where v = (70, -+ ,¥Ym—1) € I'. Then, given 1 < [ < n, pj(z) =
(@1, -+, 214n—1) € T if and only if p*(v) = (v, s Vi4m-1) € I, ice., Oy (x) € T if and only if O, (y) CT.

Hence, f in (6) is a rotation symmetric bent function by Lemmas 2 and 3. O

In what follows, we investigate the ANF of the function proposed in Theorem 1. To do so, it is sufficient
to determine the ANF of the characteristic function xr.

Given a v € R,,, define

T, = U {zx eFy |2’ € Fy' 2" =o' @6} (8)
560771/(7)

It is easy to see that the subset T, of F% in (8) satisfies:
P1 T,NTg =0 if o # 8, where o, 5 € Ry,.

Example 1. If n =4, the vector sets T, v € Ra, are given in Table 1.

Table 1: The vector sets T’, for v € Ry

Y T,
(0,0) | 04(0,0,0,0) U 04(1,0,1,0) U O4(1,1,1,1)
(1,0) 04(1,0,0,0) U O4(1,1,1,0)
(171) 04(1a17070)
Since O, (y) CT for all v € T, then we can write CasT' = |J  O,,(y) and then
veR,,,NT
= |J 7.
yeR,,NT



By P1, we have
xr(@)= @ xr (@) (9)
YER,, NI

where xr(-) is the characteristic function of T'. Therefore, we study the ANF of the function yr, firstly.

Lemma 4. The ANF of the n-variable characteristic function of T, in (8) is

@ @ o (10)

0€0m (v) B'+8" =6

@ s @ P (11)

6??’;" B/ +B” Eonz (6)

xr, ()

where ¢s € {0,1} with ¢, = 1.

Proof. First of all, we prove (10) in two special cases: ¥ = 0,, and v = 1,,, where 0,, and 1,, respectively
denote the all-zero and all-one vector of length m.

According to the definition of characteristic function, we have

S 1:[ (i @ bi © 1)(Tmyi D bi)

XT1,, (x) =
(bo,+ sbm—1)€FT i=0
m—1
=0 b;€{0,1}
m—1
= H (Ti © Tmi)
=0
m—1
= @ H a? " (12)
0<i<m i=0
Bi:Bm+i€F2,8;i+Bm4:i=1
and
m—1
X1o, () = P [[@iebe) (@ ebel)

(b07"' ;bnl—l)ngL =0

m—1
=0 b;€{0,1}
m—1
= H (i ® Typyi B 1)
=0

m—1
= D I1 « (13)
0<i<m i=0
Bi,Bm+i€F2,8i+Bm+:€{0,1}



Then, based on (12) and (13), we are able to get

XT, (z)
m—1
(bo,++ bm—1)€EFY" =0
6=(80,"" ,0m—1)EOm ()

(bo,+ ,bm—1)EFY" i€supp(9) i1€zeros(d)
6€0m (V)
— ﬁi Bm i 51 ﬁm 2
o @ Mo @ I )
60, (V) i€supp(d) i1€supp(d) i€zeros(d) i€zeros(d)
Bi Bm+i€F2,8;+Bm4i=1 BiBm+i€F2,Bi+Bm+i€{0,1}

- ea( o )
0€0m () BiBm+i€F2,1<i<m

Bi+Bm+i=1,i€supp(J)
Bi+PBm+i€{0,1},i€zeros(d)

- B @

8€0m () B'+p"" =6

where zeros(z) = {0 < i < n|z; =0} for x = (xg,- -+ ,2n—1) € F4 and the third identity follows from (12)
and (13).

Next we prove (11). Note the fact that « > pJ’(y) if and only if pI _,(z) >
0 < k < m. Therefore, by the definition of O, (z) in (3) we have {x € FJ' |z = 6,5 € Op(7)} = {z €
FZ' |z € Oy,(9), 0 = 7, 6 € Ry, }. Then, we can rewrite (10) as

xr,(z) = P D e’ (14)

‘S??’;" /B/ +B// €O0m (5)

~ for any x € FJ' and

where cg = cj3 (mod 2) and cj; is the number of the term x” that appears in the right hand side of (10),
Le, ¢ = [{d[8" + B" = 6,0 € Op(y)}|. Still by the above fact, we have that cj; is a constant for all
B+ 3" € Op(6), which is denoted by cj for convenience, clearly ¢/, = 1. Then we arrive at (11) from (14)
where ¢; = ¢ (mod 2) and ¢, = ¢ (mod 2) = 1. O

Example 2. When n =4, the ANFs of @ 2° and &b 28, 6 € F%, are given in Table 2.
B'+p" =6 B'+B"€0m(5)

Table 2: The ANFsof & 7, S zP, § € F3
B'+p" =6 B'+B" €0 (6)

) @ f b zB
B'+pB"=d B'+B"€0m(9)
3
(0, 0) 1@ @ (331 ) J?i.%‘i+1) 1
i=0
. 3 3
(1,0) | 2o ® 22 ® D wiTiqa D x;
i=0 i=0
3 3
(0,1) | 21 D a3 ® P xiwip1 D =
i=0 i=0
3 3
(L,1) D ziwita D zizitr
i=0 i=0

Applying Lemma 4 to (9), we have



Theorem 2. For the rotation symmetric bent function given in Theorem 1, its ANF is
oo & @ D
YERMNT §E€EO0, (7) B/ +8" =6

As mentioned before, n/2 is the maximal algebraic degree of the n-variable bent function, which is usually

of particular interest.

Corollary 1. For the rotation symmetric bent function given in 1, the algebraic degree arrives at the mazimal
value n/2 if and only if the size |T| of T is odd.

4 Rotation symmetric bent functions of any possible algebraic

degree

In this section, we study a flexible construction of n-variable rotation symmetric bent functions of any
prescribed algebraic degree from 2 to n/2. We begin from a very useful linear combination of the n-variable

characteristic functions xr, (v) in (11).

Lemma 5. For each § € R,,, there exists an nonempty subset As C R, such that
D =D
B'+B" €0 (9) YEAs

Proof. List all the vectors in R,, according to the Hamming weight firstly and the lexicographic order

secondly as

Rm = {041, e 705|Rm\}

ie., a; ¥ o if i < j. Then, by (11) we have

1 0 0 0
x 1 0
_ B B
(XTW-~-7><TQ‘RM)—( @ fan x)
B'+B" €0m (a1) B'+B" €0m ()R, |)

* 1 0
I R |

Since the matrix is a lower triangular matrix of full rank, each P 2P can be expressed as a linear

B'+B"€0m(9)
combination of XTay """ s XTa - O

Based on Lemma 5, we can construct n-variable rotation symmetric bent function f with any algebraic
degree 2 < deg(f) < n/2.

Theorem 3. For any element § € R,,, with wt(§) > 2, the function
fo(z) ® ( b )
B'+B"€0m(9)
is a rotation symmetric bent function with algebraic degree deg(f) = wt(9), where fo is given in (1).
Proof. The bent property of f is a direct consequence of (9), Theorem 2, and Lemma 5. And deg(f) = wt(0)

comes the fact that deg(z”) = wt(8) = wt(d) for all '+ 8" € O, (9).
O



By means of Theorem 3, we are able to construct more n-variable rotation symmetric bent functions by

flexibly assembling some é zP.
B'+B" €0 (9)

Theorem 4. For any nonempty subset A C R,,, the function
wed( & )
deAd  B'+8"€0, ()
is a rotation symmetric bent function, where fo is given in (1).

Example 3. In [3], for n = 2m = 6r, Carlet et al. constructed an n-variable cubic rotation symmetric bent

function as

n—1 2r—1
.f( ) fO @ @xlIT-i-’LIQT—‘r’L S @ LiT2r4iL4r4i
=0 =0

where fo(x) is given by (1). According to Theorem 1 in [3], we know that f(x) can be rewritten as
f@)=fom)e @ 2
B'+6"€0:m (8)

where § € Ry, such that supp(d) = {0,r,2r}. In other words, the cubic rotation symmetric bent function in

[3] is a simple case of our construction.

Finally, we demonstrate a class of rotation symmetric bent functions by setting
i = U T, (15)
YERm, Wt('Y):i

where T, is given in (8) and 0 < i < m.

Lemma 6. The ANF of the n-variable characteristic function of Fgm) in (15) can be expressed as

N

Jjzi wt(a)=j
o’ xa’ =0

for all0 <i<m.

Proof. By (9), (10) and (15), we have

Xpom () = P xr @

YER,
wt(y)=i

- B B~

YERm 6€0m(y) B'+8" =6
wt(y)=i

- D D

wt(8)=i 8'+8"" =6

-el0.e -
j=i wt(8)=j

B'xB"=0

= D
Jzi wt(B)=j
,6,*6”:0
where the fourth identity holds since given any vector f € F% with wt(8) = j for i« < j < m, satisfying
B + 3" = 5§, we have that



o wi(f) = wt(8'+ 5");
e the number of distinct § with wt(d) = ¢ satisfying 3’ + 8" = & is (J),

and the last identity holds by Lucas formula in (2). O
From Theorem 1, Lemma 6, (9) and (15), we obtain the following theorem.

Theorem 5. For any set FZ(-m) in (15), the function fo(z) @ P € =z is a rotation symmetric bent
J=i wt(a)=j
o’'*a’' =0

function with algebraic degree deg(f) = m, where fy is given in (1).

5 Conclusion

In this paper, for n = 2m, we proposed a systematic method for constructing n-variable rotation sym-

metric bent functions with any given possible algebraic degrees ranging from 2 to m.
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