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Abstract

By selecting the largest possible value of k € (n/2, 2n/3], we further reduce the AND and XOR gate
complexities of the CRT-based hybrid parallel GF(2™) polynomial pasis multipliers for the irreducible
trinomial f = u" + u¥ + 1 over GF(2): they are always less than those of the current fastest parallel
multipliers — quadratic multipliers, i.e., n? AND gates and n? — 1 XOR gates. Our experimental results
show that among the 539 values of n € [5,999] such that f is irreducible for some k € [2,n — 2], there
are 317 values of n such that k& € (n/2,2n/3]. For these irreducible trinomials, the AND and XOR
gate complexities of the CRT-based hybrid multipliers are reduced by 15.3% on average. Especially,
for the 124 values of such n, the two kinds of multipliers have the same time complexity, but the space
complexities are reduced by 15.5% on average. As a comparison, the previous CRT-based multipliers

consider the case k € [2,n/2], and the improvement rate is only 8.4% on average.

I. INTRODUCTION

Low complexity multipliers are key modules of GF(2")-based cryptographic chips. Their
theoretical space and time complexity, namely, the total number of 2-input AND/XOR gates (the
G F'(2) multiplication/addition) and their corresponding gate delays (denoted by “T’4” and “Tx”),
depend on various factors, for example, the method to represent field elements: polynomial,
normal and dual bases; the underlying multiplication algorithms: quadratic and subquadratic
algorithms etc. Pure quadratic and subquadratic multipliers are of great theoretical importance.

They have the lowest time and space complexities respectively, but their disadvantages are
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also obvious: the largest space and time complexities respectively. On the other hand, hybrid
approaches in [1], [2] and [3] provide a trade-off between the time and space complexities. These
multipliers first perform a few subquadratic iterations to reduce the whole space complexities,
and then one quadratic step on small input operands to achieve lower time complexity. Therefore,
this hybrid approach is often adopted in practical applications.

Recently, two different hybrid multipliers are presented in [4] and [5]. The former uses
the matrix representation, and adopts the ‘“l-quadratic-and-then-subquadratic” computational
mode. This method reduces the total space complexity for current ASIC implementations. The
latter uses the polynomial representation, and follows the “l1-subquadratic-and-then-quadratic”
computational mode first proposed in [6]. Thanks to the property of the ceiling function “[-]”,
the time complexity of this multiplier matches the fastest bit-parallel multiplier — the quadratic
multiplier — when u” + u* + 1 is irreducible for some k € [(n — 1)/3,n/2]. Its highlight is the
AND and XOR space complexities: the following bounds of the fastest bit-parallel multipliers

were broken for the first time:

# AND gates: n?
# XOR gates: n?—1,

In this work, we report a further reduction of the space complexities obtained in [5] for some
irreducible trinomials u™ + u* + 1 where k € (n/2,2n/3]. Before explaining our motivation, we
recall the multiplier in [5] first.

Let f(u) = u™ +u* + 1 (n > 2) be an irreducible trinomial of degree n over GF(2). All
elements of the finite field GF'(2") := GF(2)[u]/(f(u)) can be represented using a polynomial
basis {20 < i < n—1}, where z is a root of f. Given two field elements a(z) = .1 a;2" and
b(z) = S ba!, where a;, b; € GF(2), the classical polynomial basis multiplication algorithm
computes the G F(2") product c(z) = 37" c;z’ of a(z) and b(z) using the following two steps.
For the sake of simplicity, we omit “(z)” in polynomial “a(x)” and denote a(z) by a.

(1) Conventional polynomial multiplication:

2n—2
s=a-b= Zstxt,
t=0
where .
> aibi_, 0<t<n-—1,
St = Z aibj = l:g_l (1)
itj=t > aiby, n<t<2n-—2.

0<i,5<n i=t+1—n



(ii) Reduction mod f = 2" + 2% 4 1:

n—1

c= Zi:o cx' = smod f. 2)
The product ¢ obtained in the second step is the remainder of s divided by f, i.e.,
s=f-q+c

In order to apply the Chinese Remainder Theorem (CRT) in the second step, mutipliers in [5]

adopt the following identity:

s=f-qt+tc=(f+1)g+ (c+q). 3)

We note that addition and subtraction are the same in fields of characteristic 2.
This identity converts the seemingly unbreakable step (ii) “modulo the degree-n irreducible
trinomial f” into the following two problems:
(A). Compute the quotient ¢ of s divided by f + 1;
(B). Compute the remainder (¢ + ¢q) of s divided by f + 1.
Then the product ¢ of elements a and b can be constructed by ¢ = g + (¢ + q).

Because the degree-n polynomial f + 1 = 2™ + 2* is clearly reducible, the CRT can be used

to devide problem (B), i.e., a-b mod (z" +xk), into the following two smaller subproblems [5]:
(B.1). a - b mod z*;
(B.2). a-bmod (z" %+ 1).

Thus the product ¢ of elements a and b is now devided into three problems: (A), (B.1) and
(B.2). In order to understand the advantage of this method, we make a rough estimate of the
AND (or XOR) gate complexities of these three problems. We consider only the quadratic part
and ignore the linear part. From the analysis in [5], these three complexities are Cy = n?/2,
Cy = k*/2 and Cy = (n — k)? respectively. Fig 1 (a) and Fig 1 (b) illustrate them for the two
special cases k& = n/3 and k = n/2 respectively. For the case & = n/3, the summation of
Ca + Cy + Cy is n?, which is approximately equal to the AND (or XOR) gate complexity of
the fastest quadratic multiplier. In fact, mutipliers in [5] are not better than the best quadratic
multipliers for the case 0 < k& < n/3. However, for the case k = n/2, this summation is only
7n?/8, which is the best case discussed in [5].

Now we explain our motivation. The CRT divides the size-n problem (B) into two smaller

subproblems (B.1) and (B.2) of sizes £ and n — k respectively. According to the balancing
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Fig. 1. Approximate AND (or XOR) gate Complexities

principle of the algorithm design, it is better to select k, if possible, such that the difference

k—(n—k)|=12k—-n

between sizes of subproblems (B.1) and (B.2), i.e., , 1s as small as
possible. Mutipliers in [5] just follow this principle, and select the largest possible % in the range
of [1,n/2] as the best candidate. In fact, the time complexities of other quadratic multipliers are
often functions of k too. For a given value of n, it is, therefore, better to select some optimal
value of £ if it is possible. For example, XOR gate delays of the shifted polynomial basis

multiplier in [7] and the polynomial basis Montgomery in [8] are as follows:

[logy(n + k)], 2k > n,

[log,(2n — k —1)], 2k < n.
Because a polynomial is irreducible iff its reciprocal polynomial is irreducible, the optimal value
of k is just the one that |k — n/2|, or equivalently |2k — n/|, is minimal for these multipliers.

But a more careful observation shows that the function
CA+01 +02 = n2/2+k‘2/2+ (n— ]{?)2,

namely, the approximate AND (or XOR) gate complexities of the CRT-based multiplier, reaches
its minimal value when k = 2n/3, i.e., Fig 1 (c). Therefore, we consider multipliers based on
irreducible trinomial f = u™+u*+1 for the case n/2 < k < 2n/3 in this work. Our experimental
results show that among the 539 values of n such that 4 < n < 1000 and u"+u*+1 is irreducible
over GF'(2) for some k > 1, the proposed multipliers beat those in [5] for 122 values of n: they
have the same time complexity, but the space complexities are reduced by 8.4% on average.
In the following, we first derive explicit formulae of ¢ = ab for the case n/2 < k < 2n/3 and

then compare their complexities with previous multipliers.



II. THE EXPRESSION OF ¢ = ab € GF(2") FORn/2 < k < 2n/3

In this section, we consider the case n/2 < k < 2n/3. The special case k = 2n/3 will be
discussed later because its expression is different slightly. We first derive the expressions of the
quotient and the remainder of s = a - b divided by (f + 1) = 2" + z*, and then present the

expression of ¢ = ab in GF'(2").

A. Compute the quotient q of s = a - b divided by (f + 1) = 2" + x*
Since degree(q) < n — 2 in (3), we can define ¢ as q := Z;:Oz ¢;x'. Replacing f in (3) by
f =a" +2* + 1, we have
s=(f+1)q+(ctq)=q-a"+q 2"+ (c+q)

It is clear that
Qi = Sitn, for k—1<i<n—2. 4)

Moreover, we have s; 1, = ¢; + Gisn_k for 2k — 1 —n < ¢ < k — 2. The terms ¢;,_, for
2k —1—n <1i <k — 2 are the same as the terms ¢; for £ —1 < j < n — 2, which also appear

in (4). Thus we have

q; = Siin + Sit+on—k, where 2k —1—n S 1 S k—2. (5)

Moreover, we have s;., = ¢; + ¢izn_i for 0 < ¢ < 2k — 2 — n. The terms ¢y, for
0 <i <2k —2—n are the same as the terms ¢; for n — k < j < k — 2, which appear in (5).

Thus we have

¢i = Sitn t Sitoan—k + Siy3n—2r, Where 0 <1 <2k —2—n. (6)
Using (4) , (5) and (6), we get the following expression of ¢:
n—2
¢ = )
i=0
—2
= D

2k—2—n k—2 n—2
Sitn + Siton—k T Sitan—o2k)T' + Z (Sin + Sivon—k)T" + Z Si+n®’
i=0 i=2k—1-n i=k—1
n—2 k—2 2%—2-n
= Si4nT' + Z Sitan—kT' + Z Sitan—2kT". (7

[e=]

=0 i=0

1=



B. Compute the remainder (c +q) = {(a-b);,,

Because k < 2n/3, i.e., 3k < 2n, we have the Bezout identity

l‘k . x2n73k 4 (xnfk 4 1) . (xnfk + 1) -1

2n—3k

So we know that is the multiplicative inverse of z* mod (z"* + 1) and (z" % + 1) is

the multiplicative inverse of (2" * 4 1) mod «*. Therefore, the remainder (c+q) = (a - b),n, .

can be computed using the CRT as follows:

(@ b)pnr = ((a-b) - (@™ P4+ 1) (2" "+ 1)+ (@ b) iy - 2® $2"_3k>$n+mk . (®)

Thus, we need to compute the terms (a - b) « and (a - b) .« in (8) first. The expression of

(a-b),x can be derived from the expression of a - b given in (1). It is clear that

k—1
(a-b)y =Y sia'. )
=0

In order to compute the term (a-0),nryy = (@)t iy - (D)ynri1) ey, i (8), e first

compute (a),.—x_ . Since it is the input of the operation ((a) . - <b>mn,k+1>wn_k+1, we define



it as 1" giat. Because n/2 < k < 2n/3, ie., 2k —n —1 <n —k — 1, we have

n—k—1 k—1
i i
Qign—kT + E Qjpn—kT
xn—k41

=0 i=n—k

n—k—1 n—k—1 2k—n—1
_ i i i+n—k
= E a;x" + E Qi + § Ajpon—2kT’
i=0 i=0 j=0 U
n—k—1 n—k—1 2k—n—1
= E a;x" + E Qjpn—kT + E Qit-2n—2kT
i=0 i=0 i=0
2k—n—1 n—k—1

= Z (@ + Qink + Qigan—o)’ + Z (a; + Qign_p)z". (10)

=0 i=2k—n
Similarly, we can obtain the expression of S0 "' ha’ == (b) i,
Now the term (a - b),. ,, in (8) can be calculated using the schoolbook polynomial multi-

plication algorithm in (1).

(a- b>xn7k+1 = <<a>xn,k+1 : <b>x'ﬂ*k+1>wn—k+1 = << _Xf 9i$i> ( _Xf hz$z>>

=0 i=0

n—k—1 n—k—2 ) n—k—1
= ( gjhn—k—l—j> G (Zgjhi_ﬁ > gjhi+n_k_j> 7', (11)
J=0 0 =0

= Jj=i+1

Based on the above equations (8), (9) and (11), we can obtain the following expression of the



remainder (c+ q) = (a - b)

f+1

0
' —k—2 n—k—1
+ <Z$i$z+2n 2k —+ Z <Z gj i—j + Z gj i+n—k—j

Jj=t+1

=0 1=0
2k—n—1 n—k—1
< 5 (Z% S g J) vk,
=0 7=0 j=i+1
n—k—2 i n—k—1
5 (Z% S g j) xi+2n_%>
i=2k—n = Jj=i+1 xn+axk

) i+2n—2k >

k—1



=0
2k—n—1 2k—n—1 n—k—1
i+2n—2k i+2n—2k
E ST + E E g] i— j+ E g] itn—k—j | T
=0 =0 Jj=i+1
k—1 n—k—2 n—k—1
§ : i+2n—2k E : E E i+2n—2k
+ 5L gjlj+ gj itn—k—j | T
i=2k—n a4k i=2k—n = Jj=i+1 x4k
k—1 n—k—1
2n—2k—1
= Y s+ D ghowa | @ +
i=0 3=0
n—1 i—2n+2k n—k—1
h h ¢
Si— 2n+2k$ + 9ili—on+2k—j + Gili—n+k—j | T
i=2n—2k i=2n—2k 7=0 j=i—2n+2k+1
n—k—2 i n—k—1
E : i+n—k E : E : E +n—k
+ S;X + g] i—7] + g] i+n—k—j ( )
i=2k—n i=2k—n = j=i+1
k—1 n—k—1
2n—2k—1
- ;L § g] n—k—1—j +
=0
n—1 — i—2n+2k n—k—1
% i
g Si—on2kT + g E gihi—ontok—; + g gili—nik—j | 2"+
i=2n—2k i=2n—2k 7=0 Jj=i—2n+2k+1
n—1 2n—2k—2 [i—(n—k) n—k—1
7
E Si—(n-k)T' + E E Gihi—(n—k)—j + E gihi—j |
i=k 7=0 j=i—(n—k)+1
k—1 2n—2k—2 [i—(n—k) n—k—1
)
= E sz’ + E E Gili—(n—ky—j + E gihij+ Si—(n-k) | '+
i=0 j=0 j=i—(n—k)+1
n—k—1
2n—2k—1
E Gihn—k—1-j + Sp—p—1 | T +
Jj=0
n—1 i—2n+2k n—k—1
7
E Si—ont2k T Si—(n—k) + E Gili—ontor—j + E gihintr—j | . (12)
i=2n—2k 7=0 j=i—2n+2k+1

C. The expression of ¢ = ab in GF(2")

Based on the expressions of ¢, i.e., (7), and ¢ + ¢, i.e., (12), we can obtain the expression of

c=q+ (c+q)in GF(2").



2%k—2-—n k—2
c = Z (Sitn + Sitan—k + Sitan—2k)T" + Z (Sitn + Sivon—k)T +
i=0 i=2k—1—n
n—2 k—1
Sian®' + Z s; '+
i=k—1 i=0
o2n—2k—2 [i—(n—k) n—k—1
Z Z Gili—(n—r)—j + Z Gihi—j + Si—(n—k) | T+
i=k §=0 j=i—(n—k)+1
n—k—1
( Z Gihn—r—1-5 + Sn—k—1> gkl
§=0
n—1 i—2n+2k n—k—1
Z <3i2n+2k + Si—(n—k) T Z gihi—onton—j + Z gjhinJrkj) x"
i=2n—2k =0 j=i—2n+2k+1
2k—2—n
= {((5i)) + Sitn + (Sivon—k] + [Sitan—2k) }z* +
i=0
{[[s2n-1-n]] + [[[snsr—1]]] + s2p—1ya* 17" +
k—2
> Alsi + [siv20-i)] + (Sianl b’ + {[[Sh-]l] + (s5-1) ¥
i=2k—n
2n—2k—2 [ i—(n—k) n—k—1
+ Z Z gjhi—(n—k:)—j + Z gjhi—j + [Si—(n—kz) + Si—i—n] '
i=k 3=0 j=i—(n—k)+1

n—k—1
+ { Z Gihn—t—1-j + [Sn—k—1 + 53n_2k_1]} p2n—2k—1
j=0

1=2n—2k

n—2 i—2n+2k n—k—1
+ ) {[Si—i-n +8icmr)] + (Siczng2t)) + Y Gihiconioe+ Y gjhi—n-‘rk—j} s

j=0 j=i—2n+2k+1
2k—n—1 n—k—1
+ {[[32kn1“ + (sp—1) + Z gihok—n—1-j + Z gjhklj} "t
j=0 j=2k—n
Here, we use different combinations of “(”, “)”, “[” and “]” to represent the terms that can

be reused.

III. TwWO TYPES OF THE CRT-BASED MULTIPLIERS

In this section, we analysize the complexities of the Type-A and Type-B multiplier presented in
[5]. Type-A multipliers achieve the minimal number of the XOR gates, but their time complexities

are not optimal for some irreducible trinomials. Type-B multipliers overcome this disadvantage at

(13)



the cost of some more XOR gates. For the detailed description of these two types of multipliers,

please refer to [5].

A. Complexities of Type-A multipliers

We need to determine the complexities of all coefficients ¢;’s (0 < ¢ < n — 1) in equation
(13). This equation includes only terms s;, h; and g;.

The expressions of s; (0 < ¢ < 2n — 2) are given in (1). For 0 < ¢ < n — 1, the term
S5 = Z;:o a;b;_; is the summation of ¢ + 1 product terms a;b;_;. For n <1 < 2n — 2, the term
S; = Z?;iil_n a;b;_; is the summation of 2n — 1 — ¢ product terms a;b;_;.

The expressions of g; (0 <7 <n —k — 1) are given in (10). The expression of h; is similar
to that of g; and they have the same complexity. Clearly, the complexities to compute all g; and
h; for 0 <i<n—Fk—1are 2((2k —n)2 + (2n — 3k)) = 2k XOR gates and 2 Ty gate delay

due to the parallelism.

TABLE 1

THE NUMBER OF THE PRODUCT TERMS IN THE COEFFICIENT ¢; OF z*.

i

x The number of the product terms
0<i<2k—-2-n G+ +Cn—1—-(n+i)+C2n—1—-(+2n—k)+2n—1-(i+3n—2k))=3k—2—2i
i=2k—1-—n 2k—1—-n+1)+ +@2n—-1-(n+2k—1—-n))=2n—k
2k—-n<i<n—k-1 (+D+Cn—1-(i+2n—k))]+C2n—1-(n+1d)=n+k—-1-1
n—k<i<k-—2 (+D+Cn—-1-(i+2n—k)]+C2n—1-(n+1d)=n+k—-1-1
t=k—1 + =n
k<i<2n-—2k-—2 [(Cn—1—=(i4+n)+(i—n+Ek+1)]+n—-k) =n
1=2n—2k—1 [(n—k+1)+02n—1—0Bn—-2k—1))]+(n—k)=n
2n—2k<i<n-—2 m—k)+[2n—1—-n+i)+(—n+k+1)]+GE—2n+2k+1)=2k+1—-n+1
n—1 m—k)+_+2k—1-—n+1)=2k

For the simplicity of description, we also call g;h; in (13) a product term. Therefore, the
number of the AND gates used in the proposed multipliers is equal to the of the product terms
excluding the reusable terms. Table I lists the number of the product terms in each coefficient

of x'. The numbers of the reusable product terms are overlined and underlined in the table.



So the number of the AND product terms can be saved are:

2k—2—n
=0
2k—2—n 2k—2—n
Y @k—n—1-i)+ > (k—1-1) (14)
i=0 1=0

Therefore, the total number of the AND gates used in the Type-A multiplier is

2k—2—n

A = 2n-=3k+1ln+ Y (Bk—2-2i)+
=0

k-2 n—2
Y ntk-1-i)+ > (2k+1+i—n)+2k
i=2k—1—n i=2n—2k

= (3n?+ 3k —4kn —n+k)/2

—k)(n—1-3k
_ 24 R ) (15)
2
The number of the XOR gates that can be saved in the Type-A multiplier is:
2k—2—n
bxora = M—k=Dk=1)+E=-1)+k=-2+ > i)+
i=0
2k—2—n 2k—2—n

Y @k-n—-2-i)+ > (k—2-1) (16)
i=0 =0

= 3k* —2nk — 6k +5n/2 +n®/2 + 1

Therefore, the total number of the XOR gates is the summation of 2k (computing g; and h;)

and the number of “+” in equation (13) excluding the reusable terms:
2k +[(A + ) —n]— Pxor_A
= A+4+7T7k—3n—1. (17

We now derive the time complexity of the type-A multiplier using Table I, which is the
maximum AND and XOR gate delays of the coefficient ¢; for 0 < <n — 1.

For 0 < i < 2k —n — 2, the maximum gate delay is from the coefficient

Co = So + Sp + Son—k + S3n—2k,



which includes 1 + (n — 1) + [k — 1] + [2k — 1 — n] = 3k — 2 product terms a;b;. In order

to obtain the explicit gate delay formula of c;, we assume that 2°~1 < k£ — 1 < 2% for some
positive integer v. Because the terms sg,,_j and s3,,_ox, Which are the summations of [k — 1] and
2k — 1 — n| product terms a,;b; respectively, will be reused, and &£ — 1 is lager than 2k — 1 —n,
we compute the s,, . first. These £ — 1 product terms can be XORed using a single binary
XOR subtree of height v. Therefore, the total gate delay to compute the subtree of s5, j is
1T + vTx. During the period to compute ss, , the [2k — 1 — n| product terms in $3, o5 can
be XORed simultaneously.

The left (n — 1) + 1+ 1 = n + 1 product terms a;b; can then be processed as follows. Let
n+1=y-2Y + z by the division algorithm, where 0 < z < 2. We split these (n + 1) product

n+tl

terms into (2_} groups, where the last group may have z product terms if z > 0 and the other

groups have 2Y product terms each. During the period to compute so,_k, i.e., 174 + vTx, the

product terms in these (";ﬂ groups can be XORed in parallel using (”2’; W binary XOR subtrees

n+1
21}

a binary XOR tree at the cost of [log,([%*] +1)] XOR gate delays. Therefore, the total XOR

of the same height v. Finally, these { W summations and the result of s,, , are XORed using

gate delay to compute the coefficient ¢ is

n+1

v+ [logQ( [TJ + 1)} = [logy(n + 1 +2Y)] (18)

where 2Vt < £ —1 < 2V,
For i = 2k — n — 1, the coefficient

Cok—n—1 = S2%k—n-1 1 Sntk—1 T Sog—1

which includes [2k — n] + [n — k] + [2n — 2k] = 2n — k product terms a;b;. In order to obtain

the explicit gate delay formula of cyj_,,_;, we assume that 2V~ < n — k < 2v for some positive
integer v. Because the terms Sg_,,—1 and S,yx_1, which are the summation of [2k — n| and
[n — k| product terms a;b; respectively, will be reused, and n — k is lager than 2k — n, we
compute the s, ;1 first. So these n — k product terms can be XORed using a single binary
XOR subtree of height v. Therefore, the total gate delay to compute the subtree of s, 1 is
174 + vTx. Besides, during the period to compute s, 1, the [2k — n| product terms in sof_,,—1
can be XORed simultaneously. The left 2n — 2k + 1 product terms a;b; can then be processed as
follows. Let 2n —2k+1 = y -2 4 z by the division algorithm, where 0 < z < 2¥. We split these

2n —2k+1 product terms into ( groups, where the last group may have z product terms



if z > 0 and the other groups have 2" product terms each. During the period to compute s, 1,
i.e., 174 + vTy, the product terms in these |22-2rtl]

" 2n—22vk+1 "

groups can be XORed in parallel using

summations and

binary XOR subtrees of the same height v. Finally, these |22+ ]

the result of s, are XORed using a binary XOR tree at the cost of ﬂogQ( ]_2”_2#-‘ + 1)}

XOR gate delays. Therefore, the total XOR gate delay to compute the coefficient cof_,, 1 is

v+ {logQ( {%—‘ + 1)—‘ = [logy(2n — 2k + 1 + 27)] (19)

where 271 < n — k < 2v.

For 2k —n <i < k — 2, the maximum gate delay is from the coefficient

Cok—n = [Sok—n + Sntk] + Sok

which includes [(2k —n+ 1)+ (n—k —1)]+[2n—2k—1] = [k]+[2n—2k—1] =2n—k —1

product terms a;b;. In order to obtain the explicit gate delay formula of cy;_,, we assume that
2071 < 2n — 2k — 1 < 2Y for some positive integer v.

Because the terms [sox_,, + Spyx] and sgx, which are the summation of [k] and 2n — 2k — 1
product terms a;b; respectively, will be reused, and 2n—2k —1 is larger than [k] , we compute the
terms of sy first. So these 2n — 2k — 1 product terms can be XORed using a single binary XOR
subtree of height v. Therefore, the total gate delay to compute the subtree of so is 174 + v1x.
Besides, during the period to compute so, the [£] product terms in [sox_,, + S,1| can be XORed

simultaneously. Therefore, the total XOR gate delay to compute the coefficient co_, 1S
v+ 1= [log,(2"")] < [log,(4n — 4k — 2+ 2")] (20)

by the following lemma 1 [5] and 2°~! < 2n — 2k — 1 < 2V,
Lemma 1: Let v and ¢ be positive integers. If i > 2V then v + [log, [ || = [log, i].
For ¢;._1, the coefficient
Ck—1 = Sntk—1 1 Sk—1
which includes [n — k] + [k] = n product terms a;b;. We can get the delay of c;_; using the

same way we compute the ¢; of 2k — n < i < k — 2. Therefore, the total XOR gate delay to

compute the coefficient c;_; is
v+ 1= [logy(2"")] < [log,(2k +2")] (1)

by lemma 1 and 27! < k < 2.



For k < i < 2n — 2k — 2, the coefficient is

i—(n—Fk) k1
“= Z 9ilti—n-t)—i + Z gihi—j + [Si—(n—k) + Sign]-
J=0 j=i—(n—k)+1

Each coefficient ¢; includes a resuable term [si_(n_k) + Sitn] and n — k product terms g;h;.
The reusable term, which is also part of the terms in ¢; for 2k — n < i < k — 2, includes
(k—n+1414)+ (n—1—1) =k product terms a;b;. Therefore, these coefficients ¢;’s have the
same distribution pattern of the product terms a;b; and g;h;, and their gate delays are equal. In
order to compute ¢;, the terms g; and h; should be generated first according to equation (10),
and then they are ANDed in the schoolbook multiplication (11). The product terms g;/; are just
the intermediate result of this multiplication operation, and they can be generated at the cost of
(1T + 2Tx) gate delays. Then these coefficients ¢;’s can be computed similar to the way we
computed cy. The only difference is that all product terms in ¢, are of the form a;b;, but the
terms g; and h; here should be generated first using 27'x delay. Therefore, the size of the groups
should be halved twice, and the total XOR gate delay to compute these coefficients is

v+ [logQ( B—_‘ﬂ + 1)} = [log,(4n — 4k + 2°)] . (22)

where 2V < k < 2V,
The case for the gate delays of ¢y, o1 is the same as ¢; while £ <1¢ < 2n — 2k — 2.
We now count the gate delay of the coefficient ¢; for 2n — 2k < i < n — 2, i.e.,the maximum

gate delay is from the coefficient

2k—n—2 n—k—1
Cn—o = [Son—2 + Sp—2] + [Sok—n—2] + Z gihok—n—o—j + Z Giln—a—;.
§=0 j=2k—n—1

The coefficient ¢, o includes a reusable term [sy, 2 + Sk_o], a reusable term [so;_, o] and
n — k product terms g;1;. In order to compute ¢;, the terms g; and h; should be generated first
according to equation(10), and they can be generated at the cost of (174 + 27 ) gate delays
as we have discussed above. Because the terms [ss, o + S,_o| and [sax_, 2|, which are the
summation of [k] and [2k —n — 1] product terms a;b; respectively, will be reused, and (k] is
larger than [2k — n — 1], we compute the terms [sy,_o + Si_o] first. Then coefficient ¢, _» can
be computed similar to the way we computed ¢; for £ < i < 2n — 2k — 2. The total XOR gate
delay to compute ¢, _» is

v+ {logg( {n;}—kjl-‘ + 1)—‘ = [logy(4n — 4k + 4+ 2°)] . (23)



where 2V < k < 2v,

The gate delay of the coefficient ¢; for n — 1 is as same as the the coefficient ¢, _».

As the value of v is different among (18),(19),(20),(21),(22),(23), comparing all the gate delay
of ¢;, the max gate delay is among (23) and (20). So the time complexity of the Type-A multiplier
is 174 + [logy(max(dn — 4k + 4 + 2¥,4n — 4k — 2 + 2%))] T where 2071 < 2n — 2k — 1 < 2!
and 2V < k < 2°.

B. Complexities of Type-B multipliers

The method to compute the coefficient ¢, presented before (18) is not optimal for some values
of n and k. The Type-B multiplier is designed to overcome this disadvantage at the cost of some
more XOR gates. In order to generalize this idea, we define w(k) as the Hamming weight of
the integer k. We also define p(k) = Zf:o w(k). We first discuss the coefficient ¢;_; and ¢,
which includes the reusable term s;_;. They each include k product terms a;b;, and we arrange
them in the way discussed above. Thus we have w(k) subtrees: the j-th nonzero bit in the binary
expansion of k& corresponds to the subtree of height j. After constructing the binary XOR tree of
ck—1, we obtain the summation of leaf nodes in each subtree. These w(k) subtree summations
can then be XORed into the binary XOR tree of ¢, ; at the cost of w(k) XOR gates. So the
XOR gates can be saved of the reusable term s;_; are k — w(k) while the TYPE-A is k& — 1.

Therefore, the number of the AND gates used in this type of multiplier is equal to that of the

Type-A multiplier, but the number of the XOR gates can be saved is different. This number is

Oxors = k—wk)+(n—k—1)k—-wk)) +

mn—k—wh-—Fk)+ 2k—n—w2k—n))+

Z (i —w(i) + i (k—1—i—wk—1—1)+
2k—2—n

> @k-1-n—i—w@2k—1-n—i)
= 3k*—2nk —k+n/2+n*/2 —w(k)(n —k) — w2k —n) —wn — k)

—(p(k =1) =p(n = k)) = 2p(2k =1 —n) (24)



Thus, the total number of the XOR gates of the Type-B multiplier is
2k + A+ (3k* — 2nk — k +n/2 4+ n*/2) —n — dxop 5
= A+2k—n+
w(k)(n — k) + w2k —n) +wn —k) +2p2k —1 —n) +p(k — 1) —p(n — k)
The time complexity of the Type-B multiplier can be obtained similar to the way we processed
¢; in the Type-A multiplier before. For 0 < i < 2k — 2 — n, the maximum gate delay is from
the coefficient ¢y, which is 174 + [log,(3k — 2)] T'x. For ¢,_1, the maximum XOR gate delay

is 174 + [log,(3n — k)| T'x. The gate delays of the other coefficients are not greater than those

of ¢,—1 and ¢y. Because
3n—k>3k—2 when n/2 <k <2n/3,

the time complexity of the Type-B multiplier is equal to 174 + [log,(3n — k)| T'x.

IV. TYPE-A AND TYPE-B MULTIPLIERS FOR k = 2n/3

In this case, similarly, we can obtain the following expression of computing ¢ = ab when

k = 2n/3. We can get the expression of computing (a)

zn—k41-
n—k—1
E 1.
gir = <a>zn—k+1

i=0

n—k—1 n—k—1 2k—n—1
= g a;xr” + g Qipn—kT + g Qj+2n—2kT

i=0 i=0 i=0

2k—n—1

i

= E (a; + Qiyn—k + Qiyon—ok)T". (25)

1=0



The expression of ¢ + ¢ can be written as

k—1 n—k—1 n—1 n—1
c+q = Z s’ + < Z gjhnk1j> "+ Z 5i72n+2kxi + Z Si_(n_k)xi +
i=0 §=0 i=2n—2k i=k
n—2 i—2n+2k n—k—1
Z ( Z gjhi—2n+2k—j + Z gjhi_n+k_j> x
i=2n—2k §=0 j=i—2n+2k+1
k—1
= Z Sil’i +
i=0
n—2 [i—2n+2k n—k—1
Z ( Z gihi—antok—j + Z Gili—nik—j + Si—onyor + 5z’—(n—k)> '+
i=k §=0 j=i—2n+2k+1
n—k—1
< Z Gihn—k—1-j + Sop—n—1 + 5k—1> " (26)
§=0

So we can get the result ¢ :

c = c+(c+q)

k-1
=0
n—2 1—2n+2k n—k—1
Z ( Z gihi—onton—j + Z gili—ntrk—j + Siontor + Si—(n—k)) z' +

i=2n—2k =0 j=i—2n+2k+1
n—k—1
-1
E Gihn—k—1-j + Sop—n—1+ sp—1 | T +
Jj=0
2k—2—n k—2 n—2
(Sitn + Siton—k + Sitan—2k)T" + E (Sitn + Siton—r)x" + E Si+nT
i=0 i=2k—1—n i=k—1
2k—2—n

= {(85) + Sitn + (Sizon—k| + [Si+3n—2k)}$i +
i=0

{l[s2k=1-n]] + ((($n+k—1))) + SQk_l}ka—l—n 1

i {[5i + [siv2n—i)] + (si4n]} 2"+ {((56-1)) + ((sngr-1)) } 271 +

i=2k—n

n—2 (i—2n+2k n—k—1

Z { Z gihi—antor—j + Z Gihi-ntk—j + [Sitn + Sio(n-r)] + (Sz’—2n+2k)} Tt +
i=k \ j=0 jmi—2nt2k+1

n—k—1
{[[SQk—n—l]] + ((Sk—l)) —+ Z gjhn—k:—l—j} 21



A. Type-A and Type-B multipliers

The two types of multipliers are similar to those presented in the previous section.

Table 1II lists the number of the product terms in each coefficient ¢; of z*. The number of the
AND gates in the Type-A and Type-B multipliers are all equal to the number of the product
terms excluding the reusable terms. In this case, the num of AND gates can be saved are equal

to the case of 2/n < k < 2n/3.
= n?/2—-n/6.

Therefore, the total number of the AND gates is

2k—2—n
A = n+2k+ Y (3k—-2-2i)+
=0
k—2 n—2
Y n4k—1-i)+) (2k+14i-n)—dap
i=2k—1—n i=k

= 4dnk+n/2 —k —3k* —n?/2
= (5n* —n)/6. 27
which coincides with the value of A in (15).
The total number of the XOR gates in the Type-A multiplier is the summation of
2(2(2k — n)) = 2k (computing g; and h;) and the number of “+” in equation (II) excluding the

reusable terms. The XOR gates that can be saved in the Type-A multiplier are equal to the case

of 2/n < k <2n/3.
Oxor a = k> —2nk —6k+5n/2+n%/2+1 (28)
= n?/2-3n/2+ 1.
So the total number of the XOR gates of the Type-A multiplier are:
2k 4 [(A + ¢anp) — 1) — ¢XOR_A (29)
= A+7k—3n-—1.

= (5n° +9n)/6 — 1.
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Similarly, the XOR gates that can be saved in the Type-B multiplier are also the same as the
case of 2/n < k < 2n/3.

bxors = 3K —2nk—k+n/2+n°/2—w(k)(n—k) —w(2k —n) —w(n —k)
—(p(k —=1) =p(n —k)) = 2p(2k =1 —n)
= 122 —n/6 —wk)(n—k) — w2k —n) —w(n — k)
—(p(k = 1) = p(n — k) = 2p(2k — 1 — n). (30)
So the XOR gates in the Type-B multiplier are :
2k + A+ danp — 1 — Pxor B
— (50 +n)/6 +

w(k)(n — k) +w(2k —n) +w(n — k) + 2p(2k — 1 —n) +
plk —1) — p(n — k). 31)

The w(k) and p(x) functions are the same we defined above.

TABLE I

THE NUMBER OF THE PRODUCT TERMS IN THE COEFFICIENT ¢; OF 2 WHILE k = 2n/3.

z The number of the product terms
0<i<2k—2-n| (i+1)+2n—-1—-(n+))+2n—-1—(i+2n—k)+2n—-1—(i1+3n—2k)) =3k—2—2¢
i=2k—1-—n 2k—1-n+1)+ +2n—-1—-(n+2k—1-n))=2n—%
2k—n<i<k-—2 [(i+1)+2n—1—=(i+2n—k)]+2n—1—(n+1i)=n+k—-1—1
i=k—1 L+ =n
k<i<n-—2 m—k)+[2n—1—-n+i)+(—n+k+1)]+GE—2n+2k+1)=2k+1—-n+1
n—1 (n—k)+_+2k—1—n+1)=2k

Then we discuss the gate delay of the case & = 2n/3. For 0 < i < 2k —n — 2, the maximum

gate delay is from the coefficient
Co = S0 + Sp + Son—k T S3n—2k

which includes 1 + (n — 1) + [k — 1] + [2k — 1 — n] = 3k — 2 product terms a;b;. We can get

the explicit gate delay in the Type-A multiplier using the way we discussed above. Therefore,

the gate delay of ¢( in the Type-A multiplier is

n—+1

- {1%( [z_w n 1)} — log,(3k/2 + 1+ 2]
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by lemma 1 and 27! < k —1 < 2.
As for the Type-B multiplier, the gate delay is 174 + [log,(3k — 2)] T'x.

For i = 2k — n — 1, the coefficient

Cok—n—1 = S2k—n-1 1 Sntk—1 + Sokp—1

which includes [2k — n]+ [n — k| + [2n —2k] = 2n — k = 2k product terms a;b;. For the Type-A

multiplier, the gate delay is

ot [bgz( F”‘Q—%ﬂ ; 1)} ~ Tlogy(k +1+2%)]

by lemma 1 and 2°~! < n — k < 2. For the Type-B multiplier, the gate delay is 174 +
[logy(2k)] Tx.
For ¢;,_4, the coefficient
Ck—1 = Sptk—1 T Sk—1
which includes [n — k] + [k] = n = 3k/2 product terms a;b;. For the Type-A multiplier, the total
XOR gate delay to compute the coefficient c;_; is

v+ [logy(1+1)] = ﬂOgQ(QUHﬂ < [logy(2k +2)]

by lemma 1 and 27! < k < 2. For the Type-B multiplier, the total XOR gate delay is

For £k <1 <n — 2, the maximum gate delay is from the coefficient

2k—n—2 n—k—1
Cn—o = [Son—2 + Sk—2] + [Sok—n—2] + Z gihok—n—o—j + Z Giln—o—;.
j=0 j=2k—n—1

The coefficient ¢,,_, includes a reusable term [s9, 5+ Si_o], a reusable term [sox_,,_o] and n—k
product terms g;h;. For the Type-A multiplier, the total XOR gate delay is

v+ [logz( [n;v—k;rﬂ + 1)} = [logy(2k +4 +2)] < [log,y(4k + 4)]

by lemma 1 and 2°~! < k < 2°. For the Type-B multiplier, the total gate delay is 174 +
12+ log, ([ 2222 + (n — k)| Tx = 1T + [logy(7k/2 —2)] Tx.

For ¢,,_; , the gate delay of Type-A multiplier is as same as the the coefficient c,,_5. For the
Type-B multiplier, the total XOR gate delay is 174 + [log,(7k/2)| Tx.

In summary, the max gate delays of Type-A and Type-B multipliers are 174+ [log,(2k + 4 4+ 2")T'x |
and 174 + [log,(7k/2)] Tx respectively for the case k = 2n/3.
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A simple calculation show that the above expressions of space and time complexities for the
case k = 2n/3 are all coincides with those for the case k € (n/2,2n/3) obtained in the previous

section. Therefore, we combine them together and make a comparison in the next section.

V. COMPARISONS

We list the complexities of the proposed multipliers and other trinomial-based parallel mul-
tipliers in Table III. Because their AND gate delays are all 174, we ignore them and list only
XOR gate delays in the last column.

TABLE III

COMPLEXITIES OF f(u) = u" + u” + 1-BASED PARALLEL MULTIPLIERS

Multipliers # AND Gate # XOR Gate XOR Gate Delay

Quadratic, 2k > n [7] [8] n? n®—1 [log,(n + k)]

Quadratic, 2k < n [7] [8] n? n®—1 [logy(2n — k —1)]
Karatsuba hybrid n even [6] % % +25n+k—4 [log,(8n — 8)]

Karatsuba hybrid n odd [6] | 2n +2n=1 8% L+ k—575 | [logy(8n — 8)]
PB Type-A, k € (1,n/2) [5] A A+3k—n [log, (maxz(3n — 3k — 1,2n — 2k + 2))]
PB Type-B, k € (1,n/2) [5] A A+42k—n+k-w(k) | [logy(3n — 3k —1)]
PB Type-A, k € (n/2,2n/3] A A+T7k—3n—1 [log, (max(4n — 4k + 4 + 2%, 4n — 4k — 2 + 2"))]|
PB Type-B, k € (n/2,2n/3] A A+2k—n+o [log,(3n — k)]
where A =n?+ (n—k)(n—1-3k)/2, 271 <k<2¥, 2071 <2n—2k—1< 2" and
o=wlk)(n—k)+wh—k)+w2k—n)+2p2k—1—n)+plk—1)—p(n—k).

The space complexity of the fastest quadratic parallel multipliers for irreducible trinomials
are n> AND gates and n%2 — 1 XOR gates. It is easy to check that the following two inequalities
are always valid for n > 4 and k € (n/2,2n/3]:

# AND gates: A =n?+ (n—k)(n—1-3k)/2 <n?
# XOR gates: A+7Tk—3n—1<n?—1.

Therefore, the space complexity of the proposed multiplier is always less than that of the
fastest quadratic parallel multipliers. As for the time complexity, thanks to the property of the
ceiling function “[-]”, these multipliers may have the same XOR gate delay, depending on the
values of n and £.

For the purpose of comparison, we examine the 317 values of n such that n € [5,999] and

u" + u® + 1 is irreducible over GF'(2) for some k € (n/2,2n/3).
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Compared to the current fastest parallel multipliers — quadratic multipliers, the space com-
plexities are reduced, for all these 317 values of n, by 15.3% on average. Especially, for the
124 values of such n, the two kinds of multipliers have the same time complexity, but the space
complexities are reduced by 15.5% on average. On the other hand, the CRT-based multipliers in

[5] consider the case k € [2,n/2], and reduce the space complexities by only 8.4% on average.

VI. AN EXAMPLE: f = v +u +1

From the expression of the quotient ¢ of a - b divided by (f + 1) = 22! + 2!, i.e., (7), we

have

19 18 17 16 15 14 13
q = S40% + S39T + 538 + S37T + S36L + S35 + 834X

+($33 + 840)3312 + (832 + 839)3311 + (831 + Sgg)xlo + (830 + 837)289
+(829 + 836)138 + (Sgg —+ 835>$7 + (827 -+ 534)376
+(S26 + S33 + 840)$5 + (s25 + S32 + 839)$4 + (524 + 831 + 538)$3 + (523 + 830 + 837)$2

+($22 + S99 + 836)$ -+ (521 + Sog + 835).

In order to obtain (¢ +¢) = (a - b),14(,7,,) using the CRT, we compute (a),r,, and (b),7,,

first.

>

(@),rpy = Zgix
i=0

= (ap + ay + ay) + (a1 + ag + a5)r + (az + ag + ag)r* + (az + ap + a17)x3

+(ag +an + a18)$4 + (a5 + aia + (119)I5 + (ag + a1z + Gzo)xﬁ-

6
(b)gri1 = Zhixi

1=0
= (bg+b;+ b14) + (b1 + bg + b15):c + (bg + by + 1)16)1’2 + (bg + b1 + b17)$3

+(by + b1 + 518)I4 + (b + bia + b19)335 + (bg + bys + b2o)$6-

Next, we compute the two intermediate values in the CRT formula, i.e., (9) and (11), using the

schoolbook polynomial multiplication algorithm:

13

(a-b) = Z st

=0



and

<Cl ’ b>x”—k+l = <<&>x7+1 ’ <b>x7+l>m7+1
gshi + gohe + gihs + gaha + gshs + gahs + geho)z® +
g2hs + gsho + gohs + gaha + gahy + giha + gehe)® +

gihs + gahy + gshy + goha + gaho + gshe + gehs)z* +

(
(
(
(g1h2 + g2h1 + gohs + gsho + gsha + gshs + gahe)z® +
(g1h1 + goha + g2ho + gshs + gsha + gshe + gahs)a® +

(91ho + goh1 + gsha + gshs + gahe + gshs + gaha)x +

(goho + gahs + g1he + gahs + gsha + geh1 + gsha).

Then, from the CRT expression of the remainder (c +q) = (a - b);,,, i-e., (8), we have

ctq = ({a-b)- @ "+1) @ 1) +{a by, a2

= 50+ s1xt 4 sqa? + 33503 + 54554 + 55135 + 561:6 + 37337 + sgscB + sgscg +
F51020 4 517" + 519212 o+ sy52 4+
(S0 + 574 goho + gahs + gihs + gahs + gsha + gehy + gsha)z™ +
(s1+ 55+ g1ho + gohn + gsha + gshs + g2he + gshs + gaha)z'™® +
(s2+ S0+ g1h1 + goha + g2ho + gehs + gsha + gshe + gahs)z'® +
(s3+ s10 4 gha + goh1 + gohs + gsho + gsha + gshs + gahe)z'" +
(44 s11 + grhs + goha + gshy + goha + gaho + gshe + gshs)z'® +
(s5+ 512 + gohs + gsho + gohs + gsha + gahi + giha + gehe)z™ +

(s6 + s13 + gsh1 + gohe + g1hs + gaha + gshs + gaha + 96h0)$20-
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Finally, by (13), the expression of ¢ = ab=q+ (c+ q) is

c = ((s0) 4 s21 + 528 + 535) + ((51) + S22 + 529 + 536)x +
((s2) + S23 + 530 + 537)2” + ((83) + S24 + 831 + S38)2° +
((54) + 825 + 832 + Sag)a” + ((s5) + 526 + 533 + 510)2” +
{[[s6]] + 527 + (((s34))) }2° +
+([s7 + 335) + s28)” + ([88 + F36] + S20)7° + ([89 + Fa7) + 530)7” +
([s10 + 538] + s51)2™ + ([s11 + 539 + s32)a™! + ([s12 + Sao] + s33)2™ +
{((s13)) + (((s30)))}2™ +
[s7+ 835] + goho + gahs + gihe + gohs + gsha + gehy + gsha)z'* +
s + 836 + giho + goh1 + gsha + gshs + gahe + gshs + gaha)z™ +

[s9 + s37] + g1h1 + goha + goho + gehs + gsha + gshe + gahs)z'® +

+
+

+

+ [s10 + 538] + g1he + g2h1 + gohs + gsho + gsha + gshs + gahe)z'" +
+ [s11 + $30] 4 g1hs + goho + gsha + gohu + gaho + gshe + gshs)z'® +
+ [512 4 s40] + g2h3 + gsho + gohs + gsha + gah1 + grha + gshe)z™ +
+

((s13)) + g5h1 + gohe + g1hs + goha + gshs + gaho + gﬁho)l’%-

The following table compares the space and time complexities of the proposed multipliers
and the multipliers in [5]. We note that there are only four degree-21 irreducible trinomials:
22+ 22+ 1, 22 + 27 + 1 and their reciprocal polynomials. The best choice for the multiplier

in [5]is 22 + 27 + 1.

TABLE IV

COMPLEXITIES OF CRT-BASED G'F'(2%') PARALLEL MULTIPLIERS.

Trinomial Multiplier | # AND Gate | # XOR Gate | XOR Gate Delay
Type-A 434 434 6
z* + 2" + 1 5] P
Type-B 434 448 6
Type-A 364 398 6
. | P
Type-B 364 429 6




26

VII. CONCLUSIONS

In this work, we consider the irreducible trinomial u™ + u* + 1 over GF(2) for some k €
(n/2,2n/3]. By selecting the largest possible value of k& € (n/2,2n/3], we further reduce the
space complexity of the CRT-based hybrid parallel GF'(2") polynomial pasis multipliers. Com-
pared to the current fastest parallel multipliers — quadratic multipliers, the AND and XOR gate
complexities of the proposed multipliers are always less than those of the quadratic multipliers.
Thanks to the property of the ceiling function “[-]”, they have the same time complexity for
some irreducible trinomials.

For the purpose of comparison, we examine the 317 values of n such that n € [5,999] and
u"™ + u* + 1 is irreducible over GF(2) for some k € (n/2,2n/3]. The space complexities are
reduced, for all these 317 values of n, by 15.3% on average. Especially, for the 124 values of
such n, the two kinds of multipliers have the same time complexity, but the space complexities
are reduced by 15.5% on average. On the other hand, the CRT-based multipliers in [5] consider

the case k € [2,n/2], and reduce the space complexities by only 8.4% on average.
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