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PICQO. An Ultra lightweight and Low power
encryption design for pervasive computing

Gaurav BansadNarayan Pisharoty, and Abhijit Patil

Abstract— In this paper we are proposing an ultra lightweidnt,

a very compact block cipher ‘PICQO’. PICO is a substution and

permutation based network, which operates on a 64ityplain text

and supports a key length of 128 bits. It has a VER compact
structure that requires GEs for a 128 bit key lengh. The PICO
cipher uses strong bit permutation layer which onlyneeds wires
for implementation this reduces overall gate countlts unique
design helps to generate a large number of active Shoxes in
fewer rounds which thwart the linear and differential attacks on
the cipher. PICO shows good performance on both theardware

and the software platforms. PICO consumes only 2508ytes of
Flash memory which is less than ultra lightweight ipher

PRESENT. PICO has a very strong Substitution layei%- box)
which not only makes the design robust but also inbduces a
great avalanche effect. PICO has strong and comptdey
scheduling which is motivated from latest NSA desiged cipher
SPECK. PICO consumes 28mW of dynamic power which ikess
than the PRESENT cipher (31mW). In this paper we hee
presented the security analysis of PICO and its p&srmance as
an ultra lightweight compact cipher. PICO resists inear,

differential, biclique, zero correlation, meet in e middle and key
related attacks.

Index Terms— Lightweight Cryptography, SP Network, Block
cipher, l1oT, Encryption, Embedded security

I. INTRODUCTION

In recent years, many lightweight ciphers are intoed
which has less footprint area, low power consunmptod
less gate counts. Lightweight Ciphers like PRESENT,

PICCOLO [2], TWINE [3], SIMON and SPECK [4] haveeth
robust design and needs less than 2200 Gate Egnisal
Recently NSA launched th

(GEs) for implementation.

like power consumption, GEs and all possible typleattacks.
In this paper we have presented a compact ciphieddalCO
which is S-P network that needs less GEs, lespfimbtarea

and low power consumption as compared to the PRAHSEN

cipher. We also aimed at providing stronger sulttitin layer

that makes the design more robust. PICO shows good

resistance against linear and differential attadki€o also
shows good resistance against
correlation attack and key related attack. We lgelighat the
PICO is the most ultra lightweight S-P network @pkhill date
which has compact structure, robust design and snéesh
GEs for its hardware implementation.

We have used the following notification in this papfor

PICO ciphe
- P Input plaintext block of j = 64bits
- G Output cipher text block of j = 64 bits
- K 64-bit subkey for round i
- & Bitwise exclusive-OR operation
- LCS(R,n) Left circular shift by n bits
- RCS(R.n) Right circular by n bits
-] Concatenation of two strings
- Bitwise NOT operation
- & Bitwise AND operation

Bitwise OR operation

Il. THEPICOBLOCK CIPHER

The design of PICO cipher is based on a substitutio

permutation network [6]. It has total 32 roundsC®l cipher
supports 64 bit plaintext and 128 bit key lengtiy. B shows
the block diagram of PICO cipher. Plaintext bitgher text

SIMON and SPECK cipher which are considered tohee t ;¢ /e arranged in 4x16 array format as showfign2(a).

most ultra lightweight ciphers. SIMON and SPECK hatsust

design and interesting key scheduling which makesiesign
robust and can thwart all possible types of attaPlRESENT
being the S-P network also has compact design #&nd Lontains the next 16 bits. -

Let P = §9|---||HIP is the 64-bit plaintext, then row 0
contains the first 16 bits of plaintext **jp - - ||H|P’, row 1
JIP|Ip', and so on, as shown in

hardware implementation needs around 1800-2000 G%qg 2()

Cipher like PRESENT is design by keeping goal amnmact

Fig. 2(b) represents the ‘Two-dimensional Represent’

hardware implementation. But PRESENT has very wea& 4x16 array. Each round consist the followingebs:

substitution layer and its permutation layer isoalsiinerable
to attacks like statistical Saturational attack PIRESENT has

bit permutations as its P- layer which only regsiiveres for
its hardware implementation [1]. In this paper wmed at
design compact and robust S P network cipher whattonly
needs less footprint area but also take care abtther factors

AddRoundkey,
SubColumn &
Bit_Shuffle

biclique attacks,0 zer



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATIONNUMBER (DOUBLE-CLICK HERE TO EDIT) < 2

After the last round, there is an AddRoundKey aswshin TaABLE 1

Fig 1. S-B0X OF PICOCIPHER
X |01 2 3 456 789 ABCDE F
Six]|12 4 D6 FB 8 A5E3 9C70

Plaintext Key_Register
R TLIETEI e SubColumn operation is based on the simultaneous
: application of S-boxes to the 4 bits in the samé&roa.
! Operation of SubColumn is illustrated in Fig. 3€Tihput of a
SubCotum, i S-box is Column(i) = P'|| @'|| p' || P where i ranges from

0< i <15 and f'is LSB bit and P'is the MSB bit of the 4 bit
nibble. The output is S-box(Column(i)) 2'd| o' || o' || "

Bit_shuffle

g K S- box is applied column wise in our cipher design.
0,15 0,14 1 .00
Cpbatest EZ,lS ,14”. p21 EZ,O
Fig. 1. Block Diagram of PICO cipher pt* ptt.. P Pt
. . - - . ) p3,15 p3,l4.“ “.p’i,l p3,0
S-box is a nonlinear element in cipher design whieh
followed by a bit permutation layer. 33 differentb&eys each |
of 64 bits is generated from the 128 bit user defikey bits S-box
and out of these subkeys’ Ko K*! are applied at 0 to 31
rounds of the PICO cipher.*Kis the subkey which is used as ¢
post whitening key. B Pt PO
) ) ) q2,15 ,14“. .“q2,1 q2,0
Pseudo code for PICO cipher is given as qh1s gt gt g-°
p=p%_P° 3,15 q3,14m q31 qs,o
RoundKeys() q
fori=0to31do _ Fig. 3. SubColumn Operation
Add_round key (P, K")
SubColumn (A) Let X = ABCD be the input to the S-box and Y = y$$90
Bit_Shuffle (A) is the output. For example X= ABCD =0000 then Y Q.
End for The 4 x 4 S-box of PICO is described by the following
Add_round_key (A, Kz) equations, these equations are formed by using-timeap.
C—oA
N 015 o014 y0 = (IB&C&D) | (B&C&!D) | (A&B&!ID) | (A&!B&D) |
pSl P30 PP '15 '14--- ('A&IB&!C&!D) | ({A&B&!C&D);
p47 p46.” P13 p32 p’le p21Yl4“.
ppt. Lt p prrpr. yl = (IA&!C&D) | (A&!B&!D) | (A&'B&C) | (A&B&!D) |
63 62 49 48 ,15 . 3,14
p” p P9 p P pP. (A&B&C&!ID);
@) (b) y2 = (IA&B&IC) | (IA&'B&C) | (A&!C&D) | (A&C&!ID);
Fig. 2 (a) represents 4x16 array format and its-@imeensional
representation is in (b) y3 = (IA&C&D) | (lA&B&C) | (A&!B&!D) | (B&!C&D) |
IC&ID):
Each round of PICO cipher consists of the folIowinéA&B&'C&'D)’

operations:

A. Add_round_ key

Add_round_key performs an XOR operation with 64 bi
plaintext and 64 bit sub key. Sub keys are dendtgd'
where i range from 0 to 32 and the current statpuilP —

C. Permutaion_L ayer

Permutation layer of PICO cipher is based on bit
bermutation and it is a linear permutation operatidhe bit
permutation used in PICO is given in the Table 2e Bit p’
present in T row and {' column is shifted to the new bit

63 0 : L
P P IS given as, i position as described in the Table 2. Bit_Shuffig(p.e.
P—POK. Bit_Shuffle(F"%) — p”*°. It means after permutation operation
B. SubColumn , the bit will be shifted to®Brow and 18' column.

The S-box used in PICO cipher is of 4x4 S-box wihgre
box: R* — F,* Table 1 represents the hexadecimal values for
the Substitution layer,
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TABLE 2 layer in cipher design and it plays a very impartesie to
SR P-80x OF PICOCIPHER provide security against well-known attacks likeetr attack
, | 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 1 and dlﬁerentlal attaCk
0*0,10 15 112 26 2,12 3,0 3,11 0,1 33 015 292 0312 22 18 14
1lss 06 11 115 24 35 012 214 114 34 0114 017 23 28 315 Design of a cipher is an important factor to insedarge
2los 27 03 211 39 31 10 19 25 210 313 3po o9 12 110 number of active S-boxes. Structure that providesggd
3k s7 o7 13 113 o1 215 20 21 o5 3wmszo013 3s 16 1u| Number of active S-boxes considered having robust
architecture which can thwart all possible typesathcks.
. Computer based techniques are used in this papsefection
D. Key Schedule of 128-bit key length of good S-box and also to calculate the minimum Inemrof

Key schedule of PICO cipher is motivated from tRREEK  active S-boxes.

cipher key scheduling design [4]. SPECK key schiaduils

compact in memory size requirement and no attadkdate A. Design Cr|te.r|a.0f the Sbox . .
are reported on it. Gate count is increased by using separate S-beeadh

round of cipher and similarly this does not provieknsible

In PICO cipher total 33 subkeys are used eachzsf 64 amount of improvement in the resistgnce againstwkno
bits are extracted from 128 bit key scheduling gthm which ~ attacks [7]. We have chosen 4x4 S-box in our desfgPlCO

is mentioned in the next subsection. cipher. S- box used in the PICO cipher is robust arevents

clustering of linear and differential trails. Oné the most

1) 128-bit key scheduling important aspect in our cipher design is the nealinrobust
User defined 128 bit key is stored in the registey, layer i.e. S-box.

subkey Kand L* can be given as
4x4 S-box provides compactness and selection qfgorS-

Key = R?7 k1?0 |12° | K2 Kk K° box provide resistance against linear and difféatrattack.
K= K3 K2, k2 K° These two parameters we have considered while miagighe
Ll — k127 k126 k66 k65 k64 S_bOX
After extracting key as Kand L' each of 64 bits, the PICO S-box is S: # «— F,* it means that it takes a 4 bit
subkeys Kto K*?are generated as follows input and produces a 4 bit output. Important properfor a
good S-box design are mentioned below which we have
Forj=0to 31 do considered for S- box selection.
I—?64 = ((Kea) @RCS(L16413)) @(L164); )
K, = (L0 © LCS(Ks 7)) D Property 1: Linear Property
Liss= L% a€ F,'is input to the S-box. A is the input mask and Bhis
End for output mask such thateAF,*, BE F,* so LC (A, B) is defined
as:
Where LCS represents left circular shift by 7 kitel RCS .
represents right Circular shift by 3 bits. LC (A, B)=#{a€eF|A~a=B+S(a)}- 8|
Subkeys are arranged in 4x16 array format as sloWig. This property is used to form the Linear Approxiioat
4 to perform AddRoundKey operation. Table (LAT), where LC represents Linear Cryptanialys

[8].The « denotes mask operation ogf Bnd # indicate the

number of matches in LAT for the input maskand B minus
KO0 et KO 8.
KRR LK K
k215 214 el Ko Property 2: Differential Property

a € F," is input to the S-box andA, AB are the input and

K315 314 131 30
output differences such thatA, AB € F,* so that DC 4A,
Fig. 4. 4x16 two dimensional representations ofk®ylbits AB) is defined as:

Ill. SECURITY ANALYSIS OF PICO

Various cryptanalysis techniques are applied oiphet to
find robustness of cipher design against all pdssiypes of  This property used to form Difference Distributidiable
attacks. In paper we have focused on attacks Ih@ t(DDT) and DC represents differential Cryptanaly8is
differential attack, the linear attack, the algébrattack, the
key scheduled attack, the key collision attack, #e¥o-  Complete design criteria of the S-box which we hased
correlation attack and the biclique attack. S-lsoa nonlinear in designing of the PICO cipher is given below,

DC (AA, AB) =#{a€F,'|S (a)® S (&DAA) =AB}
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1. For any nonzero input differenceA € F,* and output
differencesaB € F,*respectively we have,

DC (AA, AB)=#{a€F*|S (a)® S (aPaA) =aB} <4

2. For any nonzero input differencesAe F,* and output
differencesaB € F,* such that HWAA) = Hw(aB) = 1, where
Hw(x) denote Hamming weight of x, we have,

SetDC = DC fA, AB) = #{a€F,' |S (2)® S (aDaA)
=AB}=0

Cardinality of SetDC can be given as CarDC, we HaaeDC
=2.

This is the most important property in designingb8x. We
have achieved Cardinality of 2 in both linear ariffecential

table for the given S- box. This property indicattes strength
and robustness of S-box.

3. For any nonzero input mask &F,* and output mask such
that B€ F," so we have LTA, B)

LC (A,B)=#{a€eF,’|JA~a=B+S(a)}-8c4

4. For any nonzero input maskeA=," and output mask such
that BE F,*, such that HW(A) = Hw(B) = 1, we have

SetLC = LC (A, B) = #{xe F,'|A * x = B » S(x)} - 8¢ 0

Cardinality of SetLC can be given as CarLC, we h@ael C
=2.

5. Bijective i.e. S (a} S(b) for all values of & b.
6. No static pointi.e. S (8 a for all values of & F,".

Strength of the S-box depends on cardinality, Fe2aP
cipher, S-box has Ca¢ = 2 and Cag. = 2.

In the case of PRESENT cipher, S-box has CarDCand
CarLC = 8 [10], while in case of RECTANGLE ciph&-box
has CarDC 2 and CarlLC

shows good strength. As our designed S-box showgdlod
cardinality values, it shows that our S-box is gaodesign as
compare to the PRESENT S-box.

B. PICO cipher S-Box Selection

4

When S-box satisfies the criteria 1 to 5 from setth then
its PE equivalent S-box also satisfies criteria 5.t

2) Affine equivalence[10] [11]

If there exist a bijective linear mapping A, B atmhstant a,
b belongs to F,*for two S-boxes such that &) = B(S (A (X)
+ a)) + b, then the equivalence called affine egjgince.

When S-boxes satisfies criteria 1,3 and 5 fromigec#
then the affine equivalent S-box also satisfiegedd 1, 3 and
5.

These two definitions are considered while designihe S-
box for the PICO cipher.

C. Linear cryptanalysis

In cryptanalysis technique ‘Liner Cryptanalysis] |8 the
most significant attack which is applicable on Hyenmetric-
key block ciphers. This attack is also referredttss known
plaintext attack. High probability occurrences ahehbr
expression containing plaintext bits, cipher texts band
subkey bits are used for mounting the linear att@aticipher.
Linear attack is mounted by having the knowledgeuata
subset of plaintext and its corresponding ciphértAxtacker
will find the correlation between them. S-box isamined by
forming Linear Approximation Table (LAT) as mentauhin
Table 3. Biasd) can be given as ||PL/2| where Prepresents
the linear probability. Maximum bias value for PIC€Pher is
22, Matsui's Piling-up lemma [8] is used to calculadke
probability bias for ‘n’ rounds. The best way t®ist against
linear attack is mentioned below,

1] Optimizing the bias in LAT. For ideal S-box bjaslues
should be 1/8 which is practically not possiblathieve.

2] Increase the number of active S-boxes in cighercture.

Lemma 1: Matsui's Pilling up Lemma [8]
For ‘n’ independent random binary variableg, X,... X,
the equation is,
e= 2" "1 &

2 [10]. This shows that \yperee represents the total bias o Xn =0 and
PRESENT has a weak S-box, while RECTANGLE S-bo i ias of B ... &

A represents number of active S-box.

Selection of S-box in PICO cipher is driven by two

definitions

1) Permutation-then-XOR equivalence [10] [11]

If there exist a 4 X 4 permutation matrices m0 , amt
constant A, Bwhich belongs to F,* for two S-boxes S'(x)
and S(mO(x) + A), such that($)= m1(S (mO(x) + A)) + B,
then the equivalence is called PE equivalence.
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TABLE 3
LINEAR APPROXIMATION TABLE FORPICOCIPHER
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Table 4 represents the minimum number of activeoeb

from linear trails.

TABLE 4
MINIMUM NUMBERS OF ACTIVE S-BOXES FROMLINEAR TRAILS

#Round # Min. active S-boxesg
1 1
2 2
3 4
4 6
5 8
6 11

Theorem1:

For 24 rounds of PICO it has total 44 active S-lsoaad
total bias for 24 rounds is*2

Proof:

Matsui's Pilling up Lemma for 6 rounds of PICO a@phhe
total Bias can be given as

210X (2—2)1].: 2—12

For 24 rounds the total bias) €an be given as

£= Px (279 = 2%

N =1/ ) ’=
N|_ = 29

/ (245) 2
0

5

Available limit is 2* and required no. of known plaintext is
2% hence complete rounds of PICO cipher shows good

resistance against a linear attack.

Table 5 shows the linear trails for PICO cipher.

TABLE 5
LINEAR TRAILS FORPICOCIPHER
#Round Input to S-box Output from S-box
0001 0000 0000 0000 | 0000 0000 0000 0000
1 0000 0000 0000 0000 | 0001 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 1000 0000
2 0000 0000 1000 0000 | 0000 0000 1000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0010| 0100 0000 0000 0000
3 0000 0000 0000 0000 | 0100 0000 0000 0010
0100 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0100 0000 | 0000 0000 0000 0000
4 0000 0001 0000 0000| 0000 0000 0100 0000
0000 0001 0000 0000 | 0000 0001 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0001 0000 0000 0000 | 0000 0000 0010 0000
5 0000 0000 0000 0000 | 0001 0000 0010 0000
0000 0000 0010 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 1010 0001
6 0000 0000 1000 0000 | 0000 0000 1000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0010 0001 | 0000 0000 0010 0001

D. Diffrential cryptanalysis

In cryptanalysis technique “Differential Cryptansily’ [9]
[12] is one of the most significant attack applieakio
symmetric key block cipher. Differential Cryptansily firstly

For 6 rounds PICO has minimum 11 active S-boxe&pplied on DES by Biham and Shamir in 1990. Paihigh
Maximum bias for the PICO cipher S-box i€ By using probability input and output occurrences are useanbunt

this attack. Substitution layer is a nonlinear faye our
design, which is examined by forming differencetritisition
table (DDT) as mentioned in Table 6.

Differential

that has non-zero

trails are formed by considering high
probability input and output difference for eaclumd, S-box

difference is referred as an active S-box.

By calculating required number of known plaintext /
ciphertext, we can compute complexity of lineaaeikt and

can be given as

N =1/ @)

input difference or non-zero wutp

Pp represents differential probabilityp Ralue for PICO S-
box is 4/16 = 1/4 =2

For 18 rounds of PICO cipher the required number of
known plaintext / ciphertext can be given as
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TABLE 6

DIFFERENCEDISTRIBUTION TABLE FORPICOS-BOX

0 1 2 3 4 5 6 7 89 A B CDE F
o6 0 0 0 0 0O O OOO O OOOTUODMD
1/0 0 0 4 0 2 0 2 0 4 0 O 0 2 0 2
2/f0 0 0 0 2 2 2 2 00 O0O0 2 2 2 2
310 0 0 0 2 0 2 O O 4 O 4 2 0 2 0
4/0 0 0 4 0 2 0 2 040 0O0 2 02
5/(/0 0 0 0 4 0 4 0 0O O O O 4 0 4 0
60 0 4 0 0 2 0 2 0O0 4 00 2 0 2
710 0 4 0 0 0 O O O 4 4 4 0 0 0 O
g8/0 0 0 2 0 00O 220 2 2 2 0 2 2
9]0 0 0 2 2 0 2 2 2 0 2 2 0 O O 2
A0 4 2 0 2 0 0 0O 2 0 O O O 0 2 4
B|/O 4 2 0 0 0 2 4 2 0 00 2 0O00
cijo o 0o 2 0 2 0 0 20 2 2 2 2 2 0
bjo o o 2 2 2 2 020 2 2 0 2 00
E|O 4 2 0 0 0 2 0 2 O O O 2 4 0 O
FIO 4 2 0 2 4 0 0 2 0 O O 0 0 2 0

Security against this attack can be provided byngisi

following two approaches,

1. Minimize the differential probability (§), For ideal S-

box R,=1/16 .

2.Build a cipher design such that it maximizes the

minimum number of active S-boxes.

Table 7 represents the differential trails for PICipher.

TABLE 8
MINIMUM NUMBERS OF ACTIVE S-BOXES FROM DIFFERENTIAL TRAIL

#Round # Min. active S-boxesg
1 1
2 2
3 3
4 5
5 8
6 12

There are 12 active S-boxes for 6 rounds of PIQbeai so
for 24 rounds there are 48 active S-boxes. Difféaén
probability for complete cipher is given asj®= 2.

Total number of chosen plaintext required to motinis
attack can be given as,

Nd= C/Pd

Where C = 1 and§= 2%, so the required number of chosen
plaintext / ciphertext are,

Ng=1/2%= 2%,

E. Zero-Correlation attack

difference from S-box is referred as an active $-bo

TABLE 7
DIFFERENTIAL TRAIL FORPICOCIPHER
#Round Input to S-box Output from S-box
0000 0000 0000 0000 | 0000 0000 0000 0000
1 0000 0000 0100 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0100 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
2 0000 0000 0000 0001 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0001
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0001 0000 0000 | 0000 0001 0000 0000
3 0000 0000 0000 0000 | 0000 0001 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0000 1000
4 0100 0000 0000 0000 | 0000 0000 0000 1000
0000 0000 0000 0000 | 0100 0000 0000 0000
0000 0000 0000 1000 | 0000 0000 0000 0000
0000 0000 0000 0000 | 0000 0000 0100 0000
5 1000 0000 0000 0100 | 0000 0000 0100 0000
0000 0000 0100 0000 | 1000 0000 0000 0100
0000 0000 0000 0000 | 0000 0000 0000 0000
0001 0000 0000 1000 | 0001 1000 0000 1000
6 0000 0100 0000 0000 | 0001 1000 0000 1000
0000 0000 0000 0000 | 0000 0100 0000 0000
0000 1000 0000 0000 | 0000 0000 0000 0000

Table 8 represents the minimum number of activeoeb

from differential trails.

Cryptanalysis. The block ciphers should resist zenwelation
attack. Zero-correlation Attack is based on linear
approximations with a correlation value of zero.rde
correlation attack is considered as a countergfarpossible
differential cryptanalysis in domain of linear ctgpalysis.
We have applied matrix method [13] to mount Zero-
correlation attack which is explained below. Foliogvthree
Lemmas are used to found cipher having contradictio

Lemma 2: XOR approximation
Either the three linear selection patterns at arRXP are
equal or the correlation ovép is exactly zero.

Lemma 3: Branching approximation
Either the three linear selection patterns at adiring point
e sum up to 0 or the correlation over ¢ is exazdyo.

Lemma 4: Permutation approximation

Over a permutatioryp, if the input and output selection
patterns are neither both zero nor both nonzeeogdinrelation
overg is exactly zero.

1) The Matrix Method [13]

Impossible differential characteristic can be corged by
using Miss-in-the-middle approach. Contradictiomriddle is
formed by two differential paths with probability.

Matrix method is used to find linear approximatiaith
correlation zero and mentioned below,
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The linear masks applied to the words can be of the
following five types:

1. Zero mask denoted by 0,

2. An arbitrary non-zero mask denoted by 0,

3. Non-zero mask with a fixed value a,

4. The exclusive-or of a fixed non-zero mask a and a
arbitrary non-zero mask, denoteddy

5. Any other mask is denoted by

TABLE 9
ARITHMETIC RULESMULTIPLICATION BY 0,1 AND 1F.

0 1 1F
o0 O

o

ol

0|0 O

a|0 a

a|l0 a *

* 0 * *

The matrix shows that how a linear mask of eaclpwtut
word is dfected by the linear mask of an input word. Table 9
and 10 illustrate Arithmetic rules for multiplicati and

00000000000®O0
0000000000000000
0000000000000000

000000000000000

00000M0O0000M®OO0
0000000000000000
0000000000000000

000000000000 000

0000000000000000
0000000000000000
0000000000000000

000000000000 000¢

0000000000O00COOOOO

0000bbbb000000O0OO

7

addition.

ARITHMETIC RULES ADDITION BETWEEN TWO MASK

TABLE 10

2) Zero-Correlation for 4 rounds of PICO

For (0a00000000000000)}~ (000000000b000000) has (K2, K®, K3
correlation exactly zero for which the values a arare non-
zero. Trails for zero correlation attack are shawiTable 11
and we found contradiction at round 2 for PICO eipiRed

bits in table 11 shows contradiction.

TRAILS FOR ZERO-CORRELATIONFOR PICOCIPHER

TABLE 11

#Round

Trails

0

0000000000O00COOOOO

0000000000O00COOOOO

00000000O00OOOOOQOO

0000aaaal000000(

0000000000000000
0000000000000000
0000000000000000

0000000000000000

0000000000O0OOOOQOO

000000000000 000(

F. Biclique attack

Biclique attack [15] [16] is an extension of meeithe-
middle attack.

We have applied biclique cryptanalysis techniqué>t@O-
128. From this result we have compare the resutiGD with
other standard cipher algorithms like PRESENT, ROCO
and LED.

We have constructed a 4-dimensional biclique fontb29
~ 32 of PICO-128. For these rounds the partial kesed is
, K*) which is described as follows,

K = ks, Ko1,...koKes ... kea
K% = ks, Kaay...KoKes ... Kag
Ksl = k38: k37, ...ko,k53 vees k39
K32 = kgl, k30, . .ko,k63 e k32

From above equation we found that by varying folluyv

sub keys (ko ki ko, ki) and (Ks, kss ks ko7) gives
bicliques for the attack on the full PICO-128.

To construct theti-differential we consider sub keyssdk
k14, ks2 ksg) and for thevj-differential, we consider sub keys
(K1s, Ksz, Kas, ko7) Let f be a sub-cipher from round 29 to round
32. Since tha\i-differential &fects the 48 bits of the ciphertext
as illustrated from Fig. 5As a result, the data complexity does
not exceed #. Red lines from the round in Fig 5 shows the
data complexity.
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Fig. 5. Four Dimensional Biclique for PICO-128

Fig. 6 and 7 represents the re-computation in foiveand
backward direction. The total computational comitieof
P1C0O-128 is computed as follows.

Ctotal - 2<_ (Omchque + Cprecomp"' Crecomp+ Cfalsepog
C.., =27

total
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Fig. 6. Re-computations in Forward directions f(£®-128
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Fig. 7. Re-computations in backward directions for PICO-128

G. Algebraic attack

Attacker applies algebraic attack [17] more usuaily
stream cipher because it is more successful @ther than
applying on block cipher. The 4 x 4 bit S-box isd&escribed
by minimum 21 equations in 8 input or output valéabx = a
x 21 quadratic equation in y = a x 8 variablesused to
examine complete cipher. Where ‘a’ represents numobs-

boxes used in encryption algorithm and key schaduli
algorithm.In our cipher design for single roundeotryption
there are total 16 S-boxes that are used and f#bitXey
scheduling there are 48 S-boxes used. For 32 raafraipher,
there are a total of 32 x 16 = 512 S-boxes in tiezygtion
system.

The number of quadratic equations that can be fdrgieen
31

Q

a=(512) x 21 = 10752,
and the number of variables can be given as
b =(512) x 8 =4096.
The 10752 number of quadratic equations in 409&kkas
provide good resistance against the algebraiclattac

H. Key schedule attacks

There is no specific instructions are provided ¢sign key
scheduling algorithm. So large number of multipley k
scheduling algorithm can be formed and vide varigtkey
related attack can be mounted. Related key atta8k &nd
slide attack [19] are the two important attack ntedrnon key
scheduling to check wheatear key scheduling iseralole or
not. Related key attack is also known as choseraktagk and
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is successfully applied on reduced round AES-29%. [2

In this paper, we aimed at providing efficient arwnpact
key scheduling which resist against the possibiityrelated
key attack.

Recently, NSA has designed the lightweight cipmenned

SIMON and SPECK which is optimized for hardware and

software implementations [4]. There is no kind el kelated
attack found on SPECK key scheduling. In this paper key
scheduling design is motivated from SPECK key salied.

I. Key Collision Attack

This attack depends on the key length regardlesiseokey
scheduling algorithm. Key collision attack [21] flas message

with complexity 22, where k denotes the length of key size.

In our cipher design k =128, so the complexity oéated
message is given a¥%?= 2

J. Avalanche Effect [22]

When a single bit change in the input changes titpud
significantly, this results in an avalanche effdetr example
by flipping a single bit in the input or in a kepuwdd change
the half of the bits in cipher text. Cipher withagbavalanche
effect has higher probability to resist all possiliypes of
attacks.

In case of robust design of block ciphers, drasti@nge in
the cipher text is visible when a small change in tkey or

the plaintext takes place. The poor randomization occurs

when a block cipher does not show the avalancltectefb a
significant degree.

In our design we have applied a single bit changaput
plaintext / Key bits and observed the output. Wenfibthat in
the case of the PICO cipher that any single bihgkan key
results in changes in more than half of the bitsipher text.
Table 12 summarizes the Avalanche Effect.

TABLE 12
AVALANCHE EFFECT FORPICO-128
Plaintext 0000 0000 0000 0000 No. of bits Change
Key 0000 0000 0000 0000 00Q0 --
0000 0000 0000
Ciphertext fda7e7de58c913f4
Key 0800 0000 0000 0000 00Q0 40
0000 0000 0000
Ciphertext 72f4081faed6ef5d
Key 0400 0000 0000 0000 00Q0 36
0000 0000 0000
Ciphertext f95da221c75cheb7

IV. SECURITY COMPARISONWITH STANDARD ALGORITHM

In this section we have compared the security aimmlyf
PICO with the other standard algorithms. The coisparis
represented in Table 13 and 14. Table 13 compheedibear
complexity and differential complexity by considegi the
number of active S-boxes for particular rounds.

TABLE 13
LINEAR AND DIFFERENTIAL ATTACK COMPARISON

Cipher Name PICO PRESENT L- FEW PICCOLO
Block

#Rounds 24 25 15

# Active S-
box From
Linear Trails
# Active S-
box From
Differential
Trails

27 30

45 50 32 45 30

48 50 32 45 30

#Known
Plaintext

#Chosen
Plaintext

290 2102 266 290 2120

2100

(1

2120

(Bl

290
[27]

264
[26]

296
This
Paper

Reference

Table 14 compares the data complexity and comjounaiti
complexity of PICO with the other ciphers.

TABLE 14
BICLIQUE ATTACK COMPARISON

Cipher Rounds Data Computational Reference
Name Complexity Complexity
PICO-128 |  Full(32) ¥ 2127 This Paper
PRESEN | Full(31) > 27e5 [16]
T-80
PRESEN | Full(31) 2¢ 124 [16]
T-128
PICCOL | Full(25) b 219k [16]
0-80
‘PICCOL | Fuli(31) b 21273 [16]
0-128
LED-64 Full(48) 3 2035 [16]
LED-80 Full(48) e 2798 [16]
LED-96 Full(48) 5 ol [16]
LED-128 | Full(48) b3 21273 [15]

Table 15 compares the S-box design consideration
comparison with the lightweight ciphers. PICO S-Hwave
CARpc = 2 and CAR: = 2 which illustrate that PICO cipher
S-box is robust in design and provide high levelsigy than.

TABLE 15
S-B0X DESIGN CONSIDERATION
Cipher Name Max. Max. CARpc | CAR ¢
Val. in Val. in
DDT LAT
PICO 4 4 2 2
PRESENT 4 4 0 8
RECTANGLE 4 4 2 2
TWINE 4 4 5 7

V. HARDWARE AND SOFTWARE PERFORMANCE OPICO
CIPHER

Design of a PICO cipher provides optimum perforneaimc
software platform. We have considered the 32 bitVAR
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LPC2129 [23] processor for analyzing software panfance GEs are counted as per the encryption algorithmtioresd in

of PICO cipher.

Footprint area i.e. GEs are computed with standzaiti

library based on UMCL 180 0.18u

in Section I. For 128 bit key scheduling compleifgher need

(UMCL18G212T3) [24]. Memory size required for PICO
cipher on 32 hit processor is 2504 bytes as Flasmany and
1256 as RAM memory. All other ciphers are writtem i

embedded C and implemented on a 32 bit processor fo
comparison with the PICO cipher. Fig. 8 represettis
memory comparison of the existing lightweight cighevith
PICO cipher. PICO needs less memory as compardbteto

other S-P network light weight ciphers.

n Bytes

6000 -

5000 -

4000 -

3000 -

2580
hsﬁ ‘1155 ‘1155 256
. - y =

KLEIN PRESENT TWINE PICCOLO KATAN SIMON AES CLEFIA LED ZORRO SPECK  PICO

2348

2328
256 [hos6
" .V.I.

3052
2756
2380

4708

3716

2016

Algorithms

1877 GEs..
TABLE 17
lodic rocess CALCULATION OF GES FORPICOCIPHER
gic P DATA | GEs | % | KEY | GEs %
Layer Layer
DReg. | 384 | 04| KReg. | 768 | 4089
204 Shift
S-Box 384 4 Operator 0 0
P-Layer | O 0 S-box 0 0
xorR | 1798|909 | XOR | 17088 | 9.09
Total | 9388 | 4381 Total | o388 | 5611
Total number of gates rqui7r8ed for 128-bit key8¥7.76

B flash memory

Fig. 10. Shows the GEs [23] comparison of othestig
ciphers with PICO cipher. PICO results in consumiegs
GEs as comapred to all the other existing lightWeajphers.

2504 HRam memory

40007 5755

Fig. 8. Flash memory and RAM memory Comparisontah8ard algorithms
with PICO Cipher implemented on LPC2129

Data path for PICO cipher is shown in Fig. 9.

PLAIN TEXT

N,

3500
3048

3000

623 24838
2500 - 2400 2355
2168 BGEs

GEs

1884 1877

2000 -

1500

1000 -

500 -

DESKL  PRESENT PICO

SEA HIGHT AES DESX CLEFIA TEA

Algorithn

Fig. 10. GEs Comparison of Standard algorithms RIBO cipher

Key
Schedule

We have calculated the power consumption by usirg X
power analyzer tool available in ISE design suit1®ower is
calculated with 10MHz frequency and on VIRTEX Vhfay.

CIPHER TEXT

Fig. 9. Data path for PICO cipher for 64-bit plaxtand 128-bit key

Gate equivalent (GEs)

61

is computed with UMCL18
standard cell library represented in Table 16.

128

Table 18 represents dynamic power consumption arfdstrd
ciphers; PICO consumes 28mw power which is lesisan t
d)ther lightweight ciphers.

TABLE 18
TABLE 16 POWER CONSUMPTIONOF LIGHTWEIGHT CIPHER
GATE COUNT OFUMCL18G212T3LIBRARY Dvnamic
gower )
Standard| Process| GE Standard | Consumption

Cell Cell in mw

NOT 0.18um | 0.67 PICO 28

AND 0.18um | 1.33 PRESENT 31

XOR 0.18 um| 2.67 LED 61

DFF. 0-18um 6 Table 19 shows the comparison of lightweight cigheith

GEs calculation for PICO cipher is representedablé 17.

PICO based on parameters like execution time, tirput and
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number of cycles required to convert plain textigher text.

Throughput is computed on software platform at 12MH

TABLE 19
COMPARISON WITH RESPECT TAHROUGHPUT, EXECUTION TIME AND
NUMBER OFCYCLES

Ciphers BIc_)ck K_ey EX?i(r:rl\J«telon Throughput '\:)(fl
Size Size (In uSec) (In Kbps) Cycles
SP NETWORK

ZORRO 128 128 913.21 140 10958.52

KLEIN 64 96 887.51 72 10650.12

PICO 64 128 4134.23 15.48 49610.76
PRESENT 64 128 2648.65 24.16 31783.8

FEISTEL STRUCUTRE

SPECK 64 128 49.02 1305 588.24
SIMON 64 128 105.67 605 1268.04
PICCOLO 64 128 227.68 281 2732.16
CLEFIA 128 128 1048.01 122 12576.12
TWINE 64 128 592.87 108 7114.44

VI. CONCLUSION

11

TESTVECTORS(FOR 128BIT KEY)

Plain Text: 0000 0000 0000 0000

Kev: 0000 0000 0000 0000 0000 0000 000D
y: 0000

Cipher Text: fda7e7de58c913f4

Plain Text: 0123 4567 89ab cdef

Kev: 0000 0000 0000 0000 0000 0000 000D
y: 0000

Cipher Text: 8ebcf6ffd7289163

(1

(2

(3]

In this paper we have presented a PICO, an ultra-

lightweight and low power cipher. PICO has a compasign

which results in lesser foot print area and lowewer

consumption. PICO performs efficiently both on Herdware
and the software platform. PICO achieves a greatdpvhile

[4]
(5]

encrypting the text, as it is based on S-P netvasrkompared [©]

to the Feistel based ciphers. We have shown thstaase of

PICO cipher against all types of possible attatksing the

(7]

References

A. Bogdanov, G. Leander, L.R. Knudsen, C. Paar,PAschmann,
M.J.B. Robshaw, Y. Seurin, and C. Vikkelsoe, “PRESE An Ultra-
Lightweight Block Cipher,” In P. Paillier and |. Yleauwhede, editors,
Cryptographic Hardware and Embedded Systems — CHES, Vol.
4727 in LNCS, pages 450-466, Springer Berlin Héided, 2007.

Kyoji Shibutani, Takanori Isobe, Harunaga Hiwatadisushi Mitsuda,
Toru Akishita, and Taizo Shirai,“Piccolo: An Ulttaghtweight
Blockcipher”, pages 342-357, Volume-6917 SpringerliB Heidelberg,
2011.

T. Suzaki, K. Minematsu, S. Morioka, and E. KobdyaSTWINE: A
Lightweight, Versatile Block Cipher” Cryptology &Rt Archive.
Available at

www.nec.co.jp/rd/media/ code/research/images/twifd 1.pdf
Beaulieu, R., Shors, D., Smith, J., Clark, S.T.,e¥#& B., Wingers, L,
“The SIMON and SPECK Families of Lightweight BlodRiphers”
Cryptology ePrint Archive, Report 2013/404, Avallab at
http://eprint.iacr.org

Collard, B., Standaert, F.-X. “A Statistical Satioa Attack against the
Block Cipher PRESENT” In: Fischlin, M. eds. (2000Y-RSA 2009.
Springer, Heidelberg, pages. 195-211

A. Menezes, P.C. van Oorschot, and S. Vanstone. Hdralbook of

cipher design we have done extensive computer based Applied Cryptography. CRC Press, 1996.

searches for good S-boxes, minimum number of acBive
boxes and calculation of hamming weight for speo#intries
in the LAT and in the DDT. PICO cipher has a vetrpisg S-
box and a robust permutation layer which preveimsdipher

9]

design from undergoing the clustering of linear ango

differential trails. In designing PICO, we have iasled a very

small gate count so that it can be implementedsémurity in

any small scale embedded system. Through PICO cimree
have tried to design the smallest block cipher -&f Betwork
type and it is definitely better than any othemtigeight S-P
network cipher designed so far. PICO needs less, GEs

footprint area and less power consumption as coadp&o

[11]

[12]

[13]

National Institute of Standards and Technology (YJS‘Advanced
Encryption Standard (AES),” Federal Information ¢&ssing Standards
Publication 197, November 26, 2001. Available at
http://csrc.nist.gov/publications/fips/fips197/ff897.pdf.

Howard M. Heys, “A Tutorial on Linear and Differtzad Cryptanalysis”
,http://citeseer.nj.nec.com/443539.html

Biham, E., Shamir, A. “Differential Cryptanalysisf dDES-like
Cryptosystems” Journal of Cryptology, vol. 4, nopfh. 372, 1991

Zhang, W., Bao, Z., Lin, D., Rijmen, V., Yang, B/erbauwhede,
“RECTANGLE: A bit-slice ultra-lightweight block chger suitable for
multiple Platforms” Cryptology ePrint Archive. Avable at
https://eprint.iacr.org/2014/084.pdf

Leander, G., Poschmann, A, “On the Classificatiod bft S-boxes” In:
Carlet, C., Sunar, B. (eds.) WAIFI 2007. LNCS, w847, pp. 159-176.
Springer, Heidelberg (2007)

M. Wang. “Di lerential cryptanalysis of reduced-round PRESENT".

PRESENT cipher. Moreover PICO shows good resistance AFRICACRYPT 2008. LNCS. vol. 5023, pp. 40-49. Sgen

against attacks as compared to the PRESENT cipRECO

has a very strong S- box and P-layer which makesipher

[14]

design more robust as compared to PRESENT ciphar. F19]

applications like RFID tags, Wireless sensor nodelsere

small GEs and power consumption play a crucial, rale
believe PICO is the best suited design.

[16]

[17]

(18]

[19]

Heidelberg. 2008

Bogdanov, A., Rijmen, V.: “Zero Correlation Line@ryptanalysis of
Block Ciphers” IACR Eprint Archive Report 2011/18@arch 2011)
Hadi Soleimany and Kaisa Nyberg. “Zero-correlatiolinear
cryptanalysis of reduced-round Iblock” Cryptologyrt Archive,
Report 2012/570, 2012. http://eprint.iacr.org/.

Jeong, K., Kang, H., Lee, C., Sung, J., Hong, Biclique Cryptanalysis
of Lightweight Block Ciphers PRESENT, Piccolo andED?,
Cryptology ePrint Archive, Report 2012/621.

A. Bogdanov, D. Khovratovich and C. Rechberger,:icligue
Cryptanalysis of the Full AES”, ASIACRYPT 2011, LI§$C7073, pp.
344-371, IACR, 2011.

M. Albrecht, C. Cid. “Algebraic techniques in difémtial cryptanalysis”
FSE 2009, LNCS, vol. 5665, pp. 193-208. Springeidelberg. 2009
E. Biham. “New Types of Cryptanalytic Attacks UsiRglated Keys”.
Proceedings of Eurocrypt 93, LNCS. vol. 765, pp-808, Springer-
Verlag. 1994



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATIONNUMBER (DOUBLE-CLICK HERE TO EDIT) <

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

(30]

A. Biryukov and D. Wagner, “Advanced Slide AttackBroceedings of
Eurocrypt 2000, LNCS. vol. 1807, pp. 589-606, SgeinVerlag. 2000
A. Biryukov, D. Khovratovich and |. Nikoli'c. “Dighguisher and

Related-Key Attack on the Full AES-256".

http://eprint.iacr.org/2009/241. 2009

R. Anderson, E. Biham and L. Knudsen, “Serpentr@gsal for the
advanced encryption standard,” NIST AES proposal, 1June 1998.
available at ftp://dijkstra.urgu.org/crypto/Serpeftres/serpent.pdf

Z. Shi and R. B. Lee, “Bit permutation instructiof® accelerating
software cryptography,” In Proceedings of the IEREernational
Conference on Application Specific Systems, Ardiitees and
Processors (ASAP 2000), pages 138-148, July 2000.

Gaurav Bansod, Nishchal Raval, Narayan Pishartiyplementation of
a New Lightweight Encryption Design for Embeddea8ity”, IEEE
Transactions on Information Forensics and Secusgye 1,Vol 10,Jan
2015.

A. Poschmann. "Lightweight cryptography: cryptodr@pengineering
for a pervasive world," In PhD Thesis, Faculty ¢édrical Engineering
and Information Technology, Ruhr-University Bochur@&ermany,
February 2009.

Wu, W., Zhang, L. “L-Block: A Lightweight Block Cheer”. In: Lopez,
J., Tsudik, G. eds. (2011) Applied Cryptography &letwork Security.
Springer, Heidelberg, pp. 327-344

M Kumar, SK Pal and A Panigrahi. “FeW: A LightwetgBlock
Cipher” Scientific Analysis Group, DRDO, Delhi, IN®, Department
of Mathematics, University of Delhi, INDIA 2014.

F. X. Standaert, G. Piret, G. Rouvroy, J. J. Quasey and J. D. Legat,
“ICEBERG: an involutional Cipher Efficient for Bl&cEncryption in
Reconfigurable Hardware,” In B. Roy and W. Meierjt@d, Fast
Software Encryption — FSE 2004, pages 279-298.n§eriVerlag,
2004.

D. Hong, J. Sung, S. Hong, J. Lim, S. Lee, B. So,Ko. Lee, D. Chang,
J. Lee, K. Jeong, H. Kim, J. Kim, and S. Chee, “HIG A New Block
Cipher Suitable for Low-Resource Device,” In L. ®gu and M.
Matsui, editors, Cryptographic Hardware and Embdd8gstems —
CHES 2006, Vol. 4249 in LNCS, pages 46-59, Springerlin
Heidelberg, 2006.

T. Shirai, K. Shibutani, T. Akishita, S. Moriai, &T. Iwata, “The 128-
bit blockcipher CLEFIA," In Fast Software EncrypiioFSE'07, Vol.
4593 in LNCS, pages 181-195, Springer Berlin Héided, 2007.

12



