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Abstract A new systematic authentication scheme based on the Gray map
over Galois rings is introduced. The Gray map determines an isometry be-
tween the Galois ring and a vector space over a Galois field. The introduced
code attains optimal impersonation and substitution probabilities.
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1 Introduction

Resilient maps were introduced in 1985 by Chor et al. [4] and independently by
Bennettet al. [1], in the context of key distribution and quantum cryptography
protocols. Resilient maps have been used also in the generation of random
sequences aimed to stream ciphering [10].

We introduce a new authentication systematic code with the purpose to
optimally reduce the success probabilities of impersonation and substitution
attacks.

In a former construction [7], two codes on Galois rings were introduced
based on resilient maps, in a similar manner as in [3].
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The current code construction is based mainly on the Gray map and it is
in line with previously constructed codes using rational, non-degenerated and
bent functions on Galois rings and also with other codes that use compositions
of maps and the generalized Gray map on Galois rings [6,8,9].

Here, through the generalized Gray map and resilient maps on Galois rings
we obtain minimal upper bounds for the attack probabilities, improving in
this way former codes. Indeed, the obtained impersonation and substitution
are optimal. However, the introduced code diminishes the source sate space
with respect to the tag and key spaces. We introduce precise characteristics
on Galois rings of the notions of resilient maps and generalized Gray function.
The introduced construction over Galois rings is translated into finite fields
via the Gray map, providing thus similar codes on Galois fields as those in [7].

The paper is organized as follows: In Section 2 we recall the basic con-
struction of the Gray map. Then in Section 3 we introduce a new systematic
authentication code based on the Gray map. At Subsection 3.1 we recall the
general construction of a systematic authentication code, at Subsection 3.2 we
give a precise definition of the new code and at Subsection 3.3 we show its
main properties, in a rather long but exhaustive way we prove that the key
space is in a bijective correspondence with the set of encoding maps.

2 The Gray map

Let p be a prime number and r,f,m € ZT. Let us write ¢ = p’. Let A =
GR (p",¢) and B = GR (p",¢m) be the corresponding Galois rings, A is an
extension of Z,» and B is an extension of A. Let Tg 4 : B — A, Tg/z,, : B —
Zyr and Tz, + A — Zy- be the corresponding trace maps, and let pA and
pB denote the sets of zero divisors of A and B respectively.

Firstly, let us recall well known facts [9]:

Lemma 1 Let u € A. Then the following assertions hold:
2z 4T » (ux) q" ZfU:O
1Y F T ) { .
= 0 ifu#0
2% iTayz,, (uz) _ ¢ ifuepTA
2. ) e { 0 ifu¢p A
. ¢ —q¢" ifu=0
3. Z er i Ta/z,r (uz) _ _qrfl qu c prflA _ {O}
zEA—pA 0 qu ¢ prilA

zEPA

Let us assume, from now on, that r > 2. The homogeneous weight on the
ring A is the map [6]

1 27
wy, AN .U wh(u) — (qr—l _ qr—Z) - Z ef)r zTA/ZpT (ux) (1)
q r€A—pA
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and according to Lemma 1,

0 ifu=0
Vue A: wp(u) =< ¢" ! if uep'~tA—{0} (2)
¢ ' —q¢ 2% ifucA—p A

Indeed the map dp, : A x A = Z7, (u,v) — dp(u,v) = wp(u — v), is a metric
on A. The ring A can be considered as well as the metric space (A, dp).

Let us define the Gray map which relates Galois rings and Galois fields. Let
F? be the g-dimensional vector space over the Galois field F,. Let ® denote
the Kroenecker product

F' xFg = Fg™ ((Ui)i ; (Uj)j) = (ui); ® (v)); = (Winj = wivy), 5,

and let us iterate this product “by the right”:
n n—1
R~ (@) oo
k=0 k=0

Let e; = (51-3-)3;01 be the j-th vector in the canonical basis of Ff, where d;;

is the Kroenecker delta, 1(9) = (1,...,1) = Z?;é ej € Fi, the vector with
constant entries equal to 1, and p : A — ), the reduction modulus p map. Let

T(4) = {0} U (&))

g
§=0
be a set of Teichmiiller representatives at A and let

E=(0,p(€a), -, p(E572), p(€571)) € FY.

For each index i =0,...,7r — 2 let
r—2
6= (1(q> Fo(E - 1<q)))
k=0
®1 ®(r—2—1) —
- (1) eze (1) eF? (3)

(here, for any v € FZ, v®° = [1] and v®* D) = v®F @ 0).
For each k € Zt let [y, = y1®¥) = (y,...,y).
—
k-times
From relation (3) we see that the vector ¢; is the concatenation of ¢* blocks,
each one consisting of the concatenation of blocks of the form [p;],r-2-i, where
p;j is the j-th coordinate of =, for j =0,...,¢ — 1.
Then, the vector ¢; can be efficiently constructed: given an index k, with
0<k<qg1—1,let kg =kmod ¢ 1% and let k; = LL]T_%J Then ¢;(k) is
the k;-th coordinate of =.
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In summary, for each i = 0,...,7 — 2, ¢; defined by (3) can be expressed
as:

e [ ) RO 17 ) TR G e R R

where we are using the notation introduced immediately after the relation (3).
As a last vector, let us define

¢T—1 = []‘]qrfl
The Gray map is defined as follows

P:GR(p\,)=A—F "
r—1 ) r—1 ) r—1
Zﬁpl = & (Z Tiﬂ) = ZP(W) i (5)
i=0 i=0 =0

where the elements of A are represented in their p-adic form.
In particular, for the special case of r = 2, we have

¢0 = (Ovp(gA)v v 7p( ,(14_2)7/)( ,(14_1)) ) ¢1 = (15 17 RS} 17 1) € ]Fg
Then the Gray map, as defined by (5), equals, for any o + rip € GR (p?, ¢):

@ (ro +711p) = p(ro) do + p(r1) é1
= p(TO) (0’ P(EA)y BRI P( 1q4—2),p( 31_1)) + p(rl) (la 17 BRI 17 1)
= ((p(r1). plrs +70€a).- o plrs + 1085 ), plrs +10€5 )

which coincides with the definition given at [9].

The vector space Fgril can be endowed of a structure of metric space with
the Hamming distance dg: the distance between two vectors is the number of
entries at which they differ.

Two important properties of the Gray map are stated by the following two
propositions:

Proposition 1 The following assertions hold:

1. Isometry [6]. The Gray map is an isometry between the Galois ring A
and the vector space Fgr_l :

Vu,v € A: dp(u,v) = dg(P(u),d(v)).
2. The Gray map preserves addition [8]:

Y(u,v) € Axp"tA: D(u+v) = D(u) + D(v).



Authentication Schemes Based on the Gray Map over Galois rings 5

3 A systematic authentication code based on the Gray map
3.1 General systematic authentication codes

We recall that a systematic authentication code without secrecy [5] is a structure
(S,T, K, E) where S is the source state space, T is the tag space, K is the key
space and E = (er),cx is a sequence of encoding rules S — T.

A transmitter and a receiver agree a secret key k € K. Whenever a source
s € S should be sent, the participants proceed according to the following
protocol:

Transmitter Receiver
evaluates t = ep(s) € T
forms the pair m = (s, t) ™ receives m/ = (s',t'),

evaluates t"" = ex(s') € T

if ¢ = t” then he/she accepts
s’, otherwise the message m’ is
rejected

The communicating channel is public, thus it can be eavesdropped by an
intruder that is able to perform either impersonation or substitution attacks
through the public channel. The intruder’s success probabilities for imperson-
ation and substitution are, respectively

[{k € K| ex(s) =t}

= 6

1 (5,)ESXT |K| ()
{k € K| ex(s) =t & ex(s') =t'}]

= 7

ps (s,gleas}‘(xT (s’,t’)eI(I}S{)f{s})xT {k € K| er(s) =t} (™)

3.2 A new systematic authentication code

In the context of finite fields of characteristic 2, for n € Z* and t < n, let
J={jo,---,ji—1} € {0,...,n— 1} be an index t-subset. The affine J-variety
determined by a = (ag, ...,a;_1) € FY is

Vian ={z €F3| Vk € {0,...,t =1} : z;, = ax}.

A map f:F} — F', m < n, is J-resilient if Ya € F}, the map fly,  is
balanced, namely, Yy € F5', |[V;,, N f_l(y)| = 2"t The map f : F§ —
0" is t-resilient if it is J-resilient for any set J such that |J| = t.

The notion of t-resilient maps has been studied by several authors in the
context of Galois rings, assumed as the last property of the above paragraph,
and well known wider classes of t-resilient maps have been provided. For in-
stance, from Theorem 1 in [2], we have that for any n € ZT, if B is a Galois
ring and fy : B® — B™ is a map such that any element at its image fo(B™)
has more than ¢ entries which are units in B and f; : B™ — B is any map,
then the map f: B*" — B, (z,y) — z - fo(y) + f1(y) is a t-resilient map.
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Let us build in this section a systematic authentication code using Gray
maps.
Let p > 2 be a prime number, 7, ,m € Z*, and q = p’. Let us assume the
same setting as in the first paragraph of Section 2.
Let us denote by U(B) = (B — pB) U {0} the set of elements at the Galois
ring B that are either units or zero.
Let n € Z* be another positive integer, and let f : B™ — B be a t-resilient
map. The following assertions hold:
— For a € B — pB, the map B" — B, z — a f(x), is t-resilient, hence it is
also balanced.
— For a € B —pB, the map B" — B, x + Tz . (a f(z)), is balanced (as
composition of balanced maps).
— As a more general result than Corollary 2 of [11], we have that the map

Yabs : B" = A, Yapy x> Tpiala f(x) +b-x). (8)

is balanced whenever wy (b) < ¢ and either (a,b) € U(B) x (U(B))", with
(a,b) # (0,0), or (a,b) € (B —pB) x B".
— Let us recall that the Fourier transform of af is the map B — C,

bis Cap(h) = 3 e sy (1070w,
reBn

As shown in [2], (4¢(b) = 0 under the same conditions as the above asser-
tion, just because the map = — Tz, (af(z) + b x) is balanced.

Let T(A) and T(B) be sets of the Teichmiiller representatives of A and B
respectively. Let us remark that the principal ideal generated by p™~! within
A can be expressed as p" ' A = {ap""!| a € T(A)}.

Let n € Z* and t < n. For any i < n, let ¢; = (614]4)7.:01 be the i-th vector
in the canonical basis of B™. For any b € T(B)", let

t—2

Xot = {Z bjej,bi—1€t_1,...,bp_165_1} C B",
=0

then | Xp | =n—t+ 1. Let

N= | X (9)

beT(B)"

thus |N| = ¢™¢1 4 (n — (t —1))g™. Let

r—2
L= {Zrzpl| (T07 sy /rr72) € T(A)Tl} . (10)
1=0

Then, |L| =¢"71, L C (A—p"~1A)U {0} and also
Vu,v € L: u—ve(A-p~tA)u{o}.



Authentication Schemes Based on the Gray Map over Galois rings 7

Let n = {le} T 1)" " be an (r — 1)n-subset of T(A) — {0,1}, and let

Dn:{(n<i_1>n+j7piej)l 1<i<r—1,0<j<n-1}. (11)
Then D,, C A x B", and |D,| = (r — 1)n.
Let us assume that T(B) = {0} U (ég)ZZgQ and let
G(T(B)) = {&5] ged(k.q™ — 1) =1}
be the set of powers of {5 with exponent relatively prime with ¢™ — 1. Let

6 = {0; };”:_01 be an n-sequence of G(T'(B)) (repetitions are allowed), and let
¢ € T(B) — {0}. For each integer index k, with 0 < k < ¢™ — (r — 1)n — 2 let

T@Ck:{(e (C_i_ez +(k mod (r— 1))) J)|0§Z§qm—2,0§]§n—1}

Then Tyer, C B x B", and |Tyer| = (¢ — 1)n.
Now, let ¢ = {C}i_p T2 e a (@™ — 1 — (r — 1)n — 1)-subset of
T(B) — {0} such that ¢ ﬂ n =0, and let

q"—(r—1)n—2

Thoc = Dy U U Tocyk- (12)
k=0

Then Ty9c C B x B™, and
Thocl = (r =1+ (¢" = 1= (r = 1)n)(¢" = L)n
=[r=D+I[¢"=1) = (r=Dn](¢" = D)]n

bt S = {0} x (N — {0}) x L U
TWGC x L U
(T(B) — ({0} un)) x {0} x L (13)
T =F,
K = qu(rn,n+l)

Certainly, at this point the definition of the source set S is quite un-
natural. However, defined in this way, it guarantees a distance between el-
ements of special form (see Proposition 2 below) leading to optimality re-
sults (see Proposition 4 below), while preserving the balancedness of the maps
x> Tgyg,.(af(z) +b-x), for a t-resilient map f. The special form of S also
allows to prove that the correspondence between keys and encoding maps is
one-to-one (see Proposition 3 below).

From relations (13) we have S C B x B™ x A, and

15 = (™Y +(n—(t-1)g™ —1)+
((r=1)+((¢"=1) = (r=1)n) (¢" — 1)) n+
(@™ = ((r=1n+1)q¢ "
= ( (a7 (@™ — 1) +2(¢" — 1))
(qm( -1)+1)
n¢" -1 -1 )¢t
Tl =q (14)
|K| _ qr(anrl)'
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The introduced construction imposes the supplementary condition

(r—=1m+1)<p™ -1

3.3 Main characteristics of the new code

Let ?: A — Fgril be the Gray map on A as defined by (5).
We observe that for any y = Z:;g a;p' € L, with (ag,...,a,_2) € T(A)"!
(see (10)), the evaluation of @ at y, according with (5), is

r—2

b (y) = plai)ss.

=0

We remark also that, since ¢ — 1 is even, for any & generating Ty, either
—£ €Ty or —1 € Ty, thus the following implication holds:

Vze AVde{l,...,q—1}: [szTA = —szTA].

Hence, if the p-adic form of an element in A is z = Zz;é 2,p* then the p-adic

form of —z is —z = Y i_¢(—z)p".

Let f : B™ — B be a t-resilient map. For each s = (sq, 1, s2) € S and each
w € p" 1A let us consider the map

Vg : B" = A

T Vew(x) = Tpya(so f(x) +51-2) + 82 +w (15)
:f)/soslf(x)+82+w

(see relation (8) above). Let us define the following arrays:

rmn

r—1\94
o = (@ (Vs0(2))) e € (FY )
rmn41

r—1\ 94
Us = (Usw) yepria € (Fg ) . (16)

rmn+1

— q
Since |p"~'A| = ¢, we have (Fg 1) ~ [

r(mn+1)
, thus we may assume

u, € ng-(mnﬂ).
Proposition 2 Let dy be the Hamming distance on the vector space Fgr(mnﬂ)
and let f: B™ — B be a t-resilient map.

For any two points so = (So0, $10, $20); S1 = (So1, $11, S21) € S, with sg #
51, and any two wy,w; € p" LA, the following equation holds:

rmn( r—1 r—2).

dH (U'SO,wo? u817w1) =4q q —q
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Proof Let sy = sg — s1 and we = wy — wy. Then:

du (uso’wo ) ushwl) = Z du (@ (Uso,wo ({L‘)) P (vshwl (LL')))
reBn

2 Z dp, (Uso,wo(x),vsl,w1(m))

reEB™

Z Wh ('Uso,wo (13) — Usy,wy (l‘))

reB™

= Z W, (’1)52’71,2(1'))

reB™

(i) Z (q’l”fl _ q’l“72) _ } Z 6%iTA/Zpr (ro Vsg,wo (z))

reEB™ q ro€EA—pA
= q (q'r‘fl - qr72)

flz Z e%iTA/ZpT(roy%wZ(x))
q

zEB™ ro€A—pA

—~

(g) qrmn (q'r’fl o qr72)

1 2 : e%iTA/zpr (ro w2)6%iTA/zpr (ro s22)

q ro€EA—pA

Z ef%rr 1Tz, (ro so2f(x)+ro s12-x) (17>
reBn
(equality (i) holds because @ is an isometry, equality (ii) follows from the
defining relation (1), and equality (7i¢) is due to relation (15)).
If (so2,512) # (0,0), since f is t-resilient and = — Tg/z , (rs12 - x)) is a
balanced map, from (17) the claim follows:

rmn( r—1 7‘72).

dy (usowwoa u517w1) =q q —q

If (so2,812) = (0,0), also from (17) we obtain

du (uso’wo ) U’Slawl) = Z Wh, (’052,11;2 (.’E))

reB™
= Z w, (S22 + w2)
reB™
—_ qrmn(qr—l _ qr—2)
because sog + wy € A —p LA, O

For each k € K = Zr(mn+1), let e : S — T be the map
s+ ep(s) = mp(us) : the k-th entry of the array us. (18)

The set of encoding rules in the proposed systematic authentication code is
thus £ = (6’f)keK'
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Proposition 3 The map K — E, k +— ey, is one-to-one.
Proof The proposition is clearly equivalent to the following statement:
Vko,k1 € K : [k‘o 75 ki — dseS: ’ﬂ'kn(us) 75 Ty (us)] (].9)

where u, is given by the relation (16).

According to (16), each array ug, s € S, is the concatenation of ¢ arrays
Us 0, €ach of length ¢"™". The index range {0,...,¢" ™"+t — 1} of the array
us can be split as the concatenation of ¢""*! integer intervals

K. = {indexes of entries with the value & (vs ,(x))}

with (z,w) € B™ x p"~' A, and each integer interval K, ,, has length ¢"~!.

We recall at this point that
‘Bn % pr—lA’ — qrmnq — qrmn—i-l.

Let ap: B — {0,...,¢"™" =1}, aq : p" 1A — {0,...,q—1} be corresponding
natural bijections. Then, up to these enumerations and the representation
sketched at relation (4), we may identify

Kow~{k€ K| kpwq ' <k<kpwqd '+ (=1},

where
pw = ap(x)q + ag(w) , Y(z,w) € B" x p" LA (20)

Let ko, k1 € K =~ {0,...,¢""**t) — 1} be two keys such that kg # k.
Depending on the intervals K, ,, in which these keys fall, we may consider
four cases.

— Case I: Fwep ™ tATr € B ko € Ky & k1 € Ky -

Case II: FJwep ™ rAJr,ye B x #y & ko € Ky & k1 € Ky 4.

— Case III: Jwo,w; € p"PA3x € B": wy # w1 & ko € Ky & k1 € Ky -
— Case IV: Jwg,w; € p" "' ATz,y € B™

woFw &xFy&ko€ Kpw, &E1 € Ky w,-

The analysis of these cases, providing a full proof of the proposition, is
rather extensive, thus we postpone it to the appendix. a

Proposition 4 For the authentication scheme defined by the relations (13)
and (18) the following equations hold:

1 1
pbr=— ) bs = —. (21)
q q
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Proof Let s = (sp,51,82) € S and x € B™ be fixed, then the map

PTTASFYT wes @ (Tpya(sof(2) + 510 2) + 82+ w)

is one-to-one. Then, for any t € T'= [, we have

{k € K| mp(us) = t}| = g7+ —L, (22)

where u, is defined by relation (16). Since |K| = ¢" ™"+ we have, from (6),
pr= %.

Now, we consider so = (So0, $10,$20),51 = (S01,811,821) € S such that

5o # s1. For each tg,t; € T, and each k € K, let w € p""'A and z € B™ be
such that k € K, ,,. Then,

ek(so):to} — {Wk(uSO):to &

er(s1) =11 Ti(us,) =t

Tk © P(Vso,uw (7)) = to &
= {moy%w@»—mo@%w@»—m—m
T © (Vs () = to &
A {moﬂ%w@»moﬂ%w@»—ﬁm
Tk O@(TB/A(Soof(.’lﬁ)—l-Slo'.’L‘)+820+w):to &

Prop. 1
= 7k 0 P(Tp/a(s01 f() + 811+ @) + S21)
—mk(T/a(s00 () + 810 - @) + 520) = t1 — 1o

From here, it can be seen that
{k € Kl(ex(s0) = to)&(ex(s1) = t1)} = ¢" "7 — dyr (g sy 0)-
Now, from (7), (22), we have:

_ qr(anrl)il - dH(uso,wv usl,w)
Ps = qr(mn+1)—l

qr(mn+1)—l _ qrmn(qr—l _ qr—2)

— qr(anrl) -1
rmn4r—2

rmn+r—1

Q=R R

O

Observe at this point that it is possible to take, instead of N at (13), the
set N' = {b € B"| wy(b) < £} in order to produce a new systematic authen-
ticatication code with the same impersonation and substitution probabilities
as in (21).
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4 Conclusions

We have constructed an authentication code using the trace and the Gray
maps. In this regard, the current construction is similar to former construc-
tions [8,9]. In order to diminish the substitution and impersonation probabil-
ities, we used here resilient maps on Galois rings of general characteristic p”,
with p a prime number and r an integer greater or equal than 2, in contrast
with the former approach based either on non-degenerate and rational maps
on Galois rings of general characteristic [9], or on bent maps at Galois rings of
characteristic p? [8]. The current construction provides optimal substitution
and impersonation probabilities, at the cost of cardinalities growth and an
elaborated space structure.
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A Proof of Proposition 3

Let us present in full detail the proof of Proposition 3. The plan of the proof is sketched as
Plan 1. The referenced lemmas appear immediately after.

Lemma 2 Under the condition arriving at statement I in Plan 2, the implication 19 holds.
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if Case I holds then
| I. See Lemma 2
else
if Case II holds then
let koo = ko — kzyw and kig = k1 — k%w ;
if koo = k1o then
| proceed as in Plan 2
else
| proceed as in Plan 3
end
else
if Case III holds then
let koo = ko — kz,wy and k1o = k1 — kz,w, , according to (20) ;
if koo = k10 then
| IIL.O See Lemma 12
else
pick (so,s1) € {0} x (N — {0}) arbitrarily ;
if 7y, 0P (TB/A(SO f(@) 4+ s1-@) +wo) =
Trkm 0@ (T, a(so f(z) + 51+ 2) +wi) then
III. 1 0 éee Lemma 13
else
| III.1.1 See Lemma 14
end
end
else
(at this point, Case IV necessarily does hold )
let koo = ko — kz,wy and k1o = k1 — kz,w, , according to (20) ;
1f Thgo © P (T/a(f(2))) = Ty 0P (Tp/a(f(y))) then
IV.0 See Lemma 15

else
I IV.1 See Lemma 16

end

end
end

end

Plan 1 Plan of the proof of Proposition 3.

Proof Let (so,s1) € {0} x (N — {0}) (see relation (13)). Let us write in p-adic form
r—2 ]
Tpya(sof (@) +s1-2) =Y aip’ +ar_1p" .
i=0

For each k € {0,...,r — 2}, there exists yF) = Z:;g yirp® € L such that

arp® +ar—1p" "1 ifay #£0

: ) =
Tojaleof(@) +o1-2) +y {ykkpk Fap_1p" ! ifap =0 & ypx #0

Thus,
@ (Tp/als0f (@) +51-2) +y® +w)

_ { ] (akpk) + & (arflp’"_l +w) ifap, #0
@ (yrrp®) + @ (ar—1p" L4 w) if ar, =0 & yp #0
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choose j € {0,...,n — 1} such that the j-th entry of x — y is not zero, namely
z;—y; #0;
if z; —y; € p"~ !B — {0} then
| II.0.0 See Lemma 3
else
there are 6 € Tg — T4, and t < r — 1 such that

Tp/a (00" (x; —y;)) €p" 1A= {0} ;

if Tg/a(z;) = Tp/a(y;) then .

let ¢ € Ta — {0} be such that (6, (¢ + Opt)e;) € UZ:(;<T71>”72 Toc,k as
defined at (12) ;

we have

r—1
Tp/a(Cs) = > dip® = Tp/a(Cyy)

k=0
r—2

Tp/a(0p'z;) = > axp® +ar—1p™!
k=0
r—2

Tp/a(0p'y;) = > axp® +br—1p™ "
k=0

with ar—1 # byr—1 ;
let (s0,51) = (0, (¢ 4 0p*)e;) ;
if Ty, 0 P (T a(0f(2))) = Tk 0P (TB/a(0f(y))) then
| II.0.1.0.0 See Lemma 4
else
| II.0.1.0.1 See Lemma 5
end
else
I1.0.1.1 if mpy, 0 D (T a(f(@))) = Thyo © P (T a(f(y))) then
Thereisa t, 0 <t <r — 1, such that
Tpa(p'(z; —y;)) € p" " A—{0} (here the hypothesis
Tpa(z;) # Tpya(y;) is very important) ;
if ¢t =0 then
| 11.0.1.1.0.0 See Lemma 6
else
| 11.0.1.1.0.1 See Lemma 7
end

else
| II.0.1.1.1 See Lemma 8
end

end

end

Plan 2 First branch of Case II.

Last expressions can be evaluated by relation (5). We have that (so,s1,y*)) € S and
w € p"LA.

Now, let koo = ko — kz,w and k10 = k1 — kz,w. Let us consider several possibilities:

— q A(k10 — koo): By taking ar_o # 0, all other coefficients zero, and s = (so, s1, $2),
we have that the kgo-projection of us ., (see (16)) differs to its kiop-projection, thus
T (Us) 7 Thy (us).
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let j € {0,...,n — 1} be such that z; —y; #0;
if z; —y; € p" !B — {0} then
| IL.1.0 See Lemma 9
else
there exist 6 € (Tp —Ta)U {1} and t € {1,--- ,r — 1} such that
Tpa(0p'(zj —y;)) € p" 1A —{0};
if Tgya(z;) = Tp/a(y;) then
let ¢ € T4 — {0} be such that the pair (so, s1) = (6, (¢ + 0p)e;) is
included in the set Uq " —(r=n=2 T,k as defined at (12) ;
if & (TB/A(9f(fL"))) (TB/A(9f( ))) then
| II.1.1.0.0 See Lemma 1
else
| II.1.1.0.1 See Lemma 11
end
else
| proceed as in statement I1.0.1.1 of Plan 2
end

end

Plan 3 Second branch of Case II.

— ¢q|(k10 — koo) and (3d: 1 < d < r —1 & ¢4 < k19 — koo < ¢%): By taking a,_o_q # 0
and all other coefficients zero, and s = (so, s1, s2), we have that the koo-projection of
us,w differs to its k1p-projection, thus mp, (us) # mr, (us).

O

Lemma 3 Under the condition arriving at statement I1.0.0 in Plan 2, the implication 19
holds.

Proof There is a 0 € Tp such that T, 4 (0(z; — y;)) € p"~1B — {0}. We express in their
p-adic forms Tg,4(0x;) and T, 4(0y;), namely

r—1
Tgya(0z;) = >  axp® , Tpya(0y;) = Z bep”. (23)
k=0
Thus
r—1 r—1
D (ak —bg)p® = (a0 —bo) + Y (ar, — by)p* € p" 1A — {0}
k=0 k=1

and consequently ag — bgp = 0. Also

r—1

r—1
> (ar = b)p* Tt = (a1 = b1) + ) (a — bi)p* € p" 2 A - {0}
k=1

k=2

and consequently a1 —b; = 0. Successively, we get Vk < r—2, a, = by, and (ar—1—br_1)p €
pA — {0}. Hence ar—1 # br—1. And consequently:

D (Tp/a(0z;)) # P (Tpya(0y;)) -
Let so =0, s1 = fej, s =0 and s = (sg, s1,s2) € S. Then, according to (15),
so f(z) + s1-2) + s2 +w)

@ (vs,w(x)) = @ (T al
= & (Tg a(0z;)) + P (w)
# @ (Tp/a(9y;)) + @ (w)
=& (Tpa(so f(y) +51-y) +s2 +w)
= & (vs,w(y))
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And, in particular,
Thoo © P (Vs,w(2)) # Thyo © P (vs,w () -
Thus, implication (19) holds on these conditions. m]

Lemma 4 Under the condition arriving at statement 11.0.1.0.0 in Plan 2, the implica-
tion 19 holds.

Proof Choose
sp =dp_1p" 't ar_1p" ! = Ta((C + 0p")z;)
=dr1p” " +br1p" T = T a((C+ 00")y;).
Then,
Tpya(so f(z) +s1-2) + s2 +w)
Tpa(0f (@) + (¢ +0p")a;) + s2 + w)
TB/A(Gf((IT)) + d’r‘flpr_l + a'rflpr_l + w)
Tg/a(0f(2)) +® (dr—1p" ") + D (ar—1p" ') + & (w)

o~ o~ o~ —~

Mutatis mutandis we get
? (vs,w(y)) = @ (Tp/aOF ) + @ (dr—1p" ") + @ (bro1p" 1) + & (w),
hence @ (vs,w(z)) # P (vs,w(y)). And, in particular,
Thoo © D (Vs,w(@)) # Thyg © P (Vs,w(T)) -
Thus, implication (19) holds on these conditions. m|

Lemma 5 Under the condition arriving at statement 11.0.1.0.1 in Plan 2, the implica-
tion 19 holds.

Proof Let 0 € Tp be as in Lemma 3 above and (so, s1,s2) = (6,0,0). Then,
D (vs,w(z)) =P (TB/A(Gf(x)) + @ (w) and
P (vs,w(y)) = D (Tp/a(0f(y) + @ (w)
hence 7y, 0 P (Vs,w(x)) # Try © P (Vs,0(Y))- m]

Lemma 6 Under the condition arriving at statement 11.0.1.1.0.0 in Plan 2, the implica-
tion 19 holds.

Proof Let so =0, s1 = ej, s2 =0and s = (sg, 51, s2) € S. Then as in Lemma 3 we conclude
that mgq 0 @ (Vs,w(T)) # Tryg © P (Vs,w(Y))- ]

Lemma 7 Under the condition arriving at statement 11.0.1.1.0.1 in Plan 2, the implica-
tion 19 holds.

Proof There is a pair (so,s1) = (6,p? e;) in the set Dy, as defined at (11), such that
D (Tp/a(0f(x) =D (Tpa(0f()))
since 6 € T4 — {0}. We write in p-adic form
r—2 r—2

Tp/a(p'e;) =D aip' +ar—1p" "' & T alp'y;) =D aip’ +br1p” !
i=0 i=0
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with ar—1 # br—1. An adequate selection of sy gives
® (vs,0(2)) = B (T (0f(2) + Ty a(p';) + 52 + w)
=& (Tg/a(0f(z)+ ar—1p" 7! 4 w)
= (TB/A(Of(z)) + @ (ar_lprfl) + & (w).

Similarly,

P (vs,w(y) = D (Trya(0f ) + P (br—1p" ") + P (w),
and the right sides of the above identities are different, thus the implication (19) holds on
this case. O

Lemma 8 Under the condition arriving at statement 11.0.1.1.1 in Plan 2, the implica-
tion 19 holds.

Proof In this case, Trg, 0P (T a(1(r—1)n f(2))) # Thyo 0P (N(r—1)nTB/a(f(y))) and there
exists a value n¢,._1y, € T(A) — {0} such that 7(,_1),, does not appear at 7, just because
(r—1)(n+1) <p™ — 1. Now, we choose s1 =0 € B", s2 =0 and s = (1(—1)n,0,0). Then,
so f(z) +s1-x)+ s2 +w)

Thoo © P (TB/aA(Mr—1)nf (@) + w)

# Ty P (T a(r—1)nf(¥)) +w)

Tho © P (Vs,0(Y))

Thoo © P (Vs,w(T)) = Ty 0P (TB/A

(
(

and, consequently, the implication (19) holds. ]

Lemma 9 Under the condition arriving at statement I1.1.0 in Plan 3, the implication 19
holds.

Proof There is a 6 € Tp such that T4 (6(x; —y;))j € p"~ ' A—{0}. By writing T, 4 (6z;)
and Tp,4(0y;) in p-adic form as in (23) we have that, as in Lemma 3, for any i < r — 2,

a; =b; and ar_1 — by—1 € p" 1B — {0}. Let (s, 51,52) = <0,9€j, - Z:;g aipi). Then

@ (vs,w(x)) = @ (TB/A(ar—lpril) + & (w) and
D (vs,w(y)) = @ (TB/A(br—lpril) + & (w)
hence 7y, © P (Vs,w(2)) # Thyy © P (Vs,w(Y))- O

Lemma 10 Under the condition arriving at statement 11.1.1.0.0 in Plan 3, the implica-
tion 19 holds.

Proof There is a sg such that
D (vs,w(x)) = @ (Tya(so f(x) +s1- @) + 52 +w)
= & (Tp/a(0f () + (¢ + 0p")z;) + 52 + w)
=@ (Tp/a(0f(2) + Tpja((zj) + 52 + Tp a(Op'zs) + w)
=& (Tp/a(0f (@) + cr—1p" ' +ar—1p" "+ w)
=& (Tp/a(0f(z)) + @ (ero1p™ N+ (arflpT_l) + & (w)

where we have used the p-adic forms displayed at Plan 2.
Mutatis mutandis we get

D (vs,w(y) = @ (T a(0f (1)) + @ (cro1p" ") + @ (br—1p” ') + & (w),
hence @ (vs,w(z)) # P (vs,w(y)). And, in particular,
Thoo © P (Vs,w(T)) # Thyy © P (vs,w()) -

Thus, implication (19) holds on these conditions. O

(
(
(
(
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Lemma 11 Under the condition arriving at statement 11.1.1.0.1 in Plan 3, the implica-
tion 19 holds.

Proof We may proceed as in Lemma 5 to show that implication (19) holds on these condi-
tions. [}

Lemma 12 Under the condition arriving at statement I11.0 in Plan 1, the implication 19
holds.

Proof For any s = (so, s1,52) € S we have

D(Vs,u (2)) = P(vs,uy (2) = P (Tgyal(sof(x) +s1-2) + s2 +wo)
—® (Tp/a(s0f(x) +s1- ) + 52+ wi)
2 (wo) — P (w1)
#0

In particular,
Thoo © P(Vs,wo () # Thg © P(Vs,wy (T))-
Thus, implication (19) holds in this case as well. m]

Lemma 13 Under the condition arriving at statement I11.1.0 in Plan 1, the implication 19
holds.

Proof If, written in its p-adic form, Tg/s(s0 f(z) + 51 - x) = 21;01 a;pt, then let so =
— Z::_()Q a;p*. As in Lemma 9, we will have

koo © P(Vs,10 (%)) 7# Ty © P(Vs,0, (7))
O

Lemma 14 Under the condition arriwing at statement I11.1.1 in Plan 1, the implication 19
holds.

Proof Let sp = 0. We will have 7y, 0 P(vs wo (2)) # Thy © P(Vs,wy (2))- |

Lemma 15 Under the condition arriving at statement IV.0 in Plan 1, the implication 19
holds.

Proof In this case, gy, © D (Tja(r—1)nf (@) = Thyy © D (Tr/a(N(r—1)nf(y))) with
N(r—1)n € T(A) - {0} such that N(r—1)n Zn.
Let (30: S1, 52) = (n(r—l)n’ 07 O) Then Tkoo © QS(US,’UJO (x)) 7£ Tkio © ¢(Usﬂi)l (x)) o

Lemma 16 Under the condition arriving at statement IV.1 in Plan 1, the implication 19
holds.

Proof Let n € T(A). Then,
Thoo © P (MTB/A(f(®))) = 17y 0 @ (Tya(f(2))) and
Thoo © P (MTB/4(F(Y))) = 17k © @ (T a(f(Y))) 5
and then if there is 7 € T(A) such that
Thoo © P (w0) + Thoy © P (1T A (f(2))) = Ty © P (w1) + Thyy 0P (1T a(f(Y)))

then this element is unique.

Let us choose ¢ = {Ck}z;no—(r_l)n_g, as was done in the relation (12). Thus, either

Thgo © P (w0) + koo 0 P (kT /a(f(2))) # Thyg © P (w1) + Tk © P (G TB/a(f(Y)))
or
Thoo © P (W0) + T © P (Cir T ya(f(@))) # Thyo © P (w1) + Thyy 0P (G Trya(F())

where (x, (s € T(A) N, k # K. Let j be an index witnessing the relations above. Let
(507 51, 82) = (77J707 0) Then 7Tk[)() o ¢(Ué‘,wo (I)) j/é 7rk1() o @(Us,wl ($)) m]



