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ABSTRACT
A framework of noise-free symmetric fully homomorphic en-
cryption (FHE) is proposed in this work. Different from the
frameworks that are defined over non-commutative group-
s, our framework is constructed from matrices over non-
commutative rings. The scheme is one-way secure against
chosen plaintext attacks (OW-CPA) based on the factor-
ization problem of matrices over noncommutative rings as
well as the hardness of an overdefined system of multivari-
ate polynomial equations over the given non-commutative
algebraic structure. On the basis of this framework, a ver-
ifiable FHE is proposed, where the receiver can check the
validity of ciphertexts.
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1. MOTIVATION
The pioneering design of fully homomorphic encryption (FHE),
proposed by Gentry [2] in 2009, relies on the bootstrapping
technique to cut down the noise accumulation during the
process of combination of ciphertexts. After that, a lot of
improvements towards Gentry’s FHE scheme were proposed
and most of them focus on reducing or removing the cost of
the bootstrapping process. In 2014, a noise-free, and thus
bootstrapping-free, framework for constructing public key
fully homomorphic encryption was invented due to Nuida
[5]. However, up to now, finding a secure instantiation of
Nuida’s framework is still an open problem.

Besides asymmetric scenario, finding symmetric fully homo-
morphic encryption is also a challenge problem. In 2012,
Kipnis and Hibshoosh [3] proposed a noise-free symmetric
fully homomorphic encryption based on matrices over ring
Zn. Most recently, another symmetric fully homomorphic
encryption schemes were proposed by Liu [4]. Unfortunate-
ly, all these schemes were proved insecure [6]. With care-

ful investigation of these schemes and the related attacks,
we think the weakness of these schemes are partially em-
bedding in the commutativity of the underlying operations.
Thus, our main motivation is to design a new framework
of noise-free fully homomorphic encryption based on non-
commutativity rings.

2. A SYMMETRIC FHE FRAMEWORK
2.1 Scheme Description
Suppose R be a non-commutative ring throughout the re-
main sections. Then, our symmetric fully homomorphic en-
cryption scheme consists the following 5 algorithms:

Setup: Let the symmetric key be

H =

h1 h2 h3

h4 h5 h6

h7 h8 h9

 ,

where hi ∈ R (i = 1, . . . , 9) are randomly chosen such
that H is invertible.

Encryption: The user will encrypt the message m ∈ R. He
randomly selects ri ∈ R (i = 1, . . . , 5) and constructs
a matrix as

M =

m r1 r2
0 r3 r4
0 0 r5

 .

Then the ciphertext is

C = EncH(m) = HMH−1.

Decryption: The receiver computes

m = DecH(C) = (H−1CH)11,

where (H−1CH)11 denotes the top left corner element
of matrix H−1CH.

Addition & Multiplication: Let C1 and C2 be the ci-
phertexts of m1 and m2, respectively. Then, the ad-
dition and multiplication of C1 and C2 are defined re-
spectively as

C1 � C2 = C1 + C2 (1)

and

C1 � C2 = C1 · C2, (2)

where + and · denote respectively the general addition
and multiplication operations of matrices over R.



It is trivial to verify the consistency of encryption and de-
cryption, as well as the homomorphism of the addition and
multiplication over ciphertexts.

2.2 Security Analysis
According to the decryption algorithm, the plaintext m can
be recovered deterministically as follows:

m = y1c1h1 + y2c4h1 + y3c7h1 + y1c2h4 + y2c5h4

+y3c8h4 + y1c3h7 + y2c6h7 + y3c9h7, (3)

where yi, cj , hk ∈ R (i = 1, 2, 3; j = 1, · · · , 9; k = 1, 4, 7).

Now, suppose that an adversary makes q encryption queries
on the messages m1, · · · ,mq that are selected by the adver-
sary. Then, the equation (3) is instantiated as q equations:

m` = y1c`,1h1 + y2c`,4h1 + y3c`,7h1 + y1c`,2h4 + y2c`,5h4

+y3c`,8h4 + y1c`,3h7 + y2c`,6h7 + y3c`,9h7 (4)

for ` = 1, · · · , q, where y1, y2, y3, h1, h4, h7 are fixed un-
knowns. When q < 6, the equation system given by (4)
is undetermined. When q = 6, the number of equations is
equal to the number of unknowns. Without loss of general-
ity, we assume that q > 6, then the equation system given
by (4) is over-defined. At present, we do not know how to
solve this kind of equation system, considering that both yi
and hk are taken from a non-commutative ring R, and both
of them are non-commute with c`,j .

Remark 1. If the underlying ring R is commutative (e.g.
R is a number ring or even field), then the equation system
(4) is equivalent to the following linear system

m` = c`,1 · γ1 + c`,4 · γ2 + c`,7 · γ3 + c`,2 · γ4 + c`,5 · γ5
+c`,8 · γ6 + c`,3 · γ7 + c`,6 · γ8 + c`,9 · γ9 (5)

for ` = 1, · · · , q, where γi (i = 1, · · · , 9) are fixed unknown-
s. Thus, this linear equation system (5) cannot stop adver-
sary’s efforts for extracting γis. This is one of the key reasons
for us to choose a non-commutative ring as the underlying
algebraic structure. Furthermore, based on the hard prob-
lem of solving equation of high degree, the scheme can be
secure against the eigenvalue attacks.

3. VERIFIABLE FHE
This section presents a verifiable FHE. The core technique is
to use the framework given in Section 2 by a nested manner.

Setup: Let R be a noncommutative ring and the encryption
key be

H =

(
H1 H2

H3 H4

)
,

where

Hi =

hi1 hi2 hi3

hi4 hi5 hi6

hi7 hi8 hi9


for hij ∈ R (i = 1, . . . , 4, j = 1, . . . , 9) are random-
ly chosen such that H is invertible. Now we consider
the above encryption as a hash function, let the corre-
sponding verification key be K = H1.

Encryption: The user will encrypt the message m ∈ R. He
randomly selects ri ∈ R (i = 1, . . . , 17) and constructs
a matrix as

M =

(
M1 Q
0 KM2K

−1

)
.

where

M1 =

m r1 r2
0 r3 r4
0 0 r5

 , M2 =

m r6 r7
0 r3 r8
0 0 r5

 .

Q =

 r9 r10 r11
r12 r13 r14
r15 r16 r17

 ,

Then the ciphertext is

C = EncH(m) = HMH−1.

Decryption: The receiver computes and checks whether

((H−1CH)11)11 = (K−1(H−1CH)21K)11,

then m = ((H−1CH)11)11 is the top left corner ele-
ment of 11-block of matrix H−1CH.

Addition & Multiplication: Same as “Addition & Mul-
tiplication” given in Section 2.1.

Remark 2. Our schemes fails to achieve the IND-CPA se-
curity considering that for given C1 = EncH(m) and C2 =
EncH(m′), if the rank of C1 − C2 is 2, then m = m′ holds.
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