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SUMMARY: In previous work | proposed a fully homomorphic
encryption without bootstrapping which has the weak point in the
enciphering function. In this paper | propose the improved fully
homomorphic encryption scheme on non-associative octonion ring over
finite field without bootstrapping technique. | improve the previous
scheme by (1) adopting the enciphering function such that it is difficult to
express simply by using the matrices and (2) constructing the
composition of the plaintext p with two sub-plaintexts u and v. The
improved scheme is immune from the “p and -p attack”. The improved
scheme is based on multivariate algebraic equations with high degree or
too many variables while the almost all multivariate cryptosystems
proposed until now are based on the quadratic equations avoiding the
explosion of the coefficients. The improved scheme is against the
Grobner basis attack.

The key size of this scheme and complexity for enciphering
/deciphering become to be small enough to handle.
keywords: fully homomorphic encryption, multivariate algebraic
equation, Grobner basis, octonion

81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
program never decrypts its input, it can be run by an untrusted party without revealing
its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.
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With homomorphic encryption, a company could encrypt its entire database of
e-mails and upload it to a cloud. Then it could use the cloud-stored data as desired-for
example, to calculate the stochastic value of stored data. The results would be
downloaded and decrypted without ever exposing the details of a single e-mail.

Gentry’s bootstrapping technique is the most famous method of obtaining fully
homomorphic encryption. In 2009 Gentry, an IBM researcher, has created a
homomorphic encryption scheme that makes it possible to encrypt the data in such a
way that performing a mathematical operation on the encrypted information and then
decrypting the result produces the same answer as performing an analogous operation
on the unencrypted data[9],[10].

But in Gentry’s scheme a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations. His solution was to use a second
layer of encryption, essentially to protect intermediate results when the system broke
down and needed to be reset.

Some fully homomorphic encryption schemes were proposed until now [11], [12],
[13],[14].[15].

In previous work[1],[18] | proposed a fully homomorphic encryption without
bootstrapping which has the weak point in the enciphering function. In this paper |
propose the improved fully homomorphic encryption scheme on non-associative
octonion ring over finite field without bootstrapping technique where | adopt the
enciphering function such that it is difficult to express simply by using the matrix.
The plaintext p consists of two sub-plaintexts u and v. The proposed fully
homomorphic encryption scheme is immune from the “p and -p attack”.

In this scheme | adopt a fully homomorphic encryption scheme on
non-associative octonion ring over finite field which is based on computational
difficulty to solve the multivariate algebraic equations of high degree while the
almost all multivariate cryptosystems [2],[3],[4],[5].[6].[7] proposed until now are
based on the quadratic equations avoiding the explosion of the coefficients. Our
scheme is against the Grobner basis [8] attack, the differential attack, rank attack and
SO on.

Organization of this paper is as follows. In Sec.2 preliminaries for octonion
operation are described. In Sec.3 we construct proposed fully homomorphic
encryption scheme. In Sec.4 we analyse proposed scheme to show that proposed
scheme is immune from the Grobner basis attacks by calculating the complexity to
obtain the Grébner basis for the multivariate algebraic equations. In Sec.5 we describe
the size of the parameters and the complexity for enciphering and deciphering. In
Sec.6 we describe conclusion.



82. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.
82.1 Multiplication and addition on the octonion ring O

Let q be a fixed modulus to be as large prime as O (2%).
Let O be the octonion [16] ring over a finite field Fg.

O={(avay....a7) |y & Fq (=0.1,...,7)} (1)

We define the multiplication and addition of A,B €0 as follows.

A=(ap,as,...,a7), &< Fq(=0,1,...,7), (2)
B=(bo,bs,...,b7), bj & Fq (j=0,1,...,7). (3)
AB mod q

= (agho - a1b;- axhy- asbs-asb,- asbs-aghs-asb, mod q,
agh;+aibg+ah,+azbs-asb,+ashs-aghs-asb; mod q,
agh,-a;:b,+aby+asbs+asbi-ashs+agh-azbg mod g,
aghz-a;b,-a,bs+asby+asbs+ash,.-aghs+azb, mod g,

aghs+ash, - ab; - asbs+asbg+ash;+ aghs - asbs mod q,
aghs-a;bg+ashs-ash,-asb,+ashy+agh, +asb, mod g,
aghe+aybs - ab;+asb, - asbs - ash,+aghy +ab, mod g,
agh;+a bstashg-ash, +asbs-ash,-agh,+azbomod q) 4)
A+B mod q
=(ag+bomod g, a;+b; mod ¢, a,+b, mod q, a;+bsmod g,
as+bysmod q, as+bsmod q, ag+bgmod q, a;+b;mod q). 5)
Let
|A*= a,*+a,’+...+a;°mod q. (6)

If A0 mod g, we can have A™, the inverse of A by using the algorithm
Octinv(A) such that
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A= (ap/ |AF mod g, -a,/ |AF mod q,..., -a;/ |A? mod ) < Octinv(A). (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.

82.2 Order of the element in O

In this section we describe the order “J ”” of the element “4 ” in octonion ring, that
IS,

A™'=Amod q.

Theorem 1

Let A:=(aso,a11, ...,a17) €0, ayj<Fq  (j=0,1,...,7).

Let (ano,ang, ....an7) :=A"E0 , 2 EFq  (n=1,2,...5j=0,1,...,7).
g0 , anj S(N=1,2,...;j=0,1,...) and by’s(n =0,1,...) satisfy the equations such that

N:= ap+...+a;77 modq

ago:=1, bg::O, b;:=1,

ano= an.10a10— DN mod g ,(n=1,2,...), (8)
bn= ay.10+ bhaaso mod q,(n=1,2,...), 9)
an= bpag; mod q ,(n=1,2,...;j=1,2,...,7) . (10)

(Proof?)

Here proof is omitted and can be looked up in the Appendix B.

Theorem 2
For an element A=(ayg,a13, ...,a17) €0,
A™=Amod g,
where
J=LCM {o*-1, g-1}=q’-1,
N:=ay*+ a,”+...+a;7°#0 mod q.

(Proof: )
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Here proof is omitted and can be looked up in the Appendix C.

82.3. Property of multiplication over octonion ring O

AB,C etc.=0 satisfy the following formulae in general where A,B and C have
the inverse A* B and C*mod g.

1) Non-commutative
AB#BA modq.
2) Non-associative

A(BC)+(AB)C mod q.

3) Alternative
(AA)B=A(AB) maod q, (11)
A(BB)=(AB)B mod q, (12)
(AB)A=A(BA) mod g. (13)
4) Moufang’s formulae [16],
C(A(CB))=((CA)C)B mod g, (14)
A(C(BC))=((AC)B)C modq, (15)
(CA)(BC)=(C(AB))C mod q, (16)
(CA)(BC)=C((AB)C) mod q. 17)

5) For positive integers n,m, we have
(AB)B" =((AB)B"")B=A(B(B"'B))=AB™ modq,  (18)
(AB"B =((AB)B")B=A(B(B"'B))=AB™" modq,  (19)
B" (BA) =B(B"*(BA))= ((BB""B)A=B™A mod q, (20)
B(B" A)=B(B"*(BA))= ((BB"")B)A=B™'A mod q. (21)
From (12) and (19), we have
[(AB"B]B =[AB™]B  mod g,
(AB")(BB) =[(AB"B]B =[AB™"]B= AB™* mod g,
(AB"B’= AB™? mod q,



(AB"B™=AB™™ mod q.
In the same way we have
B"(B"A)=B""A mod q.
6) Lemma 1
A(B((AB)")=(AB)™" mod g,
(((AB)MA)B =(AB)™! mod q.
where n is a positive integer and B has the inverse B™.
(Proof?)
From (14) we have
B(A(B((AB)")=((BA)B)(AB)"=(B(AB))(AB)"=B(AB)™! mod q.
Then
B™(B(A(B(AB)")=B"(B (AB)"™) modg,
A(B(AB)")= (AB)™ mod q.

In the same way we have

((AB)")A)B=(AB)"™" mod g. g.e.d.
7) Lemma 2
A (AB)= B mod g,
(BA)A'=Bmod q.
(Proof:)

Here proof is omitted and can be looked up in the Appendix D.

8) Lemma 3
A(BA™= (AB)A" mod q.
(Proof:)

From (17) we substitute A™ to C, we have
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(A'A)(B A= AT ((AB) AY) mod g,
(B AM= A" ((AB) A" mod q.
We multiply A from left side ,
A(B AY)= AAT ((AB) A))= (AB) A" mod g. g.e.d.
We can express A(BA™Y), (AB)A™ such that
ABA™,

9) From (13) and Lemma 2 we have
AY(ABAM)A)= AYA(BAMA))=(BAHA=B mod g,
(AY((AB)AY)A=((A*(AB))A)A= A (AB)=B mod q.
10) Lemma 4
(BA™)(AB)=B*mod q.
(Proof?)
From (17),
(BA™)(AB)=B((A'A)B)=B* mod q. g.e.d.
11a) Lemma 5a
(ABAM( ABA™ )= AB*A™ mod q.
(Proof?)
From (17),
(ABA")(ABA™) mod q
=[A* (R BA)II(AB)A]= A™ {[(A*(BA"))(AB)]A"} mod g
= A" {[(A(A(BA™))(AB)]A'} mod g
= A" {[(A(AB)A"))(AB)]A"} mod g
=A™ {[(A(AB))AT))(AB)]A"}  mod q.
We apply (15) to inside of [ . ],
=AM {[(A(AB)A™(AB)))JA"} mod g
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=A"{[(A(AB)B))JA"} mod g
=A"{[A(A(BB))JA"} mod g
={ A" [A(ABB)}A" mod g
=(A(BB))A™ mod q
=AB’A™ mod q. g.e.d.
11b) Lemma 5b
[A(...(ABA™). . DA TA...(ABA™). . DA™
= A(...(AB*A™).. )A; mod g.
where
A€ 0 has the inverse A’"'mod q (i=1,...,r).
(Proof:)
As we use Lemma 5a repeatedly we have
{ATAL...(ABAD. DA TDAT HA(TA(. . .(ABA™).. DA ])A™ I mod g
=Ad( [A(.. .(ABAD. DA AL ..(ABAD..)A ')A  mod g
=A(A([As(....(ABAD). . DA TIAS(...(ABAM).. )ATHA A mod g

= Ad(Ao(...(JABAT TABA™). . DA DA mod g
= As(Ao(...(ABA™M). . )A DA mod g

g.ed.
11c) Lemma 5c
At (ABATY) A
=B mod g.
where
A, €0 has the inverse A, "mod g.
(Proof?)

At (ABAY A= A [((AB)AT™) Aj] mod g,



From Lemma 2 we have
= A" (AB) =B mod g g.e.d.

11d) Lemma 5d

A CAT A (ABADD. AT AY). DA

=B mod g.
where
A€ 0 has the inverse A™'mod q (i=1,...,r).
(Proof?)
As we use Lemma 5c¢ repeatedly we have
A CLATTAL . (ABATY. AT A DA
=AT(CLAT A (ABAT. A AY). . )A mod g

= A [ABA ™A mod g
=B mod q g.e.d.

12) Lemma 6
(AB"AM)( AB"AT )= AB™AT mod q.
(Proof?)
From (16),
[A* (A*(B"A))II(AB"A]= {A™ [(A(B"A))(AB"}A™ mod g
= A{ [(A(A(B"A))(AB")]A"} mod g
= A{ [(A(ABMA™)(ABN]A™} mod g
= A" { [(A(ABM)A))(ABN] A"} mod g
= A" {[(A"BNAD))AB"] A"} mod .
We apply (15) to inside of { . },
= A" { (AB")[A((ABNAT)]} modq
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=AT{ (A'B")[AYAB"A)]} mod g
=A*{(AB"(B"AH} modq
= AT { (AYABM))(B"AD} mod q.
We apply (17) to inside of { . },
= AT { AY([(A°BMBIAD]} mod g
= AT {AY(A’B™MAD} mod q
=AT{ (AMAB™")A'} mod q
= AT {(A’B™™MA'} mod q
={ A1 (A2B™") JA' mod q
=(AB™MA™ mod q
=AB™"A" mod q. g.ed

13) A= O satisfies the following theorem.

Theorem 3
A?=w1+vA mod g,
where
FwyvEFq,
1=(1,0,0,0,0,0,0,0) €0,
A=(ap,a,,...,a;) 0.
(Proof:)

A?mod q

=( agap-a1a;1- Axa,- Aza3-A4dy- As8s-AsAs-aza; Mod g,
d; +a180+a,84+azar-a4ay+as8s-As85-a783 MOd (),
QAy-8,84 280 +a385+a,a1-Asa3+aAsA7-8785 MOd (),
A3-8,87-8,85+a3ap+a48sHasap-Asa+a7a1, Mod (,

Qpds a1 8,-88-3385+a4p+asar +as83-a785 Mod g,
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9A5-8,8+apA3-A38p-A4ay+asAg+asa; +aza, Mod (,
8pAg+a,85-8,87+8384-A483-858; TasAgTaza, mod (g,
a7 +a;83+8,86-8381 +A485-a5a4-AsAr+azay Mod )

=(2ay’- L mod g, 2a03; mod g, 2a,a, mod g, 2a,a; mod g, 2a,a, mod g, 2a,as mod g,
2ap3s mod q, 2a,a; mod q)
where
L= ag’+a,*+a, +as +as +as +ag +a;> mod g.
Now we try to obtain u, vE Fqthat satisfy A>=w1+vA mod q.
wl+vA=w(1,0,0,0,0,0,0,0)+v(ag,ay, ...,a7) mod q,
A= (2a,%- L mod g, 2a,3; mod q, 2a,3, mod g, 2a,a; mod g, 2a,a, mod g,
2 agas mod g,2asag mod g, 2a,a; mod q).
Then we have
A?=w1+vA=-L1+2 a,A mod q,
w=-L mod g,
v=2aymod q. g.e.d.
14) Theorem 4
A" =wp1+v,A mod q
where h is an integer and wy,vi, €Fq.
(Proof?)
From Theorem 3
A*=w,1+V,A=-L1+2a,A mod q.
If we can express A" such that
A"=w,1+v,A mod qEO , Wi,V EFQ,
Then
A™=(w,1+v,A)A mod g
=wpA+vp(-L1+2 apA) mod g
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=-Lvp1+( wp+2a,vy)A mod g.

We have

Wh+1= -L viy mod g=Fq,

Vh+1= Wht2a9vy, mod g Fq.

15) Theorem 5
D <0 does not exist that satisfies the following equation.
B(AX)=DX mod g,

where B,A,DEO0, and X is a variable.

(Proof?)
When X=1, we have
BA=D mod q.
Then
B(AX)=(BA)X mod g.
We can select CE O that satisfies
B(AC)# (BA)C mod g.
We substitute C=O to X to obtain
B(AC)=(BA)C mod g.
(23) is contradictory to (22). g.e.d.
16) Theorem 6

D <O does not exist that satisfies the following equation.

C(B(AX))=DX mod q

where C,B,AD<0, C has inverse C'mod g and X is a variable.

B,A,C are non-associative, that is,

B(AC)#(BA)C mod g.

g.ed.

(22)

(23)

(24)

(25)
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(Proof?)
If D exists, we have at X=1

C(BA)=D mod g.

Then
C(B(AX))=(C(BA))X mod q.
We substitute C to X to obtain
C(B(AC))=(C(BA))C mod g.
From (13)

C(B(AC))=(C(BA))C=C((BA)C) mod q
Multiplying C* from left side
B(AC)=(BA)C mod q (26)
(26) is contradictory to (25). g.e.d.

17) Theorem 7
D and E€ O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod q
where C,B,A,D and EE O have inverse and X is a variable.
A,B,C are non-associative, that is,
C(BA)#(CB)A mod q. (27)
(Proof:)
If D and E exist, we have at X=1
C(BA)=ED mod q (28)
We have at X=(ED)'=D"E™ mod g.
C(B(A(D'E™))=E (D(D'E™)) mod g=1,
(C(B(A(DE™))" mod g=1,
((ED)AHBHC™ mod g=1,
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ED =(CB)A mod g.
From (28) and (29) we have
C(BA) =(CB)A mod q.
(30) is contradictory to (27). g.e.d.

18) Theorem 8
D <0 does not exist that satisfies the following equation.
A(B(A™X))=DX mod q
where B,A,DEO0, A has inverse A mod g and X is a variable.
(Proof?)
If D exists, we have at X=1
A(BA™M=D mod q.
Then
A (B(A'X))=(A(BA™))X mod g

We can select C< O such that

(BAY)(CAY) # (BAHC)A?mod q.

That is, (BA™), C and A” are non-associative.
Substituing X=CA in (31), we have

A (B(AY(CA)))=(A(BA™M)(CA) mod g.
From Lemma 3

A(B((AC)A)))=(A(BA™))(CA) mod g.
From (17)

A(B((A"C)A))=A([(BA™)C]A) mod g.
Multiply A™ from left side we have

B((A'C)A))= ((BA")C)A mod g.

From Lemma 3

(29)

(30)

(31)

(32)
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B(A™(CA))=((BA™M)C)A mod q.
Transforming CA to ((CA)A™), we have
B(A*((CA?)A™)=((BA")C)A mod g.
From (15) we have
((BAM)(CA?))A'=((BAHYC)A mod g.
Multiply A from right side we have
((BAM)(CAH=((BAM)C)A’moad q. (33)
(33) is contradictory to (32). g.e.d.

83. Concept of proposed fully homomorphic encryption scheme

Homomorphic encryption is a form of encryption which allows specific types of
computations to be carried out on ciphertext and obtain an encrypted result which
decrypted matches the result of operations performed on the plaintext. For instance,
one person could add two encrypted numbers and then another person could decrypt
the result, without either of them being able to find the value of the individual
numbers.

83.1 Definition of homomorphic encryption

A homomorphic encryption scheme HE := (KeyGen; Enc; Dec; Eval) is a
quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the medium text space M. of the encryption schemes will be
octonion ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1*,
outputs (sk) < KeyGen(1") , where sk is a secret encryption/decryption key.

-Encryption. The algorithm Enc, on input system parameter g, secret keys(sk) and
a plaintext p & Fq, outputs a ciphertext C «—Enc(sk; p).

-Decryption. The algorithm Dec, on input system parameter g, secret key(sk) and a
ciphertext C, outputs a plaintext p*<—Dec(sk;C).
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-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C....., C,),
outputs a ciphertext C* «—Eval(ckt; C,,..., C,).

The security notion needed in this scheme is security against chosen plaintext
attacks (IND-CPA security), defined as follows.

Definition 1 (IND-CPA security). A scheme HE is IND-CPA secure if for any PPT
adversary Ay it holds that:

AdvA e [A] =|PrTAG(Enc(sk;0)) = 1] - Pr[A«(Enc(sk;1)) = 1]|= negl(})
where (sk) —KeyGen(1").

83.2 Definition of fully homomorphic encryption

A scheme HE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:

Definition 2 (Fully homomorphic encryption). A homomorphic encryption scheme
FHE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it satisfies the following
properties:

1. Homomorphism: Let CR = {CR, },.n be the set of all polynomial sized
arithmetic circuits. On input sk —KeyGen(1"),Vckt € CR,, V (p,..., pn) EFQ"
where n=n(}), V(C...,C,)

where Cj— Enc(sk;u;, it holds that:
Pr[Dec(sk;Eval(ckt; C,....,C,)) # ckt(ps...., pn)] = negl(X).

2. Compactness: There exists a polynomial x = u(4) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its
inputs.

83.3 Proposed fully homomorphic enciphering/deciphering functions
We propose a fully homomorphic encryption (FHE) scheme based on the

enciphering/deciphering functions on octonion ring over Fq.

First we define the medium text M as follows.
We select the element B=(by,b4,b,,...,b7) and H=(bg,-by,-bs,...,-b;) €O such that,
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Lg:=|B[*= by*+b,+...+b,*mod g=0,
b0 mod g,
b0 mod g.

Then we have
Lyy:=|H[>= be2+b®+...+b;* mod ¢=0,
B+H=2by1 mod q,
B’=2h,B mod q,
H?=2beH mod g,
BH=HB=0 mod g.
Let u,vE Fq be sub-plaintexts where a plaintext p is given such as
p:=u+2bev mod g.
Let we Fq be a random number.
We define the medium text M by
M:= Ry(...(R(ul+vB+wH)RM)... )R, €0,

where
p= u+2bev mod q,
RiE0 is selected such that R* €0 exists (i=1,...,r) and
RiB#£BR; mod q(i=1,...,r),
R;H#H; mod q(i=1,...,r).
Then

IMP=| Ry(... (Re(uL+vB+WH)R™).. )R
=(u+bo(vHw)) 2+ (v-w)?(bo*+b,*+. ..+b;%) mod g,
=(u+bo(v+w)) *~(v-w)*h,® mod g,
=(u+2byv)(u+2bow) mod q.

Here we simplify the expression of medium text M such that
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M:= R(u+vB +wH)R* 0.

Let
My:=R(u;+v;B +w;H)R* <0,
1= Uy +2hov; mod g,
M,:=R(u,+V,B +w,H)R* €0,
Po= Uy+2bv, mod g.
We have

M:M, = [R (u;1+v,B +w;H) R [R(u,1+v,B +w,H) R™]
= R [UgUp+(Uy Vo Vi Us+2 Do Vi V) B+ (UsWotWy Up+2 b Wy Wo)H] R*
=M,M; mod g.
We show the reason as follows by using Lemma 5b.
[R BRJ[RBR™]= RB?°R"= 2 b,RBR™ mod g,
[R HR'J[RHR"]= RH*R'=2 bRHR™ mod g,
and
[R (B+H)R™] =[R B R+ R HR™"] =2 byl mod q.
We multiply [R BR™] from right side, we have
[RBR™+ RHR'][RBR"]=2b,1[R BR"]=2 by [R BR*] mod g,
2 by [RB R+ [RHR'][RBR"] =2 b, [R BR"] mod g.
Then
[R HRJ[RBR™]= 0 mod q.
In the same manner we have
[R BR*J[RHR]= 0 mod g.

Here | define the some parameters for describing FHE.

Let q be as a large prime as O(2%).

Let M=(mg,my,...,m;)=R(ul+vB +wH)R™ 0 be the medium plaintext.

Let p:=(ul+2bov) mod g.

Let X=(Xo,...,X7) €O[X] be a variable.

Let E(p,X) and D(X) be a enciphering and a deciphering function of user A.

Let C(X)=E(p,X) =O[X] be the ciphertext.

Ai, Zi=O0 is selected randomly such that At and Z* exist (i=1,...,k) which are the
secret keys of user A.

Enciphering function C(X)=E(p,X) is defined as follows.
C(X)=E(p,X):=
Ag((- - (ALMIAT(-- (A7X)Z4)). . NZA)ZH)).-))Z1™) mod g O[X] (34)
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=( eppXoteoXst ... TegrXz,

e1oXotenXyt ... eg7 X7,

eroXoHen Xt ... terr Xy), (35)

= {&;}(1,)=0,...,7) (36)

with e =Fq (i,j=0,...,7) which is published in cloud centre.
Here we notice how to construct enciphering function.
We show a part of process for constructing enciphering function E(p,X) as follows.
A X
(A X)Z,
A ((ATX)Z)
(A (AX)ZY)) Z,

A (AX)Z))...)) Z
MIAC(( - (AX)Z0))...))Zd
(MIAC(--- (AT X)Z0).. NZD)Z
AMIAT((-..(AT™X)Z0).. NZDZH)

Ad((. .. (AAMIAC (A X)Z2)). . NZDZEY).) Zo7)

Let D be the deciphering function defined as follows .

G1(X):=(A((-. (A "X)Z0))...))Z, (37)
Go(X):=A((-..(AKX ZY)..) 1Y), (38)
D(X):= G1(C(G»(X)) mod g=MX. (39)

D(1)=M=(mg,m,...,m7) =Ry(...(R(ul+vB +wH)...)R;"

=R[ul+vB +wH]R™

= R[ ul+v(Dg,by,. ...b7)+ W(bo,by,...,-b7) IR™.

Then we obtain the plaintext p as follows.
Let M’= ul+vB +wH =(my’, my’,...,m;"):= R™* (mo,my,...,m;) Rmod q
=R™(...(R™ (Mo,my,...,m7) Ry)...)R, mod q.

By solving the following equations, we have the plaintext p.
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M’= ul+vB +wH mod g.
By multiplying B from rightside we have
M’B=(u+2bev)Bmod g.
Then we obtain p such that

p=U +2bev = [M*Blo/b, mod g,

where we denote the first element of octonion M such as

[M]o.

83.4 Elements on octonion ring assumption EOR(k,r,n;q)

Here we describe the assumption on which the proposed scheme bases.
Elements on octonion ring assumption EOR(K,r,n;q).

Let g be a prime more than 2. Let k ,r and n be integer parameters. Let A:=(A,,...,A)
€0 Z:=(Zy,...,2) €0* R:=(Ry,....R) E0".Let Ci(X) := E(; ,X)= (Ax((...((A(M,
[AC(...(ATX)Z0).. DZD)ZH). ..)) Z:™* mod g=O[X] where medium text
Mi=(Mip. . ., Mi7):= Ra(.... Re(uil+viB+wiH)R™).. )R, * €0, plaintext p; = ui+2[B]ov;
mod q(i=1,...,n), X is a variable.

In the EOR(K,r,n;q) assumption, the adversary Ay is given Ci(X) (i=1,...,n)
randomly and his goal is to find a set of elements A=(A,...,A)E0*, Z=(Z,,...,.Z) €
o R=(Ry,...,R,)E0", with the order of the elements A,,..., Ac, Z1,....Z 1, Re,....R;
and plaintexts p;i(i=1,...,n). For parameters k = k(A), r = r(A) and n=n(}) defined in
terms of the security parameter A and for any PPT adversary A4 we have

Pr[(A((-..(AMILAC (- (ATX)Z0)).. )ZA)ZM). ) Zo™ mod g = C(X)
(i=1,...,n): A=(As...., A), Mi(i=L,....n)«—Aq (1*, Ci(X) (i=L....,n))]= negl(L).

To solve directly EOR(Kk,r,n;q) assumption is known to be the problem for
solving the multivariate algebraic equations of high degree which is known to be
NP-hard.

§3.5 Syntax of proposed algorithms

The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter g, outputs sk=(A,Z,R,B,H)«—KeyGen(1"), where sk is a secret
encryption /dencryption key.
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-Encryption. The algorithm Enc, on input system parameter g, and secret keys
sk=(A,Z,R,B,H) and a plaintext p< Fq, outputs a ciphertext
C(X;sk,p)«—Enc(sk;p).

-Decryption. The algorithm Dec, on input system parameter g, secret keys sk and
a ciphertext C(X;sk,p), outputs plaintext Dec(sk; C(X;sk,p)) where C(X;sk,p)
—Enc(sk; p).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C....., C,), outputs an
evaluated ciphertext C’—Eval(ckt; Cy,..., C,) where C;i=C(X;sk,p;) (i=1,...,n).

Theorem 9
Foranyp,p’<0,

if E(p, X)=E (p’, X) mod q , then p=p’ mod g.

Thatis, ifp # p’>mod q, then E(p, X)#E (p’, X) mod q.
(Proof)
If E E(p, X)=E (p’, X) mod q, then
G1(E(p, (G2(X))= G1(E(p’, (G(X)) mod g
MX=M"X mod ¢

where
M=Ry(...(R{((ul+vB+wH)R™)... )R  mod g,
p=u +2bgv mod g,
M’=R;(...(R(u’1+v’ B +w’H)R,)...)R; " mod g,
p’ =u’+2bev’ mod g.
We substitute 1 to X in above expression, we obtain
M =M’mod g.
Ri(...(R{(ul+vB+wH)R,M).. )R, ?
=Ry(...(R(u’1+v’ B +w’H)RM)... )Ry mod g
ul+vB+wH =u’1+v’B+w’H mod g.
Then by multiplying B from rightside we have

uB+vB*w HB= u’ B+v’B*w’HB mod g,
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uB+ 2bevB = u’B+2byv’B mod q,
[uB+ 2byvB Jo=[ u’ B+2byv’B]o mod g,
(u+ 2bgv)by=(u’ +2bev’)by mod g,
As b0 mod g,
(u+2bov) =(u’+2bgv’) mod q,
p=u+2bgv=u’"+2bv’ =p’,

g.e.d.

Next it is shown that the encrypting function E(p,X) has the property of fully
homomorphism.

We simply express above encrypting function such that

Ag((-- (ALMIAC( - (ATX)Z2))- . NZDZH).-.)) Z)mod g
=A(M[(A™X)Z])Z)mod g.

83.6 Addition/subtraction scheme on ciphertexts

Let
My:=R[(u1+v;B +w ;H)]R* €0,
M,:=R[(u,1+v,B +w, H)]JR €0
be medium texts to be encrypted where

p:1=(us+ 2bevy) mod q,

Po=(u,+ 2bev,) mod q.
Let C1(X)= E(py, X) and C,(X)= E (p2, X) be the ciphertexts.
C1(X)£ Cy(X) mod q =E(p1,X) = E (p,,X) mod q
=Ag((- - (ALM AT (ATX)Z0)). . NZDZCH).. ) Z17)
AL (.. .(A(MAH(... (ATX)Z)).. NZD) ZY)..)) Z2Y) mod g
=As((... ALV 2M2] [AC((.-(ATX)Z0).. ) Zd) Z7H)...)) Z) mod g
=As((. . .((A(([R(ULL+v,B+wi HE (U1 +v,B+w,H))R ']

[AT(...(A*X) Z2)..)ZD)ZcH)...)) ZiY) mod g
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=As((. .. (ALR((U12Up) 1+(vyv2) B+(Wstw,)H))R Y
(A ((ATX)Z0)...)Zd) Zc™).-.)) ™) mod g
= E(p1t p2,X) mod g.

83.7 Multiplication scheme on ciphertexts

83.7.1 Multiplicative property of Band H
We notice multiplication of B and H again where

B+H=2by1 mod q,
B?=2h,B mod g,
H?=2beH mod g,
BH=HB=0 mod g.
Forany A=O, form (11) we have
(RBRM( (RBR™) A) mod g
=((RBR™) (RBR™)) Amod q
=(RB’R)Amodq (From Lemma5a)
= (2bg) (RBR™M)A mod q (40a)

(RBRM( (RHR™) A) mod g
=( (RBR™) (R(2bo1-B)R™)) Amod g
=(2bg) ((RBR™) (RIR™M) A- ((RBR™) (RBR™)) Amod q
=(2bo)(RBR™) A- (2bo)(RBR™) Amod q
=0 mod g (40b)
In the same manner we have

(RHRY((RHR™) A) mod q
= (2bo) (RHR™MA mod q (40c)
(RHRH((RBR™) A) =0 mod q (40d)
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83.7.2 Multiplication of ciphertexts

Here we consider the multiplicative operation on the ciphertexts.
Let C,(X)= E(p1, X) and Cx(X)= E (p,, X) be the ciphertexts.

C4(Ca(X)) mod q =E(p1,E(p2,X)) mod g

=Aa((- - (ACMIAT - (ATALC - (AMAAT(-- (ATX)Z0). . N Z) Z7).-.))
ZY NZy)..NZd) Z7Y)...)) Zi)y mod g

=Ag((- . (ALMMAC( .. (AX)Z0)... )ZAD) ZcP).-.)) Zo*) mod g
=As((... (AM(M[(A((.. ((ATX)Z0)).. NZD)ZH)...)) Z27™) mod g. (41)
=A((Mx(M[(AX)Z]))Z**) mod g.
Substituting R (u;1+v4B +w;H) R*, R (Up1+v,B +w,H) R*to My, M, ,
we have from (40a)~(40d)

=A(( [R(uz1+v;B+w;H)R™M([R (U1+v,B +woH) R [(A™X)Z]))Z™) mod g,

= A(([R (u) RY([R(u1+v,B+w,H) RY[(A™X)Z])Z™) mod g.

+ A(([R (viB) R ([R(u1+v,B+w,H) R*[(AX)Z])ZY) mod g

+ A(( [R (WeH) R ([R(uo1+v,B+w,H) R [(A*X)Z]))Z* ) mod.

= A(([R (U12) R* I([R(uz1) R™ J[(A™X)Z]))Z*) mod g.

+ A(([R (u12) RT (IR (v2B) R*II(A™X)Z]))Z™) mod g

+ A(([R () RT([R (woH) RM(A™X)Z]))Z*) mod

+ A(([R (viB) R J([R (1) RM[(A™X)Z]))Z") mod g

+ A(([R (v1B) R I([R (v.B) RTI[(A™X)Z]))Z™) mod g

+ A(([R (vB) R ([ R (weH) R™[(A™X)Z]))Z") mod q

+A(([R (W:H) R (IR (u22) R™ J[(A™X)Z]))Z*) mod

+ A((R WiH) R* ([ R (v:B) R™ J[(A*X)Z]))Z™) mod g

+ A(([R (w:H) R* ([ R (weH) R™ J[(AX)Z]))Z*) mod g

=A(([R (upupd+ uyvoB + ugw,oH+ vyu,B + viv,BB + viw,BH+

WilH + wiv,HB +waw,HH) R [((A™X)Z]))Z ™) mod g

=A(([R(U1U21+(U1V2+V1U2+2b0V1V2) B+(U1W2+W1U2+2boW1W2) H) R_l]
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[(A*X)Z]))ZHmod q (41a)
= A(( [R(us+v1B +w;H))R M) (R(uz+v2B +w,H)RH][(A*X)Z]))Z™*) mod g
= A(((MiMy ) [(A™X)Z]))Z*) mod g.

Here we can show that E(p;,E(p2,X)) mod q is the ciphertext of the multiplication of
p:and p, as follows.

p1=( us+ 2bev;) mod q,
Po=( uy+ 2byv,) mod g,
p1p2=( Uzt 2bgvy) (ux+ 2bev,) mod g,
=UU,+2byg (V1Ua+VoU,+2bgv1V, ) mod g.
The ciphertext of pip, is given from definition,
E(p1p2,X))= A(( [RU*v*B+ w*H)R][(AX)Z])Z") mod g
where
u*+2bov*= p;p, mod q,
w* = Fq.

From (41a) we have
U1U2+2b0(U1V2+V1U2+2b0V1V2)= P1P2 mod a,

(U W2 WU +2boWWo) € Fa.
Then we have

E(p1, E(p2,X))=E(p1p2,X)) mod g.

It has been shown that in this method we have the multiplicative homomorphism
on the plaintext p.

83.10 Property of proposed fully homomaorphic encryption

(IND-CPA security). Proposed fully homomaorphic encryption is IND-CPA secure.

As adversary Aq does not know sk, Aq is not able to calculate M from the value of
E(u,X).

For any PPT adversary Ay it holds that:
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AV [] =[PrTAG(E(Uo,X)) = 1] - PrA((E(us,X))= 1]I= negl(h)

where sk —KeyGen(1").

(Fully homomorphic encryption). Proposed fully homomorphic encryption
=(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the following
properties:

1. Homomorphism: Let CR = {CR, }, n be the set of all polynomial sized arithmetic
circuits. On input sk «—KeyGen(1"), Vckt € CR,, V(py,....pn) € P"wheren=
nh), V(Cy...,C,) where C; —(E(u;,X)), (i =1,...,n),

we have D(sk;Eval(ckt; C,,...,C,)) = ckt(py,...,pn).

Then it holds that:

Pr[D(sk; Eval(ckt; C,....,C,)) # ckt(ps,...,pn)] = negl(A).

2. Compactness: As the output length of Eval is at most klog,q=kA where Kk is a
positive integer, there exists a polynomial x = «()) such that the output length of Eval
IS at most x bits long regardless of the input circuit ckt and the number of its inputs.

84. Analysis of proposed scheme

Here we analyze the proposed fully homomorphism encryption scheme.

84.1 Computing plaintext p and A; , Z; (i=1,...,k) from coefficients of ciphertext
E(p,X) to be published

Ciphertext E(ps,X) is published by cloud data centre as follows.
E(psX)= Aa((- - (ALMLAC((-- (AT X)Z0)).. NZANZT)).- ) Z7)
=A((R[us1+vsB+wHIR[(A™*X)Z]))Z™*) mod g=O[X],
=( esooXotesonXst ... tesarXs,

€s10X0H€s11X1 1 ... Tes17 X7,

Es70XoHes71 X1 T ... Tesrr X7) mod d,
={e4}({,r=0,...,7;5=1,2,3)

with e = Fq (j,t=0,...,7;5=1,2,3) which is published,
where
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ps=Us+2bovsmod q,(s=1,2,3)

A, Zi, R;€0 to be selected randomly such that A", Z;*and R, exist (i=1,....k ;
J=1,...,r) are the secret keys of user A.

We try to find plaintext ps from coefficients of E(ps,X), e =Fq(j,t =0,...,7;

s=1,2,3).

In case that k=8, r=8 and s =3 the number of unknown variables (us,vs,ws, Ai, Z;,
R (k.r=1,...,8;5=1,2,3)) is 201(=3*3+3*8*8), the number of equations is 192(=64*3)
such that

Fio0(M, Ai, Z;, Rj)=€100 mod q, =
Fi01(M, Ai, Z;, Rj)=€100 mod g,

Fi07(M, Ai, Zi, Rj)=€107 mod g, — (42)

Fs7(M, Ai, Zi, Rj)=€e3;7 mod g, —
where Fyg,...,Fa77 are the 49(=8*2*3+1)" algebraic multivariate equations.
Then the complexity G required for solving above simultaneous equations by
using Grobner basis is given [8]such as
G>G "=(191+dregCreg) =(4709C101)" >> 0(2%), (43)

where G’ is the complexity required for solving 192 simultaneous algebraic equations
with 191 variables by using Grobner basis,
where w=2.39, and

Oreg = 4608 (=192*(49-1)/2 - 04 (192*(49"2-1)/6)). (44)
The complexity G required for solving above simultaneous equations by using
Grobner basis is enough large to be secure.
84.2 Computing plaintext p; and dix (i,J,k=0....,7)

We try to computing plaintext p;and dij (i,,k=0,...,7) from coefficients of ciphertext
E(pi,X) to be published.
At first let E(Y,X) = O[X,Y] be the enciphering function such as

E(Y.X):= Au((- . (ALYICAC(- (AT™X)Z0).. )DZDZE). ) Z4™) mod g EO[X, Y]
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=(doooXoYo+doorXoY1 T .. tdorrX7y7,

diooXoYotdioXoya t ... TdirrX7y7,

d7o0XoYo+droaXoy1t ... Tdzr7%7y7) mod g, (45a)
={di}(i,j.k=0,...,7) (45h)

with dijke Fq (I,j,k =0,.. ,7) .
Next we substitute M;to Y, where
M;:=R[uil+v;B+w;H]JR™

pi=(ui+ 2bov;) mod q,
Mi=(mip,Mig,. ..,Mi7) €0. (46)
We have
EEiX)=Au(( - (AMILAT(-- (AX)Z0).. NZDZT). ) Z)mod g - O[X]
=(doooXoMio+doorXoMiz + ... +dozrX7Mi7,

d100XoMio+ 10 XoMiz + ... +di77%zMi7,

dr00XoMig+0701XoMig + ... +d777%:Mi7) mod g, (472q)
={dij}(i,jk=0,...,7) (47b)

with dijke Fq (I,j,k =0,.. ,7) .
Then we obtain 64 equations from (35) and (47a) as follows.

doooMio+doorMis + ... +doo7Miz=€00 7

do1oMio+douMin + ... +do17Miz=E01 (48a)

dozoMip+do7iMis + ... +dor7Miz=€07

d100Mio+dio1Mis + ... +dio7Miz=€10 -

d110Mig+daaMig+ ... +disMiz=€n (48b)

dizoMip+diziMis + ... +diz7Miz=¢€17
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dr00Mio+d701Mis + ... +dzo7Miz=€70 7

d710Mip+d7uMip + ... +d717Miz=€7; (48c)

d7zoMig+d7aMin+ ... +dr7Miz=e7 .

For My,..., Mg we obtain the same equations, the number of which is 512,
We also obtain the 8 equations such as

| E(pi,1)*= [Mif= mig™+my?+....+mg* mod q,(i=1,....8). (49)

The number of unknown variables Mjand dij (i,,k=0,...,7) is 576(=512+64).

The number of equations is 520(=512+8).

Then the complexity G required for solving above simultaneous quadratic
algebraic equations by using Grébner basis is given such as

G=G’=(520+dregClreg)"” =(780Cas0)"=0(2"**)>> 2%, (50)

where G’ is the complexity required for solving 520 simultaneous quadratic algebraic
equations with 519 variables by using Grobner basis,

where w=2.39,
and

Oreg = 260(=520%(2-1)/2 - 0y (520%(4-1)/6) (51)

It is thought to be difficult computationally to solve the above simultaneous
algebraic equations by using Grobner basis.
84.3 Attack by using the ciphertexts of p and -p
| show that we can not easily distinguish the ciphertexts of p and -p.
We try to attack by using “p and -p attack”.

We define
the medium text M by

M:=R(ul+vB +wH)R' <0, (52)

where
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a plaintext p=u+2b,v mod q <= Fq, and a random number w& Fq,

the medium text M. by

M.:= R(u’1+v B +w H)R' €0,

where random numbers u’,v’,w’ & Fq such that
-p=u’+2bgev’ mod g.

By using simple style expression of E(p, X)
C(X):=E(p, X)= A(M[(A"X)Z])Z") mod g=O[X],

the ciphertext of -p is defined by

C.():=E(-p, X)= A(M.[(A"X)Z])Z") mod q=O[X].

p=u+2byv mod g,
p ’=-p=u+2bev’ mod q,

p+p '=0=(u+u’)+ 2b, (V+Vv°).

We have
C(X)+ C.(X) = E(p, X)+ E(-p, X)= E(p-p, X)=E(0, X)

=A(([M + M][(A™X)Z])Z" mod q

= (A( [R(ul+vB +wH +u’1+v’B +w’H)R™] [(A™X)Z])Z™") mod q
= (A( [R((u+u)1+(v+v")B+ (w+w?)H)R™ [(A'X)Z])Z™) mod q

= (AC[R((v+V’) (-2b61+B )+ (w+w")H)R™] [(A"X)Z])Z") mod g

= (A([R(-(v+v’) H+ (w+w)H)R™] [(A™X)Z])Z™) mod g
= (A([R( (-v-v’+ w+w)H)R™T [(A*X)Z])Z™") mod q

#0 mod g (in eneral)

We can calculate | C(1)+ C.(1) | as follows.

(53)

(54)

(55)

(56)
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Then, from [H[>=0 mod g, we have
| C(1)+ C(1) F=[EQ, 1)f
= |(A( [R( (~v-v’+ w+w)H)R™] [(A*1)Z])Z™) | mod g
= | (-v-v’+ w+w?)H F mod g
=0 mod g.
But we can find many M. such that
IC() + COIF=| A(M + MI[A')Z])Z™) F =|[M + M]f mod g,

=(u+U+2bo(v+Hv’)) ( U+ +2bg(W+w’))
=0 mod q,
because we can select many set of u’,v’and w’ such that
u+u’+2bo(w+w’)=0 mod g
and
p+p = u+u’+2be(v+v’) 0 mod g.

That is, even if

| C(1)+ C.(1) [’=0 mod g,

it does not always hold that

p+p’ =0 mod g.

It is said that the attack by using “p and -p attack™ is not efficient.

Then we can not easily distinguish the ciphertexts of p and -p.

85. The size of the modulus g and the complexity for enciphering/

deciphering

We consider the size of the system parameter g. We select the size of q such that
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0(q),the size of the plaintext is larger than O(2%°). Then we need to select modulus q
such as O (q )= 2%.

In case of k=8, O(q)=2%, the size of e = Fq (1,)=0,...,7) which are the coefficients
of elements in E(p,X)= A(M[(A™X)Z])Z)mod =O[X] is
(64)(log,q)bits =5120bits, and the size of system parameters q is as large as 80bits.

In case of k=8 , O(q)=2°, the complexity to obtain E(p,X) is
(32*512+16*16)(log,q)*+16*( log.q)*= O(2%") bit-operations,
where 16*16*(log,q)*+16*( log.q)® is the complexiy for inverse of A™ and Z™.

And the complexity required for deciphering is given as follows.

Let C:=Aq((...((AdMIAC((--- (A1) Z0).. )N Z) Z7H).-...)) Z7™) mod g.
We have

(A (- (A C)Z0)) Z9))... D Z =MI(AC((-- (A"1)Z4))....))Z] mod g,
M=[(Ac ((---(A™ C)Z0)) Z5))...)) ZALAC((--- (A "1)Z4))..))Zd "'mod g,

=Ry(...(R(ul+vB+w H)R™M)...)R,?
M’=(mg”my’,...,m7"): = (Ul+vB+w H)= R, (...(R,"M Ry)...) R,
p =[M’B]y/bgmod q.

Then the complexity G is
(16*64+15*64+16*64+2)(l0g.q)*+(1+8)*[8*(l0g.q)*+(10g,0)]
+9*(log,0)° +( logq)’
=(3091)(log,q)*+(10)( log.q)’= O(2*) bit-operations.

On the other hand the complexity of the enciphering and deciphering in RSA
scheme is

0(2(log n)*)=0(2*) bit-operations

where the size of modulus n is 2048bits.
Then our scheme requires small memory space and complexity to encipher and
decipher so that we are able to implement our scheme to the mobile device.

86. Conclusion

We proposed the new fully homomorphism encryption scheme based on the octonion
ring over finite field that requires small memory space and complexity to encipher
and decipher. It was shown that our scheme is immune from the Grébner basis
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attacks by calculating the complexity to obtain the Groébner basis for the multivariate

algebraic equations and immune from “p and -p attack”.
The proposed scheme does not require a “bootstrapping” process S0 that the
complexity to encipher and decipher is not large.
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Appendix A:

Octinv(A)

S «— ay’+a,’+...+a;"mod q.
% S™ mod g
q[1] « q div S ;% integer part of /S
r[1] <= gmod S ;% residue
k «1
q[0] <@
0] «— S
while r[k] # 0
begin
ke—k+1
q[k] < r[k—2] div r[k—1]
1[k] «— r[k—2] mod [rk—1]
end
Q [k—1] < (-1)-q[k—1]
L[k—1] <1
1+— k-1
while i>1
begin
Q[ i—1]« (-1)-Q[i]«q[i—1]+ L[ 1]
Lli-1]<Q[1]
1—1-1

end

invS < Q[1] mod q
invA[0] < ag«invS mod q
Fori=l,...,7,
invA[i] < (-1)-a;invS mod g
Return A= (invA[0], invA[1],..., invA[7])
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Appendix B:
Theorem 1
Let A=(a10,a11, ...,6117) <0, ayj = Fq (fZO,], cee 7)

Let A"=(an,ans,--.an7) €0, 8 € Fq (n=1,...,7;=0,1,...,7).

ago ,anj S(n=1,2,...;j=0,1,...)and by’s (n=0,1,...) satisfy the equations such that

N= a;1*+...+a;7> mod g

ag=1, by=0, b1=1,

ano= @n.10a10— brsN mod q,(n=1,2,...)
b= an.10% D110 Mod q,(n=1,2,...)
an= braz;mod q ,(n=1,2,...,j=1,2,...,7) .
(Proof:)

We use mathematical induction method.

[step 1]

When n=1, (8) holds because

a10= ago a1 - BoN=as, mod q.

(9) holds because

b= ago+ bpdp =ag =1mod q.

(10) holds because

ay= biay; = a;;mod q ,(j=1.2,...,7)

[step 2]

When n=k,

If it holds that

A= 1010 - bkaN'mod q ,(k=2,34,...),
b= a1 0t bradso mod g,

a= bxagymod q,(j=1,2,...,7),

from (9)

b= ax20t broa10 mod q ,(k=2,3/4,...),

then

A =AA=(ay, baus, ..., barr)(awdus, ..., d17)

=( axo a0 - bkN, axo anr+ by ayo, ..., & a7+ g7 aso)
=( a0 - bN, (axo + basg)ass,. . ., (Ao + bxao)as7)

=( +10, Pks1,0 A115- - -5 P10 @17),

as was required. g.e.d.

(8)
©)
(10)



38

Appendix C:

Theorem 2

For an element A=(ao,a11, ...,a17) €0,
A™=Amod q,

where

J:= LCM {g*-1,9-1}=0*1,

N:=ay,®+ ap*+ ... +a17°#0 mod q.

(Proof:)

From (8) and (9) it comes that

8n0= An-1,0810 - DN Mod g,

b= an10t+ bhidsomod q,

8no @10 + by N= (@n.1,010 - P.1N) @10 +(@n-10F Br-1810)N= a1 i + an1oNmodq,
by N= 8.1 0810° + 810 N- @ng aomod q,

b1 N=an.20 i + an20 N- a0 a0 mod g,

A= 2 A108n10- (810" +N) anpomod q, (N=1,2,... ) .

1) In case that — N # 0 mod q is quadratic non-residue of prime q,
Because - N0 mod ¢ is quadratic non-residue of prime q,

(-N)@2=-1 mod q.

8no- 2 810 An10+( 810" +N) an20=0 mod g,

an=(£"(a1000) + (B~ a10)a")/( - o) over Fq[a]

b,=(8"-a")/( - &) over Fq[a]

where o,/ are roots of algebraic quadratic equation such that

t2-2310t+a102+N:O.
a = a;, +V—N over Fq|a],

B=a;y— V—N over Fg[a].

We can calculate 59"as follows.

BT = (a;, —V—=N)T"  over Fq[a]
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= (2109 — V=N (=N)@~D/2)a over Fq[a]

= (a;p, — V—N(—N)W@=Y/2)a over Fq[a]

= (a10? — V=N(=N)@"D/2(=N)@~1/?) gver Fq[a]
=a,, —V—N(=1)(=1) over Fq[o]

= a;0 — V—N over Fq[a]

= [ over Fq|a].
In the same manner we obtain

a? = a over Fqla].
ag20 = (B9 (a0 — @) + (B —ajp)a®")/(B — )
=(B(aw0-a) + (- a10)a)/( f- a)=a;, mod q.

b= (BT —a®)/(f—a)=1 modq.
Then we obtain

quz(aqz,o 1bq2a11, ceny bq2a17)
=( a0, A1y, ...,a17)=A mod g

2) In case that -N-0 mod q is quadratic residue of prime ¢
ano=(f"(azo-ax) + (8- azo)a’)/( f- &) mod g,
bro=(8"-a")/(p-a) modq,

As o, < Fq, from Fermat’s little Theorem
A'=p mod q,

a’=a mod .
Then we have

ag=(8"(a10-0) + (B- a)a’)/( p- ) mod g
=(B(ano-a) + (B~ awo)a)/( f- @) mod q
=a;p modq

be=(8"a®)/( B- 2)=1 mod g.
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Then we have
a'=(aqo ,bedu1, .., bga17)
=(ay, a11,...,a17)=a mod q.

We therefore arrive at the equation such as

A=A mod q for arbitrary element A€ O,

where
J=LCM {q*1,g-1}=q°-1,

as was required. g.e.d.

We notice that

in case that —N=0 mod ¢

ag=1, be=0, by=1,

From (8)

ano= ay.10810 Mod g ,(n=1,2,...),
then we have

an=ay "mod q,(n=1,2,...).
aq= a0 "= apmod q.

From (9),

bn= an-10t+ b0 mod q ,(n=1,2,...)
=aj "l bn_lalo mod q
= 2a30 "'+ byp850° Mod q

= (n-1)ayo "+ bya5"" mod q

= nay, "' mod q.

Then we have

an= Nay "'a;;mod g ,(n=1,2,...;/=1,2,...
ag= gay™"ay; mod 4 =0,(j=1,2....,7)..
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Appendix D:
Lemma 2
A'(AB)=B
(BA)A'=B
(Proof:)

A= (ap/ |AF mod g, -a;,/ |AF mod q,...., -a;/ |A]> mod q).

AB mod g

= (aghg-a1b1- ahy- ashs-asbs- asbs-aghg-azb; mod g,
agh; +aibo+ash,+azhs-asb,+ashs-ashs-azb; mod g,
agh,-aybs+azby+ashs+asb;-ashs+ashs-ashs mod g,
aghs-a;b7-a,bs+azbo+asbs+ash,-aghs+azh, mod g,
agh,+aib,-a,b1-asbe+asbg+ash,+asghs-azbs mod g,
agbs-asbg+azhs-ashy-asbr+ashy+agh; +ash, mod g,
agbs+aibs-a,b,+ash,-asbs-ashi +agh+azh, mod g,
agh7+aibs+aybs-ash; +asbs-asbs-agh,+azh, mod g).

[A*(AB)]o

={ ap(aobo-asb;- ab,- azhs-ash,- ashs-aghs-asby)
+ay (aghy +ay by t+azhs+asbr-asb,+ashs-ashs-as0;)
+ ay(agh,-a;104+asbo+ashs+asb;-asbs+ashr-azbe)
+a(agbs-aib7-abs+ashy+asbs+ash,-aghs+asb,)
+ay(aghstayb,-a,01-asbg+asby+ash;+ashs-a:0s)
+ as(aphs-a1bs+asbs-agh,-as;+ashe+ash; +ashy)
+ag(abs+aibs-a,b7+aghs-asbs-ash, +agho+ash,)
“+az(agh;+a;bs+asbg-asby +asbs-ashs-ash,+asbo) } /JA mod g

={( ag’+a, ... +a72) bo} / |A|2 =by mod q
where [M ], denotes the n-th element of M<O.

[AY(AB)L,

={ ag(agh; +ashy+azb,+ashr-asb,+ashs-aghs-ashs)
-8y (ahg-a10b1- 8,0, asbs-a4b,- ashs-aghs-asby)
-8y(aghs+aiby-ab-asbs+asby+ash,+aghs-ass)
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-83(agh7+a1bs+a,he-ashi +aybs-ash,-ash,+asho)
+a4(80b2-a104+a500+a3hs +aubs -ashs +aghr-ashe)
- a5(aphg+aybs-a.b;+ashs-a4bs-ash, +aghy+azh,)
+a5(agbs-a1bs+a,0s-asby-aubr+ashe+ash; +ashy )
+ay(aghs-a1b7-abs+azbot+asbg+ash,-aghs+asb.) } / |A|2 mod ¢

={(a*+a;’+...+a;’) b1} /|Af=b; mod g.

Similarly we have

[A™(AB)]i=bimod q (i=2,3....,7).
Then

AYAB)=Bmodqg. g.ed.



