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Abstract. In this work we introduce a new hard problem in lattices
called Isometric Lattice Problem (ILP) and reduce Linear Code
Equivalence over prime fields and Graph Isomorphism to this prob-
lem. We also show that this problem has an (efficient prover) perfect
zero-knowledge interactive proof; this is the only hard problem in lattices
that is known to have this property (with respect to malicious verifiers).
Under the assumption that the polynomial hierarchy does not collapse,
we also show that ILP cannot be NP-complete. We finally introduce
a variant of ILP over the rationals radicands and provide similar results
for this new problem.

1 Introduction

Zero-Knowledge interactive proof systems ZKIP [6] have numerous applications
in cryptography such as Identification Schemes, Authentication Schemes, Mul-
tiparty Computations, etc. Appart from cryptographic applications these proof
systems play an important part in the study of complexity theory. The first IP
for lattice problems (coGapCVP., coGapSVP. ) was presented by Goldreich
and Goldwasser [13]. However, these proofs are only honest-verifier Perfect Zero-
Knowledge and known to have inefficient provers. Micciancio and Vadhan [10]
presented Interactive Proofs for GapCVP, and GapSVP,. These proofs are
Statistical Zero-Knowledge and have efficient provers' as well. In this paper we
introduce a new hard problem called ISOMETRIC LATTICE PROBLEM
(ILP). We present IP systems for the ILP. These proof systems are Perfect
Zero-Knowledge and have efficient provers. We show that a variant of ILP over
the integers is at least as hard as Graph Isomorphism (GI) [4,5] and Linear
Code Equivalence (LCE) [7,5]. This is the only hard problem problem known
in lattices that have a (malicious-verifier) Perfect Zero-Knowledge IP system
with an efficient prover. We also show that ILP is unlikely to be NP-complete.
Finally we also introduce another variant of ILP over the rational-radicands and
provide similar results for this problem.

* Supported in part by Québec’s FRQNT, Canada’s NSERC and CIFAR.
! The Prover runs in probabilistic polynomial time given a certificate for the input
string.



2 Notations

For any matrix A, we denote its transpose by At. Let O(n,R) = {Q € R"*" :
Q - Q* = I} denote the group of n x n orthogonal matrices over R. Let GLy(%Z)
denote the group of k x k invertible (unimodular) matrices over Z. Let GLy(FF,)
denote the set of k x k invertible matrices over the finite field F,. Let P,, denote
the set of n X n permutation matrices. Let o, be the set of all permutations
of {1,...,n}. For m € 0, we denote P, the corresponding n x n permutation
matrix. P(n,F,) denotes the set of n x n monomial matrices (there is exactly
one nonzero entry in each row and each column) over Fy. D, is the set of diag-

onal matrices D, = diag(e1,...,€,), ¢ = £1 for i = 1,...,n. For a real vector
v = (v1,...,v,) we denote its Euclidean norm by [|v| = y/v?+---+v2 and
max-norm ||v||s = maz?_,|v;| and for any matrix B = [by|by|...|bs] € R"*¥
we define its norm by ||B|| = maz}_,||b;||. For any ordered set of linearly inde-

pendent vectors {by, ba,...,bs}, we denote {1517 bo,..., Bk}, its Gram-Schmidt
orthogonalization.

2.1 Lattices

Let R” be an n-dimensional Euclidean space and let B € R™** be a matrix of
rank k. A lattice £(B) is the set of all vectors

LB)={Bx:xeZ}.

The integer n and k are called the dimension and rank of £(B). A lattice is
called full dimensional if k¥ = n. Two lattices £(B;) and £(B3z) are equivalent if
and only if there exists a unimodular matrix U € Z*** such that B; = UB,.

2.2 g-ary Lattices
A lattice £ is called g-ary, if it satisfies ¢Z™ C £ C Z" for a positive integer
q. In other words, the membership of a vector v € L is given by v mod q. Let

G = [g1]...|gk] € Z2** be a n x k matrix of rank k over Z**. We define below
two important families of g-ary lattices used in cryptography

A(G)={y€zZ":y=G-s (mod g), for some vector s € Z*}
T n . _
A (G)={yeZ":y-G=0 (modq)}.
A basis B of Aj(G) is

B = [gi]...|gk[bri1] ... [bs] € Z"*"

where b; = (0, ...,q, ...,0) € Z" is a vector with its j-th coordinate equal to ¢ and
all other coordinates are 0, k+ 1 < j < n. A basis of AqT is given by ¢ - (B71)t.



2.3 Discrete Gaussian distribution on Lattices

For any s > 0, c € R, we define a Gaussian function on R" centered at ¢ with
parameter s.

—mlx—cl|

Vx € R", psc(x) =€ 52

Let £ be any n dimensional lattice and p; (L) = Zps,c(y). We define a

yeLl
Discrete Gaussian distribution on £
Ps C(X)
VXGE,DS,C[;X: : .
£(x) poolL)
Theorem 1 Given a basis B = [by|...|by] € R"*¥ of an n-dimensional lattice

L, a parameter s > ||B||-w(yv/Iogn) and a center ¢ € R™, the algorithm SampleD
([2], section 4.2 page 14) outputs a sample from a distribution that is statistically
close to Dg ¢ .

Theorem 2 There is a deterministic polynomial-time algorithm that, given an
arbitrary basis {by,...,br} of an n-dimensional lattice L and a set of linearly
independent lattice vectors S = [s1|sg ... |sk] € L with ordering |s1|| < ||s2| <
<o < ||skll, outputs a basis {r1...ri} of L such that ||T;]| < ||8;| for 1 <i<k.
2.4 Orthogonal Matrices and Givens Rotations

A Givens rotation is an orthogonal n x n matrix of the form

0---0--- 0 -1

The non-zero elements of a Givens matrix G; ;) are given by

gk =1for k#i, jand g;; =g;; =c¢
gi,j =S = 7gj7i fOI‘i <j

where ¢ = cos(f) and s = sin(0).

The product G; ;) - v represents a counter-clockwise rotation of the vector
v in the (4,j) plane by angle 6. Moreover, only the i-th and j-th entries of v
are affected and the rest remains unchanged. Any orthogonal matrix @ € R™"*"



n(n—1)

can be written as a product of —= ) Givens matrices and a diagonal matrix

D.eD,,

Q=D (G205 Cmor) (CG2ss2) Camoon)  (Cln-1mn_1..)) -
The angles 6, ; € [0,27], 1 <i < j <n are called angles of rotation.

2.5 Properties of Givens Matrices
1. Additivity: For angles 6, ¢ € [0, 27] and any vector v € R™
Ggo) GujoV = GlijereV-
2. Commutativity: For angles 0; ;, 6,:,0, . € [0,2n] and {i,7} N{y,z} = 0 or
{i,5} ={v, 2}
G(i’j79i,j) : G(j’iﬁej,i)v = G(j’i’ej,i) ’ G(iij’ei,j)v
G.3.05.0)  Clw2.0,:0V = Gly,2.0,2)  Gligoi)V-

3. Linearity: For any Givens matrix G(; ;g
permutation 7 € oy,

G(

..;)» any vector v € R" and any

W(i)vw(j)veﬂ(i),w(j))Pﬂ- V= P”G(i,jﬁi,j) v

P, is the corresponding permutation matrix of .

2.6 The Set R

Computationally it is not possible to work over arbitrary real numbers as they
require infinite precision. However, there are reals that can be represented finitely
and one can add and multiply them without losing any precision. For example
we can represent numbers /7 and v/5 as < 2,7 > and < 4,5 >. In, general, a
real number r that has the following form

n n n n
r=ax 1i/ﬂCn-i- A/ xo1 + -+ "WY/TR1 + a2 li/xlg—i- R/ x99 + -+ "W Tpo

+ota n"{/wu + "Z\Z/SEQz +ot R/ T

where a;’s,n;;’s € Q,z;,’s € QtuU{0} and I, k; - - - k; € N; can be represented as

r=a; <Ny, r11+ < N2, Loy +- -+ < N1, Ty >> -+ >+
as < MNig,T1o+ < N22,Too + -+ < Nk, Ty >> -+ > +
etap <nyyrut <oy, Top - <N, T >> 00 >
We call such numbers rational radicands and denote the set of all rational

radicands R. 2

2 In this notation any rational number x can be represented as &+ < 1,z >.



2.7 The Set O(n,R)

Let O(n, R) denote a set of n x n orthogonal matrices over R. In this sub-section

we will define a subset O(n,R) C O(n,R) that has the following properties:

— Any orthogonal matrix @ € O(n,R) has finite representation.

— If Q € O(n,R), then Q* € O(n,R).

— O(n,R) is a finite set.

Let P be any desired publicly known positive polynomial in the size of the
input bases B;,Bs € O(n,R) and § = J. We denote the set of angles C' =

{0,8,26,...,0,...,27m — &}. We denote O(n, R) to be the set of n x n orthogonal
matrices corresponding to C that can be written as a product of commuting
Givens rotations. More, precisely

On,R) ={Gu.26,) G465 " Ga1,06,,,) 1 0i €C,1 < i<z}

where x = n if n is even, otherwise = n — 1. Clearly O(n,R) is a finite set,
since C is a finite set. Furthermore for any integer P > 2,

sin (9) = 3<2,2—- <224+ <2,2>> - >

P—1

cos () = 3<2,24+ <2,24 -+ <2,2>> - >

P—1

For any integer 0 < N < 2P*! sin(JZ) and cos(§#) can be computed in

O(P) time (see appendix A). Let Q € O(n,R),

Q = G(172,01) . G(374792) e G(x_17x79x/2) for some 01, veey 01', ) ax/Q S C

We will show that Q* € O(n, R). Let

Q' =Gu22r-0,) Gaa2r—0,)  Ga-1221-0, )

Clearly if 6; € C, then 21 — 6; € C. Therefore, it follows that Q" € O(n, R).

Q-Q = (Gu20)G022r-01)) * (G3,4,00)G(3,420-05)) (G(mfl,mﬂm/g)G(Ifl,x,27r79z/2))
=G2,0,+21-01) * G3,4,00+27-05)  Ga—1,2,0, )2+27—0, 2)

=Guoon  Gaazn  Ga-1.e2n)
but G(i,j,27‘r) = I, therefore G(l,?,?‘n’) . G(3,4,27‘r) s G(w_Lw,gﬂ-) =1



3 Isometric Lattices

Definition 1 Let By, By € R™** be two bases of rank k. We say that two lattices
L(B1) = L(B2) are isometric if there exists a matrizc U € GLi(Z) and a matriz
Q € O(n,R) such that Ba = QB U.

Decision Problem ILP: Given two matrices B, By € R"**  decide whether
L(B1) = L(By).

3.1 Variants of ILP

Let S, B,) = {B € R™* : £(B) = £(B;) = L(By)} be the set of bases
that are isometric to B; and By. The ILP seems to be very similar to LCE
[7,5]. Therefore, it is natural to ask if one can obtain a PZKIP for ILP by
mimicking the LCE proof system.? However, if we try to mimic the proof system
for LCE we are faced with following problems. Recall that a proof system is
zero-knowledge if there exists a probabilistic polynomial time simulator that
can forge transcripts that are distributed identically (or statistically close to)
real transcripts.

— In the LCE proof system the prover picks uniformly and independently
invertible matrices from F%*%. In comparison the corresponding set (GLy(Z))
in ILP is countably infinite. Therefore there exists no uniform distribution
on GLi(Z).

— Computationally it is not possible to work over reals as they required infinite
precision and almost all elements in O(n,R), have infinite representation.
Whereas in LCE every element in the corresponding set P(n,F,) can be
represented with O(n?log q) bits. Note that in theory the uniform distribu-
tion exists on O(n,R) [14-16], but computationally it is not possible to pick
uniformly from O(n,R) as this would require infinite computational power.

A natural solution would be to define some finite subsets GLg(Z), O(n,R) of
GL(Z), O(n,R) and pick uniformly from GLy(Z) and O(n,R). However, this
solution may not preserve the zero-knowledge property of the proof system. To
see this let By = QB1U, be two isometric bases that can be represented finitely,
where @ € O(n,R) and U € GL(Z).

B, = {@B,U":Q € O(n,R) and U' € GL.(Z) |
[B2] = {@B:U: Q' € O R) and U’ € GLi(Z) }.
1. The prover picks uniformly ¢ € {1,2}.

2. The prover picks uniformly B € [B;] and sends B to the receiver.
3. The verifier uniformly picks j € {1,2} and sends j to the prover.

3 The IP for LCE is PZKIP with an efficient prover see [5].



Note that the zero-knowledge property requires that from B the verifier
should not be able to learn ¢ except with probability % (for perfect zero-knowledge)
or 1 + negl (for statistical zero-knowledge). This implies that [B;] = [B,] (for
perfect zero-knowledge) or |[B1] U [Ba]| — |[B1] N [Bz]| = negl (for statistical
zero-knowledge). Note that any B € [B;] can only be in [Bsy] if and only if
Q -@t € O(n,R) and U U e GLy(Z). Similarly, any B € [Bs] can only
be in [B4] if and only if Q-Qc¢c O(n,R) and U - T e GLy(Z). Therefore
sets O(n,R) and GLg(Z) must be a group under multiplication. But this seems
unlikely to happen in general. To see this lets try to construct a finite subgroup

O(n,Q) < O(n, Q).

— Let Q € O(n,Q). We add Q in O(n,Q), therefore O(n,Q) + O(n,Q)U{Q}.

— Since O(n,Q) has to be a multiplicative group, we must add @ - Q and Q*
to it. Hence O(n, Q) < O(n,Q) U{Q - Q} U {Q*}.

— By the same argument Q- Q - Q and Q* - Q* must also be added to O(n, Q).
Hence, this process may never end and O(n, Q) will become an infinite set.
Similarly if we try to construct a finite subgroup GLy(Z) < GLy(Z) we will
face the same problem.

In order to deal with these issues we will present two variants of isometric
lattice problems. We will show that one of the variant are at least hard as GI
and LCE. We further show that both variants are unlikely to be NP-complete
unless the polynomial hierarchy collapses [18,19].

3.2 Isometric Lattices over Z

Definition 2 Let By, By € Z"%* be two bases of rank k. We say that two lattices
L(B1) = L(B2) are isometric over integers if there exists a matriz U € GLy(7Z)
and a matriz Q € O(n,Z) such that B, = QB1U.

Decision Problem ILP;: Given two matrices B1, By € Z"**, decide whether
L(B1) &7 L(Bs).

3.3 Isometric Lattices over R C R

Definition 3 Let B;,By € R™™* be two bases of rank k. We say that two
lattices L(B1) =r L(Bs3) are isometric over R if there exists a matriz U €
GLi(Z) and a matriz Q € O(n, R) such that Bo = QB1U.

Decision Problem ILPg: Given two matrices By, By € R™*¥, decide whether
L(B1) 2 L(By).



4 Interactive Proof System for ILP

The set of n x n orthogonal matrices over integers O(n,Z) is finite and of cardi-
nality 2™ - n!l. In fact the set O(n,Z) is exactly equal to the set of n x n signed
permutation matrices. Therefore, any element ) € O(n,Z) can be written as
a product Q = D - P for some D € D, and P € P,. Furthermore, for any
matrix B € Z¥*" the Hermite normal form HNF(B) only depends on the lat-
tice £L(B) generated by B and not on a particular lattice basis. Moreover, one
can compute HNF(B’) from any basis B’ of £ in polynomial time [17]. Since
HNF(B) = HNF(B’), the Hermite normal form does not give any information
about the input basis. This will completely bypass the need for picking random
elements from the set GLy(Z).

An Interactive Proof for ILP
— Input By, By € Z"*¥F,
1. Repeat for I := poly(||B1|| + ||B2]|) rounds.
(a) Prover picks uniformly an orthogonal matrix Q" € O(n,Z).
(b) Prover computes H «+ HNF(Q'B;) and sends it to the verifier.
(¢) Verifier randomly picks ¢ € {1,2} and sends it to the prover.
(d) Prover sends the verifier an orthogonal matrix P € O(n,Z).
i. if c=1then P=Q' .
ii. if c=2 then P = Q'Q".
2. Verifier will accept the proof if for all [ rounds H = HNF(PB,).

Theorem 3 The proof system for ILPy is a malicious verifier perfect-zero
knowledge interactive proof with an efficient prover.

Proof:

Completeness: Clearly, if £(B;) and £(B3) are isometric lattices over the
integers, then the prover will never fail convincing the verifier.

Soundness: If £(B;) and £(Bz) are not isometric over integers, then the only
way for the prover to cheat is to guess ¢ correctly in each round. Since, ¢ is chosen
uniformly and independently from {1, 2}, the probability of prover guessing ¢ in
all round is 27'. Note that verifier’s computations are done in polynomial time.
Efficient Prover: The steps la and 1d can be done efficiently. The Hermite
normal forms can be computed in polynomial time using the algorithm presented
in [17]. Therefore the expected running time of the prover is polynomial.
Zero-Knowledge: Let V* be any probabilistic polynomial time (possiblly ma-
licious) verifier. Let 7 (V*) denote the set of all possible transcripts that could
be produced as a result of the prover P and V* carrying out the interactive
proof with a yes instance (B1,Bsy) of ILPy. Let S denote the simulator, which
will produce the possible set of forged transcripts 7(S). We denote Pry-(T)
the probability distribution on 7(V*) and we denote Prg(7) the probability
distribution on 7(S).



‘We will show that:

1. The expected running time of S is polynomial.
2. Pry«(T) = Prg(T) i.e. the two distributions are identical.

Input: By, By € Z™** such that £(B;) 27 L(By).
1. T = (B1,Bs).
2. for j =1 to I = poly(|B1| + |Bz]|) do
(a) old state < state(V™*)
(b) repeat
i. Pick uniformly ¢ € {1, 2}.
ii. Pick uniformly Q} from O(n,Z).
iii. Compute H’; +~ HNF(Q’B;).
iv. Call V* with input H’, and obtain ¢".
v. if i = ¢’ then
— Concatenate (H},7,Q)) to the end of T.
else
— Set state(V*) < old state.
vi. until 1 = ¢/
Simulator S for ILP.

Since V* runs in polynomial time and that the probability i = ¢’ is 1/2, on
average S will generate two triples ( G2l ;) for every triple it concatenates to
the transcript T' and hence, the average running time of S is polynomial .

Using induction we will show that Pry«(7) = Prg(7). Let Pry«(7;) and
Prs(7;) denote the probability distributions on the partial set of transcripts
that could occur at the end of the j~th round.

Base case: If j = 0, then in both case T' = (H;, Hy), hence both probabilities
are identical.

Inductive Step: Suppose both distributions Pry«(7;-1) and Prg(7;_1) are
identical for some j > 1.

Now let’s go back and see what happens at the j-th round of our interactive
proof for ILP7. The probability that at this round V* picks ¢ = 1 is some number
0 < p <1 and the probability that ¢ = 2 is 1 — p. Moreover, the prover picks an
orthogonal matrix Q' with probability zn 5n-1- Lhis probability is independent of
how the verifier picks ¢ € {1,2}. Therefore the probability that at the jth round
( i ,Qj) is on the transcript of the IP if ¢ = 1is 5~ and if ¢ = 2 is 21,15,

The simulator S in any round will pick an orthogonal matrix Q; with prob-
ability 5. The probability that i =1 and ¢/ = 1 is 2

and the probability ¢ = 2 and ¢ = 2 is =2

In both cases the corresponding triple (H;7 i, Q;) will be written to the tran-
script. Note with probability 1/2 nothing is added to the transcript. The proba-
bility that (H;, 1, Q;) is written on the transcript in j~th round during the m-th
iteration of the repeat loop is m Therefore the total probability that




(H;-7 1, Q;) is written on the transcript in the j~th round is

p p p
2% (2mml) T2 x @my) o am @may T
p 1 1 1 p
= |(1+=-4+-F.. +——+ ... ) = .
2 x (27n!) < + 2 + 4 Tt om~—1 + > 21!

Similarly the total probability that (H;7 2, Q;) is written on the transcript in
the 7-th round is %. Hence, by induction, the two probability distributions are

identical Pry-(T) = Prg(7T).

5 Sampling a Lattice Basis in Zero-Knowledge and ILPxr

Suppose B € R™"** is a basis of some lattice £(B). Recall that B’ is a basis of
L(B)ifand only if B’ € {BU : U € GL(Z)} and that the algorithm SampleD [2]
takes an input basis B = [by|bs| ... |bs] € R"** an appropriate parameters s €
R and ¢ € R™ and outputs a lattices point v € £(B) that is distributed according
to the discrete Gaussian distribution Dy ¢ » [2]. SampleD is zero-knowledge in a
sense that the output point v leaks almost no information about the input basis
B except the bound s with overwhelming probability [2]. Furthermore, for an
n dimensional £ if we pick V = {vq,va,...,v,2} lattice points independently
according to D, », then V contain a subset of k linearly independent vectors,
except with negl(n) probability ([12], Corollary 3.16).

Let B = {by, - ,bg} be a basis of a lattice £ and suppose S = {s1,--- ,s}
is a set of linearly independent vectors that belong to £. There exists a deter-
ministic polynomial time algorithm that will output a basis T = {t1,--- ,tx} of
L such that [[t;||2 < |[s;||2 for 1 < i <k ([1], page 129).

Using the above two algorithms we will present a probabilistic polynomial
time algorithm Sample£ that will take an input basis B = {by, ..., by} of some
lattice £, ¢ € R™, a parameter s > w(+/logn) - H]§H and outputs a basis T, such
that T leaks no information about the basis B, except s (the bound on the norm
of B) with overwhelming probability.

Protocol 1 Samplel
Input (B € RE* K, n, s)

1. Sample V = {vi,va,...,v,2} points independently using the algorithm
SampleD(B, 0, 5)).

2. Pick S = {s1,s2,...,85} C V, such that S is a set of linearly independent vectors.

3. Using the deterministic algorithm output the basis T, such that £(T) = £(B).

It is easy to see that if B € R%** then so T € R%*". Since T and B are
bases of the same lattice, there exists a U € GLg(Z) such that

T =BU.

10



6 An Interactive Proof for ILPx

— Input By, By € R"** such that £(B) =z £(Ba).
1. Prover set s = logn - maz{||B1, | B2|}-
2. for i =1 to I = poly(||B1]|| + ||Bz2||) rounds do.
(a) Prover picks uniformly an orthogonal matrix @’ - O(n, R).

i. if ¢; =1, then P; = Q.
ii. if ¢; = 2 then P; = Q}Q*, where Q@ € O(n, R) is such that
L(Bs) = L(QBy).
3. Verifier will accept the proof if for all [ rounds £(B) = L(P;B.;).

Theorem 4 The proof system for ILPx is a statistical zero-knowledge interac-
tive proof with an efficient prover.

Proof:
Completeness: If £(B;) and £(Bg2) are isometric lattices, then By = QB1U

for some Q € O(n,R) and U € GLi(Z). Clearly,
L(Q'B1) =L(B) = E(Q}Qth)

since B, = QB U} and B}, = QQ*ByUU] for some Uj € GLy(Z). Therefore,
the prover will always be able to convince the verifier.

Soundness: If £(B;) and £(B3) are not isometric over R, then the only way for
the prover to deceive the verifier is for him to guess correctly c; in each round.
Since ¢; is chosen uniformly from {1, 2}, the probability of the prover guessing
¢; in all rounds is 2~ Hence, the protocol is sound.

Efficient Prover: Clearly the prover can perform steps 1, 2a, 2¢ and 2e in ex-
pected polynomial-time. In step 2b the prover picks a lattice basis using SampleL,
which runs in expected polynomial time. Hence the total expected running time
of the prover is polynomial.

Zero-Knowledge: Let V* be any probabilistic polynomial time (possibly ma-
licious) verifier. Let T (V*) denote the set of all possible transcripts that could
be produced as a result of P and V* carrying out the interactive proof on a yes
instance (By,Bs) of ILPk. Let Sz denote the simulator, which will produce
the possible set of forged transcripts 7 (Sg). We denote Pry«(7) the probabil-
ity distribution on 7(V*) and we denote Prg, (7) the probability distribution
on 7 (Sr). We will prove that:

1. S is polynomial.
2. Pry«(T) ~ Prg, (T) i.e the two distributions are statistically close.

11



Input: By, By € R™ ¥ such that £(B;) 2 L£(By).
1. Set s = logn - maz{||B||, | B2}
2. T = (By,By).
3. for j =1 to [ = poly(||B1]|| + ||B2]|) do
(a) old state < state(V*)
(b) repeat
i. Pick uniformly ¢; € {1,2}.
ii. Pick uniformly @’ from € O(n, R).
iii. Compute H} < Samplel (Q;-Bij,k,n, s).
iv. Call V* with H’; and obtain 4".
v. if i; = ¢ then
— Concatenate (H;, ij, Q;) to the end of T.
else
— Set state(V*) « old state.
vi. until i; = 7.
Simulator S for ILPx.

Running time of the simulator : What is the probability that i; = i’? In other
words, on average how many triples (H;7 ij, Q;) will the simulator Sk generate
for every triple it concatenates to T? We note that Q'Q* and Q' are uniformly
distributed over O(n,R), and £(Q'B1) = L(Q'Q*B>) therefore the probability
that the lattice £(H) is obtained by rotating the lattice £(B1) is equal to
the probability that it is obtain by rotating £(Bs). Furthermore the algorithm
SampleL ensures that as far as the parameters are chosen appropriately, H; will
leak almost no information (apart from the bound s) about the input basis except
with negligible probability. Hence, on the average the simulator will generate
roughly 2 triples for every triple it adds to T. Therefore the expected running
time of S is roughly twice the running time of V*. By definition V* runs in
probabilistic polynomial time. Hence the running time of Sz is also expected
polynomial time.

We will prove that the two probability distributions Pry«(7) and Prg, (T)

are statistically close as follows. We first prove that the two distributions are
statistically close for one round (I = 1). Then we will invoke the sequential com-
position lemma 4.3.11 on page 216 of [9], which implies that an interactive proof
which is zero-knowledge for one round remains zero-knowledge for polynomially
many rounds.
Case | = 1: Let (Bf,c1, P]) denote a transcript produced as a result of an
interactive proof and (Hj, i1, Q}) denote a transcript produced by the simulator.
In the interactive proof P picks uniformly P| over O(n,R) and Sg also picks Q]
uniformly over O(n,R). Hence both P| and @} are identically distributed. Also
B} and H are computed by Samplel. Therefore they are almost identically
distributed to D; ¢, and thus to each other.

Let p be the probability that V* picks ¢; = 1 and 1 — p be the probability
that it picks ¢; = 2 in the interactive proof. The probability may depend on
the state of V*. The simulator picks i1 € {1,2} uniformly and independent of
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how V* picks i’. Also given H/, the probability that V* can guess the index iy
is at most % + negl. Therefore probability that V* picks ¢/ = 1 is nearly p and
i/ = 2 is nearly 1 — p respectively. This means that i; and c¢; have nearly the
same distributions.

Therefore, it follows that (B, c1, P{) and (H},41,Q]) are statistically close.
Hence for one round the two distributions are statistically close. Hence, by lemma,
4.3.11 for any polynomially many rounds we have Pry«(T) ~ Prg, (T).

7 Isometric Lattice Problem is not Easy

In this section we will show that ILP7 is at least as hard as Linear Code Equiv-
alence problem over prime fields F,, and Graph Isomorphism.

Theorem 5 ILPy is at least as hard as LCE (Linear Code Equivalence prob-
lem) over prime fields F),.

Proof  Let G = [gy]...|gx] € F}*F be a basis of some [k,n] linear code C
v:C — A(G); G— B

where A2(G) be the corresponding p-ary lattice. Recall from section 2 that B =
[g1]...|8kbrsi]. .. [by] € Z"*" is a basis of A,(G). Where b; = (0, ...,p,...,0) €
Z"™ and the j-th coordinate is equal to p, for k + 1 < j < n. Clearly the map
¥ can be computed in polynomial time. Let G; = [g11]...|g1x] € IF;}X’“ and
Go = [g21]...|g2] € IE‘;LX’C be two code generators.

= Suppose G; and Gs generate linearly equivalent codes i.e Go = PG M
for M € GLy(F,) and monomial matrix P’ € P(n,F,). Note that we can write
P’ as a product of a permutation matrix P € P, and an invertible diagonal
matrix D € FI*F. Write Gy = PG} M, where G| = DG1 and let A,(G/) and
A, (G2) be corresponding lattices.

For any v € A,(G2) <= v = Gy s (mod p), for some s € ZF
= v =PG|M -s (mod p) = PG} -s' (mod p), s’ = Ms € Z*
= v e N(PG))

Hence, A,(Gz) C A,(PGY). Since, PG| = GaoM ™!, by the same argument
A (PGY) C Ap(Ga), we have A, (PG)) = A,(G2). Therefore, there exists a
U € GLy(Z) such that

P(G2) = P(PGU = P(G)U

<= Now suppose G; and G are not linearly equivalent and suppose ¥ (Gs)
QY (G1)U for Q € O(n,Z) and U € GLy(Z). Note we can write any Q € O(n,Z
as Q = PD,, for some D, € D, and P € P,. But P/ = PD, (mod p) is
monomial matrix. Further U is also non-singular over F,. Therefore, 1)(Gz)
Qv(G1)U, which implies

~

Il o
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G2 = P'(G1)M mod p for some M € GLy(F,) and M =U (mod p)

This contradicts the assumption that G; and Go are not linearly equivalent.
Therefore ILPy is at least as hard as LCE.

Theorem 6 ILPy is at least as hard as the GI (Graph Isomorphism) problem.

Proof  Petrank and Roth [20] reduced GI to PCE (Permutation Code Equiv-
alence). More precisely they provided a polynomial time mapping ¢ from the set
of all graphs to the set of generator matrices over Fs such that two graphs G
and Go are isomorphic if and only if ¢(G;1) and ¢(G2) are permutation equiv-
alent codes. We will prove that ILP is at least as hard as GI, by reducing the
PCE over Fy to ILP. Let G = [g1]...|gx] € F3** be a basis of some [k, n]
linear code C

v:C— A(G); G—B

where A>(G) is the corresponding 2-ary lattice. Recall from section 2 that B =
[g1]---|gkbrsi]. .. [by] € Z"*" is a basis of Ao(G). Where b; = (0, ...,2,...,0) €
Z™ and the j-th coordinate is equal to 2, for k + 1 < 5 < n. Clearly the map
1 can be computed in polynomial time. Let G; = [g11]...|g1k] € IFSXk and
Gy = [ga1]. .. |g2r] € F3** be two code generators and Ay(G1) and Ag(Gs) be
corresponding lattices.

=) Suppose G; and Gq are permutation equivalent i.e. Go = PG1 M for
M € GLi(F3) and P € P,. Let G| = PG;. Therefore we can write G, = G M.
By definition for any v € A5(Gs), there exists an s € ZF such that

v=Gs-s=G{M - s (mod 2).
= v =PG;-s' (mod 2), wheres' = M -s € Z¥ = v € A»,(PG,).

Hence, A2(G2) C Ay(PGy). Since, P!GoM ! = G by the same argument
A2(PGy) € A2(Gy). Hence, there exist a U € GL(Z) such that

’(/J(Gg) = w(Pgl)U — B, = PBU

<) Now suppose G; and Gy are not permutation equivalent and suppose
P(G2) = QY(G1)U for Q € O(n,Z) and U € GLi(Z). Note that Q = P
(mod 2), for some P € P,,. For every v € A2(G3) we have

v =Gou (mod 2) for some u € Z*.
Since, A2(QG1) = A2(Gy), we also have v = (QG1)u = (PG1)u (mod 2) for
some u € ZF. This means that PGy and G, have the same span over Fy. This

contradicts the assumption that G; and G, are not permutation equivalent.
This proves that ILP is at least as hard as GI.
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7.1 ILP is unlikely to be NP-complete

In this sub-section we show that ILPg is unlikely to be NP-complete (where
S =7 or S =R see section 3.1). We do this by constructing a constant round
interactive proof for the Non-Isometric Lattice problem (co-ILPg), i.e. the
complementary problem of ILPs. Then we invoke results from the field of com-
plexity theory, implying that if the complement of a problem IT has a constant
round interactive proof and I is NP-complete then the polynomial hierarchy
collapses [18,19]. It is widely believed that the polynomial hierarchy does not
collapse, therefore we end up with the conclusion that ILP is unlikely to be
NP-complete.

Constant Round IP for co-ILPs
— Input By, By € S"*F bases such that £(B1) 2s £(B>).
1. Verifier sets | = poly(|B1| + |Ba|).
2. Verifier picks uniformly ji,...,j; € {1,2}.
3. If S = Z then the verifier picks independent random orthogonal
matrices
Ql;---an € O(H,Z)

Else verifier picks independently random orthogonal matrices

Q1,...,Q € O(n,R).

4. For 1 <14 <, verifier computes a basis HJ for the lattice £(Q;B;,).
If S = Z, then H, +~ HNF(Q;B;,), otherwise H} is computed using
algorithm Samplel from section 5.

5. For 1 <4 <, the all-powerful prover computes and sends j; such
that Hj and B, are isometric.

6. Verifier acceptszthe proof if j; = j; for all 1 <4 </.

Completeness: Clearly, if £(B;) and £(B3) are non-isometric lattices then the
prover will never fail convincing the verifier.

Soundness: Suppose £(B1) and £(B3) are isometric lattices. The probability
that prover can guess (i1, ...,i;) given (H}, ..., H)) is 271 if S = Z and 27! + negl
if S="R.

8 Conclusion and Acknowledgement

We conclude with an open problem related to our work. Construct a Malicious
verifier statistical zero-knowledge proof system with an efficient prover for the
Isometric Lattice Problem over rationals ILPg. We would also like to thank
Professor Chris Peikert, for his help and patience, who always took time out of
his busy schedule to answer our questions.
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A Computing sine and cosine efficiently

Let p(n) be any desired publicly known positive polynomial. Recall that

(”) L Ly 1o icloaas s
sin| ——) = — — 92 _ _
wm) T2 2’ %

p(n)—1

(W) LR VI W UG
cos | —— — — — — e — e .
wm) 25 2’ 2’

p(n)—1
Suppose we have to compute sm(2 ) for some 0 < [ < 2°(7),
sin(a + B) = sin(a) cos(B) + sin(3) cos(a)
cos(a + ) = cos(a) cos(B) — sin(a) sin(B)

Write | = Zl 0Zi- 2", x; € {0,1} and k < p(n). WLOG we can assume that [ is
not even.

sin . >) —Sm(zp(im o+ o)
) o ) Sl g 08
= sm(wﬁ) cos ([ 2?,(:) I~ ) + sin (W) cos (W)

Note that sin( ) and cos( ) can be computed directly. Now we

_m _m
2p(n)—F 5P

k—1 i k—1 i
. a2t . a2t .
can recurswely compute COS <m> and sin ([12;)3(n)]> But since

: . . . : o i2i]m
sin(#)? = 1—cos?(f), in recursion we will only have to compute either cos [222(f)]>

[Ef 01 7“121]

or sin IO

Clearly depth of the recursion is k < p(n) and for each recursive step we will
have four values, with each value is of size O(p(n)). Hence in total running time
is at most O(p(n)) operations. Similarly, one can show that cos(55%;) for any
0 <1<2P( can be computed in polynomial time as well.
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