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Abstract. After CLT13 of multilinear map over the integers was broken by Cheon, Han, Lee, Ryu
and Stehle using zeroizing attack, a new variant CLT15 of CLT13 was proposed by Coron, Lepoint
and Tibouchi by constructing new zero-testing parameter. Very recently, CLT15 was broken
independently by Cheon, Lee and Ryu, and Minaud and Fouque using an extension of Cheon et al.’s
attack. To immune CLT13 against zeroizing attack, we present a new construction of multilinear
map over the integers using switching modulus technique. The security of our construction depends
upon new hardness assumption.
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1 Introductions

Multilinear maps have many applications including one-round multipartite key exchange [GGH13,
BZ14], witness encryption [GSW13a] and program obfuscation [GGH+13a]. The notion of
multilinear maps, which is a generalization of bilinear maps, was first introduced by Boneh and
Silverberg in 2003 [BS03]. Until 2013, the first candidate construction of multilinear maps was
described over ideal lattices Garg, Gentry and Halevi [GGH13] (GGH13, for short). Then, another
construction over the integers was presented by Coron, Lepoint and Tibouchi [CLT13] (CLT13, for
short). The recent construction over lattices is proposed by Gentry, Gorbunov, and Halevi [GGH15].

However, current constructions of multilinear maps [GGH13, CLT13, GGH15] suffered from
zeroizing attacks [GGH13, CHL+15, CGH+15, HJ15, CLR15, GGH15]. (1) The GGH13 attack.
GGH13 suffered from the weak discrete logarithm attack [GGH13]. Recently, an efficient
weak-DL-based attack on the GGH13, which broke GGH13-based MPKE, was presented by Hu and
Jia [HJ15]. A fix of GGH13 was recently proposed by Gentry, Halevi and Lepoint [Hall5] by
replacing the linear zero-testing procedure from GGH13 with a quadratic (or higher-degree)
procedure. However, this new variant of GGH13 failed to immune zeroizing attack [BGH+15]. (2)
The CLT13 attack. CLT13 was completely broken by Cheon, Han, Lee, Ryu and Stehle [CHL+15]
using zeroizing attack introduced by the authors of GGH13. To immune zeroizing attack, two fixes
of CLT13 are proposed by Garg, Gentry, Halevi and Zhandry [GGH+14], and Boneh, Wu and
Zimmerman [BWZ14]. However, these two fixes [GGH+14, BWZ14] were shown to be insecure in
[CGH+15] by using an extension of Cheon et al.’s attack. Designing new zero-testing parameter, a
new variant of CLT13 was proposed by Coron, Lepoint and Tibouchi [CLT15] (CLT15 for short).
Very recently, CLT15 was also broken independently by Cheon, Lee and Ryu [CLR15], and Minaud
and Fouque [MF15].

Thus, it is still an open problem to immunize CLT13 against zeroizing attack. In this paper, we
propose a new construction over the integers using switching modulus technique.

Our contribution. Our main contribution is to construct a new multilinear map over the
integers, whose security depends on new hardness assumption. Our construction maintains the
functionality of CLT13. We improves CLT13 in three aspects: introducing new noise term by using
double-encodings, modifying zero-testing parameters, and using switching modulus technique.
Moreover, owing to introducing new noise and using switching modulus, we conjecture that the
membership group problem (SubM) and the decisional linear (DLIN) problem are hard in our
construction.

Organization. Section 2 recalls some background. Section 3 describes our new construction
using ideal lattices. Section 4 gives security analysis for our construction. Finally, Section 5 presents
MPKE based on our new construction.



2 Preliminaries
2.1 Notations

We denote Z,Q,IR the ring of integers, the field of rational numbers, and the field of real
numbers. We take N as a positive integer and a power of 2. Notation |[n]] denotes the set
{1,2,---,n}, and [a]q the absolute minimum residual system [a]q =amodqe(-q/2,q/2].
Vectors and matrices are denoted in bold, such as a,b,¢ and A,B,C.The j-thentryof a is
denoted as @, the element of the i-th row and j-th colomn of A is denoted as &, ; . Notation
||a||o0 (||a|| for short) denotes the infinity norm of a. Given a composite integer p :H?:l P,
we let CRT(b,,...,b,) (CRT(pj)(bj) for short) denote the unique element beZ , such that
b=b; mod p; . Similarly, notation [a]q denotes each entry (or each coefficient)

a,e(-p/2,pl2] of a.

2.2 Lattices

An n -dimension full-rank lattice L < R" is the set of all integer linear combinations

Zin:l y;b;, of n linearly independent vectors b, eR". If we arrange the vectors b, as the
columns of matrix BeR™, then L:{By:yeZ”}. We say that B spans L if B is a
basis for L. Given a basis B of L, we define P(B) :{Byly eR"Vi:-1/2<y, <1/ 2}

as the parallelization correspondingto B . Let det(B) denote the determinant of B .

Given ¢eR", 0 >0, the Gaussian distribution of a lattice L is defined as VxelL,
D ,.=p,.X)/p, (L), where p_.(x)= exp(—7r||x—c||2 /0'2) Py (L) = ZXEL Py (x) .
In the following, we will write DZ",o‘,O as DZn,o" We denote a Gaussian sample as x <= D__
over the lattice.

2.3 Multilinear Maps

Definition 2.1 (Multilinear Map [BS03]). For x+1 cyclic groups G,,...,G_,G; of the same
order (,a & -multilinearmap €:G, x---xG,_— G; has the following properties:

(1) Elements {gj eGj} _, index je[x]. and integer aeZ, hold that

i=L...
e(gl’...'a.gj’...,gk):a.e(gl’...’gK)

(2) Map e is non-degenerate in the following sense: if elements {gj eGj}_ . are
j=1,.., K

generators of their respective groups, then e(g,,---, 0, ) isa generator of G;.
Definition 2.2 (x -Graded Encoding System [GGH13]). A x -graded encoding system over R
is a set system of S = {S}"‘) cR:aeR,je [[K]]} with the following properties:

(1) For every index j €[], the sets {S}“) ‘ae R} are disjoint.



2) Binary operations ‘+’ and ‘—" exist, such that every «.,c,, every index |e|x|, and
y op Yy a,a, y
every U, € S}“l) and u, € S}“Z) hold that u,+u, € Sf"““z) and U, —U, € Sf““‘”?) , Where
a,+a, and o, —a, are the addition and subtraction operations in R respectively.
(3) Binary operation ‘x’ exists, such that every «,c,, every index Jj, j, €[] with
i i (@) () (mxay)
L+, <k, and every U €S, and U, €S;™’ hold that U, xu, € S;°;*’, where o, xa,

is the multiplication operationin R and j, + j, is the integer addition.

3 Our new construction

Setting the parameters. Let A be the security parameter, x the multilinearity level, o the bit
length of the randomness used for encodings, « the bit length of the message slots, 7 the bit

length of the secret primes, N the number of distinct secret primes, = the number of level-1
encodings of zero in public parameters, x the number of level-0 encodings in public parameters,

v the bit length of the image of the multilinear map, £ the bit length of the entries of the

zero-testing matrix, o =2d +1 the dimension of encoding matrix with constant integer d .
Concrete parameters are set as p=Q(1) , a=41 , n=Q(1n) , u=>na+24 ,

r2n(p+log,(2n))+24 : L =0Q(1) : nzp +oa+2p+22 :
p.=k(a+2p+A+2log,n+2)+p+log, u+log,n, vzn-pf-—p —1-3.

3.1 Construction

Instance generation: (par) < InstGen(1*,1%).

(1) For je[n], choose (17+ p)-bit primes p,;, 7 -bit primes p,;, a -bit primes
9., 0, Let p, :H::1 P, and g, =p/p,;.te]2].

(2) Choose randomly z, € Z , ,t €[2] suchthat z* €Z .

(3) Choose a matrix Q=(@ )eZ™ with o <« (n27,(n+1)2°)NZ if i=]
otherwise @, ; < (=27,2°)NZ.

(4) Generate encodings and zero-testing parameters over the integers:

rg,; +1 .
(%),te[[Z]],where r <« (=2°,2°)NZ for je[n];

t

(4.1) Set y, =CRT

(pe,j)
I‘-i,jgl,j
Zt

independently chosen from the half-open parallelepiped spanned by the columns of
the matrix €

(4.3) Set Ht‘i = CRT(pt ) [a)i,jgl,j ];

4.2) Set Xt,iZCRT(pt,,»)[ j,ie[[r]], where r, €Z" are randomly and

ZI
(44) set w,=CRT, (e g, ,+a,) ic[u], where ¢ «(-27,2°)NZ ,

8 < ng :



(45)Set p,, = Z?_l(hO,jZO,j +2], (hu [gl‘j]pm +h, | [gz_’lj]pl,, ))qlvj mod p, ,

" . p
pn,z=Z,-_lzz,,-(ho,,-zg,,-+(hz,,-gz,,-+h2,,-){p“ [92,] qu,jmodpz,

1,

where  Z, | ez*p“ Y :[Zl]p1

and hy; h . hy 0« (<27,2°)NZ, je[n].
(5) Choose randomly matrices T, € Z5“,t €[2] suchthat T,* € Z7.
(6) For te[2], set

yt,l,l yt,l,z T yt,l,cr $0
Yior Y2z 0 Yoo - 0 $
6.1) Yt _ Tt t321 1222 tsz Tt 1 _ Tt .
yt,a,l y’[,a,Z T yt,a,o- 0 0 e $

Pt

P2 j _|:ZO,j:|
. y A
pl,J 1] P

Where yt,s,s :|: ssyt+z| 1bssIXII +Z| =1 ssIHt,I} ’SE|[2d]] ! yt,o‘,o‘ =yt ! and

Vs = |:ZI 1bsls 1% +Z| =1 S8l 1 for S 7S,
Cs,s’bs,s,lfbs,s,llbsl,s 1 sls | <_( 2p 2p)ﬂZ '
Xitn  Xiizz 0 Nite 00
) ) ) 00
(62) Xt’i — Tt . Xt|21 X’[,I:,Z,Z Xt,|:,2,o— 'Tt_l — Tt A '
XI,i,o‘,l XI,i,o‘,Z thaa Py O O
i E[[T]] ! where Xt,i,sl,s2 _[z| 1b|sls IXII +Z| -1 71,5,,8,,1
bi,sl,sz,l J bi‘,sl,sz,l <~ (_2p ! 2p) n L.
Wizt Weize 0 Whine $ 0
W. . W. . e W 0
(63) “]m — Tt . t,:|,2,1 t,|:,2,2 t,l:,Z,G' 'Tt_l — Tt . $
Wt,i,o‘,l Wt,i,o‘,Z T Wt,i,cr,o‘ Py O O

ielu] . where w [leblslsl J if s =5,

Wiss =(&;9;;)mod p, ;. Here b j<—(—2",2”)ﬂZ.

t,i,81,8,
(6.4) gy, =(s.t,).

where st:[(St,l’”"st,a).'rt_l]p H$ $,0,.. 0$J } :
3

1,5.,55,17

Here

Pt

otherwise



tt :|:’I:( '(tt,l""ltt,fr). pzt,t]pt zl:Tt (Ovd,o,$,dv$l$J pzt,t} !

P

S, :CRT(pt‘j)(ely,‘jgl’j+am.) for 1e[d]U{o} | s, :CRT(pt‘j)(ely,‘ngj) for
Ie{d+l,---,2d} , and t, =CRT,

(pt.j)
t, :CRT(pt'j)(ezvlnglyj),l e[d]. Here e, .8, « (-2°,2°)NZ, &, “Z, .

(6,0, +2,,;) for le{d+1-0},

(7) Output the public parameters par = {{ P Y {Xt,i }ieH ,{VVU }ieM 'qn’t}te[zﬂ} :

Notice that “0 ™ in Y,,X,; represent level-1 encoding of zero, “$” level-1 encoding of
random element. Similarly, “0” “$” in W,;,q,, represent level-O encoding of zero and

random element. Here, the aim we write the right forms of Y, X ;, W,;,q, isto easily describe
our construction.
Generating level-K encoding: (Ul, U2) «— Enc(par, k,d=(d,)e {0,1}”) .

(1) Generate a random binary vector b = (b;) € {0,1}";
(2) Compute U, = [(Yt)k Sy dW+> b '(Xt,i)kL tel2];
(3) Output a level-k encoding (U,,U,).
Adding encodings: (U,,U, )« Add(par,k,(U,,,U,, )., (U, U, ).
(1) Given s level-k encodings (U,,,U,, ), compute U, = [ Is_lU“L tel2].

(2) Output a level-k encoding (Ul, U, ) .
Multiplying encodings: (Ul, Uz) <~ Mul (par,l, (U1,1v U2,l) R (Ul,k Uy ))

(1) Given Kk level-1 encodings (U,,,U,, ), compute U, :[H:(:lUu} te[2].

P

(2) Output a level-k encoding (Ul, U, ) .
Zero testing: isZero(par,(U,,U,)).

Given a level-x encoding (Ul,Uz), to determine whether U, is a level-x encoding of

zero or not, we compute W = H&-[sl-U1 -tl]le—[s2 U, t,]) } and check whether W is
p 2
p.

1
2

short:
1 ifw<p,-27

isZero(par,(U,,U,)) =
| (p (L. 2)) {0 otherwise
Extraction: SK < Ext(par,(Ul,Uz)) .

Given a level- & encoding (u,u,) we compute

W:H%.[sl.Ul.tl]le—[sz.Uz-tz]pz} ,and collect v most-significant bits of w:
1

P2

Ext(par,(U,,U,)) = Extract, (msbs, (w)).



Remark 3.1 (1) Our construction uses double-encodings and double zero-testing parameters. (2)
When o =1 in the above construction, our construction becomes a variant of CLT13 over the
integers. The aim using o >1 is to thwart possible attacks since numerators in a pair of encodings

are same over different modulo. (3) Using random elements Z, ;, Z, ;, je ﬂn]] in the zero-testing
parameters and switching modulus are to avoid the zeroizing attack in [CGH+15].

3.2 Correctness

According to the above construction, the numerators of corresponding entries of matrices in
double-encodings are identical when removing outer matrices T,, T, . Moreover, new zero-testing

parameters transform zero-testing of matrix encodings into zero-testing of the CLT13 encoding,
except for using two modulo and requiring switching modulo. Given a level- K encoding

(U, U,) with U, =T,-U,-T;", since numerator of each entry in U,, U, is same over each
pair of modulo, we only need to show that each entry in U'l is a level-k encoding. So, by the

correctness of the CLT13, it is not difficult to verify that the following Lemma 3.2-3.5 is correct.
Lemma 3.2 The algorithm InstGen(1*,1¥) runs in polynomial time.

Lemma 3.3 The encoding (U, U, ) < Enc(par,k,d) isalevel-k encoding.
Lemma 3.4 The encoding (U,,U,) <—Add(par,k,(Ulvl,UM),---,(ULS,UZYS)) is a level-k

encoding.
Lemma 3.5 The encoding (U,,U,) <« Mul(par,l,(Um,Uzvl),...,(Ullk,Uz’k)) is a level-k

encoding.
Before proving correctness of the zero-testing procedure, we first describe four lemma (Lemma
3.6-3.9) about switching modulus.

Lemma 3.6 Let P, :Hr;:l P . and Q. ;=p/p,; te[2]. Suppose that 2eZ,

V:[W'Z'ql,j]pl .je[n] suchthat |w|<< p,,;.Then,

\‘&VJ: qu,j‘\‘%zJ +3& such that |5|<Wq2,j-
p

L]

Proof. By v:[w-z-q“]pl =W-z-q,; — p, -k, we have

&V=W‘q2,j .hz_ pz.k,
P, Py j

qulj-hz =W, ; - P, +Wa,, - P, | P,
P j Pyj Py j Py;

:qu,j'{ng+wq2'j-g

where |g| <1.
Thus,



L
=W, { 2] 2J+qu2J £|-p,-k
Py
_ Pa,j
wg, | —=2 +p, ﬂ+qu21 J p, -k
pl'j P,
H —2v(i<p,/2 , we get S=Kk with high probability. That is,
P, p21
{ VJ_ W, ; - { ZJ +& suchthat || <wa, ;. O
P P 1],

Lemma 3.7 Let pt=1_[r;=1pt'j , and q,;=p/p,; . te[2] . Suppose that

Vt:[Wthj'[gt,ﬂpl} Je[[n]] te[[Z]] with |Wt|<< P,,; - Then,
4] P

{&th={Wtq2,, {Ezl[gujpl H +6, with |5,]<wd,; .
)

Lj

Proof. Since [gt‘j]pl € Z . ,theresult is proved by taking z:[gt‘ﬂp in Lemma 3.6.
N} 1j

Prj

Lemma 3.8 Let ptzl_[';:lpt’j . and q,;=p/p,; . te[2] . Suppose that

Poir _ . .
é‘t,j:[\Nt,jgt,jqz,j'\‘%[gtj]pﬂJ} cden] . te]2] with ‘Wt’jgt'j‘<< P,; - Then
1,j ' b

2

p .
Mﬂ<wﬂu%y{4ﬂwﬂuJ
Py

Proof. Assume that V, = [Wtqu -[gt‘ﬂ } with W, =W, ;g, ;. Then by Lemma 3.6, we have
Ly | 9

p . .
{qu%d {mVJ W99, 2{&& +djwdhﬂ<wﬂu%y
pl pl plj P
Poir
Thus, 5},] = Wt,jgt,qu,j ’ 2 [gtl} _\\ P t]quJ 5t] and
pl,j d . P

p .
Mﬂ<wﬂu%y{jﬂwﬂuJ O
1]

Lemma 3.9 Suppose that p,, p, areintegersand p, < p,. Then




{%[VlJer]le{&[Vl]le{&[Vz]plF@pz +e,

! Py P
where o, &, are integers, and |§l| <1 and |51| <2.
Proof. By basic arithmetic rule, we obtain

B, || B(ful, 0[], ~an)|
{&([vl]pl +[v2]p1)J+51p2

:\‘&[Vl]pl“—l_\‘&[VZ]le—i_gl+51p2
Py Py

O
Lemma 3.10 The zero-testing procedure isZero(par,(Ul,Uz)) correctly determines whether

(U,,U,) isalevel-& encoding of zero or not.

Proof. For a level- k¥ encoding (Ul, U, ) , without loss of generality, we assume

Ugr Uy, o U, $ 0 --- 0
u u e u 0% -0
U=|T SR e o R
Uoi Uz - Uoos 00 --- %
pl p‘

The zero-testing procedure determines whether u is a level- k¥ encoding of zero.

t,o,0

According to the parameters setting, it is easy to obtain by arranging W, = [st U, -tt]p

W, :[st'Ut'tt]p!

rg,.
= (CRT( Pej) ( ercllj }—i_ St,aut,a,att,o}' pzt,t
t,j

. ro:'gl,'+dz‘7,'
SInCG Utyaya :CRT(p‘J)(%J 1 St,o’ :CRT(p[‘j)(el,o',jgl,j +a1,0',j) !
t,

P

t,= CRT( o) (ezm O+, ) , we derive the following equality:

W =[s,-U,-t,],

rg, .+ a d .
=| CRT ng,J alml 2,0,]70,] J pzt,t:l
Py

(pz,j) ZK

t,]
t

I rg,,+d, )
= CRT(pt,j) = 2 ] pzt,t:|
L P

K
Z; |

Ci
= CRT(pt,,») 7% Py
t,j P

t

t

where C; =T,0, ; +d0'j, d(,’j = ai,a,jaz,o-,jdo-,j .



P, I ¢
=| —-| CRT, P,
b, I (Pyj) [Z“] tll"
_| P2 ZT {ho, Jq“l:
Py L
p
== zuhojqu{ } +
Py Z; - L
L Jdp
+ & Zn h I: _1,}
ja2iCi%h [ 92 ],
P Y gy

:l J Z?_l(m,jchl,j[gfﬂpu+h21 Jqll[QZJ:I )
Puj

Py

p " ]
FZ'[Zj_lhlijqu'j[gl’ﬂp“} J
1 dp

+0,P, +&,

_Z_l P {hm Jqu[z :| } +z?—1|‘&'[m’jchl'j[gl_’ﬂp} J
1,j b . p1 i dp

+Z?_l\‘%'|:h2] iOhj I:gz J }MJ""é‘Lz P +&1,+0,P, +&p
1

where ‘51’1‘ <3, ‘51,1‘ <3 and ‘51’2‘ <3n
By Lemma 3.6-3.7, we have

Namely,

and ‘51,2‘ <3n.




pl, j 1,j 1]

p N Z ¥ n p
_ZJ =] ho,;C; 0 ; ~ {%} +Zj_1|:h1,ich2,1 \‘ pzj [gll}m H '
P P2 P

2

+zr;=1[h2] JqZ i \\ pZJ I:g ] J:| +06 mod P,
p.

2

where & =g, +8111+Zj:1(§1',j +é;,j +5é,j) :

B
CRT(p” — " Pa2
Zz'j [

Y .
_[Z (hOJCJZSJ+C (hzjgzj'i'hz])\‘pzl [gzﬂ]leJ]qZ,j:l
P

L
Thus, .
W= {&-WlJ—WZ
pl P2
: P, |
:Zjﬂ{hlvichzl [91 ] H +0
le P2
n P
where 5221—1( i Jqugz,{p“ [gzl}pljJ]-i-é‘,
1] '
By Lemma 3.8, 522?_{ i qujgm“;z’ [g ] JJ+5’=Z?_1§;]+S such that
1,

P vr
521<h21 JqZ]QZJ \‘pZJhZJ Jq21J<|p2|/2 2/1.

1]

According to the parameters setting, it is easy to verify that |5| < | p2| /27
If u

to,o

is a level- & encoding of zero, namely d,; =0, ¢, =r,g,;. j<[n]. So

el

n p _
:Zj_1|: J ng]qz]\‘ 2{ '|:gl'1j-j|p1ij:| +5|
p
:ZLqﬁa

. P, ; vt
where ‘511j‘<hl]jrjglyjq2’j+\‘ﬁm'jrjq2,jJ<|p2|/2 L
Lj

10



Thus, [wi=[307 6+ 8] <n:[py| 1277 +[p,] 127 <[py| 12",

If U, isalevel-x encoding of non-zero element, namely d_; =0modg, ; for at least
one je[n]. By Lemma 4 in [GGH13], [hljd;jqzj\‘h-[glﬂ > py? with high
R N V' S
' P2

probability, where & is an arbitrary small positive constant.
Thus, with high probability

| | B ]

n : P ; _
= Zj=1{hl,i(riglvi+d0’i)q2»1\\ﬁ'[gl’?]m,jlﬂ +o
p;

2

Lj
L 2 P2

- Zr;:l{hl'jd“”jqz’j{%}j'[gl’ﬂm,jﬂ -i_|:Z:rj]=151“,j"'5}p )

1, 2

2

> p;g -p, 12

>pre
where &' is a small positive constant. O
Lemma 3.11 Given two level-x encodings (Ul,l’UZ,l)'(Ul,Z'UZ,Z)’ suppose that U,,,U,,

encode same plaintext for all g, ;, j €[n]. then

Ext(par,(Ulyl, Um)) = Ext(par, (U,,,U,, ))

. . ro‘ j sglj + d;)' j
Proof. Without loss of generality, assume that U, . =CRT | =*———""|,s€[2].
oo, , 2

Similar to the procedure of Lemma 3.10, we have

s n . p E ~ .

W = Zj—llhlljda,jqz,j{f'[glﬂmﬂ +0¢)
1, N

2 P2

By Lemma 3.10, we get ‘5(5)

<p,/2" and with high probability

Z,-_l{hl,;da,jqz,j{ﬁ:'[gﬂm H ~p, when d,;#0modg,; for at least one Jeﬂn]].
' P2

Thus v most-significant bits of W® are equal to that of w'?. O

3.3 Hardness assumption

Consider the following security experiment:
(1) par « InstGen(1*,1%)
(2)For 1=0 to «:

11



Sample d, <—{0,1}”, b, <—{O,1}T;
Generate level-1 encoding U, =[Yt Y d W+ by 'Xt,i:| tef2].
P

t

@set U =[ [T, U, | wtef2].

P

(4) Set We =W, = EXt(par’([Ulz:ildO,iwl,i:|p ![UZZildO,iWZ,i}p D
(5) Set W, = Ext(par,([Ulzi"_lroliW“} 1[Uzzit1ro,iwz,i} D with r, < {0,1}".
Py P2

Definition 3.12 (ext-GCDH/ext-GDDH). According to the security experiment, the ext-GCDH and
ext-GDDH are defined as follows:

Level- k¥ extraction CDH (ext-GCDH): Given {par’(Ul,O’UZ,O)"”’(ULK’U2,k)}’ output a

<p,/2".

level-x extraction encoding We Z, such that ‘[VC -w]
Level- k¥ extraction DDH (ext-GDDH): Given {par, (Ul,o’Uz,o ) ,e -,(ULK, UZ,K)'W} ,
distinguish between D, coon = {par,(Ulyo,Uzvo),---,(ULK,UZYK),WD} and

Dext—RAND = {par! (Ulyo ’ UZ,O ) [ (Ul,K’ UZ,K ) ) WR} .
In this paper, we assume that the ext-GCDH/ext-GDDH is hard.

4 Cryptanalysis

Using zeroizing attacks, CHL+15, CLR15 [CHL+15, CLR15] have completely broken the
CLT13 and CLT15 schemes. The successful key of the CHL+15 and CLR15 attacks is to build the
equations over the rational by easily computable quantities for CLT13 and CLT15. In this section,
we first give easily computable some quantities in our construction, then analyze that the CHL+15,
CLR15 attacks do not work for our construction using these quantities.

4.1 Easily computable quantities

Since the public parameters in our construction include encodings of zero, one can similarly
compute some quantities that are not reduced over modulo. However, we construct new zero-testing

parameters under different modulo and introduce random elements Z, ; € Z p, and Z;; € Z b
je |[n]] As a result, one can not get useful information from these non-reduced quantities. In the
following, we give some easily computable quantities.

Given a level-k encoding (U'l, U2) with 1<K < x, we can compute using par to get

1
2

where U, =U, (X)) - (Y)" " te[2].
It is easy to verify that w is not reduced modulo p,. Since using Z,; eZp1j and

Z,, € Zp“ , Je [[n]] the non-reduced quantity W can no longer represent as matrix form over
the rational.
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4.2 Cheon et al. Attack and extension

For the Cheon et al.’s attack [CHL+15] and its extension attack [CGH+15], which include
encodings more than a single monomial, the success key of the attack in [CHL+15, CGH+15] is that
one can write in the matrix form over the rational for non-reduced quantities.

To demonstrate effect of z,;€Z,, and z,;€Z, , je[n] in p,,, Py, we recovery
all secret parameters using the extension attack in [CGH+15] when taking Zz,; =2, ; =0,

j €[n]. For simplicity, we alsoset o =1,and T,, te[2] as identity matrix.

By Corollary 3.8, we have ¢ :[gtj -[gﬁ]pj} and a | <‘gt’j‘+tp2'j / pl,jJ for
L P2 j

te[2].so, a; isnotreduced modulo p, ;.

In the above simplified condition, given an arbitrary level- K encoding (ui,ulz), one
computes using zeroizing attack

we| B fup ], Lepa], |
1

P,
where U, =U,-(x,;) - (y,)* " te[2] with [>1.

Note that here &-[ul- pztvl]p in W is not rounded to integers. It is easy to see that W is
1

1
not reduced modulo p, .

Without loss of generality, assume that U, = CRT, (¢ /Zt'fj), X = CRT(lJIJ_)(Si"j / Zt'yj),

yt’fj‘k" =CRT(pH_)(de“k‘I /Zt’fj‘k").We can write W in matrix form:
p
| B[], [ pec), |
pl ! 2 5,
| p2,1
Si,l'(E'pl,l_pZ,l) dffk*l ,
~(6nty) f
P20 dy
Sil,n ’ (Lpln _pz,n)
1n
h. h,. h, 9, +h,.
where o, ; = —L 4+ 2L O j Py = P2 02,
i 9o 9o.;

Since W can be written as the matrix form over the rational, this simplified version can be
broken by directly using the attack in [CGH+15].

However, using z,; €Z, and Z;€Z, ,je[n] in p,;, P, our construction thwart

to represent W as matrix form over the rational. This is also the reason that they are used in the
zero-testing parameters. Thus, the attacks in [CHL+15, CGH+15] do not work for our construction.

5 MPKE Protocol

Based on our construction, we describe a one-round multipartite Diffie-Hellman key exchange
protocol. The security relies on the hardness assumption of ext-GDDH.
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Setup(1*,1") . Output (par) «<— InstGen(1*,1°) as the public parameters.
Publish(par, k). The k-th party samples d, €{0,1}" and r, €{0,1}", publishes the public

key Uy, =[Yt-zi”=1dk’ivvtyi+z;lrk’i-XIJ te[2] andremains d, as the secret key.

P

KeyGen(par, k’dkv{(Ul,ivUz,i)} ) ) The kK -th party computes C,, :[ » Ut,i:|p tel2]

i

and extracts the common secret key

sk = EXt(par’([cl,kzitldk,iwl,i:|p1 ’[szkzrildk’iWZ'inzjj'

Theorem 5.1 Suppose ext-GCDH/ext-GDDH defined in Section 3.3 is hard, then our construction is
one-round multipartite Diffie-Hellman key exchange protocol.
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