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Abstract. Semaev [14] shows that under the first fall degree assumption, the complex-

ity of ECDLP over Fa», where n is the input size, is O(Q"I/HO(D). In his manuscript,

the cost for solving equations system is O((nm)**), where m (2 < m < n) is the num-
ber of decomposition and w ~ 2.7 is the linear algebra constant. It is remarkable that
the cost for solving equations system under the first fall degree assumption, is poly in
input size n. He uses normal factor base and the revalance of ”Probability that the
decomposition success” and ”size of factor base” is done.

Here, using disjoint factor base to his method, ”Probability that the decomposition
success becomes ~ 1 and taking the very small size factor base is useful for complexity
point of view. Thus we have the result that states

”Under the first fall degree assumption, the cost of ECDLP over Fan, where n is the
input size, is O(n®1).”

Moreover, using the authors results in [11], in the case of the field characteristic > 3,
the first fall degree of desired equation system is estimated by < 3p+1. (In p = 2 case,
Semaev shows it is < 4. But it is exceptional.) So we have similar result that states
”?Under the first fall degree assumption, the cost of ECDLP over Fp», where n is the

input size and (small) p is a constant, is O(n(PFDw+1) »

1 Notation

Let p be a prime and

3

E/Fyn cy Farzy + asy — 2 — asa? — agr —ag =0

be an elliptic curve. Here, we discuss the complexity of ECDLP considering extension degree
n being input size.

Problem 1 ((ECDLP)) Let P,Q € E(F,) such that < P >> (). ECDLP is the problem
finding integer N satisfying Q@ = NP.

Petit et al. [12] shows that when p = 2 under the first fall degree assumption, it is in
O(n?/3+°(M)) The author [11] shows this result can be generalized in the case p > 3. Recently,
many researchers [6] [14] propose the method using 3 terms Semaev’s formula. In [14], Semaev
shows that when p = 2 under the first fall degree assumption, it is in O(n!/2+t°M).

Throughout this paper, we fix {1, ..., } (o € Fpn) by the base of vector space Fpn /F),
and put

k
V=V(k)={)_ wiai|z € Fp}
1=1

by k dimension vector space in Fyn.



2 Semaev’s formula
Here, we define the Semaev formula [13] and show its property.
Definition 1. In the case p = 2. Let
E/Fon > + oy = 2% + Az® + B (A, B € Fan).
Put
So(z1,m2) 1= 71 — T2,
Ss(x1, 0, 23) = (2129 + L1703 + 2o23)? + 212073 + B, and
S (@1, ., Tm) = Resp(Sm—j (@1, s Bm—j—1,2), Sj (Tm—j, .., Tm, T)) recursively.
In the case p > 3. Let
E/Fpn :y® =23 + Ayx + A (Ag, Ag € Fpn).
Put
So(z1,m2) 1= 71 — T2,
S3(x1, 0, 23) := (21 —22)° 22 —2((x1+22) (2120 + Ag) +2A6)x3+ (2100 — Ag)> —4Ag2 122, and
S (21, ., Tm) = Resp(Sm—j (@1, s Bm—j—1,2), Sj (Tm—j, .o, Tm, T)) recursively.

Proposition 1 (Semaev [13]). The following two conditions are equivalent;
1) There exists some P, ..., Py, € E(Fpn)\{oo} such that P, + ...+ P, = 0.
2) Sp(z(P1), ..., x(Py)) = 0.

3 Index Calculus of ECDLP
Here, we remember the Index Calculus algorithm of ECDLP [1]. Recall
k
V= {Z T;0 ‘.’EZ S Fp}
i=1
is k dimension vector space in F,» and put factor base F'b by

Fb:= {P € E(Fpn)

z(P) eV}
In the index calculus, random element R(€ E(F,n)) is decomposed into m elements in F'b,
i.e,. R is decomposed by R = P; + ..., +P,, for some P; € F'b. This process reduces to solving

some equations system and if we take parameter k,m as km ~ n, the probability that the
decomposition success is 1/m!.

4 Decomposition using S3

Here, we describe the method for the Decomposition using Sz ([6], [14]), which decompose
R € E(Fp") into m elements Py, ..., P, € Fb.

Definition 2 (EQS1). EQS1(,, r) consists of the m — 1 equations
SB(X1,X27 Ul) - O, 53(U17X3; U2) - 07 ceey SS(Um—lSaXm,—la Um—2) = 07 S3(Um—23Xm,71'(R)) = 07

where variables X; moves in V' and U; in Fpn.



Algorithm 1 Index Calculus algorithm of ECDLP [1]

Input: E/Fp» elliptic curve, P,Q € E(Fy) st. < P >3 Q
Output: Integer N satisfying NP = Q
Set parameter k, m satisfying km ~ n
Put V ={>F  wzia;|z; € Fp}
Put Fb:={P € E(Fpn)|z(P) eV}
Decompose step:i :=0,{Pg1,..., Pegrs} := Fb
while ¢ < #Fb do
ni,ng — random integer, Put R := n1 P + n2Q
if Ris ertten by the sum of m elements in Fb,
ie, R= Z "FY a;Pgj (aj = 0 or 1,#{jla; = 1} = m) then

i+ +,Put Ni1 =M1, Niy2 1= Na, aij =a; (j=1,..,#Fb)
Linear algebra step:
for alli=1,...,.#Fb+ 1 do

Put ?z = (ai)h ...7a¢,#pb)
Find by, ..., byrpp1 € Z/#E(Fyn)Z st. 575 0,57 = 0 mod #E(Fpn)
Computation of ECDLP:
Return — Z#Fb+1 bini 1 /Z#J‘wb+1 bini 2 mod #E(Fpn)

In order for solving EQS1, we consider its Weil descent. So, for a while, we describe the
definition of Weil descent.

Definition 3 (Weil descent). Let F = F(X1,..., Xn) € Fpn [ X1, ..., Xn], U = (v1, ..., 0N) €
AN(IFpn) Y and ji,...,jn be some integers < n. 2> We describe the set of new variables Xij

(1 <i<N,1<j<j;). Put the set of field equations by

Ste ={X}; = Xij[1<i < N,1<j<ji}.

The polynomials Fjl = F% i (€ F,[{Xi;}], 1 < j < n)is defined as follows; 3

n Ji JN
E F%,j X oy = F(’Ul + E T1jQ, ..., UN + E xNjaj) mod Sfe.
— ° N

Definition 4 (EQS2). EQS2(,,r) is the equations system obtained by Weil descent (taking
vy = ... = vy = 0) from each equations of EQS1, ry and field equations.
ie., EQS2( gy = {F% ; |1<j<n, FeEQSlimr}USte.

Remark that EQS2,, ry consists of n(m — 1) variables, n(m — 1) degree 4 polynomials
(when p = 2 degree 3 polynomials can be taken) coming from the Weil descent of S3 and
n(m — 1) degree p field equations.

Let P,..., P, € Fb such that P, + ... + P, = R. Then we see easily EQS1,, r have
solution

()(17 ., Uy, ) = (131, LU, ) S AZmiZ(]Fpn)

such that x; = z(F;) (i = 1,...,m).

! Here, we take 7 = 0. Latter we will consider disjoint factor base and at this time, the values
V1, ...,un must be needed.

2 Here, j1 = —]N—dlm]FpV—k
3 Strictly saying, we must define Fl = Fl - where J (41, ..., JN), since not only vi,...,vnN,
J.J
J1, - 7]1\1 must be needed in the deﬁnltlon of Weil descent. However, in this paper, j1 = ... = jn =

dimg, V' = k and it is fixed. So we simply omit this term in the definition.



Lemma 1 (Semaev [14]). Let 1,...,2m € V and u1, ..., Um—2 € Fpn. Suppose
()(17 ceny Ul, ) = (1‘1, LU, ) S AZmiZ(Fpn)

is a solution of EQS1(,, ry. Then we have the following;
1) There exists Py, ..., Py, € E(Fa,) such that

P1 + .. +Pm = R,ZC(Pl) = xl,...,.l'(Pm) = Tm,-

2) Such Py, .., P, can be recovered from the solution of EQS1(y, g)-

3) Put S :={P|P € {P,...., P} NE(F,n)}. So, there exists some 2-torsion T € E(F,n)[2]
satisfying Y pcg P+ T = R.

(Note #S < m. From 1), T = co when #S =m.)

From this Lemma, the decomposition of R reduces to solving FQS1,, ry and solving
EQS2(m,R)-

Semaev treats the case km ~ n and we will suppose km ~ n. Note that #FB ~ #V = p*
and the Probability that the element in E(F,») is written by the form P, +...4+ P, (P, € F'b)
is estimated by

(#ED)™ 1 (p")™ 1

ml #EF,.)  (ml)-pr ml

On the other hands, Probability that the element in E(F,n) is written by the form P; +
ot P+ T (P, Fb,t <m, T € E(Fpn)[2]\{o0}) is estimated by

Fb)t 1 kyt 1 1
#Fb)" g P . <

(
3 —.
0 FEE) @) o S

So the probability that R is written by R = P, + ... + P, + T for some t(< m) and T €
E(Fp»)[2]\{oo} is very small and negligible. Thus, further, we assume that R is written by
R=P +..+ P, (P, € Fb) and exceed the discussion.

5 First fall degree assumption

Definition 5 (First fall degree). Let K be a field and fi1,..., f;r € K[X1,...,Xn]. First
fall degree of {f1,..., far} is the minimal integer dp satisfying the following.

There exists g1, ...,gm € K[X1, ..., Xn]| such that

1) max;{deg g fi} = dr,

2) deg(322, gifi) < dr,

3) i1 9ifi # 0.

Under the following assumption, the algorithm for solving ECDLP in sub-exponential
complexity are proposed [12], [11], [14].

Assumption 1 {fi,..., far} Degree of the polynomial appears in the Grébner basis compu-
tation (by F4 algorithm) of {f1,..., f;} is < dp.

From this assumption, the number of the monomial appears in the Grobner basis compu-
tation is < O(NYF) So, we have the following;

Lemma 2. The complezxity of Grobner basis computation (by F4 algorithm) of {f1,..., far}
is < O(N% W), where w ~ 2.7 is the linear algebra constant.

Many researchers misunderstand the definition of first fall degree and use this assumption
and estimation of the complexity using the following FAKE version.



Definition 6 (Fake first fall degree). Let f1, ..., far € Fp[ Xy, ..., Xn] and let Sy := {XF—
X; |1 <1i< N} be the set of field equations Fake first fall degree of {f1,..., far} U Sye is the
minimal integer d satisfying the following.

There exists g1, ...,gm € K[X1, ..., Xn] such that
1) max;{deg g; f; mod Sy} > dp,
2) deg(Zf—Vil gifi mod S¢.) < dp,

M

3) > =1 9ifi Z0mod Sye.

In [14], Semaev says from the equation S3(z,u, Rx) = 0, where z = Zle Tioy U =
S u;a; and Rx € Fpn, the relations of low first degree do not appears. Considering
zuSs(z,u, Rx), one can easily have the relation that its Fake first fall degree d7 < 4. He uses
the true definition of first fall degree.

In [11], the author shows the following lemma and it has no problem to use Fake first fall
degree instead of use true first fall degree.

Lemma 3 ([11]). Let F = F(X;y, ..., Xn) be a polynomial in F,[X1,.., XN]| such that F =
0 mod Sye. i.e., There are fi1,..., fur € Fp[X1,.., Xn] such that F := Zfil fi- (XP = X3). So,
there are some polynomials f1°*, ..., fif” € Fp[Xa, .., XN]| satisfying F = Efil frew (XP —
X;) and deg f** < degF —p (i=1,...,.N).

Example 1 Let X,Y,Z are variables moves in Fo. Note that the set of field equations is
written by Sge = {X2+ X, Y2 +Y, 2% + Z}.
Let F = (X2 + X)(Y2+Y)+ (X2 + X)(Y?2+ 2) € Fo[X,Y, Z]. From its construction,
F = 0mod St and expanding the formula, we have F = X?Y +Y?Z+Y Z+X?Z+XY?*+XZ
and deg F = 3.

F can be transformed by F = (X2 + X)(Y2+Y) + (X2 + X)(Y? + 2)
=X+ X)Y?+Y)+ (X?+ X)(Y2+Y)+ (X2+ X)(Y?4+Y)+ (X2 + X)(Y?+ 2)
=(X+2)(Y24+Y)+ (X% + Xg(Y +Z), and F can be written by the sum of smaller degree
polynomials, which are divided by a certain field equation.

Proof of this Lemma is complicated and not constructive.
From this lemma, we have the following:

Lemma 4. Let fi,..., fu € Fp[Xa, ..., Xn]|. Put dp by the first fall degree of { f1, ..., fm} and
put dp by the Fake first fall degree of {f1,..., far} U Sge. Then dp < dlp.

Now, we will estimate the first fall degree of EQS2(,, r) in case of p > 3. For this purpose,
we prepare the following

Lemma 5 (Also the author ’s result in [11]). Let F = F(X4,..., Xn) be a polynomial
in Fp[X1,.., Xn] and let m = m(X, ..., Xn) be a monomial in Fy[X1, .., Xn]. Then we have

(m-Fli = o -m]} [F]f mod Spe  (j=1,...,n).
i=1
Lemma 6. Let F = F(Xq,...,X,,) be a polynomial in Fyn[X1, .., X,,]. The first fall degree of
the equations system {Fjl(e Fo[{Xi;}) |1 < j <n}USye is heuristically < (p — 1)n + deg F'.

Proof. Put m = m(Xy,...,X,,) = X*~'... X2=1 From Lemma 5, we have

[m - FJ} mod Spe = > [a; -m]} [F]f mod Spe (= 1,...,n).

J
i=1

From field equation, deg([m - F]jl mod Sy.) is < (p — 1)n + deg F — 1. On the other hands,

deg[a; - m]]l is heuristically = (p — 1)n and deg[F]}

7

is also heuristically = deg F'. * Thus the

4 We use heuristic argument only here.



Fake first fall degree of {Fjl(e F,{Xi;}]) |1 <j <n}is bounded by < (p—1)n + deg F' and
from Lemma 4, we have this lemma.

From this proposition, we have the following:
Proposition 2 (Semaev [14] and its generalization to p > 3). First fall degree of
EQS2(m,R)5 is bounded by
{4 (»=2)

3p+1 (p=3)°
From this proposition and Lemma 2, we can estimate the complexity:

Proposition 3 (Semaev [14] and its generalization to p > 3). Under the first fall degree
assumption, the complexity of solving EQS2(,, ry is bounded by

{0((nm)4“’) (r=2)
O((nm)®P+0w - (p > 3)”

6 Complexity estimation by Semaev

Here, we adopt the easy and rough estimation. For this reason, the complexity of input size
n is written by the form O(exp(n®t°(1))), where lim, ., o(1) = 0. Many complicated terms
are included into the o(1) term and so for normal size input 7, o(1) has HUGE value although
lim,, ., o(1) = 0.

Semaev considers the case m ~ n'/2t°(1) then k is taken k ~ o= nt/2teM) Then we
have
1) #Fb~ ph = p " = O(eap(nt/>+o)),

2) The probability that decomposition success = — ~ m,

3) The complexity of ”Decompose step” = #LbX C"}f;o%fai‘ﬁi"ti;g EQS2 _ O(exp(nt/2to))

4) The complexity of "linear algebra step” = (#FB)"Y = O(exp(n'/2T°M))) (w ~ 2.7 linear
algebra constant).
Thus we have the following;

Proposition 4 (Semaev [14] and its generalization to p > 3). Under the first fall
degree assumption, the complexity of solving ECDLP for an elliptic curve E/Fpn is estimated
by Oleap(n!/+o0)).

7 Disjoint factor base

The idea of using disjoint factor base is known by [10] and recently re-discovered by [5].

Recall V = {Zle z;a; |x; € Fp} be a dimension k vector space in Fp» and m, k be the
parameter mk ~ n.
Let v1, ..., v be elements in Fp» such that all V +v; (i =1,...,m) are disjoint. Put

Vi =V +u; (i=1,..,m),
Fb, :={P(€ E(F,n)) |x(P) € Vi} (t=1,..,m),
Fb:= UL, FB;,and
consider the decomposition of R(€ E(Fp»)) by
R=P +..+PFP, (REF()Z)

and the index calculus whose factor base is F'b.

Note that #Fb; ~ #V; = #V ~ pF, #Fb~m - p*.

Using the similar argument in §2, the decomposition reduces to solving the following
equations system

5 Assume Sre € EQS2(m,R)



Definition 7 (EQS3). EQS3 ., r) consists of the m — 1 equations

SB(XlaX27 Ul) = 0, S3(U17X3a U2) = Oa EEES) S3(Um—3aXm—17 Um—2) = O’ S3(Um—2avaz(R)) = 07
where variables X; moves in V; and U; in Fpn.

Substituting X; = v; + Z?Zl Xija; and U; = Z?Zl X(m+i);0; to the equations in
EQS3(,r) and the equations in F)[{X;;}] are obtained from Weil descent process.

Definition 8 (EQS4). EQS4,, r) is the equations system obtained by Weil descent from
each equations in EQS3(,, ry and field equations.

i,e., EQS4(pm g) = {F%J |1 <j<n, FeEQS3,,r}USys where T = (v1,..,0N).

Similarly, solving EQS3 reduces to solving EQS4 and its complexity is estimated as
follows; ©

Proposition 5. First fall degree of EQS4(y, r) s bounded by

{4 (p=2)
3p+1 (p=3)°

Proposition 6. Under the first fall degree assumption, the complezity of solving EQS4,, r)

is bounded b
’ {0((nm)4”) p=2)
O((nm)BPH1w) (p > 3)~

AV

The difference between using normal factor base and disjoint factor base is the probability
that decomposition success. The number of the elements in E(F,») written by the form
Py + ..+ Py, (P, € Fb;) is [[\, #Fbi ~ (p*)™ ~ pk ~ #E(F,n). So, the probability that
decomposition success, is O(1). On the other hands, the size of all factor base UF'b; became
m times large. However, it is not heavy problem.

Now fix k = Cj be a small natural number and put the parameter m ~ ¢ = CLO Then we

have [[/", #Fb; ~ (p*)™ ~ p". (Note: if one takes k = 1, it sometimes happens #Fb; = ()
for some i. To avoid such case and confirm the relation H?ll #Fb; ~ p™, we choose suitable
constant Cp.) From m ~ &, one has #Fb ~ m k= % -n = O(n). So from Lemma 6,
since we must collect #Fb+ 1 decompositions, the cost of ”decompose step” is estimated by

c C
(nm)4w . %n _ (nclo)ﬁlw . %n — O(n8w+1) (p = 2)
(nm)(3p+1)w . %’ﬂ — (nCLO)(3P+1)w . %’I’L = O(n(6P+2)w+1) (p > 3) .

The complexity of linear algebra step is (#Fb)* ~ (n - %)w = O(n") and very very small.
Thus we have the following theorem:

Theorem 1. Under the first fall degree assumption, the complexity of solving ECDLP for an
elliptic curve E/Fpn is estimated by

O(n™+1) P
O(n(6p+2)w+1) (p

2)
3)"

AV
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5 The situation is the same as the Semaev’s case. So, we omit the proof.



Algorithm 2 Index Calculus algorithm of ECDLP using dis joint factor base
Input: E/Fy,n elliptic curve, P,Q € E(F,) st. < P >3 Q
Output: Integer N satisfying NP = Q
Set parameter k, m satisfying km ~n
Put V ={3F x|z €Fp}
Put vi,...,vm € Fpn st. V 4 v; are disjoint
Put V; .=V +u;,
Put Fb;, :={P ¢ E(Fpn) |£E'(P) S V}
Put Fb:= Ui:lFbi
Decompose step:i :=0,{Pg1, ..., Pegrs} := Fb
while ¢ < #Fb do
n1,ne2 < random integer, Put R := n1 P 4+ n2Q
if R is written by the sum P, + ... + P, for P; € F'b;, then
Put a; by R = 37" a; Pp;j (a; = 0 or L#{jla; =1} = m)
i+ +,Put nig i=mn1, ni2 i=no, a5 :=a; (j=1,..,#Fb)
Linear algebra step:
foralli=1,...,.#Fb+ 1 do
Put 71 = (aiyl, ...,aiy#Fb) _
Find b1, ...,bgros1 € Z/#EFpn)Z st. 375" b;p; = 0 mod #E(Fpn)
Computation of ECDLP:
Return FEOHL b1 ) SSEEY T bing o mod #E(Fpn )

T Lai=1 i=1
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