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Abstract. In previous paper I proposed the fully homomorphic public-key
encryption based on discrete logarithm problem which may be vulnerable
to “m and -m attack”. In this paper I propose improved fully homomorphic
public-key encryption (FHPKE) with composite number modulus based on
the discrete logarithm assumption (DLA) and computational Diffie—
Hellman assumption (CDH) of multivariate polynomials on octonion ring
which is immune from “m and -m attack”. The scheme has two ciphertexts
corresponding to one plaintext.
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§1. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomorphic encryption (FHE)
and 1s very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, that is, we can construct the programs which may be run on encryptions of
their inputs to produce an encryption of their output. Since such a program never
decrypts its input, it can be run by an untrusted party without revealing its inputs and
internal state. The existence of an efficient and fully homomorphic cryptosystem
would have great practical implications in the outsourcing of private computations.

Gentry’s bootstrapping technique is the most famous method of obtaining fully
homomorphic encryption. In 2009 Gentry has created a homomorphic encryption
scheme that makes it possible to encrypt the data in such a way that performing a
mathematical operation on the encrypted information and then decrypting the result
produces the same answer as performing an analogous operation on the unencrypted
data[5],[6]. Some fully homomorphic encryption schemes were proposed until now
[71, 18], [9], [10], [11].

But Gentry’s solution was to use a second layer of encryption, essentially to
protect intermediate results when the system broke down and needed to be reset. In
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Gentry’s scheme and so on a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations.

In previous works I proposed some fully homomorphic encryptions [1],[2],[3],
[13], [14]. But these encryption schemes may be vulnerable to “m and -m attack”.

In this paper I propose the fully homomorphic public-key encryption (FHPKE)
with composite number modulus based on the discrete logarithm assumption (DLA)
and computational Diffie-Hellman assumption (CDH) of multivariate polynomials on
octonion ring which is immune from “m and -m attack™. The scheme has two
ciphertexts corresponding to one plaintext. Since the complexity for enciphering and
deciphering become to be small enough to handle, the cryptosystem runs fast.

§2. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring. The readers who understand the property of octonion may skip the section 2.
§2.1 Multiplication and addition on the octonion ring O

Let 7=pg be a composite number modulus to be as large as 22°° where p and ¢ are
primes. Later (in section 6) we discuss the size of one of the system parameters, 7.

Let O ,0, and O, be the octonion [4] rings over a residue class ring R=Z/1Z,
R,=Z/pZ, and R,=Z/qZ each such that

O={(ao,ai,...,a7) |a; € R (j=0,1,...,7)} (1-1a)

O,=~{(ao.ai,....a7) | ;€ R, (j=0,1,...,7)} (1-1b)

O~{(ao.ai,...,a7) | a;E R, (j=0,1,...,7)} (1-1c)
where

R=Z/"Z,

R=ZIpZ,

R~=Z/qZ.

From Chinese remainder theorem k& €R and /& &R exist such that

pk+qh=1 mod r. 2)
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We define the multiplication and addition of 4,8 €O as follows.

A=(ao,a1,...,a7), i € R (j=0,1,...,7), (3a)
B=(bo,b,...,b7), b;& R (j=0,1,...,7). (3b)
AB mod r

= ( aobo -a 1b1— azbz— a3b3—a4b4— a5b5-a6b6-a7b7 mod r,
a0b1 +a1b0+a2b4+a3b7-a4b2+a5b6-a6b5—a7b3 mod v,
aobr-a1bstarbytasbstashi-asbs+asbr-a7bs mod r,
aobs-ai1br-aybs+asbotasbet+asbr-ashs+a;b1 mod r,
a0b4+a1b2 -azbl -a3b6+a4bo+a5b7+ a5b3 -a7b5 mod r
aobs—a1b6+a2b3—a3b2—a4b7+a5bo+a6b1 +a7b4 mod r ,
aobet+aibs-a,br+asbs-asbs -asby+asbo +azb, mod r,

aob7+a by +axbe-azby+asbs-asbs-ashbr+azbpmod r) 4)

A+Bmod r
=(ap+bomod r, a;+bymod r, a,+b, mod r, az+b;mod r,
as+bsmod r, as+bsmod r, ag+bsmod r, a;+b;mod ). (5)
Let
|A*= a¢’+a*+...+az*mod r. (6)

If GCD(|4P, ¥)=1, we can have A, the inverse of 4 by using the algorithm Octinv(A4)
such that

A'=(ao/|AP mod r, -a1/|AP mod ,...,-a;/|A mod r) < Octinv(4). (7)

Here details of the algorithm Octinv(A4) are omitted and can be looked up in the
Appendix A.

§2.2 Order of the element in O
In this section we describe the order “J” of the element “A4 ” in octonion ring, that is,

A""'=4 mod r< 0.



Theorem 1

Let A:=(ai0,a11,...,a17) €0y, ai;€ER, (j=0,1,...,7).

Let ( ano,ants. ...am) =A"E€0,,a,€R;, (n=1,2,...;j=0,1,...,7).

ao , an's(n=1,2,...;7=0,1,...) and b,’s (n =0,1,...) satisfy the equations such that
N=ay*+...+a;* modgq

Cl()()::l, boIZO, b1I:1,

an0= Ap-1,0410 — bn_leOd q ,(n=1,2,. . .), (8)
b,= A1 0t b,.1a10 mod q ,(n=1,2,...), 9)
ay= by,a;;mod q (n=1,2,...;7=1,2,....7) . (10)

(Proof’)
Here proof is omitted and can be looked up in the Appendix B.

Theorem 2
For an element A=(ai0,a11,...,a17) € Oy,
A’=4 mod g,
where
Jq=LCM {g*-1, g-1}=¢*1,
N:=a*+ ai*+.. +a17#0mod g.
(Proof:)
Here proof is omitted and can be looked up in the Appendix C.

In the same manner we have
For an element A=(a10,a11, cen ,6117) = OP:
A'=4 mod p,
where

Jp=LCM {p*-1, p-1}=p*1,



5

N: =a112+ a122+. . .+a172¢ 0 modp.

For an element A=(ajo,a11,...,a17) €0,
A"'=4 mod r,
where

J=LCM {JpJg}=LCM { p*-1,4>-1}.

§2.3. Property of multiplication over octonion ring O

A, B, C etc. €O satisfy the following formulae in general where 4,8 and C have the
inverse A, B! and C"'mod r.

1) Non-commutative

AB#BA mod r
2) Non-associative
A(BC)#F(AB)C mod .
3) Alternative
(AA4)B=A(AB) mod r, (b
A(BBY=(AB)Bmod 1, (12)
(AB)A=A(BA) mod 7. (13)
4) Moufang’s formulae [4],
CACB)~(CAYC)IB mod 7. (14
ACBC)=(AO)B)C mod 7, (>
(CAYBC)=(C(AB))C mod r, (16)
(CAYBC)=C((AB)C) mod r- 17

5) For positive integers n,m, we have
(AB)B" =((AB)B"™"B=A(B(B"'B))=AB"" mod r, (18)
(AB™B =((AB)B™"B=A(B(B"'B))=AB™" mod r, (19)
B" (BA) =B(B"'(BA))= ((BB™")B)A=B""'Amod r, (20)
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B(B" Ay=B(B"\(BA))= (BB""YB)A=B""'4A mod r. 1)
From (15) and (19), we have
(AB")B>=[((4B)B"")B]B=[(A(B (B""'B))]B =(4B"")B= AB">mod r,
(AB")B*=[((4B)B"")B]B*=[(A(B(B"'B))]B>= (AB"""\B*= AB"™*mod r,

(AB")B"=AB"™ mod r.
In the same manner we have
B"(B" A= B""A mod r.
6) Lemma 1
A(B((AB)"))=(AB)"™! modr,
(((ABY)A)B =(AB)""! mod r.
where 7 is a positive integer and B has the inverse B
(Proof’)
From (14) we have
B(A(B((AB)"Y=((BA)B)(AB)'=(B(AB))(AB)'=B(AB)"! mod r.
Then
B (B(A(B(AB)"))= B(B (AB)""") mod r,
A(B(AB)")= (AB)""" mod r.
In the same manner we have
(((AB)")A)B=(AB)""! mod . q.e.d.
7) Lemma 2
A'(4B)= B mod r,
(BA)A'= B mod r.
(Proof’)
Here proof is omitted and can be looked up in the Appendix D.
8) Lemma 3
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A(BA™")= (AB)A mod r.
(Proof)
From (17) we substitute 4™ to C, we have
(A A)B A= A" (4B) 4™y mod .,
(B A=A ((4B) A™) mod r.
We multiply 4 from left side ,
A(B A= A(A™ (AB) A™))=(UB) A" mod r.  qed.
We can express A(BA™1), (AB)A such that
ABA™.
9) From (13) and Lemma 2 we have
A N((A(BA™)A)= A (A((BA™)A))=(BA")A=B mod r,
(4" ((AB)A™))A=((A"(AB))A™) A= A" (AB)=B mod r-

10) Lemma 4
(BAY)Y(AB)=B’mod r.
(Proof’)
From (17),
(BAYAB)=B((4'4)B)=B*> modr. q.ed.
11) Lemma S
(ABA™)( ABA™ Y= AB*4 ' mod r.
(Proof’)
From (17),

(ABA)(ABA™) mod r

AT (AXBAN[ABIA" = A" {([(ABA)ABYA"} mod r
— A" {[(AABAN)AB)A'}  mod r

= 4" {[(A(ABA)AB)A'}  mod r

= A" {[(AUBYA)AB)A'}  mod r.



We apply (15) to inside of [ . ],
= A" {[(A((4B)( A7 (4B)))}4"}  mod 7
— A" {[(A(AB)B)IA"}  mod 7
= A" {JA(ABB)JA"} mod r
={ A" [A(A(BB))]}A" mod r
=(A(BB))A" mod r
=AB*A" mod r. q.e.d.
12) Lemma 6
(AB"A")( AB'A™" Y= AB""4" modr.
(Proof’)
From (16),
[A (A (B"AN(AB)A]= {4 [(4(B"A"))(AB)]} A" mod 7
=AM [(AAB"A))ABMIA"} mod 7
=AM { [(A(ABMA))(ABMN]A"}  mod r
= A" {[(AAB™A)ABY] A"} mod 7
=4 { [(A*BMANAB")] A"} mod r.
We apply (15) to inside of { . },
=A" { (A*BM[A(ABNA)]}  mod r
=47 { (LB NABA]} mod r
= A" { (42B")B'A")} mod r
= A { (A (APB")(B'AY)} mod 7.
We apply (17) to inside of { . },
=4 {L([(ABMBIAN]} mod
= A { AN(APB"™AT)) mod r
= A { (L APB )4 mod r
= A { (42B"") 4"} mod r
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={ A?! (AzB”””)) }A'1 mod r
=(AB™™A"' mod r
=AB""4 'modr. qed
13) A<= O satisfies the following theorem.
Theorem 3
A*>=wl+v4 mod r,
where
“WYER,
1=(1,0,0,0,0,0,0,0)= O,
A=(a0,a1,. . .,617) =0.
(Proof’)
A>mod r
=( apap-a1a- aax- azas-asds- asas-asds-aza; mod 7,
aoar +araptarastazar-asar +asas-asas-a;az; mod r,
aoar-aastaxaotasastasar-asasztasar-azae mod 7,
aoaz-a1a7-aastasaotasastasar-asastazay mod r,
aoastaiar-aa-aszaet+asagtasa; tasaz-azas mod r,
Aoas-A1aetara3-azar-asa;+asaptasa +azas mod 7,
aoaetaias-arartasas-asas-asa; tasaotaza, mod r,
aoar+a aztaxas-asa) +asas-asas-asar +azap mod r)
=(2a¢*- L mod r, 2apa; mod r, 2apa; mod 7, 2apaz mod 7,
2apas mod r, 2apas mod r, 2apas mod 7, 2apa; mod r)
where
LA= a02+a12+a22+a32+a42+a52+a62 +a72 mod r.
Now we try to obtain u, vE R that satisfy A>=wl+v4 mod r.

wl+v4=w(1,0,0,0,0,0,0,0)+(aop,ai,...,a;) mod 7,
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A?= 2ay*- Lo mod 7, 2apa; mod r, 2aea; mod r, 2aea; mod r,
2apas mod 7,2 apas mod r,2apas mod r, 2apa; mod r).
Then we have
A=wl+vA=- Lo 1+2 apA mod r,
w=-Lymodr,
v=2aomod r. g.e.d.
14) Theorem 4
A'=wl+v,A mod r
where ¢ is an integer and wy, v, R.
(Proof’)
From Theorem 3
A*=wyltA=- L 1+2a¢4 mod r.
If we can express A'such that

A=wl+vA mod r€0 , w;, v/ER,

Then
AM'=(w1+v,4)A mod r
=W A+vi(-La 142 a oA ) mod r
=- La vA+(w2a¢v))4A mod r.
We have

W= - La vimod r€R,

vin=wr2apv¢ mod rER. q.e.d.

We can use Power (4,n,r) to obtain 4” mod r. (see the Appendix E)
15) Theorem 5
D€ O does not exist that satisfies the following equation.

B(AX)=DXmod g,



1
where B,A,D< O, and X 1s a variable.
(Proof?)
When X=1, we have
BA=D mod gq.
Then
B(AX)=(BA)X mod g.
We can select CE O that satisfies
B(AC)#(BA)C mod q.
We substitute CE O to X to obtain

B(AC)=(BA)C mod g.

(23) is contradictory to (22). q.e.d.

16) Theorem 6
DE 0 does not exist that satisfies the following equation.

C(B(AX))=DX mod r

where C.B,A,D< O, C has inverse C'' mod r and X is a variable.

B, A, C are non-associative, that 1s,
B(AC)#(BA)C mod r.
(Proof’)
If D exists, we have at X=1
C(BA)=D mod r.
Then
C(B(A4X))=(C(BA))X mod .
We substitute C to X to obtain
C(B(AC)y=(C(BA))C mod r.
From (13)
C(B(AC))=(C(BA))C=C((BA)C) mod r

(22)

(23)

24)

(25)
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Multiplying C! from left side,

B(AC)=(BA)C mod r
(26) is contradictory to (25). q.e.d.
17) Theorem 7
D and E< O do not exist that satisfy the following equation.

C(B(4X))=E (DX) mod r
where C,B,4,D and E< O have inverse and X is a variable.
A, B, C are non-associative, that is,

C(BA)#(CB)A mod r.
(Proof’)
If D and E exist, we have at X=1

C(BA)=ED mod r
We have at X=(ED)'=D"'E"! mod r.

C(B(A(D'EM)))= E (D(DE")) mod =1,

(CBAD'E™)))" mod =1,
(ED)A™")B")C! mod =1,
ED=(CB)A mod r.

From (28) and (29) we have
C(BA) =(CB)A mod r-.

(30) is contradictory to (27). g.e.d.

18) Theorem 8
DE O does not exist that satisfies the following equation.

A(B(A4'X))=DX mod r

where B,4,DE O, A has inverse A mod g and X is a variable.

(Proof?)
If D exists, we have at X=1

(26)

27)

(28)

(29)

(30)
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A(BA™)=D mod r.

Then

A(B(A X))=(A(BA™)X mod .
We can select C= O such that

(BAN)(CA?) # (BAHCO)A*mod r.
That is, (BA™), C and 4? are non-associative.
Substituting X=C4 in (31), we have

A (B(A(CAY)=(A(BA™Y)(CA) mod 7.

From Lemma 3

A(B(AO)A)))=(ABA™)(CA) mod 7.

From (17)

AB(A'OA=A((BAT)C]A) mod 7.

Multiply A from left side we have

B((A'C)4))= (BAHC)A mod r.
From Lemma 3

B(A(CA))=((BA™)C)A mod r.
Transforming CA to ((CA%)A™), we have

B(A((CAY)A™))=((BAC)A mod r:
From (15) we have

(BA™MY(CA*)A'=((BAC)A mod r.
Multiply 4 from right side we have

(BAN)(CA>)=((BAC)4* mod r:

(32) is contradictory to (31).

g.e.d.

§3. Preparation for fully homomorphic public-key encryption scheme

§3.1 Definition of homomorphic public-key encryption

G1)

(32)
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A homomorphic public-key encryption scheme HPKE:= (KeyGen; Enc; Dec; Eval)
is a quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the plaintext m & R(=Z/rZ) of the encryption schemes will be the
element in finite ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1%, system
parameters (r,4,B;F(X)) where =pq and p and g are secret large primes, outputs (pk,
sk) < KeyGen(1" ) , where pk is a public encryption key and sk is a secret decryption
key.

-Encryption. The algorithm Ene, on input system parameters (7,4,8;F(X)), public key
pk, and a plaintext m SR, components of plaintext u,v & R, random noises w,zER,
outputs a ciphertext C=('C 2C)E O[X]* <—Enc(pk; m) where F(X)E O[X].

-Decryption. The algorithm Dec, on input system parameters (»,4,B;F(X)), secret key
sk and a ciphertext C=('C,2C) € O[X]?, outputs a plaintext m*<—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameters
(r,4,B;F (X)), an arithmetic circuit ckt, and a tuple of 2 Xn ciphertexts (Ci,..., C,)E
{O[X]}**", outputs a ciphertext C’ =('C’ 2C") € O[X«—Eval(ckt; Ci,..., C,).

§3.2 Definition of fully homomorphic public-key encryption

A scheme FHPKE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:

Definition (Fully homomorphic public-key encryption). A homomorphic public-key
encryption scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it
satisfies the following properties:

1. Homomorphism: Let CR = {CR, },<n be the set of all polynomial sized arithmetic
circuits. On input (pk,sk) «—KeyGen(1*7),Vckt € CR),V (my,..., m,)ER" where n
=n(A), V(C,...,C,) where C«— Enc(pk;m,), it holds that:

Pr[Dec(sk;Eval(ckt; Ci,...,C,)) # ckt(my,. .., m,)] = negl(}).

2. Compactness: There exists a polynomial x« = u(A) such that the output length of Eval
1s at most u bits long regardless of the input circuit ckt and the number of its inputs.
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§3.3 Basic function

We consider the basic function before we propose a fully homomorphic public-key
encryption (FHPKE) scheme based on the enciphering/deciphering functions on
octonion ring over R

Let » be a composite number modulus selected by cloud data centre or system centre
where r=pq, p and g are secret large primes.

Let X=(xo,...,x7;) € O[X] be a variable.
Let F(X) be a basic function.

S:, T;E O are selected randomly by cloud data centre or system centre. such that S;!
mod r and 7;! mod r exist (i=1,...,k).

Basic function F(X) is defined as follows.
F(X):= ((SK(...((5:X)T))... )Ty mod r€ O[X],
=(fooxoHforxo T ... +fonxz,

Sioxotfuxot ... tfix7,

Jfroxotfxot ... +Hf7x7) mod r,
={f;} (i;=0,...,7)
with f; € R (i,j=0,...,7) which is published.
§3.4 Square root on composite number modulus
We discuss the calculation for the square root on composite modulus 7.
Let xER be the square root of a €R. That is, x’=a mod r.
Here we consider to find the square root of . We obtain next Theorem 9.

[Theorem 9]

If there exists the PPT algorithm AL1 for obtaining the square root of @ on composite
modulus 7, there exists the PPT algorithm that factorizes modulus » where a is a
quadratic residue on modulus 7.

(Proof?)

Let eER be any element in R.

We can express e and e mod 7 such that



16
e=ezkpte,hg modr, e,ER, ,,ER,,
e>=(ekpt+e,hg Ymod r,

=e, kp+e,*hg mod r,

By using the PPT algorithm AL1 we can obtain e’ which is one of ¢; (i=0,1,2,3), the
square root of €? on composite modulus 7 such that

ej=ezkpt+e,hg mod r,
e1=ezkp-e,hg mod r,
er=-e kpt+ey,hqg mod r,
es=-e kp-e,hg mod r.
As
GCD(ete,r)=GCD(2 eskp, pq)=p,
GCD(ete,r)=GCD(2 exhq, pg)=q,

the composite number 7 is factorized with 1/2 of probability.  g.e.d.

§4. Fully homomorphic public-key encryption scheme
§4.1 Public-key enciphering function
Here we construct the public-key encryption scheme by using the basic function F(X)

FIO=SK(-.-(($1X)T))... )T mod rEOLX]

={f;}(iy=0,...,7).

Anyone can calculate F''(X), the inverse function of F(X) such that

F'X)=87((.. (S (XTY))..) T mod r€0[X],

=(gooxo ™t ... +gomx7,

ioxot... +217x7,

g7()X()+ +g77X7) mod r,

={gy} (j=0,...,7)
with g;,€R (i,j =0,...,7).
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ALINVF denote the algorithm for calculating the inverse function of F(X).

We can calculate £71(X)E O[X] which is the inverse function of F(X), given F(X)E
O[X].

[ALINVF]
Given F(X) and r,
FF'(X)=F'(F (X))=X mod r& O[X]
=(foo(gooXo ... +gorxr)+ .. Hfor(groxoT ... +grxy),

Sfio(gooxot ... Tgomx7)t... Hir(groxot ... +g7x7),

fro(gooxot ... +gox7)+ ... Tf77(270x0t ... +g77x7)) mod 7,
=((foogoot- . .+ forgro)xot ...+ (foogorXo T ...+ f07877)%7,

(fiogoot- ..+ fizgro)xot ... H(fiogorxot ...+ fi7g77)x7,

(fgoot- . .+ frgro)xot... +(frgorxot ...+ fr7g77)x7) mod r,
=X=(xo,...,X7).
Then we obtain
JoogooT. ..+ f07g70=1 mod r
S10gooT. ..+ f17g70=0 mod r

70800 - ..+ f77270=0 mod
gi(i=0,...,7) 1s obtained by solving above simultaneous equation.
foogort...+ forgn=0 mod r

frogoit...+ fizgn=1 mod r

fogort...+ frrgn=0modr

21(i=0,...,7) 1s obtained by solving above simultaneous equation.
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Joogort. ..+ fo7g77=0 mod
Sfiogort. ..+ f17g77=0 mod

fugort...+ fr7g77=1 mod r
g7(i=0,...,7) 1s obtained by solving above simultaneous equations.

Then we have F 1(X) from F(X) and r. [

We define F/(X) and F*(X) as follows where i is a positive integer.
FA(X):=F(F(X)) mod r,

Fi(X):=F(F (X)) mod r,
F2X)=F'(F'(X)) mod r,

Fi(X)=F'(F(")(X)) mod .
The cloud data centre or system centre publishes the system parameters (r,4,5;F(X)).

We consider the communication between user U and user V. User U downloads the
system parameters (7,4,B;F(X)) from cloud data centre or system centre. User U selects
the random integer a ©Z to be secret and generates the public function F*(X) by using
algorithm Power(F(X),a,r). (see the Appendix F)

User U sends the coefficient of F¥(X), f,; R (ij =0,...,7) to cloud data centre or
system centre as the public-key of user U.

On the other hand user V downloads the system parameters (7,4,8;F(X)) and selects
the random integer b€ Z to be secret and generates the public function £(X) by using
algorithm Power(F(X),b,r). User V sends the coefficient of F*(X), fo;ER (i,j =0,...,7)
to cloud data centre or system centre as the public-key of user V.

User V tries to send to user U the ciphertexts of the plaintexts which user V
possesses. User V downloads the public-key of user U, F*(X), f.; €R (i,j =0,...,7) from
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cloud data centre or system centre.
User V calculates F“(X) from F “(X) by using ALINVF.

User V generates the common enciphering function Fyy(X,Y) between user U and user
V as follows. By using algorithm Power(F “(X),b,r) user V obtain F “(X).

User V obtain F “°(X) from F “°(X) by using ALINVF.

Then user V generates Fyuy(X,Y), the common enciphering function of user U and user
V such that

Fyu(XY):= F/(YF “(X)) mod r € O[X.Y]

In the same manner user U generates the common enciphering function
Fuv(X,Y):= F ™(YF "(X)) mod r& O[X,Y]
where

Fyu(X,Y)= Fuv(X,Y) mod .

We notice that

Fyu(X;1) = F (1F %(X))= F »4(F %(X))= X mod r.

User V confirms the system parameters (7,4,8;F(X)) from the cloud data centre or
system centre where

A=(ao,a1,a2,...,a7)E0 ,
B=(bo,b1,bs,...,b7) =0,
C=(1-ap,-ar,-az,...,-a7) €0,
Ly=|AP= a@*+a*+...+a=0mod r,
a=1/2 mod g,

Ly:=|BP*= bo*+bi*+...+b77=0mod r,
by=0 mod r,

abi+...+a7b7=0 mod r.
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A+C=1 mod r,
Lc=|CP=(1- ap)’+a*+...+a77=0mod r.

From Theorem 3 we have

A*=-L1+2 apA=Amod r,
B?=-L31+2 byB=0mod r,
C*=-Lc1+2(1- ag)C=Cmod 7,
[ABlo=[BA]o= ao bo-( a1b;+...+a7b7)=0 mod r, (33a)
[CB=[BClo= (1-a0)bo*+( aibi+...+azb7)=0 mod r, (33b)
Lyg= LiLg= Lgs~0 mod r,
Leg= Lelg= Lgc=0 mod 7,
(AB)*=-L431+2 [AB]oAB=01+04B =0 mod r,
(CB)*=-Lc1+2 [CB]yCB=01+0CB =0 mod r,
(BA)*=-Lp41+2 [BA]oBA=0 mod r,
(BCY=-Lpc1+2 [BC]oBC=0 mod r.

Theorem 10
(4B)A=0 mod r, (34a)
(BA)B=0 mod r. (34b)
(Proof’)
Here proof is omitted and can be looked up in the Appendix G.

Theorem 11

AB+BA= B mod r. (3%5)
(Proof’)
Here proof is omitted and can be looked up in the Appendix H.
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Theorem 12

(AB)(BA) =0 mod r, (36a)
(BA)(AB) =0 mod r. (36b)
(Proof)
From (17)
(AB)(BA)= (A(BB))A= (4(0))4 =0 mod r,
(BA)(AB) = (B(A4))B= (B(A)B=0mod .  q.e.d.
§4.2 Medium text

Here user V calculates the medium text 'M and *M from the plaintext m which user V
possesses as follows.

Let m &R be a plaintext.
Let u ,v&R be the components of the plaintext m such that
m=u+v mod r.
Let w, z€ R be random noises.
The medium text 'M and M are defined by
"M=uA+vC+'wAB+'zBA mod rE O,
M-=vA-uC+wAB+*2BA mod r€ O,

m:=u+v mod rER

=2['M]o mod 7.
As
A=Amodr , AC=0modr ,A(AB)=ABmodr, A(BA=0mod r,
CA=0modr , C=Cmodr  ,C(AB~0modr ,C(BAy=BAmodr,

(A4B)A=0 mod », (AB)C=ABmodr,(ABY=0modr ,(AB)(BA)=0modr,
(BA)A=BA mod r, (BA)C=0mod r , (BA)(AB)=0 mod r, (BA)*=0 mod r,

we have
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(‘M) =( uA+vC+wAB+'zBA) (uA+vC+wAB+'zBA) mod r

=1’ A+u'wAB+V*C+v'zBA+'wAB+u'zBA
=uvl+ (utv) (uA+vC+wAB+'zBA)
=-uv1+(u+v)' M mod 7.
On the other hand from Theorem 3
("M )=-LiyA+2['M]o'M mod r.
From ['M]o=uao+veoe=( u+v)/2 mod r
(‘M )=-LyA+(utv)'M mod r.

Then for any m,u,v,'w,'zER

LiyA|'MP=| ud+vC+wAB+'zBA | =uv mod r.

In the same manner we have

LoyAPMP=| vA-uC+*wAB+zBA |* =-vu mod r.

Theorem 13 (linear independence)

If

"M:= ud+vC+'wAB+'zBA =0 mod r,
then

u=v="w='z=0 mod r.
(Proof)

As [4]o=1/2 mod r,| AB]y=0 mod » and [ BA]y=0 mod r,
2['M AJ¢=u=0 mod r,
2['M CJ¢=v=0 mod r.

We have
"WAB+'zBA=0 mod r.

By multiply 4 from right side from Theorem 10
YW(AB)A+'zBAA=04 mod r,

(37a)

(37b)
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W0+1zBA=0 mod r.
We have
17=0 mod r,

Ww=0modr. qed.

In the same manner we have
If
M= vA-uC+*wAB+2BA =0 mod r,
then

u=v=*w=2z=0 mod r.

(Associative of medium texts)

Let
M= u1A+v C+'wi1AB+'z,BA mod r,
"M>= urA+v,C+'wrAB+'z,BA mod 7,
"Ms:= u34+v;C+HwiAB+z3BA mod r.
Then we have

"M Mo =(ur A+ CHwiAB+' 21 BA)(up A+, C+'wrAB+'2,BA) mod
= A+ vivaCH uy 'wart'wivy )AB +H( vi'zyHziup ) BA mod 7.
(M M) M,
= [(u1A+vi CH'wiAB+' 2, BA) (1 A+v,C+Hwn A B+ 2,BA) | uzA+vsC
+'wsAB+z3BA) mod r
=( wiup A+ vivy C+ ! wot'wiv, )AB
+(vi'zotziuy )BA) uzA+v;CHwsAB+z3BA)
=1z A+vivovs CHun ' wituy 'wavsHwivvs)AB

+(V1 122u3+121u2u3+V1V2123)BA mod r.
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MMy M)

= (w1 A+ C+1W1AB+1213A) [tou3A+vvsCHuy 1W3+1W2V3 )AB

+(V2123+122u3)BA]m0d r

=itz A+vivavs CHugun'witu 'wavsHwivns ) AB

+(vi'zous ' z1uous v 'z3)BA mod 7.

(1M11M2)1M3: 1M1(1M21M3) mod 7.

That is, it is said that 'A;,'M, and 'M; have the associative property.

Let

M= u1A+v C+'wi1AB+'z:BA mod r,
M= v2A-u, C+H*wrAB+22,BA mod r,
"Ms:= uzA+v;C+HwsAB+'z3B84 mod 7.
'M2M; =(uy A+ CwiAB+z1BA)(vaA-u, C+wrAB+2,BA) mod r
= 1 A- vit,CH( uy wo-wiup )AB H( vizotziv, )BA mod 7.
(\M M) M
= [(1A+viCHw1AB+z1BA) (2 A-u, CtwrAB+2,BA) | usA+vsC
+w3AB+z3:BA)mod r
=(uivA- vitykCH( 1ty wo-wity )AB H vizatziva ) BA)( usA+v;C
+w3AB+z3BA)
=uiVatsA-viuovs CHupvawstuiwovs-wiuy v )AB
+(viz2 ustziva uz- viua z3)BA mod r.
M (ML MS)
= (u1A+vC+w1AB+z1BA) (V2A-u,CtwrAB+z:BA)
(usA+v3sC+wsAB+z3:BA)mod r
=(u1A+vCtw1AB+z1BA)| v2 usA-up; viCH( v, witw,vs )AB

+( 2oU3-UrZ3 )BA]
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=u1 V2 usA-vi uy viCHuivaowstuywavs-wiupv)AB
+(z1v2 ustviz uz- viup z3)BA mod r.
Then we have
(\M2My) Ms= "M, (M, M) mod 7.
That is, it is said that 'M},2M, and M5 have the associative property.
In the same manner we have

(MPMo) M= M (M*Ms) mod r, 1,5,k € {1,2}.0]

(Homomorphism on medium text)

We can obtain the plaintext m+m; from 'My,' M, the plaintext mim, from 'My,'M, , *M,
and ’M, as follows.

"Mi1:="M+'M, mod r
2My1p:=>M,+*M> mod r
mi2:=2[Mi12]o mod
=2( w1 apt vi co) +2(u2 agtvz cp) mod r
= (u1+v1) H uytv2) mod r
=m,+m, mod 7. (38)
MMy =(uy A+ CHwi AB+H 21 BA) (up A+, CHwn AB+'2,BA) mod
= uitpr A+ vivaCH uy 'wat'wivy )AB +H( vi'zaHz1u ) BA mod 7.
2My2My =(viA-ui CHwiAB+2\BA)(v2A-u, CHwrAB+2,BA) mod r
= VAt uiunCH vi *wa-2wiuy )AB +( -u’zo+z1v, )BA mod r.
MMy =(uy A+ CHwi AB+ 21 BA)(vaA-uy C+HwrAB+2,BA) mod r
= upvad- vitupCH uy *wo-'wiun YAB H( vi’za+'z1v2 ) BA mod 7.
MM, =(v1A-u1C+2w1AB+ZleA)(u2A+sz+1szB+1ZZBA) mod r
= Vit A- v, CH vi'watwivy )AB +(- uy ' zp+z1us )BA mod r.
Mo =( My Mo MM A-( M2MoAPM, M) C

=( u1u2+ V1V2)A+(V1Ll2+ M1V2)C
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+H(vi'zot zius - w20 z1v0) BAH -uiPwot wiug - vitwa-2win,)AB
M= (MPMPM M) A-( M MoA2MMo)C
=(wvot viup)A-( ujuyt+ vivy)C
H viZzoHzivs - uy zo P z1u0) BAH -un 'wo-lwivs - vi2wo P wiun)AB
mi:=2['"Mi2]o
=2(uiuxt viva)aot2 (upvat viup)co
=yt vivet uvot vikp
= (u1+vi)(uptv2) mod r
= mmymod 7.

We have shown that we can obtain the plaintext 2, +m; from M., the plaintext mm,
from 'M,. [

We notice that in general, for any element DE O,

A((BA)D)# (A(BA))D=(0)D=0, (392)
A((AB)D) #(A(AB))D=(AB)D, (39b)
(BA)(AD)# ((BA)A)D=(BA)D, (39¢)
(AB)(AD)# ((AB)A)D=(0)D=0. (39d)

§4.3 Enciphering
Let (r,4,B;F(X)) be the system parameters where r=pgq, p and g are secret primes.
Let F*(X) be user U’s public-key and a =Z be user U’s secret key.

Let Fyu(X,Y) or Fuy (X,Y) be the common enciphering function between user U and
user V.

User V generate medium text ' M, M by using the plaintext m € R, the compornents ,v
€ R of the plaintext m and random noises 'w, 'z, w,’z € R such that

"M=uA+vC+'wAB+'zBA mod rE O,
M:=vA-uC+wAB+2zBA mod rE O,
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m:=utvmod rER.

User V calculates ciphertext Fyy(X,*M) by substituting medium texts M E O to Y of
Fyu(X,Y).

Fyu(XKM)
:( kCooX0+. . .+kC()7X7 )
ke 70X07t. . .+kC77X7 ) mod r
={kc;} (ij=0,...,7k=1,2).
User V sends {*¢;} (i,j=0....,7;k=1,2) to user U through the unsecured line.

§4.4 Deciphering

User U deciphers C(m,X):=(Fvu(X,'M), Fyvu(X,)M)) to obtain m from {kc;}
(ij=0,...,7;k=1,2) sent by user V as follows.

FouX'M): ={'cj} (i=0,...,7),
FP(Fyu(F(1),'M))
= F ba( F5(\MF “(F *%(1)))) mod r
=1 M,
Fyu(XM): = ey} (i770,...,7),
FP(Fyu(F ™(1),’M))
= F ba( F5CMF “(F %(1)))) mod r
=M.
m=2(['M]omod r
=u+vmod r&ER.
Theorem 14
For any m,m’ €R,
if C(m,X)= C(m’, X) mod r, then m= m’ mod r.
Thatis ,1fm #m’mod 7, then C(m, X)#* C(m’, X) mod r
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where
C(m, Xy=(Fap(X,'M), Fap(X,*M))
C(m” Xy=(Fap(X,'M’), Fap(X,?M))
"M:=ud+vC+'wAB+'zBA mod r€ O,
M= A+v’ C+'w’ AB+'2BA mod r € O,
M:=vA-uC+wAB+*2BA mod r € O,
M:=v’A-u’C+*w’ AB+?z’BA mod r € O,
m:=ut+vmod r,
m’=u’+v’ mod r.
(Proof)
If C(m, X)= C(m’, X) mod r, then
Fuov(X,'M) = Fuv(X,'M),
F(\MF ®(X))= F (M F “(X))
Fb(\MF b(F b (1)))= F (M F (F < (1))
F (M= F (M)
FO(F < (M))= F (F (M) mod 7,
'M='M"mod r
uA+vCHwAB+'zBA = uw’ A+’ C+'w’ AB+'z’BA mod r.
Then we have
(u - w)A+H(v-v)CHw-'Ww)AB+('z-'z)BA) =0mod r.
From Theorem 13 we have
u- w=v-v'=w-w=z-1"=0 mod r,
u=u’ mod r,
v=v"mod r,
lz=12"mod r,

w=Tw’ mod r.



29
We have

m=u+v=u’+v’=m’ mod r. q.e.d.

§4.5 Addition scheme on ciphertexts
Let
"My =u1A+viC+'wiAB+'z,BA mod rE O,
My=viA-uy C+H*w1AB+*z,BA mod rE O,
"M =uA+v, C+'wrAB+'2:BA mod rE O,
2My:=v,4-u>C+H*wrAB+?2,BA mod r€ O,
be medium texts to be encrypted where
mi:=u;+vy mod rER
=2['M1]o mod r,
my:= uytv, mod rER
=2['M;]omod r.

Let C(m1, X):=(Fuv(X,'M1),Fuv(X;M1)) and C(mz,X):= (Fuv(X,'Mo),Fuv(X,*Mo)) be
the ciphertexts. We difine the addiotion operation between C(m;,X) mod r and C(1,,X)
mod 7 such that

C(m1,X)+C(m2,X) mod r
=(Fuv(X,'M))+ Fuv(X,'My) mod r,Fuv(X,"M) ) +Fuv(X,>M>) mod 7)
=(Fuv(X,!M+'Mp) mod r, Fuv(X, *M, +*M>) mod r)
=(Fuv(X,'M1+2) mod r, Fuv(X,*M+2) mod r).
Then we have
C(my,X)y+C(my,X) mod r
= C(my12,X) mod r,
= C(m;+tm,, X) mod r.(From (38))

It has been shown that in this method we have the additional homomorphism of the
plaintext m.
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§4.6 Multiplication scheme on ciphertexts
Here we consider the multiplicative operation on the ciphertexts.

Let C(my,X):=(Fuv(X,'M)) mod r,Fuv(X,>M;) mod r) and C(m,,X):= (Fuv(X,'M>) mod
r,Fuv(X,?M>) mod r) be the ciphertexts where

"My =u1A+viC+'wiAB+'z,BA mod rE O,
My:=viA-uy C+H*w1AB+*z,BA mod rE O,
"M =uA+v, C+'wrAB+'2z:BA mod rE O,
2My:=v,4-u>C+H*wrAB+?2,BA mod r€ O,
my:=u;+v; mod rER
=2['M1]o mod r,
ma:= uytv, mod rER
=2['M>]o mod r.
We can calculate the ciphertext C(m;m.,X) of the plaintext m,m; by using
C(m,X) =(Fuv(X,'M7) mod r,Fuv(X,>M,;) mod r)
and
C(my,X) = (Fuv(X,'M>) mod r,Fuv(X,*M>) mod 7)
as follows.
Kn(X):= Fov(Fov(X, M), M)+ Fuov(Fuv(X2Ma) M) mod r
Kia(X):= Foy(Fov(X2M), Mi)+ Fus(Foy(X,'Ms) 2My) mod
Ki(X):= Ku((Fuv(X,4))- Kio((Fuv(X,C)) mod r
= Fuv(X, ("M Mo M M) A-( MPMo> My ' Ms)C) mod 7
= Fuv(X,'M2) mod r,
K>(X):= Kio(Fuv(X.A))- Kn((Fuv(X,C)) mod r
= Fuv(X, (M2MoAP M Mo) A-( My MM 2M5)C) mod 7
= Fuv(X,*M,2) mod r,

where
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1M12:: (lMl1M2#M12M2)A'(1M]2M2+2M1 le)C
:( Uyt V1V2)A+( U+ vluz)C
+( V1122+121u2 - u1222+221V2)BA+( —u12W2+1W1u2 - V11W2—2W1V2)AB
2M123: (1M12M2+2M1 le) A—(lMl 1M2+2M12M2)C
:( u1V2+ V1u2) A-( u1u2+ V1V2)C
+( VlzZz‘f‘lZle - u1122+221u2)BA+(—u1lwz-lwlvz - V12W2‘|2W1MQ)AB
m12:=2['"M2]o
=2(u1u2+ V1V2)ao+2 ( U+ Vluz)Co
=u1uz+ V1V2+ u1V2+ Viuo
= (u;+tv1)(u+v;) mod
= mymy mod 7.
We can express 'M, and M, such that
1]\412: ( u1u2+ V1V2)A+( u1V2+ V]M2)C‘|'( U1 2W2+1W1u2 - V11W2-2W1V2)AB
+( v1122+121u2 -U 2Zz+221V2)BA
=u A+ V12C+1W12AB+12123A mod 7,
M= (uvat ving) A-(wiuat viva)C +H -ur'wo-'wiva - vi 2wt wiup)AB
+( V1 2Zz+lZ1V2 - U1IZQ+ZZ1L[2)BA
=v124- u1,CH*wi2AB+z1,BA mod r,
where
U=yt vivo mod r,
Vi2:= vyt Vi, mod 7,
1W1222 -U| 2W2+1W11/l2 - V11W2-2W1V2 mod 7,
Z1=wv'zotH z1us - uy 2zo+z1v; mod 7,
2Win= Uy ' wa-'wivs - vi 2w HPwius mod 7,
22122: V1 222+121V2 - U1122+2Z1I/l2 mod r.

Then we have
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C(m12,X) =(Fuv(X,'M12) mod r,Fyv(X,*M}>) mod r)
= C(mimy,X).
We can decipher the ciphertext C(m,,,X) to obtain the plaintext m;m;, such that
F"(Fyy(F ?4(1),'M12) mod r
=F ba(Fba (\M, F Pa(F b4(1))) mod r
=M, mod r,
m1=2['"M2]o
=2(uuxt viva+( upvat viuz))co
= (u+vi)(uytv2) mod r
= mymy mod 7.

It has been shown that in this method we have the multiplicative homomorphism of the
plaintext m.

§4.7 Discrete logarithm assumption DLA(F,F “;q)
Here we describe the assumption on which the proposed public-key scheme bases.

Let » be a composite number. Let a, b and k be integer parameters. Let S:=(S1,...,5) €
O, T=(Ty,...,T)EO'suchthat S\ ,..., Sy and 777! ..., T;! exist.

Let F(X)=(SK(...((5:X)T1))...))Tr mod r< O[ X] be a basic function.
Let F*(X) mod »< O[X] be the public function.
Xis a variable.

In the DLA(F,F “ r) assumption, the adversary A4 is given F “(X)={ fu }
(1y=0,...,7), system parameters (r,4,B;F(X)) where F(X)= {f;}(i;j=0,...,7) and his goal
1s to find the integer a. For parameters & = k(L), a= a(L) defined in terms of the security
parameter A and for any PPT adversary A4 we have

Pr [FX)= {fi }, F X0 { fay b @ = Aa (1% { i}, { fag ))I= negl(R).

To solve directly DLA(F,F “;r) assumption is known to be the discrete logarithm
problem on the multivariate polynomial.
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§4.8 Computational Diffie—-Hellman assumption CDH(F,F * F %;r)

Let » be a composite number. Let a , b and & be integer parameters. Let S:=(S1,...,5) €
O, T=(T,...,T))EO0*suchthat S\ ..., Sy and 717! ..., T;! exist.

Let F(X)=(SK(...((51:X)T1))...))Tr mod r< O[ X] be a basic function.
Let F “(X) mod r< O[X] be the public function of user U.

Let £ 2(X) mod »€ O[X] be the public function of user V.

X is a variable.

In the CDH(F,F*, F;r) assumption, the adversary Aq is given F(X)={f,;}, F °(X)
={ foi }(ij=0,...,7), system parameters (r,4,5;F(X)) and his goal 1s to find Fuv(X, ¥)=
F-5(YF *(X)) mod r. For parameters k = k(A), a= a()) ,and b= b()) defined in terms of
the security parameter A and for any PPT adversary A4 we have

PrFQO={fj}.F )= {fa} F "QO= o} :FvXY)=F ““(YF “Q0y—Ad(1"{f }, fash
e 1)1= negl(D).

To solve directly CDH(F,F",F’;r) assumption is known to be the computational
Diffie—Hellman assumption on the multivariate polynomial.

§4.9 Syntax of proposed algorithms
The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameters (r,4,8;F(X)), where r=pq and p and ¢ are secret large primes, outputs
(pk,sk)«—KeyGen(1%), where pk=[{ f.; } (i;=0....,7)] is a public key and sk=(a) is a
secret key.

-Encryption. The algorithm Ene, on input system parameters (r,4,8;F(X)), public key
pk={f.;}(ij=0,...,7) and a plaintext m E R, outputs a ciphertext C(m.,X)«—Enc(pk,;m)
where 'M=uA+vC+'wAB+'zBA mod r,’M=vA-uC+*wAB+2BA mod r, m=u+v mod r.

-Decryption. The algorithm Dec, on input system parameters (r,4,B;F(X)), secret key
sk=(a) and a ciphertext C(m,X), outputs plaintext m=Dec(sk; C(m,X)) where
C(m,X) «<—Enc(pk;m).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameters
(r,4,B;F(X)), an arithmetic circuit ckt, and a tuple of 2 X n ciphertexts (Ci,...,C,),
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outputs an evaluated ciphertext C’ € O[X]*—Eval(ckt;Cy,...,C,) where C=C(m;,X)
(=1,...,n).

§4.10 Property of proposed fully homomorphic public-key encryption

(Fully homomorphic encryption) Proposed fully homomorphic public-key
encryption =(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the
following properties:

1. Homomorphism: Let CR = {CR,} e~ be the set of all polynomial sized arithmetic
circuits. On input (pk,sk) < KeyGen(1"), Vckt €CR;, V(my,...,m,) ER"
where n=n()), V(Ci,...,C,) where C; «—E(pk;p;), 'M= u;A+v,C+'w;AB+'z,BA
mod 7, 2M=v;,A-u;,C+*w,AB+*z,BA mod r, m=u+v, mod r. (i =1,...,n),
we have
Dec(sk;Eval(ckt; Ci,...,C,)) = ckt(m,,...,my).

Then it holds that:
Pr[Dec(sk; Eval(ckt; C,,...,C,)) # ckt(m,...,m,)] = negl(}).

2. Compactness: As the output length of Eval is at most flog,g=fA where ¢ is a positive
integer, there exists a polynomial ¢ = u(A) such that the output length of Eval is at most
w bits long regardless of the input circuit ckt and the number of its inputs.

§5. Analysis of proposed scheme

Here we analyze the proposed fully homomorphic pulic-key encryption scheme
described in section 4.

§5.1 Computing plaintext m from coefficients of ciphertext Fuv(X,M)
Ciphertext C(m,,,X):=(Fuv(X,'M,),Fuv(X, *M,)) is given such that
Fuv(X, *M,)= F ("M, F *(X)) mod rE€ O[X]
=(*enooxot caoxit ... Henom,

K K K
CnioXot conx1t ... Cu17 X7,

K k k
CnroXo T CrriX1+ ... +5Cu77 X7) mod 7,

={*cui} ((j=0,...,7;n=1,2,...; k=1,2)
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with kc,; ER (i,j,n=1.2,...;k=1,2),
where
'M,= u,A+v,C+'v,AB+'w,BA mod rE O,
M= v,A-u,C+*v,AB+*w,BA mod r € O,
UnsVny Wy, 20,00, 220, ER (n=0,...,7).
Let Fuv(X, Y):= {djn}(i,j,h=0,...,7) such that
Fuv(X, Y)= F (YF "(X)) mod ¢ € O[X,Y]
=( doooxoyot+dooixoy1 + ... +dorerys,

diooxoyotdioxoy + ... +dimxys,

drooxqyotdixoyit+ ... +d7x7y7) mod r,
={din} (iJ,h=0,...,7)
with dj; € R(i,j,h=0,...,7) which is secret.

Anyone except user U and user V does not know {d;} (i,,h=0,...,7) which is a
common enciphering function between user U and user V. Here we try to find
M=Cmo,...km7)  from  {fc,;}(ij=0,...,7;n=1,....4k=1,2) in condition that
din(ij,h=0,...,7) are unkown parameters. We have the following simultaneous
equations from Fuv(X, Y) and Fuv(X, *M,) where du(i,j,h=0,...,7) and (*m,...,5m.7)
are unknown variables.

K K k. _k _
dioo Muotdio1 mm~+ ... +dio7m7="cnio mod r

K K k. _k
dio mpotdnrmn+ ... +dn7"m7="c,y mod r

K K ko _k
dio mpotdm mm~+ ... +dg7m;="cpy mod r -
(=0,...,7)

For ¥M, (n=1,...,4;k=1,2) we obtain the same equations, the number of which is
512(=64*4*2).We also obtain 8 equations such as

| Fuv(1, M) =(*cuo0)*+ (“caro)*+. .. +(“cuzo)* mod r
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=M P=( 5a0) (. A+ (Fmr) mod ry(n=1,... 4k=12).  (40)

The number of unknown variables *M,(n=1,....4;k=1,2) and dy (ij,h=0,...,7) is
576(=512+8*4*2). The number of equations is 520(=512+8). Then the complexity G,.»
required for solving above simultaneous quadratic algebraic equations by using
Grobner basis is given such as

_ _ 1634w~ H80
Gret>Greb =(520+dregCoireg)” =(763C243)"=2"2"">> 2%

where G’ s the complexity required for solving 520 simultaneous quadratic algebraic
equations with 520 variables by using Grobner basis,

where w=2.39, and

dree = 243(=520%(2-1)/2 - 1/ (520%(4-1)/6) ).

It is thought to be difficult computationally to solve the above simultaneous
algebraic equations by using Grobner basis.

§5.2 Attack by using the ciphertexts of m and -m

I show that we cannot easily distinguish the ciphertexts of -m by using the ciphertext
C(m,X) =( Fuv(X, 'M), Fuv(X, ?M)). We try to attack by using “m and -m attack”.

Given the ciphertext C(m,X)=( Fuv(X,'M), Fuv(X,?M)), we try to find the ciphertext
C(m -, X) corresponding to the plaintext m=-m mod r

where
"M=uA+vC+'wAB+'zBA mod rE O,
M=vA-uC+*wAB+*2BA mod r€ O,
m=u+vmod rER
=2 [\M]o mod 7,
uy ,'w,'z.%w,’zER.
Let

IN:=sA+tC+'wAB+'z.BA mod rE O,
’N:=tA-sC+*wAB+z.BA mod rE O,

m..=-m= s+t mod r R,
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s.tw., 'z 2w, 2. ER.
We calculate 'M+'N such that
'MH N=uA+vC+'wAB+'zBA + sA+tC+'w.AB+'zBA mod r
=( ut+s)A+ v+ ) CH'w+'w.)AB+('z+'z)BA mod r.
As m + m=utv+s+=0 mod r, we have
u+t s=-(v+f) mod r.
AN
=( uts)(A-CO)+H('wt+'w)AB+('z+'z)BA mod r
#0< O (in general).
Then we have
Fou(1, "My+ Fuy(1,'N)
= F2(('\MHIN) (F (1))
#0< O (in general).

Next we calculate |[Fuv(1, M)+ Fuv(1, XN)]? where j.k € {1,2}.
D) [Fuv(L, "M+ Fuv(1, 'N)P

=|'M+NP
=|( uts)(A-Cy+('wH'w)AB+('z+'z)BA > mod
From (37a)
=-(uts)’> mod r#0ER (in general).
2) Fuv, 'M)- Fuu(1, 'N)P?
=['M-'NP
=|( u-5)A+H v-H)C)y+('w-'w)AB+('z-'z)BA > mod r
=( u-s)( v-t) mod r#0ER (in general).
3) [Fuv(L, "My+Fov(1, 2N
= '"M+>N]> mod r

=|( ut)A+H(v-s)C+H('W+w.)AB+('z+*z)BA Pmod r
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S)

6)

7)
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=( utt)( v-s) mod r
=-( vt+s)( v-s) mod r
=s*-v* mod r

#(0ER (in general).

[Fuv(1, 'M)-Fuv(L, *N)}
= 'M-N]? mod
=|( u-)A+(v+s)C+H('w-w)AB+('z-z)BA P mod r
=( u-t)( vt+s) mod r
=-(u-t)( u+t) mod r
=-u?> mod r# 0 ER (in general).

\Fuv(1,2M) +Fuv(1, IN)P=|*M +NP? mod r
=|( v$)AH(-ut+t) CHPw+w)AB+(%z+z)BA P mod r
=( v+s)( -u+f) mod
=-( utt)(-u+t) mod r,
=1~ mod r,

#(0ER (in general).

Fuv(1.2M) —Fuon(1, "NYP=|2M -'NP mod
=|( v-5)A+(-u-t)C+(Pw-'w.)AB+(*z-'z)BA > mod r
=-(v-s)( ut+t) mod r
=( v-s)(v+s) mod r,
=12-s> mod r#0ER (in general).

\Fuv(1,2M) +Fuv(1,2N)=|*M +*NP mod r
=|( v+ A+(-u-5) C+(*w+w.)AB+(*z+°z.)BA P mod r
=-( v+t)( uts) mod r
=( v+f)(v+f) mod 7,

=(v+)> mod 7,
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#0<R (in general).
8) Fuv(1,*M) -Fuv(1,2N)=|*M -*NI* mod r
=|( v-£)A+(-u+s) C+(Pw-*w.)AB+(*z-’z)BA [ mod r
=( v-1)( -uts) mod r

#0<R (in general).

It is said that the attack by using *“ m and -m attack™ is not efficient. Then we cannot
easily distinguish the ciphertexts of -m by using the ciphertext C(m,X) =( Fuv(X, 'M),
Fuv(X, *M)).

§5.3 Attack by using the ciphertexts C(m,X) of m

We try to obtain the plaintext m directly from the ciphertext C(m,X) =( Fuv(X, 'M),
Fuv(X, >M)) where

Fuv(X,Y) = F*(YF "(X)),
m=u+v mod r=R,
"M=uA+vC+'wAB+'zBA mod rE O,
2M=vA-uC+?wAB+2BA mod rE O.
From Theorem 3 and (37a),(37b) we have
Li=| Fov(1,'M)=|'M [>= uv mod 7,
| Fuv(1,*M)|*=]’M ’= -vu mod r,
Ly=| Fov(1,'M 2M)='M M P=(u-v)(v+u) =u*-v* mod r,
| Fuv(1, 'M P M)P=' MM =(u+v)(v-u)=v*-u* mod r.
If we can solve the following equation, we obtain > mod » and v* mod r.
X2- [X-(L1)*=0 mod 7,
X={ Lo+ [(Lo)HH4(L1)*] 2312, {Lo- [(La)y+4(L1)*] 123 /2.

We need to calculate [(L)*+4(L)*] ' to solve the above equation.From Theorem 9,
calculating [(L,)*+4(L1)*] ? is as difficult as factorizing modulus 7.

It is said that the attack by using the ciphertext C(m,X) is not efficient.
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§6. The size of the modulus r and the complexity for enciphering/deciphering
We consider the size of one of the system parameters, 7.

Theorem 2 shows that the order / of an element KE O is LCM { p*1,4>-1} in
general. The complexity required for obtaining the discrete logarithm of K *€ O is
O(sqrt(l)) where [ 1s the order of an element K& O[12]. We select the size of 7 such that
O(sqrt()) is larger than 2°°°, Then we need to select modulus 7 such as O (r)= 22°%.

We calculate the size of the parameter and the complexity required for the opration
in k=8 of F(X)=(S«((...((Si:X)T1))...)) T mod r ={f;} (i,j=0,...,7)EO[X].

1) The size of f; € R(i,j=0,...,7) which are the coefficients of elements in F(X) mod
€ 0[X] 1s (64)(log, r) bits =128kbits,

2) The size of f,; € R(i,j=0,...,7) which are the coefficients of elements in /" “(X) mod
q € O[X] 1s (64)(log, r) bits =128kbits, and the size of system parameters
(r,4,B;F(X)) s as large as 162kbits.

3) The complexity G; to obtain F(X) is (64*8*15)(logor)’= 2 bit-operations.

4) The size of Fuv(X,M) = F *(YF "(X)) € O[X,Y] is (512)(log, ) bits =1024 kbits.

5) The complexity G, to obtain F“(X), f; €ER (i,j =0,...,7) from F(X) and a, is

(8*8*8)*2*(logyr)*(logor)*= 2* bit-operations.

6) The complexity G; to obtain F*!(X) from F(X) by using Gaussian elimination is
(8%(82+. . A22 12142+, A7) +T*(8+T7+6+.. . 42)} (logor)*+8*(logyr)?
=2101%* (logor)*+ 8*(logor)*=23" bit-operations,

because 8 simultaneus equations have the same coefficients and 8 inverse
operations are required.

7) The complexity G4 to obtain F “(X) from F “(X) and b, is
(8*8*8)*2*(logyg)*(log,q)? = 2* bit-operations.
8) The complexity Gs to obtain Fyv(X,Y):= F *(YF *(X)) from F *(X) is
G3H(512*8)*(logyr)* = 2°7 bit-operations.

9) The complexity Geneipher fOr enciphering to calculate C(m, X)=(Fap(X,'M),
Fap(X,*M)) from Fyy(X,Y) and 'M M is 2*(64*8)*(logyr)* = 2* bit-operations.
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The size of C(m, X)=(Fas(X,' M), Fs(X2M)) is (64*2)* (logar) bits =256kbits.

We notice that the complexity Geneipher required for enciphering every plaintext m is
only 232 bit-operations.

10) The complexity Gecipher required for deciphering from Fyy(X,'M),Fuv(X,?M),
F(X)and F **(X) is given as follows.

As
FooX My ={'c;} (ij=0.....7),
F¥(Foo(F (1), M)
= F " F“(\MF “*(F *(1)))) mod r
=M,
m=2['M]o mod rER,

the complexity Guecipher is (64%2+1)(logor)’= 2% bit-operations.

On the other hand the complexity of the enciphering a plaintext and deciphering a
ciphertext in RSA scheme is

O(2(log n)*)=0(2**) bit-operations each
where the size of modulus 7 is 2048bits.

Then our scheme requires smaller complexity to encipher a plaintext and decipher
ciphertexts than RSA scheme.

§7. Conclusion

We proposed the fully homomorphic public-key encryption scheme with two
ciphertexts based on the discrete logarithm assumption and computational Diffie—
Hellman assumption. Our scheme requires not too large complexity to encipher and
decipher. It was shown that our scheme is immune from “m and -m attack”.
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Octinv(4)
S «— ai*+a*+...+a”mod r.
% S' mod r
r[1] «—rdiv S ;% integer part of 1/S
Res[1] «— rmod S ;% Residue
k 1
0] <1
Res[0] < S
while Res[k] # 0
begin
ke—k+1
r[k] «— Res[k—2] div Res[k—1]
Res[k] «— res[k—2] mod Res[k—1]
end
Q [k—1] <= (-1)safk—1]
L[k-1]«1
1— k-1
while 1> 1
begin
Q[i—1] « (-D)-Q[ i]a[i—1]+ L[ i]
L[i-1]<Q[i]
1—1—1
end

invS «— Q[1] mod r

INvA[0] «— ap«invS mod r
Fori=1,...,7,

vA[i] « (-1)+axnvS mod r

Return A= (invA[0], invA[1],..., invA[7])
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Appendix B:
Theorem 1
LetA=(a10,a11,...,a17)EO, a,< Rq (j:0,],...,7).
Let A"=( an,ans....an7) €0, ayy R, (n=1,...,7j=0,1,...,7).
aon ., 'sS(n=1,2,...;7=0,1,...) and b,’s (n=0,1,...) satisfy the equations such that
N= a112+... +d172 mod q
ao():l, bo:(), blzl,

an= Au-1,0A10 -bn_lNl’l’lOd q ,(n=1,2,. . ) (8)
b,= ap1,07t b,1a10 mod q (n=1,2,...) 9)
ay= b,a;;mod g ,(n=1,2,....j=1,2,....7) . (10)

(Proof’)

We use mathematical induction method.

[step 1]

When n=1, (8) holds because
a10= doo @10 - boN=a;o mod g.

(9) holds because
b1: a00+ boalo =ano :11’1’10(1 q.
(10) holds because
ay= blalj = ayj mod q., (/'=1,2,. . .,7)
[step 2]
When n=k,
If it holds that
ap= di1,0a10 - bk.leod q ,(k:2,3,4,. . ) )
bi= aj.10+ braaio mod g,
ay= baj;mod g ,(j=1,2,...,7),
from (9)
bi1= ai20t bioao mod q ,(k:2,3,4,...),
then

AkH:AkA:( aro , bkan,..., bka17)(a10,al1,. . .,a17)
=( ar aio - DN, axo an+ bran ano,. .., ai a1+ biarr aip)
=(araio - biN, (axo + braro)an,. .., (ak + braio)arr)
=( ai+1,0, bk+1,0 ails. .. bk+1,0 6117),
as was required. q.e.d.



45

Appendix C:
Theorem 2
For an element A=(aio,a11,...,a17) E Ry,
A=A mod g,
where
J:=LCM {¢*1,4-1}=¢*-1,
N:=a112+ a122+... +a172;£() mod q.
(Proof?)

From (8) and (9) it comes that
An0= Ap-10a10 - btN'mod g,
by= ap1 0+ bpaarymod g,
ano a10 + by N= (an-10a10 - bpaN) aro Han10+ bpaaro) N
=ay10a10° + arig Nmod q ,
bn N= ay10a10* + @10 N- ano aromod q
bt N= ay20a10° + anao N- a1 o aromod g,
a,o— 2 andnp-10- ( 61102 +N) anp-2,0 mod q, (7’121,2,... ) .

1) In case that — N # 0 mod ¢ is quadratic non-residue of prime g,
Because - N40 mod ¢ is quadratic non-residue of prime q,
(-N)V2=_1 mod q.
ano- 2 @10 an10 H( aro® +N) an20=0 mod ¢ ,
an=(F"(a10-0) + (- ai0)a")/( - &) over Fgla]
b,=(p"-a")/( p- a) over Fqla]
where a,f are roots of algebraic quadratic equation such that

t2-2a10t+a102+N=0.

o = ajo + V—N over Fqla],
B=a;,—V—N overFg[a]
We can calculate qu as follows.
BI" = (a0 —V=N)"  over Fgla]
= (a10? = V=N(=N)4"/%)? over Fy[a]

= (a;p — V=N(=N)U=D/2)a oyer Fg[a]
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= (ay0? — V=N (=N)@~D/2(=N)@=D/2) gver Fq[a]

=a;0 —V-N(=1)(=1) overFq[a]

= a;9 — V—N over Fqla]
= f over Fq|a].

In the same manner we obtain
2
a? = aover Fqla].

agzo = (BT (a10 — @) + (B —a)a®)/(B — @)
=(B(a10-0)) + (- ar0)a)/( f- ay=ar, mod g.
by = (BT —a”)/(B—a) =1 modg.
Then we obtain
AP=(apo,bpan,....bparr)

=( aio, an,...,a17)=Amod g

2) In case that -N+0 mod ¢ is quadratic residue of prime g
an=(f"(@0-a) + (- aro)a")/( f- @) modg,
bu=(f"-a")/(p-a) modgq,

As o, < Fgq, from Fermat’s little Theorem
p’=p mod g,
of=amod gq.

Then we have

aq =(f(ar0-0) + (f- ar)a?)/( - o) mod q
=(farra) + (B- a)a)/( f- @) mod g
=ajp mod g,

by =(p?-09)/( p- a)=1 mod q.

Then we have
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Clq :(aqo ,bqallz- . .,bqa17)

=( aio, ait,...,a17)=a mod q.

We therefore arrive at the equation such as
A’"'=4 mod q for arbitrary element A €O,
where
J=LCM { ¢*-1,g-1}=¢-1,
as was required. q.e.d.
We notice that
in case that N=0 mod ¢
an=1, bp=0, b=1.
From (8)
an= an.10a10 mod g ,(n=1,2,...),
then we have
an= app "mod q ,(n=1,2,...).

aq= aio = ajpmod q.

From (9)
b,= ap190+ bypaaiomod g ,(n=1,2,...)
=a10""'+ bpaaiomod q
=2a10 "'+ b,aa10* mod g
= (n-Daio "'+ biai™! mod ¢
=naio "' mod q.
Then we have

a,= nayp "'aymod q ,(n=1,2,....,j=1,2,...

g~ qalo‘f'lalj mod q :(),(j=1,2,. . 97) .
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Appendix D:
Lemma 2
AY(AB)= B mod r
(BA)A'= B mod r
(Proof’)

A= (ao/ |AP mod r, -a,/|A mod r,..., -a;/ |A]* mod r).

AB mod r

= ( aobo-albl— azbz— a3b3—a4b4— a5b5-a6b6—a7b7 mod v,
a0b1 +a1bo+a2b4+a3b7-a4b2+a5b6—a6b5—a7b3 mod r ,
aobz—a1b4+a2b0+a3b5 +a4b1—a5b3 +a6b7—a7b6 mod r ,
aobs-a\br-aybs+asbot+asbetasby-asbstazby mod 7,
aobst+aiby-arbi-asbet+asbot+asbr+asbs-azbs mod r,
a0b5—a1b6+a2b3—a3b2—a4b7+a5bo+a6b1 +a7b4 mod 7 ,
a0b6+a1b5—a2b7+a3b4—a4b3—a5b1 +a6bo+a7b2 mod r ,

aob7+a by +axbe-azby+asbs-asbs-ash,+azby mod r).

[47(4B)]o

={ ao(aobo-a1bi- a,by- asbs-asbs- asbs-asbs-a7b7)
+ai(aob1+aibotarbst+asbr-asbr+asbs-asbs-a03)
+ ay(aobr-a1bstarbo+asbs+asbi-asby+asbi-abe)
+as(aobs-a1br-abs+azbot+asbe+asbr-asbs+asb)
+adaobs+a;brasbi-asbst+asbotasb,+asbz-asbs)
+ as(apbs-a1bs+asbs-azbr-asb+asbytash;+azby)
+as(aobst+aibs-axb;+aszbsasbz-asb+asbo+asb,)
+aAaohr+ta;bstasbs-ash;+asbs-asbsashy+asby)} /AP mod r

={(ai*+a*+...+ar*) bo} /|AP =bo mod r

where [M ];denotes the i-th element of M < O.
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[4"(4B)]:
={ ao(aob1+aibo+arbs+asbr-asb,+asbe-asbs-abs)
-ai(aobo-a1bi- axbs- asbs-asbs- asbs-asbes-a7b7)
-ay(aobsta byr-arbi-asbe+asbot+asbr+asbs-azbs)
-as(aob7+ai1bs+axbs-asb, +asbs-asbs-asbr+azby)
+as(aobr-a\batarbo+aszbs+asbi-asbs+ashi-abe)
- as(aobs+abs-arbr+aszbs-asbs-asb+asbo+asb;)
+ag(aobs-a1bs+arbs-asbr-asbr+asbotash +azbs )
+ar(aohs-a1br-asbs+azbo+ashs+asbr-asbs+azby)} /A mod r

:{( a02+a12+. . .+a72) b]} /|A|2:b1 mod r.

Similarly we have
[4(4B)]=b;mod r (i=2,3,...,7).
Then

A (AB)=B mod r. q.e.d.
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Appendix E:

P=A"mod r€0O
Power(A4,n,r)
P—1
while n+ 0
begin

if n is even then A «<A*4A mod r , n «n/2
otherwise P<—A4*P mod r, n «—n-1

end

Return P
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Appendix F:

P(X)=A4"(X) mod r< O[X]
Power(A(X),n,r)

PX)—1<€0

while n# 0

begin

if n 1s even then A(X)«—A(A(X)) mod r , n «—n/2
otherwise P(X)«—A(P(X)) mod r, n <—n-1

end

Return P(X)
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Appendix G:
Theorem 9

Let O be the octonion ring over a finite ring R such that
O={(ao,a1,...,a7) |a; & R (j=0,1,...,7)}.

Let A,B €0 be the octonions such that

A=(ao,a1s...,.a7), ;€ R (j=0,1,...,7),

B=(bo,br,...,b7), b,& R (j=0,1,...,7),
where

by=0 mod r, ag=1/2 mod r,

ay’+a*+...+a”=0 mod r,

by*+b*+...+b7"=0 mod r

and

aib+ axbrtazb;+4bs+ asbs+asbstab7=0 mod r.
A, B satisfy the following equations.

(4B)A= 0 mod r,

(BA)B=0mod r.

(Proof’)
AB mod r

= ( aobo -a 1b1- azbz- a3b3-a4b4- a5b5-a6b6-a7b7 mod r,
aob1+a1bot+asbstaszbr-asbr+asbs-asbs-a;b; mod 7,
aobr-a\bstarbotasbstasbi-asbs+asbr-a;b¢ mod r,
aobs-a1br-arbs+asbot+asbst+asbr-asbs+azby mod r,
aobst+a1by -arby -azbetasbytasb;+ aghbs -azbs mod r,
aobs-a\betabs-asbr-asbr+asbytashb +azbs mod 7,
aobst+aibs-arbr+asbs-asbs -asb1+asbo +azb> mod r,

aob7t+ai1byt+arbs-azbi+asbs-asbs-asbr+abymod r)
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[(AB)A]o mod r
= (‘aobo - a1b1- axby- asbs-asbs- asbs-asbs-ab7 ) ap
-(aob1taibo+asbst+asbr-asbr+asbs-ashs-azbs) a;
-(aobr-a1bs+arby+asbs+asbi-asbs+asbi-azbs ) as
-(aobs-a1br-axbs+asbo+asbs+asbr-asbatarb, ) a;
-(aobataiby -arb -asbs+asbo+asb:+ asbs-aibs) a,
-(aobs-a1bstarbz-asbr-asbi+asbot+ashb+azbs) as
-(aobstaibs-arbr+aszbs-asbs -asby+asbo +ab, ) ag,
-(aob7+a1bs+taxbe-asb,+asbs-asbs-asbr+azby ) a7) mod r
As
be=0 mod r,
ap’+a*+...+a7=0 mod r,
bo*+b*+...+b7=0 mod r
and
a1b\+ axbytaszbst4bst+ asbst+asbst+a;b7=0 mod r,
we have
[(AB)A]o mod r
=( aobo - a1bi- aby- asbs-asbs- asbs-asbs-a7b7 ) ap
-(aob1taibotasbs+asbr-asbr+asbgs-asbs-azbs) a;
-(aobr-a1bstarbotasbs+asbi-asbs+asbi-azbe ) az
-(aobs-a1br-axbs+asbotasbe+asbr-asbatasb, ) a;
-(aobataiby -arb -asbs+asbo+asb:+ asbs-arbs) aa,
-(aobs-a1bstarbs-asbr-asbr+asbo+ashi+azbs) as
-(aobstaibs -arbr+asbs-asbs -asb, +asbo +aby ) as
-(aob7+a1bs+axbe-asb,+asbs-asbs-asbr+azby ) as

:( ap0-0 ) ao
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- ao (a1 bi+tasby+asbstasbs+asbs+asbetazbr)
- ai(axbs+asbr-asbr+asbe-asbs-arbs-arbs-asb7+ash; -asbs+asbs+asbs)
- ap (asbstasb-asbs+ascbr-azbs-asbs-asb, +asbs-asb+azbe)
- a3 (asbstasbr-asbs+arbi-asbs —asbr+ asbs-azby)
- a4 (asb7+ aebs -azbs-asb7- acbs+asbs)
- as (agb1+azbs-achbi-abs)
-( a7by) as-(-ashz) as

=0 mod r,

[(AB)A]; mod r
= (aobo- a1bi- axbsr- asbs-asbs- asbs-asbs-arb7 )ay
+( aob1 taibo+arbs+asbi-asbr+asbs-asbs-azbs)ag
+( aobr-a1bs+arbot+asbs+asb-asbs+asbi-arbe)as
+( aobs-ai1br-axbs+asbo+asbetasby-asbatazby)a;
-( aobst+abs -azb -asbs+asbytasbi+ asbs -abs)as
+( aobs-a1be+axbs-asbr-asbr+asbo+asb+azbs)as
-( aobstaibs-abr+aszbs -asbs -asby +asby +azby)as
-( aob7taibs+axbs-asbi +asbs-asbs-asbr+azbo)as
= ((ao0-a1b1- axby- asbs-asbs- asbs-asbs-arb7 )a,
+2( a1b1+tasbr+asbs+asbs+asbs+asbs+arbs )a;
+( apb1 +0+asbs+aszbr-asb, +asbg-asbs-abs3)ay
+( apbr-a1bs+0+azbs+asbi-asbs+asbr-arbe)as
+( aobs-ai1br-axbs+0+asbetasbr-asbs+arby)a;
-( aobataiby-axb; -asbe+0+asbr+ achbs -azbs)as
+( apbs-ai1bstaxbs-asbr-asb7+0+ash,+asbs)as

-( aobet+aibs-arbr+azba-asbs -asb,+0 +a7b2)a5
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—( aob7 +Cl1b3 +a2b6—a3b1 +a4b5—a5b4—a6b2 +O)a3
= by (ar’*+ag*+as+a? +a*+ass+as"+as’)
+ by (@ai-asap+aoas+asar-a\ar-azas-aas+asas)
+ b3 (aza) -azap -asastaoar -asar+axast+ashs- aias)
+ b4 (a4a1+a2a0—a1a4—a6a7—a0a2+a7a6-a3a5 +a5a3)
+b5 (asa1-a6a0+a3a4—a2a7+a7a2+aoa6-a1a5-a4a3)
+ be (asa1 +asap-arastasar+azar-a1as-aoas-a,as)
+ bi(ara)+azaptasas-a1ar-asar-asas+aras-aoas)
=0 mod .
In the same manner we have
[(4B)A4]=0 mod r (i=2,...,7).
Then we have
(4B)A=0 mod r.
In the same manner we have

(BA)B=0 mod r. q.e.d.
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Appendix H:
Theorem 10

Let O be the octonion ring over a finite ring R such that

O={(ao,a1,...,.a7) | ;€ R (j=0,1,...,7)} .
Let A,B €0 be the octonions such that

A=(ao,a,...,a7), ;€ R (j=0,1,...,7),

B=(bo,br,...,b7), b, & R (j=0,1,...,7),
where

by=0 mod r, ag=1/2 mod r,

ay*+a>+...+a7=0 mod r,

bo*+b*+...+b7"=0 mod r

and

aib+ arbrtazb;+4bs+ asbs+asbstab7=0 mod r.
A, B satisfy the following equations.

AB+BA= B mod r.

(Proof?)
ABmod r

= ( aobo -a 1b1- azbz- a3b3-a4b4- a5b5-a6b6-a7b7 mod r,
aob1+ai1bot+arbstazbr-asbr+asbs-asbs-a;b; mod r,
aobr-a\bstarbotasbstasbi-asbs+asbr-a;b¢ mod r,
aobs-a\br-aybs+asbot+asbst+asbr-asbs+a;by mod 7,
aobst+a1by -aby -azbetasbytasb;+ aghbs -azbs mod r,
aobs-a\betarbs-asbr-asbr+asbytashb +azbs mod r,
aobst+aibs-a,br+asbs-asbs -asb1+asbo +azb> mod r,

Clob7 +a1b3 +a2b6-a3b1 +a4b5-a5b4-a6b2 +a7bo mod l”),
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BAmod r
= ( boao - brar- bras- biaz-bsas- bsas-beas-b;a; mod r,
boait+biagt+bras+bsar-bsar+bsag-bsas-braz mod r,
boar-bras+braytbsastbaa-bsas+bgar-bras mod r,
boaz-biaz-bras+bsapt+baast+bsar-bsas+bra; mod r,
boast+biay -bray -bzastbaaytbsar+ beas -bras mod r,
boas-biast+braz-bsar-bsar+bsayt+besay +bras mod 7,
boas+bias -brar+bsas-baas -bsai +besay +bra, mod r,
boar+biaz+byas-bia; +baas-bsas-bsar+brapmod 7).
[AB +BA]o= aobo - a1bi- axbs- aszbs-asbs- asbs-asbs-a7b7
+ boay - brai- baar- bsaz-bsas- bsas-beas-bra;
=0-0+0-0=0 =by mod r.
[AB +BA]\= aobi+a1bot+axbs+azb-ash,+asbs-asbs-ab;
+ boai +biaytbras+bzar-bsar+bsas-beas-braz
=2aob1=bymod r.
In the same manner
[AB +BAl=b; (i=2,...,7).
We have
AB+BA=Bmodr. q.e.d.



