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Abstract. In this paper | propose the new fully homomorphic public-key
encryption scheme without bootstrapping that is based on the discrete
logarithm assumption and computational Diffie—Hellman assumption of
multivariate polynomials on octonion ring. The key size of this scheme and
complexity for enciphering /deciphering become to be not so large to
handle.
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81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomaorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
program never decrypts its input, it can be run by an untrusted party without revealing
its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.

With homomorphic encryption, a company could encrypt its entire database of e-
mails and upload it to a cloud. Then it could use the cloud-stored data as desired-for
example, to calculate the stochastic value of stored data. The results would be
downloaded and decrypted without ever exposing the details of a single e-mail.

Gentry’s bootstrapping technique is the most famous method of obtaining fully
homomorphic encryption. In 2009 Gentry

has created a homomorphic encryption scheme that makes it possible to encrypt
the data in such a way that performing a mathematical operation on the encrypted
information and then decrypting the result produces the same answer as performing
an analogous operation on the unencrypted data[5],[6]. Some fully homomorphic
encryption schemes were proposed until now [7], [8], [9], [10], [11].
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But Gentry’s solution was to use a second layer of encryption, essentially to
protect intermediate results when the system broke down and needed to be reset. In
Gentry’s scheme and so on a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations.

In cloud computing system the fully homomorphic public-key system which runs
fast is strongly required now.

82. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.
82.1 Multiplication and addition on the octonion ring O

Let g be a fixed modulus to be as large prime as 22°®,  Later (in section 6) we discuss
the size of the system parameter q.

Let O be the octonion [4] ring over a finite field Fq.
O:{(aoya].; ._,,617) | a‘J s Fq (j:Oala- . 57)} (1)

We define the multiplication and addition of A,B €0 as follows.

A=(ap,as,...,a7), 8y Fq (j=0,1....,7), (2)
B=(bo,bs....,b7), bj& Fq (j=0,1,...,7). (3)
AB mod q

= (&b - a1bs- azh,- ashs-asbs- asbs-ashs-azb; mod g,
aobs+aibg+ashs+ashs-asb,+ashs-ashs-azb; mod g,
aohz-a1b4+asb+ashs+asb;-ashs+aghs-azbe mod g,
aohs-a1b7-a2bs+ashe+asbs+ash,-aghs+azh; mod g,
aobs+ash, -ayb; -ashs+aybo+ash;+ aghs -azbs mod g,
aobs-a;bg+azbs-ash,-asb,+ashy+ash; +azbs mod g,
aobe+asbs -axby+asb, -asbs -ashi +ashg +asb, mod q,

agh7+asbs+asbs-ashi+asbs-ashs-ash+azbo mod ) (4)

A+B mod q
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=(ap+bomod g, a;+b; mod q, a+b, mod g, as+bsmod q ,
ay+bsmod q, as+bsmod g, as+bs mod g, a;+b;mod q ). (5)
Let
|A= ap?+a,%+...+a;°mod q. (6)

If |A]>2£0 mod g, we can have A%, the inverse of A by using the algorithm Octinv(A)
such that

Al=(ap/|AP mod q, -a;/ |A? mod q,..., -a;/ |A» mod ) < Octinv(A). (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.

§2.2 Order of the element in O
In this section we describe the order “J ” of the element “A4 ” in octonion ring, that is,
A=A mod g€ 0.

Theorem 1

Let A:=(awo,a11,...,a17) €0, a;j=Fq  (j=0,1....,7).

Let (&no,any, ...,an7) :=A"E0 , aneFq  (n=1,2,...;j=0,1,...,7).

oo , anj S(N=1,2,...;j=0,1,...) and by’s(n =0,1,...) satisfy the equations such that
N:=ay?+...+a;7> modq

Ao =1, bg:=0, by:=1,

ano= a@n-10a10 — bpaN mod q ,(n=1,2,...), (8)
bn= an-10+ bpaazo mod q,(n=1,2,...), 9)
an= bpagj mod q ,(n=1,2,...;j=1,2,...,7) . (10)

(Proof:)

Here proof is omitted and can be looked up in the Appendix B.

Theorem 2

For an element A=(a10,a11, ...,a17) = O,
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A¥1=A mod g,
where
J=LCM {g*1, g-1}=0?-1,
N:=ay?+ ap*+...+a;7>#0 mod q.
(Proof:)

Here proof is omitted and can be looked up in the Appendix C.

82.3. Property of multiplication over octonion ring O

A, B, C etc.=0 satisfy the following formulae in general where A,B and C have the
inverse A, B! and C*mod g.

1) Non-commutative
AB#BA modq.
2) Non-associative

A(BC)+(AB)C mod q.

3) Alternative
(AA)B=A(AB) modq, (11)
A(BB)=(AB)B mod g, (12)
(AB)A=A(BA) mod q. (13)
4) Moufang’s formulae [4],
C(A(CB))=((CA)C)B mod g, (14)
A(C(BC))=((AC)B)C maod g, (15)
(CA)(BC)=(C(AB))C mod q, (16)
(CA)(BC)=C((AB)C) maod g. (17)
5) For positive integers n,m, we have
(AB)B" =((AB)B™1)B=A(B(B"'B))=AB™  mod g, (18)
(AB")B =((AB)B™1)B=A(B(B"'B))=AB™ mod (19)

B" (BA) =B(B™(BA))= ((BB™)B)A=B™A mod (20)
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B(B" A)=B(B™(BA))= ((BB™1)B)A=B™!A mod q.
From (15) and (19), we have
(AB")B2=[((AB)B ™1)B]B=[(A(B (B™'B))] =[AB™!]B= AB™2 mod g,
(ABMB3=[((AB)B"™)B]B2=(A(B(B"'B)))B2= (AB™)B2= AB™3mod g,

(AB")B™= AB™™ mod g.
In the same way we have
B™(B" A)=B™™A mod q.
6) Lemma 1
A(B((AB)"))=(AB)™ mod q,
(((AB)MA)B =(AB)™! mod q.
where n is a positive integer and B has the inverse B2
(Proof?)
From (14) we have
B(A(B((AB)")=((BA)B)(AB)"=(B(AB))(AB)"=B(AB)™! maod q.
Then
B*(B(A(B(AB)")))=B™(B (AB)™) mod g,
A(B(AB)")= (AB)™! mod g.
In the same way we have
(((AB)MA)B=(AB)™! mod . g.e.d.
7) Lemma 2
A1(AB)=B mod g,
(BA)A'=Bmod q.
(Proof:)

Here proof is omitted and can be looked up in the Appendix D.

(21)



8) Lemma 3
A(BA1)= (AB)A1mod g.
(Proof?)
From (17) we substitute A*to C, we have
(AA)(B AY)= A ((AB) A) mod q,
(B AY)=A1((AB) AY) mod q.
We multiply A from left side ,
A(B A= A(A* ((AB) A1)=(AB) At mod q.
We can express A(BA?), (AB)A? such that
ABA?,

9) From (13) and Lemma 2 we have
AY((A(BAY)A)= ALA((BAYA))=(BAHA=B mod g,
(A ((AB)A)A=((A"1(AB))A1)A= A1(AB)=B mod q.

10) Lemma 4
(BAY)(AB)=B?mod q.
(Proof?)
From (17),
(BAY)(AB)=B((A*A)B)=B?> modq. q.ed.
11) Lemma 5
(ABA)( ABA)= AB?A1mod q.
(Proof?)
From (17),

(ABAY)(ABA?) modq
=[A" (A(BA)II(AB)AT]= A* {[(A*(BA™))(AB)JA"} mod g
= AT {[(A(ABA))(AB)JA'} mod g

g.e.d.
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= A {[(A((AB)A))(AB)JA'} mod g
= A {[(AAB))AD))(AB)JA'} mod q.
We apply (15) to inside of [ . ],
= A {[(A((AB)(A(AB)))]A"} mod g
=A*{[(A((AB)B))]A"} modg
= A {[AA(BB))]A"} modg
={ A" [A(A(BB))I}A™ mod g
=(A(BB))A! mod g
=AB?Amod q. g.e.d.

12) Lemma 6
(AB"AY)( AB"AL )= AB™"AT mod g.
(Proof?)
From (16),
[A™ (A%(BTAT)]I(ABNA]= {A™ [(A(BTA™))(AB"]}A mod g
= A [(AA(B"A™))(AB")]A™} mod g
= A [(A((ABTA)(ABN]AT}  mod g
= AT { [(A(ABM)A™))(AB"] A"} mod g
= A { [(ABMAT)(ABN] A"} mod q.
We apply (15) to inside of { . },
= AT { (A"BM[A((ABNAT)]} modg
= AT { (ABM[AYAB'AY)]} modg
=AT{(A2B"(B"AY)} mod q
=AT{(AYABM)(B"A1)} mod q.
We apply (17) to inside of { . },
=AT{AY([(A°BMB"AY]} modg



8
= AL { AY(AB™")AY} mod g
= A1 { (AY(AB™M)A} modq
= A1 {(A2B™MA1} mod q
={ A1 (A2B™")) }A? mod q
=(AB™MA? mod q
=AB™"Almodqg. g.ed

13) A€ O satisfies the following theorem.

Theorem 3
A2=w1+vA mod q,
where
Fw,vEFq,
1=(1,0,0,0,0,0,0,0) €0,
A=(ap,ay,...,a7) 0.
(Proof?)

A2 mod q
=( apdo-a1a1- A28~ A3A3-A4d4- AsAs5-Asds-azay Mod g,
a1 +a1do+aast+azar-audy+asds-asds-a7as Mod q,
Aoa-a18u+ayag+azas+asa-asaz+asar-azas mod d,
apaz-a1a7-a a5 +azdgtaydst+asaz-asayt+aza; mod g,
Qoay+a182-2p31-a3as+audo+asar+asas-azas mod g,
A0As5-2186+a283-A382-A4d7+aAsA0+asas +a784 MOd (,
Aoas+a185-apa7+azau-a4as-asas +asao+ara, mod g,
a7 +a183+a86-8381 +a4as-asas-Asaz+a7ao MOd Q)
=(2a0?- L mod q, 2a5a; mod ¢, 2a,a, mod q, 2a,az mod q,
2apa4 mod q, 2apas mod g 2a0as mod g, 2a,a; mod q)



where
L= ap?+a,?+a’+ag+as>+ag>+ag>+a;> mod q.
Now we try to obtain u, vE Fqthat satisfy A>=w1+vA mod q.
wl+vA=w(1,0,0,0,0,0,0,0)+v(ap,a,...,a7) mod q,
A%= (2a0>- L mod q, 2apa; mod g, 2a5a, mod g, 2aaz mod g,
2apa4 mod q,2 agas mod g,2a0as mod g, 2apa; mod q).
Then we have
A?=w1+vA=-L1+2 asA mod q,
w=-L mod g,
v=2a,mod q. g.e.d.
14) Theorem 4
At=w;1+v;A mod g
where t is an integer and w;, vi< Fq.
(Proof?)
From Theorem 3
AZ=w,1+v,A=-L1+2a,A mod q.
If we can express Atsuch that

At:Wt1+VtA mod q €0 , Wi, ViE Fq,

Then
AF=(wl+v:A)A mod g
=wA+v(-L1+2 apA ) mod g
=-Lvil+( We+2avi)A mod g.
We have

W= -L vimod g = Fq,
V1= Wwet2agv mod g=Fg. g.e.d.
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We can use Power(A,n,q) to obtain A" mod g. (see the Appendix E)

15) Theorem 5

D <0 does not exist that satisfies the following equation.

B(AX)=DXmod g,

where B,A,.DEO0, and X is a variable.

(Proof?)
When X=1, we have
BA=D mod q.
Then
B(AX)=(BA)X mod g.

We can select C <0 that satisfies

B(AC)+ (BA)C mod g.

We substitute C= O to X to obtain
B(AC)=(BA)C mod g.
(23) is contradictory to (22).

16) Theorem 6

D <0 does not exist that satisfies the following equation.

C(B(AX))=DX mod g

(22)

(23)
g.e.d.

(24)

where C,B,A,DE0, C has inverse C*mod ¢ and X is a variable.

B, A, C are non-associative, that is,

B(AC)# (BA)C mod g.

(Proof?)

If D exists, we have at X=1

(25)
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C(BA)=D mod g.

Then

C(B(AX))=(C(BA))X mod q.
We substitute C to X to obtain

C(B(AC))=(C(BA))C mod q.
From (13)

C(B(AC))=(C(BA))C=C((BA)C) mod q
Multiplying C* from left side,
B(AC)=(BA)C mod g

(26) is contradictory to (25). g.e.d.

17) Theorem 7
D and E< O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod g
where C,B,A,D and EE O have inverse and X is a variable.
A, B, C are non-associative, that is,
C(BA)#*(CB)A mod g.
(Proof?)
If D and E exist, we have at X=1
C(BA)=ED mod q
We have at X=(ED)*=DE* mod g.
C(B(A(D'E™))=E (D(D'E™)) mod g=1,
(C(B(A(D'E™)))™* mod g=1,
((ED)AY)BHC?! mod g=1,
ED =(CB)A mod g.
From (28) and (29) we have

(26)

(27)

(28)

(29)
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C(BA) =(CB)A mod g.
(30) is contradictory to (27). g.e.d.

18) Theorem 8
D <0 does not exist that satisfies the following equation.
A(B(A*X))=DX mod g
where B,ADE0O, A has inverse A*mod g and X is a variable.
(Proof?)
If D exists, we have at X=1
A(BAH)=D mod g.
Then
A (B(AX))=(A(BA™1)X mod g.

We can select C< O such that

(BAL)(CA?) # (BAH)C)A2mod q.

That is, (BAY), C and A? are non-associative.
Substituting X=CA in (31), we have
A (B(A*Y(CA)))=(A(BA™1))(CA) mad q.
From Lemma 3
A (B((A*C)A))=(A(BA™))(CA) mod g.
From (17)
A (B((A*C)A)))=A([(BA1)C]A) mod q.
Multiply A from left side we have
B((A*C)A))= (BAH)C)A mod g.
From Lemma 3
B(A1(CA))=((BA1)C)A mod q.
Transforming CA to ((CA?)A™), we have

(30)

(31)

(32)
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B(AY((CA9)A)=((BA)C)A mad g.
From (15) we have
((BAL)(CA2)A=((BAL)C)A mod g.
Multiply A from right side we have
((BAH)(CA%)=((BAY)C)A’mod g. (33)
(33) is contradictory to (32). g.e.d.

83. Preparation for fully homomorphic public-key encryption scheme
83.1 Definition of homomaorphic public-key encryption

A homomorphic public-key encryption scheme HPKE:= (KeyGen; Enc; Dec; Eval)
is a quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the plaintext p & Fq of the encryption schemes will be the element in finite
field, and the functions to be evaluated will be represented as arithmetic circuits over
this ring, composed of addition and multiplication gates. The syntax of these algorithms
Is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 17,

outputs (pk, sk) < KeyGen(1*) , where pk is a public encryption key and sk is a secret
decryption key.

-Encryption. The algorithm Enc, on input system parameter (g, h,T,F(X)), public key
pk, and a plaintext p&Fq, outputs a ciphertext C=O[X] «<Enc(pk; p) where q is a
large prime, heFq, TEO, F(X)=O[X].

-Decryption. The algorithm Dec, on input system parameter (g, h,T,F(X)), secret key sk
and a ciphertext C=O[X], outputs a plaintext p*«—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter (q,
h,T,F(X)), an arithmetic circuit ckt, and a tuple of n ciphertexts (Ca...., C,) ={O[X]}",

outputs a ciphertext C’ =O[X]«—Eval(ckt; Cy,..., Cy).
83.2 Definition of fully homomorphic public-key encryption

A scheme FHPKE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:

Definition (Fully homomorphic public-key encryption). Ahomomorphic public-key
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encryption scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it
satisfies the following properties:

1. Homomorphism: Let CR = {CR;}»en be the set of all polynomial sized arithmetic
circuits. On input (pk,sk) «KeyGen(1"),Vckt € CRy, V (Pw..., pn) EFQ" where n =
n(h), V(Cy,...,Cn) where Ci«— Enc(pk;pj), it holds that:

Pr[Dec(sk;Eval(ckt; Ci,...,Cy)) # ckt(ps...., Pn)] = negl(X).

2. Compactness: There exists a polynomial « = u(4) such that the output length of Eval
IS at most x bits long regardless of the input circuit ckt and the number of its inputs.

§3.3 Basic function

We consider the basic function before we propose a fully homomorphic public-key
encryption (FHPKE) scheme based on the enciphering/deciphering functions on
octonion ring over Fq.

First we define the medium text M as follows. We select the element T=(to,t1,t2,. . .,t7)
<0 such that,

Ly:=[TPP= to?+t,2+... +%0mod g,
o0 mod q,
t;70 mod q,
-(t,2+...+1/?) is a quadratic residue of g, that is, some s € Fq exists such that
$2=-(t>+...+#°) mod q.
We have from theorem 3
T 2=-L71+2t,T mod g. (34)

Let u,vE Fq be sub-plaintexts and h < Fq be a constant system parameter where a
plaintext p is given such that

p:=u+hv mod g,
h:=to+(-t,%-...-t72)*2 mod q. (35)
We define the medium text M by
M:=ul+T&<0, (36)
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Then
IM|?=|u1+vT|> mod q
=(u+tov) 2+Vv23(t%+. . .+t,%) mod q,
=(u+tov)?-v3(h-t) 2 mod q,
=(u+vh)(u-vh+2t,v) mod q.
Let
p1= Uy+hv; mod g,
M.:=u;1+v,BE0,
p2= Ux+hv, mod g,
My:=u,1+v,BE0O .
Then we have
Mi1Mo=M,M; = [u1+v, T][u1+v,T] mod g
= UgUz+(Ug Vot V1 Up) T+ Vo T?
=UgU+(Ug Vot Vi U2) THVVo(-Lr1+2t0T)
= UgUp1- VaVoLr1+(ug Vot Vi U +2tvav2) T mod g.
We can obtain the plaintext pip, from M;M, as follows.
V12:=[ MiM,]a/ti=u1 Vot vy Uy +2tvav2, mod g
U12:=[ M1Mg]o - Vaato = usu,- vivoLr mod g
U12+N Vo= UgUa- ViVoLr+h(ugvot viup +2tvivo)mod g
= UgUp+h(uy Vot vy Up ) + (Lt +2 h ) vavo mod g
= Uglp+h(Ug Vot v Uz ) + h? viv, mod g
=(upthvy) (uxth vy) mod g
= P1P2.
where we denote the i-th element of octonion M=(mo,m,...,m7) such as

[M]Fmi.
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Here | define the some parameters for describing FHPKE.
Let g be as a large prime as 22°%,
Let p:=ul+hv& Fq be the plaintext where
u,vEFq,
h:=to+(-t,>-.. .-t;2)*?> mod q,
then
h2=2ht,-Lt mod g.
Let M=(mo,my,...,m7):= ul+vT €0 be the medium plaintext.
Let X=(xo,...,X7) €O[X] be variable.
Let F(X) be a basic function.
Ai, Zi€Q is selected randomly such that A mod ¢ and Z;* mod q exist (i=1,...,%).
Basic function F(X) is defined as follows.
FOX):= ((A((-..((A1X)Z1))....))Z« mod q= O[X] ,
=(fooXo+forXot ... forXz,

fioXotfiXot ... HfirXy,

froXo+H71%0t ... +f77%7) mod q, (37)

={f;}(1,)=0,...,7) (38)
with fj=Fq (i,j=0,...,7) which is published.

84. Fully homomorphic public-key encryption scheme
84.1 Fully homomorphic public-key encryption scheme
Here we construct the public-key encryption scheme by using the basic function F(X)
FOO=(A((....((A1X)Z1))...))Z« mod g=0OI[X] ,
={f;}(,j=0,...,7).

Anyone can calculate F%(X), the inverse function of F(X) such that
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FLX):= AcY((...(AC(XZH). . ) ZoY) mod g€ O[],
=(gooXo T ... +Jo7X7,

J10Xot... T017X7,

g7o%Xot ... +077X7) mod q,
={0i}(1,j=0,...,7)
with gi; = Fq (i,j =0,...,7).
ALINVF denote the algorithm for calculating the inverse function of F(X).

We can calculate F(X) €O[X] which is the inverse function of F(X) ,given F(X)E
O[X].

[ALINVF]
Given F(X) and q,
F(FY(X))= F(F (X))=X mod g€ O[X]
=(foo(gooXot ... TQorX7)t ... Hor(QroXot ... +Q77%7),

fi0(QooXot ... TQo7X7)+... +f17(QroXot ... +077%7),

f70(QooXot ... TQo7X7)+ ... H77(QroXot ... +Q77%7)) mod q,

=((fooQoot- . .+ forgz0)Xot ...+ (fooQorXo+ ...+ forQ77)X7,

(fioQoot. ..+ Fi7@ro)Xot ... +(froQorXot ... + F17977)X7,

(fr0900t. ..+ F77Q70)X0 ... +(fr0QorXot ...+ f77077)%7) mod g,

:Xz(Xo,. . .,X7).

Then we obtain



18
foogoo+. ..t fo7g7o=1 mod q

f10goot. ..+ f17970=0 mod g

70000t . ..+ f77970=0 mod q
gio(i=0,...,7) is obtained by solving above simultaneous equation.
f00901+- .t fo7g71=0 mod q i

f10901+. ..t f17g71=1 mod q

f70901+. ..t f77g71:O mod q 4

giu(i=0,...,7) is obtained by solving above simultaneous equation.

f()()go7+. .t f07g77:O mod q

f10g07+. ..t f17g77:O mod q

f7()go7+. .t f77g77:1 mod q
giz(i=0,...,7) is obtained by solving above simultaneous equations.

Then we have F1(X) from F(X). [

We define F™(X) as follows where m is an integer.

F2(X):=F(F(X)) mod g,

F™(X):=F(F™*(X)) mod g,
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We consider the communication between user A and user B. User A downloads the
basic function F(X) from cloud data centre. User A selects the random integer a to be
secret and generates the public function F 2(X) by using algorithm Power(F(X),a,q).
(see the Appendix F)

User A sends the coefficient of F 2(X), fy;<Fq (i,j =0....,7) to cloud data centre as
the public-key of user A.

On the other hand user B selects the random integer b to be secret and generates the
public function F °(X) by using algorithm Power(F(X),b,q). User B sends the
coefficient of F °(X), fuj € Fq (i,j =0,...,7) to cloud data centre as the public-key of user
B.

User B tries to send to user A the ciphertexts of the plaintexts which user B
possesses. User B downloads the public-key of user A, F #(X), fs;=Fq (i,) =0,...,7)
from cloud data centre.

User B calculates F #(X) from F #(X) by using ALINVF.

User B generates the common encryption function Fga(X,Y) between user A and user
B as follows. By using algorithm Power(F 2(X),b,q) user B obtain F 2(X).

User B obtain F #°(X) from F #(X) by using ALINVF.

Then user B generates Fga(X,Y), the common enciphering function of user A and user
B such that

Fea(X,Y):= F 2(YF #(X)) mod g€ O[X,Y]

In the same manner user A generates the common encryption function
Fas(X,Y):= F P(YF 4(X)) mod qEO[X,Y]
where

Fea(X,Y)= Fas(X,Y) mod q.

We notice that
Fea(X,1) = F P(1F %(X))= F P3(F 3(X))= X mod g.
[Enciphering]
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User A and B can obtain ciphertext Fag(X,M) or Fga(X,M) by substituting plaintext M
e0toY

Fea(X,M)
=( CooXot. .. +Co7X7 ,

C7oXot...TC77X7 ) mod q.

[Deciphering]
User A deciphers C(p,X):=Fga(X,M) to obtain p as follows.
F %(Fea(F *%(1),M))
= F %3 F #(MF 2(F 3(1)))) mod q
=M=(my,...,my),
v:=my/t; mod g,
u:= mgp-vtp mod g,
p=u+hv mod q.

User B also deciphers C(p,X):=Fag(X,M) to obtain p in the same manner.

Theorem 9

Foranyp,p’€0,

if C(p,X)=C(p’, X) mod g, then p=p’ mod q.
Thatis,ifp # p’mod q, then C(p, X)#C(p’, X) mod q

where
C(p, X)= Fag(X,M), C(p’,X)= Fas(X,M’),
M= ul+vT mod q, M’=u’1+v’T mod q,
p=u+hv mod g, p’= u’+hv’ mod g.
(Proof)

If C(p, X)=C(p’, X) mod g, then
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Fas(X,M) = Fag(X,M”),
F2(MF #(X))= F (M F *(X))
F 2 (MF #(F % (1)))= F *(M'F ®(F * (1))
F(M)= F (M)
F 2(F > (M))= F 2(F (M) mod q,

M=M"mod q
where
ul+vT =u’l+v’Tmod g.
[u+vT ];=[ u’B+v’T]y mod q,
vt;=v’t; mod q,
As t;720 mod g,
v=v’ mod g,

[u+VT Jo=[ u’+v’T]o mod q,
(u+vt) =(u’+v’tp) mod g,
u=u’ mod q,

Then we have

p=u+hv=u’'+hv’=p’.

84.2 Addition/subtraction scheme on ciphertexts

Let

Mi:=ul+viTEO0,
M= upl+v,TE0
be medium texts to be encrypted where
p1=(us+hvy) mod q,
P2=(uz+ hvz) mod q,

g.e.d.
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P1t P2=U1x Up+h(vix v2) mod g.
Let C1(p1,X):= Fas(X,M1) and Cyx(p2,X):= Fag(X,M,) be the ciphertexts.
Ci(p1,X)£C(p2,X) mod q = Fas(X,M1) £Fas(X,M2) mod q
= Fas(X,M1£xM;) mod q
= Fas(X, (U1£ U2)1+ (vax v2)T) mod q
= C((u1x up)+ h(vix v2)),X) mod q
= C(p1x p2,X) mod g.

84.3 Multiplication scheme on ciphertexts
Here we consider the multiplicative operation on the ciphertexts.
Let C1(p1,X):= Fas(X,M1) and Cx(p2,X):= Fas(X,M,) be the ciphertexts.
C(p1,C(p2,X)) mod q = Fas(Fas(X,M2),M1) mod q
=F 93(M;F P(F 3(M_F (X)))) mod q
=F "2(M1(M2F *(X)))) mod g
Substituting u1+v; T, u1+v,Tto My, Mo,
= F 23(Juy1+v, T] ([u1+v2T]F %(X)))) mod g
=F *([us1] ([uz1+V2T]F *(X)))) mod g
+F P2([vaT] ([u21+v2T]F (X)) mod g
=F P3([uyup1+ u;voT]F %3(X)))) mod g
+F P3([vyu, T+ viv, T?]F P(X)))) mod q
=F P2(Juyup1+ usvo T+ ViU T+ vivo T2 F P3(X)))) mod g
=F P3([u 1+ T][u21+v,T](F %2(X))) mod g
=F P3([M1M,] (F "(X))) mod
= Fas(Fas(X, 1),M1M2)) mod q.
Substituting u1+v; T, u1+v,Tto My, My,

we have
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M;M=M,M; = [u;1+v;T][u21+v,T] mod q
= UgUp1+(Ug Vot Vg Up) T4V Vo T2
=UpUp1+(Up Vot Vi Up) THVaVo(-Lr1+2tT)
= (U2~ VaVoLt)1+(ug Vot vy Up +2tviv2) T mod q.
We obtain the plaintext p;p, as follows.
V12:=[ M1iM,]a/ti=u1 o+ vy Uy +2tvav, mod g
Uz2:=[ M1Ma]o - Vaoto = UsUz- VivoLy mod g
U12+N Vo= UgUa- ViVoLrth(ugvot viup +2tvivo)mod g
= Ul th(ug vo+ vi Uz ) + (Lt +2 h to) viv2 mod q
= UUz+h(ug Vot V1 Uz ) + h? vivo, mod g
=(up+h vy) (upxth vo) mod g
= P1P2.
where we denote the i-th element of octonion M=(mg,my,...,m7) such as

[M]i=m;.

Then we have
C(p1,C(p2,X)) = Fas(Fas(X,1),M:M2)) mod q
= Fas(X,M:M5,)) mod g
= Fas(X,(U1U2- vaVoLt)1+(up Vot v Up +2tviv2) T)) mod q
= C(ugUz- viVoLr+h(uy Vot vy Up +2tv1V7),X)) mod g
= C( (upth vy) (uzth v2),X)) mod g
=C(p1p2,X)) mod g.

It has been shown that in this method we have the multiplicative homomorphism of
the plaintext p.

84.4 Discrete logarithm assumption DLA(F,F #,q)
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Here we describe the assumption on which the proposed public-key scheme bases.

Let g be a prime more than 2. Letk, a, b and n be integer parameters. Let A:=(A....,A)
€0K, Z:=(Zy,...,2) €O0Ksuchthat As™ ..., Actand Z; 2 ..., Z* exist.

Let F(X)=(A((...((A1X)Z1))...))Z« mod < O[X] be basic function.
Let F3(X) mod q< O[X] be the public function.

In the DLA(F,F #; q) assumption, the adversary Ay is given F 3(X)={ f;; } (1,J=0,...,7),
system parameters (g,h, T, F(X)) where F(X)= {f;j}(i,J)=0,...,7)and his goal is to find the
integer 0<a<c?. For parameters k = k(L), a= a(}) defined in terms of the security
parameter A and for any PPT adversary Ay We have

PrF(X)={f; }, F3X)={ faj }: a — Aq (1", { fj }, { fa P)]=negl ().

To solve directly DLA(F,F 2;q) assumption is known to be the discrete logarithm
problem on the multivariate polynomial.

84.5 Computational Diffie—Hellman assumption CDHA(F,F 2 F ;)

Let g be a prime more than 2. Letk, a, b and n be integer parameters. Let A:=(Ay,...,A)
€0 Z:=(Zy,...,20) €EO0Fsuchthat A;* ..., Actand Z; ..., Zt exist.

Let F(X)=(A((...((A1X)Z1))...))Z« mod g<= O[X] be basic function.
Let F 3(X) mod g<=O[X] be the public function of user A.
Let F °(X) mod g = O[X] be the public function of user B.

Let C(pi,X)=Fas(X, M))= F ®(MF (X)) mod q < O[X] be the ciphertext where
Mi=(M, . .., Mi7)=uil+v;T mod g0, pi= u; +hvi mod g, u; ,ViEFq, X is a variable.

In the CDHA(F,F &,F ®;q) assumption, the adversary Ay is given F 3(X)={ fsj }, F °(X)
={ fuij } (1,J)=0,...,7), system parameters (g,h,T;F(X)) and his goal is to find Fas(X, M;)=
F 2(M;F 2(X)) mod q. For parameters k = k(X), a= a(}) ,and b= b(A) defined in terms
of the security parameter A and for any PPT adversary Ay we have

Pr[F(X)={ i }.F 2(X)={ fa }, F °(X)={ fuj }: Fas(X,Y)=F #(YF ®(X)) —Aq (1" {f; },
{faij 3, { foij })]= negl().

To solve directly CDHA(F,F &F ®;q) assumption is known to be the computational
Diffie—Hellman assumption on the multivariate polynomial.
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84.6 Syntax of proposed algorithms
The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter (g, h,T; F(X)), outputs (pk,sk)«—KeyGen(1"), where pk=[{ fsj }
(1,j=0,...,7)] is a public key and sk=(a) is a secret key.

-Encryption. The algorithm Enc, on input system parameter (g, h,T;F(X)), public key
pk={ f4 } (i,j=0,...,7) and a plaintext p=u+hv & Fq, outputs a ciphertext C(p, X)
—Enc(pk;;p) where M=u+vTmod g.

-Decryption. The algorithm Dec, on input system parameter (g, h,T; F(X)), secret key
sk=(a) and a ciphertext C(p, X), outputs plaintext p=Dec(sk; C(p, X)) where
C(p, X) «—Enc(pk; p).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter (q,
h,T;F(X)), an arithmetic circuit ckt, and a tuple of n ciphertexts (C,...., Cy), outputs an
evaluated ciphertext C’«<—Eval(ckt; C,..., Cy) where Ci=C(pi, X) (i=1,...,n).

84.7 Property of proposed fully homomorphic public-key encryption

(Fully homomorphic encryption). Proposed fully homomorphic public-key
encryption =(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the
following properties:

1. Homomorphism: Let CR = {CR; }»en be the set of all polynomial sized arithmetic
circuits. On input (pk,sk) «KeyGen(1"), Vckt € CRy, V(pi,....pn) EP"wheren
= n), V(C,...,Cn) where C; —E(pk; pi)), Mi=uil+viT mod g, pi=ui+hv; mod q, (i
=1,...,n), we have Dec(sk;Eval(ckt; Cy,...,Cp)) = ckt(py,...,pn).

Then it holds that:
Pr[Dec(sk; Eval(ckt; C,...,Cp)) # ckt(pi,.. ., pn)] = negl(}).

2. Compactness: As the output length of Eval is at most rlog.q=r\ where r is a positive
integer, there exists a polynomial « = x()\) such that the output length of Eval is at most
w bits long regardless of the input circuit ckt and the number of its inputs.
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85. Analysis of proposed scheme

Here we analyze the proposed fully homomorphic pulic-key encryption scheme
described in section 4.

85.1 Computing plaintext p from coefficients of ciphertext Fas(X, M) to be
published

Ciphertext Fag(X, My) (r=0,...,7) is published by cloud data centre such that
Fag(X, M)= F 2(M,F %3(X)) mod q= O[X]
=( CrooXotCroiXat ... +Cro7X7,

CrioXo+Cr1aX1t ... +Cr17 X7,

CrroXo+C7aX1t ... +Cr77 X7) MOC Q,
={Cij}(r=0,...,7;1,j=0,...,7)

with ¢ Fq (r=0,...,7;i,j)=0,...,7) which is published,
where

M= ul+vT mod q<0,

p=u+hvmod q< Fq.
Let Fas(X, Y):= {dij}(i,j,k=0,...,7) such taht
Fas(X, Y)=F P3(YF %(X)) mod g€ O[X,Y]
=( doooXoYo+dooaXoyat ... +0oz7X7yr,

diooXoYot+digaXoy1t ... +di77%7y7,

dr00XoYo+d701Xoy1t ... +0777X7y7,) mod q,
={diy}(i,j,k=0,...,7)
with dix = Fq (i,J,k=0,...,7) which is secret.

Anyone except user A and user B does not know {diy} (i,j,k=0,...,7). Here we try to
find M=(Myo,. ..,m7) from {c.;;}(i,j=0,...,7) in condition that di(i,j=0,...,7) are unkown.
We have the following simultaneous equations from Fag(X, Y) and Fas(X, M))
(r=0,...,7).
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diooMro+dipimea+ ... +digzMiz=Cip mod q

disoMpo+dizamn + ... +dii7mz=Criy mod q

dizoMro+dizsMi + ... +dizzMiz=Criz mod g~
(i=0,...,7)

For M(r=0,...,7) we obtain the same equations, the number of which is 512.
We also obtain the 8 equations such as

| FAB(]-, Mr)|2: Cr002+ Cr102+. . .'i'Cr7o2 mod q
=M= my?+mp+...+m7? mod q(r=0,...,7).

The number of unknown variables M((r=0,...,7) and dij (i,},k=0,...,7) is 576(=512+64).
The number of equations is 520(=512+8). Then the complexity G, required for solving
above simultaneous quadratic algebraic equations by using Grébner basis is given such
as

Grep> Greb’=(520+dregcdreg)w =(780(:260)W:21699 >> 280,

where G’ IS the complexity required for solving 520 simultaneous quadratic algebraic
equations with 519 variables by using Grobner basis,

where w=2.39, and

Oreg = 260(=520%(2-1)/2 - 0 (520*(4-1)/6) )

It is thought to be difficult computationally to solve the above simultaneous
algebraic equations by using Grobner basis.

85.2 Attack by using the ciphertexts of p and -p

| show that we cannot easily distinguish the ciphertexts of p and -p. We try to attack by
using “p and -p attack”. We select medium texts M and M. for plaintexts p and -p as
follows.

M= ul+vT mod <O,

p=u+hv mod q
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M.=u’1+v’T mod g<=0,
-p=u’+hv’ mod q
where u,v,u’and v’ €Fq.
As
Fas(X, M)=F (M F ®(X)) mod g€ O[X]
Fas(X, M.)= F ®(M.F "(X)) mod = O[X],
we have
Fas(X, M)+ Fag(X, M.)= Fas(X, M+M.).
From p=u+hv mod g and -p=u+hv’mod g, we have
p-p =0=(u+u’)+ h(v+v’) mod g.
Then we have
M + M.
=ul+vT +u’l+v’T'mod g
= (u+u’)1+(v+v’)T mod g
= (v+v’) (-h1+T) mod q
#0 mod q (in general).
We have
Fae(l, M)+ Fag(1, M.)
= F (M + M.)F %(1)) mod q

#0 mod q (in general).

Next we show ““ p and -p attack™ is not efficient even if we can calculate
| Fag(1, M)+ Fag(1, M) |? as follows.
| Fas(1, M)+ Fag(1, M)J?
=|M+M.?mod q
=| (v+v’) (-h1+T) | mod q
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= (v+v’) 2 ((-h+t)?+t%+.. .+, ) mod g
=0 mod g. (From (35))
But we can find many M. such that
IM + M.]> mod g=0,

because

M+ M. =] (u+u) L+Hv+v')T 7

=( U Ho(VHV)) 2+ (Vv )2 (t%+. . .+1:2 ) mod g

From (35), we have

=( U+ Ho(v+V))2-(v4+v)(to-h)?

=( u+uw+(2te-h)(v+v?))(u+u’+h(v+v’))=0 mod g.
We can select many set of u’and v’ such that
u+u’+(2to-h)(v+v’)=0 mod q

and

p+p = u+uw’+h(v+v’)#0 mod g.
That is, even if

| Fag(1, M)+ Fag(1, M.)]>=0 mod q,

it does not always hold that

p+p’ =0 mod g.

It is said that the attack by using ““ p and -p attack™ is not efficient.

Then we cannot easily distinguish the ciphertexts of p and -p.

86. The size of the modulus g and the complexity for enciphering/deciphering
We consider the size of the system parameter g.

Theorem?2 shows that the order | of an element A€ O is g?-1 in general. The complexity
required for obtaining the discrete logarithm of A'€ O is O(sqrt(l)) where | is the order
of an element A=O[12] and t is an integer. We select the size of g such that O(sqrt(l))
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is larger than 22°%, Then we need to select modulus g such as O (g)= 22°%,
We select k=8 where A:=(Ay,...,A) EOK, Z:=(Z4,...,Z) EOX.

1) The size of fjEFq (i,j=0,...,7) which are the coefficients of elements in F(X) mod
g€ O[X] is (64)(log.q)bits =128kbits,

2) The size of fy;<= Fq (i,j=0,...,7) which are the coefficients of elements in F #(X)
mod g€ O[X] is (64)(log.q)bits =128Kkbits,

and the size of system parameters (g,h,T;A(X)) is as large as 148kbits.
3) The complexity G1 to obtain F(X) is
(64*8*15)(log.q)?= 2* bit-operations.

4) The size of Fag(X,M) = F P(YF "(X)) € O[X,Y] is (512)(log.q)bits =1024kbits.
5) The complexity G3 to obtain F 3(X), fs;€ Fq (i,j =0....,7) from F(X) and a, is

(8*8*8)*2*(log.q)*(logzq)?= 2* bit-operations.
6) The complexity G4 to obtain F1(X) from F(X) is
8*(8+7+6+.. +2+82+724+6%+. . +22+1%+1+2+3+...+8)(l0og.q)*+8*36*(log.q)*
=8*275* (log,q)*+ 8*36*(log.q)*=2* bit-operations.
7) The complexity G5 to obtain F ®(X) from F 3(X) and b, is
(8*8*8)*2*(log2q)*(log.q)? = 2*® bit-operations.
8) The complexity G6 to obtain Fag(X,Y):= F PA(YF %3(X)) from F P3(X) is
(512*8)*(logq)? +8*275* (log.q)*+ 8*36*(log.q)®= 2* bit-operations.
9) The complexity G7 to obtain Fag(X,M) from Fag(X,Y)and M is
(64*8)*(log2q)? = 2°! bit-operations.

We notice that the complexity G7 required for enciphering every plaintext M is only
23! bit-operations.

10) The complexity Ggecipner required for deciphering from Fag(X,M), F ®4(X) and
F 3(X) is given as follows.

F P(Fas((F ?2(1),M))=M mod q

M=(mo,m,...,m7)= (ul+vT) mod q
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[M]:/t;=v mod q,
[M]o-v to=u mod g.
Then we obtain p such that
p=u+hv mod q.
Then the complexity Gaecipher IS

(2*64+3)(log.q)*+ (1)*( log.q)*= 2% bit-operations.

On the other hand the complexity of the enciphering a plaintext and deciphering a
ciphertext in RSA scheme is

O(2(log2n)*)=0(2%4) bit-operations each
where the size of modulus n is 2048bits.

Then our scheme requires smaller complexity to encipher a plaintext and decipher
a cipher text than RSA scheme.

§7. Conclusion

We proposed the new fully homomorphism public-key encryption scheme based on the
discrete logarithm problem on octonion ring that requires not too large complexity to
encipher and decipher. It was shown that our scheme is immune from “p and -p attack”.
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Appendix A:

Octinv(A)

S « ag?+a®+...+a*mod q.
% S mod q
q[1] « q div S ;% integer part of g/S
r[1] «<— g mod S ;% residue
k <1
q[0] < ¢
r[0] < S
whiler[k] # 0
begin
k—k+1
q[k] < r[k—2] div r[k—1]
r[k] «— r[k—2] mod [rtk—1]
end
Q [k—1] « (-1)-q[k—1]
L[ k-1]1
1+—k-1
while i>1
begin
Q[i—1]«— (-1)-Q[i]~q[i—1]+ L[ 1]
L[i-1]« Q[i]
1—1-1
end

invS < Q[1] mod q

invA[0] «— ag«invS mod q

Fori=1,...,7,

INVA[i] « (-1)-ai«invS mod q

Return A= (invA[0Q], invA[1]...., invA[7])

Appendix B:
Theorem 1
Let A=(alo,a11, ...,6117) EO, dyj - Fq (f=0,], ey 7).

Let A"=(an0,an1, ....an7) €0 ,anE Fq (n=1,...,7;j=0,1,...,

7).
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aoo ,an S(n=1,2,...;j=0,1,...)and by’s (n=0,1,...) satisfy the equations such that

N= 3.112+...+a172 mod q

ag=1, b=0, b;=1,

ano= an-10a10 — br-sN mod q,(n=1,2,...)
bn= an10+ bn1a10 mod q,(n=1,2,...)
an= byas; mod g ,(n=1,2,...,7=1,2,...,7) .
(Proof?)

We use mathematical induction method.
[step 1]

When n=1, (8) holds because

a10= ago 10 - boN=a10 mod g.

(9) holds because

b= ago+ boazo =a=1mod q.

(10) holds because

ai;j= bias; = a;ymod q,(j=1,2,...,7)

[step 2]

When n=k,

If it holds that

Ako— Ak-1,0A10 - bk-lN mod q ,(k:2,3,4,. . ) R
b= a.1,0+ bradi0 mod q,

a= bagjmod q,(j=1,2,...,7),

from (9)

b= k20t by.oai0 mod q ,(k=2,3,4,...),

then

Ak+1:AkA:( ako , bkall,..., bka17)(a10,a11, ...,6117)

=(akoazo - bkN, ax an+ bia aso, ..., axw a7+ bkaz an)
=(‘axao - bkN, (a + biaig)aus,.. ., (ko + bkaio)air)
=( ak+10, br1,0 A11,- . ., D10 A27),

as was required. g.e.d.

Appendix C:

Theorem 2

For an element A=(a10,a11, ...,a17) = O,
A=A mod q,

where

J:= LCM {0?*-1,9-1}=q*-1,

N:=8.112+ 3122+... +a172;é0 mod d.
(Proof:)

(8)
©)
(10)
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From (8) and (9) it comes that

8no= an-1,0810 - bnaN mod q,

b= an-1,0+ bn1a0 mod g,

ano @10 *+ by N= (an-10@10 - PnaN) a10 +H(@n-1,0% bra@10)N= anr0810° + anio N mod g,
bn N= an.1,0810° + @10 N- @o @aomod q,

b1 N= @n-20810° + @n-20 N- @10 810 mod g,

ano=2 a10an-10- ( 3.102 +N) an-20 mod q, (n=1,2,... ) .

1) In case that — N # 0 mod q is quadratic non-residue of prime g,
Because - N0 mod q is quadratic non-residue of prime q,
(-N)@V2=-1 mod q.

ano- 2 10 @n-1,0 +( a2 +N) an-20=0 mod q,

ano=(f"(azo-a) + (f- a10)a")/( p- @) over Fqla]

bn=(5"-a")/( p- o) over Fq[a]

where o,/ are roots of algebraic quadratic equation such that

t2-2a10t+a102+ N=0.

o = a;q +V—N over Fqla],

B=a,, —V—N over Fq[q].

We can calculate quas follows.

B = (a0 —V—N)T  over Fq[a]

= (a109 — V=N(=N)@~D/2)a over Fq[a]

= (a;p — V=N(=N)@-1/2)a over Fq[a]

= (2107 — V=N(=N)@=D/2(—N)@=1/2) oper Fq[a]
=a,0 —V—N(=1)(=1) over Fq[o]

= a,;, — V—N over Fqg[a]
= [ over Fqla].

In the same manner we obtain

a?’ = a over Fqla].
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Q2o = (B (a0 — @) + (B —ar)a®)/(B — )
=(f(aw-a) + (B- a10)a)/( - a)=ai0 mod q.

by = (B —a®)/(B—a) =1 moda.

Then we obtain

A%=(ag0 ,bepdss, ..., bpa17)

:( aio, diy, ...,(117):A mod q

2) In case that -N-0 mod q is quadratic residue of prime g
ano=(8"(a10-) + (B- ar)a")(f- @) mod g,
bro=(£"-0")/(f- o) modq,

As a,f < Fq, from Fermat’s little Theorem
p=p mod g,

a%=o mod q.

Then we have

aqo=("(a10-0) + (4~ ar)a?)/( f- ) mod q
=(B(az0-a) + (B- aro)a)/( p- o) mod q

=a;p modq

by=(£%-0%)/( - a)=1 mod q.

Then we have

a%=(aq0,bqau, ..., bed7)

:( dio, all;---;al7):a mOd q

We therefore arrive at the equation such as
A¥*1=A mod g for arbitrary element A€ 0O,
where

J=LCM { ¢*-1,0-1}=0¢?-1,

as was required. g.e.d.
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We notice that
in case that —-N=0 mod g

ag=1, bp=0, b1=1,

From (8)

ano= an10a10 mod q,(n=1,2,...),
then we have

ano=aj "mod q,(n=1,2,...).

aq0= a0 9= azomod g.

From (9),

bn= an-10+ D110 mod q,(n=1,2,...)
= ago "+ bpgae mod g

= 2a1 N1y bn-2a102 mod q

= (n-1)ago "+ biae™ mod q

= nag " mod q.

Then we have

an= Nay "ayjmod q,(n=1.2,...,j=1,2,...,7) .

ag= qaie™ay; mod q =0,(j=1,2,...,7) .

Appendix D:
Lemma 2

A(AB)=B
(BA)A1=B
(Proof?)
A= (ao/ |A]? mod q, -a1/ |AP? mod q,..., -a;/ |A[> mod ).
AB mod q
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= ((agho-a1bs- azb,- ashs-asbs- asbs-ashs-azb; mod g,
aoh;+a;bo+asbs+ashz-asb,+asbs-ashs-azb; mod g,
aohz-a;1bs+asb+ashs+asb;-ashs+aghs-azbe mod g,
aobs-a;1b7-a2bs+asbe+asbs+ash,-aghs+azh; mod g,
aobs+ash,-asbs-ashs+asbo+ashs+ashs-azbs mod g,
aobs-aibs+ashs-ash,-asbr,+asbe+ash; +azb, mod q,
aohbet+asbs-axb7+ashs-asbs-asbi +agho+azh, mod g,

agh7+a1bs+azbe-ashi+asbs-ashs-aghz+azb0 mod q).

[A*(AB)]o
={ ap(apho-ai1b1- azb,- ashs-asbs- ashs-ashs-asb;)
+a; (aghs+aibo+asbs+asbr-ash,+ashe-ashs-asbs)
+ ay(agh,-aibs+ashg+ashs+asbi-ashs+ash7-azhs)
+az(aghs-a;b7-azbs+azby+asbs+ash,-aghs+asb;)
+ay(aghs+aib,-asb;-azhe+asbo+ash+aghs-ass)
+ as(aghs-a1bs+asbs-ash,-asb,+asho+agh; +azhs)
+ag(aghs+aibs-asb7+ashs-asbs-ash; +aghe+azby)
+a7(agh7+ashs+asbs-ashy +asbs-ashs-agh,+azbe) } /|AP mod q
={( ag®+as®+...+a7%) bo} /|AP? =by mod g
where [M ], denotes the n-th element of M<O.
[A*(AB)].
={ ap(aoh;+aibg+azbs+asbr-asb,+asbs-aghs-asbs)
-a1(aobo-a1bs- axb,- ashs-asbs- asbs-ashs-azby)
-az(aohs+asby-azh;-ashs+asbe+ash,+aghs-asbs)
-a3(agh7+asbs+ashs-ashs +asbs-ashs-agh,+azhg)

+au(aob2-a1ba+asbet+azbs+asb;-ashs+aghz-azbe)
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- as(aphstaibs-azb7+ashs-asbs-ash; +aghe+azhy)
+as(agbs-a1bgt+azhs-ashy-asb7+ashy+asgh; +ash, )
+ay(aghs-a1h7-azbs+agho+ashe+ash,-aghs+azb;) } /JA? mod g
={( ap?+a,?+...+a7?) by} /|AP=b; mod q.

Similarly we have
[A1(AB)]i=bimod q (i=2,3,...,7).
Then

AYAB)=Bmodg. g.e.d.

Appendix E:
P=A"mod g=0O

Power(A,n,g) -

P—1

whilen#+ 0

begin

if nis eventhen A —A*Amodq,n«n/2
otherwise P<—A*P mod g, n «—n-1

end

Return P
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Appendix F:
P(X)=A"(X) mod q=O[X]

P(X) —1€0

whilen#+ 0

begin

if nis even then A(X)—A(A(X)) mod g, n «—n/2
otherwise P(X)«<—A(P(X)) mod g, n «—n-1

end

Return P(X)




