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Abstract. We present the first CCA-secure public-key encryption scheme based on DDH where the
security loss is independent of the number of challenge ciphertexts and the number of decryption queries.
Our construction extends also to the standard k-Lin assumption in pairing-free groups, whereas all prior
constructions starting with Hofheinz and Jager (Crypto ’12) rely on the use of pairings. Moreover, our
construction improves upon the concrete efficiency of existing schemes, reducing the ciphertext overhead
by about half (to only 3 group elements under DDH), in addition to eliminating the use of pairings.

We also show how to use our techniques in the NIZK setting. Specifically, we construct the first tightly
simulation-sound designated-verifier NIZK for linear languages without pairings. Using pairings, we can
turn our construction into a highly optimized publicly verifiable NIZK with tight simulation-soundness.

1 Introduction

The most basic security guarantee we require of a public key encryption scheme is that of semantic
security against chosen-plaintext attacks (CPA) [15]: it is infeasible to learn anything about the
plaintext from the ciphertext. On the other hand, there is a general consensus within the cryp-
tographic research community that in virtually every practical application, we require semantic
security against adaptive chosen-ciphertext attacks (CCA) [32,13], wherein an adversary is given
access to decryptions of ciphertexts of her choice.

In this work, we focus on the issue of security reduction and security loss in the construction of
CPA and CCA-secure public-key encryption from the DDH assumption. Suppose we have such a
scheme along with a security reduction showing that attacking the scheme in time ¢ with success
probability € implies breaking the DDH assumption in time roughly ¢ with success probability €/L;
we refer to L as the security loss. In general, L would depend on the security parameter \ as well as
the number of challenge ciphertexts Qenc and the number decryption queries Qgec, and we say that
we have a tight security reduction if L depends only on the security parameter and is independent of
both Qenc and Qgec. Note that for typical settings of parameters (e.g., A = 80 and Qenc, Qgec ~ 2%°,
or even Qenc, Qdec =~ 230 in truly large settings), A is much smaller than Qenc and Qgec-

In the simpler setting of CPA-secure encryption, the ElGamal encryption scheme already has a
tight security reduction to the DDH assumption [29, 6], thanks to random self-reducibility of DDH
with a tight security reduction. In the case of CCA-secure encryption, the best result is still the
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seminal Cramer-Shoup encryption scheme [11], which achieves security loss Qenc.* This raises the
following open problem:

Does there exist a CCA-secure encryption scheme with a tight security reduction to the
DDH assumption?

Hofheinz and Jager [17] gave an affirmative answer to this problem under stronger (and pairing-
related) assumptions, notably the 2-Lin assumptions in bilinear groups, albeit with large ciphertexts
and secret keys; a series of follow-up works [24, 26,5, 16] leveraged techniques introduced in the
context of tightly-secure IBE [10, 7, 19] to reduce the size of ciphertext and secret keys to a relatively
small constant. However, all of these works rely crucially on the use of pairings, and seem to
shed little insight on constructions under the standard DDH assumption; in fact, a pessimist may
interpret the recent works as strong indication that the use of pairings is likely to be necessary for
tightly CCA-secure encryption.

We may then restate the open problem as eliminating the use of pairings in these prior CCA-
secure encryption schemes while still preserving a tight security reduction. From a theoretical stand-
point, this is important because an affirmative answer would yield tightly CCA-secure encryption
under qualitatively weaker assumptions, and in addition, shed insight into the broader question of
whether tight security comes at the cost of qualitative stronger assumptions.

Eliminating the use of pairings is also important in practice as it allows us to instantiate the
underlying assumption over a much larger class of groups that admit more efficient group opera-
tions and more compact representations, and also avoid the use of expensive pairing operations.
Similarly, tight reductions matter in practice because as L increases, we should increase the size
of the underlying groups in order to compensate for the security loss, which in turn increases the
running time of the implementation. Note that the impact on performance is quite substantial, as
exponentiation in a 7-bit group takes time roughly O(r3).

1.1 Owur Results

We settle the main open problem affirmatively: we construct a tightly CCA-secure encryption
scheme from the DDH assumption without pairings. Moreover, our construction improves upon the
concrete efficiency of existing schemes, reducing the ciphertext overhead by about half, in addition
to eliminating the use of pairings. We refer to Figure 2 for a comparison with prior works.

Qverview of our construction. Fix an additively written group G of order q. We rely on implicit
representation notation [14] for group elements: for a fixed generator P of G and for a matrix
M € Zp*!, we define [M] := MP € G"** where multiplication is done component-wise. We rely on
the Dx-MDDH Assumption [14], which stipulates that given [M] drawn from a matrix distribution
Dy, over ngﬂ) Xk, [Mx] is computationally indistinguishable from a uniform vector in G¥; this is a
generalization of the k-Lin Assumption.

We outline the construction under the k-Lin assumption over G, of which the DDH assumption
is a special case corresponding to k = 1.

In this overview, we will consider a weaker notion of security, namely tag-based KEM security
against plaintext check attacks (PCA) [31]. In the PCA security experiment, the adversary gets
no decryption oracle (as with CCA security), but a PCA oracle that takes as input a tag and a

4 We ignore contributions to the security loss that depend only on a statistical security parameter.



ciphertext/plaintext pair and checks whether the ciphertext decrypts to the plaintext. Furthermore,
we restrict the adversary to only query the PCA oracle on tags different from those used in the
challenge ciphertexts. PCA security is strictly weaker than the CCA security we actually strive for,
but allows us to present our solution in a clean and simple way. (We show how to obtain full CCA
security separately.)

The starting point of our construction is the Cramer-Shoup KEM, in which Enckgm(pk,7)
outputs the ciphertext/plaintext pair

(y], [z]) = (X M'], X Mk]), (1)

where k; = ko + 7k; and pk := ([M], [M"ko], [M"k;]) for M < Z((]kH)Xk. The KEM is PCA-
secure under k-Lin, with a security loss that depends on the number of ciphertexts @ (via a hybrid
argument) but independently of the number of PCA queries [11,1].

Following the “randomized Naor-Reingold” paradigm introduced by Chen and Wee on tightly
secure IBE [10], our starting point is (1), where we replace k, = ko + 7k; with

A

k=) kjr,
j=1

and pk := ([M], [M"k;3]j=1,..ap=0,1), Where (71,...,7y) denotes the binary representation of the
tag 7 € {0, 1}

Following [10], we want to analyze this construction by a sequence of games in which we first
replace [y] in the challenge ciphertexts by uniformly random group elements via random self-
reducibility of MDDH (k-Lin), and then incrementally replace k; in both the challenge ciphertexts
and in the PCA oracle by k, +m*RF(7), where RF is a truly random function and m* is a random
element from the kernel of M, i.e., MTm* = 0. Concretely, in Game i, we will replace k, with
k. + m1RF;(7) where RF; is a random function on {0,1} applied to the i-bit prefix of 7. We
proceed to outline the two main ideas needed to carry out this transition. Looking ahead, note
that once we reach Game A\, we would have replaced k, with k. + mLRF(T), upon which security
follows from a straight-forward information-theoretic argument (and the fact that ciphertexts and
decryption queries carry pairwise different 7).

First idea. First, we show how to transition from Game i to Game ¢+ 1, under the restriction that
the adversary is only allowed to query the encryption oracle on tags whose ¢ + 1-st bit is 0; we
show how to remove this unreasonable restriction later. Here, we rely on an information-theoretic
argument similar to that of Cramer and Shoup to increase the entropy from RF; to RF; ;. This is
in contrast to prior works which rely on a computational argument; note that the latter requires
encoding secret keys as group elements and thus a pairing to carry out decryption.

More precisely, we pick a random function RF; on {0, 1}?, and implicitly define RF;,; as follows:

RF ( ) RFZ‘(T) if Ti+1 = 0
i+1(T) =
! RF)(r) if rypq =1

Observe all of the challenge ciphertexts leak no information about RF; or k;y11 since they all
correspond to tags whose i+ 1-st bit is 0. To handle a PCA query (7, [y], [2]), we proceed via a case
analysis:



— if 7,41 = 0, then k; + RF;+1(7) = k; + RF;(7) and the PCA oracle returns the same value in
both Games ¢ and 7 + 1.
— if ;41 = 1 and y lies in the span of M, we have

y'm' =0=y' (k, + m*RF;(7)) =y (k; + m RF; (7)),

and again the PCA oracle returns the same value in both Games ¢ and 7 + 1.

—if 7341 = 1 and y lies outside the span of M, then y'k;i;; is uniformly random given
M, M'k;+1 1. (Here, we crucially use that the adversary does not query encryptions with
Ti+1 = 1, which ensures that the challenge ciphertexts do not leak additional information about
kit1,1.) This means that y'k; is uniformly random from the adversary’s view-point, and there-
fore the PCA oracle will reject with high probability in both Games i and ¢ + 1. (At this point,
we crucially rely on the fact that the PCA oracle only outputs a single check bit and not all of
k. + RF(7).)

Via a hybrid argument, we may deduce that the distinguishing advantage between Games i and
i+ 11is at most @Q/q where @ is the number of PCA queries.

Second idea. Next, we remove the restriction on the encryption queries using an idea of Hofheinz,
Koch and Striecks [19] for tightly-secure IBE in the multi-ciphertext setting, and its instantiation
in prime-order groups [16]. The idea is to create two “independent copies” of (m*, RF;); we use one
to handle encryption queries on tags whose ¢ + 1-st bit is 0, and the other to handle those whose
i+ 1-st bit is 1. We call these two copies (M, RF\”)) and (M, RF\"), where MM} = MM = 0.
Z((IkH)Xk with M < ngXk. We decompose ng into the span of
the respective matrices M, Mg, M1, and we will also decompose the span of M+ & ng“k into that

of M, M. Similarly, we decompose M+RF;(7) into MSRFEO) (1) + MTRFEI)(T). We then refine the

Concretely, we replace M <

baSiS for Span(ML) % MI
basis for Z3 M My M,

Fig. 1. Solid lines mean orthogonal, that is: M' Mg = MI Mg = 0 = M' M} = M{M;j.

prior transition from Games i to i + 1 as follows:

— Game 7.0 (= Game i): pick y + ng for ciphertexts, and replace k, with k, + MSRFgO)(T) +
M{RF" (7);

— Game i.1: replace y < Zg’k with y < span(M, M., ,);

— Game i.2: replace RFZ(O) (1) with RFZ(-S_)1 (7);

— Game ¢.3: replace RFZO)(T) with RFEEl(T);

— Game 7.4 (= Game i + 1): replace y < span(M, M., ) with y < ng.
For the transition from Game .0 to Game .1, we rely on the fact that the uniform distributions over
ng and span(M, M, ;) encoded in the group are computationally indistinguishable, even given a
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random basis for span(M*) (in the clear). This extends to the setting with multiple samples, with
a tight reduction to the Dip-MDDH Assumption independent of the number of samples.

For the transition from Game 4.1 to i.2, we rely on an information-theoretic argument like the
one we just outlined, replacing span(M) with span(M, M;) and M+ with M in the case analysis.
In particular, we will exploit the fact that if y lies outside span(M, M), then y"k; ;1 is uniformly
random even given M, Mk, 11, M, Mk; 1 1. The transition from Game ¢.2 to 7.3 is completely
analogous.

From PCA to CCA. Using standard techniques from [11,23,21, 8, 4], we could transform our ba-
sic tag-based PCA-secure scheme into a “full-fledged” CCA-secure encryption scheme by adding
another hash proof system (or an authenticated symmetric encryption scheme) and a one-time sig-
nature scheme. However, this would incur an additional overhead of several group elements in the
ciphertext. Instead, we show how to directly modify our tag-based PCA-secure scheme to obtain a
more efficient CCA-secure scheme with the minimal additional overhead of a single symmetric-key
authenticated encryption. In particular, the overall ciphertext overhead in our tightly CCA-secure
encryption scheme is merely one group element more than that for the best known non-tight
schemes [23, 18].

To encrypt a message M in the CCA-secure encryption scheme, we will (i) pick a random y
as in the tag-based PCA scheme, (ii) derive a tag 7 from y, (iii) encrypt M using a one-time
authenticated encryption under the KEM key [y"k;]. The naive approach is to derive the tag 7 by
hashing [y] € G%, as in [23]. However, this creates a circularity in Game i.1 where the distribution
of [y] depends on the tag. Instead, we will derive the tag 7 by hashing [y] € G*, where ¥ € Z’qC are
the top k entries of y € ng. We then modify My, M7 so that the top k rows of both matrices are
zero, which avoids the circularity issue. In the proof of security, we will also rely on the fact that for
any yo,y1 € ng, if y, =y, and yo € span(M), then either yy = y1 or y;1 ¢ span(M). This allows
us to deduce that if the adversary queries the CCA oracle on a ciphertext which shares the same
tag as some challenge ciphertext, then the CCA oracle will reject with overwhelming probability.

Alternative view-point. Our construction can also be viewed as applying the BCHK IBE—PKE
transform [8] to the scheme from [19], and then writing the exponents of the secret keys in the clear,
thereby avoiding the pairing. This means that we can no longer apply a computational assumption
and the randomized Naor-Reingold argument to the secret key space. Indeed, we replace this with
an information-theoretic Cramer-Shoup-like argument as outlined above.

Prior approaches. Several approaches to construct tightly CCA-secure PKE schemes exist: first,
the schemes of [17,2,3,25,24,26] construct a tightly secure NIZK scheme from a tightly secure
signature scheme, and then use the tightly secure NIZK in a CCA-secure PKE scheme following
the Naor-Yung double encryption paradigm [30,13]. Since these approaches build on the public
verifiability of the used NIZK scheme (in order to faithfully simulate a decryption oracle), their
reliance on a pairing seems inherent.

Next, the works of [10,7,19,5,16] used a (Naor-Reingold-based) MAC instead of a signature
scheme to design tightly secure IBE schemes. Those IBE schemes can then be converted (using
the BCHK transformation [8]) into tightly CCA-secure PKE schemes. However, the derived PKE
schemes still rely on pairings, since the original IBE schemes do (and the BCHK does not remove
the reliance on pairings).



Reference |pk]| |ct] — |m] security loss assumption pairing

CS98 [11] o) 3 0(Q) DDH 1o
KD04, HKO7 [23,18] O(1) 2 0(Q) DDH no
HJ12 [17] 0(1) O(\) o(1) 2 Lin yes
LPJY15 [24,26)  O(\) 47 O\ 2-Lin yes
AHY15 [5] o) 12 O(\) 2-Lin yes
GCDCT15 [16] O(A) 10 (resp. 6k +4) O(\) SXDH (resp. k-Lin)  yes
Ours §4 O(N\) 3 (resp. 3k) o) DDH (resp. k-Lin) no

Fig. 2. Comparison amongst CCA-secure encryption schemes, where Q is the number of ciphertexts, |pk| denotes the size (i.e
the number of groups elements, or exponent of group elements) of the public key, and |ct| — |m| denotes the ciphertext overhead,
ignoring smaller contributions from symmetric-key encryption. We omit [19] from this table since we only focus on prime-order
groups here.

In contrast, our approach directly fuses a Naor-Reingold-like randomization argument with
the encryption process. We are able to do so since we substitute a computational randomization
argument (as used in the latter line of works) with an information-theoretic one, as described above.
Hence, we can apply that argument to exponents rather than group elements. This enables us to
trade pairing operations for exponentiations in our scheme.

Efficiency comparison with non-tightly secure schemes. We finally mention that our DDH-based
scheme compares favorably even with the most efficient (non-tightly) CCA-secure DDH-based en-
cryption schemes [23,18]. To make things concrete, assume A = 80 and a setting with Qenc =
Qdec = 2%°. The best known reductions for the schemes of [23,18] lose a factor of Qenc = 230,
whereas our scheme loses a factor of about 4\ < 2°. Hence, the group size for [23, 18] should be
at least 22/(80430) — 9220 compared to 22(80+9) — 92178 ip our case. Thus, the ciphertext overhead
(ignoring the symmetric encryption part) in our scheme is 3 - 178 = 534 bits, which is close to
2 - 220 = 440 bits with [23,18].7

Perhaps even more interestingly, we can compare computational efficiency of encryption in this
scenario. For simplicitly, we only count exponentiations and assume a naive square-and-multiply-
based exponentiation with no further multi-exponentiation optimizations.® Encryption in [23, 18]
takes about 3.5 exponentiations (where we count an exponentiation with a (A +1logy(Qenc + Qdec))-
bit hash value” as 0.5 exponentiations). In our scheme, we have about 4.67 exponentiations, where
we count the computation of [M"k,] — which consists of 2\ multiplications — as 0.67 exponentia-
tions.) Since exponentiation (under our assumptions) takes time cubic in the bitlength, we get that
encryption with our scheme is actually about 29% less expensive than with [23, 18].

However, of course we should also note that public and secret key in our scheme are significantly
larger (e.g., 4\ + 3 = 323 group elements in pk) than with [23, 18] (4 group elements in pk).

Ezxtension: NIZK arguments. We also obtain tightly simulation-sound non-interactive zero-knowledge
(NIZK) arguments from our encryption scheme in a semi-generic way.

Let us start with any designated-verifier quasi-adaptive NIZK (short: DVQANIZK) argument
system II for a given language. Recall that in a designated-verifier NIZK, proofs can only be

5 In this calculation, we do not consider the symmetric authenticated encryption of the actual plaintext (and a
corresponding MAC value), which is the same with [23, 18] and our scheme.

5 Here, optimizations would improve the schemes of [23, 18] and ours similarly, since the schemes are very similar.

" It is possible to prove the security of [23,18] using a target-collision-resistant hash function, such that |7| = A.
However, in the multi-user setting, a hybrid argument is required, such that the output size of the hash function
will have to be increased to at least |7| = A + logs (Qenc + Qdec)-



verified with a secret verification key, and soundness only holds against adversaries who do not
know that key. Furthermore, quasi-adaptivity means that the language has to be fixed at setup time
of the scheme. Let IIpke be the variant of II in which proofs are encrypted using a CCA-secure
PKE scheme PKE. Public and secret key of PKE are of course made part of CRS and verification
key, respectively. Observe that Ilpkg enjoys simulation-soundness, assuming that simulated proofs
are simply encryptions of random plaintexts. Indeed, the CCA security of PKE guarantees that
authentic ITpkg-proofs can be substituted with simulated ones, while being able to verify (using
a decryption oracle) a purported IIpkg-proof generated by an adversary. Furthermore, if PKE is
tightly secure, then so is Ilpkg.

When using a hash proof system for I1 and our encryption scheme for PKE, this immediately
yields a tightly simulation-sound DVQANIZK for linear languages (i.e., languages of the form
{IMx] | x € Z}} for some matrix M € Zp*" with t < n) that does not require pairings. We
stress that our DVQANIZK is tightly secure in a setting with many simulated proofs and many
adversarial verification queries.

Using the semi-generic transformation of [22], we can then derive a tightly simulation-sound
QANIZK proof system (with public verification), that however relies on pairings. We note that
the transformation of [22] only requires a DVQANIZK that is secure against a single adversarial
verification query, since the pairing enables the public verifiability of proofs. Hence, we can first
optimize and trim down our DVQANIZK (such that only a single adversarial verification query is
supported), and then apply the transformation. This yields a QANIZK with particularly compact
proofs. See Figure 3 for a comparison with relevant existing proof systems.

Reference type |crs| |7 sec. loss assumption pairing
CCS09 [9] NIZK o(1) 2n 4 6t + 52 O(Qsim)  2-Lin yes
HI12 [17] NIZK o(1) =500 O(1)  2Lin yes
LPJY14 [25] QANIZK  O(n+\) 20 O(Qsm) 2Lin ves
KW15 [22] QANIZK O(kn) 2k+2  O(Qsim) k-Lin yes
LPJY15 [27] QANIZK  O(n+A) 42 O(\)  2-Lin yes
Ours §6.2 DVQANIZK O(t + kM) 3k+1 o) k-Lin no

Ours §6.3 QANIZK Ok’ +kn) 2k+1 O\ k-Lin yes

Fig. 3. (DV)QANIZK schemes for subspaces of G™ of dimension ¢ < n. |crs| and || denote the size (in group elements) of the
CRS and of proofs. Qsim is the number of simulated proofs in the simulation-soundness experiment. The scheme from [22] (as
well as our own schemes) can also be generalized to matrix assumptions [14], at the cost of a larger CRS.

Roadmap. We recall some notation and basic definitions (including those concerning our algebraic
setting and for tightly secure encryption) in Section 2. Section 3 presents our basic PCA-secure
encryption scheme and represents the core of our results. In Section 4, we present our optimized
CCA-secure PKE scheme. Our NIZK-related applications are presented in Section 6.

2 Preliminaries

2.1 Notations

If x € B", then |x| denotes the length n of the vector. Further, x <—; B denotes the process of
sampling an element z from set B uniformly at random. For any bit string 7 € {0,1}*, we denote



by 7; the i’th bit of 7. We denote by A the security parameter, and by negl(-) any negligible function
of X. For all matrix A € ngk with £ > k, A € Z];Xk denotes the upper square matrix of A and

A € ZL7F*F denotes the lower £ — k rows of A. With span(A) := {Ar | r € Z}'} C Z, we denote
the span of A.

2.2 Collision resistant hashing

A hash function generator is a PPT algorithm # that, on input 1% , outputs an efficiently com-
putable function H : {0, 1}* — {0, 1}

Definition 1 (Collision Resistance). We say that a hash function generator H outputs collision-
resistant functions H if for all PPT adversaries A,

Adv§j(A) :=Prlz # 2/ AH(z) = H(2")[H H(l)‘), (z,2") + ./4(1)‘, H)] = negl(\).

2.3 Prime-order groups

Let GGen be a probabilistic polynomial time (PPT) algorithm that on input 1* returns a description
G = (G, q, P) of an additive cyclic group G of order ¢ for a A-bit prime ¢, whose generator is P.

We use implicit representation of group elements as introduced in [14]. For a € Z,, define
[a] = aP € G as the implicit representation of a in G. More generally, for a matrix A = (a;;) € Zy*™
we define [A] as the implicit representation of A in G:

a11P almP
[A] = e G
an1 P ... apm P

We will always use this implicit notation of elements in G, i.e., we let [a] € G be an element in
G. Note that from [a] € G it is generally hard to compute the value a (discrete logarithm problem
in G). Obviously, given [a], [b] € G and a scalar = € Zy, one can efficiently compute [az] € G and
[a+b] €G.

2.4 Matrix Diffie-Hellman Assumption
We recall the definitions of the Matrix Decision Diffie-Hellman (MDDH) Assumption [14].

Definition 2 (Matrix Distribution). Let k, ¢ € N, with £ > k. We call Dy, a matriz distribution
if it outputs matrices in Zng of full rank k in polynomial time. We write Dy, := Dj41 .

Without loss of generality, we assume the first & rows of A <— Dy, form an invertible matrix. The
Dy -Matrix Diffie-Hellman problem is to distinguish the two distributions ([A], [Aw]) and ([A], [u])
where A < Dy, W < Z’; and u <5 Zfl.

Definition 3 (D, ,-Matrix Diffie-Hellman Assumption Dy ;-MDDH). Let Dy, be a matriz
distribution. We say that the Dy -Matriz Diffie-Hellman (Dy-MDDH) Assumption holds relative
to GGen if for all PPT adversaries A,

AV iccen(A) = | PA(G, [A], [Aw]) = 1] — Pr[A(G, [A], [u]) = 1]| = negl(}),

where the probability is taken over G <y GGen(l’\), A+ Dp,w <y Z’q“, u g Zf;.

8



For each k > 1, [14] specifies distributions Ly, SC, Ci, (and others) over ngH)Xk such that the
corresponding Di-MDDH assumptions are generically secure in bilinear groups and form a hierarchy
of increasingly weaker assumptions. £;-MDDH is the well known k-Linear Assumption k-Lin with
1-Lin = DDH. In this work we are mostly interested in the uniform matrix distribution U .

Definition 4 (Uniform distribution). Let ¢,k € N, with { > k. We denote by Uy, the uniform
distribution over all full-rank  x k matrices over Zq. Let Uy, := Upy1 k-

Lemma 1 (U,-MDDH < U, ;,-MDDH). Let ¢,k € N, with £ > k. For any PPT adversary A,
there exists an adversary B (and vice versa) such that T(B) ~ T(A) and Advg}éd’ihGGen(A) =

Advid,.(B)

Proof. This follows from the simple fact that a U, ,-MDDH instance ([A], [z]) can be transformed
into an Ux-MDDH instance ([A'] = [TA], [Z'] = [Tz]) for a random (k+1) x £ matrix T. If z = Aw,
then 27 = TAw = A’w; if z is uniform, so is z’. Similarly, a U;,-MDDH instance ([A’], [Z]) can
be transformed into an Uy z-MDDH instance ([A] = [T'A'], [z] = [T'Z/]) for a random ¢ x (k + 1)
matrix T'. O

Among all possible matrix distributions Dy j, the uniform matrix distribution ¢, is the hardest
possible instance, so in particular k-Lin = U,-MDDH.

Lemma 2 (D -MDDH = U,-MDDH, [14]). Let Dy}, be a matriz distribution. For any PPT ad-
versary A, there exists an adversary B such that T(B) ~ T(A) and Adv%j‘;f‘GGen(A) = Advﬁg‘éhGen(B).

Let @ > 1. For W <« Z];XQ,U r ZgXQ, we consider the -fold Dy ;-MDDH Assumption
which consists in distinguishing the distributions ([A],[AW]) from ([A], [U]). That is, a challenge
for the Q-fold Dy -MDDH Assumption consists of () independent challenges of the Dy ;-MDDH
Assumption (with the same A but different randomness w). In [14] it is shown that the two
problems are equivalent, where (for @ > ¢ — k) the reduction loses a factor £ — k. In combination
with Lemma 1 we obtain the following tighter version for the special case of Dy, = Uy 1.

Lemma 3 (Random self-reducibility of U, ,-MDDH, [14]). Let ¢, k,Q € N with £ > k. For any
PPT adversary A, there ezists an adversary B such that T(B) ~ T(A) 4+ Q - poly(\) with poly(\)
independent of T(A), and

- 1
ddh mddh
AdVSZJ:GGen(A) < Advyy, GGen(B) + ——

where Advyy "¢ (B) = | Pr[B(G.[A], [AW]) = 1] — Px[B(G,[A], [U]) = 1]| and the probability is
over G < GGen(1%), A < Uy, W <=y ZE*9 U, 2579

2.5 Public-Key Encryption

Definition 5 (PKE). A Public-Key Encryption (PKE) consists of three PPT algorithms PKE =
(Parampkg, Genpke, Encpke, Decpke):

— The probabilistic key generation algorithm Genpkg (1)) generates a pair of public and secret keys

(pk, sk).
— The probabilistic encryption algorithm Encpke(pk, M) returns a ciphertext ct.



— The deterministic decryption algorithm Decpkg(pk, sk, ct) returns a message M or L, where L
is a spectal rejection symbol.

We define the following properties:
Perfect correctness. For all A\, we have

Pr [DecPKE(pk sk,ct) = M (Pk, sk) <—r GenPKE(lA);] =1.

ct <—x Encpke(pk, M)

Multi-ciphertext CCA security [6]. For any adversary A, we define
Advidee(4) = ‘Pr [b — |y

« ASetup,DecO(-),EncO(-,-)(1)\)} _ 1/2‘

where:

— Setup sets Cenc := 0, samples (pk,sk) < Genkem(1*) and b <y {0,1}, and returns pk.
Setup must be called once at the beginning of the game.

— DecO(ct) returns Decpke(pk, sk, ct) if ct & Cenc, L otherwise.

— If My and My are two messages of equal length, EncO(My, M) returns Encpke(pk, M) and

sets Cenc := Cenc U {ct}.
We say PKE is IND-CCA secure if for all PPT adversaries A, the advantage AdviSe=(A) is

a negligible function of \.

2.6 Key-Encapsulation Mechanism

Definition 6 (Tag-based KEM). A tag-based Key-Encapsulation Mechanism (KEM) consists
of three PPT algorithms KEM = (Genkem, Enckem, Deckem) -

— The probabilistic key generation algorithm Genkem (1)) generates a pair of public and secret keys

(pk, sk).

— The probabilistic encryption algorithm Enckem(pk, 7) returns a pair (K,C) where K is a uni-
formly distributed symmetric key in IC and C' is a ciphertext, with respect to the tag 7 € T .

— The deterministic decryption algorithm Deckem(pk, sk, T, C) returns a key K € K.

We define the following properties:

Perfect correctness. For all \, for all tags 7 € T, we have

pk Sk (—R GenKEM(l)‘); :| -1

Pr [DecKEM(Pk sk, 7,C) K‘ K, C) < Enckem(pk, 7)

Multi-ciphertext PCA security [31]. For any adversary A, we define

AdvtRe () = - AR DOl E 00 (1) [ — 172

[b—b’

where:

— Setup sets Tone = Taec := 0, samples (pk, sk) < Genkem (1Y), picks b < {0,1}, and returns
pk. Setup is called once at the beginning of the game.

— The decryption oracle DecO(r,C, K) computes K := Deckem(pk,sk, 7, C). It returns 1 if
K=KnAr ¢ Tenc, 0 otherwise. Then it sets Tgec := Tdgec U {7}.

— EncO(1) computes (K, C) < Enckem(pk, 7), sets Ko := K and K1 <—x K. If T ¢ Tdgec U Tenc,
it returns (C, Kp), and sets Tenc := Tenc U {T}; otherwise it returns L. .

We say KEM is IND-PCA secure if for all PPT adversaries A, the advantage Advzg,'v'l’ca (A) is

a negligible function of A.
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2.7 Authenticated Encryption

Definition 7 (AE [18]). An authenticated symmetric encryption (AE) with message-space M
and key-space KC consists of two polynomial-time deterministic algorithms (Encag, Decag):

— The encryption algorithm Encag(K, M) generates C, encryption of the message M with the
secret key K.
— The decryption algorithm Decag(K,C), returns a message M or L.

We require that the algorithms satisfy the following properties:

Perfect correctness. For all A\, for all K € K and M € M, we have
DeC/_\E<K, EncAE(K, M)) =M.
One-time Privacy and Authenticity. For any PPT adversary A,

K <5 K;b <5 {0,1}

AdVaAeE'ot(A) = ’PI‘ |:b/ =b Y o Aot—EncO(~,~),Ot'DeCO(')(1)\ M IC):| — 1/2‘

is negligible, where ot-EncO(My, M1), on input two messages My and My of the same length,
Encae(K, My), and ot-DecO(¢) returns Decae(K, ¢) if b =0, L otherwise. A is allowed at most
one call to each oracle ot-EncO and ot-DecO, and the query to ot-DecO must be different from
the output of ot-EncO. A is also given the description of the key-space K as input.

3 Multi-ciphertext PCA-secure KEM

In this section we describe a tag-based Key Encapsulation Mechanism KEMpca that is IND-PCA-
secure (see Definition 6).

For simplicity, we use the matrix distribution sy, ;. in our scheme in Figure 4, and prove it secure
under the U,-MDDH Assumption (< Usj, ,--MDDH Assumption, by Lemma 1), which in turn admits
a tight reduction to the standard k-Lin Assumption. However, using a matrix distribution Dz,
with more compact representation yields a more efficient scheme, secure under the Dsj, ,-MDDH
Assumption (see Remark 1).

3.1 Our construction

Remark 1 (On the use of the U,-MDDH Assumption). In our scheme, we use a matrix distribution
Usy 1, for the matrix M, therefore proving security under the Usj ;-MDDH Assumption < Uj-
MDDH Assumption (see Lemma 2). This is for simplicity of presentation. However, for efficiency,
one may want to use an assumption with a more compact representation, such as the CZsj, ,-MDDH
Assumption [28] with representation size 2k instead of 3k? for Usp, j;-

3.2 Security proof

Theorem 1. The tag-based Key Encapsulation Mechanism KEMpca defined in Figure 4 has perfect
correctness. Moreover, if the U,-MDDH Assumption holds in G, KEMpca is IND-PCA secure.

11



GenKEM(lk): EnCKEM(pk7 T):

G <1 GGen(1*); M < Uspr ry Zh; Ci=[r'M']
Ki0,...,kxn1 r Z3¥ kr = Zj‘:1 k7

pk = (g, []_Vﬂ7 ([MTkj’B])lngA,OS,Bgl) K = [rT . ]_\/_[ka] Lx3k
sk = (kj5)1<j<r0<p<1 Return (C,K) € G x G
Return (pk, sk)
Deckem (pk, sk, 7, C):
k= 2;21 kj -
Return K :=C - k-

Fig. 4. KEMpca, an IND-PCA-secure KEM under the Uy-MDDH Assumption, with tag-space 7 = {0,1}*. Here,
GGen is a prime-order group generator (see Section 2.3).

game y uniform in: k. used by EncO and DecO justification /remark
Go span(M) k. actual scheme
G1 z3* k, Usk, ,--MDDH on [M]
Ga.; z3¥ k- + MlRFi(T\i) G1 = Gao

G241 Tit1 =0 :|span Usr,,--MDDH on [Mp]

U3k7k—M DDH on [Ml]

Cramer-Shoup

k- + M*RF;(7);)

Ti+1 = 1 :|span

(M, M)
(M, M)
Ga.i2 Tip1 =0 :span(M, My) o (0) o)
Tit1 = 1 : span(M, M) kr + MORFi+1(T\i+1) + MIRF; (T\i)
(M, M)
(M, M,)

argument
Ga.i.3 Ti+1 =0 : span , My vo(0) v (1) Cramer-Shoup
Tit1 = 1 : span(M, M, ke + MoRF: (7i41) | MIRF Y (71i41) argument
Ga.it1 z3¥ K, +M*RFiy1(7/i41) Usy, ,-MDDH on [M,]
and [M;]

Fig. 5. Sequence of games for the proof of Theorem 1. Throughout, we have (i) k, := Z;':1 kj.-;; (ii) EncO(7) =
(ly], K») where Ko = [y'K.] and K; < G; (iii) DecO(r, [y], K) computes the encapsulation key K := [y' - K.].
Here, (Mg, M) is a basis for span(M™"), so that M] M = MyMj = 0, and we write M RF;(7);) := MSRFE(])(TH) +
Mi‘RFgl)(Tu). The second column shows which set y is uniformly picked from by EncO, the third column shows the
value of k. used by both EncO and DecO.

Namely, for any adversary A, there exists an adversary B such that T(B) =~ T(A) 4+ (Qdec + Qenc) -
poly(\) and

Adviggi® (A) < (40 +1) - AdVE*8en(B) + (Quec + Qenc) - 277,

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Proof of Theorem 1. Perfect correctness follows readily from the fact that for all r € Z’; and
C=r"M", forall k € ng:
r'(M'k)=C-k.

We now prove the IND-PCA security of KEMpca. We proceed via a series of games described in
Figure 6 and 7 and we use Adv; to denote the advantage of A in game G;. We also give a high-level
picture of the proof in Figure 5, summarizing the sequence of games.
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Go,Gr [ Gas]

Setup:

Tenc = Tdec 1= @; b < {O: 1}
G <1 GGen(1?); M < Usp x

M* < Uspor s.t. MTM*E =0
Pick random RF; : {0,1}" — 7Z2*

k1,07 . 7k)\71 <R ng
For all 7 € {0,1}*, k. :=

K, :=k, +| M"RF;(7,)

Return

A
Zj:l kjaTj

SISAUSPS

EncO(r):

777777 A
!

L
Ko:=[y" -k:]; K1 < G
If 7 & Tiee U Tenc, return (C
7;nc = 7-enc @] {T}

Otherwise, return L.

lv], Kb), and set

DecO(r, C := [y], K):

K:=[y" -ki]

1if K=KAT ¢ Tene
0 otherwise

7z|ec := Tdec U {T}

G07G17G2.i

Return

Fig. 6. Games G, G1,Go.; (for 0 < ¢ < X) for the proof of multi-ciphertext PCA security of KEMpca in Figure 4.
In each procedure, the components inside a solid (dotted) frame are only present in the games marked by a solid
(dotted) frame.

Lemma 4 (Go to Gy). There exists an adversary By such that T(By) ~ T(A) + (Qenc + Qdec)
poly(\) and

1
+ -

|AdV0 - AdV1| < Advﬁ;i%hGen q-— 1’

(Bo)
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Here, we use the MDDH assumption to “tightly” switch the distribution of all the challenge
ciphertexts.
Proof of Lemma 4. To go from Gg to Gi, we switch the distribution of the vectors [y] sampled by
EncO, using the Qenc-fold Usy 1-MDDH Assumption on [M] (see Definition 4 and Lemma 3).

We build an adversary B, against the Qenc-fold Usj x--MDDH Assumption, such that T(B() ~
T(A) 4+ (Qenc + Qdec) - poly(A) with poly()A) independent of T(.A), and

|Advy — Advy| < Adveremddh pry

Uz, 1,GGen
This implies the lemma by Lemma 3 (self-reducibility of Usy-MDDH), and Lemma 1 (Usy, 4-
MDDH < U,-MDDH).

Upon receiving a challenge (G, [M] € G**** [H] := [hy]|...|hg,, ] € G3**Qnc) for the Qenc-fold
Usi, ,-MDDH Assumption, Bj, picks b <— {0,1}, kig,....kx1 <= ng, and simulates Setup, DecO
as described in Figure 6. To simulate EncO on its j’th query, for j =1,..., Qenc, By sets [y] := [hj],
and computes K} as described in Figure 6. O

Lemma 5 (Gl to GQ'O). ]Advl - AdVQ'O‘ =0.

Proof of Lemma 5. We show that the two games are identically distributed. To go from G; to Go,
we change the distribution of ky g < Zg’k for 8 =0,1, to k1 g + MLRFO(a), where k; g < Zg’k,
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RFo(e) <& Zﬁk, and M+ Usy, o1, such that M™M-* = 0. Note that the extra term MLRF(¢)

does not appear in pk, since M' (k; g + M-RFq(e)) = Mk, g. O

Lemma 6 (Ga; to Ga;t1). For all 0 < i < XA — 1, there exists an adversary Ba; such that
T(B2.i) = T(A) + (Qenc + Qdec) - poly(A) and
4 + 2k 4
|Adva,; — Advai| < 4 AdviiTe., (Baa) + Qde; T
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Proof of Lemma 6. To go from Gao; to Gaiy1, we introduce intermediate games Go;1, Go;.2 and
Go.; 3, defined in Figure 7. We prove that these games are indistinguishable in Lemma 7, 8, 9, and
10.

r—-—--—--~-— -~ —— - ~-—"=—=-=-- a2
Setup: Ga., Gz,“,, G243 |EncO(7): GQ.i,‘FGZ.LhGQ.i.27G2.i431‘
- Lo ---oo- - | b mm e o - B
Y <r Zy

7;nC:7;eC::0;b<_R{071} Fﬁiiiiiiiiiiii; 777777 I; 777777777777 a
g R GGen(lA)§ M R Z/[Sk,k : If Titl = O:r r Z%’ To <= Zz’ y = Mr + MOI‘O :
M o Us e s.t. MTME = 0 Jrn = 1w e Zgn a 2oy = Mk Miny
Mo, M ¢ Usip 1 Ko:=[y" - k}];
r 7; = 7; 777777 = K1 +: G

Mg, My 4= U,k s.t. If 7 ¢ Tdec U Tenc, return (C' := [y],Kp) and set

1y * *

span(M™) = span(Mg, M1) Tenc = Tenc U {7}

M'Mj = MjMj = 0 = M'Mj = MyMj Otherwise, return L.
Pick random RF; : {0, 1}" — Z2F.

3 0) . it+1 k ~
Pick ranldom RF“rl 0,1} = 2, DecO(r, C := [y], K): G2.4,G2.0.1,G2.i.2,Gzis
and RF(M : {0,1}" — zF K= [y k]

1if K=KAT & Tenc
0 otherwise

7:1ec = 7ziec @] {T}

Pick random RF(?,,RF{), : {0, 1} — Zk.
k1,07 ey k>\,1 =R ng
A
For all 7 € {0,1}*, k, := >0, kjr,
K. :=k, + M"RF;(7;)
K, i= ke + MERFY), (7:01) + MIRF(Y (7))

Return

kf’_ =k, + MERFEE::—)I (T|i+1) aF M){ RFEBl (T|i+1)
Return pk := (g, M], ([MTkj,/B])

1Sj§>\,0§ﬁ§1)

Fig. 7. Games Ga; (for 0 < i < X),Ga..1, G242 and Gas.3 (for 0 < ¢ < A — 1) for the proof of Lemma 6. For all
T € {0, l}A, we denote by 7); the i-bit prefix of 7. In each procedure, the components inside a solid (dotted, gray)
frame are only present in the games marked by a solid (dotted, gray) frame.

Lemma 7 (Go; to Go;1). For all 0 < i < X\ — 1, there exists an adversary Bs;o such that
T(BQZO) ~ T(-A) + (Qenc + Qdec) ) poly()\) and

2
|Advy; — Advo;q| <2- Adel}l,ScéhGen(Bzfi.o) + 1
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where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Here, we use the MDDH Assumption to “tightly” switch the distribution of all the challenge
ciphertexts. We proceed in two steps, first, by changing the distribution of all the ciphertexts with
a tag 7 such that 7,1 = 0, and then, for those with a tag 7 such that 7,;; = 1. We use the MDDH
Assumption with respect to an independent matrix for each step.

Proof of Lemma 7. To go from Ga,; to Ga;1, we switch the distribution of the vectors [y] sampled
by EncO, using the Qenc-fold Uy, ,-MDDH Assumption.

We introduce an intermediate game Gg ;o where EncO(7) is computed as in Gg ;1 if 7541 = 0,
and as in Go; if 7,41 = 1. Setup, DecO are as in Go,.1. We build adversaries Bé.i.O and Bé’_i.o such
that T(B), ) = T(BY ;) =~ T(A) + (Qenc + Qdec) - poly(A) with poly(\) independent of T(A), and

Claim 1: |Advs,; — Adva,o| < Advgg?;?&ﬁh(géi.o).
Clalm 2: |AdV2.Z‘.0 — Adv2.i.1’ S Advggzc;?é%(g; (Blzlzo)

This implies the lemma by Lemma 3 (self-reducibility of U3y, ,-MDDH), and Lemma 1 (Usy, k-
MDDH < U,-MDDH).

Let us prove Claim 1. Upon receiving a challenge (G,[Mo] € G3*** [H] := [hy]...|hg,. ] €
G?’kXQe"C) for the Qenc-fold Usy, ,-MDDH Assumption with respect to Mg < Usy i, Bh ;o does as
follows:

Setup: B,2.i.0 picks M < Uk i, K10,..., ka1 +=r ng, and computes pk as described in Figure 7.
For each 7 queried to EncO or DecO, it computes on the fly RF;(7;) and k. := k- +MLRF1~(T|Z<),
where k, := 2;‘:1 k;j-, RF; : {0,1} — ng is a random function, and 7; denotes the i-bit
prefix of 7 (see Figure 7). Note that B, , can compute efficiently M-+ from M.

EncO: To simulate the oracle EncO(7) on its j’th query, for j = 1,..., Qenc, B ; o computes [y] as

follows:
it =01+ Z’;; ly] := [Mr + h;]
if Tit+l = 1: [y] <R ng
This way, B, , simulates EncO as in Gg ;o when [h;] := [Morg] with ry < Zg, and as in Go

when [h;] + G~
DecO: Finally, BS ,; , simulates DecO as described in Figure 7.

enc™ ddh
Therefore, |Advs; — Adva;o| < Advy™ "¢ (B) ;o).
To prove Claim 2, we build an adversary B} ; , against the Qenc-fold Usj r-MDDH Assumption
with respect to a matrix My <y Usy i, independent from My, similarly than BY , . 0O

Lemma 8 (Gg_i,l to vai,g). For all 0 < ) < A — 1,

2Qdec + 2k

|Adva;1 — Adva,a| <
q

where Qgec s the number of times A queries DecQ.
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Here, we use a variant of the Cramer-Shoup information-theoretic argument to move from RF;
to RF;11, thereby increasing the entropy of k/. computed by Setup. For the sake of readability, we
proceed in two steps: in Lemma 8, we move from RF; to an hybrid between RF; and RF;;1, and in
Lemma 9, we move to RF;; .

Proof of Lemma 8. In Ga; 2, we decompose span(M™) into two subspaces span(M) and span(M3),
and we increase the entropy of the components of k! which lie in span(MJ). To argue that Gg1
and Gg; o are statistically close, we use a Cramer-Shoup argument [11].

Let us first explain how the matrices M and M7 are sampled. Note that with probability at
least 1 — % over the random coins of Setup, (M]|Mp|[M1) forms a basis of Z3*. Therefore, we
have span(M*) = Ker(M") = Ker((M||M;)") & Ker((M|M)"). We pick uniformly M and Mj in
ngXk that generate Ker((M]||M;)") and Ker((M]||My)"), respectively (see Figure 1.1). This way,
for all 7 € {0,1}*, we can write

MRFi(,) = MGRF(" () + M{RF (7).

where RFgO)7 RFEl) : {0,1} — Z} are independent random functions.
We define RFE?r)l : {0,131 — ZE as follows:

RF (7,) if 7341 =0
RF(O) (le) + RF,Z(O) (T|7,) if Ti+1 = 1

7

0
RFO, (1) = {

where RF'EO) {0, 1} — Z’; is a random function independent from RFEO). This way, RFES]F)
random function.

We show that the outputs of EncO and DecO are statistically close in Go;1 and Gg ;2. We
decompose the proof in two cases (delimited with M): the queries with a tag 7 € {0,1}* such that
Ti+1 = 0, and the queries with a tag 7 such that 7,11 = 1.

Queries with 7,11 = 0:
The only difference between Gy ;1 and Gg ;2 is that Setup computes k. using the random function

RFEO) in Go;.1, whereas it uses the random function RFZ(»E_)1 in Go;2 (see Figure 7). Therefore, by

definition of RF\”,, for all 7 € {0,1}* such that 711 = 0, k, is the same in Gg;; and Gga, and
the outputs of EncO and DecO are identically distributed. B
Queries with 7,11 = 1:

Observe that for all y € span(M, M) and all 7 € {0,1}* such that 7,1 = 1,

118 a

Ga.i.2

v (kT + MR (1)) + MR (1) + | MGRF' O (7,) )

=y (kT + MRF (7)) + MTRFEI)(W)) + |y MRF O ()

=0
Ga.i.1

="+ (k + MiRF () + MIRF( (7))

where the second equality uses the fact that MM = MM} = 0 and thus y'Mj = 0.
This means that:
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— the output of EncO on any input 7 such that 7,417 = 1 is identically distributed in Go ;1 and
Go.i.2; ~

— the output of DecO on any input (7, [y], K) where 7,41 = 1, and y € span(M, M;) is the same
in Gg.i_l and Gg_i.g.

Henceforth, we focus on the ill-formed queries to DecO, namely those corresponding to 7,41 = 1,
and y ¢ span(M, M;). We introduce intermediate games G ;1. ;, and G’Q.i.l_j for j =0,...,Qdec,
defined as follows:

— Gg4.15: DecO is as in Gg ;1 except that for the first j times it is queried, it outputs 0 to any
ill-formed query. EncO is as in Go 2.

— Gy, 1+ DecO as in Gg;2 except that for the first j times it is queried, it outputs 0 to any
ill-formed query. EncO is as in Go 2.

We show that:
G2.i1 = G0 s G211 Rs .- R G’2.i.1.QdeC = G2~i-1~Qdec ~s GQ,@',1_QdeC71 ~s .- s G2.i.1.0 = Gaio

where we denote statistical closeness with a2, and statistical equality with =.
It suffices to show that for all 7 =0,..., Qgec — 1:

Claim 1: in Gg,1, if the j 4 1-st query is ill-formed, then DecO outputs 0 with overwhelming
probability 1 — 1/¢ (this implies Go.;.1.; s G2.4.1.j+1, with statistical difference 1/q);

Claim 2: in Gy, q ;, if the j + 1-st query is ill-formed, then DecO outputs 0 with overwhelming
probability 1 — 1/¢ (this implies G/Z.i.l.j SN GIQ‘i.l.j+1’ with statistical difference 1/q)

where the probabilities are taken over the random coins of Setup.

Let us prove Claim 1. Recall that in Ga,1.j, on its j + 1-st query, DecO(r, [y],f() computes
K = [y'K,], where K. := (k, + MRF\”(r};) + M{RF\"(7,)) (see Figure 7). We prove that if
(, [y], K ) is ill-formed, then K is completely hidden from A, up to its j + 1-st query to DecO. The
reason is that the vector k;y1 1 in sk contains some entropy that is hidden from .A. This entropy
is “released” on the j 4 1-st query to DecO if it is ill-formed. More formally, we use the fact that
the vector k111 <& Zg’k is identically distributed as k;y11 + Mgw, where kiy11 <& ng, and

W g Z’;. We show that w is completely hidden from A, up to its j + 1-st query to DecO.

— The public key pk does not leak any information about w, since
M’ (Kit11 + ) =Mk

This is because M"Mj = 0.
— The outputs of EncO also hide w.
e For 7 such that 7,41 = 0, k. is independent of k; 11, and therefore, so does EncO(7).
e For 7 such that 7,11 = 1, and for any y € span(M, M), we have:

y (K, + | Myw ) = y'k] (2)
since M"Mj = MM = 0, which implies y' Mg = 0.

— The first j outputs of DecO also hide w. R
e For 7 such that 7,41 = 0, k!, is independent of k; 1 1, and therefore, so does DecO([y], 7, K).

17



e For 7 such that 7,41 = 1 and y € span(M, M, ), the fact that DecO(r, [y], IA() is independent
of w follows readily from Equation (2).

e For 7 such that 7,47 = 1 and y ¢ span(M,M;), that is, for an ill-formed query, DecO
outputs 0, independently of w, by definition of Ga; 1 ;.

This proves that w is uniformly random from A’s viewpoint.

~

Finally, because the j+1-st query (7, [y], K) is ill-formed, we have 7,41 = 1, and y ¢ span(M, M),
which implies that y" M # 0. Therefore, the value

K =y (k; + Mgw)] = [y'k; + y My w]
—
£0
computed by DecO is uniformly random over G from A’s viewpoint. Thus, with probability 1 —1/q

over K < G, we have K # K, and DecO(r, [y], K) = 0.
We prove Claim 2 similarly, arguing than in Gy, ; ;, the value K := [y"k], where k. := (ks +

MSRFE% (Tjig1) + M’{RFEI)(TH)), computed by DecO(r, [y], IA() on its j + 1-st query, is completely

hidden from A, up to its j + 1-st query to DecO, if (r, [y],f( ) is ill-formed. The argument goes
exactly as for Claim 1. B O

Lemma 9 (Ga;2 to Go,3). For all0 <i< -1,

2
Advais — Advy,s| < 2dec
q

where Qgec 15 the number of times A queries DecO.

Proof of Lemma 9. In Ga,; 3, we use the same decomposition span(M-=) = span(Mj, M) as that in
Ga..2. The entropy of the components of k! that lie in span(M7) increases from Gg ;2 to Ga3. To
argue that these two games are statistically close, we use a Cramer-Shoup argument [11], exactly
as for Lemma 8.

We define RFl(_lF)l{O, 1} — ZF as follows:

RFY (1) + RFY (7). i 11 = 0

i1(Tli+1) {RFEI)(T”) if 741 =1

where RF'El) : 0,1} — Z’qc is a random function independent from RFEl). This way, RFEP
random function.

We show that the outputs of EncO and DecO are statistically close in Go;1 and Gg ;2. We
decompose the proof in two cases (delimited with M): the queries with a tag 7 € {0,1}* such that
Ti+1 = 0, and the queries with tag 7 such that 7,4, = 1.

Queries with 7, = 1:

The only difference between Gg ;2 and Gg; 3 is that Setup computes k. using the random function
1)

118 a

RFEI) in Go;9, whereas it uses the random function RF

it
definition of RFEEP for all 7 € {0,1}* such that 7;,; = 1, k! is the same in Go,2 and Go,3, and

the outputs of EncO and DecO are identically distributed. W

1 in Ga;3 (see Figure 7). Therefore, by
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Queries with 7,41 = 0:
Observe that for all y € span(M, M) and all 7 € {0,1}* such that 7;,1 = 0,

Ga2.i.3

¥ (ke + MGRFD, (1) + MIRF () + | MERF Y (7))

S—"

=y (kT + MERFY, (7541) + M’{RFEI)(TH)) + |y MRF Y ()

=0
Ga.i.2

-~

+pp(0 *REU
=y . (kT + MORF1(+)1(T\H-1) + 1VIlRFl( )(T”))

where the second equality uses the fact M"M} = MyM] = 0, which implies y" M} = 0.
This means that:

— the output of EncO on any input 7 such that 7,41 = 0 is identically distributed in Go ;2 and
G2.i.3; .

— the output of DecO on any input (7, [y], K) where 7,41 = 0, and y € span(M, My) is the same
in GQ.Z‘_Q and Gg_i.3.

Henceforth, we focus on the ill-formed queries to DecO, namely those corresponding to 7,41 = 0,
and y ¢ span(M, Mj). The rest of the proof goes similarly than the proof of Lemma 8. See the
latter for further details. B O

Lemma 10 (Gg;3 to Go,y1). For all 0 < i < X\ — 1, there exists an adversary Ba ;3 such that
T(B2..3) = T(A) + (Qenc + Qdec) - POly(A) and
2
|Advas — Adva1] < 2- Advie,, (Bais) + -1
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Here, we use the MDDH Assumption to “tightly” switch the distribution of all the challenge
ciphertexts, as for Lemma 7. We proceed in two steps, first, by changing the distribution of all the
ciphertexts with a tag 7 such that 7,11 = 0, and then, the distribution of those with a tag 7 such
that 7,41 = 1, using the MDDH Assumption with respect to an independent matrix for each step.
Proof of Lemma 10. To go from Go;3 to Go,;+1, we switch the distribution of the vectors [y]
sampled by EncO, using the Qenc-fold Usj ,-MDDH Assumption. This transition is symmetric to
the transition between Gg; and Ggj1 (see the proof of Lemma 7 for further details). Finally, we

use the fact that for all 7 € {0,1}*, MSRFES-)l (7) + MTRFE}& (Tji41) is identically distributed to

MJ-RFiH(THH), where RF; 1 : {0,1}T! — ng is a random function. This is because (Mg, M7) is
a basis of span(M™1). O

The proof of Lemma 6 follows readily from Lemma 7, 8, 9, and 10.
Lemma 11 (Gj)). Advy ) < %.
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Proof of Lemma 11. We show that the joint distribution of all the values Ky computed by EncO is
statistically close to uniform over G@nc, Recall that on input 7, EncO(7) computes

Ko := [y (k; + MTRFy\(7))],

where RFy : {0,1}* — ng is a random function, and y <3 ng (see Figure 6).
We make use of the following properties:

Property 1: all the tags 7 queried to EncO, such that EncO(7) # L, are distinct.

Property 2: the outputs of DecO are independent of {RF(7) : 7 € Tenc}. This is because for all
queries (7, [y], IA() to DecO such that 7 € Tenc, DecO(T, [y], IA() = 0, independently of RF,(7), by
definition of Gg ).

Property 3: with probability at least 1 — % over the random coins of EncO, all the vectors y

sampled by EncO are such that y' M=+ # 0.

We deduce that the joint distribution of all the values RF(7) computed by EncO is uniformly

random over (ng)Qe"c (from Property 1), independent of the outputs of DecO (from Property 2).
Finally, from Property 3, we get that the joint distribution of all the values Ky computed by EncO
is statistically close to uniform over G@<, since:

Ko = [y" (k- + M'RFy(7)) = [y 'k, + y M* RF,(7)].
—
#0 w.h.p.

This means that the values Ky and K are statistically close, and therefore, Advs < %.

Finally, Theorem 1 follows readily from Lemmas 4, 5, 6, and 11.

4  Multi-ciphertext CCA-secure Public Key Encryption scheme

4.1 Our construction

We now describe the optimized IND-CCA-secure PKE scheme. Compared to the PCA-secure KEM
from Section 3, we add an authenticated (symmetric) encryption scheme (Encag, Decag), and set
the KEM tag 7 as the hash value of a suitable part of the KEM ciphertext (as explained in the
introduction). A formal definition with highlighted differences to our PCA-secure KEM appears in
Figure 8.

We prove the security under the Up-MDDH Assumption, which admits a tight reduction to the
standard k-Lin Assumption.

Theorem 2. The Public Key Encryption scheme PKEcca defined in Figure 8 has perfect correct-
ness, if the underlying Authenticated Encryption scheme AE has perfect correctness. Moreover, if
the U,-MDDH Assumption holds in G, AE has one-time privacy and authenticity, and H generates
collision resistant hash functions, then PKEcca is IND-CCA secure. Namely, for any adversary A,
there exist adversaries B, B', B" such that T(B) ~ T(B') ~ T(B") ~ T(A) + (Qdec + Qenc) - poly())
and

AQVERES, (A) < (4A+ 1) - AdviTeen (B) + ((4A + 2)Quec + Qenc) - AdVAE*(B”)

3
+ AdvE(B) + Qenc(Qenc + Quec) - 277, ®)
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GenpKE(l’\): EnCpKE(pk,M):

G 4 GGen(17); H 4=y H(1Y); M <=y Uspi r < Zy; y i= Mr
klyo,...,k)\,l R ng T = H([?)\D
pk := (Q, [M], H, ([MTkj,B])lgjs)\’Osﬂgl) ke =3 i1 K

K:=["  -Mk,]
***** =E K,M
Return (pk, sk) ﬁeturr???;]( ¢’) )

Deceke (pk, sk, ([y], ¢))

7:=H([y]); k- : 2?:1 kjr; K= [y k-]
Return Decag (K, ¢).

Fig. 8. PKEcca, an IND-CCA-secure PKE. We color in blue the differences with KEMpca, the IND-PCA-secure
KEM in Figure 4. Here, GGen is a prime-order group generator (see Section 2.3) , and AE := (Encag, Decag) is an
Authenticated Encryption scheme with key-space K := G (see Definition 7).

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

We note that the Qenc and Qgec factors in (3) are only related to AE. Hence, when using a
statistically secure (one-time) authenticated encryption scheme, the corresponding terms in (3)
become exponentially small.

Remark 2 (Eztension to the multi-user CCA security). We only provide an analysis in the multi-
ciphertext (but single-user) setting. However, we remark (without proof) that our analysis gener-
alizes to the multi-user, multi-ciphertext scenario, similar to [6,17,19]. Indeed, all computational
steps (not counting the steps related to the AE scheme) modify all ciphertexts simultaneously, re-
lying for this on the re-randomizability of the U,-MDDH Assumption relative to a fixed matrix M.
The same modifications can be made to many PKEcca simultaneously by using that the Ui-MDDH
Assumption is also re-randomizable across many matrices M;. (A similar property for the DDH,
DLIN, and bilinear DDH assumptions is used in [6], [17], and [19], respectively.)

5 Security proof of PKEcca

Theorem 3. The Public Key Encryption scheme PKEcca defined in Figure 8, Section 3 has perfect
correctness, provided the underlying Authenticated Encryption scheme AE has perfect correctness.
Moreover, if the U,-MDDH Assumption holds in G, AE has one-time privacy and authenticity, and
H generates collision resistant hash functions, then PKEcca is IND-CCA secure. Namely, for any
adversary A, there exist adversaries B, B', B" such that T(B) ~ T(B') ~ T(B") =~ T(A) + (Qdec +
Qenc) - poly(A) and

AdVEIES (A) < (4N + 1) - AdvEOdL (B) + (QencQaec + (4N + 2)Qgec + Qenc) - AdVAEH(B”)

+ AdV%(B/) + Qenc(Qenc + Qdec) : 2_9()\)7
(4)
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).
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We note that the Qenc and Qgec factors in (4) are only related to AE. Hence, when using
a statistically secure authenticated encryption scheme, the corresponding terms in (4) become
exponentially small.

””””” 1

= —
Setup: Go, G1,Ga] Ga.i,Ga | | EncO(Mo, Mr): [ Go 1| 1 [G21GaRGH

R d
Cenc := 0; b <= {0,1} v Zig; y i= Mr; y < Zg"
r--T T T - T T T A - ’
L enc = Tdec := @J‘ T = H([Y])» K= [yT'k‘r]
G GGen(1*); H = H(1Y); M ¢y Usi i d0 := Encag(K, Mo); 41 := Encae(K, Mh)

r-—-—-—"~"YffT™"~*"~""~"="~ " "~ -" """~ """ —" - """ “=-=-=-°-°~"°7° a
|

Return ([y], ¢») and set Cenc := Cenc U {([y], gbb)}.Jw

1 Tl
M r Usk2e 8.8 M N{ - 0% If 7 ¢ Tenc U Taec, return ([y], #s), set Tenc := Tenc U {7}
Pick random RF; : {0,1}' — Z, and Cenc := Cenc U {([y], ¢»)}. Otherwise, return L.
ki,0,...,kxa Tn zy N DecO([y], ¢): [éa, G1,G2,G3.: |, Ga
For 7 € {0,1}", write k- := > 7 k.-, = H([y]); K := [y’ - k] N

¢ e+ (MR ) i 51.0) & o o

Return pk := (g7 [M], H, ([MTkjﬁD i otherwise, return Decag (K, ¢)J

If ([y], #) € Cenc or 3([y'],¢") € Cenc

with H([y']) = H([y]) and y’ # y, return L;
otherwise, return Decag (K, ¢).

Set Tdec := Tdec U {T}.

SISAUSPS

If 7 ¢ Tenc, return Decae (K, ¢); else, return L.
Set Taec := Taec U {7}.

Fig.9. Games Go, G1,G2,G3,; (for 0 < ¢ < X), Gy for the proof of multi-ciphertext CCA security of PKEcca in
Figure 8. In each procedure, the components inside a solid (dotted, gray) frame are only present in the games marked
by a solid (dotted, gray) frame. We color in blue the differences with Figure 6, for the security proof of KEMpca.

Proof of Theorem 3. Perfect correctness follows from the perfect correctness of AE and the fact that
for all r € Z’; and y = Mr, for all k € ng:
r' Mk)=y' -k

We now prove the IND-CCA security of PKEcca. We proceed via a series of games described
in Figures 9 and 10 and we use Adv; to denote the advantage of A in game G;.
Lemma 12 (Gg to G1). There exist adversaries By and B{, such that T(By) ~ T(B])) ~ T(A) +
(Qenc + Qdec) : pOIY()\) and
|Advy — Adv| = 2Qqec - AdVAE(Bo) + AdvS;(B)) + Qenc(Qe"Z+ QdEC)7

q

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Here, we use the collision resistance of ‘H and the one-time authenticity of AE to restrict the
oracles DecO and EncO.
Proof of Lemma 12. First, we use the one-time authenticity of AE to argue that if A queries DecO
on a vector [y] such that y ¢ span(M), then, DecO outputs L, with overwhelming probability over
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the random coins of Setup. Second, we use the collision resistance of H to argue that:
(i) if A queries DecO on ([y’],¢'), where for some previous output ([y],¢) of EncO, we have:
H([¥]) = H([y’]) and ¥’ # y, then, with overwhelming probability over the random coins of A,
Setup and EncQO: DecO outputs 1 ;
(ii) every time EncO outputs a vector [y], its tag H([y]) is fresh (no [y’] with the same tag has been
output by EncO or queried to DecO before), with overwhelming probability over EncO’s random
coins.

We introduce intermediate games Go j (resp. Gi;) for j =0,..., Qdec, defined as follows: DecO
is as in Gq (resp. G1) except that for the first j times it is queried, it outputs L to any query ([y], ¢)
such that y ¢ span(M). Setup and EncO are as in Gg (resp. Gi).

We show that:

Go = Go.o =ae Go.1 ®AE --- ®AE G0.Qg. ®CR G1.Que. FAE - -- ~aE G100 = G

where = denotes statistical equality, ~ag denotes indistinguishability based on the security of AE,
and ~¢g denotes indistinguishability based on the collision resistance of H.

Namely, we build adversaries By j, Bij for j = 0,...,Qdec — 1, and B}, such that T(By ;) ~
T(B1,;) =~ T(B)) ~ T(A) + (Qenc + Quec) - poly(X), where poly(A) is independent of T(.A), and such
that

Claim 1: |Advo; — Advg 1] < AdvaAegm(Bo.j) and |[Advyj — Advy jq| < Advj’fg"t(l’)’g,j), for

jZO,...,Qdec—l.
Claim 2: |Advgg,. — Advig,. | < Advi(B)).

This implies the lemma.
Let us prove Claim 1. It suffices to show that in Goj and Gy ;, with overwhelming probability
over the random coins of Setup, DecO outputs L to its j + 1-st query if it contains [y] such that

y ¢ span(M).
Recall that in both Gg; and Gy j, on its j + 1-st query ([y], ¢), DecO computes

A
K :=[y" k], where 7 = H([y]) and k, := > Kk,
p=1
and returns Decag (K, ¢) (or L, see Figure 9). We prove that this value K is hidden from A up to its
j+1-st query to DecO. Then, we use the one-time authenticity of AE to argue that Decag(K, ¢) = L
with overwhelming probability.

To prove K is hidden from A, we show that the vectors ki g,k 1 in sk contain some entropy
that is hidden from 4. More formally, we use the fact that the vectors k; g <— ng are identically
distributed than k; g + M-tw for B = 0,1, where kig <r Zg’k, W g Z’;, and M+ < U3y 21 such
that MM+ = 0. We show that w is hidden from A, up to its j + 1-st query to DecO.

— The public key pk does not leak any information about w, since

M’ (ki 5 + ) =M'ky g.

This is because MM+ = 0.
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— The outputs of EncO also hide w, since for any y € span(M), we have:

v (k, + | Miw)) =y (5)

since MTM' = 0 which implies y'M* = 0.
— The first j outputs of DecO also hide w.
e For y € span(M), DecO([y], ¢) is independent of w, from Equation (5).
e For y ¢ span(M), DecO([y], ¢) = L, independently of w, by definition of Gy ;.

Therefore, the value
K=y (k- + M'w)] = [y k; +y'M* w]
—
#0

computed by DecO on its j + 1-st query, is uniformly random over G from A’s view, since y ¢
span(M) < y' M+ # 0.

Then, by one-time authenticity of AE, there exists an adversary By ; such that T(Bp;) ~
T(A) + (Qenc + Qdec) - poly(N), where poly()\) is independent of T(A), and

|AdVo.j - AdVO.j—i—l’ S AdVaAeE_Ot(BUJ)'

Let us prove Claim 2. It suffices to show that in G g,..:
(i) if DecO is queried on ([y], ¢), and there exists ([y’], ¢') output previously by EncO, with H([y]) =
H([y’]) and y’ # y, then, with overwhelming probability over the random coins of A, Setup and
EncO: DecO outputs L;
(ii) every time EncO outputs a vector [y], its tag H([y]) is fresh (no [y’] with the same tag has been
output by EncO or queried to DecO before), with overwhelming probability over its random coins.
We define B} as follows. Upon receiving a challenge H <5 #H(1*) for the collision resistance of
M, Bj picks b < {0,1}, kig,...,kx1 = ng, and simulates Setup, EncO and DecO as in Gg.q,,.-
(i) Suppose By, receives some [y] through a DecO query, such that there is a [y’] from an earlier

EncO query with H([y]) = H([y’]), and y # y’. Then, we distinguish the following cases:

Case 1: y #y'. Then there is a collision H([y]) = H([y’]) that B, can directly output.
Case 2: y =Y (buty #y’). Then, y ¢ span(M) (because y # y’), and DecO outputs L, as would
happen both in Go g, and Gi.qg,.-

(ii) First, note that with probability at least 1 — w over its random coins, EncO
samples vectors [y] whose upper parts [y] are fresh (they are distinct from those previously sampled
by EncO, or queried to DecO). Therefore, conditioned on this fact, if Bj samples 7 := H([y]) that
is not fresh, i.e there exists a pair ([y’], H([J’]) = 7) previously output by EncO or queried to DecO
(along with some symmetric ciphertext ¢), then we have H([y]) = H([¥']), and [y¥] # [y'], that is,
B;, finds a collision.

Summarizing, both games Gg g, and Gi.g,,. proceed identically (as simulated by B)), unless
(i) Case 1 occurs, or (ii) EncO samples a tag that was output or queried before, in which case Bj
finds a collision, with overwhelming probability over its random coins. O

Lemma 13 (G to Ga). There exists an adversary By such that T(B1) ~ T(A) + (Qenc + Qdec) -
poly(\) and

1
|AdV1 - AdVQ‘ = Advﬁkd’%hGen (81) + (]—717
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where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

In Lemma 13, we use the MDDH assumption to “tightly” switch the distributions of all the challenge
ciphertexts, as for Lemma 4 in Section 3.

Lemma 14 (G2 to G3o). |[Advy — Advso| = 0.

The proofs of Lemma 13 and 14 are almost identical to those of Lemma 4 and 5, respectively.
See the latter for further details.

Lemma 15 (Gg; to Gs,y1). For all 0 <i < X\ —1, there exist adversaries Bs; and Bj ; such that
T(Bs.;) ~ T(B;,;) ~ T(A) + (Qenc + Qdec) - Poly(A) and
mddh ae-ot/ p/ 4 2k
|Advs; — Advgi1| < 4+ AdVy GGen(Bs.i) + 4Qdec - AdVAE™ (Bs3;) + 1
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Proof of Lemma 15. To go from Gs; to Gs;41, we introduce intermediate games Gs;.1, G3;.2 and
Gs.;.3, defined in Figure 10. We prove that these games are indistinguishable in Lemma 16, 17, 18,
and 19.

Lemma 16 (Gs; to Gs;1). For all 0 < i < X\ — 1, there exists an adversary Bs;o such that
T(BSzO) ~ T(-A) + (Qenc + Qdec) : p0|}/()\) and

2
|Advy; — Advyii| <2 AdvidSee,(Bs.io) + Py

where poly(X) is independent of T(A).

Here, we use the MDDH Assumption to “tightly” switch the distribution of all the challenge
ciphertexts, as in Lemma 7 in Section 3. We proceed in two steps, first, by changing the distribution
of all the ciphertexts with a tag 7 such that 7,41 = 0, and then, for those with a tag 7 such that
Tit1 = 1. We use the MDDH Assumption with respect to an independent matrix for each step.
Proof of Lemma 16. The proof of this lemma is essentially as the proof of Lemma 7, in Section 3.
The difference is that now, only the lower part of the vectors [y] sampled by EncO is randomized
using the Qenc-fold Usak, ,-MDDH Assumption. The upper part of [y] is used to compute the tag 7.
We call y and y the upper and lower part of y, respectively.

We introduce an intermediate game Gs;o where EncO first picks r < Z’;, computes [y] :=
[Mr], 7 := H([y]), and computes the rest of its output as in Gg;; if 7,41 = 0, and as in Gs;
if 7341 = 1; Setup and DecO are as in Gs;i. We build adversaries Bj,, and Bf,, such that
T(B,, ) =~ T(BY, ) ~ T(A) + (Qenc + Qdec) - poly(X) with poly()) independent of T(A), and

. enc—mddh
Claim 1: |Advy; — Advs,o| < Advm "¢ (By ).
Claim 2: |Advs;o — Advgi| < Adve Ce (B o).
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,,,,,,,,,,,, ~
|

r il
Setup: Gs.iy G3.i41,7 G353 |EncO(Mo, My ): G3.¢,[G3.i41,G:;.z‘.Q,Gg.ig
L

|
77777777777777 4 P e SRR |

Cenc 1= 0; b 4 {07 1} ot P oo 1
G GGen(1Y); H <= H(1Y); M 4 Usi i I 7i1 =010 = Zgsy = Mr + Moo,
ML < Uspop s.t. MTM* =0 I 7ig1 = 1:ry ¢ Zg;y o= Mr + Mr |
************ P |
TM07M1 r Z/{2k,k] K=y -k
M o~ oo := Encag (K, My); ¢1 := Encag(K, M1)
M07 ]'\1<‘[/-[1J-<_iu3kvk ]_s\/i* M Ifr ﬁé 7;nc @] 7:1e<:7 return ([y]7 ¢b)7 set 7;”(: = 7;"(: U {T}
span( ) —Ospgn( 0, M7) and Cenc := Cenc U {([y], ¢»)}. Otherwise, return L.
MM = (,9,) M; =0
* T *
M'M] = (1\20) Mji = DecO([y], 9): G3.4,G3.1.1,G3.40.2,G3.4.3
Pick random RF; : {0,1}" — Z2. T (T ;‘l(y))» K= [YT(T/T},} ) D )
- If ([y], ) € Cenc or I([y'], @) € Cenc with H([¥']) = H([¥
; o) . i+1 k ’ ’
Pick ra?gom RFi{_rl : {Ok’ 1 =7 and y' # y, return L; otherwise, return Decag(K, ).
and RF;” : {0,1}" — Zj Set Tdec := Tdec U {7}.
Pick random RFE?,_)l, RFZ(BI :{0,1}" — zk.
1(17()7 ey k/\,l <R ng

For all 7 € {0,1}*, k, := Z?Zl kj,r;
k. =k, + M RF;(7,)

K, == kr + M5RF, (71:41) + MIRF( (7))

K. := ke + MERFD, (7:41) + MIRFE, (17i41)

Return pk := (g, [M], H, ([MTkj”B])lngA’Ogﬁgl)

Fig. 10. Games Gs.; (for 0 < i < A),Gs.5.1, G3.5.2 and Gs.;.3 (for 0 < i < XA — 1) for the proof of Lemma 15. For all
T € {0, l}A, we denote by 7); the i-bit prefix of 7. In each procedure, the components inside a solid (dotted, gray)
frame are only present in the games marked by a solid (dotted, gray) frame. We color in blue the differences with
Figure 7, for the security proof of KEMpca.

This implies the lemma by Lemma 3 (self-reducibility of Usy ,-MDDH), and Lemma 1 (Usy, k-
MDDH < U,-MDDH).

Let us prove Claim 1. Upon receiving a challenge (G,[Mo] € G?**** [H] := [hy]...|hg, ] €
GQkXQe"C) for the Qenc-fold Usy, ,-MDDH Assumption with respect to Mg < Uay i, Bf ;o does as
follows:

Setup: Bj ;o picks M <— Usk i, ki0,.... ka1 <= Zg’k, H <y #H(1?), and computes pk as described
in Figure 10. For each 7 computed while simulating EncO or DecO, B}, computes on the
fly RFi(7;), ki = kr + MLRFZ'(TM), where RF; : {0,1}} — ng is a random function, k, :=
Zj‘zl k;-;, and 7, denotes the i-bit prefix of 7 (see Figure 10). Note that By, can compute
efficiently M+ from M.

EncO(Mo, M1): on the j'th query, for j = 1,..., Qenc, B}, , samples r < Z’;, computes [y] := [Mr],
7 := H([y]), and computes [y] as follows:

y] := [Mr + h;]
if’i‘i_H =1 Z[ ](—RGQk

ifrp1=0:[y

26



This way, Bj; , simulates EncO as in Gg; 0 when [h;] := [Morg] with ro < Zlg, and as in Gg;
when [h;] < G?*.
DecO(C, ¢): Finally, Bj ; , simulates DecO as described in Figure 10.

enc™ ddh
Therefore, |Advs; — Advs;o| < Adv82k7k%Gen(Bé.i.0)'
To prove Claim 2, we build an adversary B ; , against the Qenc-fold Uay ,-MDDH Assumption
with respect to a matrix My <—g Uy i, independent from My, similarly than B, . O

Lemma 17 (G3;1 to Gs,2). For all 0 < i < X\ — 1, there exists an adversary Bs;1 such that
T(B?).i.l) ~ T(A) + (Qenc + Qdec) ’ poly(>\), and

- 2k
|Advsi1 — Advs,o| < 2Qdec - AdVAE" (Bs.i1) + v

where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Here, we use a computational variant of the Cramer-Shoup information-theoretic argument to

move from RF; to RF; 1, thereby increasing the entropy of k., as in Lemma 8, in Section 3. For the
sake of readability, we proceed in two steps: in Lemma 17, we move from RF; to an hybrid between
RF; and RF;; 1, and in Lemma 18, we move to RF;;.
Proof of Lemma 17. In G3;.2, we decompose span(M) into two spaces span(Mp) and span(M3),
and we increase the entropy of the vector k! computed by EncO and DecO. More precisely, the
entropy of the components of k.. that lie in span(IMy) increases from Gs ;1 to Gs..2. To argue that
these two games are computationally indistinguishable, we use a Cramer-Shoup argument [11],
together with the one-time authenticity of AE.

Let us first explain how the matrices M and M] are sampled. Note that with probability

1-— % over the random coins of Setup, (M]| (1\910)” (1\21)) forms a basis of ng. Therefore, we have

span(M™*) = Ker(M") = Ker((M[|(y,))") @ Ker((M[|(33,))7)-
We pick uniformly Mg and M7 in ZZ’”’“ that generates Ker (M| (1\21))T) and Ker ((M]| (1\910))T)’
respectively. This way, for all 7 € {0,1}*, we can write

MURF;(71,) == MGRF” (1)) + MiRF{ (),

where RFEO), RFEU : {0,1}F — Z’; are independent random functions.

We define RFE?r)l : 0,1} — ZE as follows:
0 (le) if Ti+1 = 0
D)+ RF O (7,) if g =1

%

R, (1i41) = {

where RF’EO) : {0,1}" — Z% is a random function independent from RFEO). This way, RFZ@
random function.

We show that the outputs of EncO and DecO are computationally indistinguishable in Gs ;1
and Gs ;2. We decompose the proof in two cases (delimited with B): the queries corresponding to

a tag T € {0, 1}’\ such that 7,41 = 0, and the queries corresponding to a tag 7 such that 7,1 = 1.

118 a
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Queries with 7,41 = 0:

The only difference between Gs ;1 and Gs;o is that Setup computes k. using the random function
RFEO) in G3;.1, whereas it uses the random function RFﬁ)1 in Gs;2 (see Figure 10). Therefore, by
definition of Rng)17 for all 7 € {0,1}* such that 7;,1 = 0, k” is the same in G3;; and G3., and
the outputs of EncO and DecO are identically distributed. B

Queries with 7, = 1:

Observe that for all y € span(M, (1\21)) and all 7 € {0,1}* such that 7,41 = 1,

Gs.i.2

¥ (ke + MGRF (1) + MIRF (71) + | MGRF' ) (7))

=y (ke + MERF( () + MIRF() (7)) + |y MGRF ) (7))

=0
GSzl

N

="+ (k- + MiRF () + MIRF( (7))

where the second equality uses the fact MTMj = (1\21)TM3 = 0 and thus y'M{ = 0.
This means that:

— the outputs of EncO that contains [y| whose tag 7 = H([¥]) is such that 7,43 = 1 are identically
distributed in Gg ;1 and Gg;.9;

— the output of DecO on any input ([y], ¢) where 7 = H([y]), 7i+1 = 1, and y € span(M, (1\21)) is
the same in Gg ;1 and Gg ;9.

Henceforth, we focus on the ill-formed queries to DecO, namely those corresponding to 7,11 = 1,
and y ¢ span(M, (1\21)) We introduce intermediate games G315, and Gé.i.l.j for j =0,...,Qdec,
defined as follows:

— G34.1: DecO is as in Gz ;1 except that for the first j times it is queried, it outputs L to any
ill-formed query. EncO is as in Gs;.2.

— Gy, 1, DecO is as in Ggi2 except that for the first j times it is queried, it outputs L to any
ill-formed query. EncO is as in Gg3;.2.

We show that:

G3.1 = G3.4.1.0 A€ G3..1.1 RAE - - - RAE G3.0.1.Quec = G3.11.0u
G5 1.0u. ~AE G3i1.04—1 FAE --- ~AE G310 = G2
where = denote statistical equality, and ~ag denotes indistinguishability based on the security of
AE.
It suffices to show that for all j = 0,. .., Qgec—1, there exist adversaries Bs ;.1 j and B ; | ; against

the one-time authenticity of AE, such that T(Bs.i.1.5) = T(Bj; 1 ;) & T(A) + (Qenc + Quec) - poly(}),
with poly(A) independent of T(.A), and such that:

Claim 1: in Gg3;.1., if the j + 1-st query is ill-formed, then DecO outputs L with overwhelming
probability 1 — Adeeg"t(Bg_i.l,j) (this implies Gs..1.; A G3.i.1.j41)-
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Claim 2: in Gg_i_l.j, if the j + 1-st query is ill-formed, then DecO outputs 0 with overwhelming
probability 1 — Advieé“(Bg'i‘l.j) (this implies G3 ;1 ; ~ae G5, 1j41),

where the probabilities are taken over the random coins of Setup.

We prove Claim 1 and 2 as in Lemma 8, in Section 3, arguing that the encapsulation key K
computed by DecO on an ill-formed j + 1-st query, is completely hidden from A, up to its j + 1-st
query to DecO. The reason is that the vector k;i11 in sk contains some entropy that is hidden
from A, and that is “released” on the j + 1-st query, if it is ill-formed. Then, we use the one-time
authenticity of AE to argue that DecO outputs | with overwhelming probability over the random
coins of Setup. O

Lemma 18 (G3;2 to Gs;3). For all 0 < i < X\ — 1, there exists an adversary Bs;o such that
T(8312) ~ T(»A) + (Qenc + Qdec) : poly()\),

|Advsi2 — Advs, 3| < 2Qec - AAVAE" (Bs.i.2)
where Qenc; Qdec are the number of times A queries DecO, and poly(\) is independent of T(A).

Proof of Lemma 18. In Gg;3, we use the same decomposition span(M=*) = span(Mj, M3) as
that in Gg;2. The entropy of the component of k. that lies in span(Mj) increases from Gg;2 to

G3.4.3. That is, we use a random function RFgEl : {0, 1}”‘1 — Zlg in place of the random function

RFEl) :{0,1} — Z'g . To argue that these two games are computationally indistinguishable, we use
a computational variant of the Cramer-Shoup argument [11], exactly as in the proof of Lemma 17.
We define RFE_lir)1 — Z’; as follows:

RF(l) (Tll) + RF/Z(I) (T|Z) lf Ti+1 = 0

H—l( | +1) {RFEI)(Tﬁ) ifri1=1

where RF/EI) :{0,1} — Z’; is a random function independent from RFEl). This way, RFz(-li-)l is a
random function.

We show that the outputs of EncO and DecO are computationally indistinguishable in Gg ;1
and Gg; 2, similarly that in the proof of Lemma 9, in Section 3 (see the latter for further details).
a

Lemma 19 (Gs;3 to Gz q1). For all 0 < i < X\ — 1, there exists an adversary Bs ;s such that
T(B313) ~ T(»A) + (Qenc + Qdec) : PO|Y()\) and
2
|Advsis — Advs | <2+ Adv}Ce., (Bsis) + 1
where Qenc, Qdec are the number of times A queries EncO, DecO, respectively, and poly(\) is
independent of T(A).

Here, we use the MDDH Assumption to “tightly” switch the distribution of all the challenge
ciphertexts. As for Lemma 16, we proceed in two steps, and we use an independent matrix from
Usy, i for each step.

Proof of Lemma 19. To go from Gg ;.3 to G341, we switch the distribution of the vector [y] sampled
by EncO, using the Qenc-fold Usy, ,-MDDH Assumption (equivalent to the ,-MDDH Assumption, see
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Lemma 1). This transition is symmetric to the transition between Gs; and Gs .1, and we defer to the
proof of Lemma, 16 for further details. Finally, we use the fact that for all 7 € {0,1}*, ME’;RFE?1 (75)+
M;RFY, (11:41) s identically distributed to MLRF;1(7;11), where RFiy1 : {0,1}7! = Z2F is a
random function. This is because (M, M3) is a basis of span(M-). O

The proof of Lemma 15 follows readily from Lemmas 16, 17, 18, and 19. O
Lemma 20 (G ) to Gua). There exists an adversary Bz x such that T(Bs ) =~ T(A) + (Qenc +
Qdec) - poly()N), and

‘AdVg.,\ — AdV4| < Qdechnc : AdvaAeE_Ot(BB.)\) + Q;ecy

where Qenc; Qdec are the number of times A queries DecO, and poly(X) is independent of T(A).

Here, we use the one-time authenticity of AE to restrict the decryption oracle DecO.
Proof of Lemma 20. We use the one-time authenticity of AE to argue that with overwhelming
probability over the random coins of Setup, DecO outputs L on any input ([y], ¢) such that for
some previous output ([y’],¢’) of EncO, H([y’]) = H([y]).

We introduce intermediate games Gs ,; for j = 0,...,Qgec, defined as Gs ), except that on
its first j query, DecO is as in Gy, that is, it outputs L to any query corresponding to a tag 7
previously output by EncO.

We show that :
Gs.x = G3a0 ~aE G3a1 ~AE - RAE G304 = G4,

where = denotes statistical equality, and ~ag denotes indistinguishability based on the security of
AE.

Namely, we build adversaries B3 y j for j = 0,..., Qgec — 1, such that T (B3 j) & T(A)+ (Qenc +
Qdec) - poly(A), where poly()) is independent of T(.A), and

_ 1
|Advsyj — Advsyjt1] < Qenc - AAVAE® (B3 ;) + .

This implies the lemma.

It suffices to show that in Gs ) j, with overwhelming probability over the random coins of A,
Setup and EncO: DecO outputs L to its j+ 1-st query if it contains [y*] such that H([y*]) = H([¥]),
for [y] that was output previously by EncO.

We build Bs » ; as follows.

Setup : Upon receiving the description of K := G, B3\ ; picks M <—¢ U3k, k1o,...,kx1 <= ng,
H <y #H(1%), and outputs pk as in G4 (see Figure 9). It also picks j* < {1,...,Qenc}, and
b« {0,1}.

EncO(My, Mi) : On the j*’th query, Bs ) ; picks y < ng, calls ot-EncO(My, M) to get ¢p :=
Encag (K™, M), for a random K* <—; G. The rest of the simulation goes as in G4 (see Figure 9),
that is: if H([¥]) & Tenc U Tdec, Bs.x.j returns ([y,], ¢p), sets Tenc := Tenc U {H([¥])} and Cenc :=

Cenc U{([y], #»)}, otherwise, it returns L. The other j # j* queries are simulated as in Gy.
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DecO([y], ¢): the first j queries are simulated as in Gy, the last Qenc —j —1 as in Gg ). For the j+1-
st query ([y*], ¢*), B3.x; calls ot-DecO([y*], ¢*) to get Decag(K*, ¢*). The rest of the simulation
goes as in Gg;, that is, if ([y*], ¢*) € Cenc or I([y], @) € Cenc with H([y*]) = H([¥]) and y* # vy,
Bs . j returns L. Otherwise, it returns Decag (K™, ¢*). Finally, it sets Tgec := Tdgec U {H([¥*])}

Assume the j + 1-st query ([y*],¢*) to DecO is such that DecO([y*], ¢*) = L in Gy, but not
in Gs.) ;. In particular, that means that there exists ([y], ¢) € Cenc such that y = y* and ¢ # ¢*.
Then, with probability 1/Qenc over the choice of j*, ([y], ¢) is the j*'th query of EncO. In that case,
we show that A’s view is simulated as in Gg ) ; if ot-DecO is the real decryption oracle, and as in
Gy if it is the “always L” function. This implies the lemma.

Indeed, the key K* := [y*" (k. + MLRFy(7*))] for 7* := H([y*]) is random, independent from
A’s view up to its j + 1-st query on DecO (except what leaks through Encag(K™, Mp)). This is
because:

1. with probability 1/q over the random coins of Bz ) j, y* <= ng ¢ span(M).

2. for all [y] contained in EncO outputs or DecO queries that don’t output L, prior to the j 4 1-st
DecO query, we have H([y]) # 7*, by definition of G3 ) j. That is, the tag 7* is “fresh”. Therefore,
the key

K* o= [y (e + MARFA())] = [y kre +y*T M RFS ()]
—
£0
is random, independent of A’s view up to its j + 1-st query (except what leaks through
EnC,/_\E(I(*7 Mb))

This proves that
- 1
|Advsj — Advs .y jt1] < Qenc - AAVAE* (B ;) + 7

O

Lemma 21 (Gy). There exists an adversary By such that T(Bs) =~ T(A) + (Qenc + Qdec) - POly(A),
such that
Qenc

Advy < Qenc : AdVaAeE_Ot(B4) + q ,

where Qenc and Qgec are the number of times A queries DecO, and poly()) is independent of T(A).

Proof of Lemma 21. First, we show that the joint distribution of all the values K computed by
EncO is statistically close to uniform over G@n<. Then, we use the one-time privacy of AE on each
one of the Qenc Symmetric ciphertexts.

Recall that on input 7, EncO(7) computes

K := [y (ks + MTRFA(7))],
where RFy : {0,1}* — Z2* is a random function, and y < Z3".
We make use of the following properties:

Property 1: all the tags 7 computed by EncO(My, M), such that EncO(My, M;) # L, are distinct.

Property 2: the outputs of DecO are independent of {RF(7) : 7 € Tenc}. This is because for all
queries ([y], ¢) to DecO such that H([¥]) € Tenc, DecO([y], #) = L, independently of RF,(7), by
definition of Gy.
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Property 3: with probability at least 1 — % over the random coins of EncO, all the vectors y

sampled by EncO are such that y' M= # 0.

We deduce that the joint distribution of all the values RFy(7) computed by EncO is uniformly

random over (ng)Qe”c (from Property 1), independent of the outputs of DecO (from Property 2).
Finally, from Property 3, we get that the joint distribution of all the values K computed by EncO
is statistically close to uniformly random over G@e<, since:

K := [y (k, + M1RFy\(7)) = [y k. + y M* RFy(7)].

#0 w.h.p.
Therefore, we can use the one-time privacy of AE to argue that all symmetric ciphertexts ¢y
computed by EncO don’t reveal b (this uses a Qenc-hybrid argument). O
Finally, Theorem 3 follows readily from Lemmas 12, 13,14, 15, 20, and 21. O

6 Tightly secure, Quasi-adaptive Zero-Knowledge arguments for Linear
Subspaces

Here, we show how we can apply our PCA-secure KEM of Section 3 to obtain tightly secure,
(Designated-Verifier) Quasi-Adaptive Non-Interactive Zero-Knowledge arguments ((DV)QANIZK)
for linear subspaces, with strong simulation soundness. In Section 6.1, we recall the definitions
of QANIZK and DVQANIZK arguments. In Section 6.2, we give a generic construction of a
DVQANIZK argument for linear language, from a PCA-secure KEM and a concrete instantia-
tion of this generic construction, using the PCA-secure KEM presented in Section 3. Finally, in
Section 6.3, we give a QANIZK argument for linear language, which is more efficient than simply
upgrading the DVQANIZK in Section 6.2 with pairings.

6.1 Quasi-adaptive Non-Interactive Zero-Knowledge

Quasi-Adaptive NIZK (QA-NIZK) proofs are NIZK proofs where the common reference string
(CRS) is allowed to depend on the specific language for which proofs have to be generated [20].
The CRS is generated in a specific way and contains a fixed part par, produced by an algorithm
Genp,r, and a language-dependent part crs. However, for the zero-knowledge property there should
exist a single simulator for the entire class of languages.

For public parameters par produced by Genpar, let Dpar be a probability distribution over a
collection of relations R = {R,} parametrized by a string p with an associated language £, = {y :
Jx s.t. Ry(y,x) = 1}.

We now give a formal definition of QANIZK for Dy, in its tag-based variant. The tag-based
version can be transformed into a standard QANIZK using a one-time signature.

Definition 8 (QANIZK Argument). A Quasi-adaptive Non-Interactive Zero Knowledge Argu-
ment (QANIZK) II for a language distribution Dpar consists of five PPT algorithms IT = (Genpgr,
Gengys, Prove, Sim, Ver):

— The probabilistic key generation algorithm Genpar(l)‘) returns the public parameters par.
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The probabilistic algorithm Gengs(par, p) returns a common reference string crs, and a trapdoor

trap. We assume that crs implicitly contains par and p, and that it defines a tag-space T . (This

is the classical QANIZK setting.) If T is not specified then T = {e} and tags can be ignored in

all algorithms.

— The probabilistic proving algorithm Prove(crs, 7, x,y) returns a proof m, with respect to tag T € T .

— The probabilistic verification algorithm Ver(crs, T,y,m) returns 1 or 0, where 1 means that 7 is
a valid proof of y € L,.

— The probabilistic proving algorithm Sim(crs, trap, 7,y) returns a proof w for some y € Y (not
necessarily in L,) with respect to tag 7 € T .

We require that the algorithms satisfy the following properties:

Perfect completeness. For all \, all par output by Genpar(X), all p output by Dpar, all (x,y) with
Ry(y,x) =1, all T € T, we have

Pr[Ver(crs, 7,y, ) = 1|(crs, trap) <—x Gengs(par, p); ™ <—x Prove(crs, 7, z,y)] = 1.

Perfect zero-knowledge. For all A, all par output by Genpar(N), all p output by Dpar, all (crs, trap)
output by Genees(par, p), all (x,y) with Ry(y,x) =1, all T € T, the distributions

Prove(crs, T, x,y) and Sim(crs, trap, 7, y)

are the same (where the coin tosses are taken over Prove,Sim ).
Unbounded Simulation Soundness [33,12]. For all PPT adversaries A,

AdVIIIYSS(A) — Pr |WIN = 1‘ASetup,SimO(~,-),VerO(~,-,~)

is negligible, where:

— Setup sets WIN := 0, Tsim := 0, then samples par < Genpar(A); p ¢—r Dpar; (crs, trap) <
Gengs(par, p) and returns crs. We require that Setup must be called once at the beginning of
the game.

— SimO(7,y) returns m := Sim(crs, trap, 7,y) and sets Tsim = Tsim U{T}.

— VerO(7*,y*, m*) sets WIN = 1 if Ver(crs, 7, y*, 7*) = L Ay* ¢ L, AT ¢ Tsim. VerO is called
at most once.

Now, we give the definition of Designated-Verifier QANIZK (DVNIZK) arguments in their tag
based variant. Roughly speaking, a DVQANIZK is a QANIZK where a secret verification key vk
is needed to verify the membership of an instance, unlike a regular QANIZK where only the crs is
needed.

Definition 9 (DVQANIZK Argument). A Designated-Verifier, Quasi-adaptive Non-Interactive

Zero Knowledge Argument (DVQANIZK) II for a language distribution Dy, consists of five PPT

algorithms II = (Genpar, Geneys, Prove, Sim, Ver):

— The probabilistic key generation algorithm Genpar(l)‘) returns the public parameters par.

— The probabilistic algorithm Genes(par, p) returns a common reference string crs, a trapdoor trap,
and a verification key vk. We assume that crs implicitly contains par and p, and that it defines
a tag-space T. If T is not specified then T = {e} and tags can be ignored in all algorithms.

— The probabilistic proving algorithm Prove(crs, 7, z,y) returns a proof w, with respect to tagT € T .
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— The probabilistic verification algorithm Ver(crs,, T,y,7) returns 1 or 0, where 1 means that
7 15 a valid proof of y € L,.

— The probabilistic proving algorithm Sim(crs, trap, 7,y) returns a proof ® for some y € Y (not
necessarily in L,) with respect to tag 7 € T .

We require that the algorithms satisfy the following properties:

Perfect completeness. For all \, all par output by Genpar(X), all p output by Dpar, all (x,y) with
Ry(y,x) =1, all T € T, we have

Pr[Ver(crs, vk, 7,y, ) = 1|(crs, trap, vk) <— Gengs(par, p); m < Prove(crs, 7, z,y)] = 1.

Perfect zero-knowledge. For all \, all par output by Genpar(N), all p output by Dpar, all (crs, trap)
output by Genees(par, p), all (x,y) with Ry(y,x) =1, all T € T, the distributions

Prove(crs, 7, x,y) and Sim(crs, trap, 7,y)

are the same (where the coin tosses are taken over Prove,Sim ).
Strong Unbounded Simulation Soundness. For all PPT adversaries A,

uss 3 T*,y*,ﬂ'* € Qver s.t. etup,SimO(-,-),VerO(-,-,-
AdVH (A) — Pr yE ¢ Ep /\V)erO(T*’y*’ﬂ.*) . AS p,SimO(-,-),VerO(:,-,-)
is negligible, where:
— Setup sets Qver = Tsim = Tver := 0, samples par <—g Genpar(N); p <—r Dpar; (crs, trap, vk) <
Gengs(par, p) and returns crs. Setup is called once at the beginning of the game.
— SimO(7,y): if T & Tver U Tsim, it returns w := Sim(crs, trap, 7,y) and sets Tom := Tsim U {7};
otherwise, it returns L.
— VerO(7,y, ) returns 1 if Ver(crs, vk, 7,y, ) = LAT & Tgim, 0 otherwise. Then it sets Qyer :=
Qver U {(Tayaﬂ)}, Tver = Tver U {7_}
Unbounded Simulation Soundness. This property is defined as Strong Unbounded Simulation
Soundness except the adversary is only allowed one call to VerO. This is the standard notion of
unbounded simulation soundness [33, 12].

6.2 Generic construction of DVQANIZK argument for linear subspace, with strong
simulation soundness

In this section we describe a tightly-secure, Designated-Verifier Quasi-adaptive Non-Interactive
Zero Knowledge Argument for linear subspaces with strong unbounded simulation-soundness (see
Definition 9).

We use Genp, = GGen. That is, Genp,(1?) returns par = G, where G = (G, g, g) contains a
cyclic group G generated by g of order ¢ (see Section 2.3). The probability distribution Dpa, returns
a matrix p = [M] € G"*, for integers n > t. We consider the case of witness sampleable (WS) [20]
distributions, where there exist an efficiently sampleable distribution D::)ar that outputs M’ € Zg”
such that [M'] has the same distribution as [M]. Note that this slightly restricts the set of languages
that can be handled. Given par and p, the language Ly is defined as

EM:{[y}GG”:EIXGng.t.y:MX}.

The DVNIZK construction is given in Figure 11. When instantiated with the IND-PCA-secure
KEM from Figure 4 (Section 3) we obtain the DVQANIZK argument described in Figure 12.
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Gengs(par, [M] € G™**): Sim(crs, trap, 7, [y]):

(pk, Sk) R GenKEM(l)‘) (Cv K) R EnCKEM(pka T)

k < Zg [u] =[y ‘K|+K

crs := ([M'k], pk) Return (C, [u])

trap := k

vk 1= (k, Sk) Ver(crs, Vkv 7, [y]’ (C’ [U]))

Return (crs, trap, vk). K := Deckem(pk, sk, 7, C)
Return 1 if K # L Aul = [y' -kl + K, 0

Prove(crs, 7, [y], x): // y = Mx|otherwise.

(C, K) +x Enckem(pk, 7)

[u] :==[x" -M'k]+ K

Return (C, [u])

Fig.11. DVQANIZK argument I7% with strong unbounded simulation-soundness, where KEMpca :=
(Genkem, Enckem, Deckem) is an IND-PCA-secure KEM with key space K := G.

Genas(G, [M] € G™): Sim(crs, trap, 7, [y]):

B = ugk’k; k ZZL; kLO’ e k)"l R ng I <r ZI;; k; = Z?Zl kjﬂ'j

crs == ([M'k], [B], ([B"kj5])._. t:=Br

trap -—(k (B kilssscosns) [ul = [y -k +17 BTk ]
' Return ([t], [u]) € G3*T*

vk:= (K, (kj,a)lgjsx,()ﬁg)

Return (crs, trap, vk). Ver(crs, vk, 7, [y], ([t], [u])):

kr = Z;\=1 k.7
Return 1if [u] = [y" - k +t" k-], 0 otherwise.

Prove(crs, 7, [y], x): /]y =Mx
v Zh Ke =300 Ky

t:=Br

[u] :=[x" -Mk+r' -B'k,]

Return ([t], [u]) € G** !

Fig. 12. DVQANIZK argument I7T5% with strong unbounded simulation-soundness under the U,-MDDH Assumption
(& Usy ,-MDDH Assumption, by Lemma 1) and tag-space 7 = {0, 1}*.

Theorem 4. The DVQANIZK argument IT1SY. defined in Figure 11 has perfect zero-knowledge.
Suppose in addition that the underlying KEM KEMpca has perfect completeness, then, so does ITSY..
Finally, if KEMpca is IND-PCA-secure, then, IT. has strong unbounded simulation soundness.
Namely, for any adversary A, there exists an adversary B with T(A) ~ T(B)+ (Qsim+ Qver) - poly ()

such that
QVSI’
)

q
where Qsim, Quer, s the number of times A queries SimO, VerO, respectively, and poly(\) is inde-
pendent of T(A).

Adv', (A) < 2Advighe (B) +

uss

Proof of Theorem 4. Perfect completeness and perfect zero-knowledge follow readily from the cor-
rectness of KEMpca, and the fact that for all x € ZZ and y = Mx, for all k € Zg:

x' (M'k) =y'k.

We proceed to establish strong unbounded simulation soundness (see Definition 8), via a series
of games described in Figure 13. We use Adv; to denote the advantage of A in Game 1.
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Setup: Go,Ca[SimO(ly], 7): Go[G1 |
OQver = Tver = Toim 1= (Z) (K7 C) <R EnCKEM(pk, T)

(pk, sk) = Genkem (1); k <= Zjf K':=K;

IM] 5. D [ o= [yl + K

Return crs := ([M'kK], pk).
//crs defines tl(l[e tag—]spac)e T={0,1}* If 7 ¢ Tom U Teer, teturn 7 := (C,[u]) and set
’ ' Tsim := Tsim U {7}; otherwise return L.

VerO(r, [y],  := (C, [u])): Go, G1
K = DecKEM (Sk, T, C)

Return 1if 7 ¢ Tam AK # LA[u] = [y k] + K, 0 otherwise.
Toer := Tver U {T}; Qver 1= Qver U {(T, [y],ﬂ')}

Fig. 13. Games Go, G1 for the proof of Theorem 4. In each procedure, the components inside a solid frame are only
present in the games marked by a solid frame.

Lemma 22. There exists an adversary B such that T(B) =~ T(A) + (Qsim + Qver) - poly(A) and
[Advg — Advi| < 2Adviigne (B),

where Qsim, Quer, s the number of times A queries SimO, VerO, respectively, and poly(X) is inde-
pendent of T(A).

Here, we use the PCA-security of KEMpca to change the distribution of the simulated proofs.
Proof of Lemma 22. In G1, we switch the distribution of the value of [u] computed by SimO to a
uniformly random element, using the IND-PCA security of KEMpca.

We build adversary B as follows.

Setup: B calls the Setup oracle for the multi-ciphertext PCA security game (see Definition 6), and
gets pk, the public key of the KEM, which contains the description of a prime-order group
G. Then, B samples M <y Dy, (recall that Dp,, is WS, thus, [M] follows distribution Dpar),
k < Zy, and returns (G, crs := ([M'Kk], pk), [M]).

SimO(, [y]): B calls EncO(7) and gets (C, Kp) if 7 ¢ Tyer U Tsim, L otherwise. In the former case,
B computes [u] := [y"k] + K} and returns (C, [u]) to A.

VerO(r, [y], (C, [u])): B computes K = [u] — [y"k], and returns DecO(r, C, IA() Note that when
T ¢ Tsim, we have:

DecO(r,C, K) =1 iff [u] = [y'k] + K, with K = Deckem (7, C) # L.
If 7 € Tgim, DecO(r,C, IA() = 0 and B returns 0.

This way, when b = 0 in the IND-PCA-security game, B simulates the game Gg, and when
b = 1, it simulates G;. Note that B can efficiently compute M+ from M, and therefore, it can
efficiently check the winning condition of A. Therefore, |Advy — Advy| < 2Adv'|2$\§|’§; (B). 0

Lemma 23. Adv; < %, where Quer 18 the number of times A queries VerQ.

Proof of Lemma 23. We bound Adv; via an information-theoretic argument. We introduce inter-
mediate games Gi j, for j = 0,..., Quer, where Qyer is the number of times A queries VerO, defined
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as follows: VerO is as in G1 except that for the first j times it is queried, it outputs 0 to any input
containing [y| ¢ p. SimO is as in Gj.
We show that:

G =Gro~s Gr1 =5 ... 75 Gl

where we denote statistical closeness with =, and statistical equality with =.

It suffices to show that for all j = 0,...,Qver — 1, in Gy 5, VerO outputs 0 to its j + 1-st query,
with overwhelming probability 1 —1/¢ over the random coins of Setup (this implies G ; =5 G j+1,
with statistical difference 1/q).

The intuition is that the vector k in vk contains some entropy that is hidden to the adversary.
Indeed, in G, each simulated proof (C,[u]) leaks no information about k, since [u] is uniformly
random. More formally, we use the fact that k < Zj is identically distributed to k + M-'w, where
k< Zy, W g Zg_t, and M+ 5 Uy, n—t such that M™M' = 0. We show that w is completely
hidden from A, up to its j 4+ 1-st query to VerQ.

— The crs contains no information about w, since M (k + M+w) = M'k.
— For all simulated proofs (C, [u]), u <= Z, is independent from k.
— The first j times it is queried, VerO outputs 0, independently of its input, by definition of Gy ;.

Suppose that the j + 1-st query of A to VerO is: (7%, [y*],7*) such that VerO(r*, [y*],7*) =
1 A [y*] ¢ L. This implies that 7% := (C*, [u*]) is such that [u*] = [y*" (k + Mtw)] + K* where
K* .= DecKEM (Sk7 T, C*); and y*TMJ- 7é 0.

This means that A has to guess the uniformly random value

[y*Tk+ y*TMJ_W ]+K*

—_—
# 0, independent from A’s view

in order to win the game, which succeeds with probability 1/q over the random coins of Setup. O

This completes the proof of Theorem 4. O

6.3 Tightly secure, QANIZK argument for linear subspace, with unbounded
simulation soundness

In this section, we show how to adapt the DVQANIZK argument for linear subspace presented
in Section 6.2, to a (publicly verifiable) QANIZK argument. The intuition behind our QANIZK
construction is as follows. We use a (non-generic) technique from [22] to upgrade a DVQANIZK with
unbounded simulation soundness to a QANIZK with unbounded simulation soundness using the
Kernel Diffie-Hellman Assumption over pairing groups. Applying this technique to the DVQANIZK
of Section 6.2 already leads to a QANIZK but as the above transformation only requires unbounded
simulation soundness (in contrast to strong unbounded simulation soundness) we can apply the
transformation to a simplified DVQANIZK leading to considerable efficiency improvements.

In Section 6.3, we recall the definition of pairing groups and recall the definition of the Kernel-
Diffie-Hellman Assumption [28], which is the computational analogue of the MDDH Assumption.
In Section 6.3, we give a QANIZK argument for linear languages.
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Pairing groups. Let GGen be a probabilistic polynomial time (PPT) algorithm that on input
1* returns a description PG = (Gy,Ga,q, P1, P,) of asymmetric pairing groups where Gi, Ga,
G are cyclic group of order ¢ for a A-bit prime ¢, P, and P, are generators of G; and Go,
respectively, and e : G; x G — Grp is an efficiently computable (non-degenerate) bilinear map.
Define Pr := e(Py, P»), which is a generator of Gp. We again use implicit representation of group
elements. For s € 1,2, T and a € Z,, define [a]; = aPs € Gy as the implicit representation of a in
Gs . Given [a]1, [a]2, one can efficiently compute [ab]r using the pairing e. For two matrices A, B
with matching dimensions define e([A], [B]2) := [AB|p € Grp.

The Kernel-Diffie-Hellman assumption Dy-KerMDH [28] is a natural computational analogue of
the Dp-MDDH Assumption.

Definition 10 (Di-Kernel Diffie-Hellman Assumption Di-KerMDH). Let Dy be a matriz
distribution and s € {1,2}. We say that the Dy-Kernel Diffie-Hellman (Dy-KerMDH) Assumption
holds relative to GGen in group G if for all PPT adversaries A,

AdvE Cen(A) :=Prlc’ A =0Ac #0 | [c]s—s < A(G, [Al)] = negl()),

where the probability is taken over G +— GGen(1?), A < Dy.

Note that we can use a non-zero vector in the kernel of A to test membership in the column space
of A. This means that the Dy-KerMDH assumption is a relaxation of the Dp-MDDH assumption,
as captured in the following lemma from [28].

Lemma 24 ([28]). For any matriz distribution Dy, Dp-MDDH = Dj-KerMDH.

Our construction. In this section we describe a Tightly-secure, Quasi-adaptive Non-Interactive
Zero Knowledge Argument for linear spaces with unbounded simulation soundness (see Defini-
tion 8).

We use Genpsr = GGen. That is, Genpa,(l/\) returns par = PG, where PG = (Gq,Ga,q, P1, P2)
describes asymmetric pairing groups (see Section 6.3). The probability distribution Dpar returns a
matrix p = [M]; € G}, for integers n > t. We again consider the case of witness sampleable (WS)
distributions, see Section 6.2. Given par and p, the language Ly is defined as

L = {[yh €eGl:IxeZ st.y= Mx}.

Our QANIZK construction is given in Figure 14.

Theorem 5. The protocol Il,ss defined in Figure 14 has perfect completeness and perfect zero-
knowledge. Suppose in addition that the distribution of the matric M is witness sampleable. Then,
under the Dp-MDDH Assumption in G, and the Dy-KerMDH Assumption in Go, the protocol has
adaptive unbounded simulation soundness (see Definition 8). Namely, for any adversary A, there
erist adversaries B and C such that T(C) ~ T(B) ~ T(A) + Qsim - poly(\) such that

AdviE (A) < AdvE Uoen(B) + AAAdVEI,, (C) + 2770,

where Qsim 1s the number of times A queries SimO, and poly(\) is independent of T(A).
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Gen(par, [M]; € GI*"): Verify(crs, 7, [y], 7):

A, B« Dy Parse m = ([t]1, [u]1)

K <& ZZX(kH) Compute K, := Z;‘Zl K-,

Kio,...,Kx1 ¢ ZEXFFD Check: e([u]1,[A]2) = e(ly']r,[KA]2) +
crs = ([A]Q, [KAls, [B1, MK]1, e([t"], [K-Al2)

(KAl [ﬁTKj,b]l)lngA,ogbgl) Sim(crs, trap = K, 7, [y]1):

trap := K r < ZF;t = Br

Return (crs, trap)

= T K T >‘ ETK.TY
//crs defines tag-space T = {0, 1}A u=y tr 23:1 3,7

Return 7 := ([t]1, [u]1) € G} x G} +Y
Prove(crs, 7, [y]1, x): /]y = Mx
r < ZZ;t := Br

u=x MK-+r'- Z;‘:1 ETKJ‘;J.

Return 7 := ([t]1, [u]1) € G} x G **+D

Fig. 14. QANIZK argument I, with (adaptive) unbouriled simulation-soundness for WS distributions under the
Dix-MDDH Assumption and tag-space 7 = {0, 1}>‘. Here, B € Z’;Xk denotes the upper square matrix of B.

Proof of Theorem 5. Perfect completeness and perfect zero-knowledge follow readily from the fact
that for all x € ZZ and y = Mx, for all K € Z,?X(kﬂ):

x (MK) =y K.

We proceed to establish adaptive unbounded simulation soundness. We show that for any ad-
versary A against the simulation soundness, there exist adversaries B and C such that T(C) ~
T(B) ~ T(A) + Qsim - poly(}), and

AdviE (A) < AdvECoen(B) + 40 - AdvE 8. (C) + 2790,

uss

where Qgim is the number of times A queries SimO and poly(A) is independent of T(.A).
We proceed via a series of games described in Figure 15, and we use Adv; to denote the
advantage of A in Game G;.

Lemma 25 (Gg to Gy). There exists an adversary B such that T(B) =~ T(A) + Qsim - poly()), and
|Adv — Adv| < AdvE Coen(B),
where Qsim 1S the number of times A queries SimO and poly(\) is independent of T(A).

Here, we use the Kernel Diffie-Hellman Assumption to change the oracle VerO.

Proof of Lemma 25. To bound |Advy— Advy|, it suffices to bound the probability that .4 produces
(7, [y*]1, ([t*]1, [u*]1)) that passes VerO in Gp but not in G;. We may rewrite the verification
equation in Gg as

e([u*]y, [Alz) = e([y*"]1, [KAJ2) + e([t*]1, K- Als) < e([u*]y — [y K1 — [t K;+]1,[A]2) =0
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Setup: Go,G1, SimO(, [y]): Go,G1,Ga,

WIN := 0; Tom = 0; PG <5 GGen(1*);[M]; <—4|T ¢ n ZF; t :=Br

Dpar; [ul: == [y" K1 + [T K-
M < Dby, Return ([t]1, [u]1) € G¥ x G}X(kﬂ) and set Teim := Tsim U {7}
M* ¢ Upper s.t. MTM* =0 L . N
Pick random RF; : {0, 1} — Z~* VerO(r*, [y*]u, ([t7], [u*]1)): 1Go
r-—---~>">""=>"~>"~>"-"-"=-"-~"-~"=~" -~ -~ """ -~"=- " - - - - - -/ .- -T-T-T-TT-== il
AB Dot it Aat =0 | el AL) = elly T KAL) el(6T (KAL),
o T ’ 1 set WIN = 1. |
Kz o 1
Kio,...,Kag ¢ ZEXHTD If [wy = [y*" K]+ [t - Koo,
ors= ([A]zy [KAJs, [B]:, M'K]:, set wiN = 1.

(K50 A2, B K1),y e
For all 7 € {0,1}*, K, :== Y7 | K-,
K, := K +| M*RF,(7,)(at)’

Return crs

Fig. 15. Games Go, G1,G2,(0 < i < A) for the proof of Theorem 5. Here, 7; denotes the i-bit prefix of 7, and
B e Z';Xk denotes the upper square matrix of B. In each procedure, a solid (dotted) frame indicates that the
command is only executed in the game marked by a solid (dotted) frame.

Observe that for any (7%, [y*]1, ([t*]1, [u*]1)) that passes verification equation in Gg but not in
G1 the value
[y = [y Kl — [t K]y

is a non-zero vector in the kernel of A, which is hard to sample under the Di-KerMDH assumption.
This means that there exists an adversary B such that T(B) ~ T(A) + Qsim - poly(\), and

|Adv — Advi| < AdVE Coen(B),
where Qsim is the number of times A queries SimO and poly(A) is independent of T(.A). O
Lemma 26 (G; to Gay).
AdV1 = AdVQ.O.

Proof of Lemma 26. We show that the two games are statistically identical. To go from G; to Ga.,
we change the distribution of K <3 ngx(kﬂ) to K + M RFy(e)(at)", where K < ng(kﬂ),
RFo(e) <= Zg_t, ML, Uy n—t such that M M+t =0, and at + Uj41 1 such that ATat. Note

that the extra term MLRFy(¢)(al)" does not appear in crs, since M" (K + MLRFo(es)(al)T ) =

MK, and (K +| MRF(e)(at) A = KA. O

Lemma 27 (Gg; to Go,;i1). For all 0 < i < X\ — 1, there exists an adversary Ba; such that
T(Bs.;) ~ T(A) + Qsim - poly(A) and

4

[Advy; — Advaipi| <4- AdV%S%hGen(BQ.z’) + qg—1

where Qsim 18 the number of times A queries SimO, and poly(\) is independent of T(A).
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Overview of the proof of Lemma 27: Here, we use the Dy-MDDH Assumption to increase the
entropy in the simulated proofs, to move from RF; to RF; 1. We argue that these two games are
computationally indistinguishable similarly than in Lemma 3 in [10], or Lemma 3.5 in [7]. Roughly,
the idea is to build an adversary Bs; against the D,-MDDH Assumption, that guesses the value 3
of the ¢ + 1-st bit of the tag contained in A’s query to VerO, and program the matrix K; ;i 1-3 to
embed an MDDH challenge in the simulated proofs. This way, the entropy of all simulated proof
for a tag 7 such that 7,41 = 1 — 3 increases. Formally, we use RF;4 : {0,1}+! — Z;“t, defined by

L RFl(T‘l) if Ti+1 = ﬁ
RF@'+1(T|@'+1) = ’ .
{RFz’(Tz‘) + RF; () if g1 =15,

where RF; : {0,1}¢ — Zg_t is a random function independent from RF;.

The Dy-MDDH Assumption tells us that we can switch a vector [Br]; in the span of some rank
k matrix [B]; to a uniformly random vector [w]|; in G’f“. However, to go from RF; to RF; 11, we
need to switch vectors [Br]; to vectors with higher entropy, that are neither uniform nor in the span
of [B]i, but of the form [Br + d];, where [d]; is an arbitrary vector (whose distribution is neither
uniform over Glf+1, nor uniform over span([B];). Therefore, we apply the D-MDDH Assumption
twice: once to change these vectors to uniformly random (cf Lemma 28), and once again to change
them to vectors of the form [Br + d];, where [d]; is arbitrarily chosen (cf Lemma 29).
Proof of Lemma 27.

To go from Go; to Go;11, we introduce intermediate games Go;.1, G2 and Gg .3, defined in
Figure 16. We prove that these games are indistinguishable in Lemma 28, 29, 30, and 31.

Setup: Gzz,[é;;;,é;;zjid;[s] SimO(T, [y}): G2.i,G2.i.1, , G2.i.3
R — . r(—RZlq“;t::Er
EARRCI
WIN = 0; Taim 1= 0; PG < GGen(1*) [u] :== [y K1 + [t K- 1
M <=5 Dpo; M 4 Un it 5.8 MTM* =0 e —1— B
Pick random RF; : {0,1}" — Z? ", ' ' e - T
A By Dy at <y Upi11 st ATat =0 [u]x = VK + [0 K 4 [[w@) |+
K ¢ 2 T Koo, Ko e Zg [y M*RF(7,)(a )
re= ([A]Q’ [KAJ2, [Bl:, M K], Return  ([th,[ui) € GF x G**'Y and  set
1 .— .
([Kj,bA]z7 B Kj’b]l)lﬁjﬁk,oﬁbgl) Toim = Tsim U {7}
For all 7 € {0,1}*, K, :== Y} | K-,
E e
K/ := K + M*RF;(r;)(a™) VerO(7*, [y*]1, ([t*]1, [u*]1)): G2.i) G2.01,C2.0.2,G2.03 1
Return crs T o - hrrssssssss T
Iflul =y K1+t - Ky : and 775, = ﬁj’
ses wiN=1.

Fig. 16. Games Gaz.; (for 0 < i < A),G2.4.1, G252 and Ga;.3 (for 0 < ¢ < A — 1) for the proof of Lemma 27. For all
7 € {0,1}*, we denote by 7); the 4-bit prefix of 7. In each procedure, the components inside a solid (dotted, gray)
frame are only present in the games marked by a solid (dotted, gray) frame.

Lemma 28 (Gg; to Go1).
AdVQ./L'.l = 1/2 . AdVgli.
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Proof of Lemma 28. The only difference between Go; and Go; 1, is that WIN is set to 1 only when the
1+ 1’st bit of the tag 7 queried to VerO is equal to a random bit 5. This happens with probability
1/2, therefore, the advantage of A is divided by 2. O

Lemma 29 (G2;1 to Ga;2). For all 0 < i < X\ — 1, there exists an adversary Ba;i1 such that
T(Bs.i1) =~ T(A) + Qsim - poly(\) and

1

‘Ava'i'l o Adv2-i-2| < Adv%lg,dGhGen (8211) + qj,

where Qsim 18 the number of times A queries SimO, and poly(\) is independent of T(A).

Here, we use the Dp-MDDH Assumption to tightly “switch” the vector [Br] sampled by SimO
in all the simulated proofs such that 7,41 = 1 — 3, to a uniformly random vector, thereby increasing

the entropy for these proofs.
Proof of Lemma 29. We build an adversary B, ; such that T(B5, ) ~ T(A) + Qsim - poly(}), and

|[Adva;1 — Advaa| < AdV%ZTG_Eneidh(Bé.i.l)a

where Qsim is the number of times A queries SimO, and poly()) is independent of T(A). This
implies the lemma by Lemma 3 (self-reducibility of Di-MDDH).
Upon receiving a challenge (PG, [Bli,[H]; = [hi]...|hg,]1 € GIfHXQS‘m) for the Qsim-fold
Dj-MDDH Assumption with respect to B <— Dy, B, does as follows.
— Setup :
B, ;1 sets WIN := 0, Tgim := 0, M < D’p, M+ < Up -t such that MTM* = 0, A < Dy,
al <y U411 such that ATat =0, K Zg’x(kﬂ). Then, it picks 8 <5 {0,1} and for all
(j,b) # (i + 1,1 — B), it picks K,y <5 ZE*F™) Tt also picks K <y Z**™ and implicitly
defines R .
Ki+1,1—6 =K —|—§T ET(aJ‘)T.
Recall that B is full rank, thus, wlog., B € Z’; xk the upper square matrix of B, is invertible.
B denotes the lowest row of B. Finally, it returns

Ccrs := ([A]Q, [KA]Q, [§]17 [1\/["'}(]17 ([K%bA]Q’ [ﬁTKjvb]l)(j,b)yé(i,l—,B)’

[Kii11-sA]y = [KA]5, [B'K;1_51 = [B'K +BT(al)T]1>-

— SimO(7, [y]1) : By, defines on the fly RF;(7);) where RF; : {0, 1} — Zy~" is a random function,
and 7); denotes the i-bit prefix of 7 (see Figure 16). It sets K := K + MLRFi(T‘i)(aL)T. Then,
to simulate the p’th query, for p = 1,..., Qsim, B, ,; ; does the following.

If 7,41 =B : B, computes

r<g Z’;; [t]: :=[B-r|y;
K, := Z?:l K, (note that By; | knows the K; . explicitly, since 7,41 # 1 — 3);

[uh = [yT . K;h + [tTKT]l.

It returns ([t]1, [u]1) to A.
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If ;.1 =1— 3 : B, computes

[t]1 == [hy]1;

W=y K i+ [t Y Ky + 'K+ hy(ah) [
JFi+1

It returns ([t]1, [u]1) to A.
— VerO(7%, [y*]1, ([t*]1, [u*]h)) : .
If 77, = 8, B, defines on the fly RF;(7}); computes K. =K+ MLRF,;(TE)(aL) K=
Z;‘Zl K (note that B, | knows the K+ explicitly since 77, = 8 # 1 — () and sets WIN = 1
if the following is true:

[y*T]l ’ ML 7£ [0]1 NT ¢ Tsim A [uh = [yTK/T*]l + [tTKT*]l.

Let us analyze the simulation of Setup, SimO, and VerO by B, ;. We show that when the
[hi|...|hg, |1 are distributed according to a real Dy-MDDH distribution, it simulates Go,.1, and
when the [hy|...|hg, ] are uniformly random, it simulates G ;..

First, B),, generates a properly distributed crs (that is, as in Gg;1 or Gg,;2, since the crs
is identically distributed in these two games). This is because the two following distributions are

identical:
.

PN . |
K;i1,5 and K+ B B'(a'),
where K15 <= Z];X(k+1), K = ZSX(HI).
Now, let us analyze the simulation of SimQ.

For queries with 7,11 = 8: Gg;1 and Go;9 are identically distributed for these queries, since
RF;11(7ji41) = RFi(7:).
For queries with 7,41 =1 — 3: We use the following notation:

A
(w11 = [y K+ [t Z Kj-]1
j#it1

When [h,]; = [Bv,]1, where v, < Z’; for p=1,..., Qsim, BS;; computes:

[uly i= [w;1)1 + 7K + Bvy(ah) s
= (w1 + t'K + VI)ET ET_lBT(aL)Th
~——
=[tTh

= [uah + ¢ (K+B" B () )h

=Kit1,r

= (w1t + [t Kip1,7,, 11

in Goj1
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When [hy]; = [Bv, + wyept1]1, where v, < Z’;,

denotes the k + 1’st vector of the canonical basis of Z’;H, B, ; ; computes:

(s = [yl + (6K + (B + [wper ) (ah)

= fuyah + 16 (K+B" B (a)) + wy(a’) |,

wy g Lg for p = 1,...,Qsim, and eg4q

T

=Kit1,ry

']

= [ + [t Kivinp i ] [wp(an)'h

in GQ;L‘.Q

Finally, it is clear that B, , ; simulates VerO as in Ga; 1 and Ga;.2 (VerO is identically distributed
in these two games). This concludes the proof of Lemma 29. O

Lemma 30 (Gg,;2 to Go,;3). For all 0 < i < X\ — 1, there exists an adversary Bs;2 such that
T(B2.i2) = T(A) + Qsim - poly()) and

1
‘Ava'i'Q - Adv2'i'3‘ < Adv%s,dGhGen(BQ.i.Q) + Q*il’
where Qsim s the number of times A queries SimO, and poly(\) is independent of T(A).

Here, we use the D,-MDDH Assumption to tightly “switch” the uniformly random vector sam-
pled by SimO in all the simulated proofs such that 7,11 = 1 — f3, to a vector of the form [Br + d];,
where d is a vector whose distribution is neither uniform nor in the span of B (see overview of the
proof of Lemma 27).

Proof of Lemma 30. We build an adversary BY , , such that T(B5,,) ~ T(A) + Qsim - poly()), and

|[Advyi2 — Advas| < AdV%ZTG_IGIﬁdh(Bé.i.z)a

where Qsim is the number of times A queries SimO, and poly()) is independent of T(A). This
implies the lemma by Lemma 3 (self-reducibility of Di-MDDH).

Upon receiving a challenge (PG, [B]y,[H]; := [hy|...|hg, |1 € GFF1X@sm) for the Qsim-fold
Dj-MDDH Assumption with respect to B <— Dy, B, ; does as follows:

— Setup is simulated exactly as described in the proof of Lemma 29.

— SimO(7, [yl1) : B, defines on the fly RF;(7;) where RF; : {0,1}" — Zy " is a random function,
and 7}; denotes the i-bit prefix of 7 (see Figure 15). It sets K := K + MlRFi(T‘i)(al)T. Then,
to simulate the p’'th query, for p =1,..., Qsim, B, ; does the following.

If 7,41 = 8 : B}, computes

r g Z&; [t]1 = [B - r]i;
K, = 22:1 K, (note that By, ; knows the K; . explicitly, since 711 # 1 — 3);

[u]; == [y" - K1 + [t K ]i.

It returns ([t]1, [u]1) to A.
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If 7iy1 =1— 3 : By, defines on the fly RFj(7);) where RF; : {0,1}' — Z!~" is a random
function, independent of RF;, and computes
[t]1 == [hy]1;
[y =y K+t Y Ky, +t' K+ (h, + |y M*RFj(7,) ) (") |1
j#it1

It returns ([t]1, [u]1) to A.
— VerO(7*, [y*]1, ([t*]1, [u*]1)) is simulated exactly as described in the proof of Lemma 29.

Let us analyze the simulation of SimO by Bj , ,. We show that when the [hy]...|hg,_ |1 are dis-
tributed according to a real Di-MDDH distribution, it simulates Gg ; 3, and when the [hy] ... |hg, ]i
are uniformly random, it simulates Go ;2.

For queries with 7,11 = 8: Gg;9 and Go, 3 are identically distributed for these queries, since
RF’H—I(T‘H»I) = RFZ(T‘Z)
For queries with 7,1 =1 — 3: We use the following notation:

A
[u\i—i-l]l = [y K7+ [t Z Kjﬂ—j]l'
jFi+1

When [h,]; = [Bv,]i, where v, < Z’; for p=1,..., Qsim, BS,;; computes:

() = [uyei)i + (€K + (Bv, + |y MERF)(7;) ) (@b) Ty

N 7 —7—1
=[w;h + K+ v,B' B B (a') +|y M*RF(7;)(ab) |

= [t + [ (R+B7 B (@) )l +| [y MRF () (@) s

=Kit1,ry

-
= [uyl1 + [ K101 4| [y MURFi(7)(ah) |y

in Gz
When [hy]; = [Bv, + wyeg41]1, where v, ¢ ZF,

denotes the k + 1’st vector of the canonical basis of Z’;, B, ; ; computes:

Wy r Lqg for p = 1,...,Qsim, and ep4q

[u]l = [u\z‘-i-l]l + [tTﬁ + (va + yTMJ'RF/Z-(T“) + Wpek+1 )(aL)

= [yl + [ (R+ B BT (@4)") + (y MERF() + w,) (@) [+

=Kiy1,7;4

= [y + [F Kitr )1+ | p(at)

in Go2

where v, 1= w, + yTMLRF;(T‘i) is uniformly random over Zj.
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Finally, it is clear that B, , simulates VerO as in Gg ;2 and Gg;3 (VerO is identically distributed
in these two games). This concludes the proof of Lemma 30. O

Lemma 31 (Gg.i.g to GQ.i_A'_l).
Advy it =2 Advy; 3.

This transition is symmetric to the transition between Go; and Go ;1.
Proof of Lemma 31. The only difference between Go ;3 and Go;41, is that we remove the extra
condition 7,41 = ( in VerO, which is true with probability 1/2 over the choice of a random f <y
{0, 1}. Therefore, the advantage of A is doubled. O

Lemma 27 follows readily from Lemmas 28-31. a

Lemma 32 (Gs). Advs ) < 1/q.

Proof of Lemma 32. We bound Advs ), via an information-theoretic argument. Recall that
VerO(7*, [y*], 7* = ([t*]1, [u*]1)) sets WIN = 1 if the following properties are satisfied:

Property 1 : 7% ¢ Tgm
Property 2 : y* ¢ span(M)
Property 3 : [u]; := {y*T (K + MLRFA(T*)(aL)T)]

a random function.

+ [t*"K+]1, where RFy : {0,1}* — Zp " is
1

We show that the value y*' M*RF,(7*) € G; is completely hidden from A, up to its query to
VerO.
We first look at what the adversary’s view leaks about the value RF(7%).

— The crs contains no information about RF(7*).
— If 7 ¢ Tsm, then RF)(7*) is independent of {RFx(7),T € Tsim}, because RF) is a random
function, and therefore, RF)(7*) is independent of the outputs of SimO.

Thus, if Property 1 and 2 are satisfied, the value

y Mt RFA(TY)
— ——
#0 by Property 1 uniformly random, by Property 2

is a uniformly random over G from A’s viewpoint. Therefore, Property 3 holds with probability
at most 1/q over the random choice of RFy(7*). This proves Adv; ) < 1/q. O

Finally, Theorem 5 follows readily from Lemmas 25-32. a
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