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Abstract

We present a new construction of Indistinguishability Obfuscation (IO) from the following:

e asymmetric L-linear maps [Boneh and Silverberg, Eprint 2002] with subexponential De-
cisional Diffie-Hellman (DDH) assumption,

e locality-L polynomial-stretch pseudorandom generators (PRG) with subexponential se-
curity, and

o the subexponential hardness of Learning With Errors (LWE).

When plugging in a candidate PRG with locality-5 (e.g., [Goldreich, ECCC 2010, O'Donnell
and Witmer, CCC 2014]), we obtain a construction of IO from subexponential DDH on 5-linear
maps and LWE. Previous IO constructions rely on multilinear maps or graded encodings with
higher degrees (at least larger than 30), more complex functionalities (e.g., graded encodings
with complex label structures), and stronger assumptions (e.g., the joint-SXDH assumption).
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1 Introduction

Indistinguishability obfuscation, defined first in the seminal work of Barak et al. [BGI"01a], aims
to obfuscate programs into “unintelligible” ones while preserving functionality. IO is an extraordi-
narily powerful object. Starting from the elegant work of Sahai and Waters [SW14], IO now gives
us a treasure-chest of cryptographic constructions, providing answers to a long list of open prob-
lems (e.g., [SW14, GGH"13b, GGHR14, GHRW14, CHN"15, GP15, BPW16, BGJ*16]), solutions
to new cryptographic goals (e.., [GGSW13, CHJV15, BGL*15, KLW15]), and even implications
outside cryptography [BPR15].

Unfortunately, so far, the existence of IO remain uncertain. Most known candidate IO schemes
[GGH*13b, BR14, BGK*14, PST14, AGIS14, GLSW15, Zim15, AB15, GMS16, MSZ16] are built
from the so-called graded encoding schemes [GGH13a], a framework of complex algebraic struc-
tures that, in essence, enables evaluating polynomial-degree polynomials on secret encoded values
and revealing whether the output is zero or not. The security of most IO candidates are either
analyzed in the ideal model or based on strong uber assumptions [PST14], with the only excep-
tion that Gentry, Lewko, Sahai and Waters [GLSW15] came up with an IO construction under the
multilinear subgroup elimination assumption. However, instantiating graded encodings from con-
crete mathematical objects has proved elusive: Vulnerabilities were demonstrated in all known
instantiations [GGH13a, CLT13, LSS14, GGH15, CLT15].

The state-of-affairs motivates one of the most important questions in theory of cryptogra-
phy today: What mathematical objects and assumptions imply IO? In a recent works [Lin16],
the author took the first step in simplifying the algebraic structure needed for constructing IO,
and showed that graded encodings supporting only evaluation of constant-degree polynomials,
called constant-degree graded encodings, already suffice, assuming the existence of polynomial-
stretch PRG in NC” and hardness of Learning With Errors (LWE). Following that, the author and
Vaikuntanathan [LV16] further weakened the assumption on constant-degree graded encodings
from a uber assumption in [Lin16] to the joint-SXDH assumption, which resembles the classical
Decisional Diffie-Hellman (DDH) assumption. Following the trajectory of recent developments,
we ask,

How much can we narrow the gap between mathematical objects and assumptions that imply IO,
and well-studied mathematical objects, like bilinear pairing groups with DDH assumption?

In this work, we show that assuming LWE and the existence of a PRG with small output local-
ity L (i.e., every output bit depends on at most L input bits), IO can be constructed from degree-L
(asymmetric) multilinear paring groups, with exactly the DDH assumption. In the literature, can-
didate PRGs with locality-5 [Gol00, OW14] exist.! Assuming their security and LWE, we immedi-
ately obtain a construction of 10 from the DDH assumption on 5-linear maps.

Our result improves the previous state-of-the-art at multiple fronts. First, our construction
is based on the simpler algebraic structure of multilinear pairing groups than graded encodings.
Multilinear pairing groups, introduced by Boneh and Silverberg [BS02], are direct generalization
of bilinear pairing groups to higher degree, whereas graded encodings provides more complex
functionalities that in particular allows one to pose constraints on what type of polynomials can
and cannot be evaluated on a set of secret encoded values. Second, we reduce the concrete degree
of graded encodings / multilinear maps needed for IO construction from 6L in [LV16] to now L,
matching exactly the locality L of the PRG. This is, in some sense, optimal under current tech-
niques that require using the graded encoding / multilinear maps to evaluate the PRG on secret

!There is no PRG with locality-4, achieving polynomial stretch [CM01, MST03].



encoded seeds. Last but not least, we simplify the assumption from joint-SXDH that resembles
the DDH assumption to the DDH assumption itself on multilinear maps.

1.1 Ouwur Results

SXDH on Multilinear Maps Asymmetric multilinear pairing groups as introduced by Boneh
and Silverberg [BS02] generalize asymmetric bilinear pairing maps to a collection of source groups

G1,---,Gp, whose elements can be paired to produce elements in a target group G via a multi-
linear map e(gy*,--- ,977) = g7 “". The degree (a.k.a. multilinearity) of the (asymmetric) multi-

linear map is the number of elements that can be paired together, which equals to the number of
source groups D. We say that the multilinear pairing groups have prime order if all source groups
and the target group have the same prime order, and composite order if all groups have the same
composite order. In this work, we consider constant-degree multilinear paring groups, and in
particular 5-linear pairing groups, with either prime or composite order.

The SXDH assumption on (asymmetric) multilinear pairing groups is a natural generalization
of the standard symmetric external Diffie-Hellman (SXDH) assumption on (asymmetric) bilinear
pairing groups. In short, SXDH states that the decisional Diffie-Hellman assumption holds in
every source group: It postulates that the distribution of g2, ¢4, ¢4° in any source group d should
be indistinguishable to that of g3, gg, gy~ Formally

SXDH over D-linear maps: Vd € [D],
{93, g9b & Ga : {gitieip), 95, 95, 93’)} ~ {93, 9 95 & Ga : {gitiein), 95 9% g&} :

where {g¢;} is the set of generators in all groups. When D = 2, this gives exactly the SXDH
assumption on bilinear pairing groups.

Multilinear maps are much simpler than graded encodings. The interface of multilinear pairing groups
is much simpler than that of graded encoding schemes introduced by [GGH13a]. First, graded
encoding schemes support graded multiplication over a collection of groups {G;}: Graded multipli-
cation can pair elements of two groups G, , Gj,, indexed by two labels /1, I3, to produce an element
in the group Gj,4i,, indexed by label I; + I> (according to some well-defined addition operation
over the labels; for example, if labels are integers, + is integer addition, and if labels are sets, +
is set union). In particular, the output element in Gj,4;, can be further paired with elements in
other groups to produce elements in group Gy, 11,+i5+... and so on. In contrast, multilinear map
allows only “one-shot” multiplication, where the output element belongs to the target group Gr
that cannot be paired anymore. Second, graded encoding schemes support the notion of “pairable
groups” in the sense that only elements from groups G, , Gy, that satisfy a “pairable” relation can
be paired (e.g., if labels are sets, then two groups are pairable, if their label-sets {1, [ are disjoint).

The support for graded multiplication between pairable groups provides powerful capabili-
ties. In essence, GES allows one to “engineer” the labels of a set of group elements {g;"}, so that,
only polynomials of certain specific forms can be evaluated on values in the exponent. In contrast,
the simple interface of multilinear maps does not provide such capabilities.

SXDH is simpler than Joint-SXDH Lin and Vaikuntanathan introduced the joint-SXDH assumption
on graded encoding schemes, and showed that IO for P/poly can be based on subexponential
joint-SXDH and PRG in NC°. Their joint-SXDH assumption further generalizes the SXDH as-
sumption above: It considers the joint distribution of elements (g, ¢?, g*);cs in a set S of groups.
The intuition is that as long as no pairs of groups Gj,, G, in the set S are pairable, in the same




spirit as SXDH, the distribution is possibly indistinguishable to the joint distribution of elements
(9%, g2, g7 )ies in the same set of groups, with random exponents (a, b, r) (note that the same ran-
dom exponents are used in all groups in S). Though joint-SXDH is a natural generalization of the
SXDH assumption, its relation with the SXDH assumption is unknown and is potentially much
stronger than the SXDH assumption.

Our Main Result: IO from SXDH on Low-degree Multilinear Maps and Local PRG We are
now ready to state our main result:

Theorem 1 (Main Theorem). Let L be any positive integer. Assume the subexponential hardness of LWE.
Then, 1O for P /poly is implied by the subexponential SXDH assumption on L-linear pairing groups (with
prime or composite order), and the existence of a subexponentially secure locality-L PRG with n'™¢-stretch
forany e > 0.

We remark that the subexponential hardness of SXDH, PRG, and LWE required by our theorem
is weaker than standard notions of subexponential hardness of decisional problems, in the sense
that we only require the distinguishing gap to be subexponentially small against polynomial time
adversaries, as opposed to subexponential time adversaries (See Section 3 for definition).

Our result establishes a direct and tight connection between the degree D of multilinear maps
needed for constructing IO and the locality L of PRGs — they are the same D = L — assuming
subexponential LWE. In the literature, there are many works studying local PRGs. On the nega-
tive side, it was shown that there is no PRG with locality 4 that achieves super-linear stretch [CMO01,
MSTO03]. On the positive side, candidate PRGs with locality 5 and polynomial stretch exist [Gol00,
OW14]%; they are the so-called “random” NC functions [CEMT09, BQ12, OW14, AL16] — a vari-
ant of Goldreich’'s OWFs [Gol00] (See section 1.2 for a brief survey of local PRG.) Plugging a
locality-5 PRG in our main theorem immediately gives the following corollary that IO can be
based on SXDH on 5-linear maps, assuming subexponential LWE.

Corollary 1 (IO from 5-linear maps and locality-5 PRG). Assume the subexponential hardness of LWE.
1O for P /poly is implied by the subexponential SXDH assumption on 5-linear pairing groups (with prime
or composite order), and the existence of a subexponentially-secure locality-5 PRG with n'*e-stretch for
any € > 0.

Our result improves previous works at several fronts. Most candidate IO schemes are built
from polynomial-degree graded encodings. Recently, Lin [Lin16] presented the first IO construc-
tion from constant-degree graded encodings, assuming the existence of subexponentially secure
PRGs in NC” and LWE. A drawback of her result is that the security of IO relies on strong subex-
ponential uber assumptions (similar to the semantic security of [PST14]) on the graded encod-
ings. This is improved by Lin and Vaikuntanathan [LV16], who showed that it suffices to assume
joint-SXDH on constant-degree graded encodings (without subexponential LWE). Our result fur-
ther simplifies the algebraic structures and assumptions needed for constructing IO towards the
“minimal”: First, we give the first construction of IO from constant-degree multilinear maps, as
opposed to graded encodings, which provide much more complex functionalities (in particular,
graded multiplication between pairable groups). Second, we simplify the assumption from joint-
SXDH to SXDH. Third, the multilinear maps that our IO construction are based on have a much
smaller degree than that of the graded encodings used in previous works.

The best known attacks on these candidates takes certain specific subexponential time.



So far, the IO construction that is based on graded encodings with the smallest degree is given
by [LV16], which additionally relies on a PRG in NC°. Suppose that the NC’-PRG can be evaluated,
in the exponent of graded encodings, using a degree-D polynomial P (that is, gPRG(S) = ¢P()),
Then the graded encodings just need to support evaluation of degree-(6D + 4) polynomials (in
the exponent). Since the degree D is at least 2 (for there are no linearly-computable PRGs), the
degree of their graded encodings is at least 16. In fact, to the best of our knowledge, it is not
even clear whether there exist candidate PRGs that admit a degree D lower than 5. On the other
hand, the locality L of a PRG upper bounds the degree D (no matter what exponent space the
graded encodings have). This is because the PRG has binary input strings and any polynomial
that computes the PRG is multilinear (for 2 = = when z € {0,1}). Therefore, the degree of the
graded encodings needed in [LV16] is only upper bounded by (6L + 4), much higher than degree
L needed in our IO construction.

Our Approach via Bootstrapping: IO from Locality-L PRG and Degree-L FE We follow the
same two-step approaches in all previous IO constructions: First, construct IO for P/poly from
some simpler primitives — call this the bootstrapping step — and then instantiate the primitives
needed, using graded encodings or multilinear maps. In recent works, simplifying the inter-
mediate primitives acts as the “catalyst” for simplifying the underlying algebraic structures and
assumptions. Often, additional cryptographic assumptions, like LWE and the existence of NC°-
PRGs [LV16], are used in the bootstrapping step, in order to “trade” for the simplicity of the in-
termediate primitives, and eventually the simplicity of the underlying algebra and assumptions.
This provides a framework for using more well-studied or just completely different types of as-
sumptions, to weaken the requirements on graded encodings and multilinear maps.

In this work, one of our goals is minimizing the degree of multilinear maps needed. To achieve
this, we first build IO from FE for computing low degree, L, polynomials in some ring R (which
eventually corresponds to the exponent space of multilinear maps used for instantiating the FE),
assuming the existence of a polynomial-stretch PRG with locality-L.

Theorem 2 (Bootstrapping Theorem). Let L be any positive integer. Assume the subexponential hard-
ness of LWE. IO for P/poly is implied by the existence of sub-exponentially secure (collusion resistant)
secret-key FE schemes for computing degree-L polynomials in any ring R, with linear efficiency and a
sub-exponentially secure locality-L PRG with n'*-stretch for any e > 0.

(In the case that the FE schemes are public-key, the assumption on the hardness of LWE is not needed.)

Above, the linear efficiency of FE schemes means that encryption time is linear in the input length
N(X), that is, Timerggnc = N(A) poly(A). In fact, we only need the FE scheme to achieve the
weaker functionality of revealing whether the output of a degree-L polynomial is zero in R (see
Section 3.6 for the formal definition). We refer to such FE schemes as degree-L FE in R with linear
efficiency.

Previous bootstrapping theorems build IO for P/poly from either of the following: i) from IO
for NC' [GGH™13b], or ii) from subexponentially secure FE for NC! [AJ15, BV15, AJS15, BNPW16],
or iii) from subexponentially secure IO for constant degree computations and PRG in NC° [Lin16],
or iv) from subexponentially secure FE for NC’ and PRG in NC° [LV16]. (Some bootstrapping
theorems additionally assume LWE [GGH*13b, Lin16] or the existence of public key encryp-
tion [BNPW16]). The the bootstrapping theorem most related to this work is that of [LV16]: The
parameterized version of their theorem states that IO can be built from degree-(3L + 2) FE and
locality-L PRG. We here reduce the degree of FE to exactly L.



An overview of our bootstrapping step is given in Section 2.1 and details provided in Sec-
tion 5.1.

Degree Preserving Construction of FE: Degree-L FE from SXDH on Degree - Multilinear Maps
Using multilinear paring groups whose exponent space corresponds to a ring R, we can instantiate
degree-L FE in ring R, if the multilinear map has degree L.

Theorem 3 (Degree-Preserving Construction of FE). Let D be any positive integer and R any ring.
Assuming SXDH on D-linear maps over ring R, there exist secret key FE schemes for degree-D polynomials
in R, with linear efficiency.

Previous constructions of FE for NC! either relies on IO for NC! or high degree multilinear
maps [GGH'13b, GGHZ16], whose degree is polynomial in the circuit-size of the computations.
In [LV16], Lin and Vaikuntanathan constructed FE for NC” from constant-degree graded encod-
ings. Their construction, however, is not degree-preserving: To compute NC? functions that can be
evaluated in degree D, they require degree 2D graded encodings. Our FE construction is the first
one that supports degree-D computations using only degree-D multilinear maps. An intriguing
question to ask is whether we can rely on multilinear maps with degree even less than D. This can
be done when the degree D of the computations is high enough, for instance, polynomial, since
one can apply randomized encodings [IK02, AIK04] to represent such computations with ones that
have a much smaller degree. However, when the degree D of the computations is already small,
and cannot be reduced via randomized encodings, it is unclear whether one can construct FE for
such degree-D computations, using multilinear maps with degree less than D. In this setting, it is
not unclear how to achieve functionality, and would require completely new ideas.

See Section 2.2 and 2.3 for an overview of our degree-preserving FE construction, and details
in Section 8.

Additional Contributions. Along the way of designing our degree-preserving FE construction,
we also construct the following primitives that are of independent interests.

Simple Function Hiding IPE Schemes from SXDH on Bilinear Maps Without using the heavy hammers
of multilinear maps or IO, the state-of-the-art collusion resistant FE schemes can only compute in-
ner products, they are called Inner Product Encryption (IPE). In the literature, Abdalla, Bourse, De
Caro and Pointcheval (ABCP) [ABCP15] came up with a public key IPE scheme based on one of a
variety of assumptions, such as the decisional Diffie-Hellman assumption, the Paillier assumption
and the learning with errors assumption. Bishop, Jain and Kowalczyk [BJK15] (BJK) constructed
the first secret-key IPE scheme based on the SXDH assumption over asymmetric bilinear pair-
ing groups; however, their scheme achieves a stronger notion of security than the ABCP scheme,
called weak function-hiding. A followup construction [DDM16] further achieved fully function hiding
IPE. Moreover, Lin and Vaikuntanathan [LV16] showed how to generically transform any weak
function hiding IPE to full function hiding IPE.

While the ABCP public-key IPE scheme is simple, the secret-key (weak) function hiding IPE
schemes [BJK15, DDM16] are much more complex. This is attributed by the fact that they achieve
the stronger function hiding property, which guarantees hiding of both inputs and functions (re-
vealing only the function outputs), whereas standard security only hides inputs. In this work,
we give a simple construction of weak function hiding IPE scheme from SXDH on bilinear maps
(which can then be lifted to function hiding IPE using [LV16]). Our IPE scheme is built from
the ABCP public-key IPE scheme in a modular way, and inherits its efficiency and simplicity:




Ciphertexts and secret keys of length-N vectors consists of (N + 2) group elements, and the con-
struction and security proof of our scheme fits within 2 pages (reducing to the security of the
ABCP IPE scheme). In addition, the new scheme satisfies certain special properties that are im-
portant for our construction of degree-L FE schemes above, which are not satisfied by previous
IPE schemes [BJK15, DDM16]. (See Section 2.4 for an overview of our simple function hiding IPE
and Section 6 for details.)

High-Degree IPE We also generalize IPE to the notion of high-degree IPE, or HIPE for short. They

are multi-input FE scheme, introduced by [GGG'14], for computing, what we call, degree-D inner
product defined as

1,.2 D
ix‘i...xA

(xh, - xP) =S i

We construct HIPE for degree-D inner products from degree-D multilinear maps, which is then
used as a key tool in our construction of degree-D FE schemes. We believe that this notion is
interesting on its own and may have other applications. (See Section 2.3 for an overview of HIPE
and Section 7 for details.)

1.2 Local Pseudo-Random Generators

We briefly survey constructions of local PRGs. On the negative side, it was shown that there is no
PRG in NC} (with output locality 4) achieving super-linear stretch [CM01, MST03]. On the positive
side, Applebaum, Ishai, and Kushilevitz [AIK04] showed that any PRG in NC! can be efficiently
“compiled” into a PRG in NC" using randomized encodings, but with only sub-linear stretch. They
further constructed a linear-stretch PRG in NCY under a specific intractability assumption related
to the hardness of decoding “sparsely generated” linear codes [AIKO08], previously conjectured
by Alekhnovich [Ale03]. Applebaum [App12] showed that based on the one-wayness of “ran-
dom” NC° functions (with appropriate output length) — a variant of Goldreich’s one-way func-
tions [Gol00], there exists a linear stretch PRG in NC, as well as a polynomial-stretch weak PRG
(where the distinguishing advantage is 1/ poly(n)). In fact, the random NC° functions themselves
are polynomial-stretch weak PRGs.

Random NC functions are also candidate polynomial-stretch PRGs. They are defined w.r.t. a
D-ary predicate P and a stretch parameter m(n): Let Fp,, be a distribution over D-local functions
f:{0,1}" — {0,1}™ defined by setting every output bit as P evaluated on D randomly cho-
sen input bits. Several works investigated the (in)security of random NC° functions as one-way
functions or pseudo-random generators. So far, best known attacks take (certain specific) sub-
exponential time when the choice of the predicate P avoids degenerate cases [CEMT09, BQ12,
OW14, AL16]. In particular, O’'Donnell and Witmer [OW14] gave evidence for the security of
random NC° functions defined by the 5-local predicate P(x1,z2,23,24,25) = x1 & 22 & 23 B
z4z5 (mod 2). They showed that when the stretch is n!4%, this family is secure against both
subexponential-time [F»-linear attacks, as well as subexponential-time attacks using SDP hierar-
chies such as Sherali-Adams™ and Lasserre/Parrilo. We remark that to build 10, local PRG with
any non-trivial stretch factor 1 + ¢ > 1 suffices; we can in particular use the O’Donnell-Witmer
PRG with n'0%%stretch.



1.3 Concurrent and Independent Work

In a concurrent work®, Ananth and Sahai introduce a new primitive called projective arithmetic FE
(PAFE) — a version of FE tailored to arithmetic circuits. They obtain sub-linear secret key FE, which
suffices to build IO, from PAFE for degree d polynomials and randomizing polynomials for de-
gree d polynomials, assuming sub-exponential LWE. The randomizing polynomials they need are
required to satisfy some special properties. They give a degree preserving reduction from degree
d multilinear maps to PAFE for degree d polynomials. Finally, they show some instantiations of
the randomizing polynomials that they need, including an instantiation from degree 5 multilinear
maps. This yields a construction of IO from degree-5 multilinear maps, assuming subexponential
LWE, subexponentially secure PRGs of locality 5, and a specific family of subexponential assump-
tions over degree-5 multilinear maps.

1.4 Organization

In Section 2, we give an overview of our constructions and techniques. We present in Section 3 ba-
sic notations and definitions, and in Section 4 the definition of multilinear pairing groups and the
SXDH assumption on them. In Section 5, we show how to bootstrap FE for degree-L polynomials
and locality-L PRGs to IO for P/poly, assuming LWE. In Section 6, we construct various function
hiding IPE schemes that are building blocks of our constructions of FE. In Section 7, we define and
construct high-degree IPE, HIPE, schemes. Finally, in Section 8, we use HIPE schemes to construct
our FE schemes for degree-L polynomials from degree-L multilinear pairing groups.

2 Technical Overview

2.1 Bootstrapping

Our bootstrapping theorem follows the same two step approach as [Lin16, LV16]. To construct IO
for P/poly,

Step 1. First, construct sub-exponentially secure single-key FE schemes CFE for NC! that are
weakly compact, meaning that encryption time scales polynomially in the security parameter
A and the input length N, but also scales sublinearly in the maximal size S of the circuits for
which secret keys are generated. More precisely, a FE scheme is said to be (1 — ¢)-weakly-
compact if its encryption time is poly (), N)S*~=.

Step 2. If the FE schemes obtained from Step 1 are public-key schemes, invoke the result of [A]15,
BV15] that any public-key (single-key) weakly-compact FE schemes (for any ¢ > 0) imply
IO for P/poly.

*We have engaged in several amicable exchanges with Ananth and Sahai about our respective results over the few
weeks preceding the initial posting of our papers. During this time, with regard to the minimum level of multilinearity
needed for constructing iO, certain milestones were reached at different times. In particular, Ananth and Sahai had
the first paper claiming iO from degree-15 maps. After that, we had the first paper claiming iO from degree-5 maps,
and thereafter Ananth and Sahai were also able to modify their paper to claim iO from degree-5 maps. Both groups
independently relied on PRGs of locality 5 to achieve these results, and the common bottleneck at degree 5 reflects
this. Prior to posting, however, the groups did not exchange any manuscripts, and worked independently. There are
several other differences in our results, most notably with regard to the assumptions. In addition, the techniques are
substantially different.



Otherwise, if the FE schemes obtained are secret-key schemes, then invoke the recent re-
sult of [BNPW16] that any secret-key weakly-compact FE schemes also imply IO for P/poly,
assuming additionally the sub-exponential hardness of LWE.

The challenging task is constructing (public-key or secret-key) weakly-compact FE schemes for
NC! from simpler primitives. In [LV16] (LV), they constructed such schemes from (public key or
secret key respectively) collusion resistant FE schemes for NC° with linear efficiency, assuming the
existence of a polynomial-stretch PRG in NC°. There, linear efficiency means that encryption time
is linear in input length, N poly(\). Our first observation is that in their construction, the NC°-FE
schemes can be replaced with FE schemes for computing low degree D polynomials in any R
(also collusion resistant and has linear efficiency), where the degree D is bounded by (3L + 2) if
PRG has locality L. In this work, we show that the degree of the FE schemes (i.e., the degree of
the polynomials supported) can be reduced to L, which gives our bootstrapping theorem. Below,
we start with reviewing the LV construction of weakly-compact FE for NC!, and then modify their
construction to reduce the degree of the underlying FE schemes. (In the exposition below, we do
not differentiate public-key vs secret-key schemes, since they are handled in the same way.)

The LV Weakly-Compact FE for NC'. To construct weakly-compact FE schemes for NC' from
FE schemes for NC’, LV uses randomized encodings to represent every NC! function f(x), as a
simpler NC” randomized function f(x; r). Then, to enable computing f(x), it suffices to pub-
lish a secret key for f € NC° which can be done using the NC’-FE scheme, together with a
ciphertext encrypting (x,r). However, the resulting ciphertext is not compact, since the ran-
domness r for computing the randomized encoding is at least of length S(\) poly(\), where S(\)
is the size of the circuit computing f. The key idea of LV is using a polynomial-stretch PRG
PRG : {0,1}" — {0,1}"""" in NC° to generate pseudo-randomness for RE, that is, computing
instead g(x,s) = f(x;PRG(s)). Now the input of the function becomes (x,s), whose length is
sublinear in S()\) thanks to the fact that the PRG has polynomial stretch. Since the NC’-FE scheme
has linear efficiency, the ciphertext size is also sublinear in S()). In addition, the function ¢ to be
computed is still in NC.

Observe that if g can be computed by a degree-D polynomial in some ring R, then one can in-
stantiate the LV construction with degree-D FE schemes in R. The question is how large is the de-
gree D? Plug in the randomized encoding scheme by Applebaum, Ishai, and Kushilevitz [AIK04],
whose encodings f(x;r) are computable in NC} and has degree 1 in x and degree 3 in r. Then, the
degree of g is determined by the degree Dprg of the PRG (i.e., the minimal degree of polynomials
that computes PRG in R), namely, D = 3Dprc + 1. Since the degree of the PRG is upper bounded
by its locality Dprg < L, the degree of g is bounded by 3L + 1. For the security proof to work out,
the actual functions used in the LV construction are more complicated and has degree 3L + 2; we
omit details here. In summary, in the LV construction, it suffices to use with a degree-(3L + 2) FE
scheme.

Relying on Degree-L FE To reduce the degree of polynomials computed using the low-degree
FE, our key idea is pre-processing the input (x, s), so that, part of the computation of the function
g is already done at encryption time. To illustrate the idea, recall that g is linear in x. Thus, if one
pre-computes x ® s (where x ® s is the tensor product of x and s), then g can be computed with
one degree less. More specifically, there exists another function ¢’ that takes input (x, s, x ® s) and
computes g(x, s) in degree 3L, by replacing every monomial of form x;s;, s;, - - - with (z;8;,) si, -+ -,
where z;s;, is taken directly from x ® s. Therefore, we can modify the LV construction to encrypt



(x,s,x ® s), whose length is still sublinear in S()), and generate keys for functions ¢’ that have
degree 3L.

The more tricky part is how to further reduce the degree of g in s. The naive method of pre-
computing s ® s at encryption time would not work, since it would make encryption time exceed
S(\), losing compactness. To avoid this, consider a simple case where the NC' function f to
be computed is decomposable, in the sense that it has I = S())/poly()\) output bits, and every
output bit i € [I] can be computed by a function f; of fixed polynomial size poly(A). (In fact,
it is w.L.o.g. to assume this, since every function f can be turned into one that is decomposable
using Yao’s garbled circuits.) Then, the AIK randomized encoding of f consists of { f;(x, r[i]) }icr),
where the random tape r[i| for every encoding has a fixed polynomial length @ = poly (), since
| fil = poly(}).

In LV, all the random tapes {r[i]} are generated by evaluating a PRG on a single seed r =
PRG(s). We first modify how these random tapes are generated. Parse s as () equally-long seeds,
s1, - sQ, and use s, to generate the qth bit in all the random tapes, that is,

VqelQl,i€ll], r[i],=PRG(sq)|; = PRGi({Sq,'y}veF(i)) )

where PRG,; is the function that computes the i output bit of the PRG, which depends on at
most L seed bits with indexes v € I'(i). PRG(s,) is a length-I string, and hence the length |[s,|
of each seed s, is sublinear in S()\). Since each encoding f; has degree 3 in its random tape r[i],
consider an arbitrary degree 3 monomial ri]g, r[i]g,r[i]g,-

r[i]g, ri]g,r[i] g, = PRGi({SQI,’Y}WEF(i)> PRGi({quﬁ}”/eF(i)) PRGi({qu,'y}weF(i))

X(th“ﬂ’ T SQL’YL) .
= Z X Y(Sgys s Sqeu) ) where I'(i) = {v1,- -+ , 71}
le}\//{%nic;‘mri)aﬁsc;i X Z(Sgzms s Sason)

Now, suppose that for every index v € [|vs,|] in all seeds, the encryptor pre-compute all the degree
< 3 monomials over the v bits in all ) seeds; denote this set as

M?(s,~) = { degree < 3 monomials over {s,~},ciq] } -

Note that given M3 (s, ) for every v € I'(i), the above monomial r[i],, r[i],,r[i]4, can be computed
in just degree L. Therefore, given M3(s,~) for every v € [|s,|], the function g can be computed
in degree L (with additionally the above-mentioned trick for reducing the degree in x). More
precisely, there exists a degree-L polynomial g” that, on input x, {M?3(s,v)},, and their tensor
product, computes g(x,s).

Finally, we need to make sure that the total number of such degree < 3 monomials is sublinear
in S(\), so that, encryption remains weakly-compact. Note that, for each v € [|s,|], the number of
degree < 3 monomials over the v bits in these Q) seeds is bounded by (Q + 1)? = poly(\). More-
over, the length of each seed |s,| is still sublinear in S(\). Thus, the total number of monomials to
be pre-computed is sublinear in S(\).

2.2 Quadratic Secret-Key FE

Before proceeding to constructing degree-D FE schemes from SXDH on degree-D MMaps, we
describe a self-contained construction of FE for quadratic polynomials from SXDH on bilinear
maps. The degree-D scheme is a generalization of the quadratic scheme.
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In the literature, the only constructions of collusion-resistant FE from standard assumptions
are for computing inner products, referred to as Inner Product Encryption (IPE). Roughly speak-
ing, a (public key or secret key) IPE scheme allows to encode vectors y and x in a ring R, in a
function key iSK(y) and ciphertext iCT(x) respectively, and decryption evaluates the inner prod-
uct (y, x). In this work (like in [LV16]), we use specific IPEs that compute the inner product in the
exponent, which, in particular, allows the decryptor to test whether the inner product is zero, or
whether it falls into any polynomial-sized range. *

Given IPE schemes, it is trivial to implement FE for quadratic polynomials, or quadratic FE
schemes for short: Simply write a quadratic function f as a linear function over quadratic mono-
mials f(z) = %; ¢ jrx; = (¢,x ®x). Then, generate an IPE secret key iSK(c), and an IPE ci-
phertext iSK(x ® x), from which the function output can be computed. However, such a scheme
has encryption time quadratic in the input length N' = |x|. and improving the encryption time
to become linear in the input length under standard assumptions (e.g. bilinear maps) has proved
elusive.

In this work, we construct the first quadratic FE schemes in R with linear encryption time,
based on SXDH on bilinear maps over R. At a high-level, our key idea is starting with the above
trivial quadratic FE schemes, and “compress” the encryption time from quadratic to linear, by
publishing only certain “compressed information” of linear size at encryption time, which can
later be expanded to an IPE ciphertext of x ® x at decryption time. To make this idea work,
we will use, as our basis, the public key IPE scheme by Abdalla, Bourse, De Caro, Pointcheval
(ABCP) [ABCP15] based on the DDH assumption. Let us start with reviewing their scheme.

The ABCP public key IPE scheme The ABCP scheme IPE resembles the El Gamal encryption and is
extremely simple. Let G be a cyclic group of order p with generator g, in which DDH holds. A

master secret key of the ABCP scheme is a random vector s = s1,--- , sy & Zév , and its corre-
sponding public key is IMPK = ¢°1, - .- g°~. A ciphertext encrypting a vector x = x1,-- -,z looks
like iCT = g™", ¢g™1*%1 ... ¢g"NTZN where r is the random scalar “shared” for encrypting every
coordinate. It is easy to see that it follows from DDH that this encryption is semantically secure.

To turn El Gamal into an IPE scheme, observe that given a vector y € ZI])V , and in addition the
inner product (y, s) in the clear, one can homomorphically compute inner product in the exponent
to obtain g ") g7 Y)Y — ¢(x¥) which reveals whether the inner product (x, y) is zero or not.
Therefore, the ABCP scheme simply sets the secret key to be iSK = (s,y) ||y.

In this work, we will use the bracket notation [z], = g] to represent group elements. Under
this notation, the ABCP scheme can be written as,

iIMSK=s & 7Z,, iMPK=1s], iCT=[-r]|(rs+x)] iSK={(s,y)|ly

where au denotes coordinate-wise multiplication with a scalar @ and u + v denotes coordinate-
wise addition between two vectors. We will also refer to [z]; as an encoding of z in group G;.

Compress an ABCP ciphertext iCT (x ® x) Our intuitive idea of “compressing” a ciphertext iCT(x ®
x) encrypting all quadratic monomials of x immediately hits a barrier: The ciphertext has form
iCT = [—r || (r s + x ® x)] and contains information of the master secret key s of quadratic length,
which is truely random and cannot be “compressed”.

Our first idea is replacing the truly random secret key s with the tensor product of two length-
N vectors s' @ s?, so that, the new ciphertext iCT = [—r || (rs' ® s> + x ®x)] depends only

*Such IPEs should be contrasted with functional encryption for testing the orthogonality of two vectors (see, e.g.,
[KSW08, LOS*10] and many others), which reveals only whether the inner product is zero and nothing else; in partic-
ular, they do not compute the inner product in the exponent in a way that allows for further computation.
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on information, namely (r, s, s2,x), of linear size in total. Roughly speaking, the reason that

we resolve to using the tensor product s’ @ s? is that, under the DDH assumption, encodings
[s' @ s?] is indistinguishable to encodings of N? truely random elements. Thus, there is hope
that generating the master secret key as a tensor product is just “as good as” using truly random
master secret keys. As we will see later, this hope is true, however through complicated security
proof.

Now, it is information theoretically possible to compress iCT (x®@x). However, simply publish-
ing (r,s', s?,x) would blatantly violate security. We need a way to securely and succinctly encode
them so that only the ciphertext iCT is revealed. Classical cryptographic tools for hiding compu-
tation like garbled circuits or randomized encodings do not help here, since the output length is
quadratic, garbled circuits or randomized encodings would have at least quadratic size as well.
Instead, we leverage the special structure of iCT: The last N? encodings of iCT each encodes an
element (or exponent) that is the inner product of two length-2 vectors, that is,

. . .o 1 2
CTI0) =[], (iCTli gl = [ (aills) , wslirs? ) Dz‘ewue[m
Here, for convenience, we use 0 and {(, j) } to index different encodings in iCT.

Suppose that we have a (secret key) IPE scheme cIPE that is function hiding (defined shortly)
from bilinear maps, and has certain canonical form: In particular, its ciphertexts and secret keys
encodes the input and function vectors in different source groups G1, G2 of the bilinear map, and
decryption simply uses pairing to produce an encoding of the output inner product in the target
group Gs. (Unfortunately, off-the-shelf function hiding IPEs [BJK15, LV16, DDM16] do not have
the canonical form and we discuss how to construct such a scheme later.)

Then, we can use a canonical function hiding IPE, to generate the last N2 encodings {iCT[i, j]}:
Publish N ciphertext {cCT;} where each cCT; encrypts vector (;||s}), and N secret keys {cSK;}
where each cSK; encrypts vector (z;[rs?). To obtain the (i, j ) encoding, one can simply decrypt

the i ciphertext using the ;' secret key, which produces

iCT[i,5] = [ { @ills; , ajl|rs} ) | = cIPE.Dec(cSK;, cCT;)

7 9

In order to hide r, x;’s, and s?’s, the IPE scheme needs to have the stronger function hiding prop-
erty, which guarantees that secret keys and ciphertexts for two sets of vectors {u;, v;} and {u}, v;

are indistinguishable if they produce identical inner products (u;,v;) = (u;,v}). Intuitively, the

hope is that function hiding ensures that only the set of possible outputs {iCT[i, j|} is revealed,
and all other information of (r, x,s', s?) is hidden.
In summary, we now have the first version of our quadratic FE schemes.

VERSION 1 OF OUR SECRET KEY QUADRATIC FE SCHEME qFE
e SETUP: A master secret key msk consists of two random vectors s!, s? of length N.
e KEY GENERATION: A secret key SK(c) of a function f(x) = (c,x ® x) consists of
SK(c) = (<s1 ®sz,c>, c).
Note that the secret key is identical that of the ABCP scheme for vector c.

e ENCRYPTION: Sample a random scalar r & Zp. A ciphertext CT(x) of input vector x contains

zil|st  ifd=1
zi|lrs? ifd=2

CT(x) = ( [—7], {cCTi(xi), cSKz’(X,?)}iG[N], ) where x¢ = { )
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and {cSK;, cCT;} are generated using a freshly sampled master secret key cMSK of a canonical
function hiding IPE cIPE.

e DECRYPTION: For every (i, j) € [N]?, decrypt cCT; using cSK; to obtain
clPE.Dec(cSK;,cCT;) = [<X117X]2>] = [rsils? + :Uiibj] =iCT[i, j] . ()

Homomorphically compute encoding A1 = (s' ® s?,¢) [-r] = [-r(s' ®s?,¢)], and Ay =
({iCT[i, 4]}, c). Homomorphically add A+ A to produce an encoding of the output [ f.(x)].

Next, we move to describing ideas for the security proof. As we develop the proof ideas, we will
need to make a few modifications to the above scheme.

Selective IND-Security of Our Quadratic FE Scheme. We want to show that ciphertexts of gFE
of one set of inputs {u;} is indistinguishable from that of another {v;}, as long as all the secret keys
published are associated with functions { f., } that do not separate these inputs, that is, fc;(u;) =
fe;(vi) for all i, j. For simplicity of this overview, we restrict our attention to the simpler case
where only a single ciphertext and many secret keys are published. Proving security in this case
already requires overcoming all the main challenges. The security proof for the general case with
many ciphertexts follows from a hybrid argument where the encrypted vectors are switched one
by one from u; to v;, and the indistinguishability of each step is proven using the same ideas to
the single-ciphertext case.

Naturally, we want to reduce the security of gFE the security of the ABCP IPE scheme IPE
and the function hiding of cIPE. Our intuition is that given a ciphertext CT(x) for x = u or
v, the security of cIPE ensures that the N ciphertexts and secret keys {cCT;}, {cSK,} contained
in ciphertext CT(x) reveals only the output encodings {iCT[i, j|} and nothing else. Then, the
security of the ABCP scheme ensures that the derived ciphertext iCT encrypting either u ® u or
v ®v is indistinguishable, at the presence of secret keys for vectors {c;} that do not separate them.
This intuition would go through if the two building blocks cIPE and IPE provide very strong
security guarantees: Naturally, cIPE has simulation security, so that, its ciphertexts and secret
keys {cCT;}, {cSK;} can be simulated from the set of output encodings {iCT[, j]}, and second, the
ABCP scheme is secure even when the master secret keys are generated as a tensor product s! @ s?
as opposed to be truely random.

Unfortunately, our building blocks do not provide such strong security guarantees, and prov-
ing security of qFE without relying on such strong security requirements are the main technical
challenges.

e Challenge 1 — Relying only on indistinguishability-based function hiding of cIPE. The
simulation security of cIPE essentially allows one to easily reduce the security of qFE to
that of IPE. With only indistinguishability-based security of cIPE, the reduction to security
of IPE becomes significantly harder. Typically, one build a black-box security reduction
that receives from its challenger IPE secret keys and a ciphertext, in this case {SK;},iCT,
and embeds them in the view of the adversary attacking the qFE scheme. However, the
ciphertext CT of gFE has only linear size, but iCT has quadratic size — there is not enough
space for embedding. °

5Non-black-box security reduction may get around this difficulty, but is unclear how one can design a non-black-box
reduction here.
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To resolve this problem, our idea is to embed iCT in “piecemeal”. Observe that the ABCP
scheme encrypts its input vector bit by bit using different master secret key bits, and a shared
random scalar. Thus, we can flexibly view its ciphertext iCT either as a single ciphertext, or
as a list of many ciphertexts encrypting a list of vectors of shorter length. In particular, we
will “cut” the ciphertext into N pieces, each of length N and indexed by i € [N].

iCT =[], { iCT[i, %] = {[rs; s} + ziz;] }iem) }iem -

Since the i ciphertext-piece can be viewed as an IPE ciphertext of vector x;x, generated
with master secret key s!s? and shared random scalar 7. Our idea is gradually switching
the values of z;x from w;u to v;v piece by piece in N steps. In each step, we first apply the
function hiding of cIPE to move to a hybrid distribution where the challenge-piece iCT][i, ]
is directly hardwired the qFE ciphertext — since |[iCT[i, +]| = N, there is enough space for
it. Then, we rely on the indistinguishability-security of IPE to argue that switching the
plaintext-piece underlying iCT[i, ] from w;u to v;v is indistinguishable.

e Challenge 2 — Relying on the security of the ABCP scheme under correlated randomness.
Arguing the indistinguishability of switching the vectors underlying each ciphertext-piece
iCT[i, %] from w;u to v;v turns out to be tricky. First, An acute reader might have already
noticed the problem that changing pieces in the tensor product would affect the function
output, which is noticeable. For example, after switching the first plaintext piece to v;v, the
function output changes to (c;,u ® u) # (c;j,v1v||lu>1 ® u). To resolve this problem, we
modify the scheme to build in an offset value A; in every secret key SK; to ensure that the
function output remains the same throughout all steps.

Second, the challenge ciphertext-piece is generated with master secret key s!s?, which is not
truly random, since the vector s? is used for generating the master secret keys s}.s? of other
ciphertext-pieces for k # i. We overcome this by relying on the SXDH assumption to argue
that encodings of s!s?, given encodings of s} and s?, are indistinguishable to encodings of
random elements, and hence as good as a truly random master secret key. Similar idea was
used in [LV16].

Overcoming Challenge 1 — Embed ABCP IPE ciphertext in piecemeal. Our goal is switching
piece by piece the tensor product underlying the derived IPE ciphertext from u® u to v ® v, which
corresponds to changing the encrypted input from u to v. To do so, we build a sequence of 2NV
hybrids {H}} e (] pefo,1} satisfying the following desiderata:

1. In H}, the p™ ciphertext-piece iCT[p, +] is embedded in the qFE ciphertext CT,

2. The derived IPE ciphertext iCT encrypts the following “hybrid” vectors.

InHy, v o] upn flupsrul] - fluva
InHy, vl Jopavl| 0V |luperul] - |luyu

To build such hybrids, we need to modify our qFE scheme to build in more “redundant space” in
its ciphertext.

VERSION 2 OF OUR SECRET KEY QUADRATIC FE SCHEME qFE
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e ENCRYPTION: A ciphertext CT(x) consists of

CT(x) = <[—r], {cCTi( XD e » {cSKj(ﬁ)} ) , where X? = (x%/|0,0)  (3)

J€[N]
where {cCT;} and {cSK;} encode vectors x¢ like before, but now padded with 3 zeros.

We refer to the first 4 elements in X's as the first slot, which holds two vectors of length 2, and
the last element as the second slot. In the honest executions, these vectors {X¢} are set to either
(1?]|0,0) if u is encrypted, or (v4]|0,0) if v is encrypted, with p and v defined as x in Equation 1
but replacing x; with u; or v; respectively.

Set the vector X's in hybrid HY). Hybrid H} uses the following set of vectors X's, which leverages
the “space” of the additional zeros to satisfy the above desiderata.

L .
1 01||1/1. ?fz.<p 0 ?fl.</0 ) ot o u,lplt?> inHS
Xi=qu [0 ifi>p 90 ifizp  Xj=pjlvi. o) V) inH]
ojlo ifi=p (1 ifi=p " '

4)

Let us first see how the challenge ciphertext-piece iCT[p, x| is hardwired. Observe that the last slots

of X%’s contain exactly the values encoded in iCT p, x]: In H}), they are set to {<p,};, ,u3> = 75,57 + Uplj}jen]

(see Equation 2), corresponding to encrypting u,u, while in H}, they are set to {<Vl1), V3> = rs})s? + v,v5}4,

encrypting v,v. By the fact that cIPE encodes its function vectors, X?’s here, in a bilinear source
group, {Xﬂ is effectively embedded in c¢SK;’s and hence so is iCT[p, #]. Next, we check that the

IPE ciphertext derived by decrypting every pair (cCT;,cSK;) indeed encrypts the right hybrid
vector.

Ol vh[0, u2l[v2x) = (vt v2) ifi<p
cIPE Dec(cSK;, CTy) = [(X X)) = | ¢ {wd 110110, i3 [0 11%) = (b ) i >
oo, mllvll«)= «  ifi=p

In the case i = p, iCT[p, «] encodes exactly the values hardwired in the last slot, which as argued
above encrypts uyuin H) and v,v in H} as desired. In the case i < p, the derived ciphertext-piece
iCT[i, %] encodes values {<u}, V§>} j, corresponding to encrypting v;v; and similarly, when i > p,
the ciphertext-piece iCT[i, ] encrypts u;u as desired. Therefore, all desiderata above are satisfied.

Now, to show the security of qFE, it suffices to argue that every pair of neighboring hybrids
is indistinguishable. Note that the only difference between different hybrids lies in the values of
the X vectors encoded in the ciphertexts and secret keys of cIPE. Observe first that in hybrids
H, and HY,,, every pair of vectors (X}, X?) produce the same inner products, and hence the
indistinguishability of H ; and HB 1 follows immediately from the function hiding property of
cIPE. This is, however, not the case in hybrids Hg and H ;, where for the special index p, the
challenge ciphertext-piece change from encrypting u,u to v,v. Next, we show how to reduce the
indistinguishability of HS and H ; to the security of the ABCP IPE scheme, which turns out to be
quite tricky.
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Overcoming Challenge 2: Indistinguishability of HS and H ; from IPE security The goal is
relying on the security of IPE to argue that the embedded challenge ciphertext-pieces in H)) and
H ; are indistinguishable, and hence so are the hybrids. But, we immediately encounter a problem:
The function outputs obtained when decrypting the derived ciphertext iCT using secret keys SK;’s
are different in H 2 and H ;, namely

(orv]] - lvp—1vl wpu [[upgrul| - Junu, , ¢j) # (vrv]| - [J[o,-1v]| vV [|upprul] - - [luyu, ;) .

This means the hybrids are clearly distinguishable. To fix this, we modify our qFE scheme to
build in an offset value A in its secret keys, which will be added to the decryption output. In the
honest execution, the offsets are set to zero, whereas in hybrid Hz, they are set to A?(p) in each
secret key SKj, so that, the above inner products when added with A?( p) in the left hand side and
Ajl( p) in the right hand side become equal. Clearly, whether the offset values A are used (set to
non-zero) at all and their values must be hidden, we do so by encoding it using cIPE, as described
below.

VERSION 3 OF OUR SECRET KEY QUADRATIC FE SCHEMES qFE

e SETUP: A master secret key msk = (s!,s?, cMSK’) contains additionally a master secret key
cMSK’ of cIPE.

o KEY GENERATION: In the secret key SK(c), the inner product (s' ® s?, ¢) is now encoded,
together with an offset value A, using cMSK’ of cIPE as below.

SK(c) = (SK' ({s'@s*,e)|[A=0), c) .

e ENCRYPTION: In the ciphertext CT(x), the random scalar  is now encrypted, with an addi-
tional 0, using cMSK’ of cIPE as below.

CT) = (cCT ), {CTi oy {SK (XD} )

e DECRYPTION: Decryption proceeds as before, except that now encoding A; is obtained by
decrypting cCT’ using cSK’, which yields [—r (s’ ® s?,c¢) + A] as desired.

With the new offset value in secret key, we can now fix our hybrids so that the function outputs
always stay the same.

Set the offsets in hybrid Hz. In hybrid H?, not only that the vectors X's are set differently as above,
the cIPE ciphertext cCT’ in ciphertext CT encrypts (0]|1) instead of (—r||0) and the correspond-
ing cIPE secret key cSK/; in SK; encodes vector ((s' ®s?,¢) || r (s' @s?,¢) + Al(p)), instead of
((s' ®s?,¢) ]|0). At decryption time, the offset A%(p) is added to the inner product between c;
and hybrid vector underlying iCT. Setting A?( p) appropriately ensures that

<U1VH e HUP—1VH upu Hup—i-luH e HUNU, 5 C]> + A?(P)
= (V|| o1V vV [Jupaul] - [lunu, ¢j) + Aj(p) = fe(u) .

Now H}) and H} have the same function outputs. But, to formally reduce their indistinguisha-
bility to the security of IPE, we need a way to incorporate the offsets A’s into the challenge IPE

15



ciphertexts. We do so by viewing A,’s as extension of the plaintext. More specifically, we im-
plicitly switch from encrypting U = u,u||AY(p)|| - - ||AY(p) to V = v,v||Al(p)|| - - - ||A] (p) using
master secretkey S = s1s?||t1]| - - - |1, at the presence of secret keys for vectors Y; = {c;[p, ]le;},
where L is the total number of keys, ¢;’s are implicitly sampled secret key elements, and e; is the
unit vector of length L with a single one at index j. Observe that from such ciphertexts and secret
keys, one can extract the challenge ciphertext-piece iCT[p, x| encrypting u,u or v,v, and obtain an
encoding of —r (s’ @ s?,¢) + A;’-(p) embedded in each secret key cSK’; — these are the only parts
that hybrids HS and H }, differ at. Given that (U,Y;) = (V,Y}) for every j, we are almost done:
Apply the security of IPE to argue that HY and H are indistinguishable, except that we must
overcome one last hurdle — the master secret key for encrypting u;u or v;v is not truely random.

Pseudorandomness from SXDH The master secret key of the challenge ciphertext-piece is s})s2. It is

not truely random since s? is also used for generating the master secret keys of other ciphertext-
pieces. But, observe that both the challenge ciphertext-piece and s* are embedded in secret keys
{cSK;}, and hence encoded in the same bilinear map source group. Furthermore, thanks to the
fact that in H}, the p' ciphertext cCT, encrypts the vector (00, 1), the key element s, does not
appear in the other source group. Therefore, we can apply the SXDH assumption to argue that
encodings of s;s? is indistinguishable to that of a truly random vector w — in other words, the
master secret key s's? is pseudorandom, inside encodings. Therefore, the security of IPE applies,
and we conclude that hybrid H) and H are indistinguishable.

2.3 Degree-D Secret-Key FE

Generalizing from quadratic FE to degree-D secret key FE, the natural idea is again starting from
the trivial IPE-based construction that encrypts all degree-D monomials, denoted as xsP =
®aqe[p%, and compressing the N'P-size ciphertext into linear size. Naturally, instead of compress-
ing a ciphertext generated using a truly random master secret key, we will use a structured master
secret key ®s=P = ®4¢(pjs’. Thus the IPE ciphertext to be compressed looks like:

iCT[0] = [-7], iCT[Ly, -, 14 = [rs}l . --s?D +xp T

The challenge is how to generate the N” encodings iCT|[I] from just linear-sized information?

Key Tool: High-Degree IPE We generalize IPE to the notion of high-degree IPE, or HIPE for short.
More precisely, a degree-D HIPE is a multi-input functional encryption scheme for degree-D inner
product defined as follows,

<x1, . ,XD> = Zie[N}fc

Introduced by [GGG™14], a multi-input functional encryption allows one to encrypt inputs at dif-
ferent coordinates, and generate secret keys associated with multi-input functions, so that, decryp-
tion computes the output of the function evaluated on inputs encrypted at different coordinates.
In the context of HIPE, a degree-D HIPE encryption scheme hIPE allows one to generate a cipher-
text hCT¢(x?%) encrypting an input vector x? at a coordinate d € [D — 1], and a secret key hSK(x”)
at coordinate D, so that, decryption reveals whether the degree-D inner product (x! - - - x) is zero
or not. Under this generalization, standard IPE is a special case of HIPE for degree D = 2.

In terms of security, the notion of function hiding also generalizes naturally, an HIPE scheme
is function hiding, if ciphertexts and secret keys {hCT}, --- hCTZD - hSK;}ic|r) encrypting one

D—1 D—1
u; Vi

set of vectors {u}, --- , uP}iep) or another {v}, - , vP}ier) are indistinguishable,

16



whenever all degree-D inner products that can be computed from them are identical, that is,
VI € [L]D,<u}l,---u1%> = <V}1,-~-V£)>

In this work, we give a construction of function hiding degree-D HIPE scheme from the SXDH
assumption on degree-D multilinear maps. Our construction starts from a canonical function
hiding IPE scheme (for D = 2), and inductively build degree-(D + 1) HIPE scheme, by composing
a degree-D HIPE scheme and a special-purpose function hiding IPE scheme. Our HIPE schemes
have canonical form (similar to the canonical form described above for standard IPE), in the sense
that ciphertexts at coordinate d (or secret keys) consist of encodings in the d (or D respectively)
MMap source group, and decryption simply uses degree-D pairing to produce an encoding of the
degree-D inner product. That is,

hIPE.Dec(hSK(x”),hCT! (x'), - -+ ,hCTP (xP71)) = [(x!, -+, xP)]
From Degree-D HIPE to Degree-D FE HIPE serves perfectly for our goal of compressing the cipher-

text iCT. Generalizing qFE, our degree-D FE scheme dFE generates ciphertexts that look as
follows:

CT(x) = (cCT’(—r||0>, {ecThxh), - cCTP XD, eskiXP) | m) :
1€

d .
|| 8¢ ifd< D
where X% = x?(|0 and x¢ = zills,
P =xill Xi zi||rsP ifd=D

From such a ciphertext, a decryptor can “expand” out a size-N” IPE ciphertext iCT by decrypting

every combination of HIPE ciphertexts and secret keys. Namely, for every I € [N]?,

hIPE.Dec(cCTj,, -+, cCTP Y, SKyy) = [(Xp, -+ XP)] = |r [ o7, + T[ #| =iCTH]
de[D] de[D]

where iCT[I] encrypts the I'" degree-D monomial [ | de[p] L1, using the I th key element [] delD] s?d.
To show security of dFE, we, again, switch the degree-D monomials encrypted in the IPE
ciphertext iCT in piecemeal. In each step, we can still only embed a size-N ciphertext-piece; nat-
urally we embed iCT|[p,«| for a prefix p € [N]P~! of length D — 1. Thus, the N encrypted
monomials are changed piece by piece in NP~! steps, where in the p' step, all monomials with
index I smaller than p (i.e., I<p_; < p) have already been switched to [| de[p] VI, Mmonomials with
index I larger than p (i.e., I<p—1 > p) remain to be [] de[D] Ular and monomials with index I that
agrees with p (i.e., I<p-1 = p) are being switched from [] ¢ p) ur, in Hy to []cp) v1, in H,.
Creating a sequence of hybrids that carry out these steps is more complex than the case for
degree 2. First, we need more space in the ciphertext to make sure that the right monomials are
encrypted for every index I; thus, the vectors X'’s are padded to length 2D — 1. Second, it becomes

significantly harder to argue that the key elements ([ ];cp_y sg )s= are pseudorandom, as the

shares s/’s are encoded in different MMap source groups, and unlike the degree 2 case, we cannot

eliminate the appearance of all shares {sg ,} since they are also used for generating the master
secret keys of other ciphertext-pieces (whereas in the degree 2 case, s, is only used for generating
5,5%). To resolve this, we apply the SXDH assumption iteratively to gradually replace every partial
product [ cq+ sg , with an independent and random element wg, so that, the master secret keys
for other ciphertext-pieces are generated using independent w elements.
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Construction of HIPE As mentioned above, we inductively construct a degree-(D +1) HIPE scheme
hIPE by composing a degree-D HIPE scheme dIPE with a special purpose IPE scheme sIPE.
The construction of the degree-(D + 1) HIPE scheme resembles that of the degree-D FE scheme.
The degree-D FE scheme dFE uses dIPE to compute a ciphertext of the ABCP scheme, which
allows one to control what linear function is computed on the monomials. Now, in hIPE, we
use dIPE to compute instead a ciphertext of the special-purpose IPE scheme sIPE that encrypts

a degree-D (coordinate-wise) product x* - - - x”, which can be further combined with a sIPE se-
cret key of vector x”*1 to compute the degree-(D + 1) inner product, as (x!, -+, x? xP+1) =
((x!---xP),xP*1). More precisely, the ciphertexts hCT' (x!), - - - , hCT(x”) and secret key hSK(x"*1)
of hIPE look as follows:

hSK(xPT1) = sSK(xP 1)
hCTH(x!) =dCT (x!), .-+, hCTP7L(xP~1) =dCTP~1(xP71), hCT(xP) = dSK(xP)

decrypts to sCT(x! - - - xP)

where sCT and sSK are respectively a ciphertext and secret key of sIPE. The security proof of
hIPE also resembles that of gFE. The main difference lies in the “inner” IPE scheme; for HIPE
the “inner” IPE is has a two-slot structure resembling the slotted IPE introduced in [LV16]. See sec-
tion 7.2 for a more detailed overview of the construction and security proof of our HIPE schemes.

2.4 Simple Function Hiding IPE

As described above, our construction of degree-D FE crucially relies on a canonical function hiding
IPE. However, none of the known secret-key IPE schemes [BJK15, DDM16, LV16] have the canoni-
cal form, in particular, their decryption does not produce an encoding of the output inner product
[(x,y)], but produce the inner product masked by a scalar [(x,y) 0] together with [f], where the
scalar 0 is determined by the randomness used in key generation and encryption. In this work,
we give a construction of a canonical function hiding IPE. Our construction is extremely simple
and of independent interests. Its description and security proof fit within 2 pages, and we now
summarize the idea of the construction in one paragraph.

Lin and Vaikuntanathan [LV16] give a simple transformation from IPE with weak function hid-
ing to IPE with full function hiding. Our construction starts from the ABCP public key IPE scheme,
whose secret key for a vector y reveals y and its inner product with the master secret key (s, y)
in the clear. To achieve weak function hiding, we need to hide y. Our idea is to simply encrypt
the secret key as an input vector using the ABCP scheme itself, with an independently sampled
master secret key s’ of length N +1, which yields the new secret key iSK’ = [r's’ + ({(s,y) ||y)]. Re-
call that decryption of the ABCP scheme simply computes (homomorphically) the inner product
between its secret key and ciphertext. Now that the original secret key is encrypted, we corre-
spondingly encode the original ciphertext in a secret key using s, which gives the new ciphertext
iCT = [(s', (rs+x)) || (rs+ x)]. Computing the inner product of iCT" and iSK’ simultaneously
decrypts both “layers” of ABCP encryption, and produce exactly an encoding of the output inner
product.

3 Preliminaries

Let Z and N denote the set of integers, and positive integers, respectively. Let [n] denote the set
{1,2,...,n}. We use R to denote either a ring, or an ensemble of rings R = {R}, which will be
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clear in the context.

We denote by PPT probabilistic polynomial time Turing machines. The term negligible is used
for denoting functions that are (asymptotically) smaller than any inverse polynomial. More pre-
cisely, a function v(x) from non-negative integers to reals is called negligible if for every constant
¢ > 0 and all sufficiently large n, it holds that v(n) < n™°.

We use boldface to denote vectors, for example, u, v, ¢ etc., and use u;, v;, ¢; to denote the ith
elements in the vectors.

3.1 p-Indistinguishability

Definition 1 (u-indistinguishability). Let p: N — [0, 1] be a function. A pair of distribution ensembles
{ X0 Faern (Y} aen are p-indistinguishable if for every family of polynomial-sized distinguishers { D)} xen,
and every sufficiently large security parameter X € N, it holds that

|Pr[z & X : D(1M 2, 2) = 1] — Prly & Yy : D(1*, 9, 2) = 1] < pu(N)

Definition 2 (Computational and Sub-exponential Indistinguishability). A pair of distribution en-
sembles { X} en, 1Y) }aen are computationally indistinguishable if they are 1/p-indistinguishable for
every polynomial p, and are sub-exponentially indistinguishable if they are p-indistinguishable for some
sub-exponentially small p(\) = 2°° with a constant & > 0.

Note that the above definition of sub-exponential indistinguishability is weaker than standard
sub-exponential hardness assumptions that consider distinguishers running in sub-exponential
time.

Below, we provide definitions of standard cryptographic primitives using the terminology
of p-indistinguishability, which implicitly defines variants with polynomial or sub-exponential
security. As a matter of convention, we will drop ;» when p is a negligible function, and say sub-
exponential security when 1 is a sub-exponentially small function.

3.2 Indistinguishability Obfuscation

We recall the notion of indistinguishability obfuscation for a class of circuit defined by [BGIT01b].

Definition 3 (Indistinguishability Obfuscator (:O) for a circuit class). A uniform PPT machine iO is
an indistinguishability obfuscator for a class of circuits {Cy} oy, if the following conditions are satisfied:

Correctness: For all security parameters X € N, for every C € Cy, and every input x, we have that
Pr[C’ + iO(1*,C) : C'(z) =C(z)] =1
where the probability is taken over the coin-tosses of the obfuscator iQO.

p-Indistinguishability: For every ensemble of pairs of circuits {Co x, C1\} o Satisfying that Cp » € Cy,
|Cox| = |Ci x|, and Cy \(x) = Cy x(x) for every x, the following ensembles of distributions are yi-
indistinguishable:

{CL,\, Co, i0(1%, Cy y) }AGN

{Cl,/\y 02,)\7 ZO(1>\7 02,/\) })\GN

Definition 4 (IO for P/poly). A uniform PPT machine iOp jpor, (%, %) is an indistinguishability obfuscator
for P/poly if it is an indistinguishability obfuscator for the class {Cy},cy of circuits of size at most \.
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3.3 Pseudorandom Generator

Definition 5 (Pseudo-Random Generator (PRG)). Let ¢ be a polynomial-bounded function. A deter-
ministic polynomial-time uniform machine PRG is a £(\)-stretch pseudorandom generator if the following
conditions are satisfied:

Syntax For every A € N and every r € {0,1}*, PRG (r) outputs ' € {0,1}**)

p-Indistinguishability: The following ensembles are pi-indistinguishable

[r& o PRGO} ~ {7 & {0,110}

AeN AeN

We defining the locality of PRGs and the degree of PRGs in a family of rings.

Definition 6 (Locality and degree of PRGs). Let PRG : {0,1}* — {0, 1}* be an {(n)-stretch pseudo-
random generator. For every A € N, and every polynomial n, let PRG,,(y) : {0, 13N — {0, 1}N)
denote the binary function corresponding to PRG for n(\)-bit inputs. We define the following parameters
w.r.t. PRG:

e PRG has locality L (for a universal constant L) if for every A € N and every polynomial n, every
output bit of PRG, () depends on at most L input bits.

e PRG has R-degree D (for a universal constant D), w.r.t. a family of rings R = {R\}, if for ev-
ery A € Nand every polynomial n, every output bit of PRG,(5) can be computed by a degree-D
polynomial in Ry.

Since the PRGs we consider are binary, mapping binary input strings to binary output strings,
it holds that its locality upper bounds its degree in any ring family.

Fact 1. For any pseudorandom generator PRG : {0,1}* — {0, 1}*, and any family of rings R, the degree
of PRG w.r.t. R is no larger than its locality.

3.4 Randomized Encodings

In this section, we recall the traditional definition of randomized encodings with simulation secu-
rity [IK02, AIKO06].

Definition 7 (Randomized encoding scheme for circuits). A randomized encoding scheme RE consists
of two PPT algorithms,

e C, & REnc(1*,C, z): On input a security parameter 1, circuit C, and input x, REnc generates an
encoding Cs.

e y = REval(C,): On input C, produced by REnc, REval outputs y.

Correctness: The two algorithms REnc and REval satisfy the following correctness condition: For all
security parameters \ € N, circuit C, input x, it holds that,

Pr[C, & REnc(1*,C, ) : Eval(C,) = C(z)] = 1

20



p-Simulation Security: There exists a PPT algorithm RSim, such that, for every ensemble {Cy,zx},
where |Cy\|, |z x| < poly(X), the following ensembles are p-indistinguishable for all X € N.

{C’x & REnc(1*,C, ) : éx}AeN

{C} & RSim(1}, C(a), 1€1, 111y . O‘T}A .
c

where C = Cy and x = x).

Furthermore, let C be a complexity class, we say that randomized encoding scheme RE is in C, if the
encoding algorithm REnc can be implemented in that complexity class.

3.5 Functional Encryption

We provide the definition of a public-key functional encryption (FE) scheme with indistinguishability-
based security which originally appeared in [BSW12, O’'N10]. Below we define public key FE first,
and then note the difference with secret key FE.

3.5.1 Public-Key Functional Encryption

Syntax Let X = {X)}ieyvand YV = {V)}ren be ensembles of sets. Let F = {Fy }ren, where every
function in the set 7\ maps inputs in X\ to outputs in V.

A public-key functional encryption scheme FE for {F,} ey consists of four PPT algorithms
(FE.Setup, FE.KeyGen, FE.Enc, FE.Dec).

e Setup: FE.Setup(1*, pp) is an algorithm that on input a security parameter and some public
parameter (e.g., description of bilinear pairing groups) outputs a master public key and a
master secret key (mpk, msk).

o Key Generation: FE.KeyGen(msk, f) on input the master secret key msk and the description of
a function f € F), outputs a secret key SKy.

e Encryption: FE.Enc(mpk, z) on input the master public key mpk and a message = € X, out-
puts an encryption CT of x.

e Decryption: FE.Dec(SK, CT) on input the secret key associated with f and an encryption of
x, outputs y € V).

Correctness: We define perfect correctness here. For every ), f € Fy, z € &), it holds that,

(mpk, msk) & FE.Setup(1*, pp)
Pr CT & FE.Enc(mpk, z) : f(z) = FE.Dec(SK,CT) | =1
SK & FE.KeyGen(msk, f)
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Indistinguishability Security. Indistinguishability security of a functional encryption requires
that no adversary can distinguish the FE encryption of one input z( from that of another z, if the
adversary only obtains secret keys for functions that yield the same outputs on zy and «;, that is,
for every secret key SKy, it holds that f(xz¢) = f(z1). In the adaptive setting, the two challenge
inputs (zo, z1) and all functions f are chosen adaptively by the adversary. In the weaker selective
setting, the adversary is restricted to choose (2o, z1) and all functions f statically.

Definition 8 (IND-security). A public-key FE scheme FE = (FE.Setup, FE.KeyGen, FE.Enc, FE.Dec)
for { Fa}taen is p-IND-secure, if for every PPT adversary A, and every sufficiently large security parameter
A € N, the adversary’s advantage in the following games is bounded by j1(\)

AdvtEE = |Pr[INDEE(1*,0) = 1] — Pr[INDEE(1}, 1) = 1]| < p(N)

INDEE (12, b) proceeds as follows:

1. Key Generation. The challenger C'H samples (mpk, msk) & FE.Setup(1*, pp) and sends mpk to
the adversary.

2. Function Queries. Repeat the following for an arbitrary number of times determined by A: Upon
A choosing a function query f € Fy, CH sends A a function key SKy & FE.KeyGen(msk, f).

3. Message Queries. Upon A choosing a pair of messages (xo,z1), CH sends A a ciphertext CT &
FE.Enc(mpk, ).

4. Function Queries Repeat the second step, for an arbitrary number of times determined by A.
5. Finally A outputs a bit b which is also the output of the experiment.
Restriction: Every function query f must satisfy that f(zo) = f(z1).

Definition 9 (Selective security). We say that FE is ji-selectively secure if the condition in Definition 8
holds for modified experiments SINDEE (1}, b) where the adversaries choose challenge messages (o, 21) and
all function queries { f} at the beginning of the experiment.

Definition 10 (1-key FE). We say that FE is a p-secure (or p-selectively secure) 1-key FE scheme if it
satisfies the security requirements in Definition 8 (or, respectively, Definition 9) against adversaries that
ask for at most one function key query.

3.5.2 Secret Key Functional Encryption

A secret key FE scheme (SKFE) FE = (FE.Setup, FE.KeyGen, FE.Enc, FE.Dec) for a class of function
{Fa}ren has the same syntax and correctness as a public key FE scheme, except that, the FE.Setup

algorithm outputs only the master secret key msk & FE.Setup(1*, pp), and the encryption algo-

rithm encrypts using the master secret key CT ¢~ FE.Enc(msk, ).

In terms of security, the same (adaptive or selective) indistinguishability security is considered,
with a slight modification to the definitions above for public key FE that the attacker can (adap-
tively or selectively) request for arbitrarily many challenge ciphertexts of messages of his/her
choice. In the literature, there is also a stronger notion of security for secret key FE, called function
hiding, which roughly speaking requires the scheme to hide both information of the encrypted
inputs, as well as, the functions encoded in secret keys. We now define the notion of function
hiding.
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Definition 11 (Function hiding). A secret-key FE scheme FE = (FE.Setup, FE.KeyGen, FE.Enc, FE.Dec)
for {Fx}ren is p-function-hiding, if for every PPT adversary A, and every sufficiently large security pa-
rameter A € N, the adversary’s advantage in the following games is bounded by ()

AdvtEE = [Pr[FHEE(1*,0) = 1] — Pr[FHEE (1Y, 1) = 1]| < u(N)

FHEE(1*,b) proceeds as follows:

1. Key Generation. The challenger C H samples msk <~ FE.Setup(1*, pp).
2. The challenger C'H repeats the following with A for an arbitrary number of times determined by A:

e Function Queries. Upon A choosing a pair of functions ( fo, f1) € Fx, CH sends A a function
key SK & FE.KeyGen(msk, f3).

e Message Queries. Upon A choosing a pair of messages (xo,x1), CH sends A a ciphertext
CT & FE.Enc(mpk, ).

3. Finally A outputs a bit b which is also the output of the experiment.
Restriction: Every function query ( fo, f1) and message query xq, x1 must satisfy that fo(xo) = fi(x1).

We can define selective function hiding similar to Definition 9, by restricting the above security
definition to a class of adversaries that choose all input queries {(zo, 1)} and all the function
queries {(fo, f1)} at the beginning of the experiment. We can also define 1-key secret-key FE as in
Definition 10.

3.5.3 FE for P/poly, NC! and Compactness

Definition 12 (FE schemes for families of function classes). Let F = {F} <71 be a family of function
classes. We say that FE = {FE'}cz is a family of (1-key) FE schemes for F with (selective) ji-IND-
security or p-function-hiding if for every function class F* = {F|} en, FE! is a (1-key) FE scheme for
F1 with (selective) u-IND-secure or p-function hiding.

Moreover, define the following special cases:

e FE for P/poly is a family of FE schemes for F = {]—"N’D’S}NGN,DGQSGS, where N', D, S are the sets
of all polynomials and FN-P5 is the class of binary functions that can be computed by circuits with
N (X)-bit inputs, S(X) size, and D(\) depth.

e FE for NC! is a family of FE schemes for F = {FN-PS} yen pep ses as defined above but with D
the set of all logarithmic functions.

Compactness In the above definition of families of FE schemes, algorithms in scheme FE™-"+5
could run in polynomial time depending on polynomials N, D, S. In the literature, stronger ef-
ficiency requirements have been considered. In particular, the works of [AJ15, BV15] defined
compact FE schemes for NC!, which requires the encryption time to be independent of the circuit
size S of the functions.

Definition 13 (Compactness of FE schemes for NC'). Let & = {FEY-P5} be a family of FE schemes
for NCL.
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Compactness: We say that the functional encryption scheme FE is compact if for every logarithmic func-
tion D, there is a polynomial p, such that, for every polynomials N, S, the encryption algorithm of
FENDS runs in time p(\, N(\),log S(\)).

(1 — ¢)-Sublinear Compactness (a.k.a. (1 — ¢)-Weakly Compactness): We say that FE is (1 — ¢)-
sublinearly compact, if for every logarithmic function D, there is a polynomial p, such that, for every
polynomials N, S, the encryption algorithm of FEN-D>S runs in time p(A, N(\)) - S(\)' <.

3.6 Zero-Testing FE for Arithmetic Functions

For any ring R, we refer to functions mapping from R* to R* as arithmetic functions in R. Many
previous works (e.g. [ABCP15, BJK15]) constructed FE schemes for classes of arithmetic functions
in R with a relaxed correctness guarantee, namely, decryption does not reveal the output (in R) en-
tirely, but only reveals whether the output is zero or not. We refer to this relaxed correctness guar-
antee as zero-testing correctness, and FE schemes with such relaxed correctness as zero-testing FE.
We stress that though the correctness requirement is relaxed, the security requirements, namely
IND-security and function hiding, remain the same. Therefore, zero-testing FE is strictly weaker
than standard FE.

Definition 14 (Zero-testing FE). Let R = {R\} be an ensemble of rings, and {F\} a class of functions
where Fy maps from X\ C R} to Y € R3. We say that FE is a (1-key) zero-testing FE scheme for { Fy}
with (selective) p-IND-security or p-function hiding, if it is a FE scheme for {Fy} with the same security
guarantee as in Definition 8 or 11 (or 9) respectively, and the following relaxed correctness guarantee.

e Zero-Testing Correctness: For every \, f € Fy, x € X), it holds that,

(mpk, msk) < FE.Setup(1*, pp)
Pr CT & FE.Enc(mpk, z) : ZT(f(z)) = FE.Dec(SK,CT)| =1
SK < FE.KeyGen(msk, f)

where ZT is a predicate that outputs 1 iff its input is the zero element in R, and in the case of secret
key FE, mpk = msk.

Zero-Testing FE for Degree-d Polynomials and Inner Products

Definition 15 (Zero-testing FE schemes for families of arithmetic function classes). Let F = {F!} 1

be a family of arithmetic function classes. A family FE = {FE!}c1 of (1-key) zero-testing FE schemes for

F is defined identically as in Definition 12 except that every scheme FE! has zero-testing correctness.
Moreover, define the following special cases:

e Zero-testing FE for degree-d polynomials in R is a family of zero-testing FE schemes for F =

{FNY where where FN is the set of degree-d polynomials mapping from Riv()‘) to R .

e Zero-testing FE for inner products in R is a family of zero-testing FE schemes for F = {FN}

where FN is the set of functions of form fy(x) = (v,x) that compute the inner product between a
@Y

fixed vector v and an input vector x in Riv . Such a family of schemes is also called zero-testing
Inner Product Functional Encryption (IPE) in R.
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Definition 16 (Linear efficiency). Let F€ = {FE™} be a family of FE schemes for degree-d polynomials
or inner products in R. We say that F& has linear efficiency if there exists a polynomial function p, such
that, for every polynomial N, the encryption algorithm of FEN runs in time N(\) poly(\).

In the rest of the paper, whenever we talk about FE for arithmetic functions, in particular,
IPEs and FEs for degree-d polynomials, over a family of non-binary ring R, we mean by default a
zero-testing FE.

4 Degree-D Asymmetric Multilinear Maps with SXDH Assumption

Introduced by Boneh and Silverberg [BS02], asymmetric Multilinear Maps (MMaps) naturally
generalize asymmetric bilinear maps to higher degree. Let G denote a group generator that on
input 1* outputs (p, G1,- -+ ,Gp,

Gp+1,pair), where Gy, --- ,Gp,Gpy are cyclic groups with order p (prime or composite). G;
to Gp are referred to as the source groups and G p4 the target group. Assume without loss of
generality that the description of the source groups contain generators ¢;,--- ,gp of G1,--- ,Gp.
In addition, the following properties hold.

e Admissible: pair : G1x---xGp — Gpy is efficiently computable and gp; = pair(g; --- , gp)
generates Gp1.

e Multilinear: Forany ay,--- ,ap € Zp, pair(g{’,--- , g7’ ) = pair(gi,--- ,gp)**2"P = g7 7.

We denote by Ry = (Z,,+, x) the ring corresponding to the exponent space of these multilinear

pairing groups.

The Bracket Notation For clarity of notions, we use the following bracket notations to denote
group elements.
Vie [D+1], [a], =g

We refer to [a], as an encoding of a in group G, or with label /. Under this notation, the generator
in group | € [D + 1] is represented as [1];, = g;. We also use the following vector notation to
represent vectors of group elements succinctly: For any v = (v1,- -+ ,v,) € Z)',and [ € {0,1,T}:

[v], = [v1]; -~ [vm];

Homomorphic Operations Using multiplication and exponentiation in each group, we can per-
form addition “®” and scalar multiplication “®” to vectors encoded in the same group /. Formally,
forany v,w € Zg‘, and a € Zy,

V], @ [w], = [v+w], = ([1 +w1]; - [vm + wm)];)
a® [v]; = ([v])* = [av], = ([avi]; - - [avm]))

In particular, this means we can homomorphically evaluate any linear function L in Z,, over
encoded vectors. We conveniently write

L([v]) = [L(v)];

Using the multilinear map pair, we can homomorphically compute any multilinear polynomial
p with degree < D over encoded vectors {v,}4c[p), Wwhere v is encoded in Gg. This is because,
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one can first homomorphically compute every multilinear monomial in p using pair and obtain
an encoding of the value of the monomial in the target group. (If a monomial has exactly degree
D, pair directly applies; otherwise, one can raise the degree to D using encodings of 1 (i.e., the
generators) in appropriate groups.) Next, encodings of the values of all monomials in p can be
homomorphically added in the target group to produce an encoding of the output in the target
group. We conveniently write

p(vily, -+ vplp) = [p(v1, -+ s vD)lp

The SXDH Assumption The SXDH assumption states that the standard DDH assumption holds
in each of the source groups. Formally, for every source group G; for [ € [D], the following two
ensembles are y-indistinguishable.

{Pp = (1,1, Gp. G, pair) ¢ G(1Y), ab 2, : (b, [al,, ;s [at],)

{pp = (pv le e 7GD7GD+17pair) & g(lA)7 a, b,’l” <i Zp : ( PP, [a‘]lv [b]lv [T]l )}/\

5 IO from Locality-L PRG and Degree-L FE

In this section, we review the bootstrapping theorem by Lin and Vaikuntanathan (LV) [LV16] that
IO can be bootstrapped from subexponentially secure PRG in NC” and FE for NC°, which in turn
is based on [BV15, AJS15]. We observe that in their bootstrapping theorem, if the PRG in NC° has
degree D in any ring R, then it suffices to start with a FE scheme for degree-(3D + 2) polynomials
in the same ring R. (See Definition 6 for the locality and degree of a PRG.) Since the locality of a
binary PRG upper bounds its degree in any ring, we have that IO can be constructed from locality-
L PRG and degree-(3L +2) FE. Next, we modify their bootstrapping theorem to reduce the degree
of polynomials that FE needs to support from 3L + 2 to just L, exactly the locality of the PRG.

5.1 IO from Degree-D PRG and Degree-(3D + 2) FE

The following theorem follows from the bootstrapping theorem in [LV16].

Theorem 4 ([LV16]). Let R = {R\} be any family of rings and € > 0 any positive constant. Assume
the existence of a sub-exponentially secure PRG with n'™¢-stretch and R-degree D. Then, 1O for P /poly is
implied by either of the following:
e any selectively sub-exponential-IND-secure public key (zero-testing) FE for degree-(3D + 2) poly-
nomials in R, with linear efficiency, or

e any selectively sub-exponential-IND-secure secret key (zero-testing) FE for degree-(3D + 2) poly-
nomials in R with linear efficiency, and the sub-exponential hardness of LWE.

As discussed in the Overview section (Section 2), to construct IO for P/poly, the LV bootstrap-
ping theorem first constructs a selectively subexponential-IND-secure single-key FE scheme with
(1—¢)-sublinear compactness for N C! circuits, and then invoke the result of [A]15, BV15] to further
bootstrap such a NC'-FE scheme to IO for P/poly in the public key case, or the result of [BNPW16]
in the secret key case, assuming additionally the subexponential hardness of LWE.

In Section 2.1, we give an overview of the LV construction of sublinearly-compact NC!-FE
schemes, from PRG in NC? and collusion resistant FE schemes for NC that has linear efficiency; we
also discussed there that the LV NC!-FE schemes can also be instantiated with collusion resistant
FE schemes for degree-(3D + 2) polynomials in some ring R if the PRG has degree-D in R.
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Using Degree-D PRG and Degree-(3D + 2) FE We now describe formally how to instantiate
the LV construction of a degree-D PRG and degree-(3D + 2) FE scheme. We focus on the public
key case; the secret key case follows identically. Their FE scheme CFE™-?S for NC! circuits with
input-length N = N()), depth D = D(\), and size S = S(\), uses the following tools: Let R be a
family of rings.

e A pseudorandom generator PRG with n!t@-stretch for any o > 0 and R-degree D.

e A weak PRF Fin NC!.

e Selectively IND-secure (collusion resistant) FE schemes for degree-(3D + 2) polynomials in
R, {FEN" = (FE.Setup, FE.KeyGen, FE.Enc, FE.Dec)}, with linear efficiency.

e A specific randomized encoding scheme, which is the composition of Yao’s garbling scheme
[Yao82, Yao86] and the AIK randomized encoding scheme in NCY [AIKO4].

Below, we explicitly describe how Yao’s garbling and AIK RE are used, which helps us to
calculate the degree later. Denote by C; = Yao(C,x; r) Yao’s garbling algorithm that com-

piles a circuit C' and an input x into a garbled circuit C,, and by II = AIK(f,x ; r) the AIK
encoding algorithm.

The scheme CFENP® = (CFE.Setup, CFE.KeyGen, CFE.Enc, CFE.Dec) is defined in Figure 1. We
refer the reader to [LV16] for the correctness and security of the scheme.

Compactness The compactness of the scheme CFE follows from the following facts:
1. Thelength of the input (x, k, s, 8/, 0) encrypted using FE is O(£/(1+2)) = S(\)1/(1+) poly(\).
2. FE has linear efficiency.

Putting them together, we have that

TimeCFE.Enc(mpk7 X) - TimeFE.EnC(mpk7 (X7 ka S, S/, 0))
= poly(A)|(x, k,s,5',0)| = S(\) /1 +) poly(\)

which is sublinear in the function size as desired.

It remains to verify Fact 1). Recall that ¢ is the total length of the AIK randomized encodings
of computations {h;(x, k)}, which evaluate every bit in Yao’s garbled circuit of (f,x). Since f(x)
can be computed in size S(\), its Yao’s garbled circuit has size S()\) poly()), and every bit i in the
garbled circuit can be computed by a function h; of a fixed polynomial size poly(\). Thus, the AIK
randomized encoding for each h;(x, k) also has size poly()), and the total length £ = S(\) poly (),
which concludes Fact 1).

Degree-(3D + 2) FE suffices we show that degree-(3D + 2) FE indeed suffices for the construction.

Claim 1. If PRG has R-degree D, then for every A € N, every output bit of the function g described in
Figure 1 can be computed by a degree-(3D + 2) polynomial in R .

Proof. Fixany A € N. Let Pak, (n, ) ((X, k), r) be the polynomial in R\ computing AlKy (h;, (x,k); r),
the k™ bit in the AIK randomized encoding of h;(x,r), Pprg, the polynomial that computes the
I output bit of PRG, and Pcor,e+(z) the polynomial that computes XOR CT; @ z. For conve-
nience, we also denote by Pprgy;) the multi-output polynomial that computes the ith portion of the
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Single-key Compact FE Scheme CFE by [LV16]

SETUP: CFE.Setup(1*) samples (mpk, msk) <~ FE.Setup(1*).

KEY GENERATION: CFE.KeyGen(msk, f) does the following:

e Sample CT & {0,1}, where ¢ = £()) is set below.

o Define function g as follows: On input x of length N, a weak PRF key k of length poly(}),
two PRG seeds s, s’ each of length ¢1/(1*®) and a bit b,

g(x,k,s,s’, b) does the following:

- Let h;(x,k) denote the function that computes the i*" bit in Yao’s garbling of (f,x)
using pseudo-randomness generated by a weak PRF

VZE [1]7 hL(Xak) = Yaot(faxv I':{’I’] :F(kv.])})7
where 1 is the length of Yao’s garbling of (f,x). (Note that h € NC' since Yao's
garbling algorithm and the weak PRF are both computable in NC'.)

- Ifb =0, for every i € [I], compute the AIK encoding I1[i] of computation (h;, (x,k))),
using pseudo-randomness generated by a PRG

Viell], T[] = AIK(hi, (x,k); r[i]), where r[i] = PRG][i](s)

where PRG[i](s) denotes the i portion in the output of PRG, and each portion has
equal length poly ().
Output IT = {II[¢] },.

- Ifb=1, outputII = CT & PRG(s').

For every [ € [¢ = [II|], let P, denote the degree-(3D + 2) polynomial in R that computes
the I output bit of g. (We show below in Claim 1 that every output bit of g can indeed be
computed by a degree-(3D + 2) polynomial in R .)

o For every [ € [{], generate a secret key SK; & FE.KeyGen(msk, P;) for P,.
Output SK = {SKl}le[Z]'

ENCRYPTION: CFE.Enc(mpk, x) samples k < {0, 137 and s, s’ < {0,1}*"""*, and generates

cT & FE.Enc(mpk, (x,k, s, s, 0))

DECRYPTION: CFE.Dec(SK, CT) computes IT = {FE.Dec(SK;, CT) };c(¢, parses IT = {II[i] };c, and
decodes every II[i] using the AIK decoding algorithm to obtain a garbled circuit, which is further
decoded to obtain the output f(x).

Figure 1: Single-key Compact FE CFE by [LV16]
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output of PRG. Every output bit [ € [¢] of g corresponds to a bit, say the 5, in a AIK randomized
encoding for some function h;. Then, g; can be computed by the following polynomial F; in R ).

Pi(x,k,s,8,b) = (1 = b) Paik, (h;,0) ( (X,k), Ppraiij(s) ) + bPete+(Prra, (8')) (@)

Pprali, PPraG,, and Por,g. have respectively degree D and degree 1. AIK randomized encoding
has the property that every output bit depends on at most 3 random bits and 1 input bit. Therefore,
Pk, (n;,») has at most degree 3 in outputs of Pprg;)(s), and at most degree 1 in (x, k), and hence
at most total degree 3D + 1. Therefore, the degree of P, is bounded by 3D + 2. O

5.2 IO from Locality-L PRG and Degree-L FE

By the fact that the locality L of a PRG upper bounds the degree of a PRG in any ring R, we
have that IO can be constructed from locality-L PRG and degree-(3L + 2) FE. We now present
modification to the LV bootstrapping theorem to reduce the degree of the FE to L.

Theorem 5 (Our Bootstrapping Theorem). Let R = {R} be any family of rings and € > 0 any positive
constant. Assume the existence of a sub-exponentially secure PRG with n*¢-stretch and locality-L. Then,
IO for P /poly is implied by either of the following:

e any selectively sub-exponential-IND-secure public key (zero-testing) FE for degree-L polynomials
in R, with linear efficiency, or

o any selectively sub-exponential-IND-secure secret key (zero-testing) FE for degree-L polynomials in
R with linear efficiency, and the sub-exponential hardness of LWE.

To show the theorem, our main idea is pre-processing the input (x, k, s, s’, b) to be encrypted,
at encryption time, in order to reduce the degree of the polynomials that FE needs to support.
Observe that each polynomial P, (in Equation 5) computed in the LV FE scheme CFE in Figure 1
is the sum of two polynomials, where the first term has degree (3D + 2) and the second has D + 1.
We start with reducing the degree of the second term from D + 1 to D. We can write the second
term 7T as a sum of monomials over b, s’ as follows

T)(b,s') = bPcrox (PprG, () = Y erM(b,s).
Monomial
MinT;
Since 7; is linear in b, every monomial M contained in it is also linear in b. For every monomial
M = bsj s;, --- of degree d, if bs; is pre-computed, then M can be computed in degree d — 1.

i1 219

Therefore, there exists a polynomial 7} that on input (1||b) ® (1||s") computes T;(b,s’) in degree D.
T/ ((1]]b) ® (1]]s")) := The degree D polynomial that computes 7;(b,s’) (6)

Moreover, the length of (1||b) ® (1]|s') is still O(|s'|) = S(A\)Y1+%) poly()), and hence we can
pre-compute (1/|b) ® (1]|s") at encryption time, without losing compactness.

We now use the idea of pre-processing to reduce the degree of computing the first term in F,.
Again, we can write the first term O; as a sum of monomials,

Oy(x,k,s,b) = (1 — b)PA|Kj(hi7*)( (x,k); rfi] ) = Z e M (x,k,rli],b) , where r[i] = Pprgy(s) -

Monomial
M in O 1
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By the property of AlK, O; has degree 3 in r[i], and 1 in b and x||k. We can eliminate multiplication
with b and x|k using the same method above. The challenge lies in reducing the degree for
computing degree-3 monomials on r[i]. We cannot naively pre-compute, say, s & s, as its length
would exceed S(A). But, we do not need to. To do so, we first modify how each random bit r[i], is
generated as follows:

Let Q = |r[i]|, s=s1, -+ ,8¢Q; Vg€ [Q], setrfil, = PRG;(sq)

where () is the maximal number of random bits needed for computing the AIK encoding of each
h;. Since every function h; computes a single bit in Yao’s garbling in a fixed polynomial time,
@ = |r[i]] = poly(\). In other words, we parse s as consisting of ) seeds, and the gt seed Sq is
used for generating the ¢ bit in the random tapes for computing every AIK encodings, that is,
PRG(s;) = r[l]g,--- ,r[l];. Since the number of AIK encodings is I = S(A)poly(A), the length
of each seed is |s,| = I/ = S(\)Y/(1+2) poly()), and the length of s is Q|s,|, also sublinear in
S(N).
Now, an arbitrary degree 3 monomial on r[i], say rli]q, r[i]g,r[i]4,, can be written as

r[i]mr[i]%r[i]qs - PRGi(SQ1)PRGi(SQ2)PRGi(SQ3)
= PRGi({S(h,’Y}WEF('L))PRGi({SQQ,’Y}’yeF(i))PRGi({SQB7’Y}’VEF(i))

X(SQL"/l’ T SQL’YL)
= Z X Y(Sgys s Sqeu) ) where I'(i) = {v1,- -+ , 71}
X,li\//{%n%ml:i’%Gi X Z(Sqzms s Sason)

and T'(4) is the set of indexes of the input bits that the i output bit of PRG depends on. Given
that PRG has locality L, [I'(i)| < L. For every v € [|s,||, denote by s, , = s1||- - - ||s@,, the string
consisting of the 4™ bit in all ) seeds. Suppose that we pre-compute for every 7, all the degree
< 3 monomials over s, ,, thatis, S, = (1{[sxy) ® (1][sx) ® (1]|sx,y). Then, the above degree 3
monomial over r[i] can be computed by a polynomial of degree at most L on S, for v € I'().
Therefore, there exists a degree L + 2 polynomial O} that on input x,k, b and these degree < 3
monomials, computes O;.

O/ (x,k,S,b) := The degree L + 2 polynomial that computes O;(x,k, s, b) ,
where 8 = {(1][s«y) ® (1[|sxy) ® (1[suy)}~ -

In addition, since O; and O} has degree 1 in x|k and b, if we pre-compute multiplications with
x||k and b, we can further reduce the degree to L. That is, define

O1((1]Ix[[k[[p) @ (1]|8), (b(x||k)) ® 8)
:= The degree L polynomial that computes O;(x,k,s,b) . (7)

Finally, we argue that the input of O] has length sublinear in S(\). It boils down to argue that S
has length sublinear in S(\). For each v € [|s,|], the total number of degree < 3 monomials over
S4~ is bounded by (Q + 1)3 = poly()). Since |s,| = S(A)/(1+%) poly()\), the length of S is bounded
by S(A)0F) poly ().

Combining Equation (6) and (7), we conclude that there exists a degree L polynomial P/, such
that,

P/((1x|[k|[p) @ (1][8), (b(x|k)) @S, (1]]p) @ (1]s")) = Pi(x.k,s,s',b)
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Single-key Compact FE Scheme CFE from locality-L PRG and degree-L FE

SETUP: CFE Setup(1*) samples (mpk, msk) <~ FE.Setup(1*).

KEY GENERATION: CFE.KeyGen(msk, f) does the following:

e Sample CT & {0,1}, where ¢ = £()) is set below.

e Define function g defined as follows: On input x of length N, a weak PRF key k of length
poly(\), PRG seeds s and s’ of length 1'/(17%) x () and ¢!/ respectively, and a bit b,

9(x,k,s,s’,b) does the following;:
- Let hi(x, k) denote the function that computes the i bit in Yao’s garbling of (f, x),
Vielll,  hi(xk):=Yao;(f,x;r={r; =F(kj)}),
where [ is the length of Yao’s garbling of (f, x).

- If b = 0, parse s into @ strings, s = s;]| - - - ||sg, of equal length I'/(1+) ‘and compute

Vi e [I], O[i]| = AIK(h;, (x,k); r[i]), where Q = |r[i]|and V g € [Q], r[i], = PRG;(sy)

Output IT = {II[¢] },.
- Ifb=1, outputII = CT & PRG(s').

For every [ € [¢ = |II|], let P, denote the degree-(3D + 2) polynomial in R that computes
the [t output bit of g. Moreover, define

B/ ([ [k[[b) @ (1]IS), (b(x[[k)) ® S, (1][b) @ (1]|s"))
:= The degree L polynomial that computes P;(x,k,s,s’, b) in Figure 1

where L is the locality of PRG and S = {(1|[ss,5) @ (1[[sxy) @ (1|[Sx,4) }ye[ri/+e)-

e Forevery ! € [/], generate a secret key SK; & FE.KeyGen(msk, P]) for Pj.
Output SK = {SKZ}ZE[K]-

ENCRYPTION: CFE.Enc(mpk,x) samples k < {0,1}P°v), s & {0, 1}/"""*Q and & &
o/t
{0,1} , and generates

CT & FE.Enc(mpk, (1][x][k[[0) & (1[|S). (0(x][k)) S, (1]/0) @ (1]|s))

DECRYPTION: CFE.Dec(SK, CT) computes IT = {FE.Dec(SK;, CT)};c(g, parse IT = {II[i] };cs, and
decodes every II[i] using the AIK decoding algorithm to obtain a garbled circuit, which is further
decoded to obtain the output f(x).

Figure 2: Single-key Compact FE CFE from locality-L PRG and degree-L FE
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Therefore, we modify the LV compact FE scheme to encrypt the input of these polynomials P/’s,
and generate secret keys for them. Since P/ has only degree L, it suffices to use a degree-L FE
scheme. The resulting new compact FE scheme CFE is described in Figure 2 (with the difference
from the LV scheme highlighted). The compactness of the new scheme follows directly from the
fact that the encrypted input, that is, the input of P’s, is sublinear in S(\), and that the degree-L
FE scheme has linear efficiency. Moreover, its correctness and security follows from the same
proof as that in [LV16], which concludes Theorem 5.

6 Inner Product Encryption

In this section, we construct families of (zero-testing by default) secret key IPE schemes (Defini-
tion 15), with different properties.

e In Section 6.3, we give a new construction of weakly function hiding IPE schemes based on
the SXDH assumption on bilinear maps. Our construction builds upon the public key IPE
schemes by [ABCP15] (ABCP) in a simple and modular way:.

e Lin and Vaikuntanathan [LV16] presented a simple and generic transformation from any
weakly function hiding IPE schemes to fully function hiding IPE schemes. In Section 6.4,
we apply their transformation to our weakly function hiding IPE schemes to obtain fully
function hiding IPE schemes that have certain canonical form. (The canonical form is not
satisfied by previous constructions [BJK15, LV16, DDM16]).

e In Section 6.5, we further build function hiding IPEs with special two-slot structures and
special security properties, namely partial weakly-function-hiding and strong IND-security. The
special structures and properties will be important for our construction of FE for degree-d
polynomials later.

Before constructing the above schemes, we first review the definition of weak function hiding [LV16]
in Section 6.1, and the ABCP public key IPE scheme in Section 6.2.

6.1 Definition of Weak Function Hiding

Let {skIPE"} be a family of secret key IPE schemes for inner products, where skIPE" consist-
ing algorithms (skIPE.Setup, skIPE.Enc, skIPE.KeyGen, skIPE.Dec) is a an IPE scheme for computing
inner products of length N () vectors in R, with the following syntax:

e Setup: skIPE.Setup(1*, pp) outputs a master secret key msk. (The public parameter pp used in
our constructions will be the description of bilinear pairing groups).

e Key Generation: skIPE.KeyGen(msk,y) outputs a secret key SK encoding a vector y € RY.
e Encryption: skIPE.Enc(msk, x) outputs an encryption CT encrypting a vector x € RY.

o Decryption: skIPE.Dec(SK,CT) computes ZT((x,y)), that is, whether the inner product is
zero in Ry.

The function hiding property as defined in Definition 11 requires that secret keys and ciphertexts
for one set of vectors {y?} and {x?} are indistinguishable from that for another vectors {yjl} and
{x}}, as long as all their inner products satisfy the following constraint:

Constraint R: Vi, 7, <X?7Y?> = <le7yyl‘> :
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The weak function hiding property weakens function hiding, by relaxing the above constraint R

to the following
Constraint R: Vi, j, Z,y] = (x),y}) = <xl,y]

For completeness, we provide the formal definition below.

Definition 17 (Weak Function Hiding for Secret Key IPE). We say that a secret key IPE scheme
skIPEY for computing length-N inner products in R is u-weak function hiding, if for every PPT ad-
versary A, and every sufficiently large security parameter X € N, the adversary’s advantage in the following
games is bounded by j1(\):

AdvtsKIPEY Py FHSKIPEY (12 0) = 1] — PrlwFHSKPEY (12 1) = 1]| < p(N)

The game WFijIPEN (1}, b) proceeds as follows:

e Key Generation. The challenger generates a master secret key msk < skIPE.Setup(1*, pp).

e Function and Input Queries. Repeat the following for an arbitrary number of times decided by A:
— Upon A choosing a pair of challenge functions y?,y} € R]AV(’\), CH sends A a function key
SK; < skIPE.KeyGen(msk, yo).

- Llpon A choosing a pair of challenge messages x),x; € R) NN CH sends A a ciphertext
CT; & skIPE.Enc(msk, x?).

e Finally A outputs a bitb'.

Restriction R’: Every message query x0, x} and every function query yj ; yj must satisfy that < , y?> =

{Xi,yj } = <Xi>y3‘>'

6.2 Review of the ABCP Public Key IPE

In [ABCP15], Abdalla, Bourse, De Caro, and Pointcheval constructed public key IPE schemes
with IND-security, based on a variety assumptions. We recall their scheme based on the DDH
assumption, which is very similar to the ElGamal encryption scheme.

79 Z

The Decisional Diffie-Hellman (DDH) Assumption Let G denote a group generator that on
input 1* outputs (p, G), where G is a group of order p, and g is a generator of G contained in
its description. As above, we use the bracket notation to denote elements in G: [v] = ¢” and
[x] = ¢g* = g*',--- ,g"" forv € Z,,x € Z;'. The DDH assumption states that the following two
ensembles are p-indistinguishable:

{0.6) & 60", ab &2, (.6), [al. B lab] |
{0.6) & 60, abr &2, ¢ (.C), ). I,
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Overview of the ABCP Scheme Recall that the basic ElGamal encryption scheme for message
space Zj, is as follows:
msk < Ly, mpk = g™k, CT =(¢", mpk"g®) = (¢", g\ m5k+z)) for r & Ly

Note that in this scheme, decryption can be done when z is small.
Under our bracket notation this is written as:

msk <& Ly, mpk = [msk], CT =[r], (r©mpk) ® [z] = [r || (r msk + z)]
(Recall that “©” and “@” are respectively the homomorphic scalar multiplication and addition
operations over encodings.) The ElGamal encryption can be easily modified to encrypt vectors x €
LY, while sharing the random scalar r, and maintaining security under the same DDH assumption.
msk < Zév, mpk = [msk], CT = [—r], (r ® mpk) @ [x] = [(—r || r msk + x)]

(We encode —r instead of r for convenience.) To turn the above scheme into an IPE scheme,
observe that given a vector y € Z]JDV and the inner product (y, msk) in the clear, one can homomor-
phically evaluate,

( ({y,msk) [|y),CT )= ( ({y,msk) [|y), [l (r(msk+x))] )
= [(=ry, msk) + (ry, msk) + (x,y)] = [(x,¥) ] -

Therefore, it suffice to release (y, msk) || y as the secret key for computing the inner product.

The ABCP Scheme We now formally describe the ABCP public key IPE scheme pkIPE". Let

pp = (p, G) & G(1*) be a public parameter that describes a group G of order p; the inner product
is computed over Zév .

e pkIPE.Setup(1*, pp) samples s & ZZ])V , and outputs master public key mpk = [s] and master
secret key msk = s.

e pkIPE.KeyGen(msk,y) on input the master secret key msk = s and vector y both in Z)Y, simply
outputs SK = sk = (y,s) || y.
e pkIPE.Enc(mpk, x) on input the master public key mpk = [s] and vector x € Z]JDV , samples a

random scalar r < Zy, and outputs
CT = [=r] || (r©mpk) & [x] = [~ || s + x] = [ct]

e pkIPE.Dec(SK, CT) on input SK = sk and CT = [ct] homomorphically computes the inner
product between them.

(SK,CT) = [(sk,ct)] = [( ((v,s) [ly), (—7llrs+x))] = [(x,y)]

Output 1 iff the output encoding encodes zero. °©

Correctness of the scheme is easy to see. The security proof is, however, non-trivial. Abdalla et
al. [ABCP15] showed that the scheme in fact satisfies simulation-based security, which implies the
notion of IND-security considered in this work.

Lemma 1. Assume that the DDH assumption holds in the group (p, G). Then, for any polynomial N, the
ABCP public key IPE scheme pkIPE" is IND-secure.

®More generally, if the output value z falls into any polynomial-sized range I' C R, it can be extracted by trying all
possible values ¢ € [I'], and outputting the value ¢ satisfying [(x,y)] = ¢ © [1].
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6.3 Our New Weakly Function Hiding IPE

We construct weakly function hiding IPE schemes {wIPE" }, from the SXDH assumption on bilin-
ear pairing groups. Our construction uses the ABCP public key IPE schemes { pkIPE"} described
above as a building block in a modular way. At a very high-level, to make the ABCP IPE scheme
weakly function hiding, we treat its secret key as a plaintext vector, and its ciphertext as a key
vector, and use an “outer instance” of the ABCP IPE scheme itself to “encrypt” the secret key in
an “outer ciphertext” and “encode” the ciphertext in an “outer secret key”. Since decryption es-
sentially performs inner product, decrypting the outer instance effectively decrypts also the inner
instance and yields the desired output. Furthermore, since now the secret key is encrypted, the
IND-security of the ABCP IPE scheme provides some hiding guarantees for the key vector, based
on which we can argue that weak-function hiding holds.

Let pp = (p,G1,G2,G3, pair) be a public parameter that describes bilinear pairing groups
with order p; let R = Z,. Algorithms of the scheme wIPE" proceed as follows:

e skIPE.Setup(1*, pp) samples sy, so & RN and outputs master secret key wMSK = (s1,s2).

e skIPE.KeyGen(wMSK, y) on input the master secret key wMSK = (s1,s2) and vector y € RY,
samples a random scalar 7 & Rand outputs SK computed as follows.

SK = pkIPE.KeyGen(s1,y) = sk={(y,s1) ||y
wSK = pkIPE.Enc(sa, sk; m2) = [—r2 || (r2s2 +sk)], 8)

Basically, wSK is an ABCP encryption (with key s; and randomness r3) of the ABCP secret
key sk of the vector y (with key s;) in group Go.

e skIPE.Enc(wMSK; x) on input the master secret key wMSK = (s1,s2) and vector x € RY,
samples a random scalar r; & Rand outputs wCT computed as follows.

CT = pkIPE.Enc(s1,x; r1) = [ct];, where ct = (—rq || 181 + X) )
wCT = pkIPE.KeyGen(sy, CT) = [(s2, ct) || ct],

Basically, wCT can be viewed as the ABCP secret key (with key s2) of an ABCP ciphertext of
the vector x (with key s; and randomness 7).

e skIPE.Dec(wSK,wCT) on input wSK and wCT homomorphically computes their inner prod-
uct using pairing, which gives an encoding of (sk, ct) = (x,y) in the target group G3.

(WSK, wCT) = [(sk, ct)]3 = [(x,¥)]3
Output 1 iff the obtained encoding encodes zero.

Correctness of the scheme wWIPE is easy to see. We next show that it is weakly function hiding,
based on the fact that the ABCP scheme pkIPE is IND-secure.

Lemma 2. Assume that SXDH holds in bilinear pairing groups. For every polynomial N, the above secret
key IPE scheme wIPEY is weakly function hiding.

Proof. We want to show that for every PPT adversary 4, its view in games Exp, = wF HXIPEN (1*,0)
and Exp, = WFHXIPEN (1*,1) (Definition 18) are indistinguishable.
To show this, we consider an intermediate hybrid Hyb:
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e Hybrid Hyb proceeds identically as Exp,, except that, upon A choosing a pair of challenge

messages x\, x;, the challenger returns a ciphertext wCT; encrypting x; as opposed to x!.

1)/

Observe that the only difference between Exp, and Hyb is that in Exp,, vectors {x)} are encrypted,
whereas in Hyb, vectors {x}} are encrypted (and both games encode vectors {y?} in the secret
keys). On the other hand, the only difference between Hyb and Exp, is that in the former, vectors
{y?} are encoded in the secret keys, whereas in the latter, {y!} are encoded (and both games
encrypt vectors {x!} in the ciphertexts).

Recall that the weak-function-hiding games Exp,, Exp; have the constraint that every message

query x{, x; and every function query y9,y; satisfy that

7 1
(x0,y)) = (xt,y)) = (x},y}) .

Therefore, in all three games Expg, Hyb, Exp;, the inner products of the vectors encrypted and
encoded in ciphertexts and secret keys are identical.

To see that Exp is indistinguishable from Hyb, recall that the encryption algorithm of wIPEY
first encrypts a vector x using pkIPE and master secret key s; to produce a ciphertext CT = [ct],
(Line (9)) and then homomorphically generates a secret key of the encoded vector ct using an
independently sampled master secret key s,. Therefore, it follows directly from the IND-security
of the “inner” pkIPE instance with master secret key s; that switching from encrypting x! in Exp,,
to encrypting x; in Hyb is indistinguishable.

Similarly, to see that Hyb and Exp; are indistinguishable, recall that the key generation algo-
rithm of wIPE?" first generates a secret key SK = sk of y using pkIPE and master secret key
s1, and then encrypts vector sk using pkIPE and master secret key sy (Line (8)). Therefore, it
follows directly from the IND-security of the “outer” pkIPE instance with master secret key s
that switching from encoding y? in Hyb to encoding y! in Exp, is indistinguishable. O

6.4 Owur New Function Hiding IPE

Lin and Vaikuntanathan [LV16] showed that any IPE scheme with weak function hiding can be
generically “lifted” to an IPE scheme with full function hiding. Applying their technique to our
weak-function hiding IPE schemes {wIPE" } in Section 6.3 immediately gives a family of function
function IPE schemes, denoted as {tIPE"}.

Corollary 2. Assume that SXDH holds in bilinear pairing groups over ring R. There is a family of
function-hiding secret-key IPE schemes for computing inner products in R.

The [LV16] transformation is extremely simple: To generate a key or a ciphertext for a vec-
tor v, tIPEY simply uses the weak function hiding IPE scheme wIPE*" to generate a key or a
ciphertext for the vector v||0 padded with zeros upto to length 2N. (The setup and decryption
algorithms are identical to that of wIPE?".) That is,

tIPE.Enc(msk,x) :  tCT < wIPE.Enc(msk, x||0) ,
tIPE.KeyGen(msk,y) : tSK & WIPE.KeyGen(msk, y||0) .

Since the transformation is so simple, tIPE" inherits many nice properties of wIPE?" that
will be instrumental for our construction of FE schemes later. Jumping ahead, we remark here that
tIPE" has the so-called canonical form (defined in Section 7.2).
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Remark 1. tIPEY has canonical form, that is, it satisfies the following three properties (as inherited from
wIPE?Y).

1. Its ciphertext or secret key consist of only encodings in group G or Gy respectively of ring elements
that depend linearly in the encoded vector v.

2. The setup, key generation, and encryption algorithms do not use pairing nor the target group Gs.

3. The decryption algorithm homomorphically evaluates a degree 2 polynomial (namely inner product),
on the encodings in the secret key and ciphertext, and then zero-tests the output encoding.

6.5 Special-Purpose Two-Slot IPE

We construct a family of special-purpose secret key IPE schemes with the following special struc-
ture: We view the vectors x = x;||x2 and y = y1||y2 encoded in the ciphertext and secret key as
consisting of two parts, referred to as the first- and second-slot vectors. A master secret key of
the schemes contains three parts, a shared key s and two specific keys ki, k5, so that, encrypting
a vector of form u;||null uses only (s, k}) while encrypting null||uy uses only (s, k5). Moreover,
the scheme also satisfies several special properties, including strong IND-security and partial weak-
function-hiding. Roughly speaking, the former states that the IND-security of the schemes hold as
long as the shared key s is hidden (even when the slot keys are revealed), and the latter states that
the schemes are weakly function hiding w.r.t. individual slot, even when the keys for encrypting to
the other slot are published.

We call such IPE schemes, two-slot IPE schemes. Below we first formally describe their syntax
and define partial weak-function-hiding. Then, we construct two-slot IPE schemes by modularly
combined the ABCP public-key IPE scheme and the function hiding secret-key IPE scheme con-
structed in previous sections.

Syntax

e sIPE.Setup(1*, pp) outputs a master secret key msk consisting of a shared key s and two
specific keys k|, k5. We denote by k; = (s, k}) the first-slot key, and ks = (s, k}) the second-
slot key. For convenience, we write msk = (k, ko) below.

e sIPE.KeyGen(msk, y1,y2) on input msk and first- and second-slot vectors y; and y, in RY,
outputs a secret key sSK associated with (y1,y2).

e sIPE.Enc(msk, x1,x2) on input msk and first- and second-slot vectors x; and x3 in RY, out-
puts a ciphertext sCT associated with (x,x2).

e sIPE.Dec(sSK,sCT) on input a secret key sSK associated with (y1,y2) and a ciphertext sCT
associated with (x1,x2), outputs whether (x;||x2,y1||y2) is zero or not.

In addition, there is a new partial encryption algorithm sIPE.PEnc that uses either the first- or
second-slot key to encrypt to only the first or second slot respectively.

e Partial Encryption: For 3 € [2], sIPE.PEnc(f3, ks, x3), on input the -slot key kg and a vector
x3, outputs a ciphertext sCT associated with (xi, null) if 3 = 1 and (null, x2) if 8 = 2. When
decrypting such a ciphertext with a secret key sSK associated with (y1, y2), sIPE.Dec(sSK, sCT)
outputs whether (yg,x3) is zero.
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Partial Weak-Function-Hiding This property states that weak function hiding holds w.r.t. the
tirst (or the second) slot, even when the second-slot key (or the first-slot key respectively) are
revealed. Formally,

Definition 18 (Partial Weak Function Hiding). A two-slot IPE scheme sIPEY in R is p-partial weak-
function-hiding, if for every 8 € [2], every PPT adversary A, and every sufficiently large security param-
eter X € N, the adversary’s advantage in the following games is bounded by j1(\):

AdvtsTPEY — | PrpwFHSIPE™ (12 0) = 1] — Pr[pwFHSPEY (12 1) = 1]| < u())
The game prHZIPEN (17, b, B) for 3 = 1 proceeds as follows:

e Key Generation. The challenger generates a master secret key msk = (ki,ks) < sIPE.Setup(1*, pp)
and sends A the second slot-key ks.

e Function and Input Queries. Repeat the following for an arbitrary number of times decided by A:

— Upon A choosing challenge vectors y3 .y} ;y2: € RNW, O'H sends A a function key sSK; <-
sIPE.KeyGen(msk, ylii, V2.i)-

— Upon A choosing a pair of challenge messages x° ,, x\ ., x9; € RNW, CH sends A a ciphertext

sCT; & sIPE.Enc(msk, xlii,xzi).
e Finally A outputs a bit .

Restriction R': Every message query (x\ ;,X1 ;,Xa,:) and every function query (y9 ;y3 ;,y2,;) must sat-

iy that (=0, 99,) = (=0, v15) = (xLvl,).

For B = 2, the game proceeds identically except that the second-slot challenge vectors differ, instead of
the first-slot vectors.

Construction Let pp = (p, G1, G2, G3, pair) be a public parameter that describes bilinear pairing
groups with order p; let R = Z,,. Let pkIPE be the ABCP public key IPE scheme and wIPE the
weakly function hiding IPE scheme constructed in Section 6.3. Our two-slot IPE scheme combines
these two schemes in a modular way as follows.

e sIPE.Setup(1*, pp) on input 1* and public parameter pp = (p, G1, G2, G3, pair) generates:
(s, [s],) = pkIPE.Setup(1*, (p,G1)) and Vp € [2], wMSKz = wIPE.Setup(1*, pp)

It outputs msk = (ki, ko) where kg = (s,wMSKp) for 3 € [2]. s is the shared key and kg is
the 3-slot key.

e sIPE.KeyGen(msk, y1,y2) on input msk and first- and second-slot vectors y; and y, in RY,
first generates a wIPE secret key for each vector y 3 to obtain

V5 € [2], wSKj & wIPE.KeyGen(wMSKg, y5) -

Recall that wSKz = [wskg], for some vector wskg. It then homomorphically computes a
pkIPE secret key of the concatenation wsk; ||wsks.

sSK = pkIPE.KeyGen(s, (WSK1||wSK2)) = [(s, (wski||lwsks)) || (wskq||lwska)], .

It outputs sSK.
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e sIPE.Enc(msk, x;1,x2) on input msk and first- and second-slot vectors x; and x3 in RN, first
encrypts each xg using wIPE, to obtain

V3 € [2], wCTs & wIPE.Enc(WMSKg,x5) .

Recall that wCTg = [wctg], for some vector wctg. It then homomorphically computes a
pkIPE ciphertext of the concatenation wct; ||wcts,

sCT = pkIPE.KeyGen([s],, (WCT1||wCT3)) = [r || rs + (wctq||wcta)], -

(Note that homomorphic evaluation of pkIPE.KeyGen can be done using only homomorphic
addition and scalar multiplication in G, as the algorithm does not need to multiply s, wet;
and wcts.)

It outputs sCT.

e Partial Encryption: For € [2], sIPE.PEnc(3, kg, x3), on input the -slot key kg and 3-slot
vector xg, proceeds identically as the normal encryption algorithm sIPE.Enc above except
that it does not generate the ciphertext wCT3_3 as it does not have wMSK3_ g, and instead
homomorphically computes a pkIPE ciphertext of wct||0if 5 = 1 or a ciphertext of 0||wcts

if3=2.
If3=1, sCT = pkIPE.KeyGen([s],, (WCT4|[[0])) = [r || s + (wct4]|0)],
If3=2, sCT = pkIPE.KeyGen([s],, ([0],||wCT32)) = [r || s + (0]|wcty) .

e sIPE.Dec(sSK, sCT) simply homomorphically evaluates the inner product between sCT and
sSK. Since the decryption algorithms of pkIPE and wIPE involve only homomorphically
evaluating inner product, this effectively performs two layers of decryption.

pkIPE.Dec(sCT,sSK) = (sCT,sSK) = [(wsk; ||wskg, wcty|[wcta)],
Output 1 iff the obtained encoding encodes zero.

To see correctness, let sSK be associated with (y1,y2), and consider the following three cases for sCT:

— If sCT is associated with (x1,x2), (wsk;||wska, wct1||weta) = (x1||x2, y1||y2)-

— IfsCT is associated with (x1, null), wcts is set to 0, (wsk; ||wska, wct || wetg) = (wsky, wet;) =
(x1lly1)-

— IfsCT is associated with (null, x2), wety is set to 0, (wsk; ||wska, wct||wete) = (wska, wetg) =
(x2|[y2).

Therefore, in all three cases, the decryption outputs whether the correct inner product is zero or not.

6.5.1 Special Properties of Our Two-Slot IPE
Our two-slot IPE scheme sIPE" has the following special properties:

e LINEARITY IN INPUT AND FUNCTION VECTORS A secret key of sSIPE encoding vectors (y1,y2)
consists of only encodings in group G» of elements that depend linearly in y; and y3. Sim-
ilarly, a ciphertext of sIPE encrypting vectors (x;,x2) (or (x1, null), or (null, x2)) consists of
only encodings in group G'1 of elements that depend linearly in x; and/or x».
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e LINEARITY IN SHARED KEY Recall that the 3-slot key kg consists of a shared key s and a spe-
cific key kj; = wMSK. The ciphertext of sSIPE produced by the partial encryption algorithm
sIPE.PEnc using kg consists of only encodings in group G of elements that depend linearly
in the shared key s.

In particular, this means, given encoding [s]; of s in group G;, one can homomorphically
compute a ciphertext sCT = sIPE.PEnc(3, kg, xg; r) with knowledge of 3, k’ﬁ, xg,and r.

e STRONG IND-SECURITY. sIPE is IND-secure even when encodings [s], of the shared key s
in group G (the group to which ciphertext encodings belong) and the specific keys (kg k)
are published. This follows directly from the IND-security of pkIPE, and the fact that en-
codings [s], of s in G is exactly the public key of pkIPE, and that (k{, k) only affects the
input vectors encrypted using pkIPE.

Lemma 3. Assume that DDH holds in G,. For every polynomial N, the above secret key IPE
scheme sSIPEYN satisfies IND-security even when encodings of the shared key [s], (in the group where
ciphertexts are generated) and the specific keys (kg, k) are published.

(Note that DDH in (; is implied by SXDH on the bilinear pairing groups.)

e PARTIAL WEAK-FUNCTION-HIDING sIPE satisfies partial weak-function-hiding.

Lemma 4. Assume that SXDH holds in bilinear pairing groups. For every polynomial N, the above
secret key IPE scheme sIPEY satisfies partial weak-function-hiding.

Proof of Lemma 4. We prove partial weak-function hiding w.r.t. the first slot, that is, the case of
B = 1. Partial weak-function hiding w.r.t. the second slot, that is, the case of 5 = 2, follows from
the same proof.

To show this, it suffices to show that there exists a simulator .S, such that, for every PPT ad-

versary A, its view in game prHZIPEN (1*,b, 8 = 1) can be simulated by 5S4 in the weak-function
hiding game wFH‘é"IPEN (1%, ). Therefore, if A can violate the partial weak-function-hiding prop-
erty w.r.t. the first slot of sSIPEY, S can violate the weak-function-hiding property of wIPE",
which rules out the existence of such attackers A.

The simulator S4 proceeds as follows:

e Itinternally samples s, and a master secret key wMSKj of wIPE", and sends A ks = (s, ki =
wMS K2 ) .

e Upon A choosing challenge vectors y{ ;, y1 ,y2; € RV, S sends y{ ;,y1; to its challenger
as its function query, and receives a secret key wSK; for ylfz It then emulates a secret key
sSK for A as follows:

- Generate a secret key wSKj for y; ; using wMSKao.

- Homomorphically evaluate a pkIPE secret key of wsk; ||wsk; encoded in wSK |[wSK3
as the key generation algorithm sIPE.KeyGen does. This can be done since S knows the
master secret key s of pkIPE.

It sends the produced secret key sSK to A.

e Upon A choosing a pair of challenge messages x{ ;,x} ;,x2,;, € R¥™, § sends x{ ;, x} ; to
its challenger as its input query, and receives a ciphertext wCT; for xl{Z It then emulates a
ciphertext sCT for A as follows:
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- Generate a ciphertext wCT; for x5 ; using wMSKo.

— Homomorphically evaluate a pkIPE ciphertext of wct;||wcty encoded in wCT ||wCTo
as the encryption algorithm sIPE.Enc does. Again, this can be done since S knows the
master secret key s of pkIPE.

It sends the produced ciphertext sCT to A.
e Upon A outputting b/, S outputs the same bit.

It is easy to verify that S simulates the view of A perfectly. Therefore, it follows from the weak-
function-hiding property of wIPE" that sSIPE" satisfies partial weak-function-hiding. O

7 High-Degree IPE

In this section, we define and construct High-degree IPE (HIPE) schemes, which are multi-input
functional encryption for computing high-degree inner products (defined shortly). HIPEs are key
tools for constructing collusion reisstant FE for polynomials later. We start with formalizing the
notion of HIPE and then construct degree-D HIPE schemes from SXDH on degree-D multilinear
pairing groups.

7.1 Definition of HIPE

Degree-D Inner Product: Operation (x',x?,--- ,x”), on input D vectors in R, computes

<X1,X2,--- ,XD> = Yie[N] H X;-i inR.
de[D]

Syntax A family of high-degree IPE schemes {hIPE”"} in R consists of for every constant
D and polynomial N, a D-ary multi-input functional encryption scheme hIPE?" for computing
degree-D inner products of length-N vectors in R. The scheme hIPE”" has the following syntax.

e Setup: hIPE.Setup(1, pp) outputs a master secret key msk.
e Key Generation: hIPE.KeyGen(msk, x”) outputs a secret key hSK encoding a vector x” € RY.

e Encryption: For every d € [D — 1], hIPE.Enc?(msk, x?) outputs an encryption hCT¢ encrypting
a vector x4 € RY.

e Decryption: hIPE.Dec(hSK,hCT!, ...  hCTP~!) computes ZT({x!,--- ,x)), that is, whether
the degree-D inner product is zero in R.

Function Hiding of HIPE We define only the selective function-hiding property of HIPE, which
is what we achieve and sufficient for constructing selectively IND-secure FE for degree-d polyno-
mials later.

Definition 19 (Selective Function Hiding for HIPE). We say that a HIPE scheme hIPEPN in R is
selectively p-function hiding, if the following holds: For every polynomial I and every two ensembles of
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sets of vectors { {ul, -+ ul} cpoy baew and { {v1, -+ VDY ciroy) haen satisfying ud, vi € RNO,
and the constraint that

VIe[”, (up,-,up)= (v, ,vQ),
the two ensembles of distributions {Dy(\)}x and {D1(\)}x defined below are p-indistinguishable.

msk < hIPE.Setup(l)‘,pp)
CcT & hIPE.Enc?(msk, x? -
(Dy(M\)}y = { y & nct(ms ’X“*)}Ve[r],de[p_u Sk, €T CTYTN
SK., <& hIPE.KeyGen(msk, x?
{ ~ Yy ( Y )}VG[F] AeN

d

where x5

= u? for every d € [D] when b = 0, and x% = v when b = 1.

7.2 Degree-D HIPE from Degree-D MMaps

In this section, we construct a family of function hiding HIPE schemes {hIPEP"V} in R; Every
scheme hIPEP"Y for computing degree-D inner product (for a universal constant D) of length-N
vectors is built from degree-D MMaps, and has the following canonical form.

Canonical Form We say that a HIPE scheme hIPE”*" based on degree-D MMaps has canonical
form if it satisfies the following properties:

1. For every d € [D — 1], every ciphertext hCT? in the support of its encryption algorithm
hIPE.Enc?(x, x%) consists of only encodings in group G of ring elements that depend linearly
in the encrypted vector x. Moreover, every secret key hSK in the support of its key generation
algorithm hIPE.KeyGen(x,y) consists of only encodings in group Gp of ring elements that
depend linearly in the encoded vector y.

2. Second, the setup, key generation, and encryption algorithms do not use pairing nor the
target group Gp41.

3. Third, the decryption algorithm hIPE.Dec(hSK, hCT!, ..., hCTP ) homomorphically eval-
uates a polynomial p of degree < D on the encodings in the secret key hSK and the cipher-
texts hCT? using degree-D MMaps, and then test whether the output encoding encodes zero.
More specifically,

hIPE.Dec(hSK,hCT?, ... . hCTP~1) = ZT(p(hSK,hCT! ... hCT?))
= ZT([{a',- "),y )

We call HIPE schemes in such canonical form, canonical HIPE schemes.
For simplicity of notation, below we will omit ZT in the decryption equation, and write

hIPE.Dec(hSK,hCT?!, ... . hCTP~1) = p(hSK,hCT!, ...  hCT?)

[<"E1’ o '$D>]D+1

to mean that decryption homomorphically evaluates polynomial p and yields encoding of the
degree-(D + 1) inner product.
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7.2.1 Overview of Construction
We construct function hiding canonical HIPE schemes {hTPE”""}, by induction in the degree D.

e For the base case of D = 2, function hiding degree-2 HIPE is identical to function hiding
IPE. In Section 6.3, we constructed such schemes {tIPEN } from SXDH on bilinear maps. It
is easy to check that the construction in Section 6.3 indeed has canonical form; see Remark 1.

e For the induction step, we show that for any D > 2, if there exist canonical degree-D
HIPE schemes {hTIPE”""} with function hiding from SXDH on degree-D MMaps, there ex-
ist canonical degree-(D + 1) HIPE schemes {hIPEP*1V} with function hiding from SXDH
degree-(D + 1) MMap.

Below, we describe high-level ideas for the induction step. For simplicity of exposition, we
do not explicitly specify the lengths of vectors discussed below, nor the groups in which they are
encoded in this high-level description; see details in the formal construction below.

We construct a canonical degree-(D + 1) HIPE scheme, denoted by hIPE, by combining a
canonical degree-D HIPE scheme, denoted by dIPE, with a two-slot IPE scheme sIPE con-
structed in Section 6.5. We will use the following notations for different schemes:

e We use notations (hCT!,-.. |hCT?) and hSK to represent the ciphertexts and secret key of
the degree-(D + 1) HIPE scheme hIPE we construct.

e For dIPE, we denote by dCT!, ... ,dCT”~! and dSK its the ciphertexts (at different coordi-
nates) and secret key. Recall that If they encode vectors (x!, -+, x”~!) and x” respectively,
decryption produces an encoding of the degree-D inner product.

dIPE.Dec(dSK,dCT!, -+ dCTP ) = [(x!, -, xP 71, xP)]

e For sIPE, we denote by sCT and sSK its ciphertext and secret key, and their decryption
produces an encoding of the inner product of the encoded vectors v! and v2.

sIPE.Dec(sSK, sCT) = [v!, v?]

Recall that in the two-slot scheme the encoded vectors v!, v? are viewed as consisting of

two slots v7 = v? va , and the scheme satisfies several special properties. As we will see
later, the sepcial two-slot structure and properties of sIPE are crucial for the security proof.
In the high-level description of the construction below, it will, however, be convenient to
temporarily ignore these special features, and simply think of sIPE as a normal function
hiding IPE scheme.

Overview of Our Degree-(D + 1) HIPE Scheme. To achieve functionality, we need to specify

how to generate ciphertexts and secret key for input vectors x*, - - - , x” and x”*1, so that,

hIPE.Dec(hSK,hCT?,--- | hCT?) = [(x', - ,xP,xPT1)] .
Observe that a degree-(D + 1) inner product of x!, - - - xP+1
between xP+1
that is,

, can be computed as the inner product
and the coordinate-wise product of the first D vectors || de[D] x?, denoted as x=P,

y = <X1?...XD+1> _ < H xd,xDH> — <x§D,xD+1>

de[D]
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Therefore, if the decryptor obtains a pair of SIPE ciphertext and secret key (sCT, sSK) for (x<P xP+1),

he/she can decrypt to obtain [y]. To do so, our new scheme hIPE simply publishes sSK as its se-
cret key,

Secret key of hIPE: hSK = sSK < sIPE.KeyGen(sMSK, x”*1) .

However, it cannot directly publish a ciphertext of x<7, as x=P is the product of D input vectors,
but each encryption algorithm hIPE.Enc? receives only a single vector x¢ as input and cannot
compute x=P. The idea is to include in the D ciphertexts hCT?,---  hCT? of hIPE, ciphertexts
and secret keys of the degree-D scheme, so that the decryptor can combine them to generate a
ciphertext sCT of x=P.

Towards this end, recall that every sIPE ciphertext sCT consists of many encodings {sCT, },¢|)-
If the element encoded sct; in every encoding sCT; can be expressed as the inner product of D vec-
tors

Condition C: sct; = <xl1, e xlD > , and each xf depends only on x¢ |

it suffices to encode these vectors in a tuple (dCT},---dCT~*,dSK;) of D — 1 ciphertexts and one
secret key of dIPE using an independently sampled master secret key dMSK;, from which the
decryptor can obtain exactly sCT;. Thus, the D ciphertexts hCT!,---  hCT? of our new scheme
hIPE consists of exactly one such tuple (d CTll, e dCTlD —1 dSK; for every [), namely,

{dCT{ « dIPEEnc(dMSKy, x{)}, ;) ifd <D

Ciphertext of hIPE: hCT? = D . .
{dSK; « dIPE.KeyGen(dMSKy, x°) },. () ifd =D

Given (hCT', .- 'hCTP) and hSK as specified above, the decryptor proceeds in two steps:

1. First, decrypt for every [, the tuple (dCT},---dCT ', dSK;) using the decryption algorithm
of dIPE to obtain sCT;; put them together to get a ciphertext sCT of x=P.

2. Then, decrypt the obtained ciphertext sCT using the decryption algorithm of sSIPE and secret
key hSK = sSK of xP*! to obtain an encoding of the final inner product y, as illustrated
below.

hCT! = {dCT{},, -+, hCTP™={dCTP'};, hCTP ={dSK;}; hSK =sSK

Decrypt to sCT

Decrypt to [y]

Setting Condition C — A First Attempt We now argue that Condition C above indeed holds.
This crucially relies on the fact that the two-slot IPE scheme sIPE has the special property that the
elements {sct;} encoded in its ciphertext sCT, depends linearly in the encrypted vector x=" and
randomness r of encryption. More specifically, when the master secret key sMSK is fixed, each

element sct; is the output of a linear function hl(SMSK) on input (x=P 1),

sCT = sIPE.Enc(sMSK, x=P; r) = {[scti]},

with set; = hS (x=D | 1) = <c§sM5K>, (x=P||r) > ,

44



where cl(SMSK) is the coefficient vector of hl(SMSK). Then, since x=P = x!...xP, we can represent
sct; as the inner product of D vectors X7, - - - , X, each depending on only one input vector x”, as
follows:
x!||r ifd=1
sctl:<xll,xl2,-~-xlD> X! = ¢ x1 ifl<d<D .

(L)) ifd =D

Therefore, as discussed above, encrypting the vectors {x¢} in the ciphertexts of hIPE guarantees
that the decryptor can obtain sCT from the ciphertexts, and decrypting the ciphertext sCT further
produces an encoding of the correct output y.

A Security Issue The above way of setting the vectors {x¢}4; achieves functionality, but, does
not guarantee security. A security issue stems from the fact that the randomness r used for gen-
erating the ciphertext sCT is hardcoded entirely in the input vectors {x;}; encrypted at the first
coordinate. Consider a simple scenario where a single ciphertext of hIPE at the first coordinate,
two ciphertexts at each other coordinate, and a single secret key, are published:

hCT!, hCTZ, ..., hCTY, hSK
hCT?, ..., hCTP

Since the randomness r is embedded in hCT!, different combinations of ciphertexts, say hCT! and
hCTy, -+ hCT,?D , produce sIPE ciphertexts encrypting different vectors, x'xj - -xgj , but using
the same random coins r. The security of sSIPE does not hold when attackers can observe cipher-
texts with shared randomness, and in particular, information of the encrypted vector xlxg2 e beD
may be revealed. On the other hand, the function hiding property requires that only the final

degree-(D + 1) inner products x'x2 ---x2 xP+1 are revealed, and nothing else.
g P bo bp g

Setting Condition C, Right To address this security issue, we need to ensure that ciphertexts
sCT produced by different combinations of ciphertexts of hIPE correspond to (at the very least)
distinct randomness. To do so, we embed fresh randomness r¢ in ciphertexts at every coordinate
by modifying the encrypted vectors x¢ to the following:

4 x%||r¢ ifd<D
X1 = (XDH£)(Cl(sMSK)) ifd=D
Note that the inner products of these vectors correspond exactly to a ciphertext sCT generated

using random coins r=P = [] de[D] r?, aggregating the shares of randomness embedded at all
coordinates. That is,

X xp) = <CZ(SMSK)’ (XSDHTSD)> = hl(SMSK)(XSD, r=0) =sety
sCT = {[sct;]}, = sIPE.Enc(sMSK, x="; r=P).
In the simple scenario above, combining hCT!, hCTl%2 . hCT{gD now produces sCT with random-

ness rlrg2 e r{?D , which is distinct for each combination.

Having distinct randomness is still not enough for applying the security of sIPE, which re-
quires independently and uniformly sampled randomness. The security analysis of the above
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scheme turns out to be quite complicated, and in fact for security to hold, the scheme needs to
further pad the vectors x{ with zeros, serving as redundant space for hardwiring information in
different hybrids in the security proof. Below, we first describe our construction formally, and
then move to describe ideas of the security proof.

7.2.2 Construction — The Induction Step

Fix any polynomial N. We construct a canonical degree-(D 1) HIPE scheme hIPE = hIPEP ™1V
for input length N with algorithms (hIPE.Setup, hIPE.Enc, hIPE.KeyGen, hIPE.Dec) relying on the
following building blocks:

e A canonical degree-D HIPE scheme dIPE = hIPE?M — (dIPE.Setup, dIPE.Enc, dIPE.KeyGen,
dIPE.Dec) from SXDH on degree-D MMaps, for a specific input length M specified below.

e The two-slot IPE scheme sIPE = sIPE" = (sIPE.Setup,sIPE.Enc,sIPE.KeyGen, sIPE.Dec)
from SXDH on bilinear maps constructed in Section 6.5. Let L = L(\) denote the length of
ciphertexts of the scheme sIPE".

e Degree-D + 1 multi-linear pairing groups described by pp = (p, G1,--- ,Gp+1, Gp+2, pair).

It would be convenient to assume that the multilinear pairing groups support a slightly
richer interface. Namely, one can pair encodings in the first D groups to obtain an encoding
in an intermediate target group denoted as G < p, which can further be paired with encodings
in group G'p41 to yield encodings in the actual target group G p2. The presentation of our
scheme becomes simpler using this interface. As we discuss later, since our scheme has
canonical form, this interface is not necessary, since decryption simply homomorphically
evaluate a polynomial of degree < D + 1, which can be done using degree-(D + 1) MMaps
with standard interface. (See discussion on canonical form and Remark 2.)

The scheme hIPE proceeds as follows. We inline analysis of correctness in italic font in the de-
scription of the construction below.

e hIPE.Setup(1*, pp) samples a master secret key of sSIPE and L independent master secret
keys of dIPE.

sMSK = (k1,ks) ¢ sIPE.Setup(1*, (p, G<p,Gp1,Gpy2))

{dl\/ISKl & dIPE.Setup(1*, (p, G, - - - ,GD,G<D))}Z .
- S

Output master secret key hMSK = (sMSK, {dMSK; },¢(1))-

e hIPE.KeyGen(hMSK, xP*1) generates a secret key of the sSIPE scheme using sMSK, encoding
x P+ in the first slot, and the zero vector 0 in the second slot.

sSK & sIPE.KeyGen(sMSK, xP*1, 0)
Output hSK = sSK. (Note that the second-slot vector encoded in sSK is set to zero.)
e hIPE.Enc?(hMSK, x%) for d € [D] proceeds in the following steps:
1. Sample r¢ + R®.

(The encryption algorithm of sSIPE samples only 5 random elements.)
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2. Prepare vectors {Xii}le[ 1) as follows.
By construction, the partial encryption algorithm sIPE.PEnc of sIPE produces a set of
L encodings

sCT = [scty, - - -sctp] . p = sIPE.PEnc(1, ki, u; w) ,
where each encoded element sct; depends linearly on u and w. Let sct; = hl(kl) (u,w)
denote the linear function that computes the ™ encoded element, and cl(kl) its coeffi-
cient vector, that is, sct; = <cl(k1), u |w>
Then, set the vector x¢ as follows.
g ) x4 ifd < D

TV () ifd=D

The length of x{ is M’ = |x¥| = N + 5.

Note that encodings of the inner products of vectors x{, - - - xP, for every 1, is a SIPE ciphertext
of the vector x=P = T] e p; x? (in the first slot), generated using the first slot key ki and

random elements r=P =[] de (D] r?, That is,

{od APl =[]}

= sCT = sIPE.PEnc(0, k;, x=P; r=D)

3. Pad the above vectors with zeros to get {X{'},c
X4 = x40, where M = | X% =2(D —1)|x%|+1=2(D —1)(N +5) +1 = O(DN)
Since padding with zero does not change inner products, we still have

{[xt-- ’XZD>]§D}ZG[L} — sCT = sIPE.PEnc(0, ky, x<”; r<P).

4. Encrypt {X{} , in one of the following two ways, depending on whether d = D: If
d < D, it encrypts every X¢ at the d"" coordinate, using dIPE and master secret key
dMSK;. Otherwise, if d = D, it encodes every XlD as a function using dIPE and master
secret key dMSK;. Formally,

{dCTd & dIPE. Enc(dMSKl,Xd)} » ifd <D

hCT? =
{dSKl & dIPE.KeyGen(dMSK;, XP) ifd=D

Finally, output hCT.

e hIPE.Dec(hSK,hCT!, ...  hCTP) parses hCT¢ = {dCT¢}; for d < D and hCT? = {dSK;}; as
ciphertexts and secret keys of dIPE, and hSK = sSK as a secret key of sIPE. Decryption
proceeds in two steps
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1. Decrypt, for every I € [L], the tuple (dSK;,dCT},--- ,dCT/~!) using dIPE, obtaining a
ciphertext of sIPE.

_ _ 1 D—1
sCT = {SCTl — dIPE.Dec(dSK;,dCT}, -+, dCT! )}ZE[L]

2. Decrypt sCT using sSK,
[y] p4o = SIPE.Dec(sSK, sCT)
Output 1 iff the obtained encoding [y] . ; encodes zero.

For correctness, we argue that y equals to <x1, s, xP >

By construction, the tuple (dCTll, e ,dCTlD ~1,dSK;) encodes vectors (Xll, e ,XZD ). Therefore, it
follows from the correctness of AIPE,

sCT = {SCT[ — dIPE.Dec(dSKy, dCTL, - - - ,dCTlD_l)} - {[<X},---X1D>]<D}

le[r] le[L]

which as analyzed above is exactly the output of sSIPE.PEnc(0, ki, x=P; r=P).

Then, in the second step, by the correctness of SIPE, decrypting sCT with sSK encoding vector xP+1

produces
SIPE.Dec(sSK,sCT) = [(x=P, xP*1)] | = [(x',- . xP™)] ) = Wlpss -

This concludes the correctness of the scheme hIPEDY .

hIPE Has Canonical Form We verify the following three properties.

o First, we show that for every d € [D], every ciphertext hCT? consists of only encodings in
group G4 of elements that depend linearly in the encrypted vector x¢, and every secret key
hSK consists of encodings in group Gp1 of elements linear in x”+1. By construction, every
ciphertext hCT? of x? consists of a set of ciphertexts {dCT¢} at coordinate d (if d < D) or
secret key {dSK;} (if d = D) of dIPE encoding vectors {X¢} derived from x¢. Note that
by definition, vector X{ for every d, [ is linear in x%. Thus, by the induction hypothesis that
dIPE has canonical form, every hCT¢ consists of only encodings in group G, of elements
linear in X¢, which in turn are linear in x%. Moreover, every secret key hSK is simply a secret
key sSK of sIPE encoding the same vector x”’*1. By the fact that sSIPE secret keys consist of
only encodings in G p; of elements linear in xP*1 5o are secret keys of hIPE.

e Second, since dIPE satisfies that its setup, key generation, and encryption algorithms do not
use pairing nor the target group G<p, it is easy to verify that hIPE’s setup, key generation
and encryption algorithms also do not use pairing, nor the target group G p.2.

e Third, we argue that the decryption algorithm of hIPE can be carried out by homomorphi-
cally evaluating a polynomial ¢ of degree < D + 1. By the fact that dIPE has canonical form,
which means that its decryption homomorphically evaluates a polynomial p of degree < D
over the encodings contained in the ciphertexts and secret key under decryption. Therefore,
in the first decryption step of of hIPE, the decryptor does

sCT = {dIPE.Dec(dSK;,dCT},--- ,dCTP~! = {p(dSK;,dCT}, -+ ,dCTP~!
! ! le[L)] ! ! le(L]
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Furthermore, by the fact that decryption of sIPE simply homomorphically evaluate inner
product, we have

[y] po = SIPE.Dec(sSK,sCT) = (sSK, sCT)
o D_l
<SSK p(dSK;, dCT}, -+ ,dCT] )}Z7E[L]>
= q(hSK,hCTP hCT!, ... | hCTP 1),

where ¢ is the polynomial corresponding to the composition of p and (e, ®), up to appropriate
re-arrangement of input variables. Clearly the degree of ¢ is no larger than D + 1.

Remark 2 (Standard MMaps Suffices). In the above construction, we used a slightly richer interface of
degree-(D + 1) MMaps, where the first D groups can be paired together into an intermediate target group
G<p, which can further be paired with Gp., into target group Gpyo. We now argue that this richer
interface is not necessary, and our construction can be instantiated with standard MMaps supporting only
pairing all groups together to the target group G p-o.

First, it follows from the fact that dIPE has canonical form, that the setup, key generation, and encryp-
tion algorithms of hIPE actually do not use the intermediate pairing, nor the intermediate target group
G<p. Second, by that hIPE has canonical form, its decryption algorithm only involves homomorphically
evaluating a degree < D + 1 polynomial over the encodings contained in the ciphertexts and secret keys of
hIPE, which can be done using standard degree-(D + 1) MMaps.

7.2.3 Efficiency

We analyze the maximum time Time”™!(N) the key generation and encryption algorithm of
hIPE = hIPEP*LY runs. In the base case, when D + 1 = 2, the hIPE scheme is simply a
standard IPE scheme; our construction in Section 6 has Time?(N) = poly(\)N

In the induction step from degree D to D + 1, hIPE is constructed from the degree-D HIPE
scheme dIPE”" with efficiency Time” (M) and the sSIPE" scheme whose encryption and key
generation time is © (V). By construction, the key generation time is much smaller than the en-
cryption time. Thus, we focus on analyzing the latter. The encryption algorithm hIPE.Enc gen-
erates dIPE ciphertexts or secret keys of vectors {X¢} each of length M = ©(DN), and [ is the
length of ciphertexts of SIPE”Y, which is ©(N). Let ¢ be a sufficiently large universal constant.

TimePTH(N) = ©(1 x Time?(M)) = O(N) x Time” (©(DN))
¢N TimeP(cDN)
¢N (DN x TimeP?~(¢(D — 1) (¢DN))) < ¢*DN? Time”~(¢?D?N)

ININA

P NP1 Time2((cD)P~1N)
NP poly(N)

IA A

where the third line used the fact that Time for any d is a non-decreasing function.

The decryption algorithm of hIPE scheme simply homomorphically evaluates a degree <
D + 1 polynomial over all encodings contained in ciphertexts and secret keys, followed by a zero
test. Thus, its runtime is at most (D + 1) x TP+1(N))P+ poly(A) = NO@P*) poly ().
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7.3 Security Proof

In this section, we prove that hIPE is selectively function hiding.

Proposition 1. Assume SXDH on degree-(D+1) multilinear pairing groups, and that dIPE is selectively
function hiding. The scheme hIPE described above is also selectively function hiding.

Fix any polynomial I' and any two ensembles of sets of vectors {{u,ly7 e ,u,? 1} ey hen and
{{v%, e 7V$+1}«,e[r(,\)}}AeN/ such that, ui, v;l € RY™ and the following holds.
VIe [F]D+17 <U}1,~-' 7u]DD+1>:<V}17"' 7V[DD+1>

We need to show the indistinguishability of ensembles of distributions {Dy(A)}x and {D;1 ()}
defined below.

hMSK < hIPE.Setup(1*, pp)
d 8 d d
(Do)} = {hCTA/ & hIPE.Enc (hMSK,xv)}VE[F]’dE[D] : bp. {hSK,, hCTL, - hCTDH}
hSK., & hIPE.KeyGen(msk, xP+1
{hsk, yGen(msk, x| -

d
~

Below, we first describe the high-level ideals for the security proof and then provide the formal
proof.

where x% = ufly when b = 0, and xfly = vfyl when b = 1.

7.3.1 Overview of Security Proof

We reduce function hiding of hIPE to function hiding of dIPE and the special security properties
of sIPE. Consider proving the indistinguishability of distributions Dy = Dy(A) and D; = Dy ()
above, where up to I ciphertexts are published at every coordinate d. By construction, any com-
bination of ciphertexts (hCT},, -, hCTIDD) at different coordinates indexed by I € [[]P*!, yields
a sIPE ciphertext denoted by sCT, satisfying that

sCT; = sIPE.PEnc(O,kl,xISD; rISD), where XISD = H chid, I“ISD = H r?d
de[D] de[D]

and k; is the first slot key of SIPE contained in hMSK. This ciphertext sCT can then be decrypted
with any secret key hSK;,,, = sSKy,,, to obtain an encoding of the output inner product

[yrlpi1 = [<x}1, xPrL >}D+1 = sIPE.Dec(sCT,sSKy,,,,) -

AIpy

A natural first idea for proving the security of hIPE is using the security of dIPE to argue that
the set of ciphertexts in distribution Dy, reveals nothing except from the set of sSIPE ciphertexts
{sCT}; that can be possibly computed, and then reduce the indistinguishability of D° and D! to
the indistinguishability of {sCT;}; at the presence of the secret keys {sSK,,,, }; included these
distributions. The latter indistinguishability seems to follow from the function hiding property of
sIPE, since the inner products of vectors encoded in {sCT;,sSKy,,_, } are identical in Dy and Dy,

that is,
<D ..D+1 _ <D _ D+1
{Qar? i)}, = {7,

For the above idea to go through, the two building blocks dIPE and sIPE need to satisfy very
strong (potentially impossible) security properties:
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¢ dIPE have simulation security, in the sense that its ciphertexts and secret keys can be simu-
lated from the set of possible output encodings. This means that D, can be simulated from
the set of derived ciphertexts {sCT;};, together with {sSK7,,_, };. Then, the indistinguisha-
bility of Dy and D; reduces in a black-box way to that of {sCT;,sSKy,,, }1.

e The indistinguishability of {sCT,sSK,, }1 has to rely on the security of sIPE. This, how-
ever, requires the security of sIPE to hold even when the ciphertexts are generated using
correlated randomness of certain specific form — namely, for different /, sCT; is generated
with random elements r[SD .

Unfortunately, the above strong security properties do not hold, and proving security without
them are the main technical challenges.

e Challenge 1 — Relying only on indistinguishability-based Function Hiding of dIPE.
dIPE satisfies only indistinguishability-based function hiding property, which means D,
cannot be simulated using the sIPE ciphertexts and secret keys {sCT, sSKy, };. Then, how
can we reduce to the security of sSIPE? To do so in a black-box way, typically, the security
proof moves to a hybrid distribution where the challenge ciphertexts of sIPE can be embed-
ded directly into the hybrid distributions. 7 Unfortunately, given that the total number of
sIPE ciphertexts that can be derived from D, is I'?, but the total size of hIPE ciphertexts in
Dy, is way smaller than that (there are (D + 1)I" of them, each of size independent of I), there
is not enough space to embed all sIPE ciphertexts.

To resolve this problem, instead of attempting to embed all ciphertexts {sCT;} in one shot,
we hardwire them in “piecemeal”, through a long sequence of I'”~! steps. In each step, we
hardwire only I' ciphertexts {sCT;} that are indexed by a fixed prefix p, I = p||Ip. When
the I' ciphertexts are hardwired, we rely on the security of sIPE to argue that switching
the vector encrypted inside from us” to v:" is indistinguishable. After I’ steps, all
encrypted vectors are switched, and by a hybrid argument, we conclude that Dy and D; are
indistinguishable.

e Challenge 2 — Relying on the Security of sIPE. To argue the indistinguishability of the
I' hardwired ciphertexts {sCTpH 1}, we still need to overcome two issues. First, ciphertexts

<D <D c e . . .
of {up|| ID} and {va ID} are indistinguishable only if vectors encoded in the secret keys are

simultaneously switched from {u’*'}, to {v’*1}, (as otherwise, the inner products differ).
But, switching the vectors encoded in secret keys would affect the inner products obtained
when decrypting other sIPE ciphertexts with prefix different from p. To resolve this prob-
lem, we leverage the two-slot structure and partial weak-function-hiding of sIPE.

Another issue is that the hardwired ciphertexts are generated with structured randomness
Tolp = r})l -‘-rED_fer) . The hope is that given that each randomness corresponds to a
unique combination I of random shares, we can try to apply the the SXDH assumption on
MDMaps to argue that their product is pseudorandom inside MMap encodings. Then, by the

strong IND-security of sIPE, the hardwired ciphertexts are indistinguishable.

Hardwiring dIPE Ciphertext in Piecemeal To hardwire ciphertexts {sCT;} in piecemeal, we
build a sequence of 2xI'P~! hybrid distributions { H), H}} ,crjp-1, where in the p pair of hybrids

’One can also resolve to non-black-box security reduction, but is is unclear to us how to design non-black-box
reductions here.
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(HS, HS), the ciphertexts {sCT |1, } indexed by prefix p are hardwired, while all other ciphertexts
sCT; (indexed by prefix different from p) are computed in ways different from that in the honest
distributions Dy, in order to satisfy the following desiderata .

Desiderata For every I, combining hCT}l, cee hCTZj produces sCTy, such that,

e if I has a prefix smaller than p (i.e., I<p—1 < p), sCT is a ciphertext of vector uISD,

e if ] has a prefix greater than p (i.e., I<p—1 > p), sCTy is a ciphertext of VISD, and

e if I has exactly prefix p (i.e., I<p—1 = p), sCT is hardwired, and is a ciphertext of uISD in Hy
. <D . -
and a ciphertext of v;™ in Hj.

The only difference between H) and H is that the vectors encrypted in the I hardwired cipher-

texts are switched from u Dto I<D — we refer to them as the sIPE challenge ciphertexts below.

Our idea is to 1) rely on the security of sIPE to show the 1ndlst1ngulshab1hty of Hy and Hj, and
2) rely on the security of dIPE to show that of H, !and HY pH1- Followmg the sequence of hybr1ds
allows us to step by step switch the encrypted Vectors frorn u’s to v’s, corresponding to moving
from Dy to D; in an indistinguishable way. Below, we first show that we can indeed build hybrids
satisfying the above desiderata, and then describe ideas for showing the indistinguishability of
neighboring hybrids.

Our Hybrids {H};} The hybrid distribution Hf; is generated like the honest distribution D;, except
that, the set of vectors {Xz 11,1 encoded in the dIPE ciphertexts {hCTd {dcTd .1t} and secret
keys {hCT$ = {dSK,}:}, are “engineered” carefully to fulfill the desiderata . Recall that for any

combination I, combining {hCT¢ } produces

[, xB, M@}lem — {sCT11},ep, = SCTr

In an honest distribution Dy, vectors {Xfl/ l} have much “redundant space” filled with zeros, and
their inner products are determined by their non-zero prefixes, u’s and v’s below, derived from
the actual input vectors u’s and v’s.

In Dy, X4, = pd [0 st {[@}h,.-- 20 } = sCT; = sIPE.Enc(1,k;, us?;rsP) (10)

In Dy, XC}(M = V?”HO s.t. {[<V}1,l e ’Vg:),lﬂgD} =sCT; =sIPE.Enc(1,ky, v; =D. <D) (11)

In a hybrid distribution H S we will use the redundant space in vectors Xg for two purposes:
First, for hardwiring the I' challenge ciphertexts {sCT s, }, and second, for differentiating how
ciphertexts indexed with prefix different from p. To do so, we parse X¢ 51 as containing D slots —
each of the flrst D — 1 slots fits two vectors of length |x 1|, and the last slot fits 1 element. Under

this parsing, X l in an honest distribution can be written as:
X4 = x40 oo --- 0//0, 0
o 710 0] l O
slot1 slot2 --- slotD—1 slotD

In Dy, Xil = uﬁf ;» Whereas In Dy, le = ui I

Setting the vectors {X 1} in hybrid H) b Consider two cases depending on d.
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e If d = D, we hardwire the I' challenge ciphertexts {sCT |, }, indexed with prefix p in {X? e

<D ,,D ; 0
Hp. ’“%l> m Hp

D _ D ,,D D y,,D D ,,D
X%l = P’w,lHV%l My,z”'/%z T H%l“’/y,l <D ..D . 1
—— N—— —— Vp,l ’V’y,l> m Hp
slot 1 slot2 --- slotD -1 slot D

where X,le = [laen de’ ; for x € {p,v}. Note that in the last slot, the inner product hard-
wired equals exactly to the element in the /' encoding of ciphertext sCT
uf@ in HS and VPSHPY in Hg. (See equation (10) and (11).)

olly» Which encrypts

e If d < D, we use the d'" slot to “differentiate” what ciphertexts to produce for combinations
I with prefix p.4, depending on whether i) I < pq or ii) Iy > pq or iii) I = pg. In case i)
sCT should encrypt VISD (i.e., the encrypted vector has already been switched in previous
hybrids), in case ii) sCT; should encrypt uISD (i.e., the encrypted vector will be switched in
later hybrids), and in case iii) the vector encrypted in sCT; depends on the suffix 1.4 and
will be “differentiated” by vectors X% for larger coordinates d’ > d.

vl
d d d d cey s vy .
Xil = :u"y,l||y'y,l T I’l"y,lHV’y,l l’l’:?“z,l H 0 11) if Y > Pd 0 11) if Y > pd
0 || 0 idi)ify=pq 1 i) if vy = pg

OHV/fjud i)if v < pg 0 i)ifvy < pg

slotl --- slotd—1 slot d slo’;r >d

Desiderata are satisfied We now verify that setting {Xﬁ‘i ,} as above indeed satisfies our desiderata.
First consider any combination I = p||Ip that starts with p. For every d < D, the corresponding
vector Xz y has zeros in the d™ slot, and thus their product Xle ~! has all zeros in the first D — 1

slots and ones in the D slot. Hence, the inner product is determined by the values in the last slot
of XIDD - Which are exactly elements encoded in sCT;;. And the ciphertext sCT; encrypts uISD in
HYor vi” in H].

Second, consider any other combination I that agrees with p at the first d* < D —1 coordinates,
I<4+ = p<q~, and is, say, smaller than p at coordinate d* + 1, Ij«11 < pgr41. In this case we want
the inner product of {Xiul}d to produce the I element in a ciphertext of VISD ; this follows from
the following observations.

e The product of vectors at the first d* coordinates XISEI* = [l<q Xﬁld ; have zeros in the first
d* slots, and ones in the rest slots.

: * : * d* : <d*+1,,d*+1 _
e At coordinate d* + 1, since Ig < pg+, slot d* + 1 of de*,l contains OHupJ Y eond =
0 |1/I§7 1 and zeros in following slots.
. ! U
e Atlarger coordinates d’ > d* + 2, slot d* + 1 are set to u¢ ,|[v? .
d’> d’>
: 1 D ; <d*+1  d*+2 D ;

Therefore, inner product <X11,l’ e ’XID,1> is exactly <V” ST ,I/ID7Z>, which corre-

sponds to an encryption of VISD as desired. The other case where I+ > pg+11 can be verified
similarly.
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Indistinguishability of H, and H/? .1 Given that the desiderata is satisfied, it is easy to see that in

H) and HS 1, inner products of all combination of vectors {Xil} are identical. By construction,
these vectors are encoded in dIPE ciphertexts and secret keys, and hence by function hiding of
dIPE, H; and H), , are indistinguishable. (Jumping ahead, later, we need to further modify the
hybrids H?, which would make the argument for the indistinguishability between H 5 and Hg 1
more compliciated.)

Indistinguishability of H) and H) The only difference between H) and H} is that the I hardwired

; <Dy : <Dy :
challenge ciphertexts {sCT |, }, encrypt {uah} in HS, and {v;‘h} in H ;. Hence, we want to

apply function hiding of sIPE to argue that H) and H are indistinguishable. To do so, however,
we need to simultaneously switch the vectors encoded in the secret keys {hSK, = sSK, }, from
{u$ lto {vf? +1}. This would ensure the output decrypted from the challenge ciphertexts remain
the same in the two hybrids, but would change the outputs decrypted from other ciphertexts
sCT indexed with prefix different from p (whose encrypted vectors remain the same), making the
hybrids easily distinguishable.

To address this problem, we rely on the special structure and properties of sIPE. First, sSIPE
has two slots, and so far we only used the first slot. Instead, whenever we want to switch an
encrypted vector from uISD to VISD , we actually switch from encrypting u]SD in the first slot, to en-
crypting VISD in the second slot — more precisely, switching from encrypting uISD ||null to null| ]vISD .
This can be done by modifying the values of vectros v’s, such that,

<D, <D
{[<,u}hl, e uIDE>vl>]§D}l =sCT; =sIPE.PEnc(1,ki,us” ; r7"), and

<D . <D
{[<I/}17l, . -~I/Z)7l>] SD}Z =sCT; =sIPE.PEnc(2 ko, vy~ s r77).

Suppose that the secret keys encode vectors {u?™!||v2*1}, (in the first and second slots respec-
tively). Then, we can rely on the strong IND-security of sSIPE to show that switching from encrypt-
ing uISD| [null to null| ]vISD in the sIPE challenge ciphertexts is indistinguishable, since

VI, <u,§D||nu||, uIDHHvIDD> - <nu||y|v§D, u?+1||vg> .

This step requires overcoming the issue of correlated randomness. Before addressing this, we first
complete the steps in the proof.

Putting Pieces Together Starting from the honest distribution Dy, where the secret keys encode vec-

tors {ul’*1|0},, we first move to an initial hybrid distribution Init’ where secret keys encode
vectors {ul’*!||vD "1}, . Since all the ciphertexts in Dy are generated using only the first-slot key
k; of sIPE, by the partial weak-function-hiding w.r.t. the second slot of sIPE, changing the second-
slot vectors in secret keys is indistinguishable. Next, starting from Init?, we follow the above
sequence of hybrid {Hpb} all the way to hybrid H],,_,, in which all derived ciphertext {sCT;} en-

crypt vectors {nuIIHvISD }1. Now, since only the second-slots in these ciphertexts are active, the
distribution can be generated using only the second-slot key ky of sSIPE. Therefore, by the partial
weak-function-hiding w.r.t. the first slot of sSIPE, we can change the vectors encoded in the secret
keys from {ul’*![[v*1}, to {0]|vD 1} — call the resulting distribution Mid. Mid is almost iden-
tical to Dy, except that in Mid, all vectors {VISD, v{? +1}1 are encoded in the second slot of sSIPE
ciphertexts and secret keys, but in Dy, the same vectors are encoded in the first slot. Nevertheless,
it follows from a sequence of syntactically identical hybrids that D; is also indistinguishable from

Mid, which implies that Dy and D; are indistinguishable.
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Overcoming Correlated Randomness Finally, we come to address the issue of correlated ran-
domness of the I' challenge ciphertexts {sCT |, }, hardwired in H)) and H. Recall that the ran-

domness of the challenge ciphertexts has form rp”Z }) i ,’?D 11 5 , and the problem is that the
shares are encoded at different coordinates for generating other ciphertexts. More spec1f1cally,

in H, b each rv is encoded in hCTD at coordinate D, and each partial product r5? = [Licary, is
encoded in {hCTCfrl }y at Coordlnate d + 1. Thus, the following encodings are embedded in H.

P L P e O | PR - P L P

Suppose that the multilinear pairing groups were ideal (i.e., the only ways to interact with encod-
ings are through the honest interface). The above distribution would be indistinguishable to the
following, where the correlated randomness is replaced with truly random elements Wﬁ Iy

[rlD]y [rll“)]z)’ [rgl]z’”' [rpgd}d-i-l’”' [rED_l}D {%}7

This means that the correlated randomness are pseudorandom, under encodings, and hence we can
apply the security of sIPE.

But, in this work, we assume only the SXDH assumption over MMaps, which does not imply
the above indistinguishability. Instead, we further change the above-described hybrids H}, so
that, every partial product rgd is replaced with an independently and randomly sampled vector wz
In particular, now every sCT |, is generated using randomness f ! D (instead of r—D 1D 5
and Wg (instead of r%d) is encoded at coordinate d + 1. Thus, the set of encodmgs embedded in
HS becomes

[x?

LA 7 PR L RPN 7 P

which by SXDH is indistinguishable to

Pl BB Dl [ o R

r

Changing the hybrids as such allows us to argue that the correlated randomness are pseudoran-
dom, and makes it easy to show the indistinguishability of H) and H}. However, it brings new
technical challenges when proving the indistinguishability of H, ! to H p+1, @s it is no longer true
that the inner products of all combination of vectors {Xfly 4} are 1dent1ca1 In particular, their in-
ner products correspond to sIPE encryption of the same vectors, but with different randomness.
Hence we cannot apply the security of dIPE directly Nevertheless, we are able to use additional
hybrids to show the indistinguishability of H, to Hy,,. Ata very high-level, the (overly simpli-
fied) idea is iteratively applying the SXDH assumption to switch the random elements wg back to
the form of partial products r5? one by one, till we can again apply the security of dIPE.

1o

]D’”

7.3.2 Proof of Proposition 2
We want to show the indistinguishability of ensembles {Dy(\)}», forb=0or1,
hMSK < hIPE.Setup(1*, pp)

d 8
(DY)} = {hCT,y & hIPE.Enc (hMSK,xV)}WG[F]’dE[D] . ppy {hSK,, hCTL, .- hCTD*1)

~ve[I]
{hSK7 & hIPE.KeyGen(msk, xD+1)}

el AeN
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d _

where x5 = ug when b = 0 and xi‘j = vg when b = 1, such that,

D+1 1 D+1 1 D+1
VIE[F] -i-7 <u11"”’uID >:<V11’“"VID+>'

Fix a A and I' = T'(\), we construct an intermediate hybrid Mid, and show that both DO
and D! are indistinguishable to Mid and hence are indistinguishable. To show the indistin-
guishability between DY and Mid, we construct a sequence of 2I'°~! + 2 hybrid distributions
Init, {H}} e (0,11, perjp-1, Mid’, and show that D° is indistinguishable to Init, Mid’ is indistin-
guishable to Mid, and all neighboring hybrids are indistinguishable; then by a hybrid argument,
DY is indistinguishable to Mid. It follows from syntactically the same proof that D! is also in-
distinguishable to Mid. Below we focus on proving the former and note in the end why the
indistinguishability of D! and Mid follows from the same the proof.

Hybrid Init(\) is generated identically as Dy except that instead of generating the secret keys
hSK, as the sIPE key sSK, encoding vector u’*! in the first slot, Init generates sSK, en-
coding both vectors u?’*!, vt in the first and second slot respectively. See figure 3 for a

precise description. (The difference from distribution Dy () is underlined.)

Hybrid distribution Init(\)
Generate the following

e hMSK <& hIPE.Setup(1*, pp) and parse hMSK = (sMSK, {dMSK; };¢[z]) and sMSK =
(ki, ko).

e Forevery v € [I'l and d € [D], generate hCTff & hIPE‘Encd(hMSK,ui‘i).

e For every 7 € [T, generate hSK., = sSK, <~ sIPE.KeyGen(sMSK, uP+! vP+1),

Output {hSK., hCT}, - ,hCT,’YD“}VG[F]

Figure 3: Initial Hybrid Distribution Init(\)

We show that Dy and Init are indistinguishable, relying on the partial weak-function-hiding
property of sSIPE w.r.t. the second slot.

Lemma 5. The ensembles {Dy(A)}x and {Init(\)} are indistinguishable.

Proof. The only difference between Dy and Init lies in the second-slot vectors encoded in
the secret keys, 0 in the former and v,’? *1 in the latter. Note that by construction of hIPE,
its encryption algorithm hIPE.Enc uses only the first slot key k;. Therefore, distributions Dy
and Init can be emulated perfectly given just (ki, {sSK,},), where the latter encode 0 or
v$ *+1 in the second slot respectively. More precisely, Dy can be emulated from Dy and Init

from 251 defined below.

sMSK = (ki,ky) < sIPE.Setup(1*, (p, G<p, Gpi1,Gpy2))

Dy {sSK7 & SIPE.KeyGen (SMSK,u$+1’ { 1 ) } ki, {sSK,},
Y

vD: ojfp=1

It follows directly from the partial weak-function-hiding w.r.t. the second slot of sIPE that
Dy and Dy are indistinguishable, and hence so are Dy and Init. O
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Hybrid Hf,’()\) Hybrid H;,’ for any p € [[]P~! and b € {0, 1} is identical to Init, except that every
ciphertext hCTCvl encode a set of vectors {f(i 1 11 different from that in Init. Recall that in Init,

X4 = pdjjo oo --- 0/|0, 0
"l Sl I | L
slot1 slot2 --- slotD—1 slotD
The vectors p’s are set as follows:
d ui [l rﬁlf ifd< D
I’l"’%l = D D (kl) ‘f B 3 S.t.
([ x2)(c*)) ifd =D
<D. <D
vier?, {[uhi nf )]y}, = SIPEPEC(L ki uf”; )

where cl(kl) is the coefficient vector of the linear function that computes the /" output ele-

ment of sIPE.PEnc(1, ki, x; ).

In addition to vectors u¢ ,, hybrid H? generates vectors v%, as follows:
l“l"y,l y p g ¥,l

d { vd Hrz ifd<D
v g = ~(k: . ’
7 (VP e2) (™)) ifd=D

vIel’ {[Whi vh0)op), = SPEPERC ke vi s 17)
~(k2) .

where ¢,/ is the coefficient vector of the linear function that computes the /' output ele-
ment of sIPE.PEnc(2, ko, *; *)

H) b also generates vectors fi’ peailvioV z <a_1|ly for every prefix of form p<q_1|y (of length
d) as follows. These vectors are derived from the partial products associated with the prefix
p<d—1||7.- Take a partial product of p’s for example,

<d <d .
<d ! H ui l lf'dl _ ngdfl‘l'V | x P<d 1y ) ifd<D
P 77 Pis Yt T <D <D 1 . _
= i<d—1 (uﬂgd—1||7 I p<d— 1H7)C ifd=D
Then, pi¢ p<a_illy 18 derived by replacing the partial product of random shares r—d il for
d > 1in it, with an independently and randomly sampled vector w? R5 . Vector
p§d71H7
ﬁfjdfln"{ , is derived similarly from the corresponding partial product of v’s. More precisely,
ﬁd — P<d 1||’YH—%1<d—14—l—”% ifd <D o = P<d 1\\7||M ifd <D
p<d—1ll7 ( usl” || ) (k1) ifd=D p<a-1llr, ( \F H )Cl(kg) ifd=D
where for any v € [I'], w}y rv, and wp<d Ul & Rford>1.

Fact 2. Observe that sincew! =}, il = p , and v}, = v,

Hgdencodes 12 every ciphertext hCTg a set of vectors {)Niﬁil}l depending on {uﬁil, Vfi’l} and
j{upgd—lH'}’vl’ Vocaill
is underlined.)

~.1}d, as described in Figure 4. (The difference from distribution Init(\)
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Hybrid distribution H}()) for p € [P~}

Generate the following:

e hMSK <& hIPE.Setup(1*, pp) and parse hMSK = (sMSK, {dMSK, };¢|z)) and sMSK =

(k1, ko).
e Forevery v € [I'| and d € [D], generate
d 8 d Y d ;
. {dCT%l & dIPE.Enc?(dMSK;, X l)}le[L} ifd< D
¢

{dsk.. <$4dIPE.KeyGen(dMSK,,XDl)}l L ifd=D
€

where the vectors )Ni‘f/ ; are set as follows.

D DD D ,,D D ,,D ﬁf\\%l’l> in H)

X’y 1= u”y,l””’y,l u"y,lHV'y,l e H"y,lHV'y,l ~D . 1
—_—— N — —_——— Vp||771,1> lan
slot 1 slot 2 -« slotD -1 slot D

O|| P<d Uit Y < pa 0 ify<pqg
Hpsd_lm,z [0 ify>ps 0 ify>pg
0 [ 0 ify=pa 1 ify=pa

Xiiz = :u*il/,lHV'(é,l
——

slotl .- slotd—1 slotd slot > d
e Forevery v € [T, generate hSK., = sSK., & sIPE.KeyGen(sMSK, ultt vDH),

Output {hSK,, hCT], -+ ,hCTD+!}

v€E[T]

Figure 4: Hybrid HY()) for p € [[]P~!

We show that for every p € [[']°~!, moving from HY to H} is indistinguishable.

Lemma 6. For every p € [I'|°~1, the ensembles { H)(\)}x and {H}(\)}x are indistinguishable.

At a high-level, the only difference between these two hybrids lies in the values in slot D of
vectors {X 1} By definition of the vectors s and U’s, the values in slot D satisfy that,

{Kﬁ/?llml’ 1>}D}l - {K iy 1 W5 C(kl)>]D}l = sIPE.PEnc(1, kl7u§ﬁ§ wi)

(@50 0]} = {0 1wh, &@)] ) = siPEPEnc(2 e, vl wh)

o . : <D
The former are hardwired in HJ, and correspond to sIPE ciphertexts encrypting {u;‘ by |[null},,

whereas the latter are hardwired in H and correspond to ciphertexts encrypting {null| |v§”€ by
in the second slot. Importantly, all these ciphertexts are generated using fresh and random el-

ements Wll7)||7' Moreover, since in HZ the secret keys encode {(u?“, vff)“)} in the first and
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second slot respectively, the inner products are identical.

<u§Hj?yHnull, u?*l,v$+1> = <nu|||\u§|fy, u$+1,vg+1>
Then, we show that by the strong IND-security of sSIPE, hybrid H) and H, are indistin-
guishable. The strong IND-security guarantees that sSIPE remains IND-secure even when
k7, k5 and [s],, are revealed (as long as the shared key s is hidden). Using k|, k5, [s],, we
can emulate the distributions HY or H} from the sIPE challenge ciphertexts and secret keys,
and hence their indistinguishability follows from the strong IND-security of sSIPE. A formal
proof can be found below.

We also show that moving from H) to H},, are indistinguishable.

Lemma 7. For every p € [[1P~1\ {T'N}, the ensembles {H,(A)}x and {H), (\)}x are indistin-
guishable, where p + 1 denote the member in [[1°~ following immediately after p in increasing
numerical order.

At a high-level, the difference between H ; and HS 1 lies in the values of {Xg,l}d,%l' These
vectors are encoded in hIPE ciphertexts, which, by construction, consist of ciphertexts and
secret key of different instances of dIPE with different master secret key. It turns out that,
all sIPE ciphertexts derived from these ciphertexts and secret keys encrypt the same vectors
in H ; and Hg 1, but with different randomness. Therefore, one cannot directly apply the
security of dIPE to argue that H pl and Hg 1 are indistinguishable, because the output sIPE
ciphertexts are not identical. Nevertheless, by relying on the SXDH assumption on MMaps,
(and additional hybrids), we can show that H pl and HS 1 are respectively indistinguishable
to two other hybrid distributions, in which the output ciphertexts are identical and hence
the security of dIPE applies. A formal proof can be found below.

It follows from similar proof that Init and HY,_, are also indistinguishable.

Lemma 8. The ensembles {Init(\)} and {H),_, (X)}x are indistinguishable.

Hybrid Mid’()) is generated identically as Init except that every ciphertext hCTfl/ encode a set
of vectors {Xg 111 different from that in Init, where instead of having vectors p’s in the first
half of slot 1, we have vectors v’s in the second half of slot 1 (and zeros elsewhere). See
figure 5 for a precise description.

We show that moving from the last hybrid H},,_, to Mid' is indistinguishable.

Lemma 9. The ensembles {H],,_,(\)}x and {Mid’'())}» are indistinguishable.

At a high-level, the proof of this lemma is similar to that of Lemma 7, as the only difference
between H},,_, and Mid’ lies in the vectors being encrypted, {5(%} and {Xfﬂ} respectively,
and they all produce sIPE ciphertexts of vectors {V?D }1, modulo using different random-
ness. Thus again, we use the SXDH assumption to bridge the difference in randomness,
and use the function hiding property of dIPE to argue the indistinguishability of the two
hybrids. A formal proof is provided below.

Hybrid Mid()\) proceeds identically to Mid’ except that every secret key hSK,, = sSK, encodes

vector (0, v *1) as opposed to (ul !, vD*).
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Hybrid distribution Mid’())
Generate the following

o hMSK & hIPE.Setup(1*, pp); parse hMSK = (sMSK, {dMSK; },¢(1) and sMSK = (ki ko).
e Forevery v € [I'] and d € [D], generate

) {dCT;l’l & dIPE.Enc?(dMSK;, X¢ l)}z y  fd<D
hCTe = e
v {dSKW <$4dIPE.KeyGen(dMSKhXDl)}l , ifd=D
€

where the vectors X¢ ; are set as follows.

Xd,= ofpg, oo ---  ofo, 0
g N AR, N ~—
slotl slot2 .-+ slotD—-1 slotD

e For every 7 € [T, generate hSK., = sSK., <&~ sIPE.KeyGen(sMSK, ultt yorn),

Output {hSK., hCT}, --- ’hCTEH}wem

Figure 5: Middle Hybrid Distribution Mid'())

Lemma 10. The ensembles {Mid’(\)} and {Mid(\)}, are indistinguishable.

This lemma follows from essentially the same proof as Lemma 5, relying on the partial weak-
function-hiding property of sSIPE w.r.t. the first slot.

Proof. The only difference between Mid and Mid' lies in the first-slot vectors encoded in the
secret keys, 0 in the former and u’*! in the latter. Note that in Mid' all the vectors {X? ;}4-.
encrypted rely only on the second slot key ks of sIPE (since they depend on vectors {uil},
which in turn depends only on k».) Therefore, distribution Mid and Mid’ can be emulated
perfectly given just (ko, {sSK,},) encoding 0 or u{? *1in the first slot respectively. Thus, it
follows from the partial weak-function-hiding w.r.t. the first slot of sSIPE that Mid and Mid'’

are indistinguishable. O

Combining Lemma 5 to 10, by a hybrid argument, we have that the honest distribution Dj is
indistinguishable to the middle hybrid distribution Mid. It follows from syntactically identical
proof, by replacing the input vectors u’s with vectors v’s, that D is also indistinguishable to Mid.
Therefore, the honest distributions Dy and D; are indistinguishable.

We proceed to prove Lemma 6, 7, 8, and 9 in the next sections.

7.3.3 Proof Lemma 6

Proof of Lemma 6. Hybrid H) and H) differ only in the values of vectors {Xg}l}. Fix any b, we
argue that H) can be emulated from the following distribution

Dy = {{[XQZ]D} g {SSK,Y <is|PE.KeyGen(sMSK,u$+1,v$+1)} } :
v, v
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where 5(5 ; are the vectors encoded in Hg. It suffices to describe how the ciphertexts {hCT;l} are
generated. Recall that {hCTfyj } consists of secret keys of dIPE of vectors 55:5 ;- By that dIPE has
canonical form, each hCTf? consists of encodings in Gp of values that depend linearly in )~($ v
thus, they can be generated from encodings of )23 , by internally sampling {dMSK;} and relying
on the linear homomorphism of Gp. At other coordinates d < D, ciphertexts { hCTfiy}d< p can
be generated using {dMSK;}, and the input vectors u’s, v’s and internally sampled randomness
{rS}a<p,r, {AWI_, |1, }a<D (Which together determine {X}4<p). Therefore, it suffices to prove

that distributions 50 and 51 are indistinguishable.

We further argue that Dj, can be emulated from the following distributions. Recall that sSMSK =
(k1, ko) and ks = (s, kj;) contains a shared key s and a specific key k.

{[s s (ko K)), { elementmslotDofXDw ¥

T Ul'y,l

{SSK,Y & SIPE.KeyGen(sMSK, ul’*! D“)} } ,
Y

’ 7

This follows because encodings of 5(3 ; consist of encodings of vectors in its D slots. The vectors in

(k1)

the first D — 1 slots depend linearly in the coefficients {c, ,El(kQ) }1, which by the special property
of linearity in shared key of sIPE are linear in s (See Section 6.5.1). Therefore, their encodings in
group Gp can be emulated from [s],, and (kj,k}), with additional knowledge of u’s, v’s, and
internally sampled randomness {r?’}. Therefore, it suffices to show the indistinguishability of D},
and D;.

For every ~, let us analyze the elements in slot-D of {X 111 in D and Dj. In the former, the
elements equal to the inner products

{[<'Eﬁ\%l’ 1>}D}l B {K Wi [l Wi C(kl)ﬂD}l = 5|PE-PEnC(17k1,u§|ﬁ; wi)

whereas in the latter, it equals to

{Kaﬁlmlv 1>]D}l - {[< Volly ] Wﬂlh’ C(k2)>}1)}z B SIPE'PEnC(Z’kz’Viﬁ; ng)h)

Therefore, we can re-write distributions Df, and D] as,

D} = {[s]D, (k) K)), {sIPE PEnc(1,ky, u5’; wA,)} , {s,s;K7 & SIPE.KeyGen(sMSK, u?t, $+1)} }
§

y

D = {[S]D, (k), k), {s|PE.PEnc(2,k2,v§|ﬁ; wv)} : {SSK7 & SIPE.KeyGen(sMSK, u?*!, 5+1)}7}

o

For any combination of ciphertext and secret key, their output inner product are identical in these
two distributions.
/ <D __D+1\ __ <D _ D+1
v <up||v’ Uy > - <VpH7’ Vo >

Then, it follows from the fact that SIPE is strong IND-secure (see Lemma 3), that D}, and D] are
indistinguishable and hence so are Hj) and H}). O
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7.3.4 Proofs of Lemma 7, 8 and 9

In order to prove Lemma 7, 8 and 9. We construct additional hybrid distributions G% for pre-
fixes p € [[']?" of any length d* from 1 to D — 1, and use these G hybrids “in between” hybrids
Init, {H, 3}, Mid to “glue” them together. To do so, we show the following lemma.

Lemma 11. There exist hybrids {G5(\)} for b € {0,1} and p €[] where d* € [D — 1], such that, the
following holds.

Rule 1: Ensembles {G{(\)} and {Init()\)} are indistinguishable.
Rule 2: Ensembles {GL(A\)} and {Mid’(\)} are indistinguishable

Rule 3: For every p € [[)%" with 1 < d* < D — 1, ensembles {Gng()\)} and {Gg()\)}, are indistinguish-
able.

Rule 4: For every p € [[]%" with 1 < d* < D — 1, ensembles {G})HF()\)} and {G)(\)} are indistinguish-
able.

Rule 5: For every p € [P~ and every b, ensembles {G’;(A)} and {Hg(/\)} are indistinguishable.

Rule 6: Forevery p € [T]% with 1 < d* < D—1, such that, pg« # T, ensembles {G,(\)} and {G2+1(>\)}
are identical.

Before describing the G hybrids and proving the above lemma, we first show that Lemma 7, 8
and 9 follow easily from the above lemma.

Proof of Lemma 7. To show that for every p € [[]°~!, hybrid H, is indistinguishable from H, ;, by
Rule 5 (of Lemma 11), it suffices to prove that G}, and Gg 1 are indistinguishable. Consider two
cases:

o Case 1: The last letter of pis not I, that is, pp_1 # I, then it follows immediately from Rule 6
that G}, and G, are indistinguishable.

e Case2: p = p<g+||T---T, where the last k letters of p are T and the k + 1™ last letter is not
T, pg» # T for d* = D — 1 — k. In this case, the member p + 1 following p must be (p<q~ +
1)[|1--- 1. By iteratively applying Rule 4, G}, is indistinguishable from G%}gd* , and similarly

by iteratively applying Rule 3, Gg 41 is indistinguishable from Gg<d +1- Finally by Rule 6

*

G,_,. and Gggd* 41 are identical, which concludes that G, and GY) are indistinguishable.

O]

Proof of Lemma 8. We want to show that the initial hybrid Init and HY,,_, are indistinguishable.
First, by Rule 5 (of Lemma 11), H ?D,l is indistinguishable to G(I)D,l. Then, by Rule 3, G(I)D,1 is
indistinguishable to GY. Finally, by Rule 1, GY is indistinguishable to Init. This concludes that
Init and H ?D,l are indistinguishable. O

Proof of Lemma 9. We want to show that the last H hybrid H},_, is indistinguishable from the
middle hybrid Mid'. First, by Rule 5 (of Lemma 11), H],_, is indistinguishable to G{.,_,. Then,
by Rule 4, G}.,_, is indistinguishable to Gf.. Finally, by Rule 2, G} is indistinguishable to Mid'.
This concludes that Init and H llp,l are indistinguishable. O
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Proof of Lemma 11. We first formally describe the G hybrid distributions.

Hybrid Gi’,()\): For d* € [D — 1] and p € [[]%", distribution G,Z()\) is identical to the initial hybrid
distribution Init, except that the ciphertexts {hCT‘fY} encode vectors {Xg ,} different from
that encoded in Init. A formal description is provided in Figure 6.

Hybrid distribution G%()) for d* € [D — 1] and p € [[]*

Generate the following:

e hMSK & hIPE.Setup(1*,pp) and parse hMSK = (sMSK, {dMSK;},¢(1;) and sMSK =

(k1,ko).
e Forevery v € [I'] and d € [D], generate

) {dCT;l’l & dIPE.Enc?(dMSK;, X¢ l)}z y  fd<D
hCTe = e
v {dSKW <$4dIPE.KeyGen(dMSKhXDl)}l , ifd=D
€

where the vectors X‘fh , are set as follows.

Case 1: d > d*.
chl,l = /Lg,lﬂl’i,l Ni,l”'ji,l iu'?/,lHVgl/,l 0
—_— — ~~
slot 1 slot 2 e slot d* slot > d*
Case2: d =d*
~d* .
0|V, oy iy <pa
&d* a,,d* a* |1, d* ﬁﬁld* iy 110 if v > pas
X = “%ZHVW 'u%l| Vi = ~ar . 0
—_—— 0 || v, ify=pg-and b =1 N
241 o if y = pg- and b =0
slot 1 <o slotd* -1 slot d* slot > d*
Case 3: d < d*. (In this case X9 , = X? ; in hybrid H}.)
~d . .
0|V, ijjya Y <pa 0 ify < pqg
G d d d d ~d . .
Xg,,z = pyllv, o poallvd Hpcq ||, 10 ify > pg 0 ify>pq
0 [ o ity=ps (1 ify=pa
slot 1 ... slotd—1 slot d slot > d

e For every v € [I'], generate hSK., = sSK., & sIPE.KeyGen(sMSK, ultt vDH),

Output {hSK,, hCT,, -+ hCTP*}

v€E[T]

Figure 6: Hybrid G4(\) for d* € [D — 1] and p € [[]%
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Next, we prove each of the rules.

Proof of Rule 1: GY ~ Init. The only difference between these two hybrids are the vectors
encrypted in the ciphertexts and secret keys of dIPE contained in {hCTg}. In GY the following
vectors are encrypted:

2 d (,,d
X#l = Ji,[[0 H 0 vd>1 XI, = pfllvd, H 0
slot 1 slot 1

In Init, the following vectors are encrypted
vd X4, = pllio || o
——
slot 1

By definition, ﬁi}l = u}/ ; (see Fact 2). Thus, for any combination, the inner products of vector X’s
in GY and that of vector X’s in Init are identical. Thus, it follows from the security of dIPE that
GY and Init are indistinguishable.

Proof of Rule 2: G. ~ Mid'. This follows essentially from the same proof as that for Rule 1. In
G, the vectors Xi,l encrypted are

~1 d d

X, = of|#, H 0 vd>1 X4, = pd v, H 0
SN—— ~——
slot 1 slot 1

whereas in Mid’, the following vectors are encrypted

va X4, = ot || o
~——
slot 1

By definition, 17}%[ = V% ; (see Fact 2). Thus, for any combination, the inner products of vector X's

in G’% and that of vector X'’s in Init are identical. Thus, it follows from the security of dIPE that
G and Mid' are indistinguishable.

Proof of Rule 3: G o1~ ~ @Y, foreverype [T)¢" with 1 < d* < D — 1. Fix one such p and d*. The
only difference between Gng, Gg lies in the values of Xg , ford > d*.
In Gng, these vectors have values,

OH P<d* 1], 1f7<Pd* 0 1f"}/<pd*

O Ik * * * * ~d* . .
X?’ﬂl = “ileyi)l o IJ}'%J””iJ I""Pgd*—lu%l H 0 lf F)/ > pd* 0 1f’Y > pd*
od*+1 d* 41, d*+1 1), d*+1 1),d"+1 ~d*+1
XEF =l e A0l o
X9, = owgllvi e eyl ]| ps | vg,110
slot 1 -+ slotd* -1 slot d* slot>d*+1
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(where the lagt line is for d > d* +1.) We first show that it is indistinguishable to switch to value of
the vectors { X‘VZTIH} to the following vectors (while keeping the rest the same) — call the resulting

. . . ’VO
distribution Gle.

X+

— u’y +1||Vd +1 d*+ d*+1 %+1||I/d*+1 ~d* d*+1 || 0 || 0

T | 2T o1l
slot 1 <o slotd*—1 slot d* slot > d*+1

Compare the values encoded in slot d* + 1 of vectors {Xf‘i*lﬂ}.

<d*+1 d*+1 L%
e ﬁ‘“}—{ o | wit LA, ifd*+1<D
’ ] 1 1 —
P (u p|w\| )cl ifd*+1=D
. - it || wded 4 ifd*+1<D
() Yolly HW e a+1=

The only difference lies in how the random elements are generated. It follows from the facts that
{Xd ;11 are encoded in either ciphertexts (if d* + 1 < D) or secret keys (if d* + 1 = D) of dIPE.
By the fact that dIPE is canonical, its ciphertexts or secret keys contain encodings in group G g« 41
of elements that depend linearly in Xflyfl. Therefore, Gng and Gle can be generated from the
following distributions respectively,

() (L) (b))
R (C RS W

This is because, from the above encodings, one can generate the encodings of Xiiy*lﬂ with knowl-

edge of values of u’s, v’s, ki, ko, and from encodings of Xijl“, one can emulate Gg L1 0r ég with
additional knowledge of {dMSK;}.

Finally, the indistinguishability of the above two distributions follow directly from the SXDH
assumption on group Gg»41, which concludes the indistinguishability of Gng and C~}’2H1.

It remains to show that G° o1 is indistinguishable from GY, which encrypts the following vectors

(the difference from the vectors encrypted in GO, is underlined).
yP ol

OHVP<d* 1l if’7<pd*

* ~d*

Xﬁfl = ”ile’/% “gjl Yoyl Hpcye s 1O iy > par 0
ng*, |0 if v = pa
Xijl—ﬂ _ “i*l+1Hyd*+1 . N?IHH d*+1 “i*lHH d*+1 0
le = Ng,ﬂ |Vi,z e Hi,z”’/z,l “i,l”’/g,z 0
slot 1 -+ slotd*—1 slot d* slot > d*+1
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Examine the different values of {Xil} ford > d* in égul and Gg, and the values of {Xil} for
d < d* that are the same in these two hybrids as described in Case 3 of Figure 6. They satisfy that
for every combination I € [']P and [, the inner product of {X?d’ (}d inin Gglll and GY is identical.

Therefore, it follows from the function hiding of dIPE that these two hybrids are indistinguish-
able.

Proof of Rule 4: Grl)IIF ~ G}, forevery p € [T)¢" with 1 < d* < D — 1. Fix one such p and d*.
This rule follows from syntactically the same prgof for Rule 3. We sketch the proof below. Hybrid
G;HF and G; encrypt the same set of vectors {Xglﬁl} for d < d*, but different vectors for d > d*.

In G})HF, these vectors have values (the difference from the vectors encrypted in Ggl\l in Rule 3 is
underlined).

O|‘~P<d* e lf’Y<Pd* 0 1f")/<pd*
X3 = owullvy, o pdllve, Poppe_ylya 110 iy > pge 40 ify > pgs
o d*+1 1 d*+1 1 d*+1 1 d*+1 ~d*+1
Xt = NWJF [z T [ M%Jr 1% o[ vy llo0
X9, = wlvy e el ug v, s vello
slot 1 -+ slotd*—1 slot d* slot>d*+1

We first rely on the SXDH assumption w.r.t. group Gg4+4; to show that G;HF is indistinguishable

from é/ljnr, where the vectors {Xfly*lﬂ} are replaced with

d* d* 1y, d* d* d* d* ~d* i
D | Vi | R T | S I [ L K
slot 1 .-+ slotd* -1 slot d* slot > d*+1

Finally, the vectors encoded in G/, are

OH~P<d* 1l if’7<pd*

X% = :“%HV% M%HV% ”p;d*fl\lml |0 ify > pg 0
M if v = pa-
KO = P [ 0
Xil = Mﬁ,zlll/i,z Mi,z\l’/iz H%l,lHVg,z 0
slot 1 -+ slotd*—1 slot d* slot > d*+1

It holds that inner products of all combination of vectors X’s in é};ur and G}) are identical. Thus,
it follows from the function hiding of dIPE that these two hybrids are indistinguishable.
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Proof of Rule 5: Gb Hj, b, for every p € [[|P~! and every b. Fix one such p. The proof of this
rule is again very smrular to that of Rule 3 and 4. We here sketch the proof. The only difference
between Gg and HS lies in the values of vectors {ngl} and {X‘f%l} ford=D —1and D.

In hybrid H, b these vectors have values.

~D—1 .
-0 . b b 0llw Y pep_allvi if vy <pp-1
-1 _ 1 -1 —1 ~D-1 .
X’y,l - “ ||V B ||V%l uﬂgD—Qﬂ%l 10 ify>pps 0
0//0 ify = pp_s
~D .
. [J,H,yl,]_> lfb:()
XD _ “D ||VD “D ||VD D |,D PIYs
'Y’l '7’[ ’Y:l 7’1 ’Y:l %l ﬂﬁ?n,\/’l’ 1> iI'I b — 1
slot 1 -+ slotD—2 slot D — 1 slot D

It follows from the SXDH assumption w.r.t. group Gp that Hg is indistinguishable to ﬁlg, where
the vectors {X }+ are replaced with

~D—-1,. D e
XD — DD D ,,D D,,D M’1> ifb=0
v “%lHVW “%lHV%l “%lHV'yJ ~D-1. D .

v, v zv1> inb=1

slotl .-+ slotD—-2 slotD -1 slot D

It now remains to show that flz is indistinguishable to G%, which encrypts the following vectors
{XD 1 XD N

~D—1 .
O’DVlﬂ<D 2|l 1f’y<pD_1
X1 = PPt L Doty Dt [P i 10 Y > P
Vs Y, Y Y, 0 || *I;D—l lf’y = pp_1 and b=1 —_
B2t o ify=pp_iand b=0
X?,l = N%HV% N%HV% N%HV% 0
slot 1 .. slotD -2 slotD —1 slot D

For all other coordinates d < D — 1, in = )Aiffn in I:TZ. Observe that the inner products of all

combination of vectors X's in I:T/I,’ and X’s in G are identical. Thus, it follows from the security of
dIPE that these two hybrids are indistinguishable.

Proof of Rule 6: G}, = GY | forevery p € [I]* with 1 < d* < D — 1, such that, pg+ # T. Fix such
a p and d*. Since pg« # T', p+ 1 has form p_g4+||(par + 1), where pg« + 1 is the letter that follows
immediately after p4« in the alphabet [I']. Thus the vectors {thl} for d # d* are set identically

in these two hybrids. For d = d*, {Xd l} are again set identically for all v # pg« and # pg+ + 1.
For d = d* and v = pg-, in G}, {X z}l are set according to the third line in Case 2 of Figure 6,
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whereas in Gg 1, they are set according to the first line in Case 2; but, the values of the vectors are
still identical. For d = d* and v = pg« + 1, {Xz*l}l are set according to the second line in Case 2 of

Figure 6, whereas in Gg 11, they are set according to the fourth line in Case 2; again, the values of
the vectors are still identical.

Since all other random variables are sampled identically in Gg and Gll,. These two distributions
are identical. O

8 FE for Degree-D Polynomials from Degree-D MMaps

In this section, we construct FE schemes {FE?"V} for degree D polynomials in R, from the SXDH
assumption over degree-D MMaps in R. Importantly, our FE scheme has linear efficiency, that is,
encrypting a length- NV input vector takes time N poly()). An overview of the scheme is presented
in Section 2; below, we present the formal construction.

8.1 Construction

Fix any polynomial N. We construct a secret key FE scheme FE = FEP"V for computing degree
D polynomials over inputs of length N over ring R, using the following building blocks:

e The canonical degree-D HIPE scheme dTPE = hIPE?* = (dIPE.Setup, dIPE.Enc, dIPE.KeyGen,
dIPE.Dec) from SXDH on degree-D MMaps in Section 7, for a specific constant input length
M = O(D) specified below.

e The ABCP public-key IPE scheme IPE = IPE! = (IPE.Setup, IPE.Enc, IPE.KeyGen, IPE.Dec)
from DDH groups by [ABCP15] (reviewed in Section 6.2), for inputs of length L = O(NP)
specified below.

e The canonical degree-2 IPE scheme tIPE = tIPE? = (tIPE.Setup, tIPE.Enc, tIPE.KeyGen, tIPE.Dec)
for inputs of length 2 from SXDH on bilinear maps in Section 6.4.

e Degree-D multilinear pairing groups described by pp = (p, G1,--- ,Gp, Gp+1, pair).

Below, we will use ®s=% to denote the tensor product of d vectors s',---,s% and for any index
I=(I,---,I;), we denote the " elements in the tensor product as sISd.

wsl=s'® . @s! ®slgd:s?d:Hs§i
i<d

For notational convenience, we overload the notations ®x=% and :clgd to also mean the tensor
product of the same vector x for d times and the I element in the tensor product.

®X§dzx®...®x ®X1Sd:$ISdZHl'[i
N——— .
d times i=d

Whether the notations denote the former or latter depends on whether there exist different vectors
st ..., s? or only a single vector x, which is clear in the context below.
Our FE scheme FE = (FE.Setup, FE.Enc, FE.KeyGen, FE.Dec) proceeds as follows. We inline

analysis of correctness in italic font in the description of the construction below.
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e FE.Setup(1*, pp) does the following

— Sample D vectors s!,---s? & RV,
Note: The tensor product of the vectors @s=P serves as the secret key IMSK = @s= of IPE.

- Sample a master secret key of tIPE?2, tMSK & tIPE.Setup(1*, (p, Gp—_1, Gp, null, null))
with source group Gp_1 and Gp. (Since tTPE? has canonical form, its setup algorithm
does not depend on the target group, nor the pairing function, which can be set to null.)

Output msk = (s!,--- ,s” tMSK, pp).

e FE.KeyGen(msk,c) on input the length-N? vector c listing the coefficients of a degree D
polynomial fe(x) = (c, ®x=¢), samples the following:

— Generates a secret key of IPE for vector c, using ®s=? as the secret key,
iSK = (<®SSD, c> ,c) = IPE.KeyGen (®S§D,C) .
- Generates a secret key of tIPE for vector (®s=P, c)||0,
tSK < tIPE.KeyGen (tMSK, ({(@s=",¢) [|0)) .

Output secret key SK = (c, tSK).

Note: SK is almost the same as the IPE secret key of ¢, except that (®s=P, ¢) is not revealed in the
plaintext, but encoded in a secret key of tIPE.

e FE.Enc(msk,x) samples the following
- Sample a random element r & R.
Note: r serves as the randomness for IPE encryption.
Encrypt —r||0 using tIPE, tCT < tIPE.Enc(tMSK, (—7||0)).
Generate a master secret key of dAIPE, dMSK & dIPE.Setup(1*, pp).

Prepare the following vectors {x } se(p]ne(n]

4 T, || & ifd <D
Xn = z, || rs? ifd=D

Pad the above vectors with zeros to get {X%}e(p ne[n,
X4=x0  where M =|X% =2(D—1)|x{| +1=4D -3 =0(D).
— Generate the following dIPE ciphertexts and secret keys.

{dCTg & dIPE.Enc(dMSK, Xg)}
d<Dn€e[N]

{dsxn & dIPE.KeyGen(dMSK,XrZL))} o
ne

69



Output CT = (tCT, {dCTg}d<D,ne[N]a {dSK e vy)-

Note: The ciphertext CT implicitly encodes an TPE ciphertext iCT of the monomials @x=¢ under
secret key @s=" and public key [©s=P] , . Such a ciphertext looks as follows,

IPE.Enc([®s=P] ., @x5% r) = [_r] , [r(®sSD) roxSl  —icT.

D+1 D+1

For convenience, we denote by iCT the encoding [r] ., and iCT the encoding of the I"™ element

icty = rs7" + x in the second part.

The random element r encoded in iCT is encrypted in the tIPE ciphertext tCT. On the other hand,

iCT can be computed by decrypting the combination of secret key and ciphertexts (dSK;,,,dCT},, -+, dCTZj 111)
of dIPE.

dIPE.Dec(dSKy,,,dCTy,, -~ ,dCTy ) = [(X7,, -, X)) .
= [k XD pyy = [rs7” 427 | =1CTs

e FE.Dec(SK, CT) does the following

1. Decrypt tSK, tCT using tIPE to obtain A; = tIPE.Dec(tSK, tCT).

(Note that since tIPE is canonical, its decryption algorithm involves evaluating a quadratic
function over encodings in its secret key and ciphertext in groups Gp and Gp_; re-
spectively. Using the degree-D multilinear map and the generators of other groups
G1, -+ ,Gp—a, one can obtain an encoding of the output of the quadratic function in
the target group Gp41.)

Note: Recall that decrypting an IPE ciphertext iCT = [—r],,,{iCT}; with a secret key
iSK = ((®s=P, y), y) involves homomorphically evaluating the inner product between the
ciphertext and the secret key. That is,

IPE.Dec(iSK,iCT) = [—7]p 4 (®5=P, y) + (v, {iCT}) = A1 + Ao
The above step 1 computes exactly the first term A,

tIPE.Dec(tSK, tCT) = [((@s=",c) (|0, —r[|0)] ., = [-r(®s=",¢)] ., =M

2. For every I € [N]P, decrypt dSKy,,,dCTj -+ ,dCT?D__ll using dIPE to obtain iCT; =
dIPE.Dec(dSKp,,,dCTy,, -+ ,dCT] ).

Note: iCTy is the I'" element in the IPE ciphertext of @x=% under secret key @s=P"

1 D—1 1 D <D D .
dIPE.Dec(dSK ,,, dCT, -+ ,dCTP ) = [(X],, -+, XP )], = [rsi +x1]D+l =iCT;
Their concatenation can be written as

iCT = [r@sSD + ®X§d} .
D+1
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3. Homomorphically evaluate (iCT,c) to obtain encoding A in Gp41, followed by ho-
momorphically adding A; and A to obtain [y, ;. Output 1 iff the output encoding
encodes zero.

Note: The above two steps 2 and 3 correspond to computing the second term A in the decryption
equation of IPE

(iCT,c) = [< (r@sSD + ®X§d), c>} = [r <®S§D, c> + <®x§d, c>]D+1 = Ay
followed by obtaining an encoding of the output,
)

Therefore the scheme FE is correct.

D+1

fe()]

D+1 { D41

Efficiency It is easy to see that the key generation FE.KeyGen runs in time N poly()\). To
analyze the run time of the encryption and decryption algorithm, recall that both the encryp-
tion dIPE.Enc and key generation dIPE.KeyGen algorithms of the HIPE scheme dIPE”* run
in time Time?” (M) = MP poly(\) (see Section 7.2.3). Since M = O(D) and D is a constant,
Time? (M) = poly()\) is bounded by a fixed polynomial in the security parameter. The encryp-
tion algorithm FE.Enc of FE involves generating one ciphertext of tIPE? and N ciphertexts of
dIPE at every coordinate in [D — 1] and N secret keys of dIPE. The total time is thus is bounded

by

Timerg.enc(A, D, N) = poly(A) + DN poly(A) = N poly ()
In other words, encryption time is linear in the input length. On the other hand, the decryption
time of dIPE”*™ is bounded by M o(D?) poly () (see Section 7.2.3), which in turn is again bounded
by a fixed polynomial. The decryption algorithm FE.Dec involves decrypting N¥ combination of

dIPE secret key and ciphertexts, and decrypting one pair of secret key and ciphertext of tIPE.
Thus, decryption time is bounded by.

Timere.pec (A, D, N) = NP poly()\) + poly(A) = NP poly())

8.2 Security Proof

We prove that FEP*Y is IND-secure.

Proposition 2. Assume SXDH on degree-D multilinear pairing groups. The scheme FEPN described
above is selectively IND-secure.

Proof. Fix any polynomial L and any ensembles of sets of vectors {{x},x}, ¢/ }iezn)ren, such
that, x0,x} € RV, ¢, e RN (M” and the following holds.

Vi jelL],  fo,(x)) = (@)=, ¢j) = (@(x)=",¢;) = fe,(x1)

We need to show the indistinguishability of two ensembles of distributions {Dy ()}, and {D;1 ()}
defined below.

msk < FE.Setup(1*, pp)
$ b
{Dy(M}r = {CTZ < FE'E”C(mSk’Xl)}le 1] :opp, {SKi, CTidyery
{SKZ & FE.KeyGen(msk, cl)é
le[L]

AeN
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To show the indistinguishability of ciphertexts of {x?} from that of {x}}, we go through a
sequence of hybrid in which the encrypted vectors are exchanged one by one.

Hybrid Hyb, for 0 < ¢ < L is generated identically as Dy except that the first ¢ ciphertexts encrypts
x; as opposed to x). Formally,

msk <~ FE.Setup(1*, pp)

Loifi<v
{H b (/\)} _ CT[ & FE.Enc msk, i 1 B . {SK CT }
ybe(M) = x) ifl>e)) ¢ PP R e

SK; £ FE.KeyGen msk, ¢
{ l yGen( l)}le[L] e

It is easy to see that Hyb, = Dy and Hyb; = D;. Then the the proposition follows immediately
from the following lemma.

Lemma 12. For every ¢ € L], hybrids Hyb,_,(\) and Hyb,()) are indistinguishable.

Indistinguishability of Hyb, ; and Hyb,

Proof of Lemma 12. The only difference in Hyb,_; and Hyb, lies in the vector encrypted in the ¢
ciphertext, in the former, it is xg and in the latter it is x}. For convenience, we will denote the list
of vectors encrypted in Hyb,_; as uy, --- ,uz, and that encrypted in Hyb, as vy, --- , vr.

MR ul:vl:xll, ug:xg, Vg:x%, Vi >/, ul:Vl:X? (12)

(Using these notations helps us to “align” parts of this proof with that of the proof of Proposition 2
which share the same arguments.)

We show that both Hyb,_; and Hyb, are indistinguishable to an intermediate hybrid Mid. To
show the indistinguishability between Hyb)_; and Mid, we construct a sequence of 2NP~! 4 2
hybrid distributions Init, { H}}yc (0.1} pevip-1, Mid’, and show that Hyb,_; is indistinguishable to
Init, Mid’ is indistinguishable to Mid, and all neighboring hybrids are indistinguishable; then
by a hybrid argument, Hyb,_; is indistinguishable to Mid. Below we describe all the hybrids
and show their indistinguishability. After that, we note that it follows from syntactically the same
proof that Hyb, is also indistinguishable to Mid.

Hybrid Init(\) is generated identically as Hyb,_; except that the tIPE ciphertext tCT, contained
in the /" ciphertext CT;, and the tIPE secret keys {tSK;} contained in secret keys {SK;} are
generated differently:

e tCT, encrypts vector (0]|1) as opposed to (—1¢||0), and

e for every | € [L], tSK; encodes vector ((®s=P | ¢;) || — r¢ (®s=P | ¢;)) as opposed to
(®s=P | ¢) ]0).

See figure 7 for a formal description. (The difference from distribution Hyb,_; is underlined.)

Lemma 13. The ensembles {Hyb,_; ()} and {Init(\)}, are indistinguishable.
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Hybrid Distribution Init()\)
Generate the following

o msk & FE.Setup(1*, pp) and parse msk = (s!,--- s’ tMSK, pp).

e Forevery | € [L], generate CT; & FE.Enc(msk, u).
Let 7, be the random element sampled when generating CT,.
Parse CT; = (tCTy, {dCT{, Yac p,nen {dSKen bneiny)-
Replace tCT, with tCT, < tIPE.Enc(tMSK, (0][1) ).

e Forevery j € [L], generate SK; = (c;,tSK;) for coefficient vector c; with

tSK; & tIPE.KeyGen (tMSK, <®SSD,cj> || —re (®s=P.c;)) .

Output {SK;, CTl}le[L]

Figure 7: Initial hybrid distribution Init(\) for proving security of FE”-

Proof. The only difference between Init and Hyb,_; lies in the /" tTPE ciphertext tCT, and
all tIPE secret keys {tSK;}. But, for every [ € [L], the output inner product obtained when
decrypting tCT, with tSK; is identical, namely —r, (®s=P, ¢;), in Hyb,_, and Init. Moreover,
all other tIPE ciphertexts tCT, for [ # ¢ encrypt the same vector in both hybrids. Therefore,
by the function hiding property of tIPE, we have that Hyb,_; and Init are indistinguishable.

U

Hybrid H)()\) Hybrid H} for any p € [N]”~!and b € {0, 1} is identical to Init, except that the set
of vectors { X;in} d<Dne|n] encoded in the dIPE ciphertexts and secret keys {d CTIdm, dSKi b a<pne[n)
contained in {CT;}; are different, as well as the vectors {t;}; encoded in the tIPE secret keys
{tSK;}; contained in {SK;};. Next, we describe how the X and t vectors are set; a formal

description of the hybrid can be found in Figure 8.

SET THE X VECTORS. Recall that in Init (the same as in Hyb,)

u, || s ifd< D

X4 = 0 where pé, =
o= o M= e lims? 6=

Since X4 has length 4(D — 1) + 1, we can parse it as containing D slots, where the first D — 1
slots can hold 2 vectors of length-2 each, and the last slot can hold a single ring element, that

is,
d P— d . e
Xl,n - ul,nHO OHO OHO, N 0 ,
slotl slot2 --- slotD—1 slotD

In addition to vectors uﬁn, hybrid HS generates vectors Vf;n corresponding to input vectors
v, as follows:

4 _{vlmHsﬁ ifd < D

v =
tn U || rlsff ifd=D
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Hybrid Distribution H}()) for p € [N]P~*
Generate the following:
e msk & FE.Setup(1*, pp) and parse msk = (sMSK, {dMSK; };¢(z]) and sMSK = (ky, k).

o Forevery! € [L], sample r; & Rand dMSK; & dIPE.Setup(1*, pp).
Generate CT; = (tCTy, {dCTf,n, dSK; . }a.n) as follows:

*IL)}(KD,ne[N]
(0]|1) ifl=1¢

(Crll0) if1 ¢ {dCT;{n & dIPE.Enc(dMSK;, X¢
{dSKy, & dIPE KeyGen(dMSKy, XP, )}

tCT, & tIPE.Enc (tMSK, {

n€[N]

where the vectors {Xin}de[D]mE[N] are set as follows

~D .
i, pf > 1> in H)

s D ,,D D ,,D D ,,D
an = IJ‘l,nHVl,n Hin |Vl,n e Hin |Vl,n ~D . 1
— Yipllns 1> inH,
slot 1 slot 2 -oo slotD -1 slot D
~d . .
0|V, , ,jjn ifn<pq 0 ifn <pg
% d d d d ~d - . .
de,n = iu'l,nHVl,n e iu'l,nHVl,n Hipcgi|n H 0 ifn> Pd 0 ifn> Pd
——— ——— = . .
0 || O ifn = pgy 1 ifn=py
slot 1 ..o slotd -1 slot d slot > d

e Forevery j € [L], generate SK; = (c;,tSK;) for coefficient vector c; with

tSK; & tIPE.KeyGen (tMSK, { S(p) ,¢;) || — e { S(p) ,¢;) + Ab(p)

Alp))
where S(p) and A%(p) defined as follows:

- VI € [NP], (S(p)r = wﬁgdﬂwds?ﬁl ---sp  if the longest prefix I share with p is

p<d—1 (see Equation 13), and

-, 0;(p) in H? . s -
— Ab(p): Zp <p“J . P with 5'(/),):2 i (uSP = uE
’ < 0i(p)  inHy ? Il < 0 e,z)

Output {SK;, CTi},c

Figure 8: Hybrid H5()) for p € [N]P~1 for proving security of FE”"Y
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HS also generates vectors ﬁﬁ pd-i|n u?{ pea_ilin fOT every prefix of form‘ Pgd—l”ﬁ of length.d
as follows. These vectors are derived from the partial products associated with the prefix
p<d—1||n. Take a partial product of p’s for example,

<d <d .
<d _ i d _ ul,pgdq\\n spgdfl\ln ifd<D
Fipcailin = 11 #ip | pitn = <D <D o
= U 78 ifd=D
i<d—1 Lolln || " 2plIn -

<d _ i <d _ ~<d ; ; ;
where s7 = [[;;s7, and u;® = [[,c ur. Then, i p, |l 18 derived by replacing the

d

partial product of key elements s§<d_1 | IV, with an independently and randomly sampled

3 ~< . . .
element w? & R. Vector o4 is derived similarly from the v vectors. More
p<d-1lln Lp<a—1lln
precisely,
< . < .
us? w? ifd<D v=4 w? iftd<D
it _ ) “lp<da-illn p<d—1lln i , = Lp<a-1lln p<da—1lln
’ —1lln T < . —1||n,t < .
p<a-1ll usE |l ifd=D p<a-1l| s R ifd=D
Lplln plln Lplln plin
1_ 1 d 8
where for any n € [N], w, = s,,, and Wy i < R ford > 1.

Fact 3. Observe that since wl = sl, fil , = pt; ., and v}, = vy,

H? encodes in every ciphertext CT; a set of vectors {in}d,n depending on {u;fn, l/fl’n}d,n
~d ~d T
and {£] ,_, ,|jn>VLp<, 1|jn}dns as described in Figure 8.

EVERY CIPHERTEXT CT; IMPLICITLY ENCODES AN IPE CIPHERTEXT iCT;. When the X vec-
tors are set as such, the set of high-degree inner products that can be computed from the
dIPE ciphertexts and secret keys satisfy the following. Recall that for different I, each ci-
phertext CT; samples its own dIPE master secret key; therefore, inner products can be only
be computed among X vectors with the same index . Consider a fixed [. For every combi-
nation I € [N]?7, if the the longest prefix that I share with p is p<d—1, thatis, I = p<q_1||I>a,
then,

vlSID ifd < Dand I < pg

<D .

X | X D _ d d+1 D upy ifd<Dand ;> pg
X)X = Wy, ST S0, T h T
: ; D+1 <d- + u; ifd=Dandin H,

<D e ; 1
LN, ifd =D and in Hp Dil

Define V}(p) to be the length-N? vector where its I*" element is exactly the second term in
addition, and S(p) the length-N vector where (S(p)); is the first term, that is,
Vp e [N]P7,
(S(p)r = w;lgd_lwdsgi o sg) if the longest prefix I share with pis p<4—; . (13)

(Recall that w} = s!, and wid_l”n for d > 1is a random element in R.) Then, we can rewrite
the above encoding as B

(Xl XP) = w6+ (e — Ty (14)
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which is exactly the 1 th encoding in an IPE ciphertext iCT; of vector Vlb( p) with master secret
key S(p), and random element r;. Notably, in HY), the encrypted vector V,°(p) satisfy that
every element indexed by I with a prefix < p is the I*" monomial of v;, and every element
I with a prefix > p is the I™ monomial of u;. In H}, V/!(p) is the same as V°(p) except that
elements indexed with exactly prefix p are switched from monomials of u; to monomials of
vi.

Fact 4. By the way vectors w; and v; are set in Equation (12). For every |l # ¢, w; = v;. Only
the vector V2 (p) encrypted in CT, changes from Hg to H ;; more specifically, only the values of N
elements indexed with prefix p change. Furthermore, observe that V' (p) = V) (p + 1).

SET THE VECTOR ENCODED IN tSK;. For every secret key SK; = (tSK;, c;) with j € [L], we
set the vector encoded in tSK; in the following way

tSK; & tPE KeyGen (tMSK, ((S(p), c;) || = e (S(p) . e) + A%p) )) |

where the values of {Ag’(p)} are specified below. Roughly speaking, the first encoded ele-
ment (S(p) , c;) is the first element in an IPE secret key iSK = ((S(p) , c;) ,c;) for vector c;
under master secret key S(p). The second encoded element —r, (S(p) , ¢;) + A?(p) is there

specially for the ¢t ciphertext CT,, whose tIPE ciphertext tCT, encodes the unique vector
(0]]1) (whereas all other ciphertexts CT; contain tIPE ciphertexts tCT; of (—;||0).)

To see why they are generated as such, it is best to run through the process of decrypting a
ciphertext CT; with SK;. The first step decrypts tCT; with tSK; to obtain,

[=r1(S(p) » €i)piy if 1 £ 0

A, = tIPE.Dec(tSK ;, tCT,) = .
1 (tSK; 1) { [—rg (S(p), cj) + A?(p) }DH ifl=12¢

The next step, decrypts the dIPE ciphertexts and secret keys contained in CT; to obtain all
encodings {iCT;}; as described above in Equation (14), it then homomorphically computes
the inner product of {iCT}; and c; to obtain,

Ay = ({iCT 1}, ¢j) = Km S(p) +V(p), Cj>]

In the last step, it computes

D+1

[{(VE(0) s )] oy ifl ¢
[yl7j]D+1 =A+ A= { [<V€b(p) , Cj> _|_+A?(p)] Dt ifl=1/¢

Note that, for all hybrids {4 2} to be indistinguishable to each other, the decryption outputs
{y1.;}1; in them must be identical. As observed in Fact 4, for all | # £, V}%(p) stay the same
in all H S and thus so are the outputs {y;;}14¢;. But, V}’(p) changes with p and hence the
additional term A;’-(p) is needed to ensure that the outputs {y; ;}; stay the same. Since Vp0
and V' differ only at the N indexes with prefix p, when switching from V; to V}, the inner
product changes by

<D <D
6i(0) = Y e (uiy — il -

I=p||n
ne[N]
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By setting Ag(p) to the cumulative sum of §;(p’) with p’ < pif b = 0, and the sum of §;(p’)
with p/ < pifb=1,

=Y 5i(p) and Aj(p) = > 5l
p'<p p'<p
we ensure that the outputs {y, ;}; of decrypting CT, with every SK; are identical in all hy-
brids H?.
P

INDISTINGUISHABILITY BETWEEN HJ AND H. We show that for every p € [N]P~!, moving

from HS to H; is indistinguishable.

Lemma 14. For every p € [N, the ensembles { H)(X)}x and {H}(X)} are indistinguishable.

At a very high-level, the only difference between these two hybrids lies in the values of the
following elements:

e the elements in slot D of vectors {ﬁD }n encoded in {dSKy,}, (note that for all other
l#1, X . stays the same because u; = v;), and

e the second elements of vectors {t;}; encoded in {tSK;};.

By the fact that dIPE and tIPE are canonical, these vectors XP’s and t’s are encoded in
group Gp, and H) and H} can essentially be emulated from encodings of these elements
in Gp. Furthermore, these encodings correspond to an IPE encryption of either vector

{“12 pHn}”‘ ]{AO( )}jorx) = {Uz pHn}n‘ \{Al( )}; (of length N +1), under a truly random
master secret key s’ = {wﬁln}n| [{t;}; (for random ¢;’s), at the presence of a set of IPE secret
keys for vectors y’; = {c; ,n}nlle; for every j € [L] (e; is the unit vector of length L with

a single 1 at index j). The way that the values of {A?(p)}b,j are set ensures that the inner
product of x; and y’; is identical to that of x; and yj. Therefore, it follows from the IND-
security of IPE that the two hybrids are indistinguishable. A formal proof can be found
later.

INDISTINGUISHABILITY BETWEEN H, AND H}, ;. We also show that moving from Hj to H, |
are indistinguishable.

Lemma 15. For every p € [N]P~1\ {n™}, the ensembles {H}(X)}x and {Hp, (A)} are indis-

tinguishable, where p + 1 denote the member in [N1P~! following immediately after p, in increasing
numerical order.

At a high-level, the difference between H, land H 2 1 lies in the values of {Xf{n}d,n,lr as well as
that of {t; } encoded in {tSK;}. Note that the way that vectors izn are set in different hybrids

Hg (as well as how vectors pt's and v’s are derived from u’s and v’s) are identical to that in
the security proof of the degree-(D + 1) HIPE scheme in Section 7.3 (Proof of Proposition 2).
There, we already showed in the proof of Lemma 7 that changing the values of X’s from
H)j to H) ,+1 is indistinguishable, relying on the security of dIPE and the SXDH assumption
on MMaps. Here, the proof is almost the same, except that besides from the difference in

the values of X’s, the values of t’s also change, from being generated using S(p) in H, to
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using S(p + 1) in H;? .1~ We observe that S(p) and S(p + 1) can be uniformly derived from
the random elements embedded in X’s in Hg and H ; 11 (see equation 13). Thus, it suffices
to slightly modify the proof of Lemma 7, to make sure that whenever the SXDH assumption

is applied to change the random elements in X, we change the value of S correspondingly.
With the modified proof, we can show that hybrids H, and Hg 1 are indistinguishable.

Furthermore, it follows from similar proof that Init and H fD_l are also indistinguishable.

Lemma 16. The ensembles {Init(\)}x and {H?,_, (\)}\ are indistinguishable.

Hybrid Mid’(\) is generated identically as Init except that every ciphertext CT; encode a set of
vectors {den} ; different from that in Init, where instead of having vectors p’s in the first
half of slot 1, we have vectors v’s in the second half of slot 1 (and zeros elsewhere). See
figure 9 for a precise description.

Hybrid Distribution Mid'())
Generate the following:
e msk & FE.Setup(1*, pp) and parse msk = (sMSK, {dMSK;};¢c()) and sMSK = (ki, ky).

e Forevery ! € [L], sample r; & R and dMSK; & dIPE.Setup(1*, pp).
Generate CT; = (tCTy, {dCTd dSKi.n}a.n) as follows:

lin>

d<D,n€[N]

{dSKm & dIPE.KeyGen(dMSK;, XP )}

d $ _
(—ri]|0) if1 ¢ {dCT, & dIPE Enc(dMsK;, X7, )}
(of1)  ifi=¢

tCT, & tIPE.Enc (tMSK, {

n€([N]

where the vectors {X{ }qc(p) ne(n) are set as follows

X¢, = ojlvd, o0 - 0|0, 0
, A R N ~~
slotl slot2 -.-- slotD—-1 slotD

e Forevery j € [L], generate SK; = (c;,tSK;) for coefficient vector c; with

tSK; & tIPE.KeyGen (tMSK, (@5=P, c;) || —re (25=P,c;)) .

Output {SK;, CTl}le[L]

Figure 9: Hybrid Mid'()\) for proving security of FE”""
We show that moving from the last hybrid H le p_1 to Mid' is indistinguishable.

Lemma 17. The ensembles {H},,_, (\)}» and {Mid’())} are indistinguishable.

A fomal proof of this lemma, similar to that of Lemma 15, is provided below.

Hybrid Mid()\) is generated identically to Mid’ except that every secret key tSK; encodes vec-
tor ((®s=P,¢;)||0) as opposed to ((®s=L,¢;) || — e (®s=P,¢;)), and the (1 ciphertext CT,
contains tCT, encrypting vector (—r,||0) as opposed to (0||1).
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As in Lemma 13, it follows directly from the function hiding of tIPE that it is indistinguish-
able to move from Mid' to Mid.

Lemma 18. The ensembles {Mid'(\)} and {Mid ()}, are indistinguishable.

By a hybrid argument, we have that the honest distribution Hyb, is indistinguishable to the middle
hybrid distribution Mid. It follows syntactically from the same proof (replacing the input vectors
u’s with vectors v’s) that Hyb, is also indistinguishable to Mid. Therefore, Hyb, and Hyb,
are indistinguishable, which concludes that Dy and D; are indistinguishable and hence FEPV is
selectively IND-secure. O
8.2.1 Proof of Lemma 14

Proof of Lemma 14. The only difference between these hybrids H) and H, lies in the elements in

slot D of vectors {Xz wten encoded in {dSKy ,, }nenv) (Note that for all other L #1, X ,, stays the
same because u; = v;), and the second elements of vectors {t;}; encoded in {tSK;} je|n] N

By definition of the vectors p1’s and v’s, the elements in slot D of )NCEH satisfy the following.

inH) (A 1) = (i,
inHy, (P 1) = (i),
The second element of the vector t; encoded in tSK; in Hg is
—r0(S(p) , e5) + AS(p) = (=re ({S(P) 1} 1cp_s#0 - {Cit}1cp 1#0))
+ (=re (18 cn 1m0 > {eiabico =) + AY(0))
=term1 + (—Tz<{wﬁ|n}ne[1v]y {Cj,p\ln}ne[N}> + A?(P)) 7

D _ D <D
W%w>—W%M+WMn

D _..D <D
TeWp|ns > = TeWsin T Vg p|ln

where variables are sampled as in Hg. We claim that the hybrid HS can be emulated from the
following distribution 5”

Bp={ [, },

{[ Te<{wp|\n}ne [N] > {Cplln}ne[N]> M}D}jE[L] ’
{{W“}p\ln ]D}n}

5;:{ {[ plln] } {[ ”< {wpnn}ne [N {Cﬂplln}ne[N]> * é-l(b)]D}je[L] ’
{[Wwp\ln ]D}n}

e Every secret key SK; can be emulated as follows: From the first two terms in the distribu-
tion, one can emulate encodings of vectors t; in group G'p, with knowledge of c;, vectors
{sd}de[D], and all the w random elements {wf< d\ln}d< p—1,ne[n] that do not appear in the

To see this, observe that

above distribution (i.e., except the ones with indexes p||n). Since tIPE is canonical, its se-
cret keys tSK; consists of encodings in group G'p of values linear in the encoded vector t;.
Therefore, one can emulate tSK; from encodings of t;, with knowledge of tMSK (relying on
the linear homomorphism of group Gp).
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e The ciphertext CT, can be emulated as follows: From the last term in the distribution, one
can emulate encodings of {an}n in Gp, with knowledge of u,, v, and {sd}de[D}. Since
tIPE is canonical, from these encodings, one can emulate {dSK,,}, with knowledge of

dMSK,. Moreover, since vectors {f(gn}d< p,n at other coordinates d < D depend only on

D
p<dlln

above distribution, one can generate {dCTZn}GK p,» honestly. Similarly, one can generate
tCT, encrypting (0||1) honestly.

uy, vy, {sd}dE[D] and the w random elements {w }da<D—1,ne[n) that do not appear in the

e The ciphertext CT; for [ # ¢ can be emulated as follows: From the first term in the distribu-
tion, one can emulate encodings of {ian}n in G p, with knowledge of u; = v; and {sd}de[ Dls
and r;. Then, like above, from these encodings, one can emulate {dSK; ,, },, knowing dMSK;,
and can generate {d CTf{n}d< pn and tCT; encrypting (—7;||0) honestly.

Thus, it remains to show that distribution 52 and 5; are indistinguishable. To show this, we
argue that DY can be generated from the following distributions.

D= { oK = [¥]0 1K) = (5, ¥2) » %))y 1T = ([l s/ +x4] ) | where

uz A%(p) oy b=
(A N[0 MRS NNy e

Yeplin
t; & R, and e; is the unit vector of length L with a single 1 at index j.

In particular, the first term in 52 can be derived from pk’, the second term can be derived by
computing for every j € [L],

<s’,y9> [—7edp + [Tgtj + A;’-(p)} L= [—rg <{w£|)|n}n , {Cj’p”n}n> — T@t]}D + |:7“etj + A?(p)}

= [re(loding, Ao, ) + 250,

where the second operand in the left hand side is the N + j + 1* encoding of iCT’, and finally the
last term can be derived from iCT’.
Since for every j € [L], <y;, x6> = <y§-, x’1>, it follows directly from the IND-security of IPE

D

that D) and D, are indistinguishable. Therefore, so are 252 and 25;, which concludes the indistin-
guishability of H) and H . O

8.2.2 Proof of Lemma 15 to 17

The proof for Lemma 15, 16, and 17, is almost identical to the proofs of Lemma 7, 8 and 9, up to
one modification: In every pair of hybrids we want to prove indistinguishability of changing the
values of vectors X'’s, and the values of t’s encoded in tSK’s. As discussed above, the changes
in t is “induced” by the changes in the random elements (namely, the s’s and w’s) used in the X
vectors, thus, we simply need to ensure that whenever we apply the SXDH assumption to switch
the random elements, X’s and t’s are changed together accordingly. There is only one technicality
that we need to be careful with. That is, the X vectors encrypted and encoded in dIPE ciphertexts
and secret keys are encoded in different groups {G}4, whereas t’s are encoded using tIPE and
always in group Gp. Suppose we want to switch, say one random element w to a product sw’ of
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two random elements, in some vectors X¢ and t; simultaneously. The SXDH assumption does
not hold in G4 and G p simultaneously since the two groups can be paired together. To resolve this
issue, we will add an additional hybrid step, to first swap all vectors encrypted at coordinate d with
vectors encrypted at coordinate D in the /™ ciphertext CT;, that is, we encrypt vectors {X;in}n at

coordinate D, and {an}n at coordinate d. By the function hiding property of dIPE, “swapping

coordinates” is indistinguishable since all inner products stay the same. Now, both X¢ and t; are
encoded in group Gp, and the SXDH assumption can be applied to switch random element w to
w's in them simultaneously. Finally, “swap” coordinate D with d again to arrive at the distribution
wanted.

Since most parts of the proofs are identical to that in Section 7.3.4, below we sketch the proofs,
emphasizing on the modification.

As in Section 7.3.4, we construct additional hybrid distributions Gi’) for prefixes p € [N]?" of
any length d* from 1 to D — 1, and show the following lemma, from which Lemma 15, 16, and 17
follow, using the same arguments as in Section 7.3.4 (i.e., proof of Lemma 7, 8, and 9).

Lemma 19. There exist hybrids {G%(\)} for b € {0,1} and p € [N]*" where d* € [D — 1], such that, the
following holds.

Rule 1: Ensembles {G{(\)} and {Init()\)} are indistinguishable.
Rule 2: Ensembles {G(\)} and {Mid'(\)} are indistinguishable

Rule 3: Forevery p € [N]¢" with 1 < d* < D — 1, ensembles {Gg‘ll()\)} and {G)(\)}, are indistinguish-
able.

Rule 4: For every p € [N]*" with 1 < d* < D —1, ensembles {Gé\u\/()‘)} and {G(\)} are indistinguish-
able.

Rule 5: For every p € [N]P~! and every b, ensembles {GZ()\)} and {Hg(/\)} are indistinguishable.

Rule 6: For every p € [N]d* with 1 < d* < D — 1, such that, pg~ # N, ensembles {G})(/\)} and
{GY.1(N\)} are identical.

Proof. We first formally describe the G hybrid distributions.

Hybrid Gg()\): For 1 < d* < D —1and p € [N]¥, distribution Gg()\) is identical to the initial
hybrid distribution Init, except that the ciphertexts {CT,;} encode vectors {Xﬁn}, and the
secret keys {tSK;} encode vectors {t;} different from that in Init. The values of Xf{n are
described in Figure 6, and vectors t;’s depend on S(p) defined below

Vp € [N]Y, d* € [D —1], I € [N]P, let p<y4_1 be the longest prefix that I shares with p

: PP ifd-1—
(S(p)r = o D . 5)
wzgd_1\|1d31L1 e 'SIDD ifd—1<d*.

Note that the vector S is defined similarly as vector S in HS, except that it handles prefixes
of any length no longer than D — 1, as opposed to length exactly D — 1. In addition, the value

of (S(p))r for indexes that contain prefix p entirely is differently: (S(p)); = w[l))H 1, Whereas

(S(p)); = wf? _13% as defined in the first case above. (This matches the way how Xﬁi,*n are
set.)
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*

Hybrid distribution G%(\) for1 <d* < D —1and p € [N]*
Generate the following:
e msk & FE.Setup(1*, pp) and parse msk = (sMSK, {dMSK; };¢(z]) and sMSK = (ky, k).

o Forevery! € [L], sample r; & Rand dMSK; & dIPE.Setup(1*, pp).
Generate CT; = (tCTy, {dCTf,n, dSK; . }a.n) as follows:

3 . dCT¢, & dIPE.Enc(dMSK;, X¢ )
tCT; & tIPE.Enc tMSK, (=rill0) %H#E { ’ $ 4HA}d<D’nE[N]
o||1)  ifl=¢ {dSKl,n & dIPE.KeyGen(dMSK;, X7, )} .
— = Jne

where the vectors {Xin}de[D]mE[N] are set as follows

Case 1: d > d*.
& d d d d d d
de,n = :u’l,nHyl,n :u’l,nHyl,n e ”l,n”yl,n 9
——— ~—
slot 1 slot 2 e slot d* slot > d*
Case2:d =d*
~d* .
0|‘Ul7p<d*—1||” ifn < pa-
~d* - .
f . N . . B i 10 ifn > pgs
X;i,n, = I'I’Ei,nHVEi,n e l"’?l,n”’}?l,n ped ~1¢|1|*n . . 1 9
—— —— 0 | v, if n = pg« andeD ~—
ol o if n = pg+ and in GO
slot 1 <o slotd*—1 slot d* slot > d*

Case 3: d < d*. (In this case X{,, = X{,, in hybrid H?.)

~d . .
0lv,_, jjn ifn<pg 0 ifn<pg
¢ d ~d - . .
Xéi,n = Au'l,nHVld,n U u'ld,nHyld,n Hipogi|n H 0 ifn> Pd 0 ifn> Pd
——— ——— = . .
0 || O if n = py 1 ifn=pq
slot 1 -o« slotd—1 slot d slot > d

e Forevery j € [L], generate SK; = (c;,tSK;) for coefficient vector c; with

tSK; & tIPE.KeyGen (tMSK, <M, cj> | = re <M, cj> + Az(p)) :

where S(p) is defined in Equation 15 and,

S .. 6i(p) inHY . <D <D
Al(p) = pr<p I P with §(p) = E cir(usy —vp

’ 2p<pdilp) in H, ’ I=p||n ’ ( o E,I>
n€[N]

Output {SK;, CTi},c

Figure 10: Hybrid G%()) for 1 <d* < D —land p € [N]?" for proving security of FE”Y
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Observe that when d* = 1 and p € [N], (S(p)); = w} s3,---sP forall I. By Fact 3, w} = s,
we have that S(p) = ®@s=P, the tensor product of {s%}.

Next, we prove each of the rules.

Proof of Rule 1: GY ~ Init. Since p = 1 has length 1, as observed above, S(p) = @s=<". Thus
the vectors {t;} encoded in {tSK;} in GY are identical to that in Init. Therefore, the only differ-
ence between these two hybrids are the vectors encrypted in ciphertexts {CT;}, which consists of
ciphertexts and secret keys of dIPE. In GY the following vectors are encrypted:

X ~ < d d
XL, = fil,llo H 0 vd>1, X§ o= ud |, H 0
slot 1 slot 1

In Init, the following vectors are encrypted
X4 = pud 0 0
l,n “’l,n
——
slot 1

By Fact 3, ﬁllm = ull,n. Thus, for every [ and every combination I, the inner product of vectors
(X},,-+,XP, ) in GY and that of vectors (X}, ,---,XP; ) in Init are identical. Thus, it follows
from the security of dIPE that G and Init are indistinguishable.

Proof of Rule 2: Gi. ~ Mid'. This rule follows syntactically the same proof for Rule 1.

Proof of Rule 3: Gng ~ Gg, for every p € [N]?%" with 1 < d* < D — 1. Fix one such p and d*.
Hybrids Gng and Gg differ in the values of {Xf{n} for d > d*, as well as the S vector from which

{t;} encoded in {tSK;} are derived form.

In Gng, the X vectors have values,
0 ~d* ‘f .
” Vl,p<d*_1\|n 1rn < pg- 0 ifn< Pd*
r * * * * * ~d* - . .
Xéi,n = uld,nHVEi,n Y H’?,n”’/;l,n l‘l’l,pgd*,lﬂn ” 0 ifn> Pdx 0 ifn> Pd*
0 H 0 ifn:pd* 1 ifn:pd*
vad+1 d*+1 d*+1 d*+1 d*+1 d*+1 d*+1 ~d*+1
Xl,n = My, ”Vl,n e p’l,n Hyl,n ul,n Hyl,n l‘l’l,p||n H 0 H 0
x¢, = w0 v, uialvi, ui, vl 0
slot 1 <o+ slotd*—1 slot d* slot > d*+1

where the last line is for d > d* + 1. In addition, S(p||1) is define as

VIe[N]”, letd— 1be thelength of the longest prefix that I shares with p||1

whHgd™+2 . gD fd—-1=d"+1

A Igsio ST
(S(pll1)r = { s TR
Wy 1150 ST fd—1<d +1.
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Note that the vectors X’s and S depend on different w elements. In particular, the N random
element {wZﬂZl}ne[N] appears in (S(p||1)); for every I that starts with p, as well as in vectors

{Xd*“}l,n, whose slot d* + 1 contains

{ <d*+1 H d*+1 ifd*+1<D

~di+l p\ln
ifd*+1=D

Lplln —
i |l T,

Moving to ég 1 We first show that it is indistinguishable to switch every appearance of the ran-

dom element w? || ! with the product wl "s2"+1 (the rest stays the same) — call the resulting distri-

bution Gle. More precisely, the vectors {denﬂ}l,n now becomes the following

&d* 41 1y, d*+1 A1y, 41 d¥ Ly, dA 4l ~dF dF L
XE = Pt T el T Bl 00
slot 1 .- slotd*—1 slot d* slot > d*+1
where the last slot contains value
~d* il _ ;IId;H |wd sg ™ ifd*+1<D
ot PIInHT’l DQ ! d“ ifd*+1=D

Correspondingly, in S(pl|1), for every I with prefix p, that is, I = p[|I>4-41, the I th element is
replaced with the corresponding element in S(p);,

Q d*+1 _d*+2 D
(S(p))r = wl sT 1 s> D

Note that by definition of S(x), S(p) and S(p||1) differ only at indexes that start with p. Therefore,
in G? oll17 the vectors t;’s encoded in tSK;’s are derived from S(p) as opposed to S(p||1).

Claim 2. Hybrids Goul( ) and G° ||1( ) are indistinguishable.

Proof. To show the claim, we consider yet another two hybrids, ol and L, ., which are identical

Pl
to GO||1( ) and GY Hl( ) respectively, except that for every [/, n, the vector Xd 1 is encoded in

dSK; , contained in CT;, whereas the vector Xl,n is encrypted in d(ZT;fnJrl in CTl. In short, the
vectors encrypted at coordinate d* + 1 are swapped with the vectors encoded at coordinate D.
Since swapping does not change the set of inner product outputs that can be computed from
{dSK; », dCTf{n}d< p.n for every [ (secret keys and ciphertexts with different / indexes cannot be
decrypted together since they are generated using independently sampled master secret keys), by
the security of dIPE, L° ol and G° o178 well as L° ol and égul are indistinguishable.

Thus, it remains to show that L° o1 and Lo o1 are indistinguishable. The only difference between
them is that in the former random element {wd H}n are used, whereas in the latter, {w Tsd Y,
are used. Recall that these elements only appear in the S and {Xflnﬂ}m vectors, encoded in

{tSK;}; and {dSK;,} respectively. By the fact that tIPE and dIPE are canonical, GSHI and égul
can be generated from the following distributions respectively,

o A0 i),
e A A,
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This is because, from the above encodings, one can generate the encodings of XZ ;1 in Gp with

knowledge of values of u’s, v’s, and r;, as well as encodings of S(p||1) or S(p) in Gp, with knowl-
edge of all the s and w elements that do not appear in the above distributions. From these encod-
ings, one can emulate every dSK;,, and tSK; with knowledge of dMSK; and tMSK;, and further
hybrids G, | or &

Finally, the indistinguishability of the above two distributions follow directly from the SXDH

assumption on group G'p, which concludes the indistinguishability of Gng and ég O

[

0
plll

above that these two hybrids depend on the same S(p) vector. Thus, their only difference lies in
the X vectors. In Gg, the value of these vectors are (the difference from that in G2||1 is underlined).

Moving to GY) It remains to show that GY,, is indistinguishable from G?, we have already argued

~d*

0l Vipcg_alln ifn < pa:
S d* d* d* Cl* d* "’d* .
Xin = mipllvi, 0wl Hip g o 110 7> pa- 0
~d* )
B, 110 if n = pgs
vad*+1 d*+1 d*+1 d*+1 d*+1 d*+1 d*+1
Xl,n - l’l’l,n Hyl,n T p’l,n Hyl,n l’l’l,n Hyl,n 9
Xi, = wl v, - i, uil v, 0
slot 1 «oo slotd*—1 slot d* slot > d*+1

Examine the different values of {Xfln} ford > d* in égnl and Gg, and the values of {X?n} for
d < d* that are the same in these two hybrids (as described in Case 3 of Figure 10). They satisfy
that for every combination I € [N]” and I, the inner product of {Xﬂ Jain CNJSHI and G is identical.
Therefore, by the function hiding of dIPE, these two hybrids are indistinguishable.

Proof of Rule 4: G;”F ~ G}, forevery p € [N]* with 1 < d* < D — 1. This rule follows
syntactically from the same proof for Rule 3.

Proof of Rule 5: Gg ~H pb, for every p € [N]P~! and every b. The proof of this rule is again very
similar to that of Rule 3 and 4. We here sketch the proof. The difference between G and H, lies in
the values of vectors {X?n} and {f(fn} for d = D — 1 and D, as well as in the values of S(p); and
S(p)r for these indexes I = p||n that start with p.

In hybrid H?, the vectors {f(lD -1 )Nill?n}n are set to the following.

,n

~D—1 .
0 ‘ Yip<p_alln if n < pp-1
$D-1 _  , D-1y,,D—1 D-1y,,D—1 ~D-1 .
Xl,n = M, ||Vl,n SR 7 ||1/l,n o pslin |0 ifn>pp_ 0
ofl0 ifn = pp_1
~D e 0
~ ] ||n,1> ifin H
D _ D |,,D D ||,,D D ||,,D P P
Xl,n - lJ’l,nHVl,n T lJ’l,nHVl,n p’l,n”’/l,n ~D [ 1
Vipn:1) ifinH,
slot 1 <o slotD -2 slot D — 1 slot D
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Moreover, for every index I = p||n,
(S(P))pln = Wi

It follows from the SXDH assumption w.r.t. group Gp that Hg is indistinguishable to flg, where
every random element {w/l?)l |n}” is replaced with {w[’? ~1sD},,. This changes the values of vectors

{ian} to the following

~D—-1.D . 770
XD _ DH D ... DH D DH D Fip Pin ’1> lmeP
lm l"’l,n Vl,n y’l,n Vl,n p’l,n Vl,n ~D—-1..D 1 ifi I“_jl
v, Vi, > itin H,

slotl -+ slotD—-2 slotD -1 slot D

Moreover, it changes the value of the S vector for every index I = p||n to

(g(p))p\ln = wpD_ISE

Since I = p||n are the only indexes where S(p) and S(p) differ, we have that fIg uses S(p).
It now remains to show that prb is indistinguishable to Gg. They both use vector S(p), and their

only difference is that GI; encodes the following vectors {Xll?n’l, Xan}n

~D—1 .
0 ‘ Vl7p<Df2H” ifn < pp-1
~D—1 .

oD-1 _ , D-1y,,D—1 D=1y, D=1 )Mo p om0 i >ppy

le - Hl,n ||Vl n e “l,n ||Vl,n piDDE‘lln . . 1 Q
0|l v ifn=pp-1andin G,
B0 if n = pp_1 and in G

& D D \|,,D D \|,,D D \|,,D
Xl,n = p‘l,nHVl,n e p‘l,nHVl,n p‘l,nHVlm Q
slot 1 «vv slotD -2 slot D —1 slot D

For all other coordinates d < D — 1, Xf{n = iﬁn in ﬁg. Observe that the inner products of all

combination of vectors X’s in ﬁg and X’s in GI; are identical. Thus, it follows from the security of
dIPE that these two hybrids are indistinguishable.

Proof of Rule 6: G, = GSH for every p € [N]¢ with 1 < d* < D — 1, such that, pg- # N.
Fix such a p and d*. Since pg» # N, p + 1 has form p_4«||(ps= + 1), where pg« + 1 is the letter
that follows immediately after pg+ in the alphabet [N]. In this case, vectors {X?{n}dJ,n are identical
the two hybrids. (See the argument for Rule 6 in proof of Lemma 11). Moreover, observe that by
definition in Equation 15, for p and p+1 that have the same length and differ only at the last letter,

S(p) = S(p+1). Therefore, G and G}, are identical. O
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