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Abstract. We present a functional encryption scheme based on standard assumptions where cipher-
texts are associated with a tuple of values (21, ...,2n) € Z;, secret keys are associated with a degree-two

polynomial, and the decryption of a ciphertext ct(,, ..., on)ELD with a secret key skpez,[x;,...,x,.],deg(P)<2

recovers P(x1,...,%n), where the ciphertext contains only O(n) group elements. Our scheme, which
achieves selective security based on pairings, also yields a new predicate encryption scheme that sup-
ports degree-two polynomial evaluation, generalizing both [24] and [9].

1 Introduction

Functional Encryption [10](in short: FE) is a general paradigm that allows to generate restricted
decryption keys, that let users learn specific functions of the encrypted data, and nothing else.
Namely, ciphertexts ct, are associated with an attribute x, secret keys sk are associated with a
function f, and the decryption of ct, with sk; allows to recover f(x), and nothing more. In par-
ticular, ct; does not leak its underlying attribute x. The scheme must be resistant to any collusion
of secret keys sk for different functions f: such group of secret keys should not learn anything
more than the information leaked by each key sky, individually. This security property makes FE
schemes both hard to build and extremely useful, provided the class of function they handle is
large. In fact, combining the results of [7, 4, 5] proves that an FE for sufficiently general functions!
gives a construction for the almighty Indistinguishability Obfuscation for circuits [19]. Perhaps un-
surprisingly given the versatility of these cryptographic notions, we do not know how to implement
them based on standard assumptions, let alone efficient. Instead, another approach consider specific
classes of functions, and give efficient constructions, based on standard assumptions. This is the
case of Predicate Encryption [24](in short: PE), where ciphertexts are associated with a plaintext
m and an attribute x, and secret keys are associated with a function f such that f(m,x) = m if
and only if P(x) = 1, where P is a boolean predicate (note that these are stronger that attribute-
based encryption [30, 23] since a ciphertext should not reveal its attribute x). More recently, [1, 3]
build simple functional encryption for the inner product functionality, namely, where ciphertexts
cty are associated with vectors x, secret keys are associated with vectors y of same dimension,
and the decryption of cty with sky recovers the inner product of x and y. To this date, boolean
predicates and inner product are the only functionalities that we know how to build from standard
assumptions.

Our contributions. We build the first FE scheme based on a standard assumption that supports
a functionality beyond inner product, or predicates. In our scheme, ciphertexts are associated with a
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set of values, and secret keys are associated with a degree-two polynomial. This way, the decryption
of a ciphertext oy, wn)EZ with a secret key skpez, (x,,...,x,].deg(P)<2 T€COVers P(x1,...,25,). The
ciphertext size is O(n) group elements, improving upon [1,3], which would require O(n?) group
elements, since they build an FE scheme for inner product. This implies new PE schemes that
satisfy a so-called attribute-hiding property, that is, ciphertexts are associated with a set of values
and a plaintext, secret keys are associated with a degree-two polynomial, and the decryption of
a ciphertext Cay,....wn)EZp with a secret key skpez,(x;,...,x,], deg(P)<2 Tecovers the plaintext if, and
only if, P(z1,...,x,) = 1. The attribute-hiding property refers to the fact that Ctay,....z0)€Zn leaks
no information on its attribute (xi,...,x,), beyond the inherent leakage of the boolean value
P(x1,...,7,) = 1. Again, this is done with ciphertexts of O(n) group elements, instead of O(n?)
when using [24], which build an Inner Product Encryption (where the predicate is defined by a
degree-one polynomial). Both our FE scheme and PE scheme are proved selectively secure under
the Matrix Diffie-Hellman assumption [18], which generalizes standard assumptions such as DLIN
or k-Lin for k£ > 1, and the 3-pddh assumption [9].

Comparison with prior works. Prior PE schemes based on standard assumptions exist for
Identity-Based Encryption [12,2,8,6,13,35] (in this context, the attribute-hiding property is re-
ferred to as anonymity of the IBE), Inner Product Encryption [24,28,26,29,14,16], and com-
parison [9,11,20], namely, when ciphertexts and secret keys are associated with values, and the
secret-key skyez, decrypts the ciphertext ctyez, if, and only if, y > x (here we only cite works that
are secure in the standard model, under static assumptions). IPE is the most expressive of these
three, since the other predicates can be efficiently reduced to IP. The PE we build is even more
expressive, since it allows to define predicate by degree-two polynomials. Note that there also exists
lattice-based attribute-hiding PE for all circuits [22], or PE for comparison with O(logn) group
elements per ciphertext [32,21]. However, these PE are attribute-hiding in a weaker sense. In fact,
in these so-called weakly attribute-hiding PE, ciphertexts can reveal their attribute if some secret
keys that decrypt them are known (see Remark 1 for more details on the difference between weakly
and fully attribute-hiding PE).

Technical overview. The difficulty is to have ciphertexts ct(;, . .,) of O(n) group elements,
that must hide their attribute (z1,...,2,) € Zy,, but still contain enough informations to recover
the n? values z; - xj for i,j € [n]. To ensure the attribute is hidden, the ciphertext will contain
an encryption of each value z;. Since we want to multiply together these encryptions to compute
products z; - x;, and since these encryption are composed of group elements, we require a pairing
e : G; x Go = Gp, where Gy, Ga, and G are additively written, prime-order groups. Namely,
decryption pairs encrypted values in G; with encrypted values in Go. For this reason, it makes
sense to re-write the function as: X' 1= Zj x Z*, K := Z;™, and for all (x,y) € X, a € K,

F((x,y),0)= > iz
1€[n],j€[m]

Private-key, single-ciphertext secure FE. Our starting point is a private-key FE for the boolean
function defined for (x,y) € X and o € Y by F((x,y), @) = 0 (that is, decryption only gets to know
whether F'((x,y), @) is 0 or not, but not the exact value), that is only secure for a single-ciphertext:

Ctx7y = {[AI‘Z + bei]l}ie[n}, {[BSj + alyj]g}je[m] and Ska = [Z aiJI‘;ATBSj]T,
1,3



where we rely on implicit representation notation [18] for group elements : for a fixed generator
P, of G4 and for a matrix A € ZZXt, we define [A]s := AP; € G ! where multiplication is
done component-wise, with s € {1,2,T}. Here (A|bt) and (B|a’) are bases of ZE™ such that
ATat = B'bt = 0, a la [15]. The vectors [Ar;]; and [Bsj]s for i € [n],j € [m], at and bt are
part of a master secret key, used to (deterministically) generate ctyy and sk,. Correctness follows
from the orthogonal property: decryption computes Z” aije([Ar; + btz;]T, [Bs; + aty;]) =
sko + (at) bt - [F((x,y), a)]r which is equal to sk, if, and only if, F((x,y),a) = 0. Security relies
on the Di-mddh Assumption [18], which stipulates that given [A]; drawn from a matrix distribution
Dy over ZFT*k

k D )

[Ar]; ~. [Ar + bt]; and [Bs]; ~. [Bs + al];,

where r,s < Z';. This allows to change ctyoyo into cty but creates an extra term

o
[ZZ j amxlly]l. > j ai7jx?y? in the secret keys sk,. We conclude the proof using the fact that
) ; T

for all a queried to KeyGen, F((x°,y°),a) = F((x!,y!), a), as required by the security definition
for FE (see Section 2.4 for the definition of FE), which cancels out the extra term in all secret keys.
Going from one to many challenge ciphertexts poses three problems.

1. There are mix and match attacks, where some part of a challenge ciphertext is used with a
part of another ciphertext to break the scheme. For instance in the case n = m = 1, pairing
the part [Ar; + b2y of ciphertext Ctyo 0 With the part [Bs; + aty']; of ciphertext Cty1 g1,
together with the secret key sk, := [r] ATBs;|7 for a = 1, yields the value [z° - y!']7 where only
the values [2° - °]7 and [z! - y']7 should leak.

2. Generating [Ar; + blxg |1 for a fixed i € [n] but different j requires to know at, which prevent
using MDDH on [A];. The same problem holds relative to [B]s and b. In fact, this is even
more stringent in the public-key setting, since [a']y and [b"]; needs to be part of the public
key.

3. In the public-key setting, the secret keys sk, for all a are computable efficiently from the public
key that contains the vectors [Ar;]i, [Bs;]a.

To solve 1., we randomize the encryption by randomizing the bases (A|bt) and (Bl|a') into
W-1(A|bl) and WT(B|at) for W < GLj,1 a random invertible matrix. This ”glues” the com-
ponents of a ciphertext that are in Gy to those that are in Go.

To solve 2., we add an extra dimension, namely, we draw [A]; and [B]s from matrix distributions
over Zj(ng)Xk, and we use bases (A|b'|c) and (B|a'|d) where ¢ and d will be used for correctness,
while (A|b+) and (B|a') will be used for security (using the MDDH assumption). For correctness
to hold, we require that c is orthogonal to (Bla'), and d to (A|b'). Note that this is different from
the previous scheme, where the vectors a® and b* were used both for security and correctness.
Here, knowing the vectors ¢ and d, as required by correctness, a priori is not incompatible with
the MDDH assumption on [A]; and [B]s.

Finally, to solve 3., we generate secret keys in Gy instead of Gp, namely sk, =
[>2;; @ijr; A'Bs;j]o. We also randomize the ciphertexts, which contain [Ar; - 7]1 and [Bs; - o]s,
where 7,0 <y Z, are the same for all ¢ € [n], and j € [m], but fresh for each ciphertext. The
ciphertexts also contain [y - o];, for correctness. This way, decryption gets [F((x,y), a)]r + [yo -
>_ij @it ATBs;lr, where the second term of the sum is e([yo]1,ska). Including this “quadratic
information” [y - o], inside the ciphertexts is similar to the techniques used originally in [9], and in
follow up [11, 20]. The similarity with these schemes ends here: we need significantly new techniques



to achieve general quadratic functions (they focus on a particular case of quadratic function). A
more detailed comparison between our work and these papers is provided in the Discussion para-
graph.

Combining the solutions to 1., 2., and 3., we obtain:

ey {[(AZW)TW_IL}Z, | {{W (Bsyj.j.(;)L}jdm],h.ah

€[n]

where W <— GlLj42 and 7,0 < Z, are freshly picked for each ciphertext, and

Ska = [Z a/L'JI'IATBSj]Q.

1,J

Then, to get back the value F'((x,y), ) in Z, (and not only the boolean F((x,y),a) = 0), we
need to solve discrete log in G, for instance using a look-up table when the output of F' is small,
as done in previous FE such as [1, 3].

Finally, to use asymmetric pairings, we secret share the secret keys skyin two group elements,
one in Gp, and the other in Gg, such that either [ATB]; or [ATB]s is needed to simulate sk, at
some point in the security proof, but never both. This allows to use mddh alternatively in G or

Ga.

Discussion. The scheme described above is identically distributed than

o ([ v} ABCOL e

i€[n]
-
Ska = [ E Oéi,jri Sj]Q,
/[:7j

which is like the Dual Pairing Vector Space constructions, originally introduced in [27], and later
used in [28,25,16] in the context of attribute-based encryption, and in [17,33] in the context of
FE for inner product, with the crucial difference the all these previous construction do not include
quadratic terms of the form [r]s;]o. The technical difficulty is to achieve security even when these
terms are leaked in the secret keys. More specifically, these previous approaches use a security
paradigm called Dual System Encryption, introduced by [34], where the security proof uses a
hybrid argument over all secret keys, leaving the distribution of the public key identical. This is
different from our proof, which changes the distribution of the public and secret keys, and whose
security loss does not depend on the number of queried secret keys.

Finally, our approach differs from [9] and follow-up works [11,20] in that these previous works
focus an a particular case of quadratic function, namely, the predicate comparison (see Section 4),
for which it is enough to consider vectors of the form: [Ar; + z;b"]1, [Bs; + yjaJ-]g, where z; and
y; are either 0, either some random value (fixed at setup time, and identical for all ciphertexts
and secret keys), or the vectors are just some “trash” random vector, i.e that do not contain any
useful information. With this construction, the problem 2. pointed out previously does not arise.
We introduce new techniques to solve problem 2., thereby generalizing the aforementioned works
to any quadratic functions.



Road map. We first give the necessary notations and preliminaries in Section 2. Then, following the
technical overview, we first give a private-key functional encryption scheme that is only secure when
there is one challenge ciphertext in Section 3.1, and we give our public-key functional encryption
in Section 3.2. In Section 4, we show how this gives new PE that support degree-two polynomial
evaluation, and other interesting predicates, such as comparison.

2 Preliminaries

2.1 Notations

We denote by s < S the fact that s is picked uniformly at random from a finite set S. By PPT, we
denote a probabilistic polynomial-time algorithm. Throughout this paper, we use 1 as the security
parameter. We use - to denote multiplication as well as component-wise multiplication. We denote
by A the security parameter, and by negl(-) any negligible function of .

2.2 Pairing groups

Let GGen be a probabilistic polynomial time (PPT) algorithm that on input the security parameter
1*, returns a description PG = (p,G1,Ga, Py, Py, Gp,e) of pairing groups where G1, Gy, G are
cyclic group of order p for a A-bit prime p, P;, P» are generators of G1, Go, respectively, and e :
G1 X Gy — Gr is an efficiently computable (non-degenerate) bilinear map. Define Pp := e(Py, P),
which is a generator of Gz. We use implicit representation of group elements: for a € Z,, define
[a]s = aPs € Gy as the implicit representation of a in Gg, for s € {1,2,T'}. Given [a]; and [b]2, one
can efficiently compute [ab]r using the pairing e. For two matrices A, B with matching dimensions
define e([A];, [B]2) := [AB]y.

2.3 Complexity assumptions

We recall the definitions of the Matrix Decision Diffie-Hellman (mddh) Assumption [18].

Definition 1 (Matrix Distribution). Let k € N. We call Dy, a matriz distribution if it outputs

matrices in Z,(;,kH)Xk of full rank k, and satisfying the following basis property, in polynomial time:

Property 1 (Basis property).

Pr[(A|bh) and (Blat) are full rank] =1 — o)

where A, B < Dy, at, bt < Z’;“ such that ATat = B"bt = 0.

Without loss of generality, we assume the first k& rows of A < Dj, form an invertible matrix. Note
that the basis property is not explicit in [18], but, as noted in [15, Lemma 1 (basis lemma)], all
examples of matrix distribution presented in [18, Section 3.4], namely Uy, L, SCi, Cr and ZLy,
satisfy this property.

The Dy-Matrix Diffie-Hellman problem in G, for s € {1,2,T} is to distinguish the two distri-
butions ([Als, [Aw],) and ([Al, [u]s) where A < Dy, W 4 ZF and u < ZFT1.



Definition 2 (Di-Matrix Diffie-Hellman Assumption Dy-mddh). Let Dy, be a matriz distri-
bution. We say that the Dy-Matriz Diffie-Hellman (Di-mddh) Assumption holds relative to GGen
in Gg, for s € {1,2,T}, if for all PPT adversaries A,

Advgimi(\) = | Pr[A(PG, [Al,, [Aw],) = 1] — Pr[A(PG, [Al,, [u],) = 1]| = negl(}),
where the probability is taken over PG < GGen(1Y), A ¢+ Dy, W < Z’;, u g Z’g“.

For each k > 1, [18] specifies distributions (Uy, Ly, SCk, Cx and ZLy,) over ZI(,kH)Xk such that the
corresponding Di-mddh assumptions are generically secure in bilinear groups and form a hierarchy
of increasingly weaker assumptions. L;-mddh is the well known k-Linear Assumption k-Lin with
1-Lin = DDH.

We also recall the definition of 3-party Decision Diffie-Hellman (3-pddh) Assumption introduced
in [9]. We give a variant in the asymmetric-pairing setting.

Definition 3 (3-party Decision Diffie-Hellman Assumption 3-pddh). We say that the 3-

party Decision Diffie-Hellman Assumption (3-pddh) Assumption holds relative to GGen if for all
PPT adversaries A,

AAvERIN(N) = | PLA(PG, [a]1, [bl, [cl1. [cla, [abelt) = 1]-PrlA(PG, [al1, [bl2, [c]1, [c]2, [d]1) = 1]| = negl(\),

where the probability is taken over PG <y GGen(1*), a,b, ¢, d L.

2.4 Functional Encryption

A functional encryption scheme for a function F' : K x X — ) consists of four algorithms
(Setup, Enc, KeyGen, Dec):

Setup(1*, X,KC, ) — (pk, msk, ek). The setup algorithm gets as input the security parameter X,
the key space KC, the plaintext space X, the output space ), and outputs the public key pk, the
master key msk and the encryption key ek. In a private-key scheme, ek := msk, whereas ek := ()
in a public-key scheme.

Enc(pk, ek, ) — ct,. The encryption algorithm gets as input the public key pk, the encryption key
ek, and a plaintext x € X. It outputs a ciphertext ct,.

KeyGen(pk, msk, k) — ski. The key generation algorithm gets as input msk and a key k € K. It
outputs a secret key ski. Note that k is public given sky.

Dec(pk, skg, ctz) — y. The decryption algorithm gets as input sk and ct,. It outputs y € ).

Correctness. We require that for all (k,z) € £ x X,
Pr[Dec(pk, ski, Enc(pk, ek, z)) = F(k,z)] = 1,

where the probability is taken over (pk, msk,ek) <« Setup(1*, X, K, D), sk < KeyGen(pk, msk, k),
and the coins of Enc.



Security definition. For a stateful adversary 4 and a functional encryption scheme FE, we define
the advantage function

st < ASetuPO(); L
AdvEE(N) :==Pr [b=1': o = AKCnO0(st) | 2

where SetupO, on input (m(o) e X,z ¢ X), computes (pk, msk,ek) < Setup(1*, X, K), picks
b < {0,1}, and returns (pk, Enc(ek, pk, z(*)); KeyGenO, on input k € K, returns KeyGen(msk, k);
with the requirement that SetupO is called only once at the beginning of the game, and that all
queries k € K that A makes to KeyGenO() satisfy F(k,z(?)) = F(k,z(1)). FE is said to be selectively
secure, if for all PPT adversaries A, the advantage AdeE()\) is a negligible function in A. Note that
in the private-key setting, this corresponds to single-ciphertext security, since the adversary only
gets to see one challenge ciphertext (and contrary to the public-key setting, it cannot generate
ciphertext by itself without ek).

2.5 Predicate Encryption

An predicate encryption (PE) scheme for a predicate P : X x) — {0, 1} consists of four algorithms
(Setup, Enc, KeyGen, Dec):

Setup(1*, X', Y, M) — (pk, msk). The setup algorithm gets as input the security parameter X, the
attribute universe X', the predicate universe ), the message space M and outputs the public
parameter pk, and the master key msk.

Enc(pk, z, M) — ct,. The encryption algorithm gets as input pk, an attribute x € X and a message
M € M. It outputs a ciphertext ct;. Note that z is public given ct,.

KeyGen(pk, msk, y) — sk,. The key generation algorithm gets as input msk and a value y € ). It
outputs a secret key sk,. Note that y is public given sk,.

Dec(pk, sky, ct;) — M. The decryption algorithm gets as input sk, and ct, such that P(z,y) = 1.
It outputs a message M.

Correctness. We require that for all (z,y) € X x ) such that P(z,y) =1 and all M € M,
Pr[Dec(pk, sky, Enc(pk,z, M)) = M] =1,

where the probability is taken over (pk, msk) < Setup(1*, X', Y, M), sk, < KeyGen(pk, msk, ), and
the coins of Enc.

Security definition. For a stateful adversary A, we define the advantage function

st «— Asetupo('7'7'v'); 1

AdVPE(N) :=Pr [b=1V: b < AKeyGenO()(st) | — 2

where SetupO, on input (J:(O) e X,z € X, My € M,M; € M), computes (pk,msk) <«
Setup(1*, X, Y, M), picks b < {0,1}, and returns (pk, Enc(pk,z®), M}); KeyGenO, on input y,
returns KeyGen(msk, y); with the requirement that SetupO is called only once at the beginning
of the game, and that all queries y that A makes to KeyGenQ(-) satisfies P(z(?),y) = P(z(), y).
Moreover, if P(az(o), y) = 1, for the queries y to KeyGenO, then My = M;. A PE scheme is selectively
secure, fully attribute hiding, if for all PPT adversaries A, the advantage AdviE()\) is a negligible
function in A.



Remark 1 (Fully vs weakly attribute hiding). The fully attribute hiding property refers to the fact
that an adversary cannot distinguish a ciphertext for attribute 0 from a ciphertext for (1), as
long as it only queries keys sk, where P(z(©,y) = P(z()),y). This is stronger that a so-called
weakly attribute hiding property, which requires that the adversary only queries keys sk, where
P(z(,y) = P(zM,y) = 0.

3 Functional Encryption for Quadratic Functions

In this section we give a functional encryption scheme for quadratic functions, that is, for n € N,
PG = (p,G1,Gy, P, Py,Gr,e) < GGen(1}), X C Zy x Ly, K C Zy™, Y = F(X,K) C Gr, and
for all (x,y) € X, a € K:

F((x,y),0) = Z aijriyj| € Gr
i€[n),j€[m] T

Remark 2 (Y = Zp). Note that we can build a scheme for any X C Z; x Z;' K C Zy™, Y =
F(X,K) C Zj, where for all (x,y) € X, a € K:
F((x,y),e)= > aizmy; modp,
i€ln],j€m]
as long as |Y| is polynomial in the security parameter, using a look-up table to recover

> _icln],jefm] “i,j%iy; mod p from [Zie[n},je[m] Oéi,jfﬂi?/j}f

Following the technical overview of Section 1, we first give in Section 3.1 a private-key functional
encryption scheme that is only single-ciphertext secure, for the boolean function which for all
(x,y) € X, a € K, returns the boolean value:

F((x,y),a) = [0]r,

where F' is defined above. In Section 3.2, we build up from the latter a public-key functional
encryption for F'.

3.1 Private-key, Single-ciphertext secure FE

In Figure 3.1, we present a family of private-key, single-ciphertext secure functional encryption
schemes for quadratic functions, parametrized by an integer k£ > 1 and a matrix distribution Dy
(see Definition 1). That is, for each k € N, and each matrix distribution Dy, the scheme FEqne(k, Di)
presented in Figure 3.1 is single-ciphertext, selectively secure under the Di-mddh assumption, on
asymmetric pairings.

Theorem 1 (Correctness). For any k € N* and any matriz distribution Dy, the functional
encryption scheme FEone(k, Dy) defined in Figure 3.1 has perfect correctness.

Proof of Theorem 1. Correctness follows from the fact that for all i € [n],j € [m],

e(Cy, Cj) = [r] A"Bs; + (a*) bray;]r,



Setup(1*, X, KC, ¥, 1%, Dy.): Enc(pk, msk, (x,y) € Zy X Zy'):

PG <+ GGen(1*), A,B < Dy; at,bt Z’;H s.t.|For i € [n]: C; := [Ari +bei]l,

ATat =B'bt =0 ; .= [Bss +aty,
For j € [m]: Cj := [Bs; +a y]]2,

For i € [n],j € [m], rs,s; < ZE. =~ n(k+1) m(k+1)
Return pk7:= PG and ' Return ct(x,y) 1= {Ci, Cj}tiem), je(m) € Gy X Gy

msk := (A, aJ-7 B, bJ-’ {ri, Sj}ie[n],je[m])

Dec(pk, ct(x,y) Ska )

KeyGen(msk, a € ZI"™): Return the boolean: 3=, 1 cr, iy - e(Ci,C5) =
K = [ cpnyeim @iai ATBs; |1 — [uly, K = [u]a, where| U [12) + e([lls, K.
U Zyp

Return skq := (K, IA() € Gy x Go

Fig. 1. FEone(k, D), a family of private-key, functional encryption schemes parametrized by & € N* and a matrix
distribution Dy, single-ciphertext, selectively secure under the Di-mddh assumption on asymmetric pairings.

since ATal = B'b' = 0. Therefore, the decryption gets

) @it ATBs; + (at) bt >y jmiyslr = e(K, (1) — e([1]1, K) + (") bt - Y aijaiy;lr.

i,j 1,3 i,J
The basis property (Property 1 in Definition 1) implies that (at) b+ # 0, which allows to check if
Z’i7j Qi §T3Y5 is 0. O

Theorem 2 (Security). For any k € N* and any matriz distribution Dy, if the Di-mddh as-
sumptions hold in PG, then the functional encryption scheme FEgne(k,Dy) defined in Figure 3.1 is
selectively secure, in a single-ciphertext setting (see the security definition in Section 2.4). Namely,
for any adversary A, there exists adversaries B such that T(B) ~ T(A) and

AdvEEne(A) < 3+ Advgk M (M) 42790,

Proof of Theorem 2. We prove the security of FEqne(k, Di) via a series of games described in Figure 2
and we use Adv; to denote the advantage of A in game G;. G corresponds to the game for selective
security of the functional encryption scheme, in the private-key, single-ciphertext setting, as defined
in Section 2.4.

Lemma 1 (Go to Gi). There exists an adversary By such that T(By) ~ T(A) and
|Advo — Advy| < 2- Advgg;:jgih( A) 4+ 2720,

Proof of Lemma 1. Here, we use the mddh assumption on [A]; to change the distribution of the
challenge ciphertext, after arguing that one can simulate the game without knowing a* or [A]s.
First, we use the fact that for any vector a’ orthogonal to A, we have :

D airjATBs; =Y o j(Ar + 2"bt )" (Bs; + yj(b)aL ) 1> a; ;7" (b1 (Bs; + y](-b)aL) :
0, 0,

i7j

Then, we switch {Bs; + y](-b)aL}je[m] to {Bs; + y§b)z}j€[m], where z < Z’;H. This allows to
simulate SetupO and KeyGenO without knowing a’. This is justified by the fact that {si}ieim



r— -1

SetupO(( ©) (0>) (x (1) y(l))). Go, le‘LGQj
PG < GGen(17); A B<—RDk,b<—R{O 1};at, bt < ZF st. ATat =B'bt =0
For i € [n],j € [m ]:rz<—RZp,SJ Ly

C; = [AI‘7 + 17(-b)bL]17 Ci = [AI‘J
=

o~ r/\
Cj = [Bs; + yz(b) L] 2; ! CJ = [BSJ']%‘

Return ctx,y) 1= {C4, C i Yielnl,jelml
KeyGenO(a € Zp'™):

R i by o s R o= [, sl A7Bs e = ol =) ()T [ osel

Return sk, = (K, K)

Fig. 2. Games Go, G1, G2 for the proof of selective security of FEone(k, D) in Figure 3.1. In each procedure, the
components inside a solid (dotted, gray) frame are only present in the games marked by a solid (dotted, gray) frame.

and {s; + yj(»b)s}je[m] are identically distributed for s g Zk, so we can write Bs; + y](-b)al as
Bs; + y]( )(Bs +al); then, we use the fact that a* is identically distributed as sa, where 5 < Z,

and al < ZEt! such that ATal = 0; then, we use the fact that (B\ai) is a basis of Zit! with
probability 1 — 2= over the choices of B and al (by the basis property in Definition 1). Finally,
we use the fact that when (B|aJ-) is a basis of Z]““Jr1 the distribution of (Bs + saJ-) is 1/p-close to
the distribution of z +— Z’;H.

Moreover, KeyGenO( ) is simulated by computing K := [u]y < Go, and K := [ (Ar; +
a:l(.b)bL) (Bs; + y] ) Do ozwa: (bl) (st + y](-b) )1 — [u]1, which does not require to know
[A]2. Then, we switch {r;};c[, to {r; + z; )r}ie[n}, where r < Z%, which does not change the

distribution of the game. So we have, for all i € [n], C; := [Ar; —i—x(b) (Ar+4bh)];. At this point, the
game can be simulated knowing [A];, [Ar];, and other information completely independent from
the latter.

Therefore, we can use the mddh assumption with respect to [A]; to argue that:

([A]r, [Ar]1) ~c ([A]1, [ulh) = ([A]i, [us = [bM]) = ([A]1, [Ar] — [b]),
where r < Zl; and u g Z’;H, ~. denotes computational indistinguishability, and = denotes
statistical equality. This means for all i € [n], C; := [Ar; + (L’Z(b)AI']l.
Switching back {ri—l—x(b)r}ze[n] to {ri}icin), and {Bs; +y;(b)z}ec[m) back to {Bs; +y](.b)aj-}je[m}
we obtain C; := [Ar;], C] = [Bs; + y( )at ]2, K= [u]2 < G2, and

Zaw (Ar,)" (Bs; + 3" Z%w L (Bs; +y"ab )i — [uly
= Zai’j AI‘Z) BS]' — (bJ— TaL Zai7j$i y]( )]1 - [u]la
i,j i,J

which is as in the game Gj. g

10



Lemma 2 (G; to Gg). There exists an adversary By such that T(B1) ~ T(A) and
|Advy — Advs| < Advgsmoh(A) + 2790,

Proof of Lemma 2. Here, we use the mddh assumption on [B]s to change the distribution of the

challenge ciphertext, after arguing that one can simulate the game without knowing b or [B];.
First, note that the vector b only shows up in the value (b*)"a' used by KeyGenO. Therefore,

the adversary B; simulates KeyGenO by picking a uniformly random value (b*)Tat < Z,. In

particular, it does not need to know b+ explicitly.

Then, By computes secret keys K := [u]; <y Gy, and K := [>i 6T AT(Bs; + y](b)aL)]g —
[u]s — (bt)Tat - > aiyja:l(»b)y(-b)]g, which is distributed as in Gy, since ATa®+ = 0.

Then, we argue that [Bs; + y](-b)aL]
exactly as in the proof of Lemma 1.

Then, we use the mddh with respect to [B]2 to argue that:

9 is statistically close to [Bs; + yj(b)z]g, where z ¢+ ZF, as

p7

([Bl2; [2]2) = ([Bl2, [Bs]2),

where s < Z’; and z < Z’;“, and =, denotes computational indistinguishability. For all j € [m],
—— b - b

we obtain Cj := [Bs; + yj( )Bs]g and K = [}, a;;r;A"(Bs; + yj( )Bs)]g — [u]z — (bH)Tat .

> ai,jxl(b)yj(-b)]g, which is identically distributed as Ga, using the fact that {s;} e[, is identically

distributed than {s; + yj(-b)s}je[m}, when s;,s <5 Z’;.

O

Lemma 3 (Gz). Advy = 0.

Proof of Lemma 3. By definition of the security game, for all a queried to KeyGenO, we have:

Zi, j aivjaﬁgb)y(b) = Z” ai,jxgo)yj(»o). Therefore, the view of the adversary in Gg is completely inde-

pendent from the random bit b < {0,1}. O

Combining Lemma 1, 2, and 3 gives Theorem 2. O

3.2 Public-key FE

In Figure 3, we present a family of public-key functional encryption schemes for quadratic functions,
parametrized by an integer k£ > 1 and a matrix distribution Dy, (see Definition 1). That is, for each
k € N, and each matrix distribution Dy, the scheme FE(k, Dy) presented in Figure 3.2 is selectively
secure under the Di-mddh and the 3-pddh assumptions, on asymmetric pairings.

Theorem 3 (Correctness). For any k € N* and any matriz distribution Dy, the functional
encryption scheme FE(k,Dy) defined in Figure 3.2 has perfect correctness.

Proof of Theorem 3. Correctness follows from the facts that for all i € [n], j € [m]:

e(Cai—1,Caj_1) = [yrh; 1 AT Bsyj_1 + zyj]r and e(Cay, Caj) = [yrh; AT Bsaj] 7.

11



Setup(1*, X, KC, ¥, 1%, Dy.):

PG+ GGen(1*), A, B < Dy;
For i € [2n],j € [2m], ri,8; <= Z}.

Return pk := {[IIAT}L [sth}

: and msk := (A7B»{rivsj}ie[%],jepm])

i€[2n],j€[2m
KeyGen(msk, o € Zy'™):

K = [ e nyeim) @i (r2i-1 ATBszj—1 — 3 A"Bsa;) |1 — [u]1 € Gu; K := [u]2 € Ga, where u < Zp.
Return skq := (K, I?) € Gy x Go

Enc(pk, (x,y) € Zj x Z3):
W ¢y Glitz, 7 < Zp; Co := [7]1; Co :=[y]2; for 1 < i <n,1<j <m:

A2 1\ e .
Coi_q = |:<ry r_2 1) W, Cyi= ['Y(Ar%)T]p Coj_1 = {W(

Tq
1

Bsa;_1
Yj

)L Caj = [Bsay),

Return ct(x,y) := ({Ci7 @}0§i§2n,0§j§2m) c Grlz(2k+3)+1 % G;n(zk+3)+1

Dec(pk, ct(x,y), Ska):
Return Zie[n],je[m] ai,j (6(021‘71, 62j71) =+ 6(021‘, 623')) — e(C(), I?) — e(K, 60)

Fig. 3. FE(k, D), a family of functional encryption schemes parametrized by k € N* and a matrix distribution Dy,
selectively secure under the Di-mddh and 3-pddh assumptions.

Therefore, the decryption gets

[ Z aiJﬁ/(I‘;iilATBSQj_l + I'giATBSQj)]T + [ Z ai7jxiyj]T — G(Co, I?) — B(K, 60)
i€[n],j€[m] i€[n],j€[m]

=[ > iyl

i€[n],j€[m]
O
Theorem 4 (Security). For any k € N* and any matriz distribution Dy, if the Di-mddh and

the 3-pddh assumptions hold in G, then the functional encryption scheme FE(k,Dy) defined in

Figure 3.2 is selectively secure. Namely, for any adversary A, there exists adversaries B and B’
such that T(B') ~ T(B) ~ T(A) and

AVEE(N) <12 Advgem ™ (M) + 2 - AdvE e, (A) + 2720,

Proof of Theorem 4. We prove the security of FE(k, D) via a series of games described in Figure 3.2
and we use Adv; to denote the advantage of A in game G;. G corresponds to the game for selective
security of the functional encryption scheme, as defined in Section 2.4

Lemma 4 (Go to Gi). There exists an adversary By such that T(B) ~ T(A) and
|Adv — Advi| < 6 Advgsmiin(X) + 2790,

Proof of Lemma 4. Using the selective, single-ciphertext security of the underlying private-key
scheme (which is exactly the scheme in Figure 3.1), we can switch: {[Ar;]1, [Bs;l2}icion) jef2m]}

12



=
SetupO ((x?, y @), (xV,y™M)): Go |, | G1 , G2 ,G3,Ga |, G5
L

,,,,, 4

PG 1 GGen(1); A, B ¢y Di; b4 {0,1}; ’ai,bL wZ¥ st ATat = B'bt = 0\

For i € [2n],j € [2m]: vi ¢ ZL, 8; ¢+ ZF

pk = {|:Ar2i71 + xib)bL ) |:Ar2i + 9[31(-0)10L ) {B52j71 + ?J]('b)aL , [BSZj + Z/J(-O)aL }
1 1 2 27 i€[n],j€[m]
r---=-- il
W <= Glit2, 7 <r Zp; v R ij Co = [7]1; Co == []2
77777 r-——-—-- T
Oyl |l e N, .
YAry 1+ |vyz; b |+ vz, b r E
Coiz1 = ’ - LoD ] W G = |:<7Ar2i n ’yazgo)bL 4! vxgo)bl :) :| :
0+ o il AR

Bsyj—1 + y;—b)bl

Coj—1:=

; azj = |:B52]' + y](p)bL ;

2
Return (pk, ct(x,y) = {Ci, Cj }o<i<2n,0<j<zm)

KeyGenO(a € Z;™):
K=Y icin] jeim) Y (rhi—1ATBsgj 1 + 13 A Bsy;)]1 — [u]1 € Gi; K := [u]2 € Ga, where u < Z.
Return skq := (K, I?) € Gy X Go

Fig.4. Games G;, i = 0,...,5 for the proof of selective security of FE(k,Dy) in Figure 3.2. In each procedure, the
components inside a solid (dotted, light gray, gray) frame are only present in the games marked by a solid (dotted,
light gray, gray) frame.

to {[Arz-1 + xﬁb)bih, [Ary; + x§°)bi]1, [Bsgj—1 + yj('b)aL]z, [Bsg; + y](‘O)aL]2}i€[n],j€[m}}a since
(©), (0)

b) (b . .
Zie[n],je[m] ai7jazg )y](-) — Zie[n],je[m] aijx;y; = 0, by definition of the security game. Thus,
by Theorem 2 (security of the single-ciphertext secure scheme), we obtain the lemma. 0O

Lemma 5 (Gy to Gg). There exists an adversary By such that T(B1) ~ T(A) and
Advy — Adva| < Adveiegh (A) +2790

Here, we change the distribution of the challenge ciphertexts, first using the 3-pddh assumption.
Proof of Lemma 5. Upon receiving a 3-pddh challenge (PG, [a]1, [b]2, [c]1, [c]2, [2]1) (see Definition 3),
B, simulates SetupO((x(?),y©), (x(M) y (1)) by picking A, B <y Dy; b < {0,1}; bt Z’;“ s.t.
B bt = 0; alt Z’;“ st. ATat =0, (5L)TBL =1, and setting:

[at]y := [b-at)y, [bt]1 :=[a-b']; and v :=c.

Then, for i € [2n],j € [2m], By picks r; < Z’;, Sj R Z’; and computes

pk := { [Arzi—l - wgb)bL} P’ [Ar% T ”«’z(*o)bl} P [BS?H + yj(.b)aJ‘} >’ [BS?J' * yﬂ('mal] 2}ie[n] jelm)’

It picks N4 g GlLi4+2 and implicitly sets

— (Blat]0)
wow (Ba)

13



Here we use the fact that (B|at) is full rank with probability 1 — 2~ over the choices of B and

at (see Definition 1). Then, for i € [n],5 € [m], it computes
A'B
yrai1\ 0 bLOT’VL 8 - Yro; A'B0j0\
CQZ'_l = z - a:gb) u,i/ va1 and CQZ‘ = Z - xEO) 0 1 0 Wil
() =1 0 |01
i 0 0 |1 . 0 1
5251 S2;
o~ — b o~ o~
Cyj—1:= |W ij ; and Cy; := |W yj(p)
b
Yj 2 0 2

Finally, B; computes Cg := [c]1, Cp := [c]2, and simulates KeyGenO as in Go (sec Figure 3.2).
Note that when [z]; is a real 3-pddh challenge, i.e [z]; = [abc]i, then B; simulates Gi; whereas it

simulates Gy when [z]; := [v]1 <= G1. This proves |[Adv; — Advsy| < Adv?&ggf’gl()\) +2720, o

Lemma 6 (G to G3). |[Advy — Advs| < 2720,

Here, we change the distribution of the challenge ciphertexts, using a statistical argument.
Proof of Lemma 6. We use the facts that:

— the distributions of v <y Z,, and v <y Z, such that v 4+ v # 0, have statistical distance 1/p,
for any v € Z,.

Idkxk 0/ 0 |dk><k 010 L -1
W T Bla—|0 —~
—~ W ¢ Glpio and W - 0 177 |- 0 [1[0]- o 1) where W <5 GLjo
0 |05 0 |-1[1

and v <y Zp,v +y # 0, are statistically 27?M-close, since (Bla’) forms a basis of Z’;H with
probability 1 — 27() over the choice of B and at.

Therefore, we can change the distribution of C; and 6j, for all i € [n],j € [m], as follows:

[ Idixk[0] 0 ldexr| 0 [0\ (5251
Coi=|W-[ 01z |0 1|+
I 0 0% 0 =11/ \ " /|,
[ Idj k|0 O S2j-1
=W | 0 [ || "
i 0 |07 0 /],
- o\
— W[y
L 0 42
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and

i — -1
Yroi-1 " /A™BJ00 Idgscx] 010\ 71 [ 1drxi|0] O N
Coici= | | (w+7) -2 o 1o [0 [1T]0 0 1| W
b —T1
Y 0 |ofT 0 |-11 0 [0 % 1
- 1
Yro;i—1 ' ATB|0|0 Idi«x|0] O -
= (v+7)- xz(b) 0o hlo| - 0 1 viv WL
b —1
i acg ) 0 |11 0 10775 X
[ Yr2i—1 " /A™B 0 0 .
= [ w+7) 2 0 1] 1 Wl
z 0 [1f=(v+7) )
- T
Yr2i—1 .
= (v+’y—|—1)-x§b) Wl
0
L 1

Finally, we can switch {v+v+1, where v <— Z, such that v+~ # 0}, to {v+~, where v <— Zy},
because these distributions are 1/p close, to obtain the distribution of Gs. This proves |Advy —
Advs| < 2790, O

Lemma 7 (G3 to Gu). There exists an adversary Bs such that T(Bsz) ~ T(A) and

|Advs — Advy| < Adviiedh (V).

Here, we change the distribution of the challenge ciphertext, using the 3-pddh assumption, as
for Lemma 6.
Proof of Lemma 7. Upon receiving a 3-pddh challenge (PG, [a]1, [b]2, [c]1, [¢]2, [2]1), B3 simulates
SetupO((x@, y(@), (xM), yM)) by picking A, B <y Dy; b <y {0,1}; bl «n Z’;H s.t. B'bt = 0;
al ij*l s.t. ATat =0, ('zij-)TEL =1, and setting:

2:=[b-a)y,[bY]y == [a by and v :=c.

The proof goes on exactly as for the proof of Lemma 5, to which we defer for further details. O

Lemma 8 (G4 to Gs). There exists an adversary By such that T(By) ~ T(A) and
|Advy — Advs| < 4 - Advgg;:jgih( A) 4+ 2720,

Proof of Lemma 8. This transition is symmetric to that between Gg and Gi: we use the

selective, single-ciphertext security of the underlying private-key scheme (in Figure 3.1), to
. b 0 b 0

switch: {[Ar2i—1 + xE )bJ‘]l, [AI'QZ‘ — xi )bl]l, [BSQj_l + y](» )aJ—]Q, [BSQj + y(- )aL]Q}ie[n],je[m} to

J
{[Ari]l, [st]2}i€[2n],j€[2m]a since Zie[n],je[m} ozm:cz(b)y](.b) + Zie[n},je[m] ai7jaﬁ§0)y](.o) = 0, by defini-

tion of the security game. Thus, by Theorem 2 (security of the single-ciphertext secure scheme),
we obtain the lemma. O

Theorem 4 follows from Lemmas 4-8, and the fact that G5 is independent from the bit b +—¢
{0,1}. O
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4 Application to PE Supporting Degree-Two Polynomial Evaluation.

Here we show how to build a PE for degree-two polynomial evaluation, namely, for the predicate
P: X xY—{0,1} where X C Zy x Z*, Y C Zy"™, such that and for all (z,y) € X and a € Y,

Y amiy; €401} and P((x,y),0) = Liff Y a;jzy; =1 mod p.
i€[n),j€[m] i€[n],j€[m]

In Figure 4, we present a generic construction of PE for P from any functional encryption scheme
FE for quadratic functions, namely, for F' : X’ x K — Y’ where &' C Zy x Z;', K C Zy™,
Y :=F(X' K) and for all (x,y) € X', a € K

F(xy)a)=| Y, ajzy

i€[n],j€[m] T

Such functional encryption scheme is given in Section 3.

Setup(1*, X C Zp x Z*, Y C Z2'™, 1¥F, M := G, Dy): Enc(pk, (x,y) € X, M € Gr):
Set X' :={(w-x,y),(x,y) € X,w € Zp} W 4 Zp; Co := [w]r + M
K:=Y,and YV :=Z,. C1 := Encre(pk, (w - x,y))
Return (pk, msk) < Setupge(1*, X7, K, ', 1%, Dy,) Return ct(x,yy := (Co, C1)
KeyGen(msk, a € )): Dec(pk, ct(x,y) := (Co, C1),ska):
Return sk, := KeyGengg (msk, o) K := Decre(pk, C1, ska)

Return Cp — K.

Fig.5. PE(k, D), a family of functional encryption schemes parametrized by k € N* and a matrix distribution Dy,
selectively secure if the underlying FE scheme (Setupgg, KeyGengg, Encre, Decre) is selectively secure.

Theorem 5 (Correctness). Let k € N* and Dy be a matriz distribution. Let FE :=
(Setupgg, KeyGengg, Enceg, Decpg) be a functional encryption scheme for F : X' x K — )" where

for all (x,y) e X', a € K, F((x,y),a) = Zi,je[n] i jTil)j) . If FE is perfectly correct, then, so is
the attribute-based encryption scheme PE(k, Dy) defined in Figure 4.

Proof of Theorem 5. By correctness of FE, we have for all (x,y) € X, w € Z,, a € Y: (wx,y) € X',
a €K', and

F(w-xy),0) = [w- Y agzy;| =[w-P(xy), )l

1€[n],j€[m]

Thus, when P((x,y),«) = 1, decryption recovers the encapsulation key [w]p. O

Theorem 6 (Security). Let k € N* and Dy be a matriz distribution. Let FE :=
(Setupgg, KeyGengg, Enceg, Decpg) be a functional encryption scheme for F : X' x K — )" where

forall (x,y) € X', a € K, F((x,¥),0) = | X, jen) O‘i,jxiyj}T- If FE is selectively secure, then, so
is the attribute-based encryption scheme PE(k,Dy) defined in Figure /.
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Proof of Theorem 6. Let A be an adversary against the selective security of FE. We build and
adversary B against the selective security of PE such that T'(B) ~ T(.A) and

AdVEE(N) < AdVEE(N).

It is clear that B can simulate the SetupO and KeyGenO oracles for the security game of PE
from the oracles for the security game of FE. By definition of the security for PE, A submits
(x©O, yOy (xM) yW)y e X My, M; € M such that for all queried sk, P((x(?,y®) a) =
P((x™M,yM), a). This implies that for all w € Z,, F((w-x,y©)) a) = F((w-x1,y1), a). There-
fore, by security of FE, we can switch the challenge ciphertext ([w]r + My, Enceg(pk, (w-x®), y(®)))
where b < {0,1} to ([w]r + My, Encre(pk, (w - X9, y(@))). If have P((x(©,y(®) a) = 0, then we
can change it to ([w]p + My, Enceg(pk, (0,0))), by security of FE, which is independent from the
bit b, since Mj, is completely masked by the one-time pad [w]z. If P((x(®,y(®) a) = 1, then, by
definition of the security of PE, My = M; and the challenge ciphertext is independent of b. a

PE for boolean functions. We can use PE in Figure 4 to handle boolean functions of constant
degree d in n variables, with ciphertext of O(nd/ 2) group elements, compared to O(n?) group
elements in [24] (the asymptotic is taken for large n, constant d). Note that boolean expressions
can be arithmetized into a polynomial that evaluates to 0 or 1, & la [31]. Namely, for boolean
variable x,y € {0,1}, AND(z,y) is encoded as z - y, OR(x,y) is encoded as = +y — z - y, and
NOT(z) =1—=.

PE for comparison. We reduce the predicate P< : [N] x [N] — {0,1} defined for all z,y € [N]
by
Pe(z,y) =1iff z <y,

to a polynomial of degree two, as in [9]. First, any € [N] is canonically mapped to the lexi-

cographically ordered pair (x1,z2) € [V/N] x [V/N] (we assume /N is an integer for simplicity).
11’1—1
Then 77 is mapped to vectors a := (0\/le+1> € {o, 1}‘/N where 1%, 0¢ denote the all-one

and all-zero vectors in {0, 1}, respectively; and b := e; € {0, 1}‘/ﬁ, where e; denotes the 7’'th
172
vector of the canonical basis of Z;,/N . Finally, o € [\/]V ] is mapped to ¢ := (0 m_@). For all
(x1,22), (41, 42) € [VN] x [VN]:
P<((z1,22), (y1,92)) = 1 iff ay, + by, -y, = 1.

This gives a PE for comparison with ciphertexts of O(v/N) group elements, as in [9, 20]. Namely,
using the scheme presented in Figure 3.2, we obtain a PE for comparison with ciphertext size
11V N - |G1| + 6V/'N - |G2| and secret-key size |G1| + |G2|, compared to ciphertext size 5v/N - |G1| +
4v/N -|Ga| + |G7| and secret-key size |Go| for [20], where both schemes are selectively-secure based
on SXDH.

Acknowledgments. We would like to thank Florian Bourse, Alain Passelegue, and Hoeteck Wee
for insightful discussions.
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