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Abstract. In this paper we consider the fundamental question of op-
timizing finite field multiplications with one fixed element. Surprisingly,
this question did not receive much attention previously. We investigate
which field representation, that is which choice of basis, allows for an op-
timal implementation. Here, the efficiency of the multiplication is mea-
sured in terms of the number of XOR operations needed to implement
the multiplication. While our results are potentially of larger interest, we
focus on a particular application in the second part of our paper. Here
we construct new MDS matrices which outperform all previous results
when focusing on a round-based hardware implementation.
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1 Introduction

Many cryptographic schemes build on finite fields as their underlying mathematic
structure. In almost all cases, the schemes can be designed without having to
specify a concrete representation of the finite field in advance. However, when
finally being implemented in practice, one necessarily has to choose a partic-
ular representation of the finite field, basically as bit strings. In general, this
choice does not influence the security of the scheme, but might well influence
the performance of the resulting implementation. In this work we focus on this
choice of field representations and derive theoretical results on how to choose
an optimal field representation with respect to multiplication with fixed field
elements. Before going into details, we elaborate on this setup in the special case
of symmetric cryptography.

Symmetric cryptographic primitives build the back-bone of virtually any
secure communication today. Block ciphers and hash functions can be seen as the
workhorses in cryptography, used for encrypting and authenticating the largest
part of the workload.

Today, we are in the comfortable situation of having at hand a choice of strong
block ciphers and hash functions that seem secure against even the strongest
adversaries with practically unlimited computational resources. Moreover, those
primitives are based on rather well-understood design principles that allow to



construct efficient, simple and easy to analyze ciphers. Especially in the case of
substitution-permutation (SP) networks, following the seminal ideas of AES [§]
and its predecessor SQUARE [7], arguing the security of ciphers against the
two most powerful generic attacks, that is differential- and linear attacks [5, 21],
became significantly easier. In an SP-network the cipher (or the cryptographic
permutation) consists of a number of almost identical rounds, each of which
consists of a layer of S-boxes and an Fy-linear layer to mix those parts.

One of the most important design strategies for those primitives is the so-
called wide-trail strategy, initiated in [6], that aims at lower bounding the number
of active S-boxes. Here, for a given linear or differential trail, an S-box is called
active if its input-mask (resp. input-difference) is non-zero. The main observa-
tions of the wide-trail strategy is that it is actually the linear layer that is to a
large extent responsible for the security of the primitive against linear and dif-
ferential attacks. Moreover, the wide-trail strategy allows a natural decoupling
of the design choice for a linear layer and an S-box.

Interestingly, for the linear layer not many general constructions are known.
Two basic approaches can be identified. On the one hand, an ad-hoc approach,
where lower bounding the number of active S-boxes requires computer-aided
tools that search (sometimes heuristically) for optimal trails. This approach is
used e.g. for Serpent [4] or Keccak [3]. On the other hand, a code-based ap-
proach, where the linear layers are chosen in such a way that they correspond
to good (often locally optimal) linear codes. This is, most prominently, the case
for AES where a Maximum Distance Separable (MDS) code is implemented via
the MixColumns operation.

Even in the theoretically better circumstantiated code-based approach many
fundamental questions are left open. Here, when using an MDS matrix for (parts
of) the linear layer, the main challenge is to choose an MDS matrix that is most
suitable for an efficient implementation. As those MDS matrices are usually
defined over a finite field with characteristic two, i.e. Fon, one important and so
far almost unstudied question is the choice of an Fy-basis of Fo» and its impact
on the implementation efficiency.

From a design point of view, one has to choose a linear layer given as a
mapping on F4, and an Fa-basis of Fan to concretely specify the primitive.
This is actually a very natural separation of the design of the cipher and its
specification (and thus implementation) on bit level. As nicely explained in [9]
by introducing RIJNDAEL-GF this separation is probably most obvious for
AES itself, but in principle possible for any cipher. Following [9], the choice of
basis is to a large extent independent of the design and the security of the cipher.
However, the choice of basis might have a significant impact on the efficiency of
the cipher on certain platforms.

For software implementations, depending on the details, the choice of basis
is either irrelevant (in e.g. a table-based implementation) or hard to capture (in
e.g. a bit-sliced implementation) as the efficiency might depend on the exact
instructions offered by a given platform. For hardware implementations, one has
to distinguish between a serial implementation or a round-based implementa-



tion. As the round-based implementation seems most relevant in practice (cf.
[24]), we mainly focus on this use-case here. Surprisingly, compared to a serial
hardware implementation, the case of a round-based hardware implementation
has attracted less attention so far.

For a round-based hardware implementation, the impact of the choice of
basis already becomes apparent when focusing on how to implement the mul-
tiplication with one given element « in Fon. For different choices of bases, the
efficiency of implementations of the resulting Fo-linear mappings differs signifi-
cantly. Thus, the very fundamental task we study in the first part of the paper is:

For a given element o € Fan find a basis such that multiplication by o can
be implemented most efficiently.!

It is worth pointing out that the related question of how to efficiently multiply
two arbitrary field elements has been studied extensively in the past.

While the above question is of independent interest, with potentially very
different applications, we use our results for designing efficient linear layers.
Thus, in the second part, we will give several constructions of MDS matrices.
Echoing the above, the construction of our MDS matrices are independent of
the choice of the basis — actually to a large extent independent of the field size
as well.

The combination of the first part, i.e. how to choose a basis that allows
for an optimal implementation, and the second part, i.e. the construction of
MDS matrices, finally results in implementations of MDS matrices that are more
efficient for a large variety of parameters than the best matrices discussed so far
in literature.

Thus, this application serves as a nice example were an improved understand-
ing on how to choose the field representation immediately leads to improved re-
sults. This is even more interesting as the construction of efficient MDS matrices
has been an active field of research recently.

1.1 Related Work

In particular the construction of efficient serial MDS matrices is a well-studied
subject. Considering serial implementations of MDS matrices is based on the
initial idea of Guo, Peyrin, and Poschmann used in the design of PHOTON
[11] and later in the block cipher LED [12]. In a nutshell the idea is not to
implement an MDS matrix directly, but rather implement a matrix A such that
AF is MDS for some small k. When considering a hardware implementation, it
reduces the chip area if implementing A is significantly cheaper than A*. The
circuit implementing A is then iterated k times, which does not increase its
size significantly. This basic idea has been further generalized and improved in
a series of subsequent papers. In [22] and [27] the authors focus on even more

! Note that the choice of basis is of course not restricted to choosing different irre-
ducible polynomials to represent the finite field.



efficient choices for A by considering additive, i.e. Fo-linear MDS codes. Their
approach uses symbolic computations in order to derive general conditions on
how to choose the matrix entries independent of the dimension.

In [28] Xu et al. furthermore took into account the cost of implementing the
inverse matrix. At FSE 2014, in [2] Augot and Finiasz improved significantly
upon the efficiency of the search algorithm of [22], allowing them to search for
MDS matrices of much larger dimension than previously possible.

For a round-based implementation, less work has been done so far. The au-
thors of [24] focus on MDS matrices that have an efficient implementation (in
terms of the XOR~count) and put special emphasis on involutory MDS matrices,
i.e. MDS matrices that are their own inverse. They derive several constructions
and rather efficient search methods for MDS matrices meeting their goals. Very
recently, Liu and Sim [19] improved upon some of those results by characteriz-
ing equivalences in circulant (and circulant-like) MDS matrices and thus further
reduced the search space. In both works, in order to improve the efficiency for
a given MDS matrix defined over a finite field, the authors considered different
representations of the underlying finite fields by running through all possible
irreducible polynomials of the given degree. However, in view of the question of
how to choose an optimal basis, this corresponds to investigating only a small
subset of all possible bases.

Also recently, Li and Wang constructed circulant involutory Fs-linear MDS
matrices [17]. While it was already known that circulant MDS matrices over
a finite field cannot be involutory [13], they have shown their existance in the
additive case. Independently, the authors of [19] have shown the existence of
left-circulant involutory MDS matrices over finite fields.

1.2 Owur Contribution

After fixing our notation and recalling basic facts in Section 2, in the first part
of the paper we focus on the question on how to find an optimal implementation
of the multiplication by a given field element « (cf. Section 3). Here efficiency is
measured in terms of the number of XOR operations needed to implement the
corresponding binary matrix. Note that this metric differs from the XOR~count
used in [24]. In [24] the XOR-count of an n x n matrix M was defined as the
number of ones in M minus n. However, the number of (additional) ones in a
matrix does not necessarily correspond to the number of XOR operations needed
for implementation. Thus, while the number of ones in M is certainly an easier
to handle metric, in our opinion it is more appropriate to consider the actual
number of XOR operations as the efficiency metric. Note that this improved
notion was also used in [14]. For technical reasons, we focus on the number
of XOR operations without temporary registers, i.e. in-place XOR operations.
One of our main results in this first part of the paper is, that for a non-trivial
element « one can find a basis such that the resulting matrix can be implemented
with one XOR operation if and only if the characteristic polynomial of « is
an irreducible trinomial. Note that an XOR-count equal to one in our notion
coincides with the definition of the XOR-count in [24]. The interesting part here



is that the condition on the characteristic polynomial is not only sufficient but
also necessary. As an immediate consequence, one cannot hope to implement the
multiplication by any element o # 1 in F3; with one XOR only. This follows
by the above and the well-known fact that there are no irreducible trinomials of
degree 8 [25].

We furthermore show that, for any given basis, there are at most two (non-
trivial) elements a and /3 such that the multiplication with those elements can be
implemented with one XOR operation. In fact, 3 is necessarily the multiplicative
inverse of a.

While the weight of the (irreducible) characteristic polynomial of an element
« clearly gives an upper bound of the number of XOR operations needed to im-
plement the corresponding multiplication, we show that this bound is in general
not tight in the case were the characteristic polynomial is of weight larger than
three.

In particular, for all elements o € F5. with n < 8 we present an optimal
representation such that the multiplication with o can be implemented with a
minimal number of XOR operations. For all those elements «a, that are not con-
tained in a proper subfield of Fon, the multiplication can be implemented with
at most 3 XOR operations (and often with two only). Those results are given in
Tables 3 to 7 and cover the cases which are most relevant for symmetric cryptog-
raphy. Interestingly, and maybe counter-intuitive, multiplication with non trivial
elements in a proper subfield turns out to be among the most expensive in all
the cases explored here.

Moreover, for all n < 2048 for which no irreducible trinomial of degree n
exists, we present one element o € Fon such that multiplication by « requires
two XOR operations, cf. Table 8. Those results are proven optimal by the above
mentioned necessary and sufficient condition.

In the second part of the paper (cf. Section 4) we present several (circulant)
matrices. Entries in those matrices are represented as powers of a generic field
element «. By symbolically computing all minors, i.e. the determinants of all
square submatrices, we derive a list of polynomials in Fa[a]. Now, whenever « is
chosen such that it is not a root of any of those polynomials, the matrix is MDS.
One nice consequence of this approach is that, as the degree of those polynomials
is limited, our matrices are MDS for almost all elements in Fon as soon as n is
large enough, i.e. larger than the maximal degree of those polynomials.

Finally, the first and second part are combined in Section 4.2 to result in
the most efficient MDS matrices in terms of the XOR-count known so far. A
summary of our results and comparison with previous work is given in Table 1
and Table 2, respectively. The main observation here is that if multiplication by
a can be implemented with ¢ XOR operations, then multiplication by a®* for
i > 0 can be implemented with at most t - i XOR operations.? Thus, by simply
minimizing the sum of the (absolute) exponents for our circulant MDS matrices,
we immediately reduce the XOR~count.

2 Tt is exactly this part where considering only in-place XOR operations becomes very
helpful, as otherwise multiplication by o and by a~' might differ in their XOR-count.



As an interesting side result, we like to point out that the XOR-count per
bit actually decreases with increasing field size®. For example, our 4 x 4 MDS
matrices have a per bit XOR-count of 3 + %, or 3+ % in the case that no
irreducible trinomial of degree n exists.

Thus, even so reducing the number of XOR operations has already received
considerable attention recently, this part nicely shows that our improved under-
standing of how to choose an optimal basis allows us to easily improve upon
known constructions. Note that such improvements are possible independent
from which XOR-count definition is used, that is, we were able to improve ex-
isting results also in the old XOR-count definition by changing the basis. For
example, we found an element in Fos with only 2 additional non-zero entries
which directly improves the results of [24].

Finally, in Section 5 we give a perspective on non-linear, additive MDS ma-
trices. In particular, we point out that while there exists no o € Fos (resp. Fous,
Fa16) which can be implemented with only one XOR operation, there does exist
an 8 x 8 (resp. 13 x 13, 16 x 16) binary matrix, that can be used in place for the
multiplication by « in the above mentioned 4 x 4 matrix to result in an additive
MDS matrix with reduced cost*. Again, the idea of considering the entries of
the matrix as powers of a single field element is beneficial as the conditions for
the matrix to be MDS remain basically unchanged.

We conclude the paper by pointing to some interesting questions for future
investigations.

2 Preliminaries

If p is a prime, we denote the finite field with p elements by F,, and the extension
field with p™ elements by Fy,», respectively. In this work, we consider binary fields,
thus p = 2. Although there exists up to isomorphism only one finite field for every
possible order, we are interested in the specific representation. For instance, if
q € Fylz] is an irreducible polynomial of degree n, then Fon = Fo[z]/(q) where
(¢) denotes the ideal generated by g. The multiplicative group of some field K is
denoted by K*. By the term matriz, we refer to matrices with entries in Fo. In
general, the ring of n x n matrices over a field K will be denoted by Mat,, (K).
The symbol 0,, will denote the zero matriz and I,, will be the identity matriz. As
a third important type of matrix in Mat, (F2), we introduce E; ; which consist
of all zeros except in the i-th row of the j-th column for 4,j € {1,...,n}. We
denote a block diagonal matrix consisting of d matrix blocks Ay as @i:l Ag.
By wt(A), we denote the number of non-zero entries of a matrix A. Analogously,
wt(q) denotes the number of non-zero coefficients of a polynomial g.

3 This is also true for the constructions given in [27], but does not hold for the subfield
(or code-interleaving) construction.

4 Note that the authors of [17] recently constructed a similar 32 x 32 Fa-linear MDS
matrix.



2.1 Some Basic Facts about Linear Transformations

We next recall some basics about finite fields and matrix representations. For
more background the reader is referred to e.g. [18, Section 2.5] and [26]. Let
V = K™ be a finite-dimensional vector space over the field K. Every linear
mapping f : V — V can be described as v — Apgwv by a left-multiplication
with a matrix Ap € Mat, (K). This representation is dependent on the choice
of the basis B for V. For instance, if B = {b1,...b,}, the j-th column of Ap
consists of the coefficients ay j,...,an,; of f(b;) = > i, a; ;b;. Thus, changing
the basis from B to B’ results in a different matrix representation of f. This
transformation is called the change of basis transformation, which is simply a
conjugation of Ag. Thus, Agr = TAgT ' using an invertible matrix 7. In this
case, Ap and Ap/ are are called similar (resp. permutation-similar if T is a
permutation matrix).

There is a natural way of representing the elements in a finite field with
characteristic p as vectors with coefficients in IF,,. In the following, we consider
the representation of the multiplication by « by a matrix as described in the
following diagram.

e’
]an —_— FQn
bp o5
Mo,
F3 SN 3

The bijection @5 maps elements o € Fan to its vectorial representation over
Fo with regard to a basis B (and @gl vice versa). M, p denotes the n x n matrix
representing (left-) multiplication by the element «. For different bases B and
B’, one can obtain M, g from M, g by the change of basis transformation,
in particular M, g = TM, gT~! for an invertible 7. We denote similarity of
matrices with the relation symbol ~, (resp. ~, for permutation-similarity). The
characteristic polynomial of a matrix A is defined as x4 := det(A\] — A) €
Fy[A] and the minimal polynomial is denoted by m 4. Recall that the minimal
polynomial is the (monic) polynomial p of least degree, such that p(A) = 0,.
It is a well-known fact that the minimal polynomial divides the characteristic
polynomial, thus y 4(A4) = 0,,. As the minimal polynomial and the characteristic
polynomial are actually properties of the underlying linear mapping, similar
matrices have the same characteristic and the same minimal polynomial.

A special type of matrix, that will play an important role in the following is
the companion matrix of a polynomial. For a polynomial

qg=2"+ g 12" -+ + qo € Fafa]



of degree n, the companion matriz of ¢ is defined as

0 qo

10 q1

Cq = . :
1 0 qn—2
1 gp—1

It is known from linear algebra that the characteristic polynomial and the
minimal polynomial of C; are equal to g itself, i.e. xc, = m¢, = ¢. In addition,
any matrix A is similar to a companion matrix if and only if its characteristic
polynomial coincides with its minimal polynomial. In particular, C; is exactly
the rational canonical form [10, Section 12.2] of A in this case.

2.2 The XOR-Count and the Cycle Normal Form

The XOR-count of a field element was studied in [24]. In their definition, an
invertible n-dimensional matrix A has an XOR-count of t if and only if A can
be written as a permutation matrix with ¢ additional non-zero entries. Formally,
A= P+ZZ:1 E;, j, and wt(A) = n+t. Although all matrices of that structure
can be implemented with at most ¢ XOR operations (not necessarily without
temporary registers), the construction does not contain all possible matrices
which are realizable with at most ¢ XOR operations. For instance, there are
matrices with three additional non-zero entries such that the result of their
defining linear function can be computed with just two additions. As an example,
consider

1 01 U1 U1 + U3
111 ve | = (’Ul + 1}3) + Vg
001 V3 U3

In the following, we provide an alternative definition which includes the cases
described above.

Definition 1. An invertible matriz A has an XOR-count of t, denoted wtq,(A) =
t, if t is the minimal number such that A can be written as

A=P
k

t
(I + Eimjk)
=1

with i, # ji for all k.

Note that if a matrix can be represented in the form P[[,_,(I + Ej, j,), the
number of factors (I + E;, j, ) clearly gives an upper bound on the actual XOR-
count. It is worth pointing out that the definition above just counts the number
of XOR operations without using temporary registers. Those are technically
somewhat easier to handle. However, this restriction does not make a difference
for matrices with XOR-count less or equal to 2, which we are most concerned



about in in the following. In general, allowing temporary registers might well
reduce the number of XOR operations needed for an implementation.

Our definition coincides with the one from [24] for the case that ¢ = 1, that is,
for matrices of XOR-count 1. For other cases, the number of additional non-zero
entries can increase. We will often consider ¢ = 2 within this work. By evaluating
the product, it follows that any A with wtg(A) = 2 is of the form

P+ P(Eil,jl + EiQ,jz) iff 0o 7& J1
P+ P(Eihjl + Eiz,jz + Eihjz) iff 1 = Ji-

The XOR-count is invariant under permutation-similarity. Moreover, naturally in
the setting not allowing temporary registers, the XOR-count is invariant under
taking the inverse. This is summarized and formally proven in the following
Lemma and Corollary.

Lemma 1. If A ~; A', then wtg(A) = wtg(A').

Proof. Let A" = QAQ ™' where @ is the permutation matrix representing the
permutation o € S,,. Let I + E;, ;, be a factor in the XOR-count representation
of A= PI[_,(I+Ej, j,) where t = wtg (A). Then the following identity holds:

(I + Eiks.jk)Q_l = Q_l + Eikvo'_l(jk) = Q_l(l—'_ Ea(ik)ﬁ_l(jk))'

One is able to commute Q' to the front before the first factor by proceeding
for all of the t factors and finally obtain

t
A =QPQ! H(I + Eo(in),o=1Gr))-
k=1

It follows that wtg(A’) < wtg(A). By reverting the above steps we obtain

Corollary 1. If wtg(A) =t, then also wtg(A™L) =t.

Proof. We show that A~! is permutation-similar to a matrix with an XOR-count
of t.

¢ -1 1
(P I+ Eikvjk)) = H(I+ Ei/mjk)Pil ~r p! H(I+ Eilmjk)
k=1

k=t k=t

O

Later, we would like to be able to exhaustively search over all matrices with
low XOR~count for a given dimension n. Since the number of permutation ma-
trices (which is n!) rapidly increases with n, an exhaustive search will quickly
become infeasible if we do not restrict the structure of P. By a well-known fact
from combinatorics, one is able to assume P to be in a specific form.



Lemma 2. For any permutation matrix P of dimension n, it is

d
P ~r @ mek +1
k=1

or some my, with 4 mr=mnand my > --->mg > 1.
k=1

Proof. Tt is well-known that two permutations with the same cycle type are
conjugate [10, Chapter 4.3, Proposition 11]. That is, given the permutations
o, T €8S, as

0= 151,82, ,8d, ) (Sdy+1s--3Sdy) -+ (Sdp,_1+15---5d,,)

T:(tlat27---7td1)(td1+17~--atdz)---(tdm,l-i-ly“-atdm)

in cycle notation, one can find some 7= € S,, such that mor~! = 7. This 7
operates as a relabeling of indices.

Let o in the form above be the permutation defined by P. Now, there exits a
permutation 7 such that ror=! = (dy,1,2,...,d; —1)(da,dy +1,d1 +2,...,do—
1...(dm,dm-1+1,dm-1+2,...,dy, —1). If Q denotes the permutation matrix
defined by , one obtains QPQ ! in the desired form. O

We say that any permutation matrix of this structure is in cycle normal form.
The cycle normal form of P is denoted by C(P). Up to permutation-similarity,
we can always assume that the permutation matrix P of a given matrix with
XOR-count ¢ is in cycle normal form, as stated in the following corollary.

Corollary 2.

. t
P H(I+ Eiy i) ~= C(P) H(I + Eo(in).o1(v))
k=1 k=1

for some permutation o € S,,.

3 Efficient Multiplication in Finite Fields

In this section, we first present some theoretic results towards understanding
the structure of matrices M, p representing (left-) multiplication by some finite
field element o € F3,.. The parameter B indicates a basis of Fa» considered
as an n-dimensional vector space over 5. The XOR-count of M, p is indeed
depending on the choice of the basis B. As described in Corollary 2, we can
assume a certain normal form for matrices with an XOR-count of ¢.

Not every (invertible) matrix is a representation of a field multiplication. For
example, an obvious condition for that, is that the multiplicative order of the
matrix divides 2" — 1. In order to understand exactly which matrices indeed
represent multiplication with some field element «, Theorem 1 below gives a
characterization that allows to efficiently decide when a given matrix corresponds



to multiplication by a field element. The crucial part is the minimal polynomial
of a. It is a property of the linear mapping

fa : ]FQn — ]].'-“2'”7[3 —> Oéﬂ
and is invariant under changing the specific representation of f, to 8 +— M, gf.

Theorem 1. Let A € Mat,(Fz2) \ {0,}. Then A = M, p for some element
o € F,. with respect to some basis B if and only if ma is irreducible.

Proof. As described in [26], the ring generated by some matrix A defines a field
of order 2™ if and only if the characteristic polynomial x 4 is irreducible. This is
the case since x 4(A) = 0 and thus A is the root of an irreducible polynomial of
degree n. One can see that Fy(A4) = {Z?:_Ol a; A' | a; € Fy} since it must contain
all sums of powers of A. However, for Fo(A) being a field it is not necessary that A
has an irreducible characteristic polynomial. It can be possible that A generates
a subfield Fom of Fon. As we show now, this is the case if and only if the minimal
polynomial of « is irreducible and has degree m.

If my4 is not irreducible, Fo(A) is not a field and thus A cannot represent a
field multiplication. Let now m 4 be irreducible. The characteristic polynomial
X A is necessarily a power of m 4, since both of these polynomials share the same
irreducible factors. So, x4 = (ma)? for some positive integer d. Both d and
deg(my) divide n. Because of the irreducibility of m4, the rational canonical
form of A consists of d blocks of Cy, . Thus, we obtain the similarity

d
A~ Cn,
k=1

Since x¢,,, = ma, the matrix A defines a multiplication with some element
in a subfield of Fan. a
Note that, any field element « is, up to its conjugates a,a?,a2’,...,a2" ",
uniquely identified by its minimal polynomial. For every field element «, the
minimal polynomial m, is exactly the minimal polynomial m 4 of a matrix A
representing multiplication with «. Furthermore, two matrices A, A" € Mat,, (Fs)
with the same irreducible minimal polynomial are similar. Thus, given a matrix
A, identifying the element o such that A = M, p is equivalent to computing the
(irreducible) minimal polynomial of A.

The main question is which field elements can be implemented with a minimal
number of XOR operations, or in particular, what is the minimal XOR-count for
a given (non-trivial) field element « € F3,.. Trivially, multiplication with o = 1
can be implemented with zero additions since M; p = I,, for all bases B. On
the other hand, if the XOR~count is 0, the element is equal to 1. In a first place,
we thus aim for an XOR-count of 1 whenever possible. By a simple observation,
this optimal result can be realized if the minimal polynomial of « is a trinomial
of degree n.



Ezample 1. Let the field with 2" elements be represented as Fon = Fa[z]/(g) for
an irreducible g of degree n. For the (left-) multiplication with z in the canonical
basis B = {1,z,22,...,2" '}, it is M, p = C,. Thus, wtg (M, g) = wt(q) — 2
and the XOR-count of M, p equals 1 if ¢ is a trinomial.

Since our approach is about finding any (non-trivial) element a € F3,. such
that multiplication with a can be implemented with minimal additions, this fact
implies that we cannot hope to improve upon the implementation costs if there
exists an irreducible trinomial of degree n. However, for several n, including
the interesting case where n is a multiple of 8, there does not exist such a
trinomial [25]. The question is what happens for these cases. As one of our
main results, we show that the condition on the minimal polynomial is not only
sufficient but also necessary.

3.1 Characterizing Elements with Optimal XOR-Count

In this section, we prove the converse of the fact described in Example 1, namely
the necessary condition on the minimal (resp. characteristic) polynomial of «
resulting in an XOR-count of 1.

Theorem 2. Let o € Fon. Then there exists a matric A with wtg(A) =1 such
that A = M, g for some basis B if and only if mq is a trinomial of degree n.

Proof. Let M, p represent multiplication by some element a € Fan with respect
to the basis B = {b1,...,b,} and let further wtg (M, ) = 1. We show that
the characteristic polynomial x s, , is a trinomial and coincides with m,. Since
the XOR-count is 1, we can assume w.l.o.g. that M, g = P + E; ; such that
P = @2:1 Cymi41 is in cycle normal form. We first show that [ = 1. Suppose
l > 1, then, depending on FE; ;, the matrix M, p is either in upper or lower
triangular form consisting of at least two diagonal blocks. Since one of them
must be of the form Cym 1, the polynomial 2" +1 must divide the characteristic
polynomial xa, 5. Since further (x + 1) | (™ + 1), the minimal polynomial of
« is necessarily a multiple of z + 1. This is a contradiction since o # 1 and mq
must be irreducible. Hence, M, p is permutation-similar to Cy» 1 + E; ;. It is
further ¢ # j + 1 mod n since otherwise M, g would be singular.

We now investigate how « operates on the basis elements b, € B. Considering
the structure of M, g, we obtain the following list of equations.

Oébl = bQ

Oébj,1 = bj
Olbj = bj+1 + b1

abji1 =bji2

abn = bl.



By defining vy := b;41, one can express every basis element b, as a power of o
multiplied by . In particular,

bj+k: mod n = ak_l’y (1)
for k € {1,...,n}. Combining this observation with the identity ab; = bj+1 +b;,
one obtains

ay=7v+a'y (2)

for some exponent t # 0. Since v # 0, the field element « is a root of the trinomial
p=a" + 2t + 1. It is left to show that p is exactly the minimal polynomial of
a. Suppose that m, = 2 + .7 epz® with constants ¢, € {0,1} and m < n.
By multiplying m,,(a)) with 7, one obtains

m—1
m_. k
oy = CLQ ™y
k=0

and thus b;,, = Z;n:_ol crby, for some basis elements b;,. We are now able to
express one basis element b;, as a sum of other elements from B which is con-
tradictory to the linear independence of the basis. Hence, deg(m,) = n and thus
me = p which finally proves the theorem. a

Note that the polynomial p is exactly the characteristic polynomial of M, g
since it must be a monic multiple of m,, having degree n. An alternative way of
proving that the characteristic polynomial of a matrix Cyn 41+ E; j is a trinomial
is given in Appendix A. As a simple corollary one obtains that any « € F5,. with
an XOR-count of 1 cannot be contained in a proper subfield.

Corollary 3. Let o € F5,. \ {1} and let further deg(mq) < n, indicating that «
lies in a proper subfield of Fon. Then, any matriz M, p representing multiplica-
tion by a field element o with respect to some basis B has wtg(Mqy,p) > 1.

This result implies that building MDS layers using a block interleaving con-
struction [1], also called subfield construction in [24], almost always result in
suboptimal implementation costs.

Now let a be an element with XOR-count 1. From Corollary 1 we know that
a~! has the same XOR-count. Next, we show that there do not exist any further
elements with an XOR-count equal to 1.

Theorem 3. For any given basis B of Fon, there exist at most two field elements
a and o™ with wtg(Ma,p) = wtg(M,-1 g) = 1.

Proof. Let a € F3. with wte(Ma,g) = 1 for the basis B = {b1,...,b,}. We
show that for any 8 € Fan with wtg(Mps 5) = 1 it holds that § = a*!.

Since w.l.o.g. M, p can be assumed to be of the form Cyn i1 + E; ;, we know
that (1) and (2) hold. We further know that Mg g is of the form P + E; j and
thus there exist [,m € {1,...,n} with I # m and Bbj4+; mod n = bjtm mod n-



Using equation (1), we can write 8 = o™~ = a* where s € {—(n—1),...,n—1}.
We directly see that s # 0. It remains to show that —1 < s < 1.
Assume s > 2. We use equations (1) and (2) to obtain

ﬁbj+(nfs+1) mod n — anry =7 + Oét’Y = bj+1 mod n + bj+t+1 mod n-

Since 0 < t < n, it holds that bj41 mod n 7 bj+i+1 mod » and thus the according
column contains an additional 1. For the next column, we have

+1

Bbjt(n—s+2) modn ="'y =ay+a Ty

_ bj+2 mod n T bj+t+2 mod n» fort<n—1
bj+2 modn+bj+1 modn+bj mod ns fort=n-1

Hence, this column also contains at least one additional 1 which is contradictory
to the XOR-count of 1.
For —s > 2 we can construct the same contradiction by considering 3=1. O

We now understand the structure of field elements « that can be implemented
with a single addition. One might think that also for the other cases, the weight
of the minimal polynomial of « strictly lower-bounds XOR~count as wt(mg) — 2.
As we will see next, this is not the case.

3.2 Experimental Search for Optimal XOR-Counts

Surprisingly, we often can improve the XOR-count, compared to using the com-
panion matrix for multiplication, if the weight of the minimal polynomial is
greater than 3. For instance, if m, is an irreducible pentanomial, that is of
weight 5, of degree n there often exists a basis B such that wtg (M, ) = 2.
Indeed, for all n < 2048 for which no irreducible trinomial of degree n exists,
we found some element o € F3, with an XOR-count of 2 for some basis B.
For every such dimension, we present an example of such a matrix in Table 8.
Thus, for all practically relevant fields, we are able to identify an element such
that multiplication can be implemented with one or two XOR operations. By
Theorem 2, these results are proven to be optimal.

Moreover, as fields of small size are most interesting for SP-networks, we
investigated those in full detail. For the fields Fos, Fos, Fos, For and Fos we
present the optimal XOR-count for each non-trivial element « in Tables 3, 4, 5, 6
and Table 7, respectively. The main observation is that each element which is
not contained in a proper subfield can be implemented with at most 3 additions.
Furthermore, whenever an XOR-count of 2 is possible, the minimal polynomial of
« is a pentanomial in all those cases. However, a more thorough characterization
of elements with non-optimal XOR-count is left as an open problem (see Section
6 for more details).

Those results are based on a search. Since we are only interested in matrices
up to similarity (due to the change of basis), we just need to consider all matrices
in the normal form described in Corollary 2. This will exhaust all possibilities



of similarity classes for a given XOR-count ¢. In particular, the search space
is reduced from n!(n(n — 1))¢ to only p(n)(n(n — 1))! where p(n) denotes the
number of partitions of n, which is exactly the number of possible cycle normal
forms of dimension n. This allows us to exhaustively search over all similarity
classes up to t = 3 XOR operations for the fields of small size. The key-point
here is that, instead of searching for an optimal basis for a given field element,
we generated all matrices with small XOR~count and used Theorem 1 in order
to check which field element (if any) the given matrix corresponds to.

In order to identify a single lightweight element for larger field sizes, we
identified conditions in which cases the characteristic polynomial of a matrix
with XOR~count 2 has weight 5, cf. Theorem 4 below. During the search, one
only has to check for irreducibility. This allows to compute the results presented
in Table 8 extremely fast, that is within a couple of minutes on a standard PC.
The proof of Theorem 4 is given in Appendix A.

Theorem 4. Let M = Cyny1 + E;, j, + Ei, j, such that the following relations
hold:

i1 <j1#n, d2>ja+1, i1 <j2, 2<j1, ji—(1—1)#mn, n—(G1—i1)Fi2—j2
The characteristic polynomial of M is a pentanomial of degree n. In particular

XM :An+)\n+i1—j1+i2—j2—2+A7L+’i1—j1—1+)\i2—j2—1+1-

4 Constructing Lightweight MDS Matrices

Our goal is now to construct lightweight MDS matrices. We use the results
obtained in the previous sections and restrict our search to circulant matrices
and entries with low XOR-count. This simplifies checking the MDS property
and computing an upper bound of the XOR-~count of the whole matrix. The
complexity of our algorithm enables us to easily search for MDS matrices up to
dimension 8. Our construction is generic and works for all finite fields Fom with
m > b for a given bound b.

More precisely, we construct circulant matrices with entries of the form «
where « is an element in Fom. Choosing entries of this form enables us to easily
upper-bound the XOR-count of the elements since

+i

Wt@(iﬂik) S k Wt@(.’ﬂ)

This can be easily seen by using Corollary 1 and the fact that o can be im-
plemented by k times implementing a. We want to keep the size of the finite
field over which the matrix is defined generic. Thus, we choose the matrix entries
from a subgroup of the field of fractions of the polynomial ring Fa[z], denoted
Quot(Fq[x]). That is, every element is of the form

¥4 as 125 L+ -+ arz+ao
R R L




More precisely, and as mentioned above, we restrict our search to elements from
() which is the multiplicative subgroup of Quot(Fz[z]) generated by x. Our
search works by constructing MDS conditions for an n x n matrix M with entries
in (). This approach later allows us to substitute the indeterminate x by any
a € Fom that fulfills all of the conditions given below. In this context, we let
M(«) € Mat,, (Fam ) denote the matrix obtained by substituting = with @ € Fam.

We define the weight of some circulant matrix with entries in (z) as the sum
of the absolute values of the exponents in its first row, that is, the number of
times « has to be applied per row. Then, for a given dimension, we are interested
in finding the lightest matrix M which can be made MDS for as many finite fields
as possible.

MDS conditions. Note that a matrix is MDS, if and only if all its square
submatrices are invertible [20, page 321, Theorem 8|. Thus, given a matrix
M € Mat, (Quot(Fa[z])), we compute the determinants of all square subma-
trices (called minors) of M in order to check the MDS property. This way one
obtains a list of conditions (polynomials in F3) for a matrix to be MDS. Since the
determinant of a matrix with elements from a field is an element of the field itself,
all of these determinants can be represented as the fraction of two polynomials.
Thus, M is MDS if and only if the numerator of all minors is non-zero. One can
decompose the numerators into their irreducible factors and collect all of them
in a set T'. This set now defines the MDS conditions. In particular, M («) is MDS
if and only if « is not a root of any of these irreducible polynomials in 7', that
is, iff mo ¢ T'. This trivially holds for m > maxpycr{deg(p)} and any a € Fam
which is not contained in a proper subfield. In general, if « is not contained
in a proper subfield, the necessary and sufficient condition for the existence of
an MDS matrix M(«) is that not all irreducible polynomials of degree m are
contained in 7. We note that there exists a value b which lower bounds the field
size for which M can always be made MDS. That is, for all ¢ > b, there exists
an irreducible polynomial of degree ¢ which is not in 7.

4.1 Generic Lightweight MDS Matrices

We now present the results obtained by the approach described above. Given the
restrictions, these matrices are the ones with the smallest weight, i.e. the smallest
sum of (absolute) exponents of x. Later, we will use these generic matrices to
build concrete instantiations of n x n MDS matrices M («a) for n € {2,3,...,8}
over a finite field Fom with m > b.

We also present the conditions for the matrix to be MDS, that is, the irre-
ducible polynomials that must not be equal to m,. However, since the number
of conditions rapidly increases with the dimension of the matrix, we refrain from
presenting a complete list for dimensions 6 to 8. Instead, we give the SageMath
source code that was used to compute the set T' of irreducible polynomials in
Listing 1.1.



Listing 1.1. Sage code for computing the set 7.

P.<x> = GF(2)]]
K = FractionField (P)

def mds_equations (M):
R = [P(x)]
for i in range(len(M.rows())+1)[1:]:
L = M. minors(1i)
for 1 in L:
if (1 1= 0):
F = list (l.numerator (). factor ())
for f in F:
R.append (f[0])
else:
return
return list (set(R))

2 X 2 and 3 X 3 matrices. The matrices

cire(1, @) = (; ‘f)

cire(1,1, ) =

and

— QO
QO =
)

are MDS for all « # 0, 1.

4 X 4 matrices. For m > 3, there exists an o € Fam such that the matrix
circ(1,1,a,a~2) is MDS. More precisely, the matrix is MDS iff « is not a root
of any of the following polynomials:

x

z+1

?+z4+1
B4+l

3 2?1
sttt 41
2o+ 2% +1

5 X 5 matrices. For m > 3, there exists an o € Fom such that the matrix
circ(1,1, o, a2, ) is MDS. More precisely, the matrix is MDS iff « is not a root



of any of the following polynomials:

x

r+1
?4+z+1
B4+l
4+ +1
441
at + 2%+ 1

6 X 6 matrices. For m > 5, there exists an a € Fom such that the matrix
cire(1,,a™t, a2, 1,a3) is MDS.

7 X 7 matrices. For m > 5, there exists an a € Fom such that the matrix
cire(1,1,a72, a, a?, a, o 2) is MDS.

8 X 8 matrices. For m > 7, there exists an a € Fom such that the matrix
cire(1,1,a o, a7t a3, ot a™3) is MDS.

4.2 Instantiating Lightweight MDS Matrices

We now combine the efficient multiplication in finite fields from Section 3 with
our construction of MDS matrices. That is, the presented generic MDS matrices
are instantiated with elements o with low XOR-count.

In a matrix multiplication every element is computed as the sum over mul-
tiplications. The according XOR-count was already discussed in [15] and [24].
For our matrices, the total number of XOR operations needed per row is upper
bounded by

(n—1)m+ w- wtg(a).

Here, (n — 1)m XORs are the static part which comes from summing over the
multiplication results and w is the weight as defined above. The overhead of
w - wtg (o) XORs is needed for multiplying with the single elements. The static
part cannot be changed by fast multiplication. Therefore, this overhead is the
part that has to be minimized.

The cost per bit for the whole matrix is given by

n((n—1m+wwig(a)) _ n—14

wwt@(a).

One can notice that it decreases for larger field sizes.

For each of the matrices M described in Section 4.1, Table 1 presents choices
for o such that M («) is MDS. Note that concrete instantiations are only given
up to the field size m = 13. The reason is that for larger m, all possible C,, with



Table 1. Optimal instantiations of the generic MDS matrices for 2 < n < 8. In each
cell, the first entry describes the minimal polynomial of o € F5" and the second entry
describes the overhead of the instantiated n x n matrix M («). The trinomial 2™ +x%+1
is denoted by (a) and the pentanomial ™ + z* + b + x° + 1 is denoted by (a, b, c).

. 2 3 4 5 6 7 8 9 10 11 12 13
2 ()1 m, 1 m, 1 @), 1 m, 1 M, 1 (651),2 (1), 1 @), 1 @), 1 ®),1  (10,9,1), 2
3 (1,1 (1 Q1 @1 @1 (1)1 65,2 (1,1 (@)1 @1 ()1 (1091),2
4 1), 3 3), 3 1), 3 1,3 (651),6 (1),3 3), 3 (2),3 (3),3  (10,9,1), 6
5 (32,1),8 (2,4 (1), 4 1,4 (651),8 (1), 4 (3), 4 (2), 4 (3),4  (10,9,1), 8
6 - ), 7 ), 7 (651),14 (1), 7 3),7 @), 7 (3),7  (109,1), 14
7 1), 8 1,8 (651),16 (1), 8 (3), 8 (2), 8 (3),8  (109,1), 16
8 - - (652),26 (8),13  (3),13  (2),13  (3),13 (109,1), 26

p as an irreducible degree-m polynomial of weight 3 are valid choices. If no such
trinomial exists, one can choose M, p as in Table 8.

Table 2 compares the results presented in this section to the best construc-
tions known so far. It turned out that our construction of the 4 x 4 MDS matrix
in Fos is identical to the Fa-linear matrix constructed in [17,19]. We stress that
our construction leads to the lightest MDS matrices known, improving the re-
sults described in [19,24] for 8 x 8 MDS matrices in Fo1 and Fas respectively.
This is also the case when considering an unrolled implementation of the se-
rial implementations in [27]. Unrolled variants of their implementations have an
XOR-count that is slightly larger than ours. Moreover, and more importantly,
the circuit depth is considerably increased due to the optimization with respect
to a serial implementation.

Table 2. Comparison of our results with the (non-involutory) Fom-linear MDS matrices
from [24, Section 6.2],[19] and [17] by overhead.

(n, m) our construction construction in [24] construction in [19] construction in [17]
(4,4) 3 5 3 3

(4,8) 6 10 8

(8,8) 26 40 30

Note that our results in Table 2 are measured by the XOR-count from Def-
inition 1 while the results from [17,19,24] use the old XOR~count definition.
Additionally to these results, our understanding of how to choose an optimal
basis can also be used to improve existing results in the old XOR~count defini-
tion. For example, we can represent the 8 x 8 MDS matrix in Fys from [19] with
28 additional ones instead of 30.

5 Generalizing the MDS Property

Here, following e.g. [27], we consider a generalization to additive MDS codes in
order to improve efficiency.

There are some dimensions for which no field element with an XOR-count of
1 exists, for instance m = 8. However, especially this dimension is very important



since lots of block cipher designs are byte oriented. One would wish to have some
element « with wtg(a) = 1. A way of solving this problem is to not restrict to
field elements. Instead, « can be chosen to be some other matrix in the ring
R = Mat,,(F2). Given an n x n matrix M with elements in Quot(Fy[z]), the
substitution M («) now consists of elements in a commutative ring with unity,
which is the subring of R generated by «. In general, given a commutative
ring with unity R, one can define the determinant detg : Mat,(R) — R in a
similar way than for matrices over fields. As described in [16, p. 212 - 215], any
A € Mat, (R) is invertible if and only if detr(A) is a unit in R. We now define
the MDS property for matrices over a commutative ring.

Definition 2. Let R be a commutative ring with unity. A matrizc M € Mat,, (R)
18 MDS if and only if for every 1 < s < n, any s X s submatrixz of M is invertible.

For checking the MDS property in our case, we use a well-known fact about
block matrices.

Theorem 5 (Theorem 1 in [23]). Let K be a field and let R be a commutative
subring of Mat,, (K) for some integer m. For any matriz M € Maty(R), it is

det(M) = det(detg(M)),

where det(M) is the determinant of M considered as M € Mat gy, (K).

As an implication, M («) is MDS if and only if p(«) is invertible for all p € T, if
and only if det(p(a)) # 0 for all p € T..

2 X 2 and 3 X 3 matrices. Given M = circ(1,z) (resp. M = circ(1,1,x)), one
has to make sure that both x and x + 1 are invertible for M to be MDS. This is
the case if x is substituted by the companion matrix Cym 4,41 for m > 2. Thus,
M(Cymiqy1) is MDS and each entry has an XOR-count of 1.

4 X 4 matrices. The MDS conditions are more complex than above. So,
we only present some improvements for m € {8, 13,16}. The matrix M =
cire(1,1, a, a~2) is MDS for

a < {C$8+I2+1, CI13+I+1, Cw16+$+1}.

Note that a similar matrix for m = 8 was recently constructed in [17].

6 Conclusion and Open Problems

We presented a study of optimal multiplication bases with respect to the XOR-
count. When applied to MDS matrices those lead to very efficient round-based
implementations. We expect our results to be applied in other domains as well.

Our investigations leave many possibilities for future research. While we have
been able to characterize exactly which field elements can be implemented with



one XOR operation only, the general case is still open. For small fields of dimen-
sion smaller or equal to eight, we were able to compute the optimal bases with
the help of an exhaustive computer search. However, for larger dimensions, this
approach turns quickly inefficient and more insight would be needed. As a first
step, we conjecture the following statement.

Congjecture 1. If wtg,(My,B) = 2, then m,, is of weight smaller or equal to 5.

Note that the converse of the conjectured statement is (unlike the case of tri-
nomials) wrong. As can be seen in Table 7, there exist a pentanomial of degree
8 which cannot be implemented with two XOR operations only. Beyond that,
our intuition is that the larger the weight of the minimal polynomial, the larger
the gap between the most efficient multiplication and the efficiency of multiply-
ing by means of the companion matrix. Quantifying and demonstrating such a
statement is an interesting and challenging open problem. Another interesting
question is to get an improved understanding of how to most efficiently multi-
ply with elements in proper subfields. More specifically, as a generalization of
Corollary 3, one may ask the following question.

Question 1. Is the most efficient way to multiply with a subfield element given
by multiplying in the subfield d times, where d is the extension degree of the
field when viewed as an extension of the subfield. More precisely, given an « €

3m C F3. in a proper subfield of dimension m = % and let Muep,. 5’ be
the multiplication matrix in Fom with an optimal XOR-count. Is Mycy,. B =
EBZZI M er,m, B @ matrix with the lowest possible XOR-count for multiplication

with o € Fon? In particular, is wtg (Macr,.,B) = dWtg(Macrym,5)?

Finally, for MDS matrices, it should be noted that we locally achieve the op-
timal solution. What would be needed to finally settle the search for lightweight
matrices is a global optimal solution. That is for a given dimension, find an MDS
matrix that can be implemented with the minimal number of XOR, operations.

Finally, when optimizing for software, similar questions can be phrased and
investigating solutions that are valid for more than one specific platform is a
challenging research topic.
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A Proofs

In the following, we present an alternative way of proving the fact that the
characteristic polynomial of some matrix M = Cyny1 + E; ; with wte(M) =1
is a trinomial of degree n. This is true in general, even if M does not represent
a multiplication with a field element.

Lemma 3. For M = Cynyq + E;; with wt(M) = n + 1, the characteristic
polynomial xpr of M is a trinomial of degree n.

Proof. 1t is to compute xa = det(AL, — M) = det(AL, + Cyni1 + E; ;). If j = n,
then M = Cynpi-141 and xar = A" + A7 + 1 is a trinomial of degree n. Thus,
w.l.o.g. one can assume j < n. To compute the determinant we use Laplace’s
formula by expanding along the n-th column. One obtains

1 A A
1 A 1 A
xm = det 4+ Ei—1,j | + Adet +Ei;|,

1 A 1 A
1 1 A

where Ey j := 0 and E,, ; := 0. Both of these remaining matrices are of dimen-
sion (n — 1) x (n — 1). We now distinguish three cases:

(i) ¢ < j: The additional 1 lies in the upper triangle of M. Now, y s reduces to
xum =1+ Adet(Al,—1 + Cyn-1 + E; ;)). In order to compute the remaining
determinant, we keep on expanding along the last column for n — 1 — j
times until the additional 1 is located in the rightmost column. We now
obtain the determinant of a companion matrix. Thus,

X =1+ A" det(A; + Cpijyi1)
=14+ AT 4N = A Il



(ii) 4 = j: In this case, the additional 1 lies on the main diagonal of M and
X =1HAA" 2+ 1) = A"+ A"+ 1

(iii) ¢ > j: The additional 1 lies in the lower triangle of M. Because of the
structure of M, it is further i > (j + 1). Defining the m x m matrix S, as

1 A

the characteristic polynomial of M reduces to xa = det(Sp_; + Ei—1;) +
A". We expand along the last row of Sj_; + F;_1 j for n —i times and get
XM = det(S{\_l + Eiflyj) + AT

Now, the additional 1 lies in the last row of the remaining (i — 1) x (¢ — 1)-
dimensional matrix. The goal is now to shift this 1 to the first column. This
is done by expanding j — 1 times along the first column. We now obtain
XM = det(Sf;j + E;_j1) + A" and the additional 1 is in the lower left
corner of the matrix. As a last step, we expand along the first column for
one more time and finally get

Xar = A" +det(S); + Ei_j1) = A"+ det(ALi—_j_1 + Cpi-y1) + 1
=N NI L

We now present the proof of Theorem 4 which makes use of Lemma 3.

Theorem 4. Let M = Cynyq + By, 5, + By, j, such that the following relations
hold:

i1 <j1#n, d2>ja+1, i1 <j2, d2<j1, j1—(1—1)#n, n—(j1—d1)Fi2—j2
The characteristic polynomial of M is a pentanomial of degree n. In particular
Y= A"+ Arti—iitia—ga—=2 | yndii—gi—l y yie—ja—l g

Proof. The first two conditions ensure that M has exactly one additional non-
zero entry in the upper and one in the lower triangle (not on the main diagonal).
Since j1, j2,12 # n, we can expand along the last column and obtain

XM = det(S,){_l + Ei1_1,j1 + E12_17j2) + )\det()\ln_l 4+ Cpn— + Ei17j1 + Ei27j2).

For simplicity, we define A := S} | + E;,_1j, + Eiy_2j, and B 1= A,,_1 +
Cyn-1 + By, j, + Ej, j,. In order to compute the latter part, we ”push” the
additional non-zero entry from the upper triangle to the top-right corner by first
expanding n — 1 — j; times along the last column and then expanding i; — 1



times along the first row. The condition i3 < j; ensures that F;, ;, will not
be eliminated from expanding along the last column and the condition #; < j5
ensures that E;, j, will not be eliminated from expanding along the first row.
Using Lemma 3, one obtains

Adet(B) = A" RN T det (M, —iy 41+ Con—inti g1 + Eiy iy 41,j5—i 1)
— \1l-atia (}\jl*ilJrl + Ne2—irtl—jatig—1-1 + 1)

— )\’I’L + >\n+i17j1+i27j272 + )\n+i17j171.

For det(A), we proceed similar to case (iii) in Lemma 3. We first expand js — 1
times along the first column in order to get the additional non-zero value from
the lower triangle to the leftmost column. Because of the condition i; < jo, this
elimintates E;, _1 j,. Now, one can expand n — jo — (iz — j2) times along the last
row, until the remaining additional non-zero entry lies in the lower left corner of
the remaining matrix. We finally expand along the first column one more time
and obtain

det(A) = det(S;)

n—jz

b Ban) = (S + Eoop) = A2 41

i2—J2

The last two assumptions make sure that all of the five coefficients of det(A) +
Adet(B) are distinct such that xps is indeed a pentanomial. a

B Minimal XOR-Counts in Fy»

Table 3. Minimal XOR-counts for all elements in F,.

minimal polynomial m, min wtg(a) matrix
z+1 0 1
| 2 Crmp @ Crm,
2t +r+1 1 Chny,
R | 1 Crm,,
'+ i+l 2 Cpay1+Eao+ E34




Table 4. Minimal XOR-counts for all elements in F5.

minimal polynomial m, min wtg(a) matrix
z+1 0 1

2+ +1 1 Chn,,

24+ 41 1 Chng,
P+ttt 41 2 Cwpsi1+Eau+ FEap
4zttt +a+1 2 Cusir+ E2o+ Ess
Pttt 41 2 Cupsi1+Ea3+E31+ Ez3
ettt 4241 2 Cupsi1+Eap+ Ez4

Table 5. Minimal XOR-counts for all elements in FJs.

minimal polynomial m, min wtg(a) matrix
z+1 0 I

P +z+1 3 Cmo ® Ciy ® O,

CEB +z+ 1 2 C'rna @ Cm,,t

ZL‘S + x2 +1 2 Cm(, D Cﬂla

2 +r+1 1 Chn,,

28+ 23 +1 1 Chn,,
2ttt b1 2 (Cpag1 ® Cropy)(I + Ers + Es.4)
Pttt 41 2 Cuo11 +Ea3+ Eag

28+ 25 +1 1 Chny,
2+t +a+1 2 Cuoi1+Ea2+ E3zp
a2’ +a2° 4+ 2+ 2% + 1 2 Cpoi1+ B2+ Ess
2+t 41 2 Cupoi1+Eo3+FE31+ E33
S+t 42?41 2 (Coa1®Ch2 )T+ Er 5+ Es 1+ Es 5)




Table 6. Minimal XOR-counts for all elements in IF§7.

minimal polynomial m, min wtg(«a) matrix
z+1 0 I
2 +x+1 1 Chn,,
2"+ +1 1 Chn,,
2+t +r+1 2 Cypry1+FEop+ Eyp
A | 1 Chny,
e Fat bt 1 2 (Cpagr @ Cyspy)(I + E15 + Fs3)
N e R 2 (Cypsp1 @ Caopy)(I + F1,6 + Fg 5)
'+ + a2 +a+1 2 Cypryq1 + Eas+ Eaz
g4+t 2+ 1 2 (Coar1 ®Cha )T+ Ers5+ Eq2)
"+’ +at 42t i+l 3 Cori1+ E23+ Eag+ Eag
2"+ 2% +1 1 Chn,,
R A N | 2 (Ca641 ® Cor 1) + Err + Er4)
2 a2ttt ol 2 (Cro41 B Coip)(I + Err + Er3)
g+ +at+at+1 2 Cori1+Eou+FEsn+ Eaa
.737+$6+.1‘5+l'2+1 2 (CIS+1@sz+1)([+E1’6+E7’1+E7’6)
e o e | 3 Cprp1+E2o+ Eas+ Egr
2T aS b+t 41 2 Cprig +Eap+ E34
g bttt 41 3 Cori1 +Eop+ Eza+ E3r
242+t 41 3 Cory1+Eoo+ Er3+ Eyp




Table 7. Minimal XOR-counts for all elements in FJs.

minimal polynomial m, min wtg(«) matrix
z+1 0 I
2’4zt D1 Cme
41 Cmgy @ Ciny,
[ N | Crmo ® Crm,,

e+t +r+1
DB2ret+ad+r4+1
DBttt +1
B+ +r+1
DB+t +a2?+1
B+t +1
Bttt 41
Bt +at+ 2241
Bttt a4+ +1
DB+t +r4+1
B+t +22+1
B+t +ad+1
B4+t +at+1
DB+ttt +a+1
B4+ttt +a+1
B2+t +r+1
B2+t +r+1
B4+t a2t 41
B+ttt +1
BT+ +r+1
BT+t +ad+1
DB+ttt +1
DB+ttt +1
B2+ +r41
B2+t +1
B2+t +1
B4+t a2 +1
DB+ 4+ 42+ +1
DB+ 42+t 41
B+ttt 241
B2 42+t +1

W WWWWWWNnWNNmhNWNNDWWWNNNWNWNDNDNWN&DNNR

@i:l(cfﬂ4+1 + E22+ E34)
Cusig +Eae+ Esp
(Cos1 ®Crs)(I + Ere + Es,5)
Cusig +Eae+ Esp
(Cos 1 ®Cra1){+ Erg+ Es2)
Cusy1+FEos+Er7r+ Eyp2
(CIG+1 D CI2+1)([ + E177 + E8’5)
Cusi1+Eo3+ FEy7r+ Eug
Cupsig +Eas+ Esp
(Coo11®Cr2 )T+ Err+ Eq2)
Cusig +Eaz+ Esg
Crm,
Cusy1+FEo3+ Erq+ Ess
Cusy1+FEo3+ Eas5+ Fes
Cusy1+FE22+ E3s
(Cpori1 ®Coq1)(I + Er 8+ Ess)
Cuspq + Eap + Es 7
Cusi1 +Eo2+ E36+ E3s
(Cori1 ®Coy1)(I+ E1 8+ Eg3)
(Cos1®Cus 1) (I +Er16+Esg 1+ Ese)
Cusig +Eap+ Eszs
Cusy1+FEoo+ E3s+ Far
Cusy1+FEo3+E31+ F33
Cusi1+Eop+ FEas+ Eag
(Coo1BCr2 )T+ Er 7+ E73+Eq3)
Cusi1+Eop+ Exs+ Eyur
Cusig+Eoo+E3s+ E3s
Cusig +Eaz+ E31+ E33+ Es3
Cusig +Eao+ Eas+ Eg 7
Cusy1+FEoo+ Er3+ Eyp




Table 8. For each n < 2048 for which no irreducible trinomial of degree n exists, this
table presents a matrix of the form Cyn 1+ E;, j, +E;,,j, with irreducible characteristic
pentanomial. Such a matrix is represented as a 4-tuple (i1, j1, %2, j2). In all cases, the
characteristic polynomial is equal to A" 4 A" i1t Hi2=g2=2 L Antir—ji—1 4 yia—ja—1 41

n n n n n n n n n n
8 (1,3,3,1) 237 (1,168,3,1) 461 (1,104,3,1) 659 (1,250,3,1) 869 1067 (1,960,5,1) 1274 T480 (1,413,3,1) 1680 (1,645,3,1) 1867 (1,670,3,1)
13 (1,4,3,1) 240 (1,121,4,1) 452 (1,90,3,1) 661 (1,224,3,1) 872 1068 (1,54,3,1) 1275 1483 (1,412,3,1) 1682 (1,5,3,1) 1868 (1,420,3,1)
16 (1,9.4,1) 243 (1,38,3,1) 453 (1,302,3,1) 664 (1,149,3,1) 874 1069 (1,338,3,1) 1277 1484 (1,41,3,1) 1683 (1,1278,3,1) 1869 (1,384,3,1)
19 (1,8,3,1) 245 (1,38,3,1) 454 (1,314,3,1) 666 (1,117,3,1) 875 1070 (1,228,3,1) 1280 1485 (1,1086,3,1) 1684 (1,730,3,1) 1872 (1,183,3,1)
24 (1,5,3,1) 246 (1,71,3,1) 456 (1,129,3,1) 667 (1,38,4,1) 877 1072 (1,789,4,1) 1283 1488 (1,1017,3,1) 1685 (1,816,3,1) 1874  (1,35,4,1)
26 (1,11,3,1) 248 (1,29,3,1) 459 (1,270,3,1) 669 (1,48,3,1) 878 1073 (1,362,3,1) 1285 1491 (1,666,3,1) 1686  (1,72,3,1) 1875 (1,1386,3,1)
27 (1,3,3,1) 251 (1,24,3,1) 461 (1,170,3,1) 672 1) 880 1074 (1,801,3,1) 1288 1493 (1,1002,3,1) 1688 (1,255,3,1) 1876 (1,1204,3,1)
32 (1,3,3,1) 254 (1,19,3,1) 464 J1) 674 1) 883 1075 (1,142,3,1) 1290 1494 (1,620,3,1) 1690 (1,733,3,1) 1877 (1,628,3,1)
37 (1,16,4,1) 256 (1,157,3,1) 466 1) 675 1) 885 1076 (1,49,3,1) 1291 1496 (1,21,3,1) 1691  (1,26,3,1) 1880 (1,207,3,1)
38 (1,4,3,1) 259 (1,20,3,1) 467 1) 677 (1,647,3,1) 886 1077 (1,706,4,1) 1292 1498 (1,223,3,1) 1693 (1,394,3,1) 1882 (1,399,4,1)
40 (1,14,3,1) 261 (1,12,3,1) 469 1) 678 (1,312,3,1) 888 1080 (1,75,3,1) 1293 1499 (1,3,3,1) 1696  (1,19,3,1) 1883 (1,680,3,1)
43 (1,8,3,1) 262 (1,13,3,1) 472 3,1) 680 (1,21,3,1) 891 1083 (1,92,3,1) 1296 1501 (1,1222,3,1) 1699 (1,404,3,1) 1885 (1,352,3,1)
45 (1,6,3,1) 264 (1,63,3,1) 475 1) 681 (1,51,3,1) 893 1088 (1,3,3,1) 1299 1502 (1,5,3,1) 1701 (1,540,3,1) 1888 (1,905,3,1)
48 (1,21,3,1) 267 (1,182,3,1) 477 1) 683 (1,104,3,1) 896 1091 (1,1026,3,1) 1301 1504 (1,559,3,1) 1702 (1,262,3,1) 1891 (1,280,3,1)
50 (1,7,3,1) 269 (1,64,3,1) 480 (1,273,5,1) 685 (1,172,3,1) 899 1093 (1,310,3,1) 1303 1506 (1,215,3,1) 1704 (1,1617,4,1) 1892 (1,440,3,1)
51 (1,12,3,1) 272 (1,165,3,1) 482 (1,115,3,1) 688 (1,149,3,1) 901 1096 (1,947,3,1) 1304 1507 (1,200,3,1) 1706 (1,843,3,1) 1893 (1,344,3,1)
53 (1,4,3,1) 275 (1,20,3,1) 483 (1,26,3,1) 691 (1,606,7,1) 904 1099 (1,644,3,1) 1307 1509 (1,128,5,1) 1707 (1,150,3,1) 1894 (1,391,3,1)
56 (1,13,3,1) 277 (1,208,3,1) 485 (1,158,3,1) 693 (1,278,3,1) 907 1101 (1,474,3,1) 1309 1512 (1,381,3,1) 1709 (1,688,3,1) 1896 (1,1053,4,1)
59 (1,14,3,1) 280 (1,73,3,1) 488 (1,359,3,1) 696 (1,77,3,1) 909 1104 (1,515,3,1) 1312 1515 (1,14,3,1) 1712 (1,95,3,1) 1897  (1,80,3,1)
61 (1,4,3,1) 283 (1,154,3,1) 491 (1,477,3,1) 699 (1,360,3,1) 910 1107 (1,936,3,1) 1315 1517 (1,698,3,1) 1714 (1,1021,3,1) 1898 (1,241,3,1)
64 (1,61,3,1) 285 (1,158,3,1) 493 (1,20,3,1) 701 (1,238,3,1) 912 1109 (1,278,3,1) 1316 1520 (1,131,3,1) 1715 (1,250,3,1) 1899 (1,986,3,1)
67 (1,58,3,1) 288 (1,206,3,1) 496 (1,149,3,1) 703 (1,19,3,1) 914 1112 (1,35,3,1) 1317 1522 (1,985,3,1) 1717 (1,142,3,1) 1901 (1,230,3,1)
69 (1,42,4,1) 290 (1,96,3,1) 499 (1,40,3,1) 704 (1,195,5,1) 915 1114 (1,143,3,1) 1318 1523 (1,906,3,1) 1718 (1,242,3,1) 1904 (1,535,3,1)
70 (1,19,3,1) 291 (1,200,3,1) 501 (1,144,4,1) 706 (1,503,3,1) 917 1115 (1,328,3,1) 1320 1525 (1,602,3,1) 1720 (1,133,3,1) 1907 (1,780,3,1)
72 (1,15,5,1) 293 (1,16,3,1) 502 (1,245,3,1) 707 (1,376,3,1) 920 1117 (1,220,3,1) 1322 1528 (1,79,3,1) 1723 (1,322,3,1) 1909 .1)
75 (1,36,3,1) 296 (1,109,3,1) 504 (1,141,3,1) 709 (1,230,3,1) 922 1118 (1,168,3,1) 1323 1531 (1,910,3,1) 1725  (1,90,3,1) 1910 1)
77 (1,47,3,1) 298 (1,55,3,1) 507 (1,429,6,1) 710 (1,17,3,1) 923 1120 (1,1043,3,1) 1325 1532 (1,66,3,1) 1727 (1,207,3,1) 1912 1)
78 (1,23,3,1) 299 (1,116,3,1) 509 (1,10,3,1) 712 (1,455,3,1) 925 1123 (1,410,3,1) 1328 1533 (1,1160,3,1) 1728 (1,1227,3,1) 1914 1)
80 (1,5,3,1) 301 (1,154,3,1) 512 (1,425,3,1) 715 (1,110,3,1) 928 1124 (1,424,3,1) 1330 1536 (1,39,3,1) 1730 (1,443,3,1) 1915 .1)
82 (1,47,5,1) 304 (1,109,3,1) 515 (1,236,3,1) 717 (1,448,4,1) 929 1125 (1,254,3,1) 1331 1538 (1,509,3,1) 1731 (1,338,3,1) 1916 1)
83 (1,4,3,1) 306 (1,81,3,1) 517 (1,172,3,1) 1128 (1,21,3,1) 1333 1539 (1,30,3,1) 1732 (1,1250,3,1) 1917 1)
85 (1,16,3,1) 307 (1,192,4,1) 520 (1,331,3,1) 1131 (1,552,3,1) 1336 1541 (1,698,3,1) 1733 (1,128,3,1) 1920 ,1)
88 (1,11,3,1) 309 (1,155,3,1) 523 (1,140,3,1) 1182 (1,52,3,1) 1544 (1,411,3,1) 1736 (1,493,3,1) 1922 1)
3,1) 525 (1,328,4,1) 1133 (1,238,3,1) 1546 (1,351,4,1) 1739 (1,420,3,1) 1923 ,1)

3,1) 528 (1,35,3,1) 1136 (1,957,3,1) 1547 (1,62,3,1) 1741 (1,476,3,1) 1925 1)

3,1) 530 (1,17,3,1) 1139 (1,246,3,1) 1549 (1,1220,3,1) 1744 (1,1183,3,1) 1928 ,1)

3.1) 531 (1,44,3,1) 1141 (1,196,3,1) 1552 (1,325,3,1) 1747 (1,1402,3,1) 1930 1)

3,1) 533 (1,56,3,1) 1143 (1,191,3,1) 1555 (1,404,3,1) 1749 (1,56,3,1) 1931 ,1)

4,1) 535 (1,104,3,1) 1144 (1,335,3,1) 1557 (1,822,3,1) 1752 (1,1585,4,1) 1933 1)

3,1) 536 (1,117,3,1) 1147 (1,598,3,1) 1560 (1,1027,5,1) 1754 (1,103,3,1) 1936 1)

539 (1,3,3.1) 1149 (1,902,5,1) 1563 (1,198,3,1) 1755 (1,308,3,1) 1939 1)

541 (1,364,5,1) 1150 (1,130,3,1) 1565  (1,66,3,1) 1757 (1,988,3,1) 1941 )

542 (1,50,3,1) 1152 (1,11,3,1) 1568 (1,231,3,1) 1758 (1,213,3,1) 1942 )

544 (1,65,5,1) 1155 (1,8,3,1) 1571 (1,430,3,1) 1760 (1,273,3,1) 1944 )

546 (1,213,3,1) 1157 (1,328,3,1) 1573 (1,112,3,1) 1761 (1,186,3,1) 1947 )

547 (1,302,4,1) 1160 (1,87,3,1) 1574 (1,284,3,1) 1762 (1,277,3,1) 1949 )

548 (1,18,3,1) 1162 (1,451,3,1) 1576 (1,131,3,1) 1763 (1,266,3,1) 1952 )

549 (1,304,4,1) 1163 (1,162,3,1) 1579 (1,706,3,1) 1765 (1,458,3,1) 1954 )

552 (1,195,3,1) 1165 (1,32,3,1) 1581 (1,1446,3,1) 1766 (1,453,3,1) 1955 )

554 (1,191,3,1) 1168 (1,629,3,1) 1584 (1,621,3,1) 1768 (1,157,3,1) 1957 )

555 1) 1171 (1,466,3,1) 1587 (1,250,7,1) 1771 (1,518,3,1) 1960 )

557 13,1) 1172 (1,288,3,1) 1589 (1,128,7,1) 1773 (1,1352,3,1) 1963 )

560 3,1) 1173 (1,108,3,1) 1592 (1,1135,3,1) 1776 (1,669,3,1) 1965 )

1) 562 1) 1176 (1,57,3,1) 1594 (1,821,3,1) 1779 (1,1046,3,1) 1968 )

1) 3 563 1) 1179 (1,56,3,1) 1595 (1,192,3,1) 1781  (1,36,3,1) 1970 )

1) 565 1) 1181 (1,650,4,1) 1597 (1,1150,3,1) 1784 (1,1481,3,1) 1971 )

1) 568 1) 1184 (1,701,3,1) 1598 (1,289,3,1) 1786 (1,1429,3,1) 1972 )

1) 571 781 (1,278,3,1) 980 1187 (1,530,3,1) 1600 (1,529,3,1) 1787 (1,112,4,1) 1973 )

1) 572 784 (1,169,3,1) 981 1189 (1,136,3,1) 1603 (1,134,3,1) 1789 (1,578,3,1) 1976 )

1) 573 786 (1,387,3,1) 984 1192 (1,397,3,1) 605 (1,1328,5,1) 1792 (1,1001,4,1) 1978 )

112,3,1) 576 787 (1,52,3,1) 987 1194 (1,153,3,1) 1608 (1,273,3,1) 1794 (1,27,4,1) 1979 )

160 (1,91,3,1) 371 (1,20,3,1) 578 788 (1,26,3,1) 989 1195 (1,962,3,1) 1610 (1,561,3,1) 1795 (1,130,3,1) 1981 )
163 (1,104,3,1) 373 (1,34,3,1) 579 (1,114,3,1) 789 (1,294,3,1) 992 1197 (1,12,3,1) 1611 (1,506,3,1) 1796 (1,48,3,1) 1982 )
164 (1,18,3,1) 374 (1,38,3,1) 581 (1,318,3,1) 790 (1,269,3,1) 995 1200 (1,179,3,1) 1613 (1,892,4,1) 1797 (1,8,3,1) 1984 )
165 (1,135,3,1) 376 (1,113,3,1) 584 (1,63,3,1) 792 (1,131,3,1) 997 1203 (1,788,3,1) 1614 (1,138,3,1) 1800 (1,819,3,1) 1987 )
168 (1,21,3,1) 379 (1,8,3,1) 586 (1,469,3,1) 795 (1,450,3,1) 1000 1205 (1,590,5,1) 1616 (1,801,3,1) 1803 (1,1158,3,1) 1989 )
171 (1,60,3,1) 381 (1,198,4,1) 587 (1,256,3,1) 796 (1,26,3,1) 1002 1208 (1,319,3,1) 1619 (1,578,3,1) 1805 (1,1312,3,1) 1992 )
173 (1,32,3,1) 384 (1,195,3,1) 589 (1,70,3,1) 797 (1,336,3,1) 1003 1211 (1,686,3,1) 1621 (1,852,4,1) 1808 (1,545,3,1) 1995 )
176 (1,19,3,1) 387 (1,102,3,1) 591 (1,95,3,1) 800 (1,523,3,1) 1004 1213 (1,664,3,1) 1622 (1,158,3,1) 1811 (1,618,3,1) 1997 )
179 (1,10,3,1) 389 (1,38,3,1) 592 (1,241,3,1) 802 (1,47,4,1) 1005 1216 (1,709,3,1) 1624 (1,1875,3,1) 1812 (1,702,3,1) 1998 )
181 (1,175,3,1) 392 (1,364,3,1) 803 (1,60,3,1) 1006 1219 (1,676,4,1) 1626 (1,573,3,1) 1813 (1,14,3,1) 2000 )
184 (1,83,3,1) 395 (1,540,3,1) 805 (1,248,3,1) 1008 1221 (1,200,3,1) 627 (1,130,3,1) 1816  (1,83,3,1) 2002 )
187 (1,22,3,1) 397 (1,248,3,1) 808 (1,379,3,1) 1011 1222 (1,181,3,1) 1629 (1,500,3,1) 1819 (1,926,3,1) 2003 )
188 (1,21,3,1) 398 811 (1,394,3,1) 1013 1224 (1,545,3,1) 632 (1,791,3,1) 1821 (1,668,3,1) 2005 )
189 (1,68,3,1) 400 813 (1,98,3,1) 1016 1227 (1,212,3,1) 1635 (1,545,3,1) 1822 (1,856,3,1) 2008 )
190 (1,16,3,1) 403 816 (1,285,3,1) 1017 1229 (1,40,3,1) 1637 (1,90,3,1) 1824 (1,1125,4,1) 2011 )
192 (1,155,3,1) 405 819 (1,496,4,1) 1018 1232 (1,477,3,1) 1435 1640 (1,401,3,1) 1826 (1,335,3,1) 2012 )
195 (1,158,3,1) 408 821 (1,424,3,1) 1019 1235 (1,50,3,1) 1437 1643 1,3,3,1) 1827 (1,1308,3,1) 2013 )
197 (1,126,3,1) 410 824 (1,233,3,1) 1021 1237 (1,380,3,1) 1439 1644 (1,221,3,1) 1829 (1,760,3,1) 2014 )
200 (1,53,3,1) 411 827 (1,680,3,1) 1024 1240 (1,826,3,1) 1440 1645 (1,176,3,1) 1832 (1,295,3,1) 2016 )
203 (1,3,3,1) 413 829 (1,560,3,1) 1027 1243 (1,34,3,1) 1443 1646 (1,68,3,1) 1834 (1,1820,3,1) 2018 )
205 (1,176,3,1) 416 830 (1,60,3,1) 1032 1244 (1,46,3,1) 1445 1648 (1,1249,3,1) 1835 (1,1352,3,1) 2019 )
206 (1,7,3,1) 419 832 (1,685,3,1) 1035 1245 (1,360,3,1) 1448 1651 (1,490,3,1) 1837 (1,1162,4,1) 2021 )
208 (1,197,4,1) 421 835 (1,92,3,1) 1037 1248 (1,327,3,1) 1450 1653 (1,834,3,1) 1840 (1,409,3,1) 2024 )
211 (1,112,3,1) 424 836 (1,8,3,1) 1038 1250 (1,313,3,1) 1451 1654 (1,1000,3,1) 1842 (1,303,3,1) 2027 )
213 (1,24,3,1) 427 837 (1,542,3,1) 1040 1251 (1,38,3,1) 1453 1656 (1,179,3,1) 1843 (1,904,3,1) 2029 )
216 (1,11,3,1) 429 840 (1,173,3,1) 1043 1253 (1,318,3,1) 1456 1658 (1,801,3,1) 1845 (1,786,3,1) 2030 )
219 (1,201,3,1) 430 843 (1,200,3,1) 1045 1254 (1,56,3,1) 1459 1659  (1,446,3,1) 1848 (1,1077,3,1) 2032 )
221 (1,80,3,1) 432 848 (1,243,3,1) 1046 1256 (1,605,3,1) 1461 1661 (1,156,3,1) 1850 (1,1015,4,1) 2035 )
222 (1,71,3,1) 434 851 (1,58,3,1) 1048 1258 (1,689,3,1) 1462 1662 (1,285,3,1) 1851 (1,720,3,1) 2037 )
224 (1,83,3,1) 435 853 (1,142,3,1) 1051 1259 (1,168,3,1) 1464 664 (1,135,3,1) 1852 (1,46,3,1) 2038 )
226 (1,169,3,1) 437 854 (1,138,3,1) 1053 1261 (1,640,3,1) 1467 1667 (1,1146,3,1) 1853 (1,906,3,1) 2040 )
(1,182,3,1) 440 856 (1,691,3,1) 1056 1262 (1,285,3,1) 1469 1669 (1,106,3,1) 1856 (1,861,3,1) 2042 )
(1,80,3,1) 442 1) 6 0,3,1) 859 (1,178 1059 1264 (1,283,3,1) 1472 1670 (1,472,3,1) 1858 (1,1099,3,1) 2043 )
(1,3,3,1) 443 3,1) (1,626,3,1) 863 (1,92,3,1) 1061 1267 (1,800,4,1) 1474 1672 (1,881,4,1) 1859  (1,4,3,1) 2045 )

232 (1,133,3,1) 445 3,1) (1,478,3,1) 864 (1,39,3,1) 1064 1269 (1,907,4,1) 1475 1675 (1,970,4,1) 1861 (1,398,3,1) 2046 )
235 (1,26,3,1) 448 (1,119,3,1) 656 (1,295,3,1) 867 (1,48,3,1) 1066 1272 (1,383,3,1) 1477 1677 (1,852,3,1) 1864 (1,61,3,1) 2048 )




