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Abstract. May and Ozerov proposed an algorithm for the nearest-neighbor problem of vectors
over the binary field at EUROCRYPT 2015. They applied their algorithm to the decoding problem
of random linear codes over the binary field and confirmed the performance improvement. We
describe their algorithm generalized to work for vectors over the finite field I, with arbitrary prime
power q. We also apply the generalized algorithm to the decoding problem of random linear codes
over F,. It is observed by our numerical analysis of asymptotic time complexity that the May-
Ozerov nearest-neighbor algorithm may not contribute to the performance improvement of the
Stern information set decoding over Fq with ¢ > 3.

Keywords: code-based cryptography, random linear code, information set decoding, nearest-
neighbor problem

1 Introduction

Background. Decoding random linear codes is a well-known combinatorial problem in coding
theory and cryptography. No efficient algorithm is found for this problem, and the intractability
is used to construct various cryptographic schemes. In particular, different from public key
cryptosystems based on factoring or discrete logarithms, public key cryptosystems based on
codes such as McEliece PKC [10] are expected to remain secure even if large-scale quantum
computers become available.

An [n, k] linear code over the finite field I, is a k-dimensional subspace of Fy. n is the length
of the code and k/n is called the rate. An [n, k] linear code over F, can be defined as a kernel
of a matrix H € an_k)xn with rank n — k. H is called a parity check matrix. The distance d
of an [n, k] linear code is the minimum Hamming distance between its codewords.

A random parity check matrix H € anik)xn specifies a random [n, k] linear code. It is
shown that, for large n, virtually all random linear [n,k] codes over F, achieve the Gilbert-
Varshamov bound k/n < 1 — H,(d/n), where H, is the g-ary entropy function [3]. Thus, it is
assumed in this paper that d satisfies k/n =1 — Hy(d/n).

An instance of the decoding problem of random linear codes is a pair of a random parity
check matrix H € anfk)xn and a vector @ € Fy. The required answer is a codeword with
minimum Hamming distance to @. This setting is called the full distance decoding. The other
setting, which is more typical in the application to cryptography, promises that there exists a
codeword ¢ such that = ¢+e and the Hamming weight of e is less than or equal to [(d—1)/2],
where d is the distance of the given code. This setting is called the bounded distance decoding,
which will be focused on in this paper. In the bounded distance decoding, it is ensured that the

answer c is unique.

Related Work. The important class of algorithms for decoding random linear codes is informa-
tion set decoding (ISD), which was first suggested by Prange [13]. ISD consists of two steps:
the first step is a permutation step and the second step is a search step. A successive execution
of these steps is iterated until an answer is obtained. In its basic form by Lee and Brickell [7],
in the first permutation step, one first permutes the columns of H randomly and transform



the permuted H into (R I) with Gaussian elimination, where R € anik)Xk and I is the

(n — k)-dimensional identity matrix. The Gaussian elimination is also applied to the syndrome
s = Hx, which is transformed to s. In the second search step, for some fixed p, one searches a
linear combination of p columns of R whose Hamming distance to § is w — p. For such a linear
combination, § is obtained by adding a linear combination of w — p columns of I to the linear
combination. Thus, one can recover e and obtain ¢ = x — e. p is chosen to optimize the time
complexity.

Stern reduced the time complexity of ISD using the meet-in-the-middle approach for the
search step [14]. The Stern ISD is the best algorithm in terms of time complexity for about
twenty years. Recently, several proposals for the search step have been made to further reduce the
time complexity. Bernstein, Lange and Peters introduced the ball-collision technique [2]. May,
Meurer and Thomae [8] used the representation technique introduced by Howgrave-Graham
and Joux [6] for the subset sum problem. Becker, Joux, May and Meurer [1] introduced an
interesting tweak to the algorithm by May, et al. [8]. May-Ozerov devised an algorithm to find
a pair of nearest neighbors [9].

The decoding problem of random linear codes is often discussed for codes over the binary
field. Still, some work has been done to generalize ISD for codes over other finite fields. Coffey
and Goodman [4] analyzed the complexity of the Prange ISD over F,. Peters [12] generalized
the Stern ISD and its extension by Finiansz and Sendrier [5]. Meurer [11] generalized the BJMM
ISD [1] and analyzed its time complexity. May and Ozerov [9] claimed that they did not see
any obstacles in transferring their algorithm to F,. However, the generalization does not seem
so straightforward as the generalization of the other algorithms.

Our Contribution. In this paper, the May-Ozerov algorithm for the nearest-neighbor problem
is generalized to work over [F, with any prime power ¢. The time complexity of the algorithm
is also analyzed. The analysis suggests that the May-Ozerov algorithm may not be practical
even for small ¢ > 3 due to the factors of the time complexity which does not appear in its O-
notation. Then, the May-Ozerov algorithm is applied to the decoding problem of random linear
codes over F,. The asymptotic time complexity of the Stern ISD with the May-Ozerov nearest-
neighbor algorithm is analyzed by numerical optimization. It is observed by the analysis that the
May-Ozerov nearest-neighbor algorithm may not contribute to the performance improvement
of the Stern ISD over I, with ¢ > 3.

Organization. The paper is organized as follows. Section 2 gives some notations and definitions.
The May-Ozerov algorithm for the nearest-neighbor problem over I, is presented in Sect. 3.
The application of the May-Ozerov algorithm to the Stern ISD over F, is described in Sect. 4.
Some numerical analyses of asymptotic time complexity of this algorithm is given in Sect. 5. A
concluding remark is given in Sect. 6.

2 Preliminaries

2.1 Notation

The g-ary entropy function is denoted by H,. Namely,
Hy(z) = zlog,(¢ — 1) — wvlog,z — (1 — x)log,(1 — ) .

The binary entropy function Hs is often simply denoted by H.

Let F, be the finite field for prime power g. F, is also used to represent the set of elements
of the field.

Let w € Ff] be a vector. The Hamming weight of w is the number of its nonzero coordinates,
which is denoted by wy(w). The number of the coordinates of w is denoted by |w|, that is,
|lw| = L.



2.2 Multinomial Coefficient and Stirling’s Formula

The multinomial coeflicient

n n!
ny,ng, -+, Nr nllngl-‘-n.r!

is the number of ways to split n distinct elements into 7 disjoint groups with the size of the i-th
group n; for 1 <i <7, wheren=ny+no+---+n; and 7 > 2.
We will often use Stirling’s formula n! = v27n(n/e)"e’®) and

R _ K RH(p/R)n—o(n) _ & (grH(u/r)n
(lm> 2m (K — ) ? © (2 )

2.3 Nearest-Neighbor Problem over [y

The nearest-neighbor (NN) problem over the binary field defined in [9] is generalized over other
finite fields:

Definition 1 (Nearest-Neighbor Problem over F,). Let g be a prime power. Let m be a
positive integer. Let 0 < v < 1/2 and 0 < A < 1. The (m,~,\)-NN problem over Fy is defined
as follows:

Input U, V and v, where U CF', V CFy' and [U| = [V] = m,
Output C CU x V which have (u*,v*) such that wy(u* — v*) = ym (if any).

It is also assumed that the vectors in U and V are chosen uniformly at random and pairwise
independent.

To simplify the description of the May-Ozerov algorithm for the NN problem, the balanced-
ness of a vector over F, is defined:

Definition 2. A wvector in Fé is called balanced if the number of its coordinates equal to x is
l/q for every element x € F,,.

3 May-Ozerov Algorithm for Nearest-Neighbor Problem over [,

The May-Ozerov algorithm for the nearest-neighbor problem over Fa [9] is generalized to work
over [F, with arbitrary prime power g. The generalized algorithm is given in Algorithm 1. An
overview of the algorithm is given below.

For a given pair of lists, &/ and V, the May-Ozerov NN algorithm creates exponentially
many pairs of sublists with sizes expected polynomial so that at least one of the pairs of sublists
contain an unknown solution with overwhelming probability. Since the sizes of the sublists are
expected to be polynomial, the naive search is carried out to find the unknown solution.

All the vectors in the given lists first randomized with a random permutation matrix P
and a random vector r. This randomization plays an important role in the algorithm. In the
description of Algorithm 1,

PU+r={u|u=Pu+r uecl}

and PV + r is defined similarly. P is used for random transposition of coordinates of each
vector.

Each pair of sublists are created first by choosing some of the coordinates of the vectors at
random. Let A be the set of the chosen coordinates with |A| = fm for 0 < 5 < 1. Then, a pair
of sublists consist of vectors satisfying that the number of coordinates in A equal to x € [F is
hyBm, where h;’s are positive and Zmqu h, = 1. Actually, the vectors are filtered gradually
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with recursive calls to the procedure NNR. Each vector is divided into ¢ pieces with the size of
the i-th piece a;m, where «a;’s are positive and oy + ag + -+ a; = 1. A is a union of disjoint
sets Ay, Aa, ..., A, where the coordinates in A; are from the i-th piece and |4;| = Ba;m for
1 < i < t. The pair of sublists consist of vectors satisfying that the number of coordinates in A;
equal to x € Fy is hyfBa;m for 1 <14 <.

The recursive calls to the procedure NNR form a tree structure with the root corresponding
to the call from MO-NN. The last argument ¢ of NNR represents the depth of the call in the
tree, where the depth of the root is 1 and the depth of a leaf is ¢ + 1.

Algorithm 1 May-Ozerov Algorithm for (m,~, A\)-NN problem over F,
1: procedure MO-NN(U,V,~)

2y (1=9) (HalB) = L S, Ha (%578))
: Select € > 0

3
4: t 4+ [(logy(y — A +€/2) —logy(e/2))/(logy y — logy A)]
5: ar— (Yy—A+¢/2)/y

6: a; +— (N y)ai—1 for 2<i <t

T for m®" times do

8

: Select a permutation matrix P € {0,1}™*™ u.a.r. > u.a.r. means uniformly at random.
9: Select w.a.r. r = (r1,...,7¢) € IF;" s.t.r; € Fg”" is balanced for every 1 <1 <t
10: U+ {a|a e PU+rAYj(a; € Fg?™ is balanced)} b= (l1,...,0%;) and 1 < j <t
11: V< {o|0€PV+rAV(v; € Fg?™ is balanced)} bd=(d1,...,0) and 1 <j <t
12: return NNR(I:{, V,m,t,v, A\ ai, ..., ay,E, 1)
13: end for

14: end procedure

15: procedure NNR(Z:{, V,m, by, Ao, ..o, Y, €,4))
16: if i =t+ 1 then

17: C+ {(w,d)|(w,®) €U x V Awn(@t — ) =ym} > The naive algorithm is used.
18: end if

19: for 6(¢¥*™) times do

20: Select A; C {(a1+ -+ ai—i)m+1,..., (a1 + -+ ai;)m} s.t. |A;] = Baym u.a.r.

21: U < {u|u €U s.t. the number of coordinates in A; equal to = € Fy is h,Ba;m}

22: V'« {v|v € V s.t. the number of coordinates in A; equal to = € Fy is hySBa;m} > ern«“q he =1
23: if [U/| and |V'| are O (q(’\(l_z}:1 "j)+5/2)m) then

24: C + CUNNRU, V' ,m,t, v, A\, a1, ... a1, y,6,0+ 1)

25: end if

26: end for

27: return C
28: end procedure

The time complexity of the May-Ozerov NN algorithm over F, in Algorithm 1 is given by
the following theorem. The proof of this theorem proceeds in the same way as the proof of
Theorem 1 in [9].

Theorem 1. Let q be any prime power. Let vy be any real such that 0 < vy < 1/2. Let B be any
real such that 0 < 8 < 1. Let € be any positive real and \ be any real such that

NS H,(8) == Y Hylgha) &
q

z€lfy

with 3 pep, ha =1 and v/q < ha < v/q+ (1 —7)/(qB) for every x € Fy. Let

AEIETORE AT ®

z€lF,
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Then, the May-Ozerov algorithm solves the (m,~y,A)-NN problem over F, with overwhelming
probability in time O(q¥Te)™).

Proof. First, notice that, if v/q < h, <~v/q+ (1 —7)/(¢53), then

By —
0< 2" Tg<q
L=y

and 0 < v8 < qhyfB < 1—(1—p)y < 1. It is also shown with elementary calculation that A < y.

It will be shown in Lemma 1 that, for the for-loop from the line 7 to the line 13 in the
procedure MO-NN, the probability that a solution randomized with a pair of P and r is included
in (4, V) and given to the procedure NNR is 1/mP®),

For the for-loop from the line 19 to the line 26 in the procedure NNR, from Lemma 2, if the
(randomized) solution is included in the pair of input lists (4, V) of the call of NNR. with depth
i, then the probability that the solution is also included in the lists (U4’,)’) of the input to the
next call of NNR is 1/6 (g¥*™) for a choice A; of coordinates.

From Lemma 3, for 1 < ¢ < ¢, if the lists of the input to the call of NNR with depth
(i + 1) includes the (randomized) solution, then their sizes are O (q(’\(l_zzilaj )+e/ 2>m> with
overwhelming probability for any € > 0. _

From the discussions above, the total number of the calls to NNR with depth i is O <q<y im aj)m)

~ 1—1
and each run of NNR with depth ¢ takes O <qyaim+(/\(1_2j=1O‘j)+€/2)m) time for 1 <7 < t.
Thus, the total time complexity required to create the lists in the calls with depth i is

T.=0 (q(y iy e HA(1-i] ocj)+a/2)m>

for 1 <14 < t. The total time complexity required by the calls with depth (¢t + 1) is O (q(y+5)m).
Let us assume that T; = T; 41 for any ¢ such that 1 < <t — 1. Then,

% i—1 i+1 %

yZa3+)\ 1—20@ +5/2:y2aj+)\ 1—20@ +¢e/2
j=1 7j=1 7j=1 7j=1
aiy1 = (M y)a; .

Since A < y from Lemma 4 and Z;Zl aj =101 = % and

T,=T,=0 (q(ya1+k+a/2)m)
for 1 <4 <t. Furthermore, if ¢ is chosen to be

logy(y — A +¢/2) —logy(e/2)
logy y — logy A ’

then T = O (q(y+5)m). It implies that the total time complexity of the May-Ozerov NN algo-
rithm is O (q(y+€)m). 0

Lemma 1. Let (U,V,7) be an instance of the (m,~,A)-NN problem with unknown solution
(u*,v*) € U XV such that wg(u* —v*) = ym. Let z* = u* —v*. Let t be a constant integer. Let
a1, 0o, ..., 0 be positive reals satisfying a1 +---+ay = 1. Let P be a permutation matriz chosen
uniformly at random from {0, 1}™*™. Let r € Fy* be a vector chosen uniformly at random such
that r = (r1,...,7¢) with r; € Fgi™ balanced for every 1 <i <t. Let

~ % * (k% ~ x

u* = Pu*+r=(uj,u;,...,4;) ,

~ %k * ~k  ~k ~ X

0" = Pv* +7r=(0],03,...,0;) ,

=% ~ % ~ % * _ (zx Zk =%
Zr=u"—0"=Pz"=(2],25,...,2{) ,



where w; € Fyi™, vf € Fgi™ and z7 € Fgi™ for every 1 < i <t. Then, the probability that both
u! and v} are balanced and wy(Z}) = yoym for every 1 <i <t is

(a=1)2(q+1)t+t—1

Proof. For u; and v, let Bal; be the event that both of w; and v are balanced. Let w} —r; =
(71585 05+ s U ) AN O — 15 = (01,079, 0 m)- Let S, = {j] (i =) N0 =y)}
for (z,y) € ]F'2 Then, Bal; occurs if 7; is balanced on the coordinates in S, v for every (z,y) € IE‘2
Thus,

—1 ~
P B 11 > Y N
r[ 2 ]_ <alm/Q77a’Lm/Q> H (|Sxy’/Q7a|Sa:,y|/q

(z,y)€F2

q—1

(g—1)(g+1) 2

q S N 12
- <(2q)ql) 2 ozim/ H ‘Sx,y‘ — 1/0 <m(q 1)2(q+1)>
™

(z,y)€FZ

For z*, since P is chosen uniformly at random,

Pr [ /_\1 (wrr(3F) = mm>] - (%)11_1 (VOZ:Z)
~ (2ry(1=9)" (a1 ra) B F =1 /0 (mT)

Since P and r are independent of each other,

t

(=1 (g+D)tte—1
/\ ) = yaym )/\Bali)lzl/O(mq S )
=1

Pr

a

From Lemma 1, with O(m executions of the for-loop from the line 7 to the

(a=1)*(g+D)t+t—1 )
2

line 13, the randomized unknown solution satisfying the conditions in Lemma 1 is given to the

procedure NNR with overwhelming probability. Notice that the condition wy(2}) = ya;m for

1 < ¢ <t cannot be checked since the solution is unknown. The proof of Lemma 1 validates the

algorithm only if each piece of vectors has at least ¢ coordinates.

Lemma 2. For a recursive call to the procedure NNR in the May-Ozerov algorithm, suppose
that, for input U, V, m, t, v, \, a1,..., o4, y, €, 1), U x V includes a (randomized) unknown
solution (w*,0*). Then, the probability that the input U' x V' to the next call also includes
(@*, 9*) is 1/O(q¥*™) if A; is chosen uniformly at random.

Proof. From Lemma 1 and its proof, it is assumed that @} and o] satisfy the conditions in
Lemma 1 and that 7; is balanced on the coordinates in S, for every (x,y) € Fg. Let u; =

(71;‘71,12;2, . ,ﬁzaim) and 0f = (17;"1,17;2,..., 1. m)- Let Sxy ={j| ( =2x)A (”DZJ- =y)} for
(z,y) € }FQ
Since wH( ¥ — ) = yoym and r; is balanced on the coordinates in S’xm for every z € Fy,

S22 = (1 =7)aim/q and

5 e X ]t 0= seum

yeFq\{z} yeFg\{z}

for every x € IF,.



For x € Fy, let h; be positive reals such that erﬂ?q h, = 1. The number of z in coordinates
of w* in A; is hyBa;m if |Ai N Sxy‘ = B‘S’x’y} for every y € F, \ {z} and ‘Ai N S’MC‘ =
hmﬁazm - ZyEFq\{x} /8|S{L‘,y‘ ThUS,

= hgBa;m

P |

z€lF,

A0 Sey

y€ly

>Pr| A [ (40 Sea| = hapam— >0 BlSal | A A (JAinS,

z€F, yEF \{z} y€F\{z}

71 ~ ~
. a;m ‘Sa:,m _ < |Sa:,y| )
<5aim> xgq <hx50‘im — 2 yeF\ (o} 5\5:10,7;\) ye]qu_\[{z} B1Sz,yl

_ /(:) <2(1—7) (HO) -1, H(qf;x;w»aim)

=1/6 (¢"*™) |

= 5]y )

where

EEIEORED S AC =

q z€lfy

Since 0 < q}l“”_;,ﬂﬂ <1,7v/q < hy <v/q+ (1 —7)/(gB) for every x € F,,.
Notice that, if

- ‘Ai N Sxy‘ = B‘S’x,y| for every (z,y) € IFZ such that x # y, and
— ‘Ai N gxm} = hzfa;m — zyqu\{x} 5‘5’:,3,?;! for every x € Fy,

the number of = in coordinates of v* in A; is also h,Ba;m for every x € Fy. O

Lemma 3. For the (m,7,\)-NN problem over F,, suppose that

NS H(E) ~ Y Hylahat)

z€F,

where erFq hy =1 andv/q < hy <v/q+(1—7)/(¢B) for every x € Fy. For a recursive call to
NNR with depth i in the May-Ozerov algorithm, if the input lists U x V include a (randomized)
unknown solution, then the probability that [U'| and |V'| are O (q(’\(l_zZ:1 aj)+5/2)m> is at least
1—1/¢"™ for the input lists U' and V' to the next call which include the (randomized) unknown
solution.

Proof. Let us call a sequence of calls to NNR from the root to a leaf a good computation path
if the sequence finally outputs an unknown solution. For 1 < i < ¢, let U and V) be the
lists computed at depth i on the good computation path. |[Iff| is evaluated below. [V}| can be
evaluated in the same way. Notice that h,’s are denoted by hg, h1, ..., hg—1 in this proof.

Let X} be a random variable for u € U such that

1

1 ifacUf NaclUsN---Nu el
0 otherwise.



Then, for every u € U \ {u*},

Pr[ X} = 1]

i Bajm (1—-B)aym a;m -1
hoBa;m hg_18a;m (l—h ,B)omn (l_h ﬁ) A a;m a;m

j=1 0 jm s Hg—1 j q 0 VAL q—1 a;m g g

1/ < —(1-B)log, (5-1)+8 X226 (ha logy hat (5 —ha ) log, (2 hz)))z;._lajm)

— / @< ( Hq(B)= 5 Eaer, Hq(qhzm) i la]m>

<1 /é (q/\z;:l aim) ,

where hg, hi,...,hq—1 are chosen to satisfy

NS HY(B) ~ 3 Hoylahat)
z€ly

Let X; = >,y X Then,
ELX,) <1+ (¢"" —1) /6 (¢ Em0m) = 6 (20 25me0)m)

From Chebyshev’s inequality,

. VX)) 1 1
Pr [’Xl — E[Xz” > q2 E[Xzﬂ < qsm(E[Xi])Z < qemE[Xi] g ’

where, since X*’s are pairwise independent and X" is 0 or 1,

> XZ‘] = VX = 3 (BICX - BIXIR) < 3 B = BX

uel ueU uel uelU

Thus, with probability at least 1 —1/¢*™, |U}| = 0 (q)‘(kZ;:l O‘j)"”%m). O

Lemma 4. Let q be any prime power. Let vy be any real such that 0 < v < 1/2. Let B be any
real such that 0 < 8 < 1. Then,

-- Z Hoy(ghB) < (1 =) | Hy(8) — = > H, <qf1“__jﬁ)

xEF q z€Fy

for all hy’s such that erFq hy =1 and v/q < hy <~v/q+ (1 —7)/(gB) for every x € F,. The
equality is satisfied iff hy, = 1/q for every x € Fy. In this case, both sides are equal to 0.

A proof of Lemma 4 is given in Apendix A.

4 Stern ISD Using May-Ozerov NN Algorithm over F,

May and Ozerov applied their algorithm for the nearest-neighbor problem to the Stern ISD for
linear codes over Fo [9]. It is quite straightforward to generalize it for linear codes over other
finite fields with the algorithm presented in the previous section. The generalized decoding
algorithm is given in Algorithm 2. As was mentioned earlier, the bounded distance decoding
is considered. It is also assumed that, for a given instance (n,k, H,x), the distance d satisfies
k/n=1— Hy(d/n) and the distance between x and the closest codeword is w = | (d — 1)/2].



Algorithm 2 Stern ISD with May-Ozerov Nearest-Neighbor Algorithm over [F,

1: procedure ISD(n, k, H, x) >H e Fg"_k)xn, z ey
2: s+ Hx

3 d« H;'(1—k/n) n

4: w <+ [(d—1)/2]

5: Select p > max{l,w+k —n} <p < min{k, w}
6: repeat

7 repeat

8: Select a permutation matrix P € {0,1}"*™ u.a.r.

9: (- Q) <« HP
10: until @ is non-singular
11: H+ Q'HP
12: §+Q's
13: U+ {u|u= He, for e; € FE/2 x {0}*/2 x {0}" % s.t. wau(e1) = p/2}
14: V< {v|v=Hes+35 for e5 € {0}*/2 x Fi/? x {0}"* s.t. wi(ea) = p/2}
15: C < MO-NNU,V,(w —p)/(n —k)) > Run the May-Ozerov NN algorithm over Fy
16: until there exists (u*,v") € C s.t. wu(u" —v*) =w—p
17: return P(e] — e — (0F[|(u* —v"))) >u* = Hej and v* = He} + §

18: end procedure

Theorem 2. For any € > 0, the Stern ISD with the May-Ozerov NN algorithm solves the
decoding problem of random [n, k| linear codes over Fy with overwhelming probability in time

mln O (qg(qanvkywypvﬁ»{hz ‘wqu},E)>
p,8,{hs | z€F }

where

9(g:n,k,w,p, B, {hs |z € Fg},e) =
(log, 2) <nH (%) —kH (%) —(n—k)H (::Z)) +(y+e)(n—k)

and

. _ _1 qhz — 7y
y= (- | 5 qgéﬂﬁ<1—y*ﬁ

with v = (w — p)/(n — k). The conditions on p, B and {hy |z € Fy} for minimization are

max{l,w +k —n} <p < min{k, w},

- 0<pB<1l,
— > ha=1,
z€lFy
— /g < he <v/q+ (1—7)/(qB), and
- WA g5 LS Hyanas).

z€lF,

Proof. The expected number of iterations of the repeat-until-loop from the line 6 to the line 16
in Algorithm 2 is

-0 (2<nH<w/n>ka<p/k>%H)H((w—p)/(H))))



The sizes of the lists & and V are

Ul = v = (Z ;) (= 12 = O g/

Thus, MO-NN is given an instance of the (m,~, A)-NN problem with

wop (/DA
n—=k "’ n—k '

m=n—*k, v=

Lemma 3 only requires

NS H(B)~ 1 Y Hylahs) -

z€lFy
On the other hand,

H,(8) 2 S Hy(ghaB) <y -

z€lf,
Thus, for the minimization of the time complexity, it is assumed that

A=Hy(B) - ; Z Hy(qha3)

z€lFy

without loss of generality. ad

5 Numerical Analysis of Time Complexity

Some numerical analyses are given to the asymptotic time complexity of the Stern ISD using
the May-Ozerov NN algorithm over F,.
For the time complexity of the Stern ISD with May-Ozerov NN algorithm over Fy, let

T(q,n, k,w) = min 9(g,n.kw,p,8,{hs | z€Fq},¢)
p,8,{he | EFq}
Then, lim,, % log, T'(q,n, k,w) is a function of ¢ and R = k/n. Let us denote it by f(g, R). The
asymptotic time complexity is evaluated with f(q, R). Since € > 0 is arbitrary from Theorem 2,
it is neglected in the analysis given below.

To obtain the values of f(gq, R), the numerical optimization problem given in Theorem 2 is
solved for ¢ = 2,3,4. For ¢ = 3,4, the optimal values are obtained for h,’s such that all but
one of them have the same value. Thus, for some larger values of ¢, the optimization problem
is solved on the assumption that all but one of h,’s are equal to each other.

The curves of f(q, R) for ¢ = 2,3,4,5,7,8,11 are given in Figure 1. f(q, R) gets smaller as
q gets larger.

Table 1 presents the asymptotic time complexity of the worst cases for bounded distance
decoding. In this table, Stern-MO represents the Stern ISD with the May-Ozerov NN algorithm,
and Stern represents the Stern ISD given in Algorithm 3. fs(q, R) is defined for the Stern ISD
similarly to f(g, R). The results for ¢ = 2 are consistent with the results by May and Ozerov in
[9]. It is shown that, in this analysis, the Stern-MO algorithm outperforms the Stern algorithm
only over Fo. For ¢ > 5, as g gets larger, the degradation of the Stern-MO algorithm gets smaller.

6 Conclusion

The paper have shown the generalization of the May-Ozerov NN algorithm over IF, with any
prime power g. The complexity analysis suggests that the May-Ozerov NN algorithm over F,
may not be practical even for small prime ¢ > 3 due to the huge polynomial which does not
appear in the O notation of its time complexity. It is an open problem if more rigorous analysis
or some other generalization over F, reduces the time complexity. It is also left as future work
to analyze the complexity of the BJMM information set decoding with the May-Ozerov NN
algorithm over IF,.
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Fig. 1: Asymptotic time complexity of the Stern ISD with the May-Ozerov NN algorithm over
Fy. q=2,3,4,5,7,8,11 in the decreasing order.

Table 1: Asymptotic time complexity of worst cases for bounded distance decoding. A =
f(q, Rw) — fs(q, R.,). For Stern-MO, all but one of h,’s are equal to h.

Stern-MO Stern

q| f(¢, Rw) | Rw | p/n B h | fs(g,Ry) | Ry A

2||  .05498 14663 | .003848 | .4998 | .3981 .05563 4655 —.00065

3|| 05242 | .4736 |.002979 | .1792 | .2322 | .05217 | .4742 .00025

41| .05032 | .4796 | .002201 | .0932 | .1644 | .04987 | .4801 .00045

5| .04864 4843 | .001704 | .0593 | .1279 .04815 4844 .00049

7| .04614 44909 |.001164 | .0326 | .0893 .04571 4907 .00043

8|| .04519 | .4933 |.001006 | .0263 | .0778 | .04478 | .4931 .00041
11(| .04299 14989 | .000727 | .0166 | .0563 .04266 14985 .00033
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A Proof of Lemma 4

Let

G(h) = H,(ghB) — (1 - 1) H, (qh_‘jﬁ) H(B)
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Then,

1 qhy —
(1_7) (Hq(ﬂ)qmequHq< 1—~ ﬂ)) ( ZEEZ]FH qhxﬁ)
=) - (=7 Yy (P08) + o X Hylahas)

q z€F, mEIF
AL

xE]Fq

It is shown that G(h) > 0 for every h such that v/q¢ < h <~/q+ (1 —7)/(qp).

dG

T, = 1Blogg(a — 1) — qBlog,(qhB) — qhp3

1
i 1nq(qﬁ)

+qBlog,(1 — qhB) — (1 — ghp) (—aB)

1
(1—ghB)Ing

—qBlog,(q — 1)+ gBlog, <q1h__,y75> + (gh —)p

l—y  4p
(¢gh—7)Blng 11—~

qB

—qﬁlogq<1—qh_”5)+<1—v—<qh—v>ﬁ> S (—

1—vy (1-~—(gh—7)B)Ing

=) i)
9) e (1 200))

= 6( log,(qhB) — 1 +10gq( — qhB) + 1 — .

h—
—|—logq (ql — > logq (

=qp ( log,(qghp) +log,(1 — qhB) + log, <

oo () o (=)

It is easy to see that

dG

ah =0 ifgh=1

>0 ifl<gh<~y+(1-0)/y.
If gh = 1, then G(1/q) = 0. This completes the proof.

{<0 ify<qgh<l1
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