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Abstract. The notion of universal re-encryption is an established prim-
itive used in the design of many anonymity protocols. It allows anyone to
randomize a ciphertext without changing its size, without decrypting it,
and without knowing the receiver’s public key. By design it prevents the
randomized ciphertext from being correlated with the original ciphertext.
We revisit and analyze the security foundation of universal re-encryption
and show that to date it has not had a satisfactory definition of security,
in spite of its numerous uses. We then analyze the anonymity arguments
for the ElGamal-based universal cryptosystem and show that it has not
been proven to be anonymous under DDH (and does not meet the stan-
dards of modern cryptography), and that such a proof is non-trivial given
existing reduction techniques. This analysis is a type of cryptanalysis of
provably secure systems, where reductions and exact assumptions have
certain gaps in them that need to be detected and corrected. The notion
of an incomparable public key cryptosystem is closely related to universal
re-encryption; we similarly cryptanalyze the security foundation of the
ElGamal-based incomparable public key cryptosystem as well and show
that it was not proven to be secure. To correct the lack of foundation, we
introduce a definition of what properties are needed for a re-encryption
cryptosystem that needs to provide anonymity. We then introduce a new
generalization of the well-known Decision Diffie-Hellman (DDH) random
self-reduction and use it, in turn, to prove that the ElGamal-based uni-
versal cryptosystem is secure under DDH. We apply our new DDH re-
duction technique to incomparable public key systems as well and prove
that it is secure.

Key words: probabilistic re-encryption, key anonymity, anonymous com-
munication, semantic security, message indistinguishability, batch mix, DDH
groups, cryptanalysis of provably secure cryptosystems.

1 Introduction

Privacy and anonymity tools have become increasingly important for maintain-
ing basic civil liberties. For example, as a result of the whistle-blowing by Ed-
ward Snowden, Americans and others have a better understanding of surveillance
states and the privacy risks they pose. This is a reminder of the importance of



anonymity of communication, which, in fact, has been an active area of cryp-
tographic research since the 1980’s. Having a sound theoretical foundation for
anonymity systems is a critical component in achieving privacy of users in the
same way that message security is achieved by having a sound theoretical foun-
dation for encryption. Camenisch and Lysyanskaya, for example, presented a
formal treatment of onion routing [3], where prior work was comparatively in-
formal with ad-hoc security justifications. Onion routing falls into a class of
anonymity systems known as “decryption mixes”, since layers of ciphertext are
shed as the onion makes its way to the receiver.

In this work we present a formal treatment of a different fundamental class
of anonymous communication protocols, namely, those based on universal re-
encryption. This concept forms the basis of what has been called “re-encryption
mixes”. Golle, Jakobsson, Juels, and Syverson introduced the notion of univer-
sal re-encryption and presented a cryptosystem that implements it called UCS
[9]. A ciphertext in a re-encryption mix has the property that it can be effi-
ciently re-encrypted by anyone without knowledge of the receiver’s public key.
This is accomplished without ever exposing the underlying plaintext and with-
out changing the size of the ciphertext. Using re-encryption randomness, the
mapping is “lost” between the ciphertext that is supplied to the re-encryption
operation and the resulting output ciphertext. Therefore, the notion of universal
re-encryption propelled anonymity into the important area of “end-to-end en-
cryption” systems that do not rely on servers for maintaining secrecy and that
have the forward-secrecy property. Forward-secrecy and end-to-end encryption
are becoming increasingly important in industrial systems in the post-Snowden
era.

A number of anonymity protocols have been constructed based upon univer-
sal re-encryption. Here, we show by way of cryptanalyzing the associated secu-
rity definitions and proofs (i.e., a cryptanalysis methodology applied to provably
secure systems) that the required level of security of this cryptographic prim-
itive has not been shown: the security definitions are insufficient and essential
properties of the construction have not been tied to the hardness of Decision
Diffie-Hellman (DDH) using what is now the traditional way of reduction.

To show the message semantic security of re-encryption the usual approach of
exploiting random self-reducibility of exponentiation, say, suffices (a requirement
is to maintain the ability to decrypt correctly). For this property it is easy to
show that semantic security is retained. However, in the case of anonymity where
there is a complex goal that includes semantic security, key-privacy (essential to
hiding the receiver in an end-to-end fashion), and indistinguishability between
pre and post re-encryption (essential for sender-receiver unlinkability), the exact
properties and formal notions of security for this setting were neglected and were,
in fact, never done. As a result of this missing foundational step, all claims for
use of re-encryption in anonymity systems have been based on heuristics (and
indeed there are no properties required, nor proofs that they are achieved, in
the papers exploiting re-encryption for anonymity). In particular, the central
property of key anonymity has been ignored in various works.



What is needed is a formal foundation of the field (as was done in other areas,
e.g. message encryption). To this end, we put forth a model of what is required
for re-encryption in the context of anonymity systems and show that the existing
constructions do not lead to proofs of these properties, to the best we can see.
Therefore, a new procedure for re-encryption in anonymity systems is needed
as well. The hope is that the model, definitions, and construction will initiate
a more foundational approach to using cryptography within anonymity systems
in the tradition of modern cryptography (building on the early works, indeed).
We point out that our investigation, in fact, follows the traditional methodology
of modern cryptography where similar corrections of definitions, constructions,
proofs, and reductions have been a central theme aimed at establishing proper
primitives to build security and privacy applications and protocols thereupon.

Our analysis shows an unjustified trend towards claiming security with re-
spect to DDH but not formally proving it. Note that maintaining message seman-
tic security under re-encryption is relatively trivial. But, this is misleading since
it does not hold for the entire set of properties needed for anonymity applica-
tions. These definitions have never been given before (in particular “anonymity”
of the re-encryption operation was not dealt with formally in any prior work).
As we know from other areas of cryptography, without foundations following a
model, definitions, constructions and careful proofs, issues will surely arise.

We summarize our contributions as follows:

1. Modeling: We cryptanalyze the definition of a universal cryptosystem and
show that it is not sufficient. We define what we call semantically secure
anonymity that defines the (complete set of) security properties that assure
anonymity, that existing protocols take for granted.

2. Cryptanalysis and criticism: We cryptanalyze the security proofs of the
ElGamal-based universal cryptosystem and show that it has not been proven
secure under DDH. We show that proving that key anonymity [1] holds is
non-trivial.

3. Construction: We generalize the well-known DDH random self-reduction and
then use this generalization to prove that the ElGamal-based universal cryp-
tosystem is secure under DDH as modeled. This is a new reduction technique
that may have independent applications.

4. A notion very closely related to universal re-encryption is that of incompa-
rable public keys. We cryptanalyze the ElGamal-based incomparable public
key cryptosystem security proof and show that it has not been proven secure
under DDH. We apply our reduction technique to prove that incomparability
holds under DDH.

5. Application to New Protocols: As an application we present a forward-
anonymous batch mix and prove that it is secure under DDH.

We anticipate that our new reduction technique will aid in future concrete
and workable designs that use number theoretic and elliptic curve groups where
DDH holds, since anonymity of channels is a central issue in cryptography and
privacy applications and since sound foundations and correct proofs are needed.



Finally, our new application of a forward-anonymous batch mix that we prove
secure is an example of such an application that gives an end-to-end secure
anonymous communication system.

Organization: In Section 2 we present related work. Notation and definitions
are covered in Section 3. We review universal re-encryption (UCS) in Section 4
and cryptanalyze it. The new DDH reduction technique is covered in Section
5 and it is used to prove the security of universal re-encryption in Section 6.
We cryptanalyze the ElGamal-based incomparable public key cryptosystem in
Section 7 and then repair its security foundation. Qur forward-secure batch mix
is covered in Section 8 and we prove that it is secure in Section 9. We present
our conclusions in section 10.

2 Related Work

Let us first review the literature that employs re-encryption as a primitive.

Jakobsson et al presented a universal re-encryption cryptosystem that they
referred to as UCS [9]. UCS is a 4-tuple of algorithms: a key generator, encryp-
tion algorithm, re-encryption algorithm, and a decryption algorithm. It is an
extension of the ElGamal public key cryptosystem [5]. A ciphertext produced
using this cryptosystem can be re-encrypted by anyone without first decrypting
it. They present two applications that leverage universal re-encryption. In the
first application an RFID tag is set to be a universal ciphertext that contains an
underlying ID as the plaintext. The ciphertext is re-randomized periodically to
prevent the tag from being tracked over time, e.g., as the object that contains
the tag moves from place to place. With the private decryption key the ID can
be obtained. Without the private key the ID in the ever changing RFID cipher-
text cannot be obtained, making it difficult to track the object. They also apply
universal re-encryption to construct a hybrid universal mix that leverages a pub-
lic bulletin board. The mix is based on uploading and downloading ciphertexts
to/from a bulletin board as opposed to leveraging a cascade of mix servers.

Fairbrother sought a more efficient hybrid universal cryptosystem based on
UCS [6]. Universal re-encryption was used in a protocol to control anonymous in-
formation flow, e.g., to prevent spam from being injected into the anonymization
network [13]. Onion-based routing and universal re-encryption were leveraged
to form hybrid anonymous communication protocols [10,14]. A circuit-based
anonymity protocol was presented based on universal re-encryption [15]: in the
first stage a channel is established through the network between Alice and Bob
along with the keys needed for re-encryption and in the second stage Alice and
Bob communicate with one another. Weakness in [13, 14, 10, 15] were presented
in [4]. Golle presented a reputable miz network construction based on universal
re-encryption [8]. A reputable mix has the property that the mix operator can
prove that he or she did not author the content output by the mix.

A concept that is closely related to a universal cryptosystem is an incompa-
rable public key cryptosystem [21]. An incomparable public key cryptosystem has
the property that senders are not able to determine who the receivers are. An



incomparable public key is an encryption of unity under a traditional ElGamal
public key. The incomparable public key can be used to re-randomize itself to
form equivalent public keys. A universal ciphertext is equivalent to a ciphertext
from the incomparable public key cryptosystem along with the incomparable
public key of the receiver.

Groth presented a re-randomizable and replayable adaptive chosen ciphertext
attack secure cryptosystem based on DDH [11]. The construction and security
arguments do not address key-anonymity.

Prabhakaran and Rosulek presented a construction for a rerandomizable en-
cryption scheme [18] that aims to be CCA-secure under DDH. It extends the
Cramer-Shoup public key cryptosystem. They define RCCA receiver-anonymity
in detail but state that their scheme does not achieve it and that it is an open
problem. The approach was later extended to combine computability features
with non-malleability. The construction enables anyone to change an encryption
of an unknown message m into an encryption of T'(m) (a feature), for a set
of specific allowed functions 7', but is non-malleable with respect to all other
operations [19]. They indicate that their construction does not achieve HCCA-
anonymity and leave the anonymity problem as open.

There has been recent work on proxy encryption [12]. In proxy encryption a
ciphertext of a message m encrypted under Alice’s public key is transformed (re-
encrypted) into a ciphertext of m under Bob’s public key. Note that our setting
is different since the receiver’s public key does not change in our re-encryption
operation.

Having surveyed the literature it became apparent to us that numerous works
have utilized universal re-encryption as a basic building block. This forms the
motivation for a clean and correct foundation for this area. While we fully appre-
ciate the pioneering work on this concept (a trailblazing step which is necessary),
we believe that the time has come to treat anonymity with the same formal care
and level of provability as, say, message security in public key cryptosystems. We
believe that our work shows that identifying subtleties and producing necessary
revisions is relevant, even for works that are older than 10 years, especially in
areas that are becoming increasingly important to real-world applications.

The notion of key privacy (also called key anonymity) was introduced by
Boldyreva et al [1]. They formally defined public key cryptosystems that pro-
duce ciphertexts that do not reveal the receiver and showed that ElGamal and
Cramer-Shoup achieve key privacy.

3 Notation and Definitions

If T is a finite set then = €y T denotes sampling = uniformly at random from
T. Define Zj, to be {0,1,2,...,p — 1}. Let Z be the set of integers from Z,, that
are relatively prime to n. [1,t] denotes the set of integers {1,2,...,¢}. |G| denotes
the size of the group G, i.e., number of elements in G. We may omit writing
“mod p” when reduction modulo p is clear from the context. Pr[A] denotes the
probability that A is true. Let a < b denote the assignment of b to a. For



example, a < M (z) denotes the execution of Turing machine M on input x
resulting in output a.

The following definition of DDH is directly from [2]. A group family G is a
set of finite cyclic groups G = {G,} where p ranges over an infinite index set. We
denote by |p| the size of the binary representation of p. We assume that there
is a polynomial time (in |p|) algorithm that given p and two elements in G,
outputs their sum. An instance generator, ZG, for G is a randomized algorithm
that given an integer n (in unary), runs in time polynomial in n and outputs
some random index p and a generator g of G,. In particular, (p,g) < ZG(n).
Note that for each n, the instance generator induces a distribution on the set of
indices p. The index p encodes the group parameters.

A DDH algorithm A for G is a probabilistic polynomial time Turing machine
satisfying, for some fixed oo > 0 and sufficiently large n:

[Pr[A(p, g, 9% g%, g°) = “true’] — Pr[A(p, g, 9% ¢, g¢) = “true’]| > -L

where g is a generator of G}. The probability is over the random choice of (p, g)
according to the distribution induced by ZG(n), the random choice of a, b, and
¢ in the range [1,|G,|] and the random bits used by A. The group family G
satisfies the DDH assumption if there is no DDH algorithm for G.

Algorithm DDHRerand which we now review is a well-known random-self re-
duction for DDH [2,20, 17]. The algorithm DDHRerand((p, q), g, %, y, z) random-
izes a DDH problem instance by choosing uy, us,v €y [1, ¢] and computing,

(:C/’ y/7 Zl) — (xvgul , yQU2 , Zvyulxvuggulug)
When (z,y, z) is a valid Diffie-Hellman 3-tuple then the output is a random

Diffie-Hellman 3-tuple. When (z,y, z) is not a valid Diffie-Hellman 3-tuple then
the output is a random 3-tuple.

4 Cryptanalysis of UCS

4.1 Review of universal re-encryption

Let p = (p, q) be a group family where p is prime and p— 1 is divisible by a large
prime g. The group Gy is the subgroup of Z; having order g.

Key Generation: Compute ((p, q), g) < ZG(k) where k is a security parameter.
Key generation is denoted by (y, z) + UGEN((p, q), g). Here y + ¢g* mod p where
x €y [1,q]. The public key is (y, g, (p,¢)) and the private key is x.

Encryption: The following encryption operation is denoted by,

UENCR(m, (ko, k1), (v, 9,p))



It encrypts message m € Gy using y. (ko, k1) €v [1,q] % [1, ¢] are random encryp-
tion nonces. The operation outputs the ciphertext ¢ < ((ag, bo), (a1,b1)) + ((g*°
mod p,y* mod p), (g*" mod p,y*1m mod p)).

Universal Re-encryption: The following is the universal re-encryption oper-
ation,

URENC(((ag, bo), (a1,b1)), (Co, 1), p)

The pair ((ag,bo), (a1,b1)) is a universal ciphertext produced using UENCR and
the value (¢o,¢1) €v [1,q] X [1,¢] is a pair of re-encryption nonces. Compute
(o, Bo) (aﬁ” mod p, bg“ mod p) and compute (a1, 1) + (alagl mod p, blbf;‘
mod p). Output the ciphertext ¢ < ((ao, Bo), (a1, 51)). We supply p as an argu-
ment whereas Golle et al do not (an extremely minor oversight).

Decryption: The following decryption operation is denoted by UDECR(c, , p).
Here c is the ciphertext ((ao,bo), (a1,b1)). Compute mgy <« bg/af mod p. If
mo = 1 then set s = true else set s = false. If s = true set m; = b1/af mod
p else set my to be the empty string. s = true indicates successful decryption.
Return (my, s).

The encryption nonces are parameterized to facilitate our proofs of security.
The UCS cryptosystem is the 4-tuple (UGEN, UENCR, URENC, UDECR).

4.2 Analysis of UCS security definitions

Key anonymity of re-encryption: Below is the verbatim definition of Golle
et al of universal semantic security under re-encryption. UKG corresponds to
UGEN, UE corresponds to UENCR, and URe corresponds to URENC.

Experiment EXP'7*(UCS, k):

PK, « UKG:PK, « UKG:

(mg, my,r0,71) < A(PKy, PK1,“specify ciphertexts”)
if mg,my ¢ M or rg,m1 ¢ R then output ‘0’;

Co — UE(mo,To,PKo);Cl — UE(ml,rl,PKl);

ro, 7 €v R

Cly < URe(Cy,1});C1 + URe(Cy,17);

b €y{0,1};

b < A(C}, Oy, “guess”);

if b =10’ then output ‘1’ else output ‘0’;

© 0N OUE WD

The adversary is asked to distinguish between the two messages and the
two public keys at the same time. The definition mixes the property of message
indistinguishability with the property of key anonymity for the re-encryption
algorithm. The authors claim in Section 5 that the semantic security [7] property
of UCS is inherited from ElGamal. So, it is not clear why these two properties
were combined together in this definition.



Key anonymity of encryption: They do not define nor address anonymity
for the encryption operation. This leaves a gap in the security definition of UCS.

Message indistinguishability of encryption and re-encryption: Golle et
al do not define semantic security for the encryption operation nor for the re-
encryption operation. Section 3 reads “the properties of standard semantic secu-
rity and also universal semantic security under re-encryption (as characterized
by experiment uss) may be shown straightforwardly to be reducible to the Deci-
sion Diffie-Hellman (DDH) assumption over the group G, in much the same way
as the semantic security of ElGamal”. Section 5 indicates that UCS “inherits the
semantic security property of the underlying ElGamal cipher under the DDH
assumption”.

4.3 Analysis of UCS proofs

No proofs were given for UCS. It was claimed that standard semantic security and
also universal semantic security under re-encryption may be shown straightfor-
wardly to be reducible to the Decision Diffie-Hellman (DDH) assumption. The
scope of this is incomplete and the claim is not accurate. The scope is incomplete
since it does not address key anonymity for the encryption operation. Regarding
the “straightforwardly” argument, we are unaware of any prior DDH reduction
technique that can be used to prove that key anonymity holds for the encryption
operation. The same applies for the re-encryption operation. We give details on
this below.

Consequently, the problem of proving that anonymity holds for encryption
and re-encryption in UCS has been left open. There are additional definitions
and security arguments in Golle et al centered around their mix applications.
We analyze these security arguments in Section 8.

In hindsight, we believe that the work of Golle et al was an extremely insight-
ful step in the right direction of laying the foundation for universal re-encryption.
In particular, we commend their approach of having the adversary fully specify
the ciphertexts (messages and nonces) that are used in forming the re-encryption
challenge ciphertexts.

4.4 Post-mortem: non-triviality of proving key anonymity

In light of this analysis it is natural to ask how non-trivial it is to prove that key
anonymity holds for a universal cryptosystem. We address this in this subsection.
Before we start we need to define precisely what we mean by key anonymity for
UENCR. We remark that we use stateful adversaries A in our definitions of security.

Definition 1. IfV probabilistic polynomial time adversaries A, ¥V a > 0, and V
sufficiently large k, after the following experiment,

1. generate ((p,q), 9) + ZG(k), (y;, ;) + UGEN((p,q),g) for j = 0,1
2. m < A((p, ), 9, Yo, Y1, “specify message”)



if m & G, then output “false” and halt
generate r €y [1,q] X [1,4] and v €y {0,1}

¢ <= UENCR(m, 7, (Yu, 9,P))

u < A(c, “guess”)

if u=u' then output “true” else output “false”

NS G o

the output of the experiment is “true” with probability less than % + ;%a then
UENCR is key-anonymous.

The adversary is said to succeed if his output u’' equals u. Consider the
following fatally flawed proof that key anonymity holds for UENCR.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a > 0, and a sufficiently large &, such that A succeeds with probability greater
than or equal to % + Kl Consider algorithm AlgA that takes as input a DDH

problem instance ((p, q), g, ao, bo, o).

AlgA((p, Q)a g, ao, bO, CO):

set (o, y;, 1) < DDHRerand((p, q), g, a0, bo, co) for j = 0,1
m <+ A((p, q), 9, Yo, Y1, “specify message”)

if m ¢ G, then output “false” and halt

generate u €y {0,1} and r €y [1,¢]

set ¢ < ((AO’ 30)7 (Al’ Bl)) — ((gr, yz,)’ (aTtv Num))

v+ A(c,“guess”)

if w = v/ then output “true” else output “false”

NOo Ot W

Consider the case that the input is a DH 3-tuple. It follows from the defi-
nition of DDHRerand that ¢ is an encryption of m using y, as the public key in
accordance with UENCR. Therefore, the input to 4 is drawn from the same set
and probability distribution as the input to A in Definition 1. It follows that
u = u’ with probability greater than or equal to % + H% So, for random expo-
nents a and b in [1,q], Pr[AlgA((p,q), g, 9%, %, g**) = “true”] > 3 + H% Define
¥ = Pr[AlgA((p,9), 9,9% 9", 9°) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from
the definition of DDHRerand that the 3-tuple (av,, Yu, ttv) is uniformly distributed
in Gj. Therefore, (A, By) is uniformly distributed in Gj. Since r is randomly
chosen, (Ag, Bp) is a proper ElGamal encryption of unity under y,. Let p; be
the probability that A responds with v’ = 0. Then the probability that u = u’
is %pl + %(1 —p1) = % So, for randomly chosen exponents a, b, and ¢ in [1, q],
Pr[AlgA((p, q), 9, 9%, 9", g¢) = “true”] = 3—21/)—1—(1 - g—z)% which is overwhelmingly
close to % O

Observe that if the input is a DH 3-tuple then the reduction algorithm passes
a proper universal encryption to the adversary. But if the input is not a DH
3-tuple then an ElGamal encryption of unity and an unconditionally secure en-
cryption of m is passed to the adversary. This 4-tuple is in fact an unconditionally
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secure encryption of m. The adversary already “knows” that (Ao, Bg) encrypts
unity. The problem is that this unconditionally secure encryption of m does
not appear to be sufficient to prove that key anonymity holds. The ElGamal
encryption of unity could potentially reveal the underlying public key to the ad-
versary. More concretely, the following probabilistic polynomial time adversary
could exist:

1. A computes the base g discrete logarithm of Ay to get r
2. A computes y, = 3671 mod p
3. A outputs u “with non-negligible advantage”

The argument therefore cannot be made that “.A can do no better than guess
u”. With this adversary there is no polytime observable difference in behavior
with which to solve DDH.

Alternatively, suppose that the reduction algorithm invokes DDHRerand twice
on the input problem instance in an effort to unconditionally hide the whole
universal ciphertext. The problem here is that the common “public key” y no
longer exists® between the two output 3-tuples.

The exact same challenge arises in proving that key anonymity holds for the
re-encryption operation. So, we believe that this demonstrates that proving that
key anonymity holds for encryption and re-encryption is non-trivial. We solve
this problem by generalizing the DDH random self-reduction.

5 The New Construction: Expanded DDH Self-Reduction

We now generalize the DDH random self-reduction DDHRerand to output five
values instead of three. This allows us to transform a DDH problem instance
into either two DH 3-tuples with a common “public key” or a random 5-tuple,
depending on the input problem instance. We utilize this feature in our proofs
of security in Sections 6 and 7. We define algorithm DDHRerand5 as follows.
DDHRerand5((p, q), 9, , y, z) randomizes a DDH problem instance by choosing
u, ug,v,v",u} €y [1,¢] and computing,

(x//7 ZL'/, y/’ Z/7 Z”) . (x'u'gu’l ) xvgul ; yguz , Zvyul xvuzguluz’ Zv/yu'1 xv'uggullug)
Case 1. Suppose (z,y, 2) is a valid Diffie-Hellman (DH) 3-tuple. Then = = g%,

y = g%, z = g% for some a, b. It follows that (2,3, 2’) is also a valid DH 3-tuple.
It is straightforward to show that (2,3, 2”) is a valid DH 3-tuple as well.

Case 2. Suppose (z,y,z) is not a valid DH 3-tuple. Then z = g%, y = ¢°,
/ /

z = gt for some ¢ # 0. In this case, 2/ = ¢%, ¢y = ¢*, 2/ = ¢g*¥g*.
Since ¢ # 0 it follows that ¢g¢ is a generator of Gy. Also, 2" = g%, y' = ¢°,
o= ga”b'gcv’.

So, when (z,y,2) is a valid DH 3-tuple then (z/,y,2') and (z”,y’, 2") are
random DH 3-tuples with 3’ in common and when (z,y, z) is not a valid DH
3-tuple then the output is a random 5-tuple.

3 With overwhelming probability.



11

6 Provably Secure Universal Re-encryption

6.1 Our re-encryption algorithm

We now present our modification to UCS that we call URE. It is equivalent to UCS
with the exception of how re-randomization is performed.

Universal Re-encryption: The following is the universal re-encryption oper-
ation,

URENCR(((ag, bo), (a1, b1)), (o, £1),p)

The pair ((ag,bo), (a1,b1)) is a universal ciphertext produced using UENCR and
the value (y,¢1) €y [1,q] X [1,q] is a pair of re-encryption nonces. Compute
(v, Bo) + (aoag(’ mod p, bobg(’ mod p) and compute (a1,51) + (alagl mod
D, blbgl mod p). Output the ciphertext ¢ < ((ao, o), (a1, 51))-

The encryption nonces are parameterized to facilitate our proofs of security.
The URE cryptosystem is the 4-tuple (UGEN, UENCR, URENCR, UDECR).

Note the difference between URENC and URENCR. In URENCR we perform an
additional pairwise multiplication by (ag, by). We do so since we believe it makes
our reduction proofs more straightforward than had we used URENC.

6.2 Security proof of universal re-encryption

In this section we prove that URE achieves semantically secure anonymity that
we define as follows.

Definition 2. If a universal public key cryptosystem URE consisting of algo-
rithms UGEN, UENCR, URENCR, and UDECR has the following properties:

1. UENCR satisfies message indistinguishability.
2. UENCR satisfies key anonymity.

8. URENCR satisfies message indistinguishability.
4. URENCR satisfies key anonymity.

then URE is secure in the sense of semantically secure anonymity.
The below message indistinguishability definition is adapted from [7, 16].

Definition 3. IfV probabilistic polynomial time adversaries A,V o > 0, and V
sufficiently large k, after the following experiment,

1. generate ((p,q),g9) + ZG(k) and compute (y,x) < UGEN((p, q), g)
2. (mg,mq) + A((p,q), g, y, “specify messages”)

3. if (mo ¢ Gy or m1 & G, or mg =mq) then output “false” and halt
4- (k07k1) €u [LQ] X [LQ]

5. b ey {0,1}, compute ¢ < UENCR(my, (ko, k1), (y,9,p))

6. b+ Alc, “guess”)

7.if b =1V then output “true” else output “false”
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the output of the experiment is “true” with probability less than % + H% then
UENCR is secure in the sense of message indistinguishability.

Theorem 1. If DDH is hard then UENCR is secure in the sense of message in-
distinguishability.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a > 0, and a sufficiently large &, such that A succeeds with probability greater
than or equal to % + Kla . Consider algorithm AlgR1 that takes as input a DDH

problem instance ((p, q), g, ao, bo, o).

AlgR1((p,q) 9, a0, bo, co):

set (A, A,y, R, R') + DDHRerand5((p, q), g, ao, bo, co)

(mg,my) + A((p,q), 9, y, “specify messages”)

if (mo ¢ Gy or my ¢ Gy, or mg = mq) then output “false” and halt
b ey {0,1}

¢ (Ao, Bo), (Ar, By)) < (A, '), (A, Rimy))

b+ A(c,“guess”)

if b =b' then output “true” else output “false”

RN e

Consider the case that the input is a DH 3-tuple. It follows from the def-
inition of DDHRerand5 that ¢ is an encryption of m; according to UENCR using
y as the public key. Therefore, the input to A is drawn from the same set and
probability distribution as the input to A in Definition 3. It follows that b = b’
with probability greater than or equal to 1 + N% So, for random exponents a
and b in [1,¢], Pr[AlgR1((p,q), g, 9%, " g?°) = “true”] > % + H% Define ¢ =
Pr[A1gR1((p, q), 9, 9% 9", g*°) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from
the definition of DDHRerand5 that (A’, A,y, R, R’) is uniformly distributed in
Gg. Therefore, ¢ is uniformly distributed in Gg X Gf,. Let p; be the probability
that A responds with &' = 0. Then the probability that b = b is %pl + %(1 -
p1) = % So, for randomly chosen exponents a, b, and ¢ in [1, g], the probability
Pr[A1gR1((p, q), 9, 9% ¢°,g%) = “true”] = 3—21/)4—(1—3—2)% which is overwhelmingly
close to % O

We now prove that URENCR is secure in the sense of message indistinguisha-
bility.

Definition 4. IfV probabilistic poly-time adversaries A, ¥V « > 0, and ¥V suffi-
ciently large K, after the following experiment,

1. generate ((p,q),9) < ZG(k), (y,x) < UGEN((p,q), 9)
2. (mo,mq,ro,71) < A((p, ), 9,y “specify ciphertexts”)
3. if ((mo,m1) & Gy x Gy or mg = mq) then output “false” and halt
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if (ro ¢ [1,q] x [1,q] orr1 ¢ [1,q] x [1,q]) then output “false” and halt
b ey {0,1}

C < UENCR‘(mba Tb, (y7gap))

r €y [1,q] x [1,4q]

¢’ + URENCR(c, , p)

.V A(C, “guess”)

10. if b =1V then output “true” else output “false”

NS O

© >

the output of the experiment is “true” with probability less than % + »@% then
URENCR is secure in the sense of message indistinguishability.

Theorem 2. If DDH is hard then URENCR is secure in the sense of message
indistinguishability.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a > 0, and a sufficiently large %, such that A succeeds with probability greater
than or equal to % + K% Consider algorithm AlgR2 that takes as input a DDH
problem instance ((p, q), g, ao, bo, o).

AlgR2((p, q), g, ao, bo, co):

set (/, a,y, p, ') + DDHRerand5((p, q), g, ao, bo, ¢o)

(m07 mi,To, Tl) A A((pa Q)7 9,9, “SpeCify CipherteXtS”)

if ((mo, m1) ¢ Gy x Gy or my = my) then output “false” and halt

if (rg € [1,q] x [1,q] or r1 € [1,q] x [1,¢]) then output “false” and halt
b ey {0,1}

((Ao, Bo), (A1, B1)) < UENCR(my, 14, (y,9,D))

¢« ((Aoa’, Bo'), (Arcr, Bipu))

b+ A(d,“guess”)

if b = b’ then output “true” else output “false”

© 0N O WD

Consider the case that the input is a DH 3-tuple. Clearly ((Ag, Bo), (41, B1))
is the ciphertext of my as specified by adversary A. It follows from the defini-
tion of DDHRerand5 that ¢’ is a re-encryption of ((Ag, Bo), (A1, B1)) according
to URENCR. Therefore, the input to A is drawn from the same set and proba-
bility distribution as the input to A in Definition 4. It follows that b = b’ with
probability greater than or equal to % + N% So, for random exponents a and b
in [1, ¢, Pr[A1gR2((p,q), 9, 9% 9", g°) = “true”] > 1 + R% Define the value 1 to
be Pr[A1gR2((p, q), 9, 9% ¢", 9**) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from the
definition of DDHRerand5 that (o, a, y, u, p’) is uniformly distributed in the set
Gg. Therefore, ¢’ is uniformly distributed in Gg X Gﬁ. Let p; be the probability
that A responds with &' = 0. Then the probability that b = b is %pl + %(1 -
p1) = % So, for randomly chosen exponents a, b, and ¢ in [1, g], the probability

Pr[A1gR2((p, q), g, 9% ¢°, g°) = “true”] = Z—§¢+(1—g—§)% which is overwhelmingly

close to % O
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We now prove that UENCR is key-anonymous.

Theorem 3. If DDH is hard then algorithm UENCR is key-anonymous.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a > 0, and a sufficiently large &, such that A succeeds with probability greater
than or equal to % + K% Consider algorithm AlgR3 that takes as input a DDH
problem instance ((p, q), g, ao, bo, o).

AlgR’S((pv Q)a g, ao, bOa CO):

set (o, @,y 415, ) < DDHRerand5((p, ¢), g, ao, bo, ¢o) for j = 0,1
m < A((p, 9), 9, Y0, Y1, “specify message”)

if m ¢ G, then output “false” and halt

generate u €y {0,1}

set ¢+~ (Ao, Bo). (A1, B1)) ¢ (0 1), (@, rum)

u' <+ A(c,“guess”)

if u =/ then output “true” else output “false”

NOo Gt W=

Consider the case that the input is a DH 3-tuple. It follows from the definition
of DDHRerand5 that ¢ is an encryption of m in accordance with UENCR using y,,
as the public key. Therefore, the input to A is drawn from the same set and
probability distribution as the input to A in Definition 1. It follows that u = u’
with probability greater than or equal to 1 + K% So, for random exponents a
and b in [1,q], Pr[A1gR3((p,q), 9, 9% ¢, 9**) = “true”] > } + ;. Define ¢ =
Pr[A1gR3((p,q), 9,9% ¢", 9**) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from
the definition of DDHRerand5 that the 5-tuple (&), vy, Yo, fhu, f1h,) is uniformly
distributed in Gg. Therefore, ¢ is uniformly distributed in Gi X Gg. Let p; be
the probability that A responds with ' = 0. Then the probability that u = u’
is %pl + %(1 —p1) = % So, for randomly chosen exponents a, b, and ¢ in [1, q],

Pr[A1gR3((p, q), 9, 9% ¢°, %) = “true”] = Zéw‘l‘(l*%)% which is overwhelmingly
close to % a

We now prove that URENCR is key-anonymous.

Definition 5. IfV probabilistic polynomial time adversaries A,V o > 0, and V
sufficiently large k, after the following experiment,

generate ((p,q),9) < ZG(k), (yj,x;) < UGEN((p,q),g) for j =0,1
(m, (ko, k1)) < A((p,9), 9, Yo, Y1, “specify ciphertext”)

if (m & Gy or (ko, k1) € [1,q] x [1,q]) then output “false” and halt
u €y {O, 1}

¢ < ((ag, bo), (a1,b1)) < UENCR(m, (ko, k1), (Yu, g, D))

generate r €y [1,q] X [1,4]

set ¢/ < URENCR(c, 7, p)

u' +— A(c, “guess”)

if u=u' then output “true” else output “false”

© % RS s oo~
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the output of the experiment is “true” with probability less than % + H% then
URENCR is key-anonymous.

Theorem 4. If DDH is hard then the algorithm URENCR is key-anonymous.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a > 0, and a sufficiently large x such that A succeeds with probability greater
than or equal to %Jr »%a Consider algorithm AlgR4 that takes as input a Decision
Diffie-Hellman problem instance ((p, q), g, ao, bo, o).

AlgR’4((p7 Q)a g, ao, bOa CO):

(o, aj,yj, p15, ;) < DDHRerand5((p, q), g, ao, bo, co) for j = 0,1
(m, (ko, k1)) < A((p,9), 9, Yo, y1, “specify ciphertext”)

if (m ¢ Gy or (ko, k1) ¢ [1,q] x [1,¢]) then output “false” and halt
u €y {0,1}

((A07 B0)7 (A17 Bl)) <~ UENCR’(m7 (k07 k1)7 (yua gvp))

¢ < ((Aj, By), (A1, BY)) « ((Aoay,, Bopy,), (A1, Bijiy))

u' <+ A(d,“guess”)

if w = v/ then output “true” else output “false”

XN oUW

Consider the case that the input is a DH 3-tuple. Clearly ((Ao, Bo), (41, B1))
is the ciphertext under public key v, as specified by A. It follows from the
definition of DDHRerand5 that ¢’ is a re-encryption of ((Ag, Bo), (41,B1)) in
accordance with URENCR. Therefore, the input to A is drawn from the same
set and probability distribution as the input to A in Definition 5. It follows
that u = v/ with probability greater than or equal to i + K% So, for random
exponents a and b in [1,q], Pr[AlgR4((p,q), 9, 9% ¢°,9**) = “true”] > 1 + L.
Define the value 1 to be Pr[A1gR4((p, q), g, 9%, g%, g%°) = “true”].

Now consider the case that the input is not a Diffie-Hellman 3-tuple. It follows
from definition of DDHRerand5 that the 5-tuple (&, qty, Yo, fhus fih,) is uniformly
distributed in Gg. Therefore, ¢ is uniformly distributed in G% X Gg. Let p; be
the probability that A responds with u’ = 0. Then the probability that u = v’

is %pl + %(1 —p1) = % So, for randomly chosen exponents a, b, and ¢ in [1,¢],
2

Pr[A1gR4((p, q), 9,9% g°, g¢) = “true”] = g—iw—l—(l—g—g)% which is overwhelmingly
close to % a

Theorems 1, 2, 3, and 4 show the following.

Theorem 5. If DDH is hard then URE is secure in the sense of semantically
secure anonymity.
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7 Cryptanalysis of Incomparable Public Keys

An incomparable public key has the property that it can be changed over time
to conceal the owner of the key. This can be used to hide the identity of receivers
from message senders. In this section we review the security foundation of the
ElGamal-based incomparable public key cryptosystem, cryptanalyze it, and then
present the first proof that it is secure under DDH.

Let IGEN((p,q),g) be an algorithm that outputs ((g*,y*),x) where y = g*
mod p and k,z €y [1,q]. Let (a,b) denote the incomparable public key (g*, y*).
The corresponding private key is x. Let IRR((p,q), (a,b)) denote the incompa-
rable public key re-randomization function. This function outputs (a” mod p, b
mod p) where r €y [1,¢].

Waters et al claim in the introduction of [21] that they prove that the crypto-
graphic properties of their cryptosystem hold under the assumption that DDH
is hard. The appendices present the definition and proofs of incomparability
and key-privacy. The reduction proofs define experiments that take as input
algorithms and a “common key” (which in the case of ElGamal is the global El-
Gamal modulus p). Nowhere in their reduction algorithms do they take a DDH
problem instance as input. Consequently, the security of the incomparable public
key cryptosystem was not tied to DDH in any meaningful way. Therefore, secu-
rity was not shown to hold under DDH. We now prove that the incomparability
property holds under DDH.

Definition 6. IfV probabilistic polynomial time adversaries A, ¥ a > 0, and V
sufficiently large K, after the following experiment,

generate ((p,q),9) < IG(k)

((ai,bi), ;) < IGEN((p, q),g) fori=0,1

t €y {0,1},y0 = g*°mod p,y; = g**mod p
(a27 b2) «— IR‘R’((pa q)7 (ah bt))

t' A((p7 Q)7ga (a07 bOa yO)? (ah bla y1)> (a’27 b2))
if t =t then output “true” else output “false”

S Crds o o =

the output of the experiment is “true” with probability less than % + H% then
(IGEN, IRR) is secure in the sense of incomparability.

Note that we give the adversary yo and y;. This is information that ad-
versaries in practice might not have. But it is perfectly okay to give it to the
adversary as auxiliary information.

Theorem 6. If DDH is hard then (IGEN,IRR) is secure in the sense of incom-
parability.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a > 0, and a sufficiently large x, such that A succeeds with probability greater
than or equal to % + N% Consider algorithm AlgB that takes as input a DDH
problem instance ((p, q), g, ao, bo, co)-
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AlgB((pa Q)7g7a07b0760):

set (Aé)a A07 Yo, R07 Ré]) — DDHR’erandS((pa Q)7 g, ao, b07 CO)
set (Alla Al, Y1, Rl, Rll) — DDHRerandS((p, Q)a g, ao, bOa CO)
t €y {0, 1}

t/ <~ A((p7 Q)7 g, (A()a R07 y0)7 (Ah Rla 91)7 (A:t’ R;&))

if t =t/ then output “true” else output “false”

Cr e

Consider the case that the input is a DH 3-tuple. It follows from the definition
of DDHRerand5 that (A;, R;) is a proper incomparable public key with underlying
trapdoor value y; under IGEN for ¢ = 0, 1. It also follows that (A}, R}) is a proper
re-randomization of (A, R;) under IRR. Therefore, the input to A is drawn
from the same set and probability distribution as the input to A in Definition
6. It follows that ¢ = ¢’ with probability greater than or equal to % + H% So,
for random exponents a and b in [1,q], Pr[AlgB((p,q), g, 9% g°, g?°) = “true”]
> 3 + = Define ¢ = Pr[AlgB((p, q), 9, 9", ¢", g**) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from
the definition of DDHRerand5 that (Ag, Ro, yo, A1, R1,y1, A}, R}) is uniformly dis-
tributed in Gﬁ. Let p; be the probability that A responds with ¢/ = 0. Then the
probability that ¢ = ¢’ is 2p; + 3(1 — p1) = 3. So, for randomly chosen expo-
nents a, b, and c in [1,q], the probability Pr[A1gB((p,q),g, 9% ¢°,9¢) = “true”]

2
— 4

=5Hv+ (1- 3—3)% which is overwhelmingly close to . O

Collectively, the security arguments for UCS and incomparable cryptosystems
point towards a trend of claiming security with respect to DDH but not proving
it. We hope that this observation and the reduction techniques we presented will
help improve future work.

We point out that both UCS and incomparable public keys exhibit the same
challenge in proving that they achieve the anonymity property. In the case of UCS
the reduction algorithm presents to the adversary an encryption of unity and an
encryption of a message under a common public key. For the incomparable public
key proof the reduction algorithm presents to the adversary two encryptions of
unity under a common public key. DDHRerand5 allows the 4-tuple to be: two
ElGamal encryptions under a common key, or a random 4-tuple depending on the
DDH problem instance. It does not appear that the classic DDH self-reduction
allows for this.

8 Forward-Anonymous Batch Mix

Golle et al used the universal cryptosystem to construct a forward anonymous
mix protocol centered around the use of a bulletin board. The number of cipher-
texts on the board can vary over time. Servers download the ciphertexts from
the board, re-randomize them, and then upload them in permuted order. We
instead chose to analyze a batch mix that mixes a fixed number of ciphertexts.
We consider this case since: (1) it is concrete in the sense that a fixed size vector
of ciphertexts needs to be anonymized and this gives a precise level of anonymity
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(fixed-size random permutation), and (2) we achieve low-latency since once the
batch forms at the first mix the ciphertexts are pushed through the cascade of
mixes rapidly.

We point out that the security arguments of Golle et al for their proposed
mixes are flawed:

1. Not tied to DDH: None of the proofs in the paper take a DDH problem
instance as input. It follows that they did not prove that security holds under
DDH.

2. Not randomized reductions: None of the input problem instances in
the paper are randomized. It is well-known that randomized reductions are
stronger than non-randomized ones.

Consequently the security of their mixes were not tied to the Decision Diffie-
Hellman problem as claimed. This left as open the problem of proving the se-
curity of universal re-encryption batch mixing. We solve this problem in this
section.

Informally, the problem we consider is to establish an externally anony-
mous communication channel. In more detail, a set of w senders s1, s9, ..., Sy
want to send messages mi,mo, ..., My, respectively, to a target set of w re-
ceivers 71,72,...,7y. Consider the case that s; sends a message to s; where
i,j € {1,2,...,w}. We want an eavesdropper to have negligible advantage in
correlating the initial ciphertext that s; sends out with the public key of r;.
In other words, the eavesdropper has negligible advantage over guessing the
receiver.

The solution must be forward-anonymous: an adversary that compromises a
mix server cannot break the anonymity of previously transmitted ciphertexts.
The solution must be robust in that anonymity holds as long as there is at least
one mix server not compromised by the adversary.

Note that a receiver of a message can determine who the sender of the message
is. The receiver is able to decipher the ciphertext right when the sender transmits
it to the first mix. Anonymity is against external adversaries.

Definition 7. A forward-anonymous batch mix, denoted by FBMIX, is a
4-tuple of algorithms FBGEN, FBENCR, FBMIXER, and FBDECR where FBGEN gen-
erates a key pair for each receiver, where FBENCR encrypts the messages of the
senders, where the FBMIXER servers are connected in series and they miz re-
ceived ciphertexts and forward them on, that satisfies the following properties
for all probabilistic polynomial-time passive adversaries A:

1. FBENCR Confidentiality: The ciphertexts output by FBENCR satisfy message
indistinguishability with respect to A (Definition 8).

2. FBMIXER Confidentiality: The ciphertexts output by FBMIXER satisfy message
indistinguishability with respect to A (Definition 9)

8. FBENCR Anonymity: The ciphertexts output by FBENCR satisfy key anonymity
with respect to A (Definition 10).
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4. FBMIXER Anonymity: The ciphertexts output by FBMIXER satisfy anonymity
with respect to A (Definition 11).

5. Forward-Anonymity: The FBMIXER servers have no secret key material.

6. Robustness: Anonymity of FBMIX holds provided at least one FBMIXER server
is not compromised by A.

7. Completeness: ¥ i € {1,2,...,w}, when sender s; sends m; to r; where j €
{1,2,...,w} then r; receives m;.

8. Low-Latency: Once w ciphertexts arrive at the first FBMIXER server, the batch
moves through the mix at a speed limited only by the time to re-encrypt,
permute, and forward.

We instantiate the mix as follows.

FBGEN((p, ), 9):
1. (yi,x;) < UGEN((p,q),g) for i =1,2,...,w
2. Output ((ylaxl)a(y27$2)7"',(yw;xw)>

Let o; be the index of the receiver of the message of sender i. For example,
if s1 sends to s3 then o1 = 3.

FBENCR(p,g, (mla (k1,07 k1,1)701)7 (3} (mw7 (kw,Oa kw,l); O'w)vylay% --~7yw):
1. ¢ < UENCR(my, (kio,ki1), (Yoi,9,p)) fori=1,2,...,w
2. output (c1,ca, ..., Cy)

Define set S to be {1,2,...,w}. Let m be a permutation from S onto S.
Define fp(m,cy,ca, ..., ) to be a function that outputs (cx(1y,Cr(2), -+ Cr(w))-
Let £pinv(m, Cr(1), Cr(2), s Cr(w)) be a function that uses 7' to output the
tuple (c1,ca, ..., Cu)-

FBMIXER’(pa T, (Cl, (61,()’ 6171))7 (627 (62,05 62,1))5 ceey (CUH (ew,Oa ew,l))):
1. C; — URE(CZ', (61‘70,41‘71),]7) for i = 1,2,...,w

2. output fp(m, dj,ch,...,cl,)

The break statement terminates the execution of the nearest enclosing for
loop in which break appears.

FBDECR(D, €1, €2, vvy Copy L1y T2y ovy Tay )t
1. let L be the empty list

2. foriin 1 to w:

3 for jin 1 to w:

4. (m, s) < UDECR(¢;, xj,p)
5. if s = true

6 append (m,j) to L
7 break

8. output L
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There are four stages in the mix protocol. The mix protocol leverages N mix
servers labeled 1,2, ..., N and they are connected in series.

Stage 1: r; generates a key pair (y;,x;) using UGEN and publishes y; for j =
1,2, ...,w. This stage is effectively FBGEN.

Stage 2: Sender s; formulates a message m; to send to receiver r;. s; generates
(k?,"o, ki71) cuU [1, q] X [1, q] and computes ¢; <— UE‘.I\ICR.(TTLL‘7 (kuo, ]{11‘,1), (ygi,g,p)).
s; sends ¢; to Mix 1 for ¢ = 1, 2, ..., w. This stage is effectively FBENCR.

Stage 3: Mix k where 1 < k < N operates as follows. It waits until a full batch
of w ciphertexts c1, cg, ..., ¢,y arrive. It then generates (¢;0,¢;1) €u [1,¢] x [1,¢]
for i = 1,2,...,w. It generates a permutation 7 from S onto S uniformly at
random. It then computes,

(C;_(l), C;(2), ey C;r(w)) — FBMIXER(p, T, (61, (41,0, 5171)),
(Cz, (52,0,52,1)), ceey (Cw, (fw,o, ‘ew,l)))

If k¥ < N then (c;(l),c;@),...,c;(w)) is sent to mix k + 1. If k = N then

(c;(l), c;(2), ...,C;(w)) is posted to a public bulletin board. Each of these mixes
is effectively FBMIXER.
Stage 4: r; for j = 1,2,...,w downloads all w ciphertexts from the bulletin
board. r; attempts decryption of every single one of the ciphertexts using x;.
In so doing, r; receives zero or more messages. If there is no ¢ for which o; = j
then r; receives no messages. This stage is effectively FBDECR.

We can improve the performance of Stage 4 in the case that every receiver
gets only one message from a sender. In this scenario, a receiver can pull down the
ciphertexts from the bulletin board one by one and then stop when a ciphertext
is received that properly decrypts. The batch mix provides external anonymity
thereby breaking the link between senders and receivers. This use case would fail
completely were the senders to post their key anonymous ciphertexts directly to
the bulletin board. To see this, note that a passive eavesdropper would know the
sender of each ciphertext on the bulletin board. The eavesdropper would then
know who the receiver is of a given ciphertext based on when the receiver stops
pulling down ciphertexts.

9 Security of FBMIX

Where possible we allow the adversary to choose the receivers of messages in
FBMIX. For example, the adversary can have Alice and Bob send messages to
the same receiver, Carol. Consequently, many senders can send messages to the
same receiver. As a result we need to generalize DDHRerand5 from Section 5. It
generalizes to produce more DH 3-tuples with a common “public key” in the
same way that the DDH random self-reduction generalized to form DDHRerand5.

To make the pattern clear we define DDHRerand7 as follows. The algorithm
DDHRerand7((p, q), g, , ¥y, z) randomizes a DDH problem instance by choosing
uy, ug, v, v, 0" ul, uf €y [1, ¢ and computing,
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and so on for ever more “v primes” and “u; primes”.

For ease of use we parameterize this DDH generalization as follows. Let
DDHRerandN((p, q), 9, %, y, z,t) be a DDH self-reduction algorithm that outputs
a set T' containing ¢ 3-tuples. Define,

T= {(Ala Blv Rl)? (A27 BQ7R2)a ) (Atv Bt7 Rt)}

The algorithm has these properties: (1) when the input 3-tuple (z,y, 2) is
a DH 3-tuple then all ¢t output 3-tuples are random DH 3-tuples but with the
middle term in common, and (2) when the input 3-tuple is not a DH 3-tuple
then Al,AQ, ...,At,Bl,RhRQ, ...R; ey Gp and By = By = ... = B;.

DDHRerandN((p, q), g, x, ¥y, 2, 2) is logically equivalent to DDHRerand5. To see
this, note that DDHRerandN((p,q),g,z,y, z,2) outputs the set of tuples T =
{(A1, B1, R1), (A2, B, R2)} which, rearranging and dropping the By yields the
5-tuple (Aq, As, By, Ra, R1). Observe that B; = Bs.

Let GetMiddle(T') to be a function that on input a set T that is output by
DDHRerandN, selects a tuple in T" and returns the middle value in it. All middle
values are the same so it doesn’t matter which tuple is selected.

Definition 8. IfV probabilistic polynomial time adversaries A,V a >0,V i €
{1,2,...,w}, and ¥ sufficiently large k, after the following experiment,

1. generate ((p,q), g) < ZG(K)

2. ((y17 561), (va ‘TQ)’ ) (ywa xw)) — FBGEN((p, q)7 g)
3. ((ml,Oa mia, Ul)a (m2,0a m2, 0—2)3 3] (mw,07 Maw,1, Uw)) < »A((pa Q)7ga
Y1, Y2, - Yuw, “Specify messages and receivers”)
4. if 35 € {1,2,...,w} such that (mjo ¢ Gy or m;1 ¢ G,) then
output “false” and halt
5. if 35 € {1,2,...,w} such that m;o = m, 1 then output “false” and halt
6. if 35 € {1,2,...,w} such that o; ¢ {1,2,...,w} then output “false” and halt
7. (kj,07kj,1) Cu [1aq] X [13(]] fOTj = 1723 s W
8. bj €y {0,1} forj=1,2,...,w
9. (Cl, Coy .ney Cw> <+ FBENCR(p, g, (ml’bl, (k'LOa k1,1)7 01),y e

(m’w,bw7 (kw,Ov kw,l)a Uw)v Y1,Y25 -1y yw)
10. (), b4, ..., b))  A(cr, 2, vy Cu, “guess™)
11.4f b; = b} then output “true” else output “false”

the output of the experiment is “true” with probability less than % + H% then
FBENCR is secure in the sense of message indistinguishability.

Theorem 7. If DDH is hard then FBENCR is secure in the sense of message
indistinguishability.
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Proof. Suppose there exists a probabilistic polynomial time adversary A, an

a>0,an € {1,2,...,w}, and a sufficiently large s, such that A succeeds with
s 1 1 . .

probability greater than or equal to 5+ —. Consider algorithm A1gR7 that takes

as input a DDH problem instance ((p, q), g, ao, bo, ¢o)-

A1gR7((p,q), g, ao, bo, co):

1. Tj < DDHRerandN((p,q), g, ao, bo, ¢, 2w) for j =1,2,...,w

2. set y; = GetMiddle(T;) for j =1,2,...,w

3. ((m10,m11,01), (M2,0,M2,1,02), s (M0, M 1,00)) < A((D,9), g,
Y1, Y2, -, Yuw, ‘specify messages and receivers”)

if 35 € {1,2,...,w} such that (m;o ¢ G, or mj1 ¢ G,) then
output “false” and halt

5. if 3j € {1,2,...,w} such that m; o = m; 1 then output “false” and halt

6. if 3j € {1,2,...,w} such that o; ¢ {1,2,...,w} then output “false” and halt

7. bj ey {0,1} for j=1,2,...,w

8. for jin 1l..w do:

9. extract a tuple (Ag, By, Rp) without replacement from T, o;

10. extract a tuple (A, By, R1) without replacement from 7y,

11. Cj ((Ao,Ro),(A17R1mj7bj))

12. (b), b5, ..., b)) < Alcy, ca, ..., ), “guess”)

13. if b; = b} then output “true” else output “false”’

=~

Consider the case that the input is a DH 3-tuple. It follows from the definition
of DDHRerandN that c; is a proper encryption of my ;. using public key y,, for
j =1,2,...,w under FBENCR. Therefore, the input to A is drawn from the same
set and probability distribution as the input to A in Definition 8. It follows
that b; = b} with probability greater than or equal to % + Kl So, for random
exponents a and b in [1,q], Pr[AlgR7((p,q),g,9% ¢°, 9**) = “true”] > 1 + L.
Define 1 = Pr[A1gR7((p, q), g, 9%, g", g?°) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from
the definition of DDHRerandN that ¢; is uniformly distributed in G} x G3 and
y; is uniformly distributed in G, for j = 1,2,...,w. Let p; be the probability
that A responds with b = 0. Then the probability that b; = b} is $p; + £(1 —
p1) = % So, for randomly chosen exponents a, b, and ¢ in [1, g], the probability

Pr[A1gR7((p,q),9,9% g°, g¢) = “true”] = 3—21/1—1—(1—3—;)% which is overwhelmingly
close to % a

We now define and the prove message indistinguishability for FBMIXER.

Definition 9. If V probabilistic polynomial time adversaries A, ¥ o> 0, V i €
{1,2,...,w}, and V sufficiently large k, after the following experiment,

1. generate ((p,q),g9) + ZG(k)

2. ((y1,21), (Y2, 72), -+, (Yuw, Tw)) < FBGEN((p, ), g)

3. (m, (m1,0,m1,1,71,0,71,1,01), (M2,0,M2,1,72,0,72,1,02) -
(mw,Ov M, 15 Tw,05 Tw,1, Uw)) <~ A((pa Q)vga
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Y1, Y2, -, Yw, “Specify ciphertexts, receivers, and 7”)

4. if ™ is not a permutation from S onto S then output “false” and halt
5. 4f 35 € {1,2,...,w} such that (mjo & Gy orm;1 ¢ G,) then

output “false” and halt
6. if 3j € {1,2,...,w} such that m;o = m; then output “false” and halt

7. if 37 € {1,2,...,w} such that (r;0 ¢ [1,q] X [1,q] orr;1 ¢ [1,q] X [1,4q])
then output “false” and halt

8. if 35 €{1,2,...,w} such that o; ¢ {1,2,...,w} then output “false” and halt

9. b €y {0,1} forj=1,2,...,w

10. (1, €2, ...y C) <= FBENCR(D, g, (M1,by, 71,61, 01)5 o
(mw,bwarw,bwaaw)vylay%~-~7yw)

11.r; €y [1,q] x [1,4] for j=1,2,...,w

12. (C;(l), c;(2), ceny c;(w)) <+ FBMIXER(p, 7, (c1,71), (C2,72), -, (Cows Tw))

13. (¢}, chy..oycly) fpinv(mc;(l),c;@), ...,c;(w))

14. (b7, 05, ..., 00,) < A(c), ¢, ..., ¢y, “guess™)

15.4f b; = b} then output “true” else output “false”

the output of the experiment is “true” with probability less than % + Kla then
FBMIXER is secure in the sense of message indistinguishability.

Theorem 8. If DDH is hard then FBMIXER is secure in the sense of message
indistinguishability.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a>0,an i€ {1,2,...,w}, and a sufficiently large &, such that A succeeds with
probability greater than or equal to %4— R% Consider algorithm A1gR8 that takes
as input a DDH problem instance ((p, q), g, ao, bo, ¢o)-

A1gR8((p, q). 9, a0, bo, co):
1. Tj < DDHRerandN((p,q), g, ao, bo, co, 2w) for j =1,2,...,w
2. set y; = GetMiddle(T;) for j =1,2,...,w
3. (m,(m10,m11,71,0,71,1,01), (M2,0,M2,1,72,0,72,1,02), -,
(mw,Ov Mw,15 Tw,05 Tw,15 Ow)) — A((p, Q)7 9,
Y1, Y2, -, Yuw, ‘specify ciphertexts, receivers, and 7”)
4. if 7 is not a permutation from S onto S then output “false” and halt
5. if 35 € {1,2,...,w} such that (m;o ¢ G, or m;1 ¢ G,) then
output “false” and halt
6. if 35 € {1,2,...,w} such that m, o = m; then output “false” and halt
7. if 35 € {1,2,...,w} such that (rjo ¢ [1,¢] x [1,¢] or ;1 ¢ [1,¢] x [1,4])
then output “false” and halt
8. if 3j € {1,2,...,w} such that o; ¢ {1,2,...,w} then output “false” and halt
9. b ey {0,1} for j =1,2,...,w
10. (e1,¢2, .., Cw) < FBENCR(D, g, (1,615 71,61, 01)5 -
(mw,bw sy Tw by s Uu))y Y192, -+ yw)
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11. for j in 1..w do:

12. extract a tuple (Ao, Bo, Ro) without replacement from 7y,
13. extract a tuple (A, By, R1) without replacement from 75,
14. ((a07ﬁ0),(a1,ﬁ1)) G

15. C; — ((Ozvo,ﬁoRo),(OzlAl,,BlRl))

16. (b}, b5,...,b,) < A(c}, ch, ..., ¢y, “guess”)

17. if b; = b} then output “true” else output “false”

Consider the case that the input is a DH 3-tuple. Clearly the ciphertexts
c1,Ca, ..., ¢y are as specified by A. It follows from the definition of DDHRerandN
that c} is a proper re-encryption of ¢; under FBMIXER for j = 1,2,...,w. There-
fore, the input to adversary A is drawn from the same set and probability dis-
tribution as the input to A in Definition 9. It follows that b; = b, with prob-
ability greater than or equal to 4 ;%a So, for random exponents a and b in
[1,q], Pr[A1gR8((p,q), 9, 9% ¢°, g%°) = “true”’] > % + Hl Define the value ¢ =
Pr[A1gR8((p, ), 9, 9%, 9", 9**) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from the
definition of DDHRerandN that y; is uniformly distributed in G, for j = 1,2,...,w
and that ¢ is uniformly distributed in G x G} for j = 1,2,...,w. Let p1 be the
probability that A responds with b, = 0. Then the probability that b; = b} is

%pl + %(1 —p1) = % So, for randomly chosen exponents a, b, and ¢ in [1, ¢], the
probability Pr[A1gR8((p,q), g, 9% g°,g%) = “true”] = %1/) +(1- Z—z)% which is
overwhelmingly close to % a

We now define and then prove that key anonymity holds for FBENCR.

Definition 10. IfV probabilistic polynomial time adversaries A, ¥ a >0,V i €
{1,2,...,w}, and ¥ sufficiently large k, after the following experiment,

1. generate ((p,q),9) + ZG(K)
2. ((y17 .1'1), (92, 1‘2), reny (y’wa -/E’w)) — FBGEN((pa Q)7g)
3. (m17m25 (RS m’w) — A((pa Q)7g7y17y25 vy Yw) “Specify messages”)
4. if3j €{1,2,...,w} such that m; ¢ G, then output “false” and halt
5. (kjo.kj1) €v [1,q] x [L,q] forj=1,2,...,w
6. 0 €v {1,2,...,w} forj=1,2,...,w
7. (Cl, [ T Cw> <— 1'-"81'31\101:{.(]?7 g, (ml, (kLOv ]{?171), 0'1), ey
(mUH (kW,Ov kw,l)v UUI)7 Y1,Y25 -+ yw)
8. (01,05, ...,00,) < Alc1,ca, ..., Cw, “guess”)
9. if o, = o} then output “true” else output “false”
the output of the experiment is “true” with probability less than 1}] + N% then

FBENCR is secure in the sense of key anonymity.

Theorem 9. If DDH is hard then algorithm FBENCR is secure in the sense of
key anonymity.
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Proof. Suppose there exists a probabilistic polynomial time adversary A, an

a>0,an € {1,2,...,w}, and a sufficiently large s, such that A succeeds with
s 1 1 . .

probability greater than or equal to -+ —. Consider algorithm A1gR9 that takes

as input a DDH problem instance ((p, q), g, ao, bo, co)-

A1gR9((p, q), g, ao, bo, co):
T; < DDHRerandN((p, ¢), g, ao, bo, co, 2w) for j =1,2, ..., w
set y; = GetMiddle(Tj) for j =1,2,...,w
(m17 ma, ..., mw) — A((pa Q)a 9,Y1,Y2;5 -5 Yuws “SpeCify messages”)
if 3j € {1,2, ..., w} such that m; ¢ G, then output “false” and halt
oj €v {1,2,..,w} for j =1,2,...,w
for j in 1..w do:
extract a tuple (Ao, Bo, Ro) without replacement from Ty,
extract a tuple (A, By, R1) without replacement from 7,
9. Cj < ((A(),Ro),(Al,lej))
10. (01, 0%, ...,00,) < A(c1, ¢, ..., Cu, “guess”)
11. if o; = o} then output “true” else output “false”’

XN oUW

Consider the case that the input is a DH 3-tuple. It follows from the definition
of DDHRerandN that c; is a proper encryption of m; using public key y,, for
j =1,2,...,w under FBENCR. Therefore, the input to A is drawn from the same
set and probability distribution as the input to A in Definition 10. It follows
that o; = o} with probability greater than or equal to % + H% So, for random
exponents a and b in [1,¢], Pr[A1gR9((p,q),9,9% ¢",9"*) = “true”] > L + L.
Define 1 = Pr[A1gR9((p, q), g, 9%, g°, g?°) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from
the definition of DDHRerandN that c; is uniformly distributed in Gg X Gﬁ and y;
is uniformly distributed in Gy, for j = 1,2,...,w. Let p; be the probability that
A responds with o} = j for j = 1,2,...,w. Then the probability that o; = o
is ipl + ipg + o+ ipw = i So, for randomly chosen exponents a, b, and

a

cin [1,q], Pr[ALgR((p,q), 9,9% 6% g°) = “true”] = Lo + (1 — L)L which is
overwhelmingly close to % ad

We now define and then prove that anonymity holds for FBMIXER.

Definition 11. IfV probabilistic polynomial time adversaries A, ¥ a >0,V i €
{1,2,...,w}, and ¥ sufficiently large k, after the following experiment,

1. generate ((p,q),9) + ZG(K)
2. ((yh xl)v (yQa 1‘2), ) (yw’ Jiw)) — FBGEN((p, Q)7g)
3. ((my,r1,01), (M2,72,02), ey (May, T, 00)) < A((D, q), g,
Y15 Y2,y - Yu, “Specify ciphertexts and receivers”)
if 3j € {1,2, ..., w} such that m; ¢ G, then output “false” and halt
if 37 € {1,2,...,w} such that rj ¢ [1,q] x [1,q| then output “false” and halt
if 35 € {1,2,...,w} such that o; ¢ S then output “false” and halt
(c1,€2, ...y C) < FBENCR(D, g, (m1,71,01)s ey (Mavs Ty T )y Y1, Y25 ++es Yo )

NS G
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8 pj €y [l,ql x[1,q] forj=1,2,...,w

9. select a permutation w from S onto S uniformly at random

10. (C;(l)a C;—(g)a B8] C;(w)) A FBMIXER(]D, T (Clv Nl)a (623 /U'Q), ceey (Cwa :uw))
11. 7"« A(c;(l), c;(z), ...,c;(w), “guess”)

12.4f 7'(i) = w(i) then output “true” else output “false”

the output of the experiment is “true” with probability less than % + H% then
FBMIXER is secure in the sense of anonymity.

Theorem 10. If DDH is hard then FBMIXER is secure in the sense of anonymity.

Proof. Suppose there exists a probabilistic polynomial time adversary A, an
a>0,an i€ {1,2,...,w}, and a sufficiently large &, such that A succeeds with
probability greater than or equal to % + H% Consider algorithm AlgR10 that
takes as input a DDH problem instance ((p, q), g, ao, bo, co)-

AlgR’lo((pv q)? g, ao, b07 CO):
1. Tj < DDHRerandN((p, q), g, ao, bo, co, 2w) for j = 1,2, ..., w
2. set y; = GetMiddle(Tj) for j =1,2,...,w
3. ((my,r1,01), (M2, 72,02), ooy (Ma; Tws 0w)) + A((D 9), 9,
Y15 Y2, - Y, “specify ciphertexts and receivers”)
4. if 35 € {1,2,...,w} such that m; ¢ G, then output “false” and halt
5. if 35 € {1,2,...,w} such that r; ¢ [1,¢| x [1,q] then output “false” and halt
6. if 35 € {1,2,...,w} such that o; ¢ S then output “false” and halt
7 (617627"'76711) — FBENCR’(p7ga (m1,7"1,01),..., (m’w,rw70'1U)7y1?y27"'7yw)
8. for jin 1..w do:
9. extract a tuple (Ao, By, Ro) without replacement from 77,
10. extract a tuple (A, By, R1) without replacement from 75,
1. ((@0,Bo), (a1, 1)) = ¢;
12. ¢ < ((ao Ao, BoRo), (a1 A1, f11%1))
13. select a permutation 7 from S onto S uniformly at random
14. (c/;(l),c;(lz), ...,/c;r(w)) <—,fp(7z, 0/170%77“'7021;)
15. eA(cﬁ(l),cﬂ(z),...,cﬁ(w), guess”)
16. if /(i) = w(i) then output “true” else output “false”

Consider the case that the input is a DH 3-tuple. Clearly the ciphertexts
c1,Ca, ..., ¢y are as specified by A. It follows from the definition of DDHRerandN
that c; is a proper re-encryption of ¢; under FBMIXER for j = 1,2,...,w. There-
fore, the input to A is drawn from the same set and probability distribution
as the input to A in Definition 11. It follows that 7'(i) = m(i) with proba-
bility greater than or equal to % + »@% So, for random exponents a and b in
[1,q], Pr[A1gR10((p, q), g, 9%, g, g?°) = “true”] > i + ;-%u Define the value ¢ =
Pr[A1gR10((p, q), 9, 9%, ¢", g*) = “true”].

Now consider the case that the input is not a DH 3-tuple. It follows from the
definition of DDHRerandN that y; is uniformly distributed in G, for j = 1,2,...,w



27

—_

and that cj is uniformly distributed in G2 X G2 for j = 1,2,...,w. Let p; be
2

the probability that A responds with 7r ( ) = ] for j = 1,2,...,w. Then the
probability that 7/(i) = m(i) is 2p; + 1po + ...+ 1p, = L. So for randomly
chosen exponents a, b, and ¢ in [1 q], Pr[AlgRlO((p 9),9,9% g% 9°) = “true’]
= Z—zzb +(1- Z—;)i which is overwhelmingly close to % O

Theorems 7, 8, 9, and 10 show that properties 1, 2, 3, and 4 of a forward-
anonymous batch mix hold, respectively. The FBMIXER servers store no keys at all
so the forward-anonymity property holds (property 5). Theorem 10 proves that
anonymity holds from a single honest mix. Therefore, the robustness property
holds (property 6). Completeness and low-latency are straightforward to show
(properties 7 and 8). We have therefore shown the following.

Theorem 11. If DDH is hard then FBMIX is a forward-anonymous batch miz.

10 Conclusion

We analyzed the security foundation of universal re-encryption and showed that
the definition of security for it was insufficient. We presented a new definition
of security for it that carefully handles message indistinguishability and key
anonymity for both encryption and re-encryption. We also showed that the El-
Gamal based universal cryptosystem and incomparable cryptosystem were not
proven secure under DDH as claimed. To address this we introduced a new DDH
proof technique and used it to prove that they are secure under DDH. Finally,
we presented a forward-anonymous batch mix and proved that it is secure under
DDH.
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