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Abstract

We construct a functional encryption scheme for circuits which achieves a notion of security
that interpolates predicate and functional encryption. Our scheme is secure based on the
subexponential learning with errors (LWE) assumption. Our construction simultaneously achieves
and improves upon the security of the current best known, and incomparable, constructions from
standard assumptions, namely the predicate encryption scheme of Gorbunov, Vaikuntanathan
and Wee (CRYPTO 2015) and the reusable garbled circuits scheme of Goldwasser, Kalai, Popa,
Vaikuntanathan and Zeldovich (STOC 2013). Our contributions may be summarized as follows.

1. We show that existing LWE based predicate encryption schemes [AFV11, GVW15] are
completely insecure against a general functional encryption adversary (i.e. in the “strong
attribute hiding” game). We demonstrate three different attacks, the strongest of which is
applicable even to the inner product predicate encryption scheme [AFV11]. Our attacks
are practical and allow the attacker to completely recover a from its encryption Enc(a)
within a polynomial number of queries. This illustrates that the barrier between predicate
and functional encryption is not just a limitation of proof techniques.

2. We provide a new construction that unifies and extends the constructions of Gorbunov
et al. [GVW15] and Goldwasser et al. [GTKP*13]. Our construction supports a single
“decryption query” as in [GTKP*13] in addition to an unbounded number of “non-decryption
queries” as in [GVW15]. In particular, our construction yields an alternate candidate for
reusable garbled circuits.

3. We upgrade the security of our construction, as well as [AFV11, GVW15], from selective
to semi-adaptive, where the adversary may output the challenge after seeing the public
parameters in the security game. Our transformation is generic, and applies to several
LWE based selectively secure FE schemes.

4. We generalise the above scheme to support ¢ decryption queries, for any polynomial g which
is a-priori fixed. The ciphertext size grows as O(g?), improving upon the g-query version
of [GTKP*13, GVW12] in which the ciphertext size grows as O(q*). Our ciphertext is
succinct in that its size does not depend on the size of the circuit.
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1 Introduction

The last decade has witnessed important progress in the field of computing on encrypted data.
Several sophisticated generalizations of encryption, such as Identity Based Encryption [BF01,
Coc01, GPV08], Attribute Based Encryption [GPSW06, BSW07, GGH"13¢, GVW13], Predicate
Encryption [KSW08, AFV11, GVW15], Fully Homomorphic Encryption [Gen09, BV11, GSW13,
BV14], Property Preserving Encryption [PR12] have burst onto the scene, significantly advancing
the capabilities of modern cryptography.

These generalizations aim to provide the capability of computing “blind-folded” — namely,
given an encryption of some data a, an untrusted party should be able to perform computations
on Enc(a) so that the resultant ciphertext may be decrypted meaningfully. The notion of fully
homomorphic encryption permits arbitrary computation on encrypted data, but restricts decryption
to be all-or-nothing, namely, the holder of the secret key may decrypt the resultant ciphertext to
learn the result of the computation, but the same key also decrypts the original ciphertext revealing
a. For applications that require restricted access to results of the computation, the notion of
functional encryption (FE) is more suitable. In functional encryption, a secret key is associated with
a function, typically represented as a circuit C, denoted by SKo and a ciphertext with some input
a from the domain of C, denoted by CT,. Given SK¢ and CT,, the user may run the decryption
procedure to learn the value C'(a). Security of the system guarantees that nothing beyond C'(a)
can be learned from CT, and SK¢. Functional encryption was formalized by Boneh et al. [BSW11]
to unify and extend the notions of Identity Based Encryption, Attribute Based Encryption and
Predicate Encryption, which had already appeared in the literature.

There has been considerable progress in the last several years towards constructing FE
for advanced functionalities [BF01, Coc01, BW06, BW07, GPV08, CHKP10, ABB10, GPSWO06,
BSWO07, KSW08, LOST10, AFV11, Wat12, GVW13, GGH"13¢c, GGH"13b, GVW15]. For the
most powerful notion of “full-fledged” functional encryption, that allows the evaluation of
arbitrary efficiently-computable functions and is secure against general adversaries, the only known
constructions rely on multilinear maps [GGHZ14] or indistinguishability obfuscation (i0) [GGH"13b].
However, all known candidate multi-linear map constructions [GGH13a, CLT13, GGH15] as well
as 10 [GGH'13b] have been recently broken [CHL*15, CGH'15, HJ15, CJL, CFL*, MSZ].

From standard assumptions, the best known constructions do support general functionalities,
but achieve restricted notions of security. Currently, the state-of-the-art comprises two incomparable
constructions:

e The reusable garbled circuits construction of Goldwasser et al. [GTKP™13], which supports
all polynomial sized Boolean circuits but restricts the attacker to only obtain a single secret
key, for any circuit C' of her choice. This construction can be compiled with the bounded
collusion FE construction of [GVW12] to obtain a scheme which supports ¢ queries, for any
a-priori bounded ¢, and with a ciphertext size that grows as O(g*). Note that the ciphertext
size here does not depend on the size of the circuit C, and is thus succinct.

e The recent predicate encryption for circuits construction of Gorbunov et al. [GVW15], which
also supports all polynomial sized Boolean circuits but restricts the attacker to only acquire
keys for circuits C; such that C;(a) = 0, when a is the vector of challenge attributes. He may
not request any keys C; such that C;(a) = 1. We will refer to the former as 0-keys and the
latter as 1-keys. This restricted game of security is often referred to as weak attribute hiding
in the literature.

Both constructions natively achieve the restricted selective notion of security, which forces the



attacker to output the challenge in the very first step of the game, before seeing the public parameters.

Covering the distance from these restricted constructions to full fledged functional encryption
is a much sought-after goal, and one that must contend with several thorny technical issues. The
former construction relies on the use of garbled circuits for decryption, which restricts the number
of supported keys to 1, or, using the additional machinery of [GVW12], to some a-priori bounded
q. The use of garbled circuits is central to this construction, and surmounting the bounded key
limitation appears to require entirely new techniques. On the other hand, the second construction
does support an unbounded number of queries, but restricts them to belong to the 0-set. It is
unclear how to support even a single 1-query in this case, due to various technical hurdles that arise
from the proof techniques (more on this below). This motivates the following question:

Can we provide a single construction that supports an unbounded number of 0-queries and a
bounded number of 1-queries?

1.1 Owur Contributions

In this work, we answer the above question in the affirmative and provide a construction that
simultaneously achieves (and improves upon) the best of both [GVW15] and [GTKP"13]. Our
contributions may be summarized as follows.

1. We demonstrate that the inability to handle 1-queries by the proofs of current predicate
encryption systems [GVW15, AFV11] is not a limitation of proof technique. We show that
these constructions are completely insecure against an adversary who requests an arbitrary
number of 1-keys. We demonstrate three different attacks, the strongest of which is even
applicable to the simple inner product testing functionality of [AFV11]. Our attacks are
practical and allow an attacker making a polynomial number of 1-queries to completely recover
a from CT,.

2. We provide a new construction that supports a single 1-query, and an unbounded number of
0-queries, unifying the best of both [GVW15, GTKP*13]. We refer to our construction as a
(1, poly)-FE scheme, where the first term refers to the number of 1 queries, and the second to
the number of 0 queries supported.

3. We upgrade the security of our construction, as well as [AFV11, GVW15], from selective to
semi-adaptive [CW14] where the adversary may output the challenge after seeing the public
parameters in the security game. Our transformation is generic, and applies to several LWE
based selectively secure FE schemes.

4. We generalize our (1, poly)-FE to (@, poly)-FE for any polynomial ) which is a-priori fixed.
The ciphertext size grows as O(Q?), improving upon the Q-query version of [GTKPT13,
GVW12] in which the ciphertext size grows as O(Q*). Our ciphertext is succinct in that its
size does not depend on the size of the circuit.

We provide a table comparing our results with previous work in Figure 1.

1.2 Our Techniques

Our work builds upon the constructions of Goldwasser et al. [GTKP'13] and Gorbunov et al.
[GVW15]. Both these systems begin with the idea that the public attributes in an attribute based
encryption scheme (ABE) may be hidden, and yet remain amenable to computation, if they are



0 keys | 1-keys | CT succinct? | CT @-dependence Security
[GVW15] poly 0 Y — selective
[GTKP*13] + [GVW12] | Q1 | Q—-Q: Y Q* selective
[AR16] Q1 | Q- N Q? full
This poly Q Y Q? semi-adaptive

Figure 1: Comparison of results with prior work.

encrypted using fully homomorphic encryption. Recall that in an attribute based encryption scheme
[GPSWO06], a ciphertext is associated with a public attribute vector a and plaintext bit u, and it
hides p, but not a.

Then, to hide a, encrypt it using FHE to obtain a, and treat this encryption as the public
attribute in an ABE system. Since an ABE scheme for circuits [GVW13, BGGT14] allows for a key
SK¢ to evaluate an arbitrary circuit C' on the attribute, the decryptor may now homomorphically
compute on a using the FHE evaluation circuit. Then, given a key corresponding to the circuit
FHE.Eval(C, -), the decryptor may run the ABE decryption procedure to learn the FHE encryption
of C'(a), namely C/’(;).

This is not yet enough, as the goal is for the decryptor to learn C(a) in the clear. To achieve
this, FHE decryption must/kﬁ performed on C/'(;) in a manner that does not permit decryption of

any ciphertext other than C'(a). The scheme of Goldwasser et al. [GTKP™13] resolves this difficulty
by employing a single use garblﬁd\circuit for the FHE decryption function and using ABE to provide
labels corresponding to input C'(a). This constrains FHE decryption, but restricts the resultant FE
scheme to only be secure against a single key request. The scheme of Gorbunov et al. [GVW15]
resolves this difficulty by making use of two nicely matching asymmetries:

1. The asymmetry in computation. To compute C(a) using the above method, the bulk of the
computation is to be performed on FHE ciphertext, namely FHE.Eval(C,a), where a can be
public. The remainder of the computation, namely running the FHE decryption circuit on

e

C(a), is a relatively lightweight circuit.

2. The asymmetry in attribute hiding in the ABE scheme of [BGG' 1/]. There is an inherent
asymmetry in the homomorphic multiplication procedure of the ABE scheme [BGG114], so that
computing a product of two ciphertexts wth attributes a; and ag respectively, only necessitates
revealing one attribute (say a;) while the other (a3) can remain hidden (for addition, both a;
and as may remain hidden). This property is leveraged by [GVW15] to construct partially
hiding predicate (or attribute) encryption (PHPE), which allows computation of an inner
product of a public attribute vector corresponding to FHE.Eval(C,a) and a private attribute
vector, corresponding to the FHE secret key. Since inner product loosely approximates FHE
decryption, this allows the decryptor to obtain a plaintext value corresponding to C'(a) as
desired.

While the predicate encryption scheme [GVW15] can handle an unbounded number of 0-queries
from the adversary, it runs into at least three difficulties when faced with a 1-query:

1. The proof of security in the PHPE scheme uses a trapdoor puncturing technique [ABB10]
in the simulation, so that the simulator has a trapdoor to sample keys for 0-queries but this
trapdoor vanishes for 1-queries, disabling the simulator.



2. Given a PHPE ciphertext CTg with public attributes a, key homomorphism [BGGT14,
GVW15] enables the evaluation of a circuit C' on the PHPE ciphertext resulting in a PHPE
ciphertext CT¢(g) with attributes C(a). By construction, this resultant ciphertext is an
LWE sample with an error term which is fixed and public linear combination of the error
terms used to construct CTg. This error is learned by the adversary upon decryption, which
creates leakage that cannot be simulated. Indeed, this leakage, when sufficient, can completely
break LWE security and allow the adversary to learn a in the clear (see Section 4 for details).

3. Recall that the FHE decryption operation is a lightweight operation conducted using PHPE
with the FHE secret key as the private attribute vector. While FHE decryption is lightweight,
it is still not lightweight enough to be performed in its entirety while maintaining the privacy
of the FHE secret. FHE decryption is an inner product followed by a threshold function, of
which only the inner product can be performed securely by PHPE. The authors overcome this
hurdle by making use of the “lazy OR” trick, which roughly allows the decryptor to learn not
the threshold inner product, but the pure inner product, which leaks sensitive information
about the noise used while encrypting a. Again, this leakage cannot be simulated, and when
sufficiently high, can lead to complete recovery of the FHE secret key.

Attacks. Interestingly, all of the above difficulties in proving security translate to polynomial
time attacks that lead to complete message recovery in a game where 1-keys are permitted. Our
first and strongest attack is related to the first difficulty, and is effective even against the inner
product predicate encryption scheme of Agrawal et al. [AFV11]. The attack exploits the fact that
the real world key generation algorithm is stateless, and upon being asked for a key corresponding
to the same function vector multiple times, provides independent short vectors in the same coset of
a given lattice (say F), which can be combined to recover a full trapdoor for F. Since the key in
question is a 1-key, the construction allows the attacker to recover an LWE sample F's + noise just
by following the decryption procedure. This LWE sample unresistingly reveals all its secrets given a
trapdoor for F, which in turn allow the attacker to recover the entire message.

Our second attack is against the Partially Hiding Predicate Encryption system for circuits
[GVW15] and stems from the second difficulty above. This attack exploits the fact that the
decryptor, given a 1-key, learns a public linear function of the error terms used in encryption. By
requesting sufficient 1-keys, the attacker can solve this linear system to recover the errors used in
encryption, which lead to recovery of the predicate a even when functionality reveals much less.

Our third attack is against the Predicate Encryption system for circuits [GVW15]. As discussed
in the third difficulty, the PE decryption key, which wishes to provide the decryptor with a threshold
inner product value, instead can only provide the exact inner product value, leaving the decryptor
to compute the threshold herself. This leads to an attacker learning linear equations in the errors
used to construct the FHE encryption a, which, when sufficiently many, let her recover the FHE
secret, which in turn lets her recover a.

We emphasize that our attacks are entirely practical. For instance consider the following scenario.
A user who is authorized to obtain a key corresponding to circuit C, pretends that she has lost her
key and re-issues a key request. The key generator checks her credentials and returns a new key
SK¢. By obtaining multiple keys for the same circuit C' as in Attack #1, the malicious user, who is
only authorised to learn the single bit C(a), instead learns the entire message a. Our attacks also
apply to the weaker indistinguishability based security game of functional encryption [BSW11] but
do not work in the “weak attribute hiding” security game considered by [AFV11, GVW15].



Selectively Secure (1,poly)-Functional Encryption. We provide a construction that over-
comes the above vulnerabilities for the case of a single 1-key, and continues to support an unbounded
number of 0-keys. By restricting the attacker to any single query, this yields an alternate construction
for reusable garbled circuits [GTKP"13]. We summarize the main ideas here. For clarity of
exposition, we omit many details; we refer the reader to Sections 5 and 7 for the formal construction
and proof.

Our starting point is the predicate encryption scheme of [GVW15], which we will hereby refer
to as (0, poly)-FE, as it supports zero 1-queries and any polynomial number of 0-queries. The
construction for (0, poly)-FE makes use of two components as described above, namely, (0, poly)-
partially hiding predicate encryption (PHPE) and fully homomorphic encryption (FHE). Our
construction for (1, poly)-FE follows the same high level template as [GVW15], and as our first step,
we require (1, poly)-PHPE. Note that the (0, poly)-PHPE scheme does allow the key generator to
release an unbounded number of both 0 and 1 queries, but as mentioned above, the proof of security
breaks down if the adversary requests a 1-key. This is because the secret key corresponding to a
circuit C' is a low norm matrix K satisfying an equation of the following form:

[A|Ac ]JK=P modgq

where the matrices A, P are fixed and public, and the matrix A¢ is computed by executing a
homomorphic evaluation procedure [BGGT14, GVW15] corresponding to the circuit C' on some
public matrices. In the real system, the key generator has a trapdoor for A, which allows it to
sample K using known techniques [CHKP10, ABB10]. In the simulation, the matrix A¢ has a
special form, namely A = [AR¢ — C(a) - G| for some low norm matrix R¢ and fixed public matrix
G. The simulator has a trapdoor for G which enables it to sample the required K also using known
techniques but only when C(a) # 0 [ABB10]. When C(a) = 0, G vanishes along with its trapdoor,
and the simulator has no method by which to sample K.

To overcome this, we note that if the circuit C' is known before the public key is generated, the
simulator can instead sample K first and set P to satisfy the above equation. This is a standard trick
in LWE based systems [GPVO08, Peil3], and yields the same distribution of the pair (K, P) as in the
real world. This allows us to take a step forward?, but the adversary’s view remains distinguishable
from the real world, because decryption leaks correlated noise which is un-simulatable, as discussed
in difficulty #2 above. To overcome this, we must choose the noise in the challenge ciphertext
with care so that the noise yielded by the decryption equation is statistically close to fresh and
independently chosen noise. Put together, these tricks enable us to build a (1, poly)-PHPE.

However, (1, poly)-PHPE does not immediately yield (1, poly)-FE due to difficulty #3 above,
namely, leakage on FHE noise. To handle this, we modify the circuit for which the PHPE key is

—

provided so that the FHE ciphertext C'(a) is flooded with large noise before the inner product with
the FHE secret ke/yis computed. Now, though the attacker learns the exact noise in the evaluated
FHE ciphertext C'(a) as before, this noise is independent of the noise used to generate a and no
longer leaks any sensitive information. Note that care is required in executing the noise flooding
step, since correctness demands that the FHE modulus be of polynomial size. To ensure this, we
flood the FHE ciphertext before the FHE modulus reduction step, leveraging the fact that the

!The careful reader may observe that the simulator is disabled when C(a) = 0, not when C(a) = 1, though we
have claimed that [AFV11, GVW15] can support 0-queries and not 1 queries. This is because, traditional functional
encryption literature defines decryption to be permitted when the function value is 1, and defines the function value
to be 1 when C(a) = 0. We follow this flip to be consistent with prior work.

2This is presently a weak security game where the circuit C' is announced before the parameters are generated.
This restriction will be removed subsequently.



flooding operation is simple addition, and may hence be performed using PHPE with the flooding
noise being part of the private attributes. Now, we have at our disposal a (1, poly)-FE scheme.

Upgrading Selective to Semi-Adaptive. The above techniques yield a (1, poly)-FE scheme,
but one that is secure according to a weak selective definition of security, which is inherited from
the underlying (1, poly)-PHPE scheme. We improve this by providing a method for compiling
our selectively secure PHPE construction to one that satisfies semi-adaptive security, in which the
attacker may see the public parameters before revealing the challenge. Our transformation is generic
— it applies to all constructions that satisfy certain structural properties. In more detail, we require
that: 1) the PHPE ciphertext CT, be decomposable into |a| components CT;, where CT; depends
only on afi], and 2) CT; is a fized and public linear function of the message a[i] and randomness
chosen for encryption.
Concretely, consider the ciphertext in the (0, poly)-PHPE of [GVW15]. For i € [/],

CTi=u; = (Ai + ali] - G)Ts + noise; € Z'

Clearly condition (1) is satisfied — the i component of a influences only u;. Additionally, note
that
w; = ([A], 1, 1]; [s, afi]- G's, noise; |) mod ¢

Here, the first vector is a fixed public vector that is known to the key generator, while the second
vector is made up of components all of which are known to the encryptor.

Given these two conditions, we construct a semi-adaptive PHPE for the circuit class C, denoted
by SaPH, using two ingredients:

1. A single key fully secure® functional encryption scheme, denoted by FuLin, for the inner
product functionality defined as:

Fev,, ..vp@a,...,ap) = Z V;-a; mod q
1€[k]

Such a scheme was recently constructed by Agrawal et al. [ALS16].
2. A (1, poly) selectively secure PHPE scheme for the circuit class C, which we denote by SelPH.

Intuitively, the idea is to nest the selective PHPE system for C within an adaptive
FE system for inner products, so that the latter is used to generate ciphertexts of the
former on the fly. In more detail, the public parameters of SaPH are set as the public
parameters of Fulin, the secret key corresponding to C, namely SaPH.SK(C) is the tuple
( SelPH.PK, FuLinSK( [ A], 1, 1] ), SelPH.SK(C) ) and the ciphertext is SaPH.CT =
FuLin.CT([ s, ali] - G"s, noise; ]). Now, the ciphertext FuLin.CT([ s, ali] - G's, noise; ]) and
secret key component FuLin.SK( [ AT, 1, 1] ) may be decrypted to obtain the SelPH ciphertext,
which may be decrypted using SelPH.SK(C'). Some care is required in ascertaining that FuLin is
only invoked for a single secret key, but this can be ensured by taking multiple copies of the FuLin
scheme, and using the same randomness to generate multiple copies of the same key.

The advantage to the above strategy is that the public parameters of the SaPH scheme are now
set as the public parameters of the FuLin scheme, and the public parameters of the SelPH scheme
are moved into the secret keys of SaPH scheme. This enables the simulator of the SaPH scheme to

3Please see Appendix 8.5 for the definition of full security.



provide the public parameters using the (adaptive/full) simulator for the FuLin scheme, and delay
programming the PHPE public parameters until after the challenge is received, as required by the
SelPH simulator. Thus, selective security may be upgraded to semi-adaptive security for the circuit
class C, by leveraging adaptive security of the simpler inner product functionality. For more details,
please see Section 6. We note that concurrently and independently to our work, [BV16, GKW16]
also construct semi-adaptive FE using completely different techniques.

Generalising to Q queries. To construct (Q, poly)-FE, we again begin by constructing (@, poly)-
PHPE, which in turn is constructed from (1, poly)-PHPE. The (1, poly)-PHPE scheme has the
following structure: it encodes the message b within an LWE sample 3, = P's + noise + b. Given
other components of the ciphertext, the decryptor is able to compute a ciphertext cgya and key
generator provides as the key a short matrix K, where

Ceval = [A | A¢|'s+noise, [A|Ac]K=P modgq

By computing K'cgya — 3 and rounding the result, the decryptor recovers b.

To generalise the above to handle ) queries, a natural approach would be to encode the message
@ times, using @ distinct matrices P1,...,Pg and have the it" key K; be a short matrix satisfying
[A]| Ac, ] K; = P; mod ¢g. Then, the key generator can pick P; for the i*" key, and sample
the corresponding K; as the secret key. However, this straightforward idea would require the key
generator to keep track of how many keys it has produced so far and would make the key generator
stateful, which is undesirable.

To get around this, we make use of a trick suggested by Gorbunov et al. [GVW12] in a similar
context. The idea is to enable the key generator to generate a fresh matrix P} for the ith key in a
stateless manner, as follows. We publish a set of matrices {P1,..., P} in the public key, for some
parameter k. The key generator chooses a random subset A; C [k] s.t. |A;| = v for some suitably
chosen v, and computes P7 = > P;. It then samples K; so that

JEA;
[A]|A¢g, | K; =P mod ¢

If we choose (v, k) as functions of the security parameter k£ and number of queries @ in a way
that the @ subsets Aq,...,Ag are cover free with high probability, then this ensures that the
matrices P7,. .. ,P;’L‘2 are independent and uniformly distributed, which will enable the simulator to
sample the requisite keys. This idea can be converted to a secure scheme, see Section 5.3 for details.

This gives us a (@, poly)-PHPE but constructing (@, poly)-FE requires some more work. Instead
of flooding the evaluated ciphertext with a single piece of noise, we must now encode at least )
pieces of noise, to flood the ciphertext for () decryptions. Fortunately, this can be ensured by
leveraging cover-free sets again, so that the decryptor is forced to add a random cover-free subset
sum of noise terms to the ciphertext before decryption. This ensures that each decryption lets the
decryptor learn a fresh noise term which wipes out any troublesome noise leakage. Details are in
Section 7.3.

Organization of the paper. The paper is organized as follows. In Section 2, we provide the
priliminary definitions and lemmas related to lattices that will be required in the remainder of
the paper. In Section 3 we provide definitions of (1, poly) partially hiding predicate encryption,
(1, poly) functional encryption and fully homomorphic encryption as well as the algorithms that
will be used in our paper. In Section 4, we describe our three attacks using 1-keys against existing
predicate encryption systems. In Section 5 we provide our construction for (1, poly) partially hiding



predicate encryption as well as its generalisation to (@, poly)-PHPE. This is upgraded to achieve
semi-adaptive security in Section 6. In Section 7 we provide our (@, poly) FE scheme.

2 Lattice Preliminaries

Notation. For any integer ¢ > 2, we let Z, denote the ring of integers modulo ¢ and we represent
Zy as integers in (—q/2,q/2]. We let Zy*™ denote the set of n x m matrices with entries in Z,.
We use bold capital letters (e.g. A) to denote matrices, bold lowercase letters (e.g. x) to denote
vectors. We use x[i] to refer to the i** element of vector x. The notation AT denotes the transpose
of the matrix A. When we say a matrix defined over Z, has full rank, we mean that it has full rank
modulo each prime factor of ¢.

If A; is an n x m matrix and Ag is an n x m’ matrix, then [A1]|Az] denotes the n x (m + m’)
matrix formed by concatenating A; and As. If x; is a length m vector and xs is a length m’ vector,
then we let [x1|x2] denote the length (m + m’) vector formed by concatenating x; and x5. However,
when doing matrix-vector multiplication we always view vectors as column vectors.

For a vector x, we let ||x|| denote its £2 norm and ||X||s denote its infinity norm. For any matrix
R, we define |R|| (resp. R|«) as the {2 (resp. infinity) length of the longest column of R.

We say a function f(n) is negligible if it is O(n~¢) for all ¢ > 0, and we use negl(n) to denote a
negligible function of n. We say f(n) is polynomial if it is O(n°) for some ¢ > 0, and we use poly(n)
to denote a polynomial function of n. We say an event occurs with overwhelming probability if its
probability is 1 — negl(n). The function log x is the base 2 logarithm of z. The notation || denotes
the nearest integer to x, rounding towards 0 for half-integers.

We will denote by {A;} and {v;} the set of matrices {A;};c;, and the set of vectors {v;},ciy
when the range is clear from context.

2.1 Lattice Definitions

An m-dimensional lattice A is a full-rank discrete subgroup of R™. A basis of A is a linearly
independent set of vectors whose span is A. We will be concerned with integer lattices, i.e., those
whose points have coordinates in Z™. Among these lattices are the “g-ary” lattices defined as
follows: for any integer ¢ > 2 and any A € Zy*™, we define

A;(A) = {e€Z":A-e=0modq}
AJ(A) = {e€Z™:A-e=umodqg}.

The lattice A (A) is a coset of A-(A); namely, A%(A) = A (A)+t for any t such that A-t = umod q.
Let T = {t1,...,tx} be a set of vectors in R™ and T := {&1,...,tx} C R™ be the Gram-Schmidt
orthogonalization of T. We define || T||es = ||T]|.

2.2 The LWE Problem

The Learning with Errors problem, or LWE, is the problem of distinguishing noisy inner products
from random. More formally, we define the (average-case) problem as follows:

Definition 2.1 ([Reg09]). Let n > 1 and ¢ > 2 be integers, and let x be a probability distribution
on Zg. Forr € Zy, let Ay y be the probability distribution on Zj x Z, obtained by choosing a vector
a € Z; uniformly at random, choosing e € Z, according to x, and outputting (a, (a,r) +e).



The decision-LWE, ,  problem is: for uniformly random r € Zy, given a poly(n) number of
samples that are either (all) from Ay, or (all) uniformly random in Zg x Z,, output 0 if the former
holds and 1 if the latter holds.

We say the decision-LWE, ,, , problem is infeasible if for all polynomial-time algorithms .4, the
probability that A solves the decision-LWE problem (over r and A’s random coins) is negligibly
close to 1/2 as a function of n.

Connection to Lattices. The power of the LWE problem comes from the fact that for certain
noise distributions Y, solving the search-LWE problem is as hard as finding approximate solutions to
the shortest independent vectors problem (SIVP) and the decision version of the shortest vector
problem (GapSVP) in the worst case.

Let B = B(n) € N. A family of distributions x = {xn }nen is called B-bounded if

Pr[y € {-B,...,B}| =1

Regev and Peikert [Reg09, Pei09] showed that there is a B bounded distribution x such that
solving LWE, ., , is as hard as (quantumly) approximating certain worst case lattice problems to
a factor of O(n - ¢/B). These lattice problems are believed to be hard to approximate even for
subexponential ¢/B, i.e. 2" for some fixed 0 < € < 1/2.

Gaussian distributions. Regev [Reg09] defined a natural distribution on any m dimensional

lattice A, called the discrete Gaussian distribution, parametrized by a scalar o > 0. [GVW15]

consider a slightly modified version of the discrete Gaussian, namely the truncated discrete Gaussian

distribution, denoted by D, ,, where the output is replaced by 0 whenever the || - || norm of the

sample exceeds o - /m. We will find it convenient to work with the truncated discrete Gaussian.
The following lemma about discrete Gaussians will be very useful to us.

Lemma 2.2 (Drowning Lemma). [GKPV10] Let n € N. For any real 0 = w(y/logn), and any
ceZ”,
SD(DZH,J7 DZ'IL7U’C) S HCH/O'

We will also need the following lemma about randomness extraction.

Lemma 2.3. [ABB10] Suppose that m > (n+1)log g+ w(logn) and that ¢ > 2 is prime. Let R be
an m x k matriz chosen uniformly in {1, —1}™** mod ¢ where k = k(n) is polynomial in n. Let A
and B be matrices chosen uniformly in Zy*™ and ZZ}X’“ respectively. Then, for all vectors e € 2,
the distribution (A, AR,RTe) is statistically close to the distribution (A, B,RTe).

3 Preliminaries: Definitions and Algorithms

In this section we define the notions of partially hiding predicate encryption, (1, poly)-functional
encryption and fully homomorphic encryption. We also provide the algorithms that we will require
in the remainder of the work.

3.1 Partially Hiding Predicate Encryption

A Partially-Hiding Predicate Encryption scheme PHPE for a pair of input-universes X', ), a predicate
universe C, a message space M, consists of four algorithms (PH.Setup, PH.Enc, PH.KeyGen, PH.Dec):
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PH.Setup(1®, X, Y,C, M) — (PH.PK, PH.MSK). The setup algorithm gets as input the security
parameter x and a description of (X,),C, M) and outputs the public parameter PH.PK, and
the master key PH.MSK.

PH.Enc(PH.PK, (x,y), ) = CTy. The encryption algorithm gets as input PH.PK, an attribute
pair (x,y) € X x Y and a message € M. It outputs a ciphertext CTy,.

PH.KeyGen(PH.MSK, C') — SK¢. The key generation algorithm gets as input PH.MSK and a
predicate C' € C. It outputs a secret key SK¢.

PH.Dec((SK¢, C), (CT,y)) — 1V L. The decryption algorithm gets as input the secret key SK¢,
a predicate C, and a ciphertext CT, and the public part y of the attribute vector. It outputs
a message [t € M or L.

Correctness. We require that for all (PH.PK,PH.MSK) < PH.Setup(1*,X,),C, M), for all
(x,y,C) € X x Y xC and for all up € M,

e For 1-queries, namely C(x,y) =1,

[PH.Dec((SKC, ), (CTy,y)) = u] > 1 — negl()

e For 0-queries, namely C(x,y) =0,

[PH.Dec((SKe, ©), (CTy,y)) = 1] > 1~ negl(x)

Semi-Adaptive SIM Security. Below, we define the semi-adaptive experiment for partially
hiding predicate encryption (PHPE) that supports a single 1-query and an unbounded number
of 0-queries. We denote such a scheme by (1, poly)-PHPE scheme. We note that the scheme of
Gorbunov et al. [GVW15] is a (0, poly)-PHPE scheme.

Definition 3.1 ((1, poly) (Semi-Adaptive)-SIM-Attribute-Hiding). Let PHPE be a partially hiding
predicate encryption scheme for a circuit family C. For every p.p.t. adversary Adv and a stateful
p-p-t. simulator Sim, consider the following two experiments:

| ideal
Expriipe,adv(17): Exppiipe,sim (17):

(PH.PK, PH.MSK) «— PH.Setup(1*)

(x,y, p, C*,sta) < Adv(PH.PK)

CTy « PH.Enc( PH.PK, (x,y), 1)

SK¢w < PH.KeyGen( PH.MSK, C*)

o (—AdVPH’KeyGen(PH'MSK")(CTy, SKe, StA)
Output (x,y, i, )

. PH.PK « Sim(1%)

(x,y, 1, C*,stp) < Adv(PH.PK)
. CTy « Sim (y, 1%, C* )

: SKC* < Sim

o +Adv™(CTy, SKc-, sta)

: Output (x,y, p, @)

DT A W N e

We say an adversary Adv is admissible if:
1. For the single query C*, it holds that C*(x,y) = 1.

2. For all queries C # C*, it holds that C(x,y) = 0.

11



In the ideal experiment, the simulator Sim is traditionally given access to an oracle Uiy ,)(*),
which upon input C returns L if C(x,y) = 0 and p if C(x,y) = 1. However, since in our case Sim
is provided C* explicitly, and this is the only 1-query, the simulator can check whether C; = C*
for any query C;, and if not, set C;(x,y) = 0. Hence, to simplify notation, we omit the oracle in
the ideal experiment above. Note that since C* is a 1-query by definition, the simulator must be
provided pu.

The partially hiding predicate encryption scheme PHPE is said to be (1, poly)-attribute hiding if
there exists a p.p.t. simulator Sim such that for every admissible p.p.t. adversary Adv, the following
two distributions are computationally indistinguishable:

| c ideal
{Expsﬁ.PE,Advm} < {EprﬁapE,Sim}
KEN KEN

SIM Security (Selective). Next, we define a selective variant of the above game.

Definition 3.2 ((1,poly) (Selective)-SIM-Attribute-Hiding). Let PHPE be a partially hiding
predicate encryption scheme for a circuit family C. For every p.p.t. adversary Adv and a stateful
p-p-t. simulator Sim, consider the following two experiments:

ExpRipe adv(17): Expiiipe sim(17):

o +Adv®™(CTy, SKe-, sta)
: Output (x,y, i, @)

o <_AdVPHAKeyGen(PH.MSK,-) (CTy, SKe, StA>
Output (x,y, 1, )

L (x,y, 1, C*,sta) < Adv(1%) L (x,y, 1, C*, sta) < Adv(1")

2: (PH.PK, PH.MSK) « PH.Setup(1%) 2: PH.PK < Sim( 1%y, 1*,C* 1)
3: CTy + PH.Enc( PH.PK, (x,y), 1t ) 3: CTy < Sim

4: SKox <+ PH.KeyGen( PH.MSK,C*) 4: SKg+ < Sim

5: 5

6: 6

The admissibility of the adversary Adv, the notes about the simulator and the required
indistinguishability of distributions are as in Definition 3.1.

Note. We note that our game is more restricted than the standard selective game, in that the
attacker must output not just (x,y) but also C* in the first step. In the traditional selective game,
the query C* may be specified after the adversary sees the public parameters. However, we choose
not give our variant a new name for simplicity, since we will anyway achieve the semi-adaptive
definition, which is stronger than the standard selective definition.

For the definition of (@, poly)-PHPE, where an adversary may request () decrypting queries, we
merely replace each occurence of C* with a tuple C7, ... ,C’é in both the games above.
3.2 (1,poly)-Functional Encryption
In this section, we define (1, poly) functional encryption.

Definition 3.3. A functional encryption scheme FE for an input universe X, a circuit universe C
and a message space M, consists of four algorithms FE = (FE.Setup, FE.Keygen, FE.Enc, FE.Dec)
defined as follows.
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e FE.Setup(1”) is a p.p.t. algorithm takes as input the unary representation of the security
parameter and outputs the master public and secret keys (PK, MSK).

e FE.Keygen(MSK, () is a p.p.t. algorithm that takes as input the master secret key MSK and
a circuit C € C and outputs a corresponding secret key SK¢.

° FE.Enc(PK, (a, u)) is a p.p.t. algorithm that takes as input the master public key PK and an
input message (a, ) € X x M and outputs a ciphertext CT,.

e FE.Dec(SK¢, CT,) is a deterministic algorithm that takes as input the secret key SK¢ and a
ciphertext CT, and outputs p iff C'(a) = 1, L otherwise.

Note that our definition is a slightly modified, albeit equivalent version of the standard definition
for FE [BSW11]. For compatibility with the PHPE definition, we define our functionality to
incorporate a message bit p which is revealed when C(a) = 1.

Correctness. Next, we define correctness of the system.

Definition 3.4 (Correctness). A functional encryption scheme FE is correct if for all C' € C,, and
all a € X,

e IfC(a) =1

(PK, MSK) < FE.Setup(1~);
r [ FE.Dec(FE.Keygen(MSK,C’), FE.Enc(PK, (a, M))) £ 4 ] = negl(k)

e IfC(a)=0
(PK, MSK) < FE.Setup(1*);
r [ FE.Dec(FE.Keygen(MSK,C’),FE.Enc(PK,(a7 M))) 41 ] = negl(k)

where the probability is taken over the coins of FE.Setup, FE.Keygen, and FE.Enc.

3.2.1 Semi-Adaptive Security.

We define the notion of semi-adaptive simulation based security for (1, poly)-functional encryption,
analogous to Definition 3.1.

Definition 3.5 (Semi-Adaptive SIM). Let FE be a functional encryption scheme for a circuit family
C. For every p.p.t. adversary Adv and a stateful p.p.t. simulator Sim, consider the following two
experiments:

ExpiEaa (17): EXPEESim(17):

. PK « Sim(1%)
(a, p, C*,st) « Adv(1%, PK)
. CTa « Sim(1l2l, C*, )

: (PK,MSK) « FE.Setup(1*)
(a, u, C*, st) «— Adv(1%, PK)
: CTa  FE.Enc( PK,a, )

D U W N

4: SKpox FE.Keygen(MSK,C*) . SKox S_im
5: o <AdyFEKeeen(MSK) (T SK . st) o Adv®™(CT,, SKe-, st)
6: Output (a, p, «) : Output (a, p, @)
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We say an adversary Adv is admissible if:
1. For a single query, C*, it holds that C*(a) = 1.

2. For all other queries C; # C*, it holds that C;(a) = 0.

In the ideal experiment, the simulator Sim is traditionally given access to an oracle U, u)(')7
which upon input C returns L if C'(a) = 0 and p if C'(a) = 1. However, as in Definition 3.1, we
note that our simulator does not require access to an oracle because an admissible adversary may
only make a single 1 query, denoted by C*, which is provided explicitly to the simulator. Every
other query C; made by the adversary is a 0 query, hence the simulator can compare each query C;
with C*, and set C;(a) = 0 when the equality does not hold.

The (1, poly)-functional encryption scheme FE is then said to be SA-SIM-secure if there is an
admissible stateful p.p.t. simulator Sim such that for every admissible p.p.t. adversary Adv, the
following two distributions are computationally indistinguishable.

{Exp;ea'Am} é{ExpEE?s'imm)}
rEN rEN

As before, for the (Q, poly) version of the above game, we merely replace each occurence of C*
with a tuple C7, ..., Cé.
3.3 Fully Homomorphic Encryption

A leveled symmetric key fully homomorphic scheme is a tuple of P.P.T algorithms FHE.KeyGen,
FHE.Enc, FHE.Eval and FHE.Dec:

FHE.KeyGen(1%,1¢, 1%) : This is a probabilistic algorithm that takes as input the security parameter,
the depth bound for the circuit, the message length and outputs the secret key FHE.SK.

FHE.Enc(FHE.SK, 1) : This is a probabilistic algorithm that takes as input the secret key and
message and produces the ciphertext FHE.CT.

FHE.Eval(C,FHE.CT): This is a deterministic algorithm that takes as input a Boolean circuit
C :{0,1}* — {0,1} of depth at most d and outputs another ciphertext FHE.CT’.

FHE.Dec(FHE.SK, FHE.CT): This is a deterministic algorithm that takes as input the secret key
and a ciphertext and produces a bit.

Correctness. Let FHE.SK < FHE.KeyGen(1%,1¢,1¥) and C be a circuit of depth d. Then we
require that

Pr [ FHE.Dec(FHE.SK, FHE.Eval(C, FHE.Enc(FHE.SK, 1)) = C(M)] —1

Security. Security is defined as the standard semantic security. Let A be an efficient, stateful
adversary and d, k = poly(x). The semantic security game is defined as follows.

1. FHE.SK ¢ FHE.Setup(1*, 14, 1¥)

2. (/Lo, ,ul) — .A(lﬂ, 1d, 1k)

14



3. b« {0,1}
4. FHE.CT + FHE.Enc(FHE.SK, 1)
5. b « A(FHE.CT)

We require that the advantage of A in the above game be negligible, namely

| Pr(b = b) — 1/2| = negl(x)

Instantiating FHE from Learning with Errors. We make use of the following instantiation
of FHE from LWE.

Theorem 3.6. [BV11, BGV12, GSW13, BV1/, AP14] There is an FHE scheme based on the LWE
assumption such that, as long as q¢ > O(k?):

1. FHE.SK € Z! for some t € poly(x).

\S

. FHE.CT (1) € {0,1}¢ where ¢ = poly(x, k,d,logq).
3. FHE.Eval outputs a ciphertext FHE.CT' € {0, 1}*.

4. There ezists an algorithm FHE.Scale(q, p) which reduces the modulus of the FHE ciphertext
from q to p.

5. For any Boolean circuit of depth d, FHE.Eval(C, ) is computed by a Boolean circuit of depth
poly(d, k,log q).

6. FHE.Dec on input FHE.SK and FHE.CT' outputs a bit b € {0,1}. If FHE.CT' is an encryption
of 1, then
> FHE.SK[i] - FHE.CT'[i] € [[p/2] — B, |p/2| + B]
1€[t]

for some fized B = poly (k). If FHE.CT' is an encryption of 0, then

> FHE.SK[i] - FHE.CT'[i] ¢ [[p/2] — B, |p/2| + B]
i€[t]

7. Security relies on LWEg(y) 4,y

3.4 Algorithms used by our constructions

The following algorithms will be used crucially in our construction and proof.

3.4.1 Trapdoor Generation

Below, we discuss two kinds of trapdoors that our construction and proof will use.
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Generating random lattices with trapdoors. To begin, we provide an algorithm for generating
a random lattice with a trapdoor.

Theorem 3.7. [Ajt99, GPV0S, MP12] Let q,n, m be positive integers with ¢ > 2 and m > 6nlgq.
There is a probabilistic polynomial-time algorithm TrapGen(q, n, m) that with overwhelming probability
(in n) outputs a pair (A € Zy*™, T € Z™*™) such that A is statistically close to uniform in Zy*™

and T is a basis for Aé‘((A)) satisfying

[Tlles < O(y/nlogq) and | T| < O(nlogq).

The primitive matrix G and its trapdoor. The matrix G € Zy*™ is the “powers-of two”
matrix (see [MP12, Peil3] for the definition). The matrix G has a public trapdoor Tg such that
Tgllee = 2. Let G™1: Zy™™ — Zy™™ denote a deterministic algorithm which outputs a short

preimage A so that G- A = A mod gq.

3.4.2 Three ways of generating a distribution.

Let F =[ AJAR +7v- G ] where A « Z;*™ R «+ {~1,1}""*™, G is the primitive matrix defined
above and v € Z, is arbitrary (in particular, it can be 0). We are interested in the distribution
(F,K,P) e ngzm X ngxm X Zy*™ satistying F K = P mod gq.

Given F, we provide three different ways of sampling (K,P) so that the same resultant
distribution is obtained.

1. The first method is to sample P « Zp*™ randomly and use a trapdoor for the left matrix of
F, namely A to sample a low norm K. We let B2 AR + v - G and p denote a column of P.

Algorithm SampleLeft(A,B, Ta,p,0) [CHKP10, ABB10]:

Inputs: a full rank matrix A in Zj*™, a “short” basis Ta of

Aé (A),ta matrix B in Zg*™, a vector p € Zy, and a Gaussian (3.1)
parameter o.

Output: The algorithm outputs a vector k € Z>™ in coset AL (F).

Its distribution is analyzed in the following theorem.

Theorem 3.8 ([ABB10, Theorem 17|, [CHKP10, Lemma 3.2]). Let ¢ > 2, m > n and
o > ||Talles - w(y/log(2m)). Then SampleLeft(A,B, Ta,p,0) taking inputs as in (3.1),
outputs a vector k € Z*™ distributed statistically close to Dpr(p),o where F := (A || B).

2. The second method is to again sample P < Z; ™ and use a trapdoor for the right matrix G
(when ~ # 0) to sample K.

Algorithm SampleRight(A, G, R, Tq,p,0):

Inputs: matrices A in ZZX’“ and R in Z**™ a full rank matrix

G in Zy™™, a “short” basis Tq of Aql(G), a vector p € Zy, and (3.2)
a Gaussian parameter o.

Output: The algorithm outputs a vector k € Z?™ in coset AY (F).
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Often the matrix R given to the algorithm as input will be a random matrix in {1, —1}""*"™.
Let S™ be the m-sphere {x € R™" : |x|| = 1}. We define s := ||R|| = supyegm-1||R - x]|.

Theorem 3.9 ([ABB10, Theorem 19]). Let ¢ > 2,m > n and 0 > |Tg|les - sr - w(v/Ilogm).

Then SampleRight(A, G, R, Tg,p,0) taking inputs as in (3.2) outputs a vector k € Z*™

distributed statistically close to Dyp gy , where F:= (A [ AR+ 7 - G).

3. The final method is to sample K + (Dszyg)m and set P =F - K mod gq. We note that this
method works even if v = 0. As argued by [GPV08, Lemma 5.2], this produces the correct
distribution.

Lemma 3.10. Assume the columns of F generate Zy and let 0 > w(y/nlogq). Then, for
k <= Dzgem o, the distribution of the vector p =F -k mod q is statistically close to uniform
over Zy. Furthermore, fix p € Zy and let t be an arbitrary solution s.t. F -t =p mod q.
Then, the conditional distribution of k <= Dzzm , giwen F -k =p mod ¢ is t + Dy 1 (g
which is precisely Dyp (g ;-

»int)

3.4.3 Public Key and Ciphertext Evaluation Algorithms

We will make use of the public key and ciphertext evaluation algorithms from [BGGT14, GVW15]
in our constructions. Since these algorithms can be used as black boxes for our purposes, we only
state their input/output behavior and properties.

By [BGG™14], there exist the following efficient algorithms:

1. ABE.Evalpk takes as input ¢ matrices {A;} € Zy*™ and a circuit C : {0, 1} — {0,1} and
outputs a matrix Ac € Zg* ™.

2. ABE.Evalct takes as input ¢ matrices {A;} € Zy*™, £ vectors {u;}, the public attribute
y € {0,1}¢, a circuit C : {0,1}* — {0,1}, and outputs a vector uc € Zy".

such that the following properties hold:
1. The output of the ABE.Evalct algorithm satisfies:
uc = (Ac+C(y) G)'s+egual (3.3)
2. When we have:

A=A R;—yli] G
B, =A R, —x[i]|-G
Then, there exists an efficient algorithm ABE.Evalgr, which takes as input ¢ matrices {R;} €

Zy™™, a matrix A, the public attribute vector y € {0, 1} and a circuit C : {0,1}* — {0,1}
and outputs a matrix R¢ € Zgnxm such that:

Ac=AR¢c - C(y)-G (3.4)

3. We may bound the norms as:
legvallle < O(fnlogq)°® max{|[u = (A + Y[ 'Sl ) (3.5)
IRclloo < O(tnlog ) - max{|Rulloo, ., [Relloc} (3.6)
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4. For a multiplication gate, ABE.Evalct works even if one of the attributes remains private,
and for addition gates, it works even if both attributes remain private. We will denote a
multiplication gate by Mult and an addition gate as Add.

Gorbunov et al. [GVW15] extended the above algorithms to the partially hiding predicate
encryption setting, where the attributes are divided into a private component x and a public
component y. Formally, they construct algorithms PHPE.Evalpk and PHPE.Evalct which support
the following circuit family:

ColP(x,y) = (x,C(y)).

They make crucial use of the fact that PHPE.Evalct does not need x for its execution since the
computation involving x is an inner product. To compute the inner product, the multiplication
may be carried out keeping x private and letting C (y) be public, and addition may be carried out
keeping both attributes private, as discussed above. Additionally, the circuit C operates entirely on
public attributes y.

For our purposes, it will be useful to specialize the [GVW15] algorithms for the inner product
zero test functionality. We will make use of the following fact: [GVW15] demonstrate the existence
of efficient algorithms for the inner product zero test functionality, so that for i € [¢],

Agp = GVW Evalpk ({Ag }. {Bi}.IP), u

& o = GVW.Evalcr ( {Aa’ ua}7 {Bi,vi},y,IP)

C
where R
Ucop = ( Agyp+ColP(x,y)- G )TS + €Eval

Our circuit family. For our construction, we will need to slightly modify the circuit family. As
in [GVW15], our circuit has the structure of a lightweight inner product composed with a heavy
circuit C , but in our setting the circuit C does not operate entirely on the public attributes y, it also
includes a lightweight operation on part of the private attributes. In more detail, let x = (x1, X2),
with |x1| = ¢ and |x2| = . Then, our circuit C : {0, 1}*"+¢ — {0,1}" may be described as:

C(x2,y) = C'(C"(y) + x2)

for arbitrary polynomial sized circuits C : {0,1}¢ — {0,1}*" and C”: {0,1}*" — {0,1}*". Then, we
define: R R
ColP(x,y) = (x1, C(x2,5))

We construct algorithms PHPE.Evalct and PHPE.Evalpk to perform homomorphic evaluation
on the ciphertext and public key respectively. We claim that PHPE.Evalct does not require x5 for
executing the homomorphic operation corresponding to (7, since the operation involving the private
attributes x5 is addition. Moreover, PHPE.Evalpk can be set as ABE.Evalpk since it does not require
attributes as input.

Formally, let ¢t = ¢’ +t”. Then, there exist efficient algorithms PHPE.Evalpkx and PHPE.Evalct
such that:

1. PHPE.Evalpk takes as input £ + ¢ matrices {A;}, {B;} € Zy*™ and a circuit ColP and
outputs a matrix Az, € Zg*™.

2. PHPE.Evalct takes as input £ + ¢ matrices {A;, }{B;} € Zg*™, £ +t vectors {u;}, {v;}, the
public attribute y € {0,1}¢ and a circuit Co IP, and outputs a vector ug,p € Zg'".
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3. PHPE.Evalg takes as input £ + ¢ matrices {R;}, {R}} € Zy"™™, the matrix A, the public
attribute vector y € {0,1}¢ and a circuit ColIP and outputs a matrix Rg p € Zg"™.

such that the following properties hold:

Ugp = (Agyp + ColP(x,y) -G )'s +epal (3.7)
When

Ai:A-Ri—y[z’} -G

B, =A R, —x[i]-G
Then Ag p = ARg p — ColIP(x,y) - G (3.8)

Additionally, we may bound the norms as:

legvallloe < O(fnlogq)? @ - Iiré?g{\luz' — (Ai+y[i]-G)'slloc, -} (3.9)
IReoiplloe < O(fnlog )@ - %@?{\\Rl\lw oo IRelloos R floos - -5 R floc} (3.10)

In Appendix 8.2, we describe how to construct algorithms PHPE.Evalct, PHPE.Evalpk and
PHPE.Evalg. For brevity, we refer to PHPE.Eval. as Eval. in the remainder of the paper, since these
are the only evaluation algorithms that will be invoked.

4 Attacking Predicate Encryption schemes using 1-Keys

In this section, we demonstrate that known LWE based predicate encryption constructions [AFV11,
GVW15] are insecure against an adversary that requests 1-keys.

4.1 Attack #1 on [AFV11] using 1-keys.

This attack crucially exploits the stateless nature of the KeyGen algorithm. Since the key generation
algorithm is stateless, requesting many keys for the same function results in fresh, independent keys,
which may be combined to fully recover the message. We now describe the attack in detail.

Say the attacker requests many keys for the vector v such that (x,v) =0 for b € {0,1}. Let
A, = > v;A;. Now by construction of keys in [AFV11], we have:

(A |AL] { ?g l=u (mod g (4.1)
(A |AY] { ‘;11 | = u (mod ) (4.2)
This implies [A |Ay] [ ‘;2 - ?11 -0 (mod q) (4.3)

Thus, we have a short vector in the lattice Aé(A\Av). By making many queries for the same v, the
attacker may recover a full trapdoor basis for A;-(A|Av). Now, note that the ciphertext contains

ATs + noise as well as ( A; + x[i]G )Ts + noise. Since (x,v) = 0, we can follow the decryption
procedure to recover AJls + noise which in turn allows the attacker to recover

[A |Ay]"s + noise
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for which he now has a trapdoor. Using the trapdoor, he can now recover the noise terms to
get exact linear equations in the LWE secret s, completely breaking LWE security. Note that by
functionality, the attacker should only have been able to learn a single bit of information, namely
(x, v) = 0.

The reason this attack works in the strong attribute hiding setting, is that a particular linear
relation needs to be satisfied to enable decryption, which, given a decrypting key, can be exploited to
carry out the attack. Specifically, in the above attack, the decryption procedure allows the attacker
to recover [A |Ay]"s 4 noise which would not be possible if the decryption condition did not hold.

4.2 Attack #2 on Partially Hiding Predicate Encryption [GVW15] using 1-keys

This attack exploits the structure of the ciphertext evaluation algorithm in the PHPE construction
of [GVW15]. Let

By=A's+e, B,=P's+e&+b

cL = (Al +y1-G)Ts+e1, Cy = (A2 —l—yg'G)Ts—l—eg

Then, to compute a product ciphertext corresponding to y1 - y2, the Evalct algorithm does the
following;:

y2-c1 = (y2A1+y1y2-G)'s+ys- el
G_l(—Al)T Cy = (AQG_I(—Al) -y Al)TS + G_l(—Al)T €9

CTeve = G (~A1) e2+y2- 01 = (A2G 7 (~A1) +y1y2- G) s+ (G (A1) €2 +y2-e1)

€Eval

Now, note that the error term eg,) is linear, with known linear coefficients G~!(—A) and ys2, even
though we evaluated a multiplication gate. When decryption succeeds with key K, the decryptor
learns
. ( ¢ ) where egya = (G_l(—Al)T e +ys- e1)
€Eval

Thus, a single 1-key (even if it corresponds to a non-linear function) yields a system of m linear
equations in the 4m variables e, €, e, e3. By requesting another 3 keys #, the attacker can completely
recover the above error terms, which in turn lead to recovery of s, which then permit complete
recovery of all the private attributes.

4.3 Attack #3 on Predicate Encryption [GVW15] using 1-keys

Our last attack applies to the construction of Predicate Encryption (PE) from Partially Hiding
Predicate Encryption described in [GVW15]. We outline the idea here, and refer the reader to
Appendix 8.1 for details. Recall that the PE system of [GVW15] uses (symmetric key) FHE to
encrypt the attribute a and sets the FHE encryption, say a as the public attribute y of a PHPE
encryption. The FHE secret key FHE.SK is set to be the PHPE secret attribute x. It then uses
PHPE to compute on the public a to obtain an FHE encryption of the desired function value,

—

say C(a). Next, it uses a PHPE key corresponding to the FHE decryption circuit to compute
FHE.Dec( C(a), FHE.SK )

4For example, corresponding to y2 - y1, a1y1 + a2y2 and bi1y1 + bay2
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However, FHE decryption corresponds to threshold inner product, whereas the PHPE
construction can only support exact inner product computation while maintaining privacy of
the secret attributes. To get around this difficulty, the authors propose the “lazy-OR” trick, which
permits the decryptor to learn the exact inner product and compute the threshold on her own.
While this is safe if the attacker never gets to decrypt the challenge ciphertext, it leads to an attack
if the attacker can get decryption keys. This is because for certain function queries, successful
decryption permits the attacker to obtain linear equations (in public coefficients) in the noise terms
used in the construction of the FHE ciphertext a. This in turn leads to recovery of the FHE secret,
which leads to recovery of the attributes a. For more details, please see Appendix 8.1.

5 (1,poly)-Partially Hiding Predicate Encryption

In the light of the above attacks, it is clear that the (0, poly)-PHPE scheme is insecure if the
adversary is allowed an unbounded number of 1-keys. In this section, show that the situation can be
remedied for the case of a bounded number of 1-queries. To begin, we construct a partially hiding
predicate encryption scheme that supports the functionality C o IP as described in Section 3.4.

Our warm-up construction supports an unbounded number of 0-queries, as in [GVW15], but
also a single 1-query. Additionally, the adversary may request the same 1-key an unbounded number
of times. We note that previous systems [AFV11, GVW15] were insecure against multiple requests
of the same 1-key, see Attack 1 in Section 4. We will show in Section 5.3 how to extend this
construction to support any bounded number of 1-queries.

5.1 Construction

The construction of our (1, poly)-PHPE scheme is very close to [GVW15]. The main difference is

that the randomness used to generate the key for any circuit Co IP, is chosen using a pseudorandom

function PRFgeeq (6 o IP,), so that multiple key requests for the same circuit result in the same key.

This modification enables the simulator to sample a single (unique) 1-key K* corresponding to some

fixed circuit C* o IP, such that C*o IP(x,y) = 1 and mitigates the Attack 1 described in Section 4.
We now proceed to describe the construction.

PH.Setup(1%, 1¢,1¢,19) : Given as input the security parameter , the length of the private and
public attributes, ¢ and £ respectively, and the depth of the circuit family, do the following;:

1. Choose random matrices
A; € Zy*™ for i € [£], B; € Zy™™ for i € [t], P € Z;*™

To simplify notation, we denote by {A;} the set {A;};cy and by {B;} the set {B;};c[y-
2. Sample (A, T) < TrapGen(1™,1", q).
3. Let G € Zy*™ be the powers of two matrix with public trapdoor Tg.

4. Choose a pseudorandom function family {PRFseed }seedcfo,1}+ and sample a seed, denoted
by seed.

5. Output the public and master secret keys.

PH.PK = ({A;}, {Bi},A,P), PH.MSK = (PH.PK, T, seed)
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PH.KeyGen(PH.I\/ISK,6 olP,) : Given as input the circuit and the master secret key, do the
following:

1.

2.
3.

4.

Let Ag,p = Evalpk ({As}, {B;},C o IP).
Generate randomness rand to be used by the SampleLeft algorithm using PRFeeq (6 olP,).

Sample K such that
[Al Az p+7-G] -K=P mod q

using K < SampleLeft(A, Az , +7 - G, T,P,s,rand). Here rand is the randomness
used by the algorithm and s is the standard deviation of the Gaussian being sampled (
instantiated in Section 8.3).

Output SK@OIPV =K.

PH.Enc(PH.PK, (x,y), ,u) : Given as input the master public key, the private attributes x, public
attributes y and message p, do the following:

NI

Sample s < Dyzn 5, and error terms e <— Dzm 5, and € < Dzm 5, .

»SB

Let b=[0,...,0,[q/2]u]" € Z7'. Set

Bo=A's+e, B,=P's+e+b

. For i € [{], compute

u;, = (Al +y;- G)TS + RZTe
where R; < {—1,1}"™*™.

For i € [t], compute
V; = (Bz + X; - G)TS + (Ré)Te

where R} «— {—1,1}"*™.

. Output the ciphertext

CTy = (v, B0. B1, {wi}, {v;})
for i € [¢], j € [t].

PH.Dec(SKaoIPW, CTy): Given as input a secret key and a ciphertext, do the following:

1.

2.

3.

4.

Compute R
Ug,p = Evaler ({As, ui}, {Bj,v;},ColIP.y)

V—,@l—KT< BO >

Ugoip

Compute

Round each coordinate of v and if [Round(v[1]),...,Round(v[m — 1])] = O then set
i = Round(v[m)).

Output p.
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Correctness. By the correctness of the EvalcT algorithm (Section 3.4.3), we have:

uaoIP = EvaICT({Ai,ui}, {BZ’,VZ'},GO IP,y)
= (Agp + ColP(x,y) - G)'s + el

When C o IP(x,y) =7, since By = ATs + eg, we have:

)t ) (2)
< UGoip (A60|p +7-G )T st €Eval

KT < BO > ~ PTS + (K)T < € >
Udop €Eval

Thus, ﬂl—KT< lfo ) zbJr{e'—KT( Ufo > }
ColP ColP

Thus, we require that when Co IP(x,y) = 7, the first m — 1 coordinates of the error term

Hence,

Ucoip
(see Section 8.3).
On the other hand, when C o IP(x,y) # 7, then, letting Co IP(x,y) =~ +~* for some v*, and
K" = [K] |KJ], we have

e —K" < Bo > } be bounded above by ¢/4 which can be ensured by our setting of parameters

ﬂl—KT<£O >%b+v*'K£G
ColP

Thus, the error contains a factor v* - KJ G which is large. Hence, it holds that the first m — 1

co-ordinates of the error will be greater than ¢/4 with overwhelming probability, and decryption
will output L, as desired.

5.2 Proof of Security

Next, we argue that the above construction is secure against an adversary who requests an unbounded
number of 0-keys and a single 1-key.

Theorem 5.1. The partially hiding predicate encryption scheme described in Section 5.1 is secure
according to definition 3.2.

Proof. We define a p.p.t. simulator Sim and argue that its output is computationally indistinguish-
able (under the LWE assumption) from the output of the real world.

Simulator Sim (1“, y, 1% C*o P, ,u): The simulator obtains as input the security parameter, the

public attribute y, the size of the private attribute x, the circuit C*o IP,, such that C*o IPy(x,y) =1
and p, which is revealed by correctness of decryption. It does the following:

1. Tt generates all public parameters as in the real PH.Setup except P. To generate P, it computes
Ag. p = Evalpk ({Ai}, {B;},C* o IP), samples K* + (Dz2mys)m and sets:

P=[A|Ag,p+7 G K (5.1)
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2. It generates all keys using the real PH.KeyGen except the key for C* o IP.,, which it sets as
K* sampled above.

3. For the challenge ciphertext, it samples B, u;, v; independently and uniformly from Zg".

4. Tt computes 3, to satisfy the decryption equation corresponding to C* o IP,, as follows.
o Let Ussigp = EvaICT({Ai, ui}, {Bi, VZ'}, C*olP, y).
e Sample €’ < Dym g,

e Set B; = (K*)" ( uEO ) +e”+b where b= 1[0...,0,[q/2]u]" € Z.
C*olP

5. It outputs the challenge ciphertext

CT* = ( {witici, {vitic: s Bo: By )

We argue that the output of the simulator is distributed indistinguishably from the real world.
Intuitively, there are only two differences between the real world and simulated distribution. The
first is that instead of choosing P first and sampling K* to satisfy equation 5.1, we now choose K*
first and set P accordingly. This is a standard trick in LWE based systems (see the excellent survey
[Peil3], where this is trick 1), its first use that we are aware of appears in [GPV08].

The second difference is in how the challenge ciphertext is generated. In our challenge ciphertext
the elements (8, u;, v;) are sampled uniformly at random while 3; which is computed using the
elements (3, u;,v;) and K* in order to satisfy the decryption equation. We note that 3, is the
only ciphertext element that is generated differently from the challenge ciphertext in the simulator
of [GVW15]. In the [GVW15] simulator, 3; is also sampled at random, whereas in our case, it is
generated to satisfy the decryption equation involving CT* and SK(@* o IP,) since C*o IP,(x,y) = 1.
Enforcing this relation is necessary, as it is dictated by the correctness of the system?®.

Formally, we establish the proof via the following hybrids, where the first one corresponds to the
real world and the last corresponds to the ideal world.

The Hybrids.
Hybrid 0: The real experiment.

Hybrid 1: The real game algorithm PH.Setup is replaced with PH.Setup], which uses the knowledge
of (x,y,C* olIP,) to setup the public parameters and the master key.

Hybrid 2: PH.Enc is replaced by PH.Encj, in which 3, is computed as in the real world, but all
other ciphertext elements are derived from it. The keygen algorithm is as in the real game.

Hybrid 3: The real game PH.KeyGen is replaced with PH.KeyGen] where instead of using the
trapdoor T of the matrix A, the secret keys for 0-queries are sampled using the public
trapdoor Tg along with the trapdoor information generated using PH.Setup] and the secret
key for the 1-query C* o IP,, is sampled using the master key.

®Note that the step of “programming” 3, forces the simulator to use its knowledge of y. On the other hand, the
simulator in [GVW15] does not need to use y for simulation, implying that even y is hidden when the attacker does
not request 1-keys. Since the real decryption procedure needs y in order to decrypt, this (in our opinion) further
illustrates the weakness of the weak attribute hiding definition.
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Hybrid 4: The encryption algorithm is changed from PH.Enc] to PH.Enc;. Here, the ciphertext
element 3 is switched to random and all other ciphertext elements are derived from it.

Hybrid 5: The algorithm PH.KeyGen] is replaced by PH.KeyGen3. The PH.KeyGenj algorithm is
similar to the real world PH.KeyGen algorithm, except for the key corresponding to C* o IP,.

Hybrid 6: The encryption algorithm is changed from PH.Encj to PH.Encj, in which the ciphertext
elements {u;}, {v;} are changed to random. The remaining elements 3, and 3, are as before.

Hybrid 7: The algorithm PH.Setup] is replaced by PH.Setup;. The algorithm PH.Setup is similar
to the real world PH.Setup algorithm, except for how the matrix P is generated. This is the
simulated world.

We now describe the algorithms used in our hybrids.

Auxiliary Algorithms.
PH.Setup? (1%, 1%, x,y, C* o IP,): Do the following:

1. Sample a matrix with associated trapdoor:
(A, T) < TrapGen(1™,1", q)

Let G be the primitive matrix with public trapdoor T'q that we defined in Section 3.4.1.

2. Let Aj = A-R; —yli]- G € Zy*™ for i € [{], where R; + {—1,1}™*™.
3. Let B; = A - R —x[i] - G € Zy*™ for i € [t], where R} « {—1,1}"™*"™.
4. Compute Rg._p + Evalr({Ri}, {R}}, {Bi}, y, C* o IP) algorithm.
5. Sample K* «+ (DZ2m7s)m and set
P=[A|A R .| K
Note that
If Ag.p < Evalpk ({Ai}, {B;}, C*oIP), and C*olP(x,y) =1,

then, [Ag. p+7- Gl =[A-Rgp]

6. Output the master public key as PH.PK = ({A;},{B;}, A, P) and the master secret key
as PH.MSK = (T, {R;}, {R}},K*).
PH.EncT( PH.PK, PH.MSK,y, u, C*olP ): The ciphertext is computed as follows:

1. Sample s, e < Dzn 5, and set By = ATs + e.

2. For i € [{], j € [t|] compute

»SB

w =R]- By, v;=(R))" By

3. Compute 3, as follows.
e Compute ug p = EvaICT({Ai,ui}, {Bi,vi},é* o IP,y).
e Sample €’ < Dzm 5.
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e Set B; = (K*)" < ugolp > +e”+b where b= 1[0...,0,[q/2]u]" € Z.

4. Output ({ui}, {vi},¥. 80,8 )
PH.KeyGen} (PH.MSK, C o IP,, C* o IP,): Do the following:

1. Compute the homomorphic public key corresponding to the circuit ColP as

Agp < Evalpk ({A}, {B;},C o IP)

~

—(x,C(y))-G. An admissible adversary

ColP

2. By section 3.4.3, we have that A5, = A-Rg
can request:

e A circuit C o IP, such that (x, a(y)> £ p, hence C o IP,(x,y) = 0. In this case, we

ColP

have: R

[Agap 1 Gl =[A-Regp + (0 = (x,C(y))) - G]
Hence, we may sample K < SampleRight(A, (p—(x, C(y)-G Rz pr Ta, P, s, rand)
so that:

[A|Agp+p GIK=P (modq)

Note that rand is the randomness used by the SampIenght algorithm, generated
using PRFseed(C o1P,), so that multiple requests for Co IP, result in the same key.

e The circuit C* o IP,, such that (x, Cr (y)) =~ in which case we let K = K*. Note
that,

[Agiap +7- Gl = [A-Ra.gp]
Hence, [A | Ag.,p +7 - G|K*=P mod q

3. Return SK» = K.

CIP

PH.EncS(PH.PKPH.MSK,y,é\* olIP): Sample B, « Zg' randomly. Compute the remaining
ciphertext elements as in PH.Enc].

PH.KeyGenj(PH.PK, PH.MSK, C o IP,,, C* o IP): Do the following:
1. IfCo IP, # C*o IP,, sample the key K using the SampleLeft algorithm as in KeyGen.
2. I ColP, =C*olP,, let K = K*.
3. Return SKC P, =K.

PH.Enc;(PH.PK, PH.MSK, y, C* o IP): Sample u;, v; randomly — all other terms are computed as
in PH.Encs.

PH.Setup (17,19, C*o IP,): Do the following:

1. Sample the parameters (A, {A;},{B;}) as in PH.Setup.
2. Compute Az, o < Evalpk ({As}, {Bi}, C*o IP).
3. Sample K* + (Dzzmﬂ)m and set

P=[A|Ags,,+7 G K

4. Output the master public key as PH.PK = ({Ai}, {B;}, A, P) and the master secret key
as PH.MSK = (T, K*).
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Indistinguishability of Hybrids. Below we argue that consecutive hybrids are indistinguishable.
Lemma 5.2. Hybrid 0 and Hybrid 1 are statistically indistinguishable.

Proof. The only difference between the two hybrids is in how the public parameters are generated.
In Hybrid 0,

A < TrapGen(1™,1",q), {A;}, {Bj}, P« Zy"*™ Vie[(],j€[t]

By correctness of TrapGen algorithm (see Section 3.4.1), we have that in Hybrid 0,

(A {Ad (B} P )R (U, {u), fub u)

where U denotes the uniform distribution over ngm.
In Hybrid 1, we have:

A7 Aj=A-R;—yli]-G, Bj=A-R,-x[j]-G, P=[A|A -Rg_,] K’

where R;, R} - {—1,1}"*™, K* e (DZZmp-)m. A is chosen uniformly in Hybrid 2.
Kj
K5
where P1 = A-K] and P;=A R

Let K*:< >.Then P=P,+P;

*
C*olP K5

By Section 3.4.2 and [GPV08, Lemma 5.2], we have (A, Py) & (A,U). Now, consider the distribution
of Hybrid 2:

Qe

(A {A} (B}, P1+Py ) & (A, {A}, (B}, U)

(A, uy, W, u) by [GVW15, Lemma 2.2]
2 (u, uy, {u, u)

Since this is the distribution in Hybrid 0, we are done. O

Qe

Lemma 5.3. Hybrid 1 and Hybrid 2 are statistically indistinguishable.

Proof. The difference between the two hybrids is in how the ciphertext elements {u;}, {v;}, 8;
are generated. In Hybrid 1, for ¢ € [¢], j € [t], we have

u; = (A; +yli]- G)'s + Rje, v; = (B; +x[j]-G)'s+ (R))’e, By =P's+e +b
By construction of P, we may write:
B,=P's+e +b
AT
Z(K*)T< R AT ) stetb €z
C*olP
In Hybrid 2, for i € [¢], j € [t]:

w, =R} -8y, v;=R)] By, B =(K) ( ufa ) +e"+b
C*olP
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Now, since B, = ATs + e, we have,

R/B, = (AR;)'s+ R/e
=(A;+yli]-G)'s+Rle
Similarly, we have, (R})"8y = (B; +x[j]- G)'s + (R])"e
as in Hybrid 1. Next, consider the distribution of 3;. Recall that

ugsp = Evaler ({Ai, wi}, {By, vi}, C* o IP, y)
= (Ag,p+C*0IP(x,y)  G)'s +egnal by definition of Evalcr
- (ARE‘\*O|P + ((x,C*(y)) — (x,C*(y))) - G)TS + €Eyal
= (ARg p) 's + ekl

Since By = ATs + eg, we have:

) G ) o ()
= -S+
< Ucsolp RTC’/\*OIPAT CEval

A-r €
*\T . 1/
ﬂl_(K){(Bg\*OIPST>S+<eEva|>}+e +b

AT eo
_ *\T . *\T /"
= (K*) <RE~?O|pAT> s—i—{(K) <eEva|>+e}+b

Thus, it suffices to ensure that
2 KNT €0 1" 5.9
et~ (KO ) Fe (5.2)

where the LHS is the error used in construction of 3, in Hybrid 1, and the RHS is the error used in
construction of 3, in Hybrid 2. This may be ensured by choosing e; and €” to be sufficiently larger
than (K*)T 0
€Eval
parameters. O

Hence,

so that Equation 5.2 is satisfied. Please see Section 8.3 for details about

Lemma 5.4. Hybrid 2 and Hybrid 3 are statistically indistinguishable.

Proof. Between Hybrid 2 and Hybrid 3, the manner of generating keys changes from PH.KeyGen
to PH.KeyGen]. We must consider two cases:

1. For 0-keys, the argument is exactly the same as in [GVW15, Lemma 3.6]. In Hybrid 2, these
keys are sampled using the SampleLeft algorithm, whereas in Hybrid 3, they are sampled using
the SampleRight algorithm. By Section 3.4.2; the resultant distribution is the same.

2. For 1-keys, first note that since C* o IP(x,y) = 7, and we have Az p =ARg. p —7 G by
Section 3.4.3, it holds that:

[A ‘ A@*O|P + - G] = [A | AR@*OW]
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Next, note that P is chosen the same way in both Hybrid 2 and Hybrid 3, namely, sample
K* + (DZQ'm’s)m and set:

P=[A|AR., .| K"

C*olP
Let F = [A | AR, p]- Now, in Hybrid 2, given (F, P), we sample K using SampleLeft so
that
[A| AR o) K=P mod g (5.3)

By Section 3.4.2, the distribution of K is statistically close to (Dqu(F)’S)m.

In Hybrid 3, we output K* which was sampled to generate P in PH.Setup]. Given (F, P) we
have by Section 3.4.2, that K* is distributed as (Dqu(F)’S)m.

Note that in Hybrid 2, the SamplelLeft algorithm is invoked using randomness generated by
a PRF, hence repeated requests for the circuit C* o IP result in the same key. This matches
with the simulation, which can only know a single solution to Equation 5.3.

Hence, the distribution of the 1-key for C*oIP in Hybrids 2 and 3 is equivalent.
O

Lemma 5.5. Hybrid 3 and Hybrid 4 are computationally indistinguishable under the LWE
assumption.

Proof. Asin [GVW15], we show how the LWE assumption can be broken given an adversary that
distinguishes between Hybrids 3 and 4. Given the sample (A, u) where u is either real or random,
the remainder of the distribution can be sampled as follows:

1. Run PH.Setup] and PH.KeyGen] using A that is provided. These algorithms are used to
produce the public parameters and the function keys.

2. To produce the ciphertext, set 3, = u and generate the remaining components as in Hybrid 3
(and also Hybrid 2), namely,
u; =R]B;, vi=R/5
and
B, = (K*)T < Bo ) +e' +b
Ucsop

Now if u = ATs + e then we get the distribution of Hybrid 3, while if u is real and of Hybrid 4 if u
is random. n

Lemma 5.6. Hybrid 4 and Hybrid 5 are statistically indistinguishable.
Proof. The proof is analogous to the proof of indistinguishability between Hybrids 2 and 3. [
Lemma 5.7. Hybrid 5 and Hybrid 6 are statistically indistinguishable.

Proof. The only difference between Hybrids 5 and 6 is in how u;,v; are generated. To argue
indistinguishability, we must show:

(A.B.Bo, {AR. RISy}, {BR, (R))' B} ) ~ (A, B, By, {AR:, u;}, {BR, vi}
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This follows directly from [GVWI15, Lemma 3.9]. Note that 8, is generated from the above
components in the exact same way in both Hybrids, and hence does not feature in the joint
distribution.

O

Lemma 5.8. Hybrid 6 and Hybrid 7 are statistically indistinguishable.
Proof. The proof follows similarly as the proof of indistinguishability between Hybrids 0 and 1. [
O

Thus, we have shown that the real world and simulated world are indistinguishable. We refer
the reader to Appendix 8.3, for the setting of parameters.

5.3 (Q,poly)-Partially Hiding Predicate Encryption

In this section, we describe how to generalise the above scheme to handle ) queries. As discussed
in Section 1, we repurpose a trick suggested by Gorbunov et al. [GVW12]. The idea is to enable
the key generator to generate a fresh matrix P} for the it" key in a stateless manner. To do this,
we publish a set of matrices {P1,..., Py} in the public key, where k is a parameter to be chosen
later. The key generator chooses a random subset A; C [k] s.t. |A;| = v for some suitably chosen v,
and computes P} = 3~ P;. It then samples K; so that

JEA;
[A]|Ac, | K; =P; modq

If we choose (v, k) as functions of parameters of (k, Q) in a way that the @ subsets Aq,...,Ag
are cover free with high probability, then this ensures that the matrices P7,. .. vag are independent
and uniformly distributed, which will enable the simulator to sample the requisite keys. It suffices to
choose v = O(k) and k = O(v - Q?) for this to happen (see [GVW12, Section 5.2] for more details).

Below, we describe the strategy more formally. For ease of exposition, we only outline the
differences from the (1, poly)-scheme described above.

1. QPH.Setup. The setup algorithm is modified so that instead of choosing a single P it now
chooses a set Py, ..., Py « Zg*™.

2. QPH.Enc. The encryptor computes {{ui}, {Vj},ﬂo} as before, but instead of computing a
single 3, it now computes k encodings of the message as:

{:31]' :P}S—l-e;--f-b}je[k]

3. QPH.KeyGen. To produce a key for a circuit Co IP, the key generator samples a random
binary vector r with hamming weight v and computes the subset sum P* = %" r; P;. It now
JEk]
produces a key (K, r) where K is sampled using SampleLeft to satisfy:

[AlAg,p +7 G K=P"
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4. QPH.Dec. Given the ciphertext {u;},{v;}, 8y, {8;;} and a key (K, r), the decryptor computes
= er /Blj
Jelk]
= er (P} s+¢€)+b)
Jjelk]
=P )'s+e+ ( er )b where e, = er e}

JElk] JElk]
By correctness of the (1, poly)-scheme, this lets the decryptor learn )" r; b, which lets her

J€[k]
recover b since r is provided.

Generalizing the proof of security. We describe how to generalize the simulator. The simulator
receives as input the security parameter, the public attribute y, the size of the private attribute x,
Q circuits {C o IP+, }ic[q) such that C* IP,, (x,y) =1, and g, which is revealed by correctness of
decryption. It does the following:

1. Generating the Public Key. It generates the public parameters {B1,...,B;}, A as in the
real PH.Setup. For {Aq,..., Ay}, it samples R; « {—1,1}"*™ and sets A; = AR; —y[i]- G
for i € [¢]. Note that the simulator knows y.

It generates Py, ..., Py as follows:
(a) For i € [Q] compute
ACA;o|P = Bvalek ({Aj}jeq, {B}jen; Ci o IP)

(b) Next, sample K « (DZ2m75)m and set:
P;( = [A ‘ Aé}dp + i G} K? Vi € [Q]
= [A | ARé}dp] Kf
where K} = ( K, >
(¢) Choose @ random binary vectors ry,...,rg € {0,1}* of hamming weight v.
(d) For i € [Q], write down the following equations in variables K, ..., Kg:

AKi;+ARg,p Ki = A (Y nli] K;) (5.4)

Now, to satisfy the above, it suffices to set:

1t R Ko = > rilil K; (5.5)

(e) Next, note that by cover-freeness, we have that for each equation 7 € [@Q)], the subset sum
in the RHS contains at least one matrix, say K;/, which does not appear in any other
equation. Rearranging terms, we get for i € [Q)],

K, = ( it RC*oIP ng) - ( 27; ri[j] K; ) (5.6)
JgFY
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f) Sample all the K, from Dzm ; that appear in the RHS of the above equations, namely
j b
K; where j #1i/, j € [k], ¢’ € [Q]. Set the @ values K in the LHS to satisfy the above
equation.

(g) Fori e [k], set P; = A K; mod g.

2. Generating Function Keys. It generates all keys using the real PH.KeyGen except the @
keys {C} o IPy, }ic(q), which it sets as { (ri, K}) }icq)-
3. Generating the Challenge Ciphertext. For the challenge ciphertext, do the following.
(a) Sample B, {u;}eg, {Vj}je independently and uniformly from Zj".
(b) Sample € < Dzm s, for j € [k].
(c) It computes B4; for j € [k] as
B, =K By+ej+b

(d) It outputs the challenge ciphertext

CT* = ({ui}ie[é}’{Vi}iG[t]’y”@O’ {Buikiem )

See Appendix 8.4 for the analysis of our simulator.

6 Upgrading PHPE Security: Selective to Semi-Adaptive

In this section, we show how to construct a (1, poly)-Partially Hiding Predicate Encryption scheme
for circuit class C satisfying semi-adaptive security according to definition 3.1. Our construction,
which we denote by SaPH, will make use of two ingredients:

1. A single key%, FULL-SIM secure (see Appendix 8.5 for the definition), functional encryption
scheme for the following functionality:

F(Vl,...,Vk)(ab coya) = Z V;-a; modq
i=1

where V; € Zg"*™ and a; € Zy' for i € [k]. The parameters k, g, m are input to the setup

algorithm. Such a scheme was recently constructed by [ALS16]”. We will denote this scheme
by FuLin.

2. A (1, poly) selectively secure PHPE scheme for the circuit class C, as provided in Section 5.
We will denote this scheme by SelPH.

Our approach is quite general and can be used to upgrade the security of any selectively secure
functional encryption system where the ciphertext is a linear polynomial with public coefficients.
This applies to all constructions of functional encryption from the LWE assumption, including

[ABB10, AFV11, BGG*14, GVW15].
Our construction is described below.

SMore precisely, we require that the adversary may request the same single function any number of times, but
multiple requests for the same function result in the same key.

"While the construction in [ALS16] has stateful KeyGen against a general adversary, we only need the single key
version which is clearly stateless.

32



SaPH.Setup(1%,1*,1¢,1%): Given as input the circuit and the master secret key, do the following:

AR

For i € [¢], let (FuLin.PK;, FuLin.MSK;) < FuLin.Setup (17, (Z7")?).
For j € [t], let (FuLin.PK);, FuLin.MSK’) < FuLin.Setup(1~, (ZI")?).
Let (FuLin.PKg, FuLin.MSKg) < FuLin.Setup (17, (Z]")?).
Let (FuLin.PK{, FuLin.MSK{) <— FuLin.Setup (17, (Z{")?).

Let {PRG} se{0,1}= be a family of PRGs with polynomial expansion. Sample a PRG seed,
denoted by seed.

Output
PH.PK = { FuLin.PKo, FuLin.PKG, {FuLin.PK;}icig, {FuLin.PK;}je[t] }
PH.MSK = { seed, FuLin.MSKg, FuLin.MSKj, {FuLin.MSK; }icia, {FuLin.MSK;}jE[t] }

SaPH.Enc(PH.PK, (x,¥), u) : Given as input the master public key, the private attributes x, public
attributes y and message i, do the following:

1. Sample s < Dzn 5, and error terms e <— Dym ¢, and € < Dzm 4, .
2. Let b=[0,...,0,[q/2]p]" € Z.

3.

4. Set

Sample R; < {—1,1}"™*™ for i € [{] and R - {—1,1}"™ for j € [t].

By = FuLin.Enc( s, e )Sa @; = FuLin.Enc('s, y[i] - G's, Rje),
B, = FuLin.Enc('s,e’,b), v; = Fulin.Enc(s, x[j] - G's, RlﬂTe)

. Output the ciphertext

CTy = (y. Bo: By, {ii}, {v;})
for i € [€], j € [t].

SaPH.KeyGen(PH.MSK,CAZ'o IP,) : Given as input the circuit and the master secret key, do the
following:

1.

Use PRG(seed) to generate sufficient randomness rand for the SelPH.Setup algorithm as
well as {rand;}, {rand’;}, randy, rand; for the FuLin.KeyGen algorithms.

2. Sample (SelPH.PK, SelPH.MSK) «+ SeIPH.Setup(l”“7 1%, 14,14, rand).
Parse SelPH.PK = ({A;}, {B,}, A, P).
3. Let
FuLin.SK; < FuLin.KeyGen( FuLin.MSK;, (A],1,1),” rand; ) Vi € [{]
FuLin.SK’ «— FuLin.KeyGen( FuLin.MSK}, (B}, 1,1), rand} ) Vi e t]
FuLin.SKq + FuLin.KeyGen( FuLin.MSKg, (A ), randg )
FuLin.SK{ « FuLin.KeyGen( FuLin.MSKj, (P",1,1), rand; )

8Note that we are abusing notation slightly, since the message space of Fulin was set as Zg* but s € Zy. However,
since n < m, we can pad it with zeroes to make it match. We do not explicitly state this for the sake of notational
convenience.

9Here, 1 is used to denote the m x m identity matrix.
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4. Let SelPH.SK(C o IP,) ¢ SelPH.KeyGen( SelPH.MSK,C o IP., ).
5. Output

SelPH.SK(C o IP,)) = ((SeIPH.PK, SelPH.SK(C o IP,)) ),
( {FuLin.SK;}, {FuLin.SK’}, FuLin.SKo, FuLin.SK} ))

SaPH.Dec (SK@OIPW, CTy): Given as input a secret key and a ciphertext, do the following;:
1. Let

B, = FuLin.Dec(FuLin.SKo, B). u; = FuLin.Dec(FuLin.SK;, 4;),

B, = FuLin.Dec(FuLin.SK}, 3,), v; = Fulin.Dec(FuLin.SK, ¥;)

Let SelPH.CT = (ﬂo, B, {w}, {vj}, ¥y )
2. Output p SeIPH.Dec( SelPH.PK, SelPH.CT, SelPH.SK )

Correctness. Correctness may be argued using the correctness of FuLin and SelPH.
By correctness of Fulin, the tuple (8¢, 81, {ui}, {v;}) produced in the first step of decryption
is precisely the ciphertext of the SelPH scheme. More formally, we get:

u; = FuLin.Dec(FuLin.SK;, ;) = (A; +y; - G)'s + R/e
v; = FuLin.Dec(FuLin.SK}, ¥;) = (B; + x; - G)'s + (R})"e
B, = FuLin.Dec(FuLin.SKy, 3,
(

B, = FuLin.Dec(FuLin.SK), 3,

=A"s+e

)
)=P's+e +b
Let SelPH.CT = ( Bo, B1, {w}, {vj}, ¥ ) Then, by correctness of SelPH, the following is correct

W= SeIPH.Dec( SelPH.PK, SelPH.CT, SelPH.SK )

6.1 Security

Theorem 6.1. Assume that SelPH satisfies selective SIM attribute hiding (definition 3.2) and that
FuLin satisfies FULL-SIM security (definition 8.4). Then the scheme SaPH satisfies semi-adaptive
SIM attribute hiding (definition 3.1).

Proof. We begin by defining the semi-adaptive simulator SA.Sim. Our simulator will use FuLin.Sim
and SelPH.Sim to simulate the view of the semi-adaptive adversary SA.Adv as follows.

Semi Adaptive Simulator SA.Sim(1*):
1. Invoke k € [¢ 4t 4 2] simulators FulLin.Simj to obtain
SaPH.PK = ({FuLin.PK;}, {FuLin.PK/}, FuLin.PKy, FuLin.PKg)

Return this to the adversary SA.Adv.
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2. SA.Adv now outputs the PHPE challenge (x,y, u, C* o IP,), upon which the simulator SA.Sim
gets (y, 1% C* o IP,, 11). Invoke SelPH.Sim to obtain:

( SelPH.PK, SelPH.CT, SelPH.SK(C* o IP.,) ) + SelPH.Sim(1",y,1%,C* o IP.,, 1)

3. Parse SelPH.PK = ( {A;}, {B;}, A, P ). Obtain £+ ¢ + 2 function keys for the ¢+t + 2
single key FuLin schemes from their respective simulators as:
FuLin.SK; « FuLin;.Sim(A],1,1), Vi€ [{]
FuLin.SK’; «— FuLing,;.Sim(B},1,1), ¥V j € [f]
FuLin.SKo < FuLin.Simg;41(AT, 1)
FuLin.SK{, < FuLin.Simy;,2(P7,1,1)

~

Return the 1-key SaPH.SK(C* o IP,) to SA.Adv as:

(SeIPH.PK, SelPH.SK(C* o IP,), {FuLin.SK,}, {FuLin.SK}}, FuLin.SKo, FuLin.SKg)

4. Parse
SelPH.CT = (y, {w}, {v;}, By, B1)

Let 1; < FuLin;.Sim( (A7, 1,1), w;) Vi€ [{]

V;j < Fuling,;.Sim( (B}, 1,1), v;) Vj € [{]

By + FuLin.Simgy41 (A7, 1), By)
By + FuLin.Simgsp4o((P7,1,1), B;)

Return the challenge ciphertext to SA.Adv as:

SaPH.CT = (y, {u;}, {v;}, Bo, B1 )

5. Adversary may request 0-keys aoIPp, which are forwarded to SelPH.Sim to obtain
SelPH.SK(C o IP,). Then, the key SaPH.SK(C ¢ IP,) is defined as:

(SeIPH.PK, SelPH.SK(C o IP,), {FuLin.SK;}, {FuLin.SK’}, FuLin.SKy, FuLin.SK6>

and returned to the adversary SA.Adv.

Analysis of SA.Sim: Correctness of the simulator SA.Sim follows from correctness of FuLin.Sim
and SelPH.Sim. We will argue that the real world is indistinguishable from the simulated world via
a sequence of hybrids, which are defined below.

Hybrid 0: Ideal world SaPH.

Hybrid 1: In this hybrid, replace the simulator SelPH.Sim by the algorithms SelPH.Setup,
SelPH.KeyGen used by SaPH.KeyGen.

Hybrid 2: In this hybrid, replace the simulator FuLin.Sim by the algorithms Fulin.Setup, FuLin.Enc
and FuLin.KeyGen. This is the real world.
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We now argue that consecutive hybrids are indistinguishable.

Lemma 6.2. Hybrids 0 and 1 are computationally indistinguishable by the selective security of the
SelPH scheme.

Proof. Assume there exists an adversary A who distinguishes between Hybrids 0 and 1. We will
construct an adversary B to break selective security of the SelPH scheme. The adversary B does the
following;:

1. B runs simulators Fuling.Sim to obtain FulLing.PK for k € [¢ +t + 2]. It sets SaPH.PK =
{FuLing.PK} and provides this to A.

2. A returns the challenge (x,y, u, C* o IP,), which B outputs as its challenge.
3. B is provided ( SelPH.PK, SelPH.SK(C* o IP,), SelPH.CTy ). It does the following:

(a) To construct SaPH.SK(C* o IP,), it does the following.
i. It requests FulLin keys from the simulators Fuling.Sim for k € [¢ + ¢ + 2] as:

{FuLin.SK; for function (A;,1,1)}, FulLin.SKy for function (AT,1)

79

{FuLin.SK/ for function (B}, 1,1)}, Fulin.SKq for function (PT,1,1)

~

ii. It sets as SaPH.SK(C* o IP,) the tuple:
(SeIPH.PK, SelPH.SK(C* o IP,), {FuLin.SK,}, {FuLin.SK’}, FuLin.SK, FuLin.SK{))

(b) To construct SaPH.CT, it does the following:

i. Parse SelPH.CTy = (y, {w}, {v;}, By, B1)-
ii. Invoke the simulators FuLing.Sim for k € [¢ + ¢ 4 2] as:

v < Fuling;.Sim( (B}, 1,1), v;) Vj € [f]

By « FuLin.Simgie1((A7, 1), By)
By « FulLin.Simge42((PT,1,1), 8y)

Let @; < Fulin;.Sim( (A],1,1), u;) Vi € [{]

iii. Return the challenge ciphertext to A as:
SaPH.CT = (Y7 {ﬁl}v {‘A/j}> B07 Bl)

4. If A makes a query C o IP,, invoke SelPH.Sim(C o IP,) to obtain SelPH.SK(C o IP,). Return
SaPH.SK(C o IP,) as

(SeIPH.PK, SelPH.SK(C o IP,), {FuLin.SK;}, {FuLin.SK’}, FuLin.SK, FuLin.SK’O)

where SelPH.PK and {FuLin.SK;}, {FuLin.SK/;}, FuLin.SK, Fulin.SKj are as generated in the
previous step.

5. Finally, when A outputs some «, output the same.
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When the SelPH objects come from the simulator, then A sees the distribution of Hybrid 0, and
when they come from the real scheme, A sees the distribution of Hybrid 1. Thus, if it can distinguish
between these, then B is a successful adversary against the SelPH scheme. O

Lemma 6.3. Hybrids 1 and 2 are indistinguishable by the FULL-SIM security of the FuLin scheme.

Proof. Assume there exists adversary 4 who distinguishes between Hybrids 1 and 2. We will
construct an adversary B to break FULL-SIM security of the FuLin scheme.

1. B receives the Fuling.PK for k € [¢ + ¢ + 2]. It provides this set to A as the SaPH.PK.

2. A returns the challenge (x,y, u, C* o IP,). B does the following:

~

(a) To construct SaPH.SK(C* o IP,):
i. It computes SelPH.PK and SeIPH.SK(CA’* o IP,) by itself using the SelPH algorithms.
ii. Now, SelPH.PK = ({A;}, {B;}, A, P ). It requests £ + ¢ + 2 FuLin keys:

{FuLin.SK; for function (A;,1,1)}, FulLin.SKy for function (AT,1)

79

{FuLin.SK} for function (B}, 1,1)}, Fulin.SKq for function (PT,1,1)

~

iii. It sets as SaPH.SK(C* o IP,) the tuple:
(SeIPH.PK, SelPH.SK(C* o IP,), {FuLin.SK,}, {FuLin.SK’}, FuLin.SK, FuLin.SK{))

(b) To construct SaPH.CT: It chooses ¢+t + 2 challenge messages (sampled as in SelPH.Enc),
one for each instance of FuLin, and outputs:

(5. ¥lil-G7s, Rle),,
( s, x[j] - G's, R';e )
(s,e), (s,€,b)
It receives ( {u;}, {V;}, Bos By ) which it sets as SaPH.CT.
(¢) B outputs SaPH.CT and SaPH.SK(C* o IP).

JEt]

3. A may request a 0-query Co IP,. It computes SeIPH.SK(a o IP,) itself using the SelPH.KeyGen
algorithm. It outputs

(SeIPH.PK, SelPH.SK(C o IP,), {FuLin.SK;}, {FuLin.SK’}, FuLin.SKy, FuLin.SKg)

where SelPH.PK and {Fulin.SK;}, {FuLin.SK/}, FuLin.SKo, FuLin.SKj, are as generated in the
previous step.

4. When A outputs some state «, I3 outputs the same.

When the FuLin objects come from the simulator, then A sees the distribution of Hybrid 1, and
when they come from the real scheme, A sees the distribution of Hybrid 2. Thus, if it can distinguish
between these, then B is a successful adversary against the FuLin scheme. O

Thus, we have proved that the simulator is correct, establishing the theorem. ]
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7 (1,poly)-Functional Encryption.

In this section, we construct our (1,poly)-functional encryption scheme. The ciphertext of the
construction is succinct, providing a unification of the results [GKPT13, GVW15]. Our construction
of (1, poly)-functional encryption uses (1,poly)-partially hiding predicate encryption and fully
homomorphic encryption in a manner similar to [GVW15, Section 4].

7.1 Construction

We begin with an overview of the main ideas in the construction. Let us recall the (0, poly)-FE
scheme constructed by [GVW15]. The scheme makes use of two ingredients, namely, a (0, poly)-
PHPE scheme for circuits, and a fully homomorphic encryption scheme for circuits. The ciphertext
of (0, poly)-FE corresponding to an attribute a is a PHPE ciphertext corresponding to (a,t) where
a is the FHE encryption of a, and corresponds to the public attributes in PHPE, while t is the FHE
secret key and corresponds to the private attributes in PHPE.

The secret key corresponding to circuit C' in the (0, poly)-FE scheme is a set of PHPE secret

keys { @ o ||:),7 }WG[LP/QJ—37LP/2J+B] where:
ColP,(xy) =1 if (x,C(y)) =7

= 0 otherwise.

The decryptor executes the homomorphic ciphertext evaluation procedure for circuit FHE.Eval(-, C')
on the attributes a embedded in the PHPE ciphertext as in [BGG'14] to obtain a ciphertext

corresponding to public attributes C(a), where C(a) is an FHE encryption of C(a). Now, when
C(a) = 1, then by correctness of FHE, there exists a noise term v € [|p/2| — B, |p/2]| 4+ B] such that

—

< t,C(a) > = . The decryptor tries keys corresponding to all possible « within the aforementioned
range to ascertain whether Co IP,(a,t) = 1. Note that this step makes it crucial that the FHE
decryption range be polynomial in size. Fortunately, as noted by [GVW15], this can be ensured
by the modulus reduction technique in FHE schemes [BGV12, GSW13, BV14], which allows a
superpolynomial modulus to be scaled down to polynomial size.

The first idea in building (1, poly)-FE is to replace the use of (0, poly)-PHPE in the above
transformation by the (1, poly) PHPE constructed in Section 5. However, as discussed in Attack
#3, Section 4, such a straightforward adaptation leads to vulnerabilities. This is because decryption

—

using a 1-key allows the decryptor to learn the exact inner product of the FHE ciphertext C'(a) and
the FHE secret key t rather than the threshold inner product corresponding to FHE decryption.
This lets her obtain leakage on the noise terms used to construct a, which is problematic. We will
denote the noise used in the construction of the FHE ciphertext a by Noise( a ).

Overcoming Leakage on FHE noise. For a single 1-key, there is a natural way out, via “noise
flooding” or “noise smudging” [Gen09, GKPV10, AJLAT12]. To prevent leakage on Noise( a ),
we may augment the FHE evaluation circuit with a “flooding” operation, which, after computing
FHE.Eval(a, C') adds large noise 7 to this encryption to drown out the effects of Noise( @ ). This idea
is complicated by the fact that our construction of (1, poly)-FE must use an FHE scheme whose
final modulus is polynomial in size, whereas 17 must be chosen to satisfy:

Noise( FHE.Eval(a,C) ) +7n ~ 1 (7.1)
so that, by Lemma 2.2, it drowns the effects of Noise( @ ). The above constraint may necessitate 7,

and hence the FHE modulus, to be superpolynomial in the security parameter.

38



Fortunately, we can work around this difficulty by performing FHE modulus reduction after
flooding. Then, 1 can be superpolynomial in the security parameter to obliterate the dependency
of the revealed noise on the initial noise, while letting the final FHE modulus still be polynomial.
Additionally, flooding is a simple addition operation, which can be performed using PHPE while
setting the flooding noise as a private attribute.

Formally, we require a PHPE scheme for the circuit family Cpypg where ColP e CpHpE is defined
as follows. Let the private attributes x = (t,n) and public attributes y = a. Then, define:

~

C(n,a) = FHE.Scaqum( FHE.Eval(a, C) + 77)
Co IP( t,n,ﬁ) = <t, a(n,ﬁ)> mod p
ColP,(t,n,a)=1iff ColP(t,7,a) =7, 0otherwise.

Above, FHE.Eval is the FHE ciphertext evaluation algorithm, and FHE.Scale is the modulus
reduction algorithm described in Section 3.3. Recall that FHE.Scale,, takes as input an FHE
ciphertext that lives modulo ¢ and reduces it to a ciphertext that lives modulo p. For the sike of
brevity, we abuse notation and do not explicitly include the inputs (g, p) in the inputs to C o IP.

Note that FHE.Scaley;, corresponds to circuit ¢’ and FHE.Eval corresponds to circuit C” defined in
Section 3.4.3.

Construction. We now proceed to describe the construction.

FE.Setup(1%,1%,19): The setup algorithm takes the security parameter &, the attribute length k
and the function depth d and does the following:

1. Choose the FHE modulus ¢ in which FHE.Eval(-,-) will be computed and the FHE
modulus p € poly(k) in which decryption will be performed as per Section 3.3.

2. Invoke the setup algorithm for the PHPE scheme for family Cpypg to get:
(PH.PK, PH.MSK) « PH.Setup(1*,1¢,1¢,1%)

where ¢ = |FHE.SK| 4+ |FHE.CT|, ¢ is the length of an FHE encryption of k bits
corresponding to the attributes a, i.e. ¢ = k- |FHE.CT| and d’ is the bound on the
augmented FHE evaluation circuit.

3. Output (PK = PH.PK, MSK = PH.MSK).

FE.Keygen(MSK, C) : The key generation algorithm takes as input the master secret key MSK and
a circuit C. It does the following:

1. Let R 2 [|p/2] — B, |p/2| + B]. Compute the circuit C o IP, as described above for
v € R.

2. For v € R, compute

PH.SK5

Gotp,  PH.KeyGen(PH.MSK, C' o IP,)

3. Output the secret key as SKg = {PH'SK60|PW}7€R'

FE.Enc(PK, a, ): The encryption algorithm does the following:

1. Sample a fresh FHE secret key FHE.SK, and denote it by t.
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Compute an FHE encryption of a to get a = FHE.Enc( a,t ).
Sample 7 to satisfy equation 7.1.

Set public attributes y = @ and private attributes x = (t, 7).
Compute PH.CT3 = PH.Enc( PH.PK, (x,y),,u).

Output CT, = ( a,PH.CTy )

SO S

FE.Dec(SK¢, CTa): Do the following:

1. Parse SK¢ as the set {PH'SK60|P7}W€R'

2. Forye R, let 7, = PH.Dec( CTa, PH.SKaOIPW ) If there exists some value v for which

Ty # L, then output u = 7/, else output L.

Correctness. Correctness follows from correctness of PHPE. Recall that
Co IPy(t,n,a) =1 if (¢,C(n, @)) =+, and 0 otherwise.

Note that 5(77,5) =FH E.Scale( FHE.Eval(C,a) + 7, q,p) is a modulo p FHE ciphertext of message
C'(a) by properties of FHE (see Section 3.3). Now, if C(a) = 1, then for some p € [|p/2] — B, |p/2] +
B], we have that:

(t, C(n,a)) =p mod p
Hence PH.Dec(SKéolm7 Co IP,, CTs, ﬁ) = u iff ¥ = p. On the other hand, if C'(a) = 0, then p
must lie outside [[p/2]| — B, |p/2| + B]. Hence PH.Dec returns L by correctness of PHPE.

7.2 Proof of Security

Next, we argue that the above scheme satisfies semi-adaptive security.

Theorem 7.1. The (1,poly) functional encryption scheme described above is secure according to
definition 3.5.

Proof. We construct a simulator FE.Sim as required by definition 3.5 as follows.

Simulator FE.Sim(1%). The simulator is described as follows.
1. It invokes PHPE.Sim(1%) to obtain the public parameters and returns these.

2. The FE adversary outputs (a, i, C*) upon which, FE.Sim obtains (1‘a|,u, C*). It does the
following:

(a) It samples an FHE secret key FHE.SK and sets a = FHE.Enc(FHE.SK, 0).

(b) It samples v, to satisfy Equation 7.1. Let vy denote its scaled down version modulo p. It
computes C* o IP, as described above.

(c) It invokes PHPE.Sim( &, 1/FHESKIHIFHECT] G o 1p_ 11 ) to obtain ( PH.CT, PH.SK(C* o IP,) ).

(d) For p € R\ v, it constructs C* o IP, and sends these queries to PHPE.Sim. It receives
PH.SK(C* o IP,).

(e) It outputs ( PH.CT, {PH.SK(@k olIP,)}per )
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3. When Adv makes any query C', FE.Sim transforms it into {6 o IP,},er and sends this to
PHPE.Sim. It returns the set of received keys to Adv. Note that these are 0-keys.

4. When Adv outputs «, output the same.

We argue that the simulator is correct via a series of hybrids.
Hybrid 0: The real experiment.

Hybrid 1: In this hybrid, the FHE encryption a is generated honestly but the remainder of the
experiment is simulated.

Hybrid 2: This is the simulated experiment.

We now argue that consecutive hybrids are indistinguishable.

Lemma 7.2. Hybrids 0 and 1 are computationally indistinguishable assuming security of (1, poly)
PHPE.

Proof. Assume there exists an adversary Adv and a distinguisher D who distinguishes between the
two hybrids. We use these to construct (Adv’,D’) that break the security of (1, poly) PHPE. Adv’
behaves as follows:

1. Obtain the public key PHPE.PK and output this to Adv.
2. Adv outputs the tuple (a, u, C*) such that C*(a) = 1. Do the following.
(a) Sample an FHE secret key FHE.SK and set a = FHE.Enc(FHE.SK, a).

(b) Sample v, to satisfy Equation 7.1 and let 7y be its scaled down version modulo p. Compute
C* o IP, as described above.

(¢c) Compute 7 so that Noise(FHE.Eval(a, C*)) + 1 = 7.

(d) Output ( (FHE.SK,7), &, s, C* o IP, ) as the PHPE. challenge. Obtain ( PH.CTa, PH.SK(C* o IP.) ).
(e) Output queries C* o IP, for p € R\ 7y to receive PH.SK(C* o IP,).

(f) Output FE.CT = (&, PH.CT) and FE.SK = {PH.SK(C* o IP,)} e .

3. When Adv makes any query C, transform it into {6 oIP,},er and send this to PHPE.Sim.
Return the set of received keys to Adv.

4. When Adv outputs «, output the same.

Note that the only difference between the two distributions is that in Hybrid 0, the algorithms
PH.Setup, PH.KeyGen and PH.Enc are used, whereas in Hybrid 1, the simulator PH.Sim is used.
Thus, if there exists a distinguisher that can distinguish between the two hybrids, it is immediate
that the real and simulated worlds in the PHPE experiment can be distinguished. O

Lemma 7.3. Hybrids 1 and 2 are indistinguishable assuming semantic security of FHE.

Proof. The only difference between Hybrids 1 and 2 is that in the former, the FHE ciphertext is
generated honestly as a whereas in the latter, the FHE ciphertext is an encryption of 0. Hence,
given an adversary who can distinguish beween these two hybrids, we can construct an adversary
who breaks the semantic security of FHE. For details, we refer the reader to [GVW15, Lemma
4.4]. O

O
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7.3 Generalizing to handle () queries.

In this section, we discuss how to generalize our (1,poly)-FE scheme to (Q,poly)-FE for any
polynomial @ fixed in advance. We will follow the template for (1, poly)-FE but replace the use of
(1, poly)-PHPE with (Q, poly)-PHPE constructed in Section 5.3. It remains to perform the flooding
operation for @ keys instead of 1, in a manner that allows KeyGen to remain stateless. However,
this can easily be handled, by using tricks similar to Section 5.3.

In more detail, the encryptor now samples 71, ...,n; (for some k to be chosen) instead of a
single 7, sets public attributes y = a as before and private attributes x = (11, ..., 1k, t). It outputs
PH.CT = PH.Enc( PH.PK, (y,x),,u).

The key generator chooses a random binary vector r < {0,1}* with hamming weight v, and
computes the PHPE secret key for C o IP, for v € [|p/2] — B, |p/2] + B] where Co IP, is slightly
modified so that in place of flooding the requisite ciphertext with 7, it floods it with ) rjn;. By

JE[k]
suitable choice of the parameters (k,v) as in Section 5.3, for ) queries, the vectors ry,. .., rg chosen
as above represent a collection of cover free sets. This implies that each of the () noises revealed to
the decryptor, corresponding to decryption performed using each of the ) 1-keys, contains a fresh
and unique 7; noise term which does not appear in any other decryption equation. This suffices for
flooding the problematic noise terms Noise(a) as in the case of (1, poly)-FE. We defer details to the
full version of the paper.
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8 Appendix

8.1 Additional Attack on [GVW15] using 1-keys.

We briefly describe an additional attack that holds in the [GVW15] construction, which does not
apply to the [AFV11] construction. The construction of [GVW15] uses the “lazy OR” trick to
handle FHE decryption. This means that instead of revealing the threshold inner product as
required by FHE decryption, it reveals the exact inner product. Note that when C(x) = 0, the
exact inner product between the FHE ciphertext for C'(x) and the FHE secret key, which is revealed
by the construction, is noise v. However, since the FHE evaluation procedure is deterministic, v
is a function of the noise terms used in the original FHE encryptions of x, learning which lead to
recovery of the FHE secret key.

In more detail, consider circuits C' computing linear functions. Say that the FHE ciphertext for
a uses noise p. Now, if we compute the function (v, a) homomorphically on the FHE ciphertext,
the resultant ciphertext contains noise terms (v, ). Note that now, if (v,a) = 0, the 1-key enables
the attacker to decrypt the FHE ciphertext and learn the noiseless linear equation v = (v, u), of
which v is known. Using several of such equations, he can recover the noise terms g, which in turn
lead to removing the noise from FHE encryptions, which lead to a recovery of the FHE secret.
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We note that the authors of [GVW15] already observe that revealing the exact inner product
does not allow the construction to achieve strong attribute hiding. Here we highlight that this is
not a limitation of the proof technique.

8.2 Generalising Evalct

We describe how to construct PHPE.Evalpk and PHPE.Evalct to support circuits of the required
structure, namely:

Clxa,y) = C'(C"(y) +x2)
for arbitrary polynomial sized circuits C : {0,1}¢ — {0,1}" and C” : {0,1}" — {0,1}". And:

ColP(x,y) = (x1, C(xa,y))

PHPE.EvalcT takes as input £ + ¢ matrices {A;, }{B;} € Zy*™, £ +t vectors {u;},{v;}, the

public attribute y € {0,1} and a circuit C o IP where C(xa,y) = C'(C”(y) + x2), and computes
us,p as follows:

e Let C} denote the circuit computing the 4% bit of C". For i € [f], j € [t"], compute

u;-’ = ABE.EV3|CT( {Au ui},y, C]” ), A;’ = ABE.EvalpK( {Az}7 C;/ )

e We have v; 4, ..., vy encoding the attributes xo. For j € [t"], let

) = ABE.Evalct ( {AY, w/},{Bi_j,vi_;},Add ), A = ABE.Evalpx( {A”}, {B,_;},Add)

e Let € denote the circuit computing the ;' bit of C'. For i € [t"], j € [t'], compute

ug, = ABE.Evaler ({A},uj},C"(y),Cj ), Ag = ABE.Evalek( {A},Cj)

C:

e At this stage we have public key and ciphertext corresponding to C (x2,y). All that remains
is to compute the inner product with x;, which is performed as in [GVW15]. Recall that
Bq,...,By and vy,..., vy are the public key and ciphertext components corresponding to x;.
For i € [t'],

Let Ag p = GVW.EvalpK({A@}7 {Bi},IP), wug p, = GVYW.Evalcr( {Az,ue b {Bi,vil,y, IP)

c

The algorithm PHPE.Evalg may be constructed analogously using ABE.Evalg and GVW.Evalg.
First, one would invoke ABE.Evalg to construct the matrices corresponding to C”, say RY, ..., R},.
Next, invoke ABE.Evalg to construct matrices corresponding to the addition of C”(y) and x2. Note
that for addition, no attributes are required as input. Then, invoke ABE.Evalct for computing C’,

and finally GVW.Evalg for computing the matrix Rz p-

8.3 Parameters for (1, poly)-PHPE

In this section, we choose the parameters so that correctness and security of the scheme are satisfied.
We must satisfy the following constraints.
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1. For correctness, the final magnitude of error obtained must be below ¢/4.

2. We must choose m large enough that the trapdoor generation algorithm may be invoked
(Theorem 3.7).

3. We must set the parameter s used to produce the three distributions (see Section 3.4.2) large
enough so that the these are statistically indistinguishable.

4. We must choose the parameter sp used to sample the error in 3, large enough so that the
following equation (used to argue indistinguishability of Hybrid 1 and 2) is satisfied:

e ~ {(K*)T < ejvlal > n e”} (8.1)

Here eg is sampled from a discrete Gaussian of width sp and egy, is bounded by Equation
3.9.

We choose our parameters similarly to [GVW15]. The only difference between our setting

and [GVW15] is that in the latter, it is required that the final error, which is dominated by
€y

K* T

( ) < €Eval

term be flooded by €”, which is a discrete Gaussian with parameter sp. In order to apply Lemma

2.2 to satisfy the above, we must choose sp so that

) < Beyal (say) be slightly less than the field size ¢, whereas, we require that this

Begyal

= negl
5, ~es (k)

If we choose our parameters analogously to [GVW15], but for circuits of depth d’ = 2d instead of d,

then, evaluating a circuit of depth d results in Bgy, = 20(d) — 20(n°)  Now, if we choose sp = Béva“

then Equation 8.1 is satisfied. Since the final error is now 0(20(‘1/))7 correctness of the parameters
holds directly from [GVW15]

Summarizing, our parameters may be chosen as in [GVW15] : choose the LWE dimension
n > d' (k)" to support circuits of depth d’, set sp = O(y/n), ¢ = 2°(®) for some constant K,
m = O(nlogq) and s = O(ltnd)°@,
8.4 Simulator Analysis for (Q,poly) PHPE.
Analysis of the Simulator. We now argue that the simulator is correct, via a sequence of

hybrids.

The Hybrids.
Hybrid 0: The real experiment.

Hybrid 1: The real game algorithm QPH.Setup is replaced with QPH.Setup], which uses the
knowledge of (x,y), and {C} o IP., }ic|o to setup the public parameters and the master key.

Hybrid 2: QPH.Enc is replaced by QPH.Enc], in which B, is computed as in the real world, but all
other ciphertext elements are derived from it. The keygen algorithm is as in the real game.
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Hybrid 3: The real game QPH.KeyGen is replaced with QPH.KeyGen] where instead of using the
trapdoor T of the matrix A, the secret keys for 0-queries are sampled using the public trapdoor
T along with the trapdoor information generated using QPH.Setup] and the secret keys for
the 1-queries {(/7} o IP+, }ic[q) are sampled using the master key.

Hybrid 4: The encryption algorithm is changed from QPH.Enc] to QPH.Enc5. Here, the ciphertext
element 3, is switched to random and all other ciphertext elements are derived from it.

Hybrid 5: The algorithm QPH.KeyGen7 is replaced by QPH.KeyGen3. The QPH.KeyGenj algorithm
is similar to the real world QPH.KeyGen algorithm, except for the keys corresponding to

{Cf olP,, }z‘e[Q}

Hybrid 6: The encryption algorithm is changed from QPH.Enc; to QPH.Enc3, in which the ciphertext
elements {u;}, {v;} are changed to random. The remaining elements 3, and 3; for i € [k]
are as before.

Hybrid 7: The algorithm QPH.Setup] is replaced by QPH.Setup3. The algorithm PH.Setup3 is
similar to the real world QPH.Setup algorithm, except for how the matrices { A; };cq and
{ Pj }jepk is generated. This is the simulated world.

We now describe the auxiliary evaluation algorithms.

QPH.SetupT( 17,14, x,y,{ 5: olP, }ielQ) ): Do the following;:
1. Sample a matrix with associated trapdoor:
(A, T) < TrapGen(1™,1", q)

Let G be the primitive matrix with public trapdoor T'g that we defined in Section 3.4.1.
2. Let Aj = A-R; —yli]- G € Zy*™ for i € [{], where R; + {—1,1}™>™.
3. Let B; = A - R —x[i] - G € Zy*™ for i € [t], where R} « {—1,1}"™*"™.
4. Generate P, ..., P} as follows:

(a) For i € [Q] compute

A op = Evalek ({A;}jeqq; {Bj}je[tbé} o IP)
Rezop = Evalr({R.}, {Ri}, {Bi}. y, G oIP)
(b) Next, sample K!  (Dzzm ;)" and set:
P~ [A|Agp+7 G K Vie[Q

= [A ’ ARé}o”D] K:

where K} = < Eiz )
21

(¢) Choose @ random binary vectors ry,...,rg € {0,1}* with hamming weight v.
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(d) For i € [Q], write down the following equations in variables K, ..., K:

AKj;+ARg o Ky = A (Y nli] K;) (8.2)
J€lk]

Now, to satisfy the above, it suffices to choose K1, ..., K} such that:

Tt R K = ) nili] K; (8:3)
J€lk]

(e) Note that by cover-freeness, we have that for each equation ¢ € [Q)], the RHS contains
at least one matrix K; which does not appear in any other equation. Rearranging
terms, we get for i € [Q],

Ky = (3 nilil K ) = (Kii + Rezopp K (8.4)
jig!
(f) Sample K; < Dzm s where j # i', where j € [k], i’ € [Q]. Intuitvely, these are the
matrices that appear in the RHS of the above equations. Set the @ values Ky to
satisfy the above equations.

(g) For i € [k], set
P,=AK, modg

5. Output the master public key as PH.PK = ({Ai}ie[e]a {Bitici, A { Pi }z‘e[k]) and the
master secret key as

PH.MSK = ( T, {Ri}iciy {Ri}ien {K e )

PH.Enc?[( PH.PK, PH.MSK, (x,y), 1, { @* olIP, }ielq) ): All ciphertext elements are derived from
By as follows:

1. Sample s,e <= Dzn 5, and set By = A's + e.

2. For i € [{], j € [t] compute
w =R By, v;=(R)" By
3. Sample €] < Dzm 5, for j € [k].
4. Set By; = (K;)"By + €] + b where b=[0...,0,[q/2]u]" € Z".
5. Output ({u;}, {vi}.¥. 80, {B1,})

QPH.KeyGenj(PH.MSK, C o IP,,, {C} o IP_ };ciy): Do the following:
1. Compute the homomorphic public key corresponding to the circuit ColP as

Ag,p < Evalpk ({A}, {B;},C o IP)

ColP

2. By section 3.4.3, we have that Az b = A-Rg p— (X, C(y))-G. An admissible adversary
can request:
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e A circuit C o IP, such that (x, a(y)> £ p, hence C o IP,(x,y) = 0. In this case, we
have: R
[Agap 1 Gl =[A-Regp + (0 = (x,C(y))) - G]
Hence, we may sample K < SampleRight(A, (p— (x, Cy)))-G, Rspr Ta, P, s)
so that:
[A]Aéolp—f—p-G] K=P (modq)
Return K.
e The circuit C7 o IP_, such that (x,C}(y)) = in which case we return K.

QPH.Enc3: Here, the ciphertext 8 is switched to random. All the other ciphertext elements are
derived from it as in QPH.Enc]

QPH.KeyGenj: Here, the 0 keys are chosen as in the real world, and the 1 keys are chosen as in
QPH.KeyGen].

QPH.Enc3: Here, the ciphertext components {u;}, {v;} for i € [{], j € [t] are changed to random.

QPH.Setupj: Here, the public key components {B;}, A are chosen as in the real world, and A;,
P, are chosen as in the simulation.

We now show that consecutive hybrids are indistinguishable.

Lemma 8.1. Hybrid 0 and Hybrid 1 are statistically indistinguishable.

Proof. The arguments for the public parameters { A; } and { B; } are as in Lemma 5.2. The
remaining thing to argue is the distribution of P, ..., Py.

In Hybrid 0, Py, ..., Py are sampled uniformly, ry,...,rg are sampled randomly from {0, 1}’“
such that hamming weight of each r; is v, and P7,..., P*Q are set as

P; = rj] P,
Sl
By the cover free property of ry,...,rg, it holds that each r; has at least one index, say i’ so that
r;[i'] =1 and r;[i'] = 0 for all j # i. Hence for i € [Q],

P; =P+ rij] P,
J#
Let I denote the set {i'};cjq). Thus, in Hybrid 0, we sample P; for j € [k]\ I, sample P; for j € [[]
uniformly and set P} for i € [Q] according to the above.
Now, consider Hybrid 1. Note that the equation 8.4 implies that

AKy=A- (K1 + R K2> —A. < S rlj] K, )
' i
Hence Py =P — Z r;[j|P;
Jig#
In Hybrid 2, we sample P7,...,P{, as well as P; for j € [k] \ I uniformly and compute P; for

j € [I]. Since there is a 1-1 correspondence between P, and P, it does not matter whether we
pick Py randomly and compute P} or pick the latter randomly and compute the former. Thus, it

follows that the two distributions are statistically indistinguishable. O
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Lemma 8.2. Hybrids 1 and 2 are statistically indistinguishable.

Proof. The difference between Hybrids 1 and 2 is in how the ciphertext elements are generated. In
Hybrid 1, they are as in the real world, whereas in Hybrid 2, 3, is computed as in the real world,
and {W; }ic, {Vj}jep and {By;}iew are derived from Bj. The analysis of the elements {u;};c(g,
{vj}jepy is exactly as in Lemma 5.3. It remains to argue about the distribution of {3y, };c[, which
we do here.

Now, in Hybrid 1, we have:

Bi; =Pjs+e;+b
In Hybrid 1, we have
Bri=(Ki)"By+e/ +b
Note that A K; = P; mod ¢ and 8, = A's + e, hence
(Ki)"By+ef +b=Pjs+b+ (K'e+ej)

By choosing
e & (K'e+e])
we have that the two worlds are statistically indistinguishable. O

Lemma 8.3. Hybrids 2 and 3 are statistically indistinguishable.

Proof. For the case of 0-queries, the argument is the same as in Lemma 5.3. For the case of
1-queries, note that in Hybrid 1, P} are sampled uniformly, and K are sampled using SampleLeft
to satisfy:

[A ‘ A6Z0|P + i G] K;k = P: (mOd Q)

whereas in Hybrid 2, K} are sampled as (Dzzm )™ and P* are set as
P =[A] A@*OIP +7 - G] K] (mod q)
By Section 3.4.2, these two distributions are statistically indistinguishable. O

Indistinguishability between Hybrids 3 and 4 follows from LWE exactly as in Lemma 5.5, between
Hybrids 4 and 5 is analogous to the argument in Lemma 8.3, between Hybrids 5 and 6 is as in
Lemma 5.7 and between Hybrids 6 and 7 is as in Lemma 8.1.

8.5 Full Security for Single Key Linear FE

Definition 8.4 (FULL-SIM security). Let FE be a single key functional encryption scheme for a
circuit family C. For every p.p.t. adversary Adv and a stateful p.p.t. simulator Sim, consider the
following two experiments:

Expigla(17): EXPEE Sim (17):

: (PK,MSK) < FE.Setup(1*)
(a’ St) <_AATE.Keygen(MSK,-)(PK)
: CT < FE.Enc(PK,a)

o AQ(CT,St)

: Output (a, a)

: PK « Sim(1%)

(a,st) « AT (PK)
: CT + Sim(C,C(a) )
o AQ(CT, St)

: Output (a, p, @)
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The functional encryption scheme FE is then said to be FULL-SIM-secure if there is a stateful p.p.t.
simulator Sim such that for every p.p.t. adversary A = (A1, Ay), the following two distributions are
computationally indistinguishable.

c i
{Exp?e,'Am} < {Expeﬂsﬁs‘imu“)}
rEN KEN
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