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Abstract—We present a Matrix-vector form of Karatsuba multiplication over GF(2™) generated by an irreducible trinomial. Based
on shifted polynomial basis (SPB), two Mastrovito matrices for different Karatsuba multiplication parts are studied. Then related
multiplier architecture is proposed. This design effectively exploits the overlapped entries of the Mastrovito matrices to reduce the
space complexity even further. We show that this new type of Karatsuba multiplier is only one T'x slower than the fastest bit-parallel
multiglier for all trinomials, where T'x is the delay of one 2-input XOR gate. Meanwhile its space complexity is roughly reduced by
O("%-) logic gates. Compared with previously proposed bit-parallel Karatsuba multipliers, it is the first time to achieve such time delay

bound, while maintain nearly the same space complexity.

Index Terms—Karatsuba multiplier, Mastrovito, shifted polynomial basis, trinomials.

1 INTRODUCTION

Efficient hardware implementation of multiplication
over GF(2™) is one of the main topics studied during
recent years, as it is frequently required in many areas
such as coding theory and public key cryptography
[17], [18]. A number of algorithms for efficient GF'(2™)
multiplication have been proposed, one of the most
attractive approach is the Karatsuba algorithm (KA) [1].
This algorithm was originally used in the digit number
multiplication and can be directly shifted to polynomial
multiplication [2]. For polynomial multiplication, the key
idea of the KA saves coefficient multiplications at the
cost of extra coefficient additions.When using polyno-
mial basis (PB) representation, the GF(2™) multiplica-
tion consists of polynomial multiplication and modular
reduction. Let f(z) be the irreducible polynomial that
defines GF(2™), A(z), B(x) be two arbitrary elements
of GF(2™). Then the field multiplication is defined as
C(z) = A(z) - B(z) mod f(z). Since the KA can optimize
the polynomial multiplication, it can be easily adopted
to design high efficient GF(2™) multipliers, either for
sub-quadratic complexity multipliers (cost O(m?°) circuit
gates for implementation with 1 < § < 2) [3], [4]
or hybrid quadratic complexity multipliers (cost O(m?)
circuit gates) [10], [11]. The hybrid quadratic multipliers
firstly perform a few iterations of KA to reduce the
whole space complexities, and then perform quadratic
multiplication algorithm over the smaller input operands
to achieve relatively higher speed. Therefore, this kind
of multipliers provided a trade-off between the time and
space complexities. However, the classic KA is appli-
cable for optimizing the polynomial multiplication and
unfeasible for the modular reduction. Meanwhile, the
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extra additions also lead the hybrid quadratic multiplier
slower than the ordinary quadratic GF(2™) multipli-
ers [12], [13], [22], [23], [24]. For example, the classic
Karatsuba multiplier proposed by Elia [10] is at least 2
T’x slower than fastest bit-parallel multiplier [13], where
Tx is the delay of one 2-input XOR gate. Until now,
there are several schemes proposed to accelerate the
hybrid multipliers, e.g., [9], [15], [21]. These schemes are
utilizing either an equally-spaced trinomial (EST) or a
modified KA.

Mastrovito [5] provided a novel approach that trans-
forms the field multiplication into a matrix-vector multi-
plication. A product matrix M is introduced to combine
the polynomial multiplication and modular reduction
together. Thus the field multiplication is carried out by
¢ =M b, where ¢, b are the coefficient vectors of C(z)
and B(z) and M is constructed from A(z) and f(x) pre-
sented previously. Empirically, the Mastrovito multiplier
is generally faster than other type of multipliers, but the
construction of M is the implementation bottleneck of
this type of multipliers. In [13], Fan and Hasan proposed
a new Mastrovito multiplier based on shifted polynomial
basis (SPB) which simplified construction of M. This
type of multiplier is considered as the fastest bit-parallel
multiplier so far. This architecture contains m? AND and
m?—1 XOR gates with time delay of T4+ (1+[log, m])Tx
(for good field it is equal to T4 + [log, m|Tx), where
T4 is the delay of one 2-input AND gate. In this paper,
we apply the idea of Mastrovito to KA and describe a
new architecture for Karatsuba quadratic multiplier for
all irreducible trinomials. Explicit formulae of M with
respect to KA are presented, based on which we build
a Mastrovito form of Karatsuba multiplier using SPB.
Our scheme fully takes advantage of the Mastrovito and
Karatsuba algorithm and achieves faster implementation
speed. It is argued that this new multiplier is only one
Tx slower than the fastest multipliers for trinomials.
Meanwhile, the space complexity of the proposed mul-



tiplier is roughly 3/4 of those multipliers. To the best
of our knowledge, it is the first time to achieve such
time delay bound compared with previously proposed
bit-parallel Karatsuba multipliers.

The remainder of this paper is organized as follows: in
section 2, we first briefly introduce some basic concepts
and recall the Karatsuba and Mastrovito algorithms.
Then, based on combination of these two algorithm-
s, a new type of bit-parallel multiplier architecture is
proposed in the following section. Section 4 presents
the comparison between the proposed multiplier and
some others. The last section summarizes the results and
draws some conclusions.

2 NOTATION AND PRELIMINARY

In this section, we briefly review some notations and
algorithms used throughout this paper.

Consider a binary extension field generated with an
irreducible trinomial GF(2™) = Falx]/(f(z)) where
f(xr) = 2™ + 2F + 1. Let = be a root of f(x), then the
set M = {z™1 ... x,1} constitute a polynomial basis
(PB). The shifted polynomial basis (SPB) proposed by
Fan and Dai [12] was derived from polynomial basis. It
can be obtained by multiplying the set M by a certain
exponentiation of x:

Definition 1 [12] Let v be an integer and the ordered set
M = {g™1, -+ [z, 1} be a polynomial basis of GF(2™) over
Fo. The ordered set ="M := {x'=°|0 < i < m—1} is called
the shifted polynomial basis(SPB) with respect to M.

It is easy to check that the field multiplication using
SPB is nearly the same as that using PB except a certain
parameter:

C(x)z™" = A(zx)z™" - B(z)x~" mod f(x).

The advantage of SPB over PB is that it can simplify the
modular reduction if v is properly chosen. For trinomial
™ + 2% 4 1, it has been proved that the optimal value
of v here is k or k£ — 1 [12]. In this study, we choose that
v equals k and use this denotation thereafter.

The Karatsuba algorithm (KA) optimized the polyno-
mial multiplication D(z) = A(x) - B(z) by partitioning
each polynomial into two halves.

AB :(AHxn + AL) . (BHZCn + BL)
=AyBpa* + [(Ag + AL)(Bu + Br) 1)
+AHBH+ALBL} " + A B,

where n = m/2, Ay, A and By, B, are two halves of
A(z) and B(z), respectively. When m is odd, the formula
is almost the same as (1). We note that the addition
and subtraction are the same in GF(2™). The above
expression saves one partial multiplications at the cost
of three extra partial additions. For VLSI implementation
of expression (1), it leads more XOR gate delay than the
ordinary polynomial multiplication.

Indeed, polynomial multiplication D(x) = A(z) - B(x)
can be implemented as a matrix-vector multiplication

d=A"b,

where b = [bo, bl7 s ,bmfl]T and d = [do,dl, s ,dmfl]T
are the coefficient vectors of B(z) and D(x), respectively.
The matrix A is given by

ag 0 0 e 0 0
(5] apn 0 R 0 0
ag al Qg e 0 0

Um—2 OAm-3 Am—4 *** ao 0

A= Um—1 Am—2 Am-3 - *° ai agp . (2)
0 -1 Gm—2 Q2 ax
0 0 Am—1 "+ as az
0 0 0 Am—1 Qm-—2
L0 0 0 -+ 0 am1

Then, we can perform the modular reduction C(z) =
D(z) mod f(x). The Mastrovito algorithm [5] provides
a way to combine the polynomial multiplication and
modular reduction into a matrix-vector multiplication,
ie.,

c=M-b.

The matrix M is called product matrix which is con-
structed from A and f(z), and ¢ = [co,c1, Cma]T
is the coefficient vector of C(z). The main problem of
Mastrovito algorithm is that its implementation relays
on the organization of M. Several algorithms are given
to construct M efficiently or make it simpler, some of
them are presented in the literatures [12], [13], [22], [23],
[24], [25].

In the following section, we will use Mastrovito ap-
proach to speed up KA and describe a new architecture
for bit-parallel Karatsuba multiplier. We first introduce
some notations pertaining to matrices and vectors which
are already presented in [24]: Z(3,:),Z(:,j) and Z(i, j)
represent the ith row vector, jth column vector, and
the entry with position (¢,j) in matrix Z, respectively.
Z[1i],Z[] i) represent up and down shift of matrix Z by
i rows and feed the vacancies with zero.

Besides, two extra types of operations are also intro-
duced: Z[0) i] represent cyclic shift of Z by upper ¢ rows.
Z[1 4] and Z[|| i] represent appending ¢ zero vectors
to the top and bottom of Z, respectively. For example,
Z[© 2], Z[11 1] and Z[]] 2] are given by:

Z[O 2] = [2(37 :)Ta T 7Z(m7 :)Tv Z(]-v :)Ta 2(23 :)T]Ta
Z[TT ” = [Z(]-v :)Ta T vz(mv :)Tv O]Tv
Z[]| 2] =[0,0,Z(1,)T,--- | Z(m,:)T]T.

3 MASTROVITO FORM OF KARATSUBA MULTI-
PLIER

In this section, we firstly introduce a matrix form of
Karatsuba algorithm for GF(2™) multiplication using



SPB representation. Then, we develop an efficient ap-
proach to calculate the product matrix, based on mod-
ified sub-expression sharing [5]. Accordingly, a fast bit-
parallel Karatsuba multiplier architecture is proposed.

3.1 Matrix form of Karatsuba algorithm

Let f(z) = 2™ + 2% + 1 be an irreducible trinomial
generating the finite field GF(2™). Provided that A, B €
GF(2™) are two arbitrary elements in SPB representa-
tion, namely,

m—1 m—1
A=z"F g a;z', B=xz"" g bz’
i=0 i=0

The field multiplication consists of performing polyno-
mial multiplication with parameter 2" and then reduc-
ing the product modulo f(x), i.e.,

C =A-Bmod f(z)
m—1 m—1
=g 2k . (Z a,;:ci> . (Z bixi> mod f(z)
i=0 i=0
m—1
=z Z cix’.
i=0

We partition A and B into two halves and apply KA to
(3). Two cases are considered:
Case 1, m is even. Let m = 2n and

®)

A= (A" + Ay)a™", B = (Bya" + By)a ",
where A4; = Z?;OI a;x’, Ay = Z?;Ol aiinx’, By =
Sy biat, By = 3. byt Then,

C =A-Bmod f(z)
=(Aoz™ 4+ A1)z (Boz™ + B1)z~ " mod f(z)
= (A2B2z”" + (A2 B1+ A1 B2)z" + A1 B1) 2~ > mod f(z)
= [AzB2332n + A1B1 + (A2Bs + A1 By)z"
+(A1 + A2)(B1 + Ba)x"] 2~ *" mod f(z)
= [(A22®" + A22™)Ba + (A1z"™ + A1) By

+(A1 —+ AQ)(Bl + Bg)wn] I_Qk mod f(.’IZ)
4)
Case 2, m is odd. Let m = 2n+1 and

A= (A2$n + Al)ﬂfik, B = (Bg$n+1+B1)l'7k,

n—1 i n i
where Al = Z’L:? aix’, Ag = Zi:O aH_an, Bl =
n ; n— ;
Zi:O bix’, BQ = Zi:O bi+n+lx1- Then,

C =A-Bmod f(z)
=(Asz™ 4 A1) - (B2z™ ™! + B1)z"?* mod f(z)
- (AngxQ”HJr(AgBl +Alex)mn+A1B1) 2 % mod f(x)
= [A2Boa®**! + A1 By + (A2 Bax + A1 By)z"
+(A1 + A2)(By + Bex)z"] 2% mod f(x)
= [(A22" + A2)Baz™ ™' + (A1z"™ + A1) By

+(Ay 4 A2)(B1 4 Box)z™ 27" mod f(z)
©)

In order to compute (4) and (5), we use following
notations:

S1 =
(A2$n+A2)BQ.I‘n+(A1IR+A1)B1, (m is even),
(A2$7L+A2)Bgal‘7)’+l+<A1$H+A1)Bl, (m is Od.Cl)7

| (A1 + A9)(B1 + Bz), (m is even),
27\ (A1 + Ag)(By + Byx), (m is odd).

Therefore, the field multiplication is given by
C = S1z27% 4+ 952" 2* mod f(z).

Let U = 7' ua? and V =37 v;2" be the results of
Ay + Ay and By + B, respectivelyl. According to pre-
vious description presented in Section 2, we know that
polynomial multiplication (Asz™ + As) B2z (i = n,n+1),
(A12™+ A1)B; and Sy = UV can be rewritten as matrix-
vector form. In addition, multiplying by 2=2* or z"~2k
only affects the products degree and does not change
their coefficients. Thus, we write Soz"™ 2F = U’ v where
U’ is slightly different from the multiplicative matrix
with respect to S;. For example, if m is even, the form
of U’ is as follows:

n—2k [ o 0 0 0
n—2k+1 U1 ug 0 0
n—2k+2 Uo u1 0 0
2n—2k—2 Un—2 Un—3 -*° uo 0

U' = 2n—2]€—1 Un—1 Un—2 e U1 U
2n—2k 0 Up—1 ** U2 U1
2n—2k+1 0 0 cee us Uz
3n—2k—3 0 0 . Up—1 Un—2
3n—2k-2 | O 0 0 Un—1 |

Different with the matrix form in (2), there are labels
in the left side that indicate the exponent of indetermi-
nate z for each line. Notice that S;z~2% consist of two
sub-polynomial multiplications which correspond two
matrix-vector multiplications. However, these multipli-
cations can be implemented by only one matrix-vector
multiplication. More explicitly, 127" = A’-b, where A’
is constructed from Asx™+ Ay, A1z"+A; and labeled by
{—2k, —2k+1,--- ,2m—2—2k} for the coefficients degree.
The organization of A’ varied according the parity of m.
Two cases are considered:
Case 1: m is even.

Slx*% =A"-b
ALla Onxn
_ | A1t ALy, Am ) { b; } (6)
| Aro, Api+ Ano by |’
Onxna AH2

where by, b, represent the coefficient vectors of By, Bo,
0,xn 1S an n X n zero matrix, A;; and Ay, are n X n

1. when misodd, U = A1+ Az = Y7 jusz’ and V = B1+Baz =
>img via!



lower-triangular Toeplitz matrices, Az, and Ay, are n x
n upper-triangular Toeplitz matrices®.

agp 0 0
aq ag e 0
Ar = : : S
Gp—1 Qap—2 ag
0 anp_1 az ai
0 0 as ag
Ary= : AR
0 0 0 an_1
0 0 0 0
an 0 0
An+t1 an 0
AHl = : . )
Am—1 QAm—2 Qn
0 Am—1 An+42 An+41
0 0 An+3 An 42
Ans = s P
0 0 0 Am—1
0 0 0 0
Case 2: m is odd.
511‘72]C =A"-b
ALl, 0(n+1)><n
_ | A1 t+Ars, Am | b1 @)
Ao, Ay, +An, by |-
O(nt1)x(nt1), Am

where 0(,,41)x, and 0(,41)x (n+1) Tepresent a (n+1) x n
zero matrix and a (n+1) x (n+1) zero matrix, respective-
ly. Ay is a n x (n+ 1) lower-triangular Toeplitz matrix,
A is a n x n lower-triangular Toeplitz matrix, Ay, is
a n x (n+ 1) upper-triangular Toeplitz matrix and Ag,
is a n x n upper-triangular Toeplitz matrix.

aop 0 0 0
ai ap .-+ 0 0
Ap, = : . ) N
| Gn-1 An—2 -+ ag O |
0 p—1 -+ ai ao
0 0 e AR aq
AL2 = . . . . . )
L0 0 0 an |
an 0 - 0
an+1 Ap e 0
AHl = . . . . )
m—2 Am-—3 Gnp

2. Please note that the matrix in the right side actually contains 4n =
2m rows, but the last row is 0, which does not affect the result.

Am—1 An+2 Ap41
0 Ap43  Gp42

Apy =
0 e 0 Um—1

Similarly, the organization of U’ is easier than that of
A, ie, U = [U],U3]7, where

uo 0 e 0
U1 = . . . . I

Ut—1 Ut—2 -+ U

and
0 wg—q -+ w2 up
0 0 st Usg U2
U, =
0 0 e 00 upg

Here, if m is even, t = n =
n+1l= mTH

Example 3.1. Consider the field multiplication using
SPB representation over GF(2°) with the underlying
irreducible trinomial z° + 2? + 1. The parameter k = 2
and SPB is defined as {72, 27! 1,z,2%}. Assume that
A=%" a2 and B=Yr_ bz""? are two elements
in GF(2°), we partition A,B as A = Ay + Aj2=2,B =
By + Bz~ 2, where

3, else if m is odd, t =

A = a1z + ag, As = asx? + asz + as,
By = b2.132 + bix + by, By = byx + bs3.

According to equation (5), then

A B = [(A22” 4 A3)Boa® + (A12® + A1) By
+ (A2 + A1) (Baz + By)a?)z
= Sl.’lf_4 + ng_Q.

Therefore, the matrices A’ and U’ are given by:

—4 a 0 0, O 0
-3 a1 ag 0! 0 0
-2 [ap a1 ap, O 0
-1 ay Qg al‘ii&giiiioiii
A= 0| 0 a1 ag 1 as as , (8
1 0 0 a1 as+as az
2 10 0 0 1 as  astay
3 0 0 0 | ay as
410 0 0" 0 as |
and
-2 Ug 0 0
-1 U Up 0
U= 0| u u wu |, )
1 0 Ug U
2 0 0 (5
where us = aq,u; = a3z + a1,u9g = ag + as. We have

51$_4 =A'. b, Sg(E_Q =U"-v.



3.2 Reduction process

It is easy to check that the products S;272%, S22 con-
tain the terms of degrees out of the range [k, m —k—1].
To compute the field multiplication, we have to perform
the reduction operation for these two expressions. Ac-
cording to Mastrovito scheme, the reduction operation
can be regarded as the construction of product matrices
from A’ and U’ using the equation 2™ = z* + 1. Denoted
by M4 and My the product matrices of S;2~2* mod f(x)
and S>x"2¥ mod f(x), respectively. In the following,
we investigate the construction details for these two
matrices.

3.2.1 Construction of M4

Note that the matrix A’ contains 2m — 2 rows, each
of which corresponds to the polynomial degree from
—2k to 2m — 2 — 2k, we can reduce the rows labeled
by {2k, -2k +1,--- ,—k — 1} (the first k rows), and by
{m—-—km-k+1,---,2m—2—k} (the last m — k — 1
rows) of the matrix A’ to obtain M. According to the
form of f(x) = ™ + x* + 1 and the SPB definition, we
mainly utilize following equations:

=™t R fori= -2k, ,—k—1;
xt =R Lt for i = m—k,m—k+1, (10)
L 2m— 2k — 2.

Corresponding to (10), the computation of M4 consists
of adding the rows of A’ labeled by i to those rows la-
beled by m+i,i+k (or i—m-+k,i—m). More explicitly, we
eliminate the row —2k,—2k+1,---,—k —1 by adding
them to the row —k,---,—1land m —2k,--- ,m—k —1,
and eliminate the row m — k,--- ,2m — 2k — 2 by adding
them to the row 0,--- ,m—k—2and —k,--- ,m—2k—2.
These operations can be implemented by matrix addi-
tion. We will utilize following three m x m matrices:

Ay :[A’(la :)Ta e vA’(ka :)Ta 07 o aO]Ta

——

m—k
Av =[Nk +1,)7, - Ak +m, )",
AL =[0,---,0,A(k+m+1,:)", - A(2m —1,:)"]".
N——
k+1
Obviously, the nonzero parts of Ay, Ay are the rows of

A’ whose labels are out of the range [k, m—k—1]. Then,
the product matrix M4 is obtained as follows:

Ma =Apy + Ay + Ayl (m — k)]
+AL[T 1+ AL (k+1)].

The structure of M4 highly influences the efficiency of
our multiplier, thus, we make several important obser-
vations about the construction of My.

Observation 3.1. If m is even, Ay + Ayl (m—k)|+AL[t
(k+1)]is

(11

ALl + AL2a
ALl + AL23

Ay, +Ap,

k.
Ap,+Ap, [© A

(12)

If m is odd, such matrix can be rewritten as

l: ( A’L1+A’L2 AH1+AH2 [O k] (13)

1
Api+ArL, >[O b Ay +Ag,

where A’ry = Ap[ll 1], Ay = Apq[ll 1] and Az, =

Aps[TT 1), Ay = Aps[IT 1]

Observation 3.2. Random matrix-vector multiplication

A[0O 4] - b over [y costs the same logic gates as A - b.
The proof of observation 3.2 is direct, and the proof of

observation 3.1 can be found in the appendix. Further-

more, it is also clear that

Ay +ALT ] =[A(L )Y, AR )T A (B+m+1,0)T
A (2m = 1,07, 0]

(14)

Denoted by M4 ; the matrix presented either in (12) or

(13), and by M 4 » the matrix presented in (14). Combined
with Observation 3.1, (11) can be simplified as:

My =My +Mayp.

Therefore, we can utilize the same strategy presented in
[19], where S;272*¥ mod f(x) can be implemented as:

=Yt s

=M, b
=My1-b+Mao-b
=[M41,My ] [b,b]".

S1272F mod f(x)
(15)

We implement the above expression by following steps:
o Perform line-vector products

[MA,l(ia 1) : b07 e 7MA,1(7;; m) : bm—la

. : 16
MA,Q(Za]-) 'bOa"' ,MA_]Q('L,TTL) 'bmfl]; ( )

t=1,2,--- ,m in parallel.
o Sum up all the 2m entries of each row using binary
XOR tree, i.e.,

Si—1 = ZMA,1(i,j) b1+ ZMA,2(i,j) b1,
j=1 j=1
i=1,2,---,m.
Special case m = 2k. When m is even and m = 2k (k =
n), we can obtain the simplest form of M4 ; and My o,
where

Mo — Api +Aps, Api+An
A1 Api+Ars, Agi+Aps |’
and
M _ ALla Onxn
A2 0'n><n7 AH2 ’

By swapping and combining some overlapped entries,
expression (15) now can be rewritten as:

My1-b+Myo-b = Ao Ay
’ ’ ALy, Am
0 A 17
nxmn; H?2
-b.
+|: ALla Onxn :|

In this case, we just compute two submatrix-vector mul-
tiplication and add them up to obtain S;z~2* mod f(x).



3.2.2 Construction of M,

Analogous with the construction procedure of My, the
reduction form of U” can also be obtained by shifting of
U’ and adding specific rows of U’ to itself. The form of
My varied according to the values of m and k. There are
six cases need to be considered:

1) m even, m > 2k + 2;

2) m even, m = 2k or m = 2k + 2;
3) m even, m < 2k;

4) m odd, m > 2k +1;

5) m odd, m =2k +1;

6) m odd, m < 2k + 1.

Case 1 and 4: Note that the following equation holds
with respect to these two cases:

n—2k>—-k+1,
n—2k > —k,

m is even and m > 2k + 2,
m is odd and m > 2k + 1.

We only need to reduce the rows which are labeled with
am—k o gmAn=2k=2(pmin=2k=1 for odd m) of U’. The

equation 2 = 2R 4T i = m—Fk, - mAn—2k—2
is used for reduction. Then the product matrix My is
partitioned as My = My,1 + My2, where

My, =

U1(”7 :)T7U2(17:)T7"' (
[Ua(k +1,9)", -+, Uz(n, )" Ur(1,:
U1(7L +1, :)TaUQ(L :)T7 t

and
My,2 =
[0,---,0,Us(k+1,:)",- -+, Us(n—1,:)",0,---,0]", (m even),
N—— N——

k n+l
[07 701U2(k+17:)T7"' 7U2(n7:)T707"' 70]T7(m Odd)
——— ——

k n+1

Case 2 and Case 5: In these two case, one can check
that Sez™ 2 mod f(z) = Sp2"2¥, thus it requires no
reduction for the matrix U’ and the product matrix My
is equal to U’ itself.

Case 3 and Case 6: Since m < 2k (or m < 2k + 1), we
have n < k for both even and odd m. The following
formula holds:

m+n—2k—2<m-—k—2,
m+n—2k—1<m-—k-—1,

m is even and m < 2k,
m is odd and m < 2k + 1.

Therefore, we Oan need to reduce the rows which are
labeled with z"=2% ... z7%=1 of U'. The equation z' =
™t gkt =n—2k, ..., —k—1 is used for reduction.
Analogous to Case 1 and 4, the product matrix My =

MU,I + MU,Q, where

My, =
[Ui(k—n+1, :)T, -+, Ui(n, :)T,Ug(l7 :)T7 e
Usz(n —1, :)T,O,Ul(l, :)T, -, Uik —n, :)T}T, (m even),
Uik—n+1,)",-  Ui(n+1,)", Us(1,:)", -,
Us(n+1,)7,0.(1,)7, -, Uik —n,9)T]7, (m odd),
and
Mys=[0,---,0,Us(1,9)7,--- ,Us(k—n,:)",0, -
—

n m—k

3.3 Complexity Analysis
3.3.1

Applying Observation 3.1 and 3.2, we have following
theorem.

Complexity analysis for S;x~2% mod f(x)

Theorem 1 The m line-vector products of (16) only requires
%2 AND gates for even m and m22’1 AND gates for odd m.
Proof According to (6), (7) and (15), it is clear that
the non-zero entries of M4 o are included in four sub-
matrices Ap,,Ars, Agq,Apgs. From (10) and (11), we
know M4 ; contains all the non-zero entries of these four
matrices. Therefore, computing the line-vector products
of M4, - b is sufficient to obtain all the line-vector
products for My - b. If m is even, it requires only
n? +n? = 22 AND gates to compute these products.
If m is odd, it requires (n + 1) -n + (n+ 1) -n = m=1
AND gates. O

Next, we investigate the number of XOR gates needed
in (15). Notice that M4 ; and M 4 2 shares some common
entries. If these common entries multiply the same vector
entries during the computation of line-vector products
presented in (16), the results stay the same. When adding
up all the result of each row, some XOR gates can be
saved by sharing the common items. This technique is
so called sub-expression sharing [7]. However, when we
use binary XOR tree to sum up the products of each
row, the common items between two binary trees should
be utilized carefully. For example, two expressions c¢; =
20 + 21 + 29 + z3 and ¢ = zg + 22 + 23 + 24 share three
common items, but only one XOR will be saved when
using binary tree. The computation details are as follows:

c1 = [[z0 + z2] + [21 + 23]], ca = [[20 + 22] + [23 + 24]] .
I I I 1

I 1T

The sub-expressions labeled by the same Roman number
are calculated simultaneously. It is clear that the common
item z3 cannot save one more XOR gates unless the
binary tree is not used.

In [6], [16], the authors have shown that if two binary
XOR trees share k common items, then & — W (k) XOR
gates can be saved, where W (k) is the Hamming weight
of the binary representation of integer k. Obviously, one



can check that ¢;, co of above expression can save only
3 —W(3) =1 XOR gate. Thus, we use the similar trick
to save XOR gates in the accumulating processes. Firstly,
we utilize n intermediate values Py, Py, -+ ,P,_1 (n+1
values for odd m), where

[Po,-+, Poo1]m =[ALy + Ao, Ay + Ayl - b,
if m is even, or

Ap1+Ar,

Py, --- , )
[Po (AL +AL9)[1,:

7PH]T: ] 7A’H1+A’H2 'bv
if m is odd.

Please note that both M 4,1 and M 4 2 shares some com-
mon entries with the matrices appeared in above formu-
lae. The computation of the coefficients of S;12~2* mod
f(x) can use these n (or n + 1) intermediate values. For
example, since so = M4 1(1:)-b+Ma2(1:)-b, when m is
evenand 0 < k < n, M4 1(1:)-b has m items overlapped
with P,_j and M4 (1 :)-b has 1 terms overlapped with
Py. Notice that only 1 common items is shared by sy and
Py, no XOR gates (1—W (1) = 0) will saved according to
previous assertion. Thus the computation of sy actually
cost m—1—(m—W(m))+1=W(m) XOR gates. Table
1 indicates the explicit number of XOR gates required
by each s; if m is even and 0 < k£ < n. For simplicity
purpose, we divide each coefficient s; into two parts and
indicate their overlapped values, independently. One
extra XOR gate for addition between M4 (i :) - b and
Mag2(i:)-b (i =1,2,--- ,m — 1) of each row is already
counted into the second column. One can find more
details in the appendix.

In this case, notice that the computation of the inter-
mediate values Py, Py, - - - P,_1 requires (m—1)n = "’QT_’”
XOR gates, plus the number of XOR gates presented in
Table 1, we can obtain the explicit number of XOR gates
required by S127%* mod f(z):

m2 — 3m k m—k—1
#XOR: ——"— + ; W (i) + ; W (i) +mW (m).

The circuit delay of S;22¥ mod f(x) equals the depth
of the biggest XOR tree. According to (12) and (13), it is
easy to check that

Delay: T4 + [logy(2m — k — 1)]|Tx.

Note that the number of #AND gates for S;2~2¥ mod
f(z) is already given by theorem 1. The space and time
complexity of other cases are summarized in table 2.

Special case m = 2k. According to (17), the first sub-
matrix has its upper 3 rows equal its lower 7 rows,
thus we only need to compute [A5, Agq]-b. In addition,
both Ap, and Ap, are triangular matrices, one can
easily check that each row of [Ap,, Agy,] consists of

at most 2 nonzero entries. Thus such matrix-vector

2
multiplication cost m{ AND gates and ’”24& XOR gates

with delay of T4 + [log,(%)]Tx. The computation of
the second submatrix-vector multiplication is similar, it
totally requires % AND gates and mTz —m+1 XOR gates

with delay of 7'+ [log, (5 )]7'x . Finally, m—1 XOR gates
are needed to add these two results up which lead one
more T’x delay.

Example 3.2. Consider the reduction of A’ presented
in Example 3.1. The construction of M4 is based on
following equation:

zt = 2%t 4 22 for i = —4, —3;
2t =23 4270 for i =3,4.

Then M4 = MA,l + MA72 where

-2 ap aip ag Qa4 as
-1 a; ag ajp'! as ay
My:1= 0 0 a1 a 1 as as ,
1 | a 0 aiias+as as
2 ap ap 0! a3 as+aq
and ‘
-2 a 0 0,0 O
-1 ai ag 010 0
Maz= 0 | 0 0 0 as as
1 0 0 010 a4
2 0O 0 O ‘ 0 O

Then Siz=%*mod 2% +22+1 = [Ma1,Maz2] - [b,b]7.
Firstly, it is easy to see that 21 — 12 AND gates are
needed for the bitwise multiplication. Then we evaluate
the number of required XOR gates. According to the
description of Subsection 3.3, we use three intermediate
values:

Py =a1by + apby + asbz + azbs + agbo,
Py =a1by + agbs 4 asby + a1bg + apby,
Py =aszbs + asby + a1by + agbs.

As show in Table 8, each vector of M4 1 -b and My 5 -
b shares some common items of Py, P;, Py and certain
number of XOR gates will be saved. For example, the
binary tree of M 1(4,:) -b+Ma2(4,:) - b is as follows:

[albg + (121)3] + [a4b4 + a4b3] + [a3b4 + aobo], (18)

Py Py

while the binary tree of M4 1(5,:) - b+ Ma2(5,:) - b is:

[a3b3 + a2b4] + asby + [a1b0 + a0b1] . (19)

Py Py

Additions in the square brackets of the above expression-
s are compute simultaneously, and the underlined ones
can be saved as we compute them in Py, P;, . One can
check that (18) and (19) require W (3)+W (2)—1+W (1) =
3 and W(3) + W(2) — 1 = 2 XOR gates, respective-
ly. Consequently, we totally need 18 3 XOR gates for
S1z7* mod z° + 22 + 1 with delay T4 + ([logy, 7]Tx) =
Ty +3Tx.

3. More XOR gates can be reused in this example, but we prefer to
use the general formulae presented in Table 9.



TABLE 1
The overlapped values, m even, 0 < k <n

first part Overlapped #XOR second part Overlapped #XOR
Myi(1:)-b P, W(m)—1 My 2(1:)-b Py W(1)
My 1(2:) b Piy1 W(m)—1 My2(2:) b Py W(2)

MA,l(n —k Z) -b Pn71 W(m) -1 MA,Q(’C Z) -b Pk,1 W(k)
MA,l(n—k—i-l:)-b Po W(m)—l MAyz(k-l-l:)'b Pk+1 W(m—k—l)
Myi(m—Fk:)-b Pn_1 W(m)—1 Myo2(n—1:)-b P, W(n+1)

MAyl(m—k—l-l :) -b Py W(m)—l MA’2(TL) -b Py W(n)
My 1(m:)-b P_1 W(m)—1 Mjgo(m—1:)-b P,_1 W(1)
TABLE 2
The space and time complexity of S;z~2% mod f(x)
case #AND #XOR Delay
m even, m < 2k m? mism Sk W)+ ST W) + mW (m) T + ([logy(m + k)))Tx
m even, m = 2k %2 m?-m Ta + (14 [ogo(F)NTx
2
m odd, m > 2k +1 . mZ=2m=1 4 (4 )W (m) +nW(n+1) + (m—k—1)W(n
; i B D) £ W)+ nk W) |
n =" im1 W) + 220 W) 4+ 275" W ()
2
m odd, m < 2k +1 mZ=2m=1 4 (o4 1)W(m) +nW (n+1) + kW (n)
. m> 1 ° o . Ta + ([loga(m + k))Tx
n=te 2si W@+ 355 WO + 3 W)

3.3.2 Complexity analysis for Sex™~2¥ mod f(z)

Apparently, we compute So2"~2* mod f(x) as follows:

Soz" 2* mod f(x) =My v
=My, -v+Myg-v

= [My,1,Mys] - [v,v]T

(20)

The computation of So2™"~2F mod f(x) consists of the
precomputation of U, V and matrix-vector multiplication
presented as above. Firstly, 2n XOR gates are needed
for precomputation of U,V which cost one Tx in par-
allel. Then, note that there are some common items
between My ; and My, the matrix-vector multiplica-
tion [My.1,My2] - [v,v]T follows the same line of the
computing strategy presented in subsection 3.3.1. One
Ty is needed for bitwise parallel multiplication and the
required number of T’y is equal to the depth of biggest
binary trees related to non-zero entries of each row of
[My1 - v,My - v], which is varied according to m and
k. For simplicity, we only evaluate the upper bound of
the number of T'x for some cases. The space and time
complexity of (20) is summarized in table 3.

Example 3.3. Consider the reduction of U’ in Example
3.1. Since 5 = 2-2+1, there is no reduction needed here.
We have My = U’. In addition, the delay of My - v is
Ta+[log, 31Tx = T'a+2Tx. Plus one T'x for computation
U,V, the delay of Sez~2mod 2%+ 2% +1 is Ty + 3T
which is no bigger than that of S;27% mod z° + 22 + 1.

4 COMPLEXITY AND COMPARISON
4.1 Theoretic complexity

Based on the delay of the two expressions presented in
Table 2 and 3, we immediately have following proposi-
tion.

Proposition 1 Let T, and T, denote the delay of Syx—2k
and Sax™~2* modulo f(z), respectively. Then Ty, is no bigger
than Ts,.

Proof According to circuit delay expressions in Table 2
and 3, it is clear that both 7, and 7;, contain 1 T4.
We only need to compare the coefficients of T'x in these

tables. Still consider the six cases indicated in subsection
3.2.2.

Case 1: 1 + [log,(
Case 2: 1+ [log,(
Case 3: 1 + [logy(k)] < [logy(m + k)T,
Case 4: 1 + [log,(

flogy ("] < [logy(m + k)1,
Case 6: 1 + [log,(k)] < [logy(m + k).

Case 5: 1 +

One can directly check that 7, is smaller or at most
equal to T;,, which conclude the proposition. O

Proposition 1 ensure that S;z72% mod f(z) and
Sox™ 2% mod f(x) can be implemented simultaneously,
and the final time delay is T,. Then we add up these



TABLE 3
The space and time complexity of So2"~2¥ mod f(x)

case #AND #XOR Delay
1 m? m S EPT W@ 41 | < Ta+ (14 Nogy(m — k— 1)])Tx
2 = 241 Ta + (1+ [log ()] Tx
3 mT2 mT2 + Zf;? W) +1 <Ta+ (14 [logy k1)Tx
4 | mie2mil | mPimes z’f F W) | <Ta+ 1+ Nogy(m —k—1)])Tx
5 | migmil m?+2m=3 Ta + (1+ [log (51 ) Tx
6 | mitmtt | mimas oI g < T + (1 + [log, K1) Tx

values to obtain the ultimate result which requires m
XOR gates and one T’y in parallel. As a result, we obtain
the total space complexity of the proposed multiplier by
summing up all these related expressions.

If m is even:

#AND : 372
2 *
#XOR : 22= — 4 O(mlog, m)*,
Delay : Ta+ (1+ [logy(2m—k—1)]) T'x, (m>2k),
T4+ (1 + [logy(m+k)]) T'x, (m<2k).
21)
If m is odd:
3m? m—
HAND ; Smit2m=1
2 *
#XOR : 22- 4+ 2 4+ O(mlog, m)”,
Ta+ (1+ [logy(2m—k—1)]) T'x, (m>2k+1),
Delay :
Ta + (1 + [logy(m+k)]) Tx, (m<2k+1).
(22)

We note that the expressions for number of XOR gates
in Table 2 and 3 contain the sum of hamming weights
related to certain integer o, denoted by >_7_, W (i). This
expression can be roughly written as log, o [6], [16].
Notice that such o < m, thus we use the expression with
O(mlog, m)* instead to make it simpler. If m is even and
m = 2k, the explicit formula with respect to the space
and time complexities are given in Table 5.

4.2 Comparison

As the most important contribution of this study, the
time delay of our multiplier is summarized in following
table.

TABLE 4
Time delay for SPB multiplier using f(z) = 2™ + 2* + 1
m < 2k Ta + (1+ [logy(m+k)]) T'x
m =2k Ta+ (1+ [logym]) Tx
2k <m—1 | Ta+(1+ [logy(2m—k—1)]) Tx

Compared with the fastest bit-parallel multiplier [13],
[14], our proposal only requires one more 7'x. In addi-
tion, it is especially attractive if the corresponding circuit

delay is T4 + (1 + [log, m])Tx, this happens only if m, k
satisfy:

[logy(m + k)]
[logy(2m—k—1)]

[logy m], m < 2k,
[logom], 2k <m —1.

In fact, for the range 100 < m < 1023 with cryptographic
interests, there are 1405 irreducible trinomials and 457
trinomials satisfy the above condition.

In Table 5, we give a comparison of several differen-
t bit-parallel multipliers for irreducible trinomials. All
these multipliers are using PB representations except
particular description. It is clear that our scheme is
faster than other Karatsuba-based multiplier and still has
roughly 25% logic gates gain. In [9], [15], [21], the au-
thors investigated the speedup of Karatsuba multiplier
independently. None of them had given such a precise
time bound for all the trinomials. To the best of our
knowledge, this is the first time to show that Karatsuba-
based multiplier can always be only 17 slower than
the fastest bit-parallel multipliers which were previously
proposed.

5 CONCLUSION

In this paper, we have constructed a matrix-vector for-
m of Karatsuba algorithm, based on which a novel
bit-parallel GF'(2™) multiplier is proposed. Mastrovito
scheme and shifted polynomial basis are combined to-
gether to reduce the gates delay. New sub-expression
sharing approach is utilized to exploit common items
sharing efficiently. As a result, it is argue that our propos-
al matches the fastest Karatsuba-based multipliers and is
only one T’x slower than the fastest quadratic multipliers
where no divide-and-conquer algorithm is applied.

Furthermore, we note that, based on the similarity
between SPB and Montgomery multiplier, the proposed
efficient design schemes can be easily move to design
bit-parallel GF(2™) Montgomery multiplier. Finally, the
space and time trade-off enable our scheme to ap-
ply in acceleration of scalar multiplication under some
area constraint platforms. We next work on Mastrovito-
Karatsuba multiplier for pentanomials.



TABLE 5

Comparison of Some Bit-Parallel Multipliers for Irreducible Trinomials

10

Multiplier # AND # XOR Time delay
k1,1 <k< mT_l
Montgomery [27], school-book [26] m?2 m2—1 Ta + (2 + [loge m])Tx
Mastrovito [22] [23] [24] m? m2—1 Ta + (2 + [logy m])Tx
Mastrovito [25] m? m? —1 T4+ ([logy(2m + 2k — 3)])Tx
SPB Mastrovito [13] m?2 m2 —1 Ta + [logy(2m — k — 1)]Tx
Montgomery [14] m?2 m? —1 Ty + [logy(2m — k — 1)]Tx
2 2

Karatsuba [10] % 25 tdm k- % (m odd) Ta + (3 + [logy(m — 1)) Tx

N

#+5Tm+k—4(meven)

Modified Karatsuba [15]

3
2
T+ (m—k)

m2 1 (m— k)? + 2k

Ta + (2+ [logy(m — 1)])Tx

Modified Karatsuba [9]

m2 — k?

m?2+k—k?-1(1<k<P)

2 2 1
m? + 4k —k* —m — 1(F <k < M5=)

m? + 2k — k2(k = =1

S Ta+ 2+ [logym])Tx

Montgomery squaring [16]

3m2 +2m—1
4

% + O(mlogy m) (m odd)

< Ta+ (3+ [logy m])Tx

3’22 % + O(mlogy m) (m even) Ta + (2 + [logom])Tx
A A+ 3k — Type-A T 1 o)|T
Chinese Remainder Theorem [29] + m (Type-A) 4+ [logy(O)]Tx
A A+ 2k — m + kW (k) (Type-B) T4 + [logy(3m — 3k — 1)|Tx
3m24+2m—1 3m? m 0 1 dd
SPB Mastrovito-Karatsuba 4, 4, +75 +0(mlogym) (m odd) Ta+ (14 [loge(2m —k—1)))Tx
3% 3"% — 5 +0(mlogy m) (m even)

where A = m?2 4 (m=RmMZ1Z3k) (mo1 g o m gv-1 < | < 2v), © = max(3m—3k—1,2m—2k+27)

™+ 2k +1,m =2k

Mastrovito [22] [24] m? m? — 5 Ta + (14 [logo(m — 1))Tx
Montgomery [27], school-book [26] m?2 m? — 5 Ta+ (14 [logy(m — 1)])Tx
Mastrovito [25] m? m? — 5 Ta+ (“052(37»%)])7&
SPB Mastrovito [13] m? m? -2 Ta+ ’—IOgQ(BTmﬂTX
SPB Karatsuba [21] 3m? 3 41 Ta + (1 + [logy(m —1)])Tx
Modified Karatsuba [9] 5’22 # +m—1 Ta + (1+ [logo(m +2))Tx
TmZ—2m 7m2+2m T -A T 1 2 T
Chinese Remainder Theorem [29] — 28_ oY — 2_2m8 (Iype-A) atl 0g2(3m)1 X
T e +2k’W(k:) (Type-B) Tx + ﬂog2(7m).|TX
SPB Mastrovito-Karatsuba 3m- m- g mog g T + (14 [logy m])Tx
™ + 3+ 1,m < 2k
Mastrovito [22] [24] m2 m2 —1 T4 + ([logo(2"m)])Tx
Mastrovito [25] m2 m2 —1 Ta + ([logo(©)1)Tx
SPB Mastrovito [13] m?2 m2 —1 Ta + [logy(m + k)] Tx
Montgomery [14] m?2 m? —1 Ta + [loge(m + k)| Tx
3m”+2m—1 3m® L m y om] dd
SPB Mastrovito-Karatsuba 4 4, +%3 +0(mlogym) (m odd) Ta+ (1+ [logy(m+k)])Tx
3m 3m m

4

== —5+0(mlogy m) (m even)

where r = [2=1], © = 2" (m—1—(r—2)(m—k)) — 2(m—k) + 1

m—k




APPENDIX A
PROOF OF OBSERVATION 3.1

Proof According to the definitions of Ay, Ay and Ap,
we have

AU[\L (m - k)] = [07 T 707A,(17 :)T7 T

(8]

9]

A (k)T
m—k
Ay =[Ak+1,)", - Ak+m,)"]7,
AL[t (k4 1)) = [A(k+m+1,)", - A@2m —1,)T,0,---,0"

,0
N——
kA1

[10]

BN

Then
ALl (m— KAt (k1)) = (A bme4 1,7, A @m—1,97,
07 A’(la :)Ta e 7A’(k7 :)T]T'
Thus Ay + Ayl (m — k)] + ALt (k+1)] is given by:
(A (k+m4+1,) "+ A (k+1,)7, - A@2m—1,)T+A(m—1,:)7,
Am, )T AT+ A (mA41,)" Ak )T 4+ A(k4m, )T

[12]

(14]

[15]

In addition, this matrix can also be rewritten as E[O k],

where

E=[A®1)" +Am+1,)" o Ak )T + A(k+m, )T,

Ak+1,) T+ A (k+m+1,)7, - A(m—1,)"+A(2m—1,:)",
A(m, )7,

[16]
[17]

(18]

It is clear that F is equal to the upper m rows of A’ plus [19]
its lower m — 1 rows. We can obtain the formulae (12)

. . [20]
and (12) immediately. ]

[21]
APPENDIX B

Table 6-10 give the overlapped values for Si1z~2* mod
f(z) of other cases.

[22]

[23]
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TABLE 6
The overlapped values, m even, n < k <m
first part Overlapped #XOR second part Overlapped #XOR
Myi(1:) b Pi_n W(m)—1 My 2(1l:) b Py w(1)
My 1(2:) b Pi_ni1 W(im)—1 My 2(2:) b Py W (2)
Myi(m—Fk:)-b P,_1 W(im)—1 My 2(n:)-b P,_1 W(n)
MAyl(m—k—l-l:)'b Py W(m)—l MA72(7KL+1:)'b Py W(n+1)
My i(m+n—k:)-b Pn_1 W(im)—1 My o(k:)-b Pi_pn_1 W (k)
My i(m+n—k+1:)-b Py W(m)—1 My2(k+1:)-b Pi_nt1 Wim—k—1)
My i(m:)-b Pr_pn-1 W(m)—1 || Mga(m—1:)-b P, W(1)
TABLE 7
The overlapped values, m odd, 0 < £k <n —1
first part Overlapped #XOR second part Overlapped #XOR
My 1(1:)-b Py, Py Wn+1)+W(n)—1 My2(1:) b Py wW(1)
My,1(2:):b Piy1,Pegro | Wn+1)+W(n)—1 Ma2(2:)-b P W(2)

My i(n—k:)-b P,_1,Pn Wn+1)+W(n)—1 My o(k:)-b Pr_1 W (k)
Myi(n—k+1:)-b Py W(m)—1 Mypa(k+1:)-b Py, Pyt W(n —k)+ W(n)
My i(m—Fk:)-b Pn_1 W(m)—1 My 2(n:)-b P,_1,Pn W(1) + W(n)

Myi(m—k+1:)-b Py, P1 Wn+1)+W(n)—1 My 2(n+1)-b Py W(n)
MA’l(m )b Pkfl,Pk W(n+1)+W(n)fl MA’Q(mflz)-b Pn W(l)
TABLE 8
The overlapped values, modd, n < k <m — 1
first part Overlapped #XOR second part Overlapped #XOR
My, i(1:)-b Py_n W(im)—1 My 2(1:)-b Py W(1)
My,1(2:) b Py—ny1 W(m) -1 Ma2(2:) b Py W(2)
My i(m—Fk:)-b P, W(m) —1 My 2(n:)-b P, W(n)
MAyl(m—k—‘rl:)-b Py, Py W(TL+1)+W(TL)—1 MA,2(7’L+12)'b Py W(n)+W(1)
Myi(m+n—k:)-b P,_1,P, Wn+1)+W(mn)-1 My o(k:)-b Py_n_1 W(n)+W(k —n)
MAyl(m+n—k+1:)~b Po W(m)—l MAyz(k—l-l)b Pk,n+1 W(m—k—l)
My,i(m:)-b Py_pn-1 W(m) -1 Mjgo(m—1:)-b P, W(1)
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TABLE 9
The overlapped values, m odd, &k =n

first part Overlapped #XOR second part Overlapped | #XOR
My i(1:)-b Py W(m)—1 My2(1:)-b Py W(1)
My 1(2:)-b P W(m) -1 My2(2:)-b P, W (2)
My i(n+1:)-b P, W(m)—1 My2(n:)-b P,_1 W(n)
Myi(n+2:)-b Py, P1 Wn+1)+W(n)-—1 My 2(n+1:)-b Py W(n)
MAyl(mfl :) -b Pn_9,Pnh_1 W(n+1)+W(n) -1 MAyg(mf2 )b P,_o W(2)
My,i(m:)-b P,_1,Pn Wn+1)+W(mn)—1 || Maa(m—1:)-b P,_1 W(1)
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