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Abstract

The unbalanced oil and vinegar signature scheme (UOV) is one of signature schemes
whose public key is a set of multivariate quadratic forms. Recently, a new variant of
UOV called Cubic UOV was proposed at Inscrypt 2015. It was claimed that the cubic
UOV was more efficient than the original UOV and its security was enough. However, an
equivalent secret key of the cubic UOV can be recovered easily. In this note, we describe
how to recover it.
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1 Introduction

The unbalanced oil and vinegar signature scheme (UOV) [1] is one of signature schemes
whose public key is a set of multivariate quadratic forms. The signature generation of UOV
is efficient since it requires only linear operations. On the other hand, the key size of UOV
is relatively larger than other schemes.

Recently, a new variant of UOV called Cubic UOV was proposed at Inscrypt 2015 [3]. It
was claimed that the cubic UOV was more efficient than the original UOV and its security
was enough. However, an equivalent secret key of the cubic UOV can be recovered easily. In
this note, we describe how to recover it.

2 UOV

The original unbalanced oil and vinegar signature scheme (UOV) [1] is described.

Let n,0,v > 1 be integers with n := 0+ v and v > o, k a finite field and g := #k. Define
the quadratic map G : k™ — k° by G(z) = (g1(),...,g0(x))" where g;(z) (1 <1 <o)isa
quadratic polynomial in the form

gi(z) = Z x; - (linear form of zo41,...,2,) + (quadratic form of zpy1,...,Zy).
1<i<o
The secret key of UOV is an invertible affine map S : k" — k™ and the quadratic map
G : k™ — k°. The public key is the quadratic map F := Go S : k" — k° To generate a
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signature of a given message y = (y1,...,%0)" € k°, first choose u1, ..., u, € k randomly and
find z1,..., 2, € k such that

G1(2Z1, ooy Zoy ULy e ooy Uy) = Y1,

gO(Zla <.y R0, ULy '7“11) = Yo-
Note that the above is a set of linear equations of z1,...,z,. The signature for y is =z =

S7Hz1, .oy 20y UL,y -, Uyt Tt is verified by F(z) = y.

It is known that an equivalent secret key of UOV can be recovered by Kipnis-Shamir’s
attack [2, 1] with the complexity < ¢"~°-(polyn.). Then the parameter v must be sufficiently
larger than o.

3 Cubic UOV

The Cubic UOV ([3] is constructed as follows.
Let n,0,v > 1 be integers with n := o+ v, k a finite field and q := #k. For = € k", define
the polynomials z1(x), ..., z,(x) and y1(x),...,y.(x) by

z1(x) == Z x; - (linear form of z,41,...,zy,) + (quadratic form of zo41,...,x,),
1<i<o

zi(z) :=(linear form of x1,...,2,), (2<I1<o0),

yi(z) :==riz1(z)(1 + 22(x)) + g1(),

Ya2(w) :=ra21(x)22(7) + ga(7),

yi(x) ==riz(x)(z1-2(x) + 2-1(2)) + gi(z), (3<1<0),

wherery, ..., 7, € E\{0}, g1(x), g2(x), g3(z) are cubic forms of zo41, . .., x, and ga(x), ..., gn(x)

are quadratic forms of zo41, ..., 7. Denoteby Y : k" — k° the map Y () := (y1(), ..., yo(2))’.
The secret key of the cubic UOV is an affine map S : k" — k™ and the polynomial map

Y : k™ — k°. The public keyis F':=Y oS : k™ — k°. To generate a signature of a given

message m = (mq,...,my)" € k°, choose uy,...,u, € k randomly and compute
wy ::rfl(ml —g1(ug, ... uy) — r;l(mg —go(ug, ..., uy)),
woy ::rglwfl(mg —go(ug, ..., uy)),
wy =r; N(wi—g + wi—1) "y — giu, . w)), (3<1<0)
recursively. Find aq,...,a, € k such that
zi(ar, .y oy Uty . uy) =wy, (1 <1< 0).
The signature for m is x = S~ (a1, ..., o, u1,...,u,) L. It is verified by F(z) = m.

4 On the security of Cubic UOV

In this section, we propose an attack to recover an equivalent secret key.
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Step 1. Let fi(x),..., fo(x) be polynomials with F(x) = (fi(x),..., fo(z))!. Choose ¢ € k"
randomly and compute the difference D, f;(x) := fi(x + ¢) — fi(x) for i = 1,2. Denote by Q;
the coefficient matrix of the quadratic form D, f;(x).

Step 2. Find 8 € k\{0} such that the rank of Q1 + Q)2 is at most v.
Since
y1(z) — riry tya(x) = 21(z) + (cubic form of zpy1,...,2y)

and z1(z) is a quadratic form, there exists 5 € k\{0} such that

Q1 + Qs = 8" (% f) 8 (1)

v

Such a constant § is a common solution of univariate equations derived from the condition
that the rank of Q1 + 62 is at most v.

Step 3. Find a v X o matrix M such that
I, M! I, 0\ (0, O
(0 1, ) (Qu+5Q2) (M Iv> = (0 £
and put f/(z) == f; ((ﬁflg)x) for 1 <1 <o.
Due to (1), we see that the matrix M is found easily by elementary linear operations and

M satisfies
g I, O _ (%o *
M I, 0 =%,/
Once such M is recovered, the attacker can generate dummy signatures easily, since g;( (( ¢ **U ) a;)
is a polynomial of xoy1,...,xn,

z1 <<*OO : > l’> = Z x; - (linear form of x,41,...,2,) + (quadratic form of xo11,...,2,)
v 1<i<o

and z ((*00 :U)a:) is a linear form of x1,...,x, for 2 <[ <o. O
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