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Abstract. This paper presents expressive predicate encryption (PE) systems, namely non-zero
inner-product-predicate encryption (NIPPE) and attribute-based encryption (ABE) supporting mono-
tone span programs achieving best known parameters among existing similar schemes under well-
studied static complexity assumptions. Both the constructions are built in composite order bilinear
group setting and involve only 2 group elements in the ciphertexts. More interestingly, our NIPPE
scheme, which additionally features only 1 group element in the decryption keys, is the first to
attain succinct ciphertexts and decryption keys simultaneously. For proving selective security of
these constructions under the Subgroup Decision assumptions, which are the most standard static
assumptions in composite order bilinear group setting, we apply the extended version of the elegant
Déja @ framework, which was originally proposed as a general technique for reducing the ¢-type
complexity assumptions to their static counter parts. Our work thus demonstrates the power of this
framework in overcoming the need of g-type assumptions, which are vulnerable to serious practical
attacks, for deriving security of highly expressive PE systems with compact parameters. We further
introduce the concept of online-offline multi-input functional encryption (OO-MIFE), which is a
crucial advancement towards realizing this highly promising but computationally intensive cryp-
tographic primitive in resource bounded and power constrained devices. We also instantiate our
notion of OO-MIFE by constructing such a scheme for the multi-input analog of the inner product
functionality, which has a wide range of application in practice. Our OO-MIFE scheme for multi-
input inner products is built in asymmetric bilinear groups of prime order and is proven selectively
secure under the well-studied k-Linear (k-LIN) assumption.

Keywords: inner-product-predicate encryption, attribute-based encryption, Déja Q, online-offline
multi-input functional encryption

1 Introduction

FE: Functional encryption (FE) [BSW11,|O’N10] is a new vision of modern cryptography that aims
to overcome the potential limitation of the traditional encryption schemes, namely, the all or nothing
control over decryption capabilities. FE supports restricted decryption keys which enable a decrypter to
learn specific functions of encrypted messages, and nothing more. More precisely, an FE scheme for a
function family #f involves a setup authority which holds a master secret key and publishes public system
parameters. An encrypter uses the public parameters (along with a secret encryption key provided by the
setup authority in case of a private key scheme) to encrypt its message .# belonging to some supported
message space M creating a ciphertext CT(.#). A decrypter may obtain a private decryption key SK(%)
corresponding to some % € F from the setup authority provided that the authority deems that the
decrypter is entitled for that key. Such a decryption key SK(.%#) can be used to decrypt CT(.#) to recover
F (M ). The standard security notion for FE is collusion resistance, i.e., an arbitrary number of decrypters
cannot jointly retrieve any more information about an encrypted message beyond the union of what they
each can learn individually.

PE: An important subclass of FE is predicate encryption (PE) with public index. Consider a predicate
family P = {Po : X — {0,1} | # € 8}, where X and # are index sets. In a PE scheme for the
predicate family P, the associated message space M is of the form X x W, where W contains the actual
payloads. The functionality .# 4, associated with a predicate P» € P is defined as F oz, (X, #) =W,
if P9 (2°) =1, and the empty string L, otherwise, for all (2", %) € M = X x W. In the public index
setting, a PE ciphertext CT(.#) encrypting some message .# = (2, #') includes the index 2" in the
clear.



2 Pratish Datta, Ratna Dutta, and Sourav Mukhopadhyay

Starting with identity-based encryption (IBE) [BF01,Wat05|, which corresponds to the equality pred-
icate, PE has progressively evolved through a sequence of distinguished works to support more and more
expressive predicate families. At the same time, achieving compact parameters and security in the stan-
dard model under static assumptions has been a persisting research direction in PE. In this work we
consider public-index PE for two specific class of predicates, namely, the non-zero inner-product predicate
and attribute-based access policies.

NIPPE: In case of the non-zero inner-product-predicate encryption (NIPPE) the index sets X = # = Z¢ |
for some n,¢ € N. A predicate @5 : 78 — {0,1} associated with some vector y € Z! is defined for
all 2 € Z¢ as ‘@73("%) = 1, if the inner product (z,y) # 0, and 0, otherwise. NIPPE is known to imply
identity-based revocation (IBR) [AL10], which itself is an important cryptographic primitive for efficiently
and securely handling dynamic content distribution systems and group communication systems.

The first NIPPE scheme was proposed by Attrapadung and Libert |[AL10] in prime order bilinear
group setting with security in the co-selective model under the Decisional Linear (DLIN) and the Decisional
Bilinear Diffie-Hellman (DBDH) assumptions. Their NIPPE scheme has 9 group elements in the ciphertext
headers, i.e., except the group element masking the payload, while O(¢) group elements in the decryption
keys and the public parameters, where £ is the length of the vectors. In subsequent works, Attrapadung et
al. [ALDP11| and Yamada et al. [YAHK14] further reduced the NIPPE ciphertext header size to include
only 2 group elements, however, the decryption keys and the public parameters continued to involve O(¥)
group elements. These NIPPE constructions are also built in prime order bilinear groups and are proven
secure, the former [ALDP11] in the co-selective model while the latter [YAHK14] in the selective model,
under the Decisional Bilinear Diffie-Hellman Exponent (DBDHE) assumption parameterized by ¢. The
number of ciphertext header components achieved by these two NIPPE constructions is the smallest in
the literature so far.

However, as demonstrated by Cheon [Che06], the g-type complexity assumptions such as DBDHE and
thus the cryptosystems built on them are vulnerable to a serious attack. Specifically, Cheon developed
an algorithm which recovers the secret involved in a ¢-type assumption in time inversely proportional to
q. Later, Sakeme et al. [SHIT12| showed that the attack of Cheon can be a real threat to cryptosystems
based on g-type assumptions by executing a successful experiment. Hence, it is clear that the parameters
of g-type-assumption-based cryptographic constructions must scale with ¢ in order to maintain a constant
security level.

Adaptively secure NIPPE constructions with constant number of group elements in the ciphertext
headers were proposed in the works by Okamoto and Takashima [OT15], and by Chen et al. [CGW15] in
prime order bilinear groups under the DLIN and k-linear (k-LIN) assumptions respectively. The construc-
tion of [CGW15| meets the least number so far, i.e., 2 group elements in the ciphertext headers. However,
decryption keys and public parameters consist of O(¢) group elements in each of the two constructions.
In summary, to the best of our knowledge, currently there is no NIPPE scheme available in the literature
that features constant number of group elements simultaneously in the ciphertext headers and in the
decryption keys.

ABE: An even more expressive form of public-index PE is attribute-based encryption (ABE). The recent
advances in cloud technology has triggered an emerging trend among individuals and organizations to
outsource potentially sensitive private informations to external untrusted servers and later share various
segments of the outsourced data with legitimate entities. ABE is an indispensable cryptographic tool for
preserving data confidentiality in such cloud computing platforms. ABE comes in two flavors, namely,
key-policy and ciphertext-policy. In a key-policy ABE system over an attribute universe U, the index set
X consists of all non-empty subsets of U and the index set # is comprised of certain access structures over
U. A predicate Z4 : X — {0, 1} associated with some access structure &7 € 8 is defined for all attribute
sets I' € X as P (I") = 1, if the access structure &7 accepts the attribute set I', and 0, otherwise. The
ciphertext-policy variant interchanges the roles of attribute sets and access structures. In this work, we
concentrate on key-policy ABE.

The notion of ABE was introduced by Sahai and Waters [SWO05] for threshold access structures. Over
time the class of access structures realizable by ABE systems has been gradually expanded by several
researchers |[GPSWO06,/OSW07,/Wat11l] culminating into the recent state of the art constructions which
can now support access structures represented by arbitrary polynomial-size circuits [GGH™13[|GVW15]
and even Turing machines [GKP™13]. However, in view of the current progress in computing technology,
it appears that the most expressive form of access structures supported by computationally practical
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ABE systems are span programs. Besides the expressiveness of supported access structures, succinctness
of ciphertext headers has been an important concern towards practicality of ABE schemes.

Emura et al. [EMNT09], Herranz et al. [HLR10|, and Chen et al. [CCL™13] constructed ABE schemes
with constant number of components in the ciphertext headers. However, the access structures supported
by those constructions are very limited. Attrapadung et al. JALDP11] were the first to develop a selec-
tively secure key-policy ABE construction supporting non-monotone span programs in prime order bilinear
groups featuring 3 group elements in the ciphertext headers based on the DBDHE assumption parameter-
ized by ¢, where ¢ is the maximum number of attributes per ciphertext. Later, Yamada et al. [YAHK14]
designed another selectively secure key-policy ABE scheme for non-monotone span programs in prime
order bilinear group setting that further reduced the number of ciphertext header components by 1 group
element. As per our knowledge, this construction involves the least number of ciphertext header compo-
nents among the computationally practical key-policy ABE systems currently available in the literature.
However, the underlying complexity assumption of this construction is again DBDHE parameterized by
¢. Attrapadung |Att14,|Att15] subsequently built adaptively secure key-policy ABE schemes for mono-
tone span programs with constant number of group elements in the ciphertext headers. The construction
of [Att14] is developed in composite order bilinear groups and it has 6 group elements in the ciphertext
headers, whereas, the scheme of [Att15] is constructed in prime order bilinear groups and its ciphertext
headers include 18 group elements. These constructions are also based on certain ¢-type assumptions
which are even stronger than the DBDHE assumption.

Clearly, the principal downside of all the four ABE constructions [ALDP11,[YAHK14] Att14,/Att15]
is that they suffer from Cheon’s attack [Che06] and require parameters that scale with the number of
attributes per ciphertext or in the attribute universe for preserving a fixed security level. This bottleneck
of using g-type complexity assumptions for building key-policy ABE systems with constant number of
ciphertext header components was first mitigated by Chen and Wee [CW14], who designed a key-policy
ABE scheme for monotone span programs in composite order bilinear group setting based on static as-
sumptions featuring the least number (only 2) of group elements in the ciphertext headers among existing
similar constructions. However, the static assumptions used in |[CW14] are rather non-standard. More
recently, Takashima |Tak14] constructed a semi-adaptively secure key-policy ABE scheme supporting non-
monotone span programs in prime order bilinear groups under the well-studied static DLIN assumption
featuring 17 group elements in the ciphertext headers. In all the ABE constructions discussed above, the
number of group elements constituting the decryption keys and the public parameters are O(m/¢) and
O(¥) respectively, where m is the maximum number of rows of the matrix representing the span program.

Online-Offline MIFE: Multi-input functional encryption (MIFE), introduced by Goldwasser et al.
IGGGT14] and subsequently studied in |[GJN15, BKS15, BGJS15,[BLR" 15|, is a generalization of FE
to the setting of multi-input functions. In an MIFE scheme for a family F,, of m-ary functions, a de-
cryption key SK(.%) corresponding to some function # € F,, can be used to decrypt m ciphertexts
oM (M), ..., et (L (™), encrypting the messages .#1, ..., .#(™ for the input slots 1,...,m
respectively, to retrieve F (.4 N 4 (m)). In such systems, other than generating the public system
parameters and master secret key, the setup authority also creates m encryption keys ENkK(!), ... ENK(™)
which are necessary for encrypting messages for the input slots 1,...,m respectively. MIFE has a wide
range of practical applications such as running SQL (structured query language) queries on encrypted
databases, non-interactive differentially private data release, delegation of expensive computations to
external servers and many more.

The bounded-norm multi-input inner product functionality, which we consider in this paper, is an
extension of the usual single-input inner product function and has been explicitly defined by Abdalla
et al. JARW16]. A multi-input inner product function ﬁgm (m) OVer Zy, is specified by an m-tuple of

@(1), ... ,gj(m)), where for each j € [m], ;D(j) is a vector of length ¢ over Z,,, for some m,n,{ € N.
The function ﬂz}.(l) S0 takes as input m vectors i(l), . ,%(m), where for each j € [m], 70

cy

vectors (

is again a

vector of length ¢ over Z,, and outputs the sum of inner product values Y (3:(”, g}(j)>. In the bounded
j€lm]

norm setting, it is required that the norm of each component inner product @"(]),g}(])) be bounded by

some fixed B € N. Inner product and hence its multi-input variant is an extremely useful functionality

in the context of descriptive statistics, e.g., for computing the weighted mean of a collection of values.

It also enables the computations of conjunctions, disjunctions, and polynomial expressions, as well as

determination of exact thresholds.
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In recent years, as computation is moving on to resource bounded and power constrained devices such
as mobile phones, there has been a growing demand for online-offline cryptography. The basic idea of the
online-offline model is to provision for an expensive preparation or offline phase, where the majority of
computation is performed before the actual data become available. This is followed by an efficient online
phase, which is executed when the data become known.

One vital limitation of FE is that the rich functionalities often come at the expense of a serious com-
putational load compared to traditional encryption schemes. Specifically, the decryption key generation
time depends on the complexity of the functions, while the encryption time scales with the length of
the message and sometime even with the complexity of the function family. The situation is evidently
more severe in the context of MIFE as multi-input functionalities have much larger complexity compared
to the single input ones. In fact, an exacerbating issue is that the cost for operations may vary widely
between each ciphertext and decryption key, thus forcing a system to provision for a load that matches
a worst case scenario. In the field of single-input FE, online-offline versions have already been considered
for IBE |[GMCO08|LZ09], ABE [HW14], and very recently for general purpose FE supporting arbitrary
polynomial-size circuits in the bounded collusion setting |[AR16]. However, MIFE is not yet investigated
in the online-offline model.

Our Contributions: Our goal in this work is to develop NIPPE and ABE schemes with optimal pa-
rameters under well-studied static complexity assumptions. Specifically, we present the following two
interesting results:

— Firstly, we construct an NIPPE scheme with 2 group elements in the ciphertexts and, at the same time,
only 1 group element in the decryption keys. To the best of our knowledge, our NIPPE construction
is the first to achieve succinct ciphertexts and decryption keys simultaneously. The proposed NIPPE
scheme is built in composite order bilinear group setting and is proven selectively secure under the
standard Subgroup Decision assumptions, which are static in nature. However, the number of group
elements forming our NIPPE public parameters remains the same as earlier constructions, i.e., O(¥),
where £ is the length of the vectors.

— Our second construction is a selectively secure key-policy ABE scheme supporting monotone span
programs in composite order bilinear groups with only 2 group elements in the ciphertexts. The
security is also proven under the well-studied static subgroup decision assumptions. Even when com-
pared in terms of bit length with the only existing standard static assumption-based key-policy ABE
scheme [Takl14] which achieves constant number of components in ciphertext headers in prime or-
der bilinear group setting, our ABE ciphertext size turns out to be much shorter. For instance, it is
known that |Frel0] for achieving an equivalent security level of a 160 bit prime order bilinear group, a
composite order bilinear group requires the group order of 1024 bits. Thus, at this security level, the
ciphertext bit-length of [Tak14] would be 17 x 160, whereas, that of ours would be 2 x 1024, which is
roughly 25% smaller. Our ABE decryption keys and public parameters involve respectively O(m¢) and
O(¢) group elements which are the same as all previously known key-policy ABE construction with
short ciphertexts. Here, m and ¢ respectively denotes the maximum number of rows in the matrix
representing the supported span programs and the maximum number of attributes per ciphertext.

We work in the key encapsulation mechanism setting, where the PE ciphertexts hide a symmetric session
key that can be used to symmetrically encrypt the actual payload of arbitrary length. For proving security
of our PE constructions, we employ the recent extended Déjd @) framework presented by Wee [Weel6]. The
Déja Q framework was originally proposed by Chase et al. [CM14]. It is a general framework for reducing
various g-type complexity assumptions or their generalization, namely, the family of uber assumptions
[BBGO5,[Boy08] to their static counter parts in composite order bilinear group setting making use of
the classic dual system methodology [LW10,[LOST10]. A major efficiency drawback of the framework
of |[CM14] was its dependence on asymmetric bilinear groups. Wee [Weel6] has advanced the Déja Q
technique to overcome the necessity of working with asymmetric bilinear groups. Further, Wee [Weel6]
has applied the enriched Déja Q technique to design IBE and broadcast encryption (BE) schemes with
essentially optimal parameters without relying on ¢-type assumptions. Wee has left the possibility of
utilizing this elegant framework as an interesting research problem towards achieving compact parameters
for more advanced cryptographic primitives with security under static assumptions. In this paper, we
make progress in exploring the power of the extended Déja Q framework by employing the technique
in the context of highly expressive PE systems such as NIPPE and ABE. The technical contribution of
our work thus lies in demonstrating a different approach towards attaining succinctness for NIPPE and
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ABE schemes without requiring ¢-type assumptions by allowing a crucial looseness of ¢ in the security
reduction. Regarding computation cost, note that the decryption algorithm of both of our constructions
require only 2 pairing operations which is the smallest among all similar works mentioned above.

A third contribution of this paper is to introduce the notion of online-offline multi-input functional
encryption (OO-MIFE) and to develop the first OO-MIFE construction for the multi-input analog of
the inner product functionality. As observed in [ARW16], a multi-input inner-product encryption (MIPE)
scheme in the public key domain for m-ary inner product functions can be readily constructed by running
m independent copies of a single-input inner-product encryption (IPE) scheme. It is trivial to see that a
similar conversion also works for the online-offline setting in this domain. At the same time, the public
key single-input IPE schemes available in the literature [ABDCP15|,|ALS15] are easily convertible to the
online-offline mode. However, such a transformation does not work in the private key regime [ARW16].

Consequently, in this work, we focus on developing a private key online-offline multi-input inner
product encryption (OO-MIPE) from efficient and standard cryptographic tools. Following the earlier
online-offline FE constructions [GMCO8||[LZ09,[HW14], we attempt to develop an OO-MIPE scheme which
prepares intermediate ciphertext and decryption key components in the offline phase. When the data be-
come available in the online phase, the corresponding ciphertext and decryption key components can be
quickly constructed by incorporating simple correction factors to those intermediate quantities. We start
by observing that the only existing private key MIPE construction due to Abdalla et al. [ARW16| has
well suited algebraic structure for our strategy. We develop a correction technique that carefully utilizes
the algebraic structures of the ciphertext and decryption key components of [ARW16] to push almost the
entire computational bulk into the offline phase without significantly increasing the ciphertext or decryp-
tion key sizes over those of [ARW16]. Like [ARW16], our OO-MIPE construction is built in asymmetric
bilinear groups of prime order. We reduce the selective security of our OO-MIPE construction directly to
that of the MIPE scheme of [ARW16] which is selectively secure under the well-studied k-LIN assumption.
As an advantage of our reduction, our OO-MIPE scheme would inherit any future improvements in the
security guarantee offered by the MIPE construction of [ARW16].

Our online operations are quite fast. Our online decryption key generation algorithm costs only mf(k+
1) modular multiplications, where m, ¢, and k are respectively the arity of the multi-input inner product
function, the length of the vectors, and the parameter of the underlying complexity assumption. Thus, for
instance, if we base the security of our construction on the Symmetric External Diffie-Hellman (SXDH)
assumption, then & = 1, so that our online decryption key generation algorithm would involve just
2m{ modular multiplications. Our online encryption algorithm is even more efficient as it incurs only
modular additions which is the fastest operation in bilinear group setting. Regarding communication
and storage requirements, both our offline and online decryption keys contain m(k + 1) additional Z,,-
component over those of the MIPE scheme of [ARW16|, while our offline and online ciphertexts both
include only ¢ additional Z,-components over those of the MIPE construction of [ARW16]. The increase
in the ciphertext and decryption key sizes is reminiscent with those of earlier online-offline single-input
FE constructions |[GMCO08,LZ09, HW14]. Moreover, the sizes of our public parameters and encryption
keys are exactly the same as those of the MIPE construction of [ARW16].

Concurrent Work: In a concurrent and independent work, Chen et al. [CLR16] have developed a
composite order NIPPE construction identical to the one presented in this paper and have derived its
selective security under the Subgroup Decision assumption, utilizing the Déja @Q technique. However, our
work extends to exploring the power of Déja @ framework towards even more sophisticated form of PE,
namely, ABE. Moreover, our third contribution, namely, the notion of OO-MIFE and its realization for
the inner product functionality is not reported in the work of [CLR16].

2 Preliminaries

In this section, we will provide some cryptographic backgrounds which will be necessary in the sequel.
Let A € N denotes the security parameter and 1* be its unary representation. A function negl is negligible
if for every ¢ € N, there exists k € N such that for all A > k, |negl())| < 3. Throughout this paper we
will follow notations presented in Fig. 2.1}
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Symbol Explanation

REs N is uniformly sampled from a set S.

x& z (T) |sis a random variable representing the output of a randomized algorithm Z on input 7.

»=Z(T) |5 is the output of a deterministic algorithm Z on input 7.
(6] {1,...,6} C N, where fi € N.

v a vector (v1,...,v5) € 78 of length £, for some n, fi € N.

B = (B,,./)axa |a member of 7556 6. a matrix of size fi x f’ with entries B, € Zn, for . € ],/ € [f],
where fi, i’ € N.

BT (v") the transpose of the matrix B € Z&*% (the vector v € Z1).

N - =T R N -
(v,w) or vw' |the inner product Y wjw; of vectors v,w € Z5.
iclf]

z=g a B-length vector of group elements, (z1 = g"%,..., 25 = ¢g"%) € Gf, for some cyclic group G
of order n and some g € G, where v € Z8 .

9" =(g")° |(g°,...,9"") € G", where § € Zn, v € Z%, and g € G.
g”*a = g;g;” (gUrren ... gvitn) € G, where v,w € Z5 and g € G.

Z =g® a matrix (g% Vg € GﬁXﬁ/, where B = (B, ,/ )ixsr € ZﬁXﬁ/ and g € G.
(Z); — (gB); g;BT € Gf, where v € ZE;, Bc Z?fﬁ’, and g € G.

Fig.2.1. Notations

2.1 Bilinear Pairing Groups

Definition 2.1 (Bilinear Pairing Groups). A bilinear pairing group is a tuple (n, Gy, Ga, Gr,e) of
n € N; cyclic groups G1, Gy, Gr of order n; and a pairing e : G; X Go — G with the following properties:

i) (Bilinearity) For all g1 € Gy, g2 € Go, and (1,2 € Zy, e(gfl,g§2) = e(g1, g2)"¢.
ii) (Non-Degeneracy) There exists g1 € G1 and go € Go such that e(g1, g2) has order n in Gr.

A bilinear pairing group generation algorithm G takes as input the unary encoded security parameter
A and outputs the description of a bilinear pairing group (n, Gy, G2, Gr, e) with n of size ©(\). Gy and Go
are referred to as the source groups, while Gr is referred to as the target group. The group operations in
the groups G1, G2, Gr, and the pairing e are assumed to be computable in polynomial time with respect
to the security parameter .

A bilinear pairing group (n, G1, G, Gr, e) is said to be symmetric if Gy = Gy = G (say), otherwise, it
is called asymmetric. On the other hand, in case n is a prime integer, the bilinear pairing group is said to
be of prime order, else, it is of composite order. We assume that a bilinear pairing group generator G also
takes as input the variables type € {symmetric, asymmetric} and ord € {prime, composite} in addition
to the security parameter A\, and outputs the description of a bilinear pairing group of the specified kind.

Observe that given a bilinear pairing group (n,G1,Ga, Gr,e), for any ¢ € N, we can define a new

bilinear pairing E, : G{ x GI — Gr as FE,(a,b) = [] e(a,,b,), for all @ € G{,b € GI. The bilinearity
LElq

and non-degeneracy properties of the pairing E, follo[vx]fs readily from those of the pairing e. Note that

Eq(giggj) = 6(91792)@’77», for any g1 € Gi1, g2 € G2, and any v, w € Z,.

In this paper, we consider symmetric bilinear pairing groups of composite order and asymmetric
ones of prime order. For symmetric composite order bilinear pairing groups (n,G,Gr,e), we consider
n = p1p2p3, where p1, pa, p3 are three distinct prime integers of size (). We let G, and Gy, , denote
the subgroups of G of order p, and p,p, respectively, for ¢,.’ € [3]. Note that these subgroups are
orthogonal to each other under the bilinear pairing e, i.e., if §,§’ are elements of two different subgroups
out of {Gyp,,Gp,,Gp,}, then e(g,q’) is the identity element in Gr. If g, §, and § are some elements of

Gy, , Gp,, and G,, respectively, then every element § € G can be expressed as § = gfgégf, for some
£,6,€ € Zy,. We will refer to ¢¢ as the “Gp, component of §”, and similarly others. Observe that for all

v € [3], given some § € G, , one can efficiently sample uniformly from G,, by selecting fN & Z,, and

computing gc.
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2.2 Complexity Assumptions
Assumption 2.1 (Subgroup Decision-l: SD-1 [LW10]). The SD-I assumption is to distinguish be-
tween the distributions w; = ((n,G,Gr,e),9,7, %B), for B € {0, 1}, where (n = p1paps, G, Gr,€) & G(1*,
symmetric, composite), g & Gp,, & Gp,, and
R L A
9°G° < Gy p,, if =1

with § & Gy, and 0,6 & Z,. The SD-1 assumption states that for any probabilistic polynomial-time
algorithm B, for any security parameter A, the distinguishing advantage of B in the SD-I problem,

Advg>'(\) = [Pr[B(1*, o) = 1] — Pr[B(1*, @) = 1]| < negl(\),
for some negligible function negl.

Assumption 2.2 (Subgroup Decision-ll: SD-1I [LW10]). The SD-Il problem is to distinguish be-
tween the distributions wjy = ((n,G,Gr,e),9,7,v, 8,§RB), for A € {0,1}, where (n = p1paps3, G,Gr,€) &

~

G(1*, symmetric, composite), g & Gy, g & Gpsy v =0979° & Gprpsy 8 = 9797 & Gyp,pss and

wew 3 oy
B — 9°g” < Gppy, if =0
Pl &G, it h=1

with g & Gy, and 0,6, 9, ¢, w,0,w & Zy,. The SD-II states that for any probabilistic polynomial-time
algorithm B, for any security parameter A, the distinguishing advantage of B in the SD-II problem,

Advg> " (\) = |Pr[B(1*, @) = 1] — Pr[B(1*, 1) = 1]| < negl()),
for some negligible function negl.
Assumption 2.3 (k-Linear: k-LIN [EHK'13]). The k-LIN® problem, for fixed ¢ € {1,2}, is to
distinguish between the distributions wg) = ((n,G1,Ge,Gr,e€), g1, gg,AL,R(BL)), for B € {0,1}, where
(n,G1,Ga,Gr,€) & G(1*, asymmetric, prime), g & G1, 92 & Gy, A, = gA, and

g _ oA G =0
g g/, ifp=1

with A & Dy, s & 7k and v & ZE+1 Dy being an efficiently samplable distribution over full-ranked
matrices in Z;"““W. The k-LIN assumption states that for any probabilistic polynomial-time algorithm
B, for any security parameter A, the distinguishing advantage of B in the k-LIN®) problem for fixed
v € {1,2},

Advit™N () = [PrB(1Y, wi) = 1] = PrB(1A, @) = 1]| < negl(),

for some negligible function negl.

2.3 Pairwise Independent Hash Families and the Left-Over Hash Lemma

Definition 2.2 (Min-Entropy). Let R be a random variable over some finite set R. The min-entropy
Hoo of the random variable R is defined as Hoo (R) = — log(max,egr Pr[R = g]).

Definition 2.3 (Pairwise Independent Hash Families). Let V,W C {0, 1}* be finite sets. A family
Hs of hash functions H : V — W is said to be pairwise independent if for any vy, v € V such that v # v
and for any wy,ws € W, we have

Pr[(H(n) =wn) A (H(vz) = ws)] =
H—He

where fW denotes the cardinality of the set W.
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The left-over hash lemma, first stated by Impagliazzo et al. [ILL89), is a classic instantiation of strong
randomness extractors [Vad02|, based on pairwise independent hash families. Randomness extractors
are functions which take as input a non-uniform random source along with some uniform randomness,
called the seed, and output nearly uniform bits. Randomness extractors are in general extremely useful
objects in cryptography. Arguably, it is difficult to find “pure”, i.e., uniform randomness in nature, but
we may still hope to find “significant” randomness in the form of a random variable that is hard to
predict, i.e., possessing reasonable amount of statistical entropy. If we can manage to get “just a little”
pure randomness, extractors can provide us with some output which can be used as pure randomness in
practice. We will use the left-over hash lemma for extracting uniformly random bits from some random
variable in the proofs of our NIPPE and ABE constructions.

Lemma 2.1 (Left-Over Hash Lemma [ILL89|). Let R be a random variable over some set R and
let S € N. Let H : R — {0,1}° be sampled from a pairwise independent hash family Hy uniformly and
independently of R. If = Hoo(R) — 2log 2 — O(1), then A(H(R),H), (Us,H)) < §, where Us is the

uniform random variable over {0,1}% and A(V,W) = 3 3 |Pr[V = 9] — Pr[W = 9]| is a statistical
oeb
distance between any two random variables V. and W over some set D.

2.4 Overview of the Déja Q Framework and its Extension

We now briefly explain the core techniques of the Déja Q framework. This framework is an extension
of the classic dual system methodology [LW10, LOS™10] that eliminates the use of g-type complexity
assumptions for deriving security of bilinear-map-based cryptographic constructions. This was beyond
the reach of earlier techniques in numerous settings. However, the original Déja Q framework of Chase
et al. [CM14] is not competent to handle advanced encryption systems such as PE, where certain secret
exponents appear in both ciphertexts and decryption keys, i.e., on both arguments of the pairing. Wee
[Weel6] has recently enriched the framework to overcome this bottleneck, employing several simple but
interesting ideas.

The Déja Q framework elegantly utilizes the dual system technique to reduce the security of a compos-
ite order analog of a cryptographic construction, originally developed in the prime order bilinear group
setting with security under a ¢-type assumption, to the Subgroup Decision assumptions. To illustrate
the basic ideas of the extended Déja Q technique, let us assume that we want to apply this technique
to prove the security of the composite order version of certain prime order PE construction secure under
the ¢-DBDHE assumption. Suppressing many details pertaining to randomization and subgroups, let us
assume that our composite order construction is built in the bilinear group (n,G, Gy, e), where n is the
product of two primes p; and po. Recall that any prime order PE construction that requires the ¢-DBDHE
assumption for the security reduction, involves group elements of the form @, = u®, for « € [2q], where
u is a generator of the group and « is a secret exponent. The group elements {7, },e[2q)\{g+1} are made
public through the public parameters or the decryption keys, while %441 is kept secret and the statis-
tical entropy resulting from this group element is used to hide the message in the challenge ciphertext.
When instantiating the PE scheme in the composite order bilinear group, the G,, subgroup is used for
functionality, i.e., the composite order scheme involves the group elements @, = u® , for ¢ € [2¢], where
ud Gp, and «a & L.

The extended Déja Q framework proceeds to reduce the security of the PE construction as follows:
First, using the G, /Gp,p,-Subgroup Decision (SD) assumption, which asserts that random elements
of G,, and those of G,,p, are computationally indistinguishable, #,’s are indistinguishably switched

to W, = uaLgﬁlaL, for ¢« € [2q], where § & Gy, and 04 & Z,,. Now, by the Chinese Remainer Theorem
(CRT), it follows that & mod p; and @ mod ps are independent random values. Hence, « mod py can be
replaced by &; mod ps for a fresh &, & Z,, as long as no information about @ mod p, is leaked through
the public parameters, decryption keys, or challenge ciphertext.The framework carefully employs this fact

to further transform @,’s to @, = u® §V1®1, for + € [2q|. Performing this two-step transition 2¢ times, the
framework modifies @,’s to

ORILE > 4

~ ¢« SD tdrat CRT a9 4t SD Cadoat adiat CRT LI SD CRT L

7, e u® gﬁla u® gﬁlal u® 91920( 9191041 u® gjg[z] us gJE[Qq]
h 3 3 ~ A $
where ¥1,...,02q,41,. .., Q2 < Ly,

At this point, the framework invokes the following lemma, which is proven in [Weel6] and in [CM14]
in a more general form.
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Lemma 2.2 (Core Lemma of the Déja Q Framework [Weel6,(CM14|). Consider any prime inte-
ger p and any positive integer £. For any v1,...,vg,01,...,0¢ € Zy, define the function FE

V1yeeeyVp,01,.0,08 °

[£] = Z,, as fif?v.,vﬁ,él,w% (x) = > v;0F. Then, for any (possibly computationally unbounded) algo-
jel£]
rithm B,

. £2
Pro [BO*AFL) s (O ete) = 1] = Pr[BA* AR (0} ere) = 1] | < O(=),
{vj:6;}jere12Zp b

where RYE) 1 [£] = Z, is a truly random function.

01 6 ... 0¢
52 82 ... 5%
The proof of Lemma|2.2{primarily relies on the fact that the Vandermonde matrix . is in-
5 GE ... 5%
vertable as long as d1, ..., d ¢ are distinct, which happens with overwhelming probability over é1,...,0¢ &
ZLp.
Going back to our example, since &; mod po,..., &y, mod ps are distinct with overwhelming prob-

ability over the choice of &1,..., G4 ﬁ 2, invoking Lemma the reduction writes @, = uo‘LgR(z@(‘),

for « € [2q], where R(?9) : [2q] — Z,, is a truly random function. Thus, each @, now has uniformly and
independently random G,-component. Therefore, if only {, },c[2q]\ {441} are disclosed through the pub-
lic parameters or the decryption keys, the G,,-component of @441 remains absolutely hidden. In order to
utilize the statistical entropy arising out of %, for hiding the message in the challenge ciphertext, the
framework also introduces additional G,,-component in the challenge ciphertext during the course of the
reduction that would interact with the random G,,-component of 7,1 through the pairing to generate
the entropy. Finally, the framework further amplifies this entropy to completely hide the message in the
challenge ciphertext, using a strong randomness extractor [Vad02].

3 Owur Non-Zero Inner-Product-Predicate Encryption Scheme

In this section, we present the first ever non-zero inner-product predicate encryption (NIPPE) construction
featuring constant number of components in both the ciphertexts and the decryption keys. Our NIPPE
scheme is built in composite order bilinear groups and its selective security is proven under the well-studied
static Subgroup Decision assumptions, using the extended Déja Q framework.

3.1 Notion

Definition 3.1 (Non-Zero Inner-Product-Predicate Encryption: NIPPE [AL10,[YAHK14]). A
(public-index) non-zero inner-product-predicate encryption (NIPPE) for vectors in Z¢, for some n,¢ € N,
consists of the following polynomial-time algorithms:

NIPPE.Setup(1*, /) — (MPK, MSK): The setup authority takes as input the unary encoded security pa-
rameter 1 together with the length ¢ of vectors. It publishes the public parameters MPK while keeps
the master secret key MSK to itself.

NIPPE.KeyGen(MPK, MSK, y) — SK(y): On input the public parameters MPK, the master secret key MSK,
and a vector y € Z!, the setup authority provides a decryption key SK(y) (which includes y in the
clear) to a legitimate decrypter.

NIPPE.Encrypt(MPK, z) — (CT(Z), EK): Taking as input the public parameters MPK along with a vector

T € ZY, an encrypter creates a ciphertext ¢T(z) (which includes the vector Z in the clear) and a
session key EK.

NIPPE.Decrypt(MPK, SK(4), CT(Z)) — EK’ or L: A decrypter takes as input the public parameters MPK,
a decryption key SK(y) corresponding to some vector y € Z¢, and a ciphertext cT(z) corresponding

to some vector x € Z!. It outputs either a session key EK’ or the empty string | indicating failure.

The algorithms NIPPE.Setup, NIPPE.KeyGen, and NIPPE.Encrypt are randomized, while the algorithm
NIPPE.Decrypt is deterministic.
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m Correctness: An NIPPE scheme is correct if for any security parameter A € N, any n, ¢ € N, and any
T,y € 7t with (z,y) # 0, we have
Pr[(MPKMSK) & NIPPE.Setup(1*,4); sK(y) & NIPPE.KeyGen(MPK, MSK, §);

(ct(z), EK) & NIPPE.Encrypt(MPK, ) : NIPPE.Decrypt(MPK, SK(y),CT(Z)) = EK] =1.

m Security: The selective indistinguishability-based (SEL-IND) security notion for an NIPPE scheme is
formalized in terms of the following experiment involving a probabilistic polynomial-time adversary A
and a probabilistic polynomial-time challenger B:

e A declares a challenge vector z~ € Z¢ to B.

e 3 generates (MPK, MSK) & NIPPE.Setup(1*,¢) and provides MPK to A.

e 3 creates (CT*,EKY) & NIPPE.Encrypt(MPK, Z ) and selects EK? & {0,1}*. Next, B chooses a bit
B €{0,1} and gives (CT*, EK}) to A.

e A may adaptively make any polynomial number of decryption key queries. In response to a decryption
N N
key query of A corresponding to some vector y € Z‘ subject to the restriction that (z",y) = 0, B

forms SK(7) < NIPPE.KeyGen(MPK, MSK, ) and hands Sk(7) to A.
e A eventually outputs a guess bit 5’ € {0, 1}.

An NIPPE is said to be SEL-IND secure if for any probabilistic polynomial-time adversary 4, for any
security parameter A, the advantage of A in the above experiment,

AdVNIPPESELIND () — |Pr[3 — 5] — 1/2| < negl()),

for some negligible function negl.

3.2 Construction

NIPPE.Setup(1*, /) — (MPK, MSK): The setup authority takes as input the unary encoded security pa-
rameter 1% together with the length ¢ of vectors, and proceed as follows:

1. Tt first generates (n = p1paps, G, Gr,e) & G(1*, symmetric, composite).

Next, it selects «;, 7y & Ly gy 0 & Gp,, and 71, ..., 79 & Gpg-

Then, it computes hg = g7, h, = g, for ¢ € [¢], T, = u®'7,, for ¢ € [2¢], and e(g, Ty 1).

After that, it samples H : G — {0,1}* from a pairwise independent hash family Hs.

It publishes the public parameters MPK = ((n,G,Gr, €), g, ho, {h. }iepeg, {00} ez (o413 €(9, Tet1),

H), while keeps the master secret key MSK = (p1, p2, p3, a, v, u).

NIPPE.KeyGen(MPK, MSK,y) — SK(y): On input the public parameters MPK = ((n,G,Gr,e),g, ho,
{h. e T teepee 1e+1y5 €(9, Tey1), H), the master secret key MSK = (p1,p2, p3, @, v, u), and a vector
U= (y1,...,y¢) € ZL, the setup authority executes the following steps:

L. It picks 7 & Gy, -

CU W

v Y yaatt
2. It computes kﬂ =q Y€ 7*17.
3. It provides the decryption key sk(y) = (v, kg) to a legitimate decrypter.

NIPPE.Encrypt(MPK, z) — (CT(Z),EK): Taking as input the public parameters MPK = ((n,G,Gr,¢), g,
ho, {h.} e AT b ieep get1)- €(9, Teg1), H) along with a vector & = (z1,...,2¢) € ZY, an encrypter
performs the following steps:

1. Tt selects 6 < Y/
(+ Y @b
2. It computes ¢; = g%, co = (ho [[ h*)? =g € yand T = e(g,tip11)%.
LE[L]

3. It outputs the ciphertext ¢T(z) = (z, c1, c2) and the session key EK = H(T).

NIPPE.Decrypt(MPK, SK(y), CT(Z)) — EK’ or L: A decrypter takes as input the public parameters MPK =
((n,G,Gr,e),9,ho, {hi} e, {T e e+1y 5 €(9, Tes1), H), a decryption key sK(y) = @71{5), and a
ciphertext ¢T(Z) = (Z,c1,¢2). If (Z,4) = 0, then it outputs L. Otherwise, it proceeds as follows:
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~Y,/
6(02, [1 “e+1—u) <
Vel (z,y)

1. It computes T' =

~T, Y, 1
G(Cl,k@» H u€+1+L—L’)
L, €6)
L#L

2. Tt retrieves the session key as EK' = H(T").

m Correctness

The correctness of the proposed NIPPE scheme can be verified as follows: Observe that for any ciphertext

(£ 3 w0ty
cr(z) = (Z,c1 = g%, =g €0 ) corresponding to some vector 2 € Z‘ and any decryption key
¥ Y yeatt
SK(y) = (v, ky=u Vel 7*5) corresponding to some vector y € Z,, we have
~Y,/
o T atin) 1
Ve ®
T =
Ty 11 02)
1 l4+141—0
Ll €[4
1#
(v+ Z z,a")0 Z y btz (v+ Z z,a")0
o T T E )
Vel (z,y)
- E zllyL/ae+1+L7L/
~ yoalti= e

L/ / 9 T, Y,

e(ge,u e u A )e(g(’,rg I1 7”£+1L+L—u>

L, €L
1

(,Y+Z z,a)0 Z yL/ae+1ﬂ,/ )

v YD ettt el
e(ge’u Jee) U v#1 )

(by orthogonality of the subgroups of G with respect to e)

’
0 E xLyL/O/+1+L7L

[ e(g €t ,ut' € ) ] )

0~ Z yual+17ﬁ . L,L/E[f] L
e(g,u) €@ e(g, u)ea“l@’we(g, ) oy ==
B 0 > wmy attiie
0y Z yL/OLZ+17L’ L,L/G[[]
e(g,u) <V e(g,u) #
41 -
=e(g,w)’ " =e(g, W)’ =T.

Therefore, EK' = H(T") = H(T') = EK.

3.3 Security Analysis

Theorem 3.1 (Security of Our NIPPE Scheme). The NIPPE construction proposed in Section is
SEL-IND secure, as per the security model described in Section[3.1], under the SD-1 and SD-II assumptions.

Proof. In order to prove Theorem [3.1] we consider a sequence of hybrid experiments. The first hybrid
corresponds to the real SEL-IND security experiment for NIPPE, described in Section [3-1] while the final
hybrid corresponds to one in which the adversary has no advantage. The sequence of hybrid experiments
follows:

Sequence of Hybrid Experiments

Hyb,: This experiment corresponds to the real SEL-IND security experiment of Section F)El More pre-
cisely, this experiment proceeds as follows:

e The adversary A submits a challenge vector Z" to the challenger B.
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The challenger B creates (MPK = ((n,G,Gr,€e),g,ho = g7, {h, = g"‘L}Lem, {w, = uo‘Lﬁ}Le[M\{gH},

241

Tet+1), H), MSK = (p1, p2,P3, @, 7, u)) & NIPPE.Setup(1*,¢) and provides MPK to A.

. . (v+ Z z;at)0
To frame the challenge, B forms (CT* = (@ ,¢=g%cs = (ho [T hi*)0 =g <@ ), EK§ =
LE[L]

H(e(g,ﬂ[+1)0)) & NIPPE.Encrypt(MPK, ) and picks EK? & {0,1}*. Next, B selects a bit 3 & {0,1}
and gives (CT*, EKj) to A.

e(g,lpr1 = u®

In response to a decryption key query of A corresponding to some vector y subject to the restriction

’
v Y ysattior

that (z°,7) = 0, B creates SK(y) = (y, - =g Y€l ) & NIPPE.KeyGen(MPK, MSK, §) and

hands sk () to A.
Eventually, A outputs a guess bit 3’ € {0,1}.

Hyb,: This experiment is analogous to Hyb, with the exception that while setting up the NIPPE system,

B selects ¥ & Z, and sets y =% — > z¥a', where z" is the challenge vector declared by A. More

LE[]

formally, this experiment proceeds as follows:

e As earlier A submits a challenge vector " to B.
e For setting up the NIPPE system, B proceeds as follows:

1. B first generates (n = p1paps, G, Gr,e) & G(1*, symmetric, composite).

2. Next, B picks o, & Z,, g,u & Gy, and 71, Fap & Gp,.
¥= 2 @t
3. Then, B sets v = § — > z*a* and computes hy = g < = g7, h, = g*, for v € [{],
LE[]

U, = u™' ¥, for « € [2/], together with e(g, &gy 1).
4. B also uniformly samples H : Gy — {0,1}* from a pairwise independent hash family Hs.
5. B gives MPK = ((nv G, GTa 6), 9, ho, {hL}LG[Z]a {ﬁb}be[%]\{@rl}, 6(97 aé-l—l)a H) to A.

e To frame the challenge, B performs the following steps:

1. B chooses 6 & Lo,
(13 #"at)8
2. Then, B computes ¢} = g%, c; = (¢°)7 =g +<W , together with Bk} = H(e(g?,s11)), and

uniformly draws EK} & {0, 1}

3. Next, B selects a bit & {0,1} and gives (cT* = (:5*70’1‘,0’2‘)7EK;§) to A.

e In response to a decryption key query of A corresponding to some vector 4 subject to the restriction

that (Z",7) = 0, B executes the following steps:
1. B first selects 7, < Gp,-
v

2. Next, B computes

~Y, ~—T Y, )
{;:(H u:lil+1 /) ( H u€+1+/ L)r;

Vel v €]
£
5 E v, Lalti— , Z zi«yb/ae+1+/,—,,'
e L, €16)
/ o
= U L#I‘ T
Yy
5 Z y /0/+17L’_ Z z*y Sl tite=d
v D
— Vel P Yo
Yy
5 E yl‘/aulﬂ’
= q Y€l -,
Y

. -k o [ o . . . . .
since (z ,y) = 0. Here, Ty = (IT #_ )7C T1 é_:l_f: . )ri7 is uniformly distributed in Gy, as
Vel L, €14) ’
v#L
7. is so.
y
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3. B hands the decryption key sK(y) = (y, kﬂ) to A.
e At the end, A outputs a guess bit 5’ € {0,1}.

Hyb,: This experiment is similar to Hyb; with the only exception that while creating the challenge, 5

8 X ~
selects w <= Gy, ,, and sets ¢f = w, ¢5 = w?, and EK} = H(e(w, Tpy1))-

Hybgs: This experiment is the same as Hyb, with the exception that while setting up the NIPPE system,
, Y Ui A A s s

B sets @, = u® §i€2¥ 7,, for ¢ € [2¢], where O1,...,09,44,...,820 < Z,, § < Gp,. This in turn

affects the distributions of MPK, EK}, and all the sKk(y)’s provided to .A.

Hyb,: In this experiment at the time of setting up the NIPPE system, B sets @, = ua‘gR(“)W%“

L € [20], where R(% : [2(] — Z,, is a truly random function. This further changes the distributions of
MPK, EKS, and all the sk(y)’s given to A. The rest of the experiment proceeds identically to Hybs.

for

Hyby: This experiment is analogous to Hyb, with the only exception that while framing the challenge,
* 8 A
B selects EKj < {0,1}".

Analysis

Let Advi? (M) be the advantage of the adversary A, i.e., the absolute difference between 1/2 and A’s proba-
bility of correctly guessing the challenge bit, in Hyb,, fori € {0, ...,5}. By definition, Ava'\:l'PPE’SEL"ND()\) =
Advffl))()\). Also, note that in Hyby, both EK{ and EK} are uniformly distributed over {0,1}*. Therefore,
the view of A in Hyby is statistically independent of the challenge bit & {0, 1} selected by B. Hence,

Advf)()\) = 0. Moreover, it readily follows that the distributions of MPK, CT*, EK{), and all the SK(y)’s
provided to A in Hyb, and those in Hyb; are identical. Thus, the view of A in Hyb, and that in Hyb, are

also the same. Therefore, Adv&?)()\) = Advfi)()\). Hence, we have

AdVNPPESELIND (3) < 5™ Adv) (0) — AdviTTY (V)] (3.1)
i€[4]
Lemmas (3.1 will show that the RHS of Eq. (3.1) is negligible. Hence, Theorem follows. O

Lemma 3.1. If the SD-I assumption holds, then for any probabilistic polynomial-time adversary A, for
any security parameter \, |Adv§i)()\) — Advf)()\ﬂ < negl(\), for some negligible function negl.

Proof. Suppose that there exists a PPT adversary A for which \Advfi)()\) - Advf)()\)| is non-negligible.

We construct a probabilistic polynomial-time algorithm B that attempts to solve the SD-I problem using
A as a sub-routine. The description of B follows:

e Breceives an instance of the SD-1 problem wy = ((n,G,Gr,e),9,9, 5)%[;), where (n = p1paps, G, Gr,e) &
G(1*, symmetric, composite), g & Gyp,, § & Gy, and ?RB =g° & Gy, or g°g° & Gyp,p, according

as B =0or 1 with g & Gp, and 0,6 & Z.,,. B then initializes A on input 1* and obtains a challenge
vector Z° of length ¢ from A.
e In order to setup the NIPPE system, B proceeds as follows:

1. B first selects o, ¥, p, U1, . - ., Dog & Z,, and sets u = gt, ¥, = g", for 1 € [2/].
y— Z z ot
2. Next, B computes hg = g *€1¥ ,h, =g, for v €[], W, = u™'#,, for v € [20], and e(g, Tp41).

3. Then, B uniformly samples H : G — {0,1}* from a pairwise independent hash family Hs.
4. B provides A with MPK = ((n7 Ga GT7 6)7 9, h'O7 {hL}L€[£}7 {ﬂL}LG[Zi]\{E+1}7 6(97 ﬁ[+1)7 H) to A.
e To prepare the challenge B proceeds as follows:
L. B first sets ¢f =Ry, ¢; = 5)?;, together with EK§ = H(e(Ry, Ue+1)), and selects EK] & {0, 1}

2. Next, B chooses a bit 3 < {0,1} and gives (cT* = (", ¢, ¢3), EK}) to A.
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e In response to a decryption key query of A corresponding to some vector 3 of length £ subject to the
restriction that <ﬁ*, g}} = 0, B executes the following steps:

N

1. B first selects v <— Z,, and computes Tg; =gv.

2. Then, B computes k, = (IT @y, )7 11 ~€_z1ﬁ; . )r’@. exactly as in Hyb;.
Vel LU €[4
1#

3. B hands sk(y) = (v, k;) to A.
e Eventually, A outputs a guess bit 5’ € {0,1}. If 8 = &', then B outputs 1. Otherwise, B outputs 0.

Observe that ifﬁ =0, i.e., §RB =g° & Gy, , then B perfectly simulates Hyb, by implicitly viewing

0 = 5. On the other hand, if 3 = 1, i.e., %B =g°§° & Gp,p,, then B perfectly simulates Hyb, by viewing
w = R 5. This completes the proof of Lemma O

Lemma 3.2. If the SD-1l assumption holds then for any probabilistic polynomial-time adversary A, for
any security parameter \, |Advf)()\) Adv' ( )| < negl(\), for some negligible function negl.

Proof. In order to prove Lemma we consider a sequence of 4¢ intermediate hybrid experiments,
namely, {Hyb, o, Hyby ;1 }-¢[2¢ between Hyb, and Hyb; as follows:

Sequence of Intermediate Hybrids between Hyb, and Hybg

Hyb, . o(7 € [2€]): This experiment is similar to Hyb, except that while setting up the NIPPE system,
1§Ta"+ E éjd;

B sets @, = u® § j€lr=1 7., for ¢ € [2], where I N PR & Loy § & Gp,, and the

other quantities are the same as in Hyb,.

Hyb2 -1(7 € [2£]): This experiment is identical to Hyb, . o except that for all + € [2£], B replaces gl

4> in the expression of @,, where &, & Zo,, i.e., in other words, this experiment is analogous to

E 7910‘]
Hyb, with the exception that B sets @, = u® grelr) 7,, where ¥1,...,9,,41,...,4, & Ly § & Gp,,
and the other quantities are the same as in Hyb,.

by §°-

Analysis

Let Advg’T7b)(/\) represents the advantage of the adversary A, i.e., the absolute difference between 1/2
and A’s probability of correctly guessing the challenge bit selected by the challenger B, in Hyb, 7, for
7 € [24],b € {0,1}. Clearly, Hyb, o1 coincides with Hyb, while Hyb, 5, corresponds to Hybs. Hence,
Advf)()\) = Advf’o’l)()\) and Advf)()\) = Advf’%’l)()\). Therefore, we have

AVG () = AVP )] < 2 [AVGTTIP ) = AGTO N+ 2 [AVETO () — AVGTP ().
TE[2L] TE[2(]
(3.2)
Now, observe that for all 7 € [2/], Advf’T’O)(A) Adv 2 n 1)(/\). This follows from the fact that & mod p;
and @ mod ps are independent random values by the Chinese Remainder Theorem, as well as &« mod po
is completely hidden to the adversary A given MPK, (CT*,EK}), and SK(y)’s queried by A. Therefore, o

mod py can be replaced by a, mod po for a fresh o, <§ Z.,. Moreover, Claim shows that the first
term in the RHS of Eq. (3.2)) is negligible. Hence, Lemma follows. a

Claim 3.1. If the SD-Il assumption holds, then for any probabilistic polynomial-time adversary A, for
any security parameter \, |Advf’(7_1)’1)()\) — Advfz’T’O)()\)| < negl(\), for some negligible function negl.
Proof. Suppose that there exists a probabilistic polynomial-time adversary A for which |Adv 2,(r=1),1) (A\)—

Adv STO (M)] is non-negligible. Below we construct a probabilistic polynomial-time algorithm B that
attempts to solve the SD-II problem using A as a sub-routine.
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e B receives an instance of the SD-II problem wj = ((n,G,Grp,e),9,9,v,5, R, ), where (n = p1paps, G,

$ o

Gr,e) & g(l’\,symmetric,composite) g & Gp,, § — Gp,, v 9747 & Gpipys 8 = §% g% &

>||

Gpypes and Ry = ¢°5° & G py or ¢¥5°3° & G according as f = 0 or 1 with § <& G,,, and
P2p3) B P1P3 g P2

0,0,0, P, W, 0,0 ﬁ Zy. B then initializes A on input 1* and obtains a challenge vector z" of length
¢ from A.

e In order to setup the NIPPE system, B proceeds as follows:

1. B first selects a, &1, . . .,077_1,19’1, .. ,@;71,% Vi, ... Uy & Z, and sets 7, = g+, for v € [2/].
=3 wlat E 954
2. After that, B computes hg =g ‘€14 ,h, =g, forve[l, u, = ?Rg gi€lr—1l 71, for v € [24],

and e(g, Up41)-
3. Then, B uniformly samples H : Gy — {0, 1} from a pairwise independent hash family Hs.
4. B provides A with MPK = ((n,G, Gr,¢€), g, ho, {h. }.efg, {T0 } e {e+13> €(9, Teg1), H).
e To frame the challenge, B executes the following steps:
1. B first sets ¢f = v, ¢ = v7, and EK}, = H(e(v, Ty 1), while selects EK & {0,1}*.
2. Then, B chooses a bit & {0,1} and gives (cT* = (Z, ¢}, ¢3), EK}) to A.

e In response to a decryption key query of A corresponding to some vector 3 of length £ subject to the
restriction that (z",9) = 0, B performs the following steps:

!
v,
Y.,

1. B first selects ﬁé & 7, and sets %’&. =g

Y ~— T Y, .
2. Then, B computes k, = (IT @y o )7 C I widy, )7"5 exactly as in Hyb, (; 1)
JVEel] Ll €[4
1A

3. B hands sk(y) = (v, k) to A.
e Eventually, A outputs a guess bit 5’ € {0,1}. If 8 = 3, then B outputs 1. Otherwise, B outputs 0.
> #da;
. A . o $ ~ Lo o
Observe that in case 8 =0, i.e., Ry = g*§% <= Gy, p,, then for all v € [2{], T, = (¢*)* g<"~" T,

Z 19/ At
where 7, = (§®) (g¥)7el-—1 “’ , and thus B perfectly simulates Hyb . On the other hand, if
T 2,(7—
wat+ Z @ﬁ;&;ﬁ

5 = [kl vt & G, then for all « € [24], u, = (¢*)* § jelr—1l 7,, where ¥, =

()" (g#)ist—n 7, and hence B perfectly simulates Hyb, . ;. This completes the proof of Claim
O

Lemma 3.3. For any (possibly computationally unbounded) adversary A, for any security parameter X,
|Adv£j)()\) - Advf)()\)\ < negl(\), for some negligible function neg|.

Z
Proof. The difference between Hyb3 and Hyb, is that for all . € [2/], @, is Set as i, = u® §ier h
in Hybs, whereas, @, = u® § LgR™ ()7‘ in Hyb,, where 191, . ,192@,@1, NG2Y, & Zp, and RO . [20] —
Zp, is a truly random functlon. Hence, Lemma readily follows from the core lemma of the Déja Q
framework (Lemma stated in Section and the fact that & mod ps, ..., a9y mod po are distinct

with overwhelming probability over &g, ..., dog & Ty .
O

Lemma 3.4. For any (possibly computationally unbounded) adversary A, for any security parameter X,
|Adv£f)()\) - Advf)()\)\ < negl(\), for some negligible function negl.

Proof. The only difference between Hyb, and Hyby is that while preparing the challenge, B selects EK{ &

{0,1}* in Hyby rather than computing EK} = H(e(w,ss1)) as in Hyb,, where w & Gpipss Tog1 =
uaLgR(zg)(Z+1)f¢+1, and H : Gr — {0, 1}>‘ is uniformly sampled from a pairwise independent hash family
H,. Now, note that in Hyb,, while creating the decryption keys sk(y) = (¥, ki) queried by A, ky's are
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formed in the exact same fashion to Hyb, as k; = (IT @y, ) H @, v )rq, which depend on

C+14+0v—1/
JEfl] 1, €[
v#
Uy, ..., Ug, Upsa,- .., Uz Also, the public parameters MPK provided to A includes @y, . . ., Uy, Upia, - - -, Uog

and e(g, Ty 1) = e(g,u®) (by the orthogonality property of the subgroups with respect to e). Thus,
the decryption keys sk(y) and the public parameters MPK given to A only reveal information about
REO(1),..., R, RED (L +2),...,RZD(2¢), and leak no information about R(?*) (¢ + 1). Therefore,

a”l) . e(wvgm?‘) (z+1))

the quantity, from which EK is derived in Hyb,, namely, T = e(w, U+1) = e(w, u
has min-entropy Hoo(7) = logps = ©()\) coming from R (¢ + 1). This holds as long as the G,,-
component of w is not the identity element of the group, which happens with probability 1 — p%. Hence,
with overwhelming probability the relation A = Hoo(T) — 2log 2 — O(1) is satisfied by ¢ = 200,
Further, note that # : Gz — {0,1}* is sampled from a pairwise independent hash family Hy uniformly
and independently of T'. Thus, by the left-over hash lemma (Lemma stated in Section it follows
that the statistical distance A((H(T),H), (Ux,H)) < 272N where Uy, is the uniform random variable

over {0,1}*. Thus, in other words, EK} generated in Hyb, is nearly uniformly distributed over {0,1}*.
Hence, Lemma [3.4] follows. o

4 QOur Attribute-Based Encryption Scheme

Here, we present an attribute-based encryption (ABE) scheme for monotone span programs attaining
the least number of components in the ciphertext among existing similar works. Our ABE scheme is
developed in composite order bilinear groups and its selective security is proven under the Subgroup
Decision assumptions, which are the most well-studied static assumptions in this setting, through the
enriched Déja Q technique.

4.1 Notion

Definition 4.1 (Monotone Span Programs or Monotone Access Structures: MAS |Bei96,
LOST10,LW11]). Let U C Z,, be an attribute universe containing ¢ attributes (say), for some ¢,n € N.

Without loss of generality, let us denote the ¢ attributes of U as 1,...,£. A monotone span program or
monotone access structure (MAS) over U is a labeled matrix & = (M, p), where M € Z"*™ | for some
m,m’ € N, and p is a labeling of the rows of M with attributes in U, i.e., p : [m] — U. Let I C U be
an attribute set. Let for all ¢ € [m], M € Z™ denotes the ' row of the matrix M. Consider the set
Ir={cem]|p() e U} C [m]. The MAS & = (M, p) accepts I if and only if there exists {n, },e1, C Z,,
such that T = 3 nLML, where 1= (1,0,...,0) € Z™.

LEDlp

Definition 4.2 (Linear Secret-Sharing Scheme: LSS [Bei96,LOST10,LW11]). Let U = {1,...,/} C
Z,, be an attribute universe. A linear secret-sharing (LSS) scheme for the set @ of MAS’s over U consists
of the following two polynomial-time algorithms:

LSS .Distribute(.«Z = (M, p),s) — {k.},epm): This algorithm takes as input an MAS &/ = (M, p) € @,
where M € Z™™ and p : [m] — U is a labeling of the rows of M, along with a secret ¢ € Z, to
be shared. It first selects ya, ..., Ym ﬁ Zp, and sets ¥ = (S, Y2, -+, Ym’) € ZZ’/. Next, it computes

— —
K, = MLQT € Zn, for ¢ € [m], where M, represents the ™ row of M. The share associated with the
attribute p(¢) is defined to be &,, for ¢ € [m]. It outputs the set {r, },e[m) of the m shares.

LSS.Reconstruct(ef = (M, p), I') = (Ir, {n. }.e1,): This algorithm takes as input an MAS & = (M, p) €
4, where M € Z™*™ m,m’ € N, and p : [m] — U is the labeling of the rows of M, together with a
set I' C U of attributes accepted by <. Since, o7 accepts I, there exists I C [m], and {n, },e1, C Zy,

o — —
such that 1 = Y. n,M,, where M, denotes the t** row of M. This algorithm determines and outputs

Elp
HF and {nL}LEHF .

Consider MAS &7 = (M, p) € @, where M € Z7*™ and p : [m] — U is the labeling of the rows
of M with attributes in U. Observe that for any I" C U accepted by & and any secret ¢ € Z,, if
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{K.}eim) & LSS.Distribute(«Z = (M, p),s) and (Ip,{n,. }.e1,) & LSS.Reconstruct(«/ = (M, p), I"), then

— T ‘}"T
Z Nk, = Z nMy =1ly =q.
Lelp velp

We will use the following result on LSS schemes in our security proof.

Lemma 4.1 ( [Bei96]). Consider an MAS o/ = (M, p) over an attribute universe U= {1,...,0} C Zy,
where M € Z™*™ and p : [m] — U is the labeling of the rows of M with attributes in U. Let ' C U
be a set of attributes. If &/ does not accept I', then there exists a vector d = (—1,da,...,dp/) € Z;”l for

which J\?LEIT =0, forall o € Ip = {v € [m] | p(v) € I'}. Moreover, the vector d can be determined by a
polynomial-time algorithm.

Definition 4.3 (Attribute-Based Encryption: ABE [ALDP11,YAHK14,/Att14]). Let U = {1,...,¢} C
Z,, be an attribute universe and @ be a family of MAS’s over U. A (key-policy) attribute-based encryp-

tion (ABE) scheme for attributes in U supporting MAS’s in @ counsists of the following polynomial-time
algorithms:

ABE Setup(1*,U) — (MPK, MSK): The setup authority takes as input the unary encoded security param-
eter 1* along with the attribute universe U. It publishes the public parameters MPK, while keeps the
master secret key MSK to itself.

ABE.KeyGen(MPK, MSK, «/) — SK(&7): Taking as input the public parameters MPK, the master secret
key Msk, and an MAS & = (M, p) € 4, the setup authority creates a decryption key sk(&) (which
includes the description of the MAS & in the clear) to a legitimate decrypter.

ABE.Encrypt(MmPK, I') — (cT(I"),EK): On input the public parameters MPK together with an attribute
set I' C U, an encrypter prepares a ciphertext ¢T(I") (which includes the attribute set I" in the clear)
and a session key EK.

ABE.Decrypt(MPK, SK(%7), cT(I")) — EK’ or L: A decrypter takes as input the public parameters MPK,
a decryption key Sk(«) corresponding to its MAS & = (M, p) € 4, and a ciphertext cT(I") created
for the attribute set I" C U. It either outputs a session key EK’ or outputs L indicating failure.

The algorithms ABE.Setup, ABE.KeyGen, and ABE.Encrypt are randomized, while the algorithm ABE.Decrypt
is deterministic.

m Correctness: An ABE is correct if for any security parameter A, any n € N, any attribute universe
U C Z,, any MAS o7 = (M, p) over U, and any attribute set I" C U accepted by <7, we have

Pr[(MPK,MSK) & ABE.Setup(1*,U); sk(«/) < ABE.KeyGen(MPK, MSK, .27);

(cr(I), EK) & ABE.Encrypt(mpK, I") : ABE.Decrypt(MPK, sSK(/),cT(I")) = EK] =1.

m Security: The selective indistinguishability-based (SEL-IND) security of an ABE scheme is formal-
ized in terms of the following experiment involving a probabilistic polynomial-time adversary A and a
probabilistic polynomial-time challenger B:

e A declares a challenge attribute set I'™* C U to B.
e B3 generates (MPK, MSK) & ABE.Setup(1*,U) and provides MPK to A.

e To prepare the challenge, B first creates (CT*, EK{) & ABE.Encrypt(MPK, I'*) and samples EK] &
{0,1}*. Next, B selects a bit 3 € {0,1} and gives (CT*, EK}) to A.

e A may adaptively query any polynomial number of decrytion keys. In response to a decryption key
query of A corresponding to MAS & = (M, p) € 4 subject to the restriction that 2/ does not accept

I'*, B creates sSK() & ABE.KeyGen(MPK, MSK, .2/) and hands sk(</) to A.
e Finally, A outputs a guess bit 8’ € {0,1}.

An ABE scheme is said to be SEL-IND secure if for any probabilistic polynomial-time adversary A, for
any security parameter A\, the advantage of A in the above experiment,

AdVABESELIND (3) — 1Pr(g = 3] — 1/2| < negl(\),

for some negligible function negl.
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4.2 Construction

ABE.Setup(l’\7 U) — (MPK, MSK): The setup authority takes as input the unary encoded security param-
eter 1* along with an attribute universe U = {1,...,¢}. Tt proceeds as follows:

1. Tt first generates (n = p1paps, G, Gr,e) & G(1*, symmetric, composite).
Next, it selects u, ar,y & Y/ & Gp,, and g, 70,71, ..., Teq1 & Gps-

Then, it computes hg = g7%y, u = g", Ty = u® ¥,/ for ' € [( + 1], and e(g, Tpy1).
After that, it uniformly samples H : Gy — {0,1}* from a pairwise independent hash family H.

R R A

It publishes the public parameters MPK = ((n,G,Gr,e€),g,d, ho, {T., }cu, e(g,Te+1), H), while

keeps the master secret key MSK = (p1paps, i, v, 7).

ABE.KeyGen(MPK, MSK, «/) — SK(&7): On input the public parameters MPK = ((n,G,Gr,e€),g, g, ho,
{t, }vecu,e(g,Tes1), H), the master secret key MSK = (p1peps, 4, ,7y), and an MAS & = (M, p)
belonging to the family 4 of MAS’s over U, where M € Zﬁxm/ and p : [m] — U is the labeling of the
rows of M with attributes in U, the setup authority executes the following steps:

1. It first computes m shares {x,},c[m] & LSS.Distribute(&/ = (M, p),s = pa‘t!) of the secret
— £+1
¢ = patth.
2. For ¢ € [m], it performs the following:

a) It picks p, & L, 7,7 & Gp,, for / € U\{p(0)}.

b) It computes k, = g=: gOFra” et k1 — go. k), = g"a",pbﬂu, for ' € U\{p(v)}.
3. It provides the decryption key Sk(&/) = (&, {k.,k;,{k,/ }oct\{p(0)} }.cim)) to a legitimate de-
crypter.

ABE.Encrypt(MPK,I") — (cT(I'),EK): On input the public parameters MPK = ((n,G,Gr,e€),g,d, ho,
{t, }veu,e(g,Ues1), H) along with an attribute set I' C U, an encrypter operates as follows:

1. Tt picks 6, 7y & 7, and sets i = §°T.

e a)e

2. Tt sets ¢c; = g%, co = (ho [ @.)Fr =g Jer (7o TI #)%r, and T = e(g, tigs1)?.
Vel Vel

3. It outputs the ciphertext ¢T(I") = (I, c1,¢c2) and the session key EK = H(T).

ABE.Decrypt(MPK, sK(«7),cT(I')) — EK' or ©1: A decrypter takes as input the public pa-
rameters MPK = ((n,G,Gr,e),q,§, ho,{U, }vcu,e(g,Tet1), H), its decryption key sK(&/) =
(o ki, by, Ak e\ {p(0)) eeim)) corresponding to its legitimate MAS o = (M,p) € @, where
M e Z™™ and p : [m] — U is a labeling of the rows of M with attributes in U, together with a
ciphertext ¢T(I") = (I, ¢1, ¢2) prepared for some attribute set I" C U. If &/ does not accept I, then
it outputs L. Otherwise, it executes the following steps:

1. It first determines (I, {n,}.e1,) & LSS.Reconstruct(«/ = (M, p), I)).

b
2. Next, it computes by = [[ (k,  [I  &/,)"%, ba= [] (k))™, and T" = ele, b

el ver\{p()} Lelp e(cz,b2)

3. It retrieves the session key as EK' = H(T").

m Correctness: The correctness of the proposed ABE scheme can be verified as follows: Consider any
decryption key

K, a” N, _ B _ a N
SK("Q{) = (M = (Mvp)7 {ké =g g(’Y+H e Tivkz - gp 7{]{:1/,# - g# @ TZ,L/}L'EU\P(L)}LE["L])

corresponding to some MAS &7 = (M, p) € @, where M € Z7*™ and p : [m] — U is the labeling
(rm Y at')e
of the rows of M with attributes in U. Let c1(I") = (Ic; = g%, c2 = g ver (7o TT #.)%r)
Jer
be a ciphertext prepared for some attribute set I' C U accepted by the MAS 7. Since, &/ accepts I,

by the correctness of the LSS scheme, Y n,x, = ua’*!, where (Ir, {n,}.c1,) & LSS.Reconstruct(«/ =
LElp
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(M, p),I")). Thus, we have

=11 (k. 1T &))"

L€lp ver\{p(v)}

=TI (gmg(vﬂmp“))@fz 11 gua“mfz u)m
ey ver\{p()} ’
R {mm (7+M > a“)}

un
— €l €l er M !
=49 r gL r ‘ H (TL H TL,L')

eI Jel'\{p(v)}
=g“%“ggi{mp(Vﬂﬂé;M)} I CAR VA
Elr  ven\{p)}

up

!
. > {mm <7+u > )} .
4 o o L .
— @ grer Jer I1 (7"2 11 TZ,L/) , since u = g*.
Lelp Jel\{p(v)}

On the other hand,

Z N
by = H (kZ)m = H (ggh)m = g'c'r

velr el

Therefore,

) PIRUAACEITY a’)}

+ ’
—_ 6(01,1)1) B 6(99711,0‘ gualp Jer
e(cz, b2) (e Y a)e D mee

elg Jer ’g'«elr

(by orthogonality of the subgroups of G with respect to e)
(X ) (y+n Y o

elg,w)’ e(g,g) T
B (" mp)(vu Y av)e
e(g,g) L€ Jer
41 -
= e(gvu)ea = 6(97Ue+1)9 =T.

Hence, EK' = H(T') = H(T') = EK.

4.3 Security Analysis

Theorem 4.1 (Security of Our ABE Scheme). The ABE scheme proposed in Section is SEL-IND
secure, as per the security model described in Section[].1], under the SD-I and SD-Il assumptions.

Proof. In order to prove Theorem [I.I] we again consider a sequence of hybrid experiments. The first
hybrid corresponds to the real SEL-IND security experiment described in Section and the final hybrid
corresponds to one in which the adversary has no advantage. The sequence of hybrid experiments is
described below:

Sequence of Hybrid Experiments

Hyb,: This experiment corresponds to the real SEL-IND security experiment described in Section
More precisely, this experiment proceeds as follows:

e The adversary A submits a challenge attribute set I'* C U to the challenger B.

o o ~ . - 041
o B forms (MPK = ((n = P1p2ps3, Gv GTv e)vg7ga hO = g’yr()? {ub’ =u® rU}L’GU? e(gv Ug+1 = u® TZJrl)v H)v

MSK = (pl,pg,pg,u,a,'y)) & ABE.Setup(1*,U = {1,...,¢}) and provides A with MPK.
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In order to create the challenge for A, B begins by preparing (CT* = (I*, ¢t = ¢ c5 =
eI a’) 41 $
g verx Tr=),BK{ = H(e(g,Uey1 = gM® nﬂ)@)) < ABE.Encrypt(MPK, I'*) and samples

EK] & {0,1}*. Next, B selects a bit 3 & {0,1} and gives (CT*, EK}3) to A.

In response to a decryption key query of A corresponding to some MAS & = (M, p) € 4, where
M € Z™ and p : [m] — U is the labeling of the rows of M with attributes in U, subject to

the restriction that o/ does not accept I'*, B generates SK(&/) = (427, {k, = g”“g(V*’w‘pm)po{,kf =
AR LA g“abl“7’2#/}L/E[U\{,,(L)}},‘E[m]) & ABE.KeyGen(MPK, MSK, /) and hands sk(«/) to A.

At the end, A outputs a guess bit 8’ € {0,1}.

Hyb,: This experiment proceeds in the following way:

e A submits a challenge attribute set I C U to B.

e To setup the ABE system, I3 operates as follows:

1. B first generates (n = p1paps, G, Gr,e) & G(1*, symmetric, composite).

2. Then, B selects p, o, & Ln, g & Gpyy §:T0 1y 5020 & Gpy, and sets y =5 —p > ot
verx

w=g", b, =u® ¥, for J/ € [20].

’
F= ) o
3. Next, Bforms hg = g7( [[ @) Y=g ver* ([ #)" 1% = g%, where o = ( [] #)7 17,
Vers Vers vers
and e(g, Wpq1).

4. After that, B uniformly samples H : Gr — {0,1}* from a pairwise independent hash family Hs.
5. B provides A with MPK = ((n,G,Gr,¢€), 9, g, ho, {T. }vcu, e(g, Tot1), H).

In order to frame the challenge, B proceeds as follows:

1. First, B chooses 0 € Z,, and 7« ﬁ Gps-

) (Y a)e
2. It forms ¢ = g%, = (ge)V(Fé)o?F* =g Verr (fo TI ﬁ/)afp*, EK{ = H(e(ge,ﬂg+1)), and
ver*

selects EK} & {0, 1}
3. Next, B picks a bit & {0,1} and gives (cT* = (I™, ], ¢3), EK}) to A.

In response to a decryption key query of A corresponding to an MAS & = (M,p) € 4, where
M € Z7*™ and p : [m] — U is the labeling of the rows of M with attributes in U, subject to the
restriction that & does not accept I'*, B executes the following steps:

1. Since, & = (M, p) does not accept I'*, thanks to Lemma of Section B can determine
= , — =T —
in polynomial time d = (—1,ds,...,dy) € Z" such that M,d = 0, for all row vectors M, of
M such that ¢ € Ip«, where Ip« = {¢ € [m] : p(t) € I'*}. B picks vb,...,y.., & 7, and sets
= - -/ =/
v = (pa'*t —patdy + b, . —pa s + ) = —patttd + g, where y = (0,95, ...,Y,,) €
A = 1 1 T = 7
Z™ . Thus, for any ¢ € [m|, M,y = —pa*T M, d + M,y .

2. For all ¢+ € [m], B generates the decryption key components corresponding to the (*® row of M as
follows:

i) (¢ € Ip+): In this case, B performs the following:

paARYl . . th — -7 )
a) B computes the share k, = M,y ' = M,y corresponding to the (** row of M, as M,d =0 in
this case.

b) B selects g & L, 7TV, & Gp,, for ' € U\{p(1)}, and sets p, = @/ + afF1=,0),

ol
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¢) B computes

!/
y o\
kb — g"ﬁg'ypt, U, H
ver=\{p(v)} ver=\{p(v)}
!
ST ST
=g"yg e \{p(0)} Ver \{p()}

/

(ﬂ?*u Z at ),

Jer \{p(1)} =g
G\ TPl
H TL’)
er\{p(v)}

[l

where 7, = (

k! = g, and

/
"~ o~ s M@La -‘rua
kw =T, Upp 140 —p() o = 9

%Z,u» for // € U\{p(1)},

’
94 MRy
TL,L' = TL/LT[+1+LI_

’
— M@
=g

I
where POLNE

i) (¢« & Ir-):

—1
ul+1+b’7p(L)) r,

i ap<L>) .
ng<'Y 13 © T/

Observe that in this case, the share corresponding to the
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2

!
Q1 —p()

&/
TL

L

—1
~ 1
T€+1+L’—p(L)}> r,,

ver=\{p(\)}

414 —p()

I

Lyt

row of M is

— —
K, = —Mo/'HM d' +M,y'" = M,y". B forms the decryption key components as follows:

=1 V/l

a) B picks @] & Ly, T

= o7
i Gps, for ' € U\{p(1)}, and sets p, = ¢! +aT1=POM,d .

L I L
b) B computes
— o7
= it —p! —M.,d
_ M, Y. ~ £ ~ o) 7
kL =g Y g’Y@ ( H uL’) ( H u€+1+L’—p(L)) p(L) L
verx ver*
;T oT ’
= ool Y, at =M.d p Yy, at PO 40 ae0)
LY / * W * U
g g Jer er TL

T

’+1M a' +M v

’ —> o7
Fpo—pun y, o' +upla”DtpatT M, d

L/ *
= g er T,
_ gmg(vﬂm”( N, i
/ M.
ol v -, v e u, v//
where 7 = (Huer* ru) ( I1 THHL/,I)(L)) rp( Vs
ver*
k! = g, and
w7 1S —p()
iz ~0,~M,d oI gt +Na ©TPIM, d 2/
L T ub/LuZJrlJrL’ ( )TL,L’ =dg TL L/
I
— Pt 2
=g LL,forL e U\{p(v)},
ol M .d
or 205 o1
where Tow = T0 T i p) e

3. B hands sk(e7) = (o, {ki, k, 4" Yoem oy |, ) to A.

e A eventually outputs a guess bit 8’ € {0,1}.

L€[m]

Hyb,:

This experiment is similar to Hyb; with the only exception that while creating the challenge, 5

$ . $ %y ~
selects w <= Gy, p,, Fr= < G,,, and sets ¢f = w, ¢5 = w#p-, and EK} = H(e(w, Ugt1))-

Hyb;:
> dsay

~ L, A o 3
B sets @, = u® §ic 7., for o/ € [2€], where ¥4, ...,

192@7&15"'a

This experiment is the same as Hyb, with the exception that while setting up the ABE system,

A 3 ~ 8 .
G <= L, § < Gp,, while as before

u = g", for p & Zy,. This in turn affects the distributions of MPK, EK{, and all the sk(«7)’s provided to

A.
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Hyb,: In this experiment, while setting up the ABE system, B sets @, = u® gR(“’O’)ﬁ/, for / € [2/],
where R : [2{] — Z,, is a truly random function. This further changes the distributions of MPK, EK{, and
all the sk(&)’s given to A. The rest of the experiment proceeds identically to Hybs.

Hyb;: This experiment is analogous to Hyb, with the only exception that while framing the challenge,
B selects EKE < {0, 1}

Analysis

Let Advﬁ) (M) be the advantage of the adversary A, i.e., the absolute difference between 1/2 and A’s proba-
bility of correctly guessing the challenge bit, in Hyb,, for i € {0,...,5}. By definition, AdvﬁBE’SEL"ND(/\) =
Adv&?)()\). Also, note that in Hyby, both EK{ and EK} are uniformly distributed over {0, 1}*. Therefore,
the view of A in Hyb; is statistically independent of the challenge bit 5 & {0, 1} selected by the challenger
B. Hence, Advi))()\) = 0. Moreover, it readily follows that the distributions of MPK, CT*, EK{, and all the
SK(«7)’s provided to A in Hyb, and those in Hyb, are identical. Thus, the view of A in Hyb, and that in

Hyb, are also the same. Therefore, Advfg)()\) = /-\dvfi)()\). Hence, we have

AdvABESELIND () < -%] |Advfi)(>\) _ Advfj+1)()\)|. (4.1)
1€
Lemmas will show that the RHS of Eq. (4.1) is negligible. Hence, Theorem follows. O

Lemma 4.2. If the SD-I assumption holds, then for any probabilistic polynomial-time adversary A, for
any security parameter \, |Adv5i)()\) - Advf)()\” < negl(\), for some negligible function negl.

Proof. Suppose that there exists a probabilistic polynomial-time adversary A for which \Advfi)()\) -

Advf)()\)| is non-negligible. We construct a PPT algorithm B that attempts to solve the SD-I problem
using A as a sub-routine. The description of B follows:

e Breceives an instance of the SD-1 problem w; = ((n,G,Gr,e),9,7, %B), where (n = p1paps3, G,Gr, €) &

G(1*, symmetric, composite), g & Gyp,, & Gpg, and Ry = g7 & Gy, or g°g° & Gp,p, according
as B =0or 1 with § & Gy, and 0,6 & Z.,,. B then initializes A on input 1* and obtains a challenge
attribute set I'* C U from A.
e In order to setup the ABE system, B proceeds as follows:
1. B first selects u, o, ¥, ), 1, . . ., U2e & Zy, and sets u = g*, ¥, = G, ¥, = g™, for /€ [24], along
with @, = u“L,ﬁ/, for /' € [2/].

2. Next, B computes hg = g7 ( [] @, )17 and e(g,Ups1)-
Ver*

3. Then, B uniformly samples H : G — {0,1}* from a pairwise independent hash family Hs.
4. B provides A with Mk = ((n,G, Gr,€), g, §, ho, {T, },cv, e(g, Uey1), H) to A.
e To prepare the challenge B proceeds as follows:
1. B first picks v« & Zy, and sets ¥r- = g'rt, cf = §RE, cy = %Z’F[‘*, together with EK) =
H(e(Rg, Uetr)). B also selects EK] & {0, 1}

2. Next, B chooses a bit 3 & {0,1} and gives (cT* = (1™, cf, ¢3), EK}3) to A.

e In response to a decryption key query of A corresponding to some MAS &/ = (M, p) € 4, where M €
Z7*™ and p : [m] — U is the labeling of the rows of M with attributes in U, subject to the restriction

that <7 does not accept I'*, B creates the decryption key sk(&) = (427, {k“ K., {kZ:L/}LIEU\{p(L)}} €l ]>
exactly as in Hyb;. While generating sKk(<7), B computes the required random elements of G,, by

uniformly sampling elements from Z,, and placing them in the exponent of g & G, included within
the challenge SD-| problem instance. B hands sK(</) to A.

e At the end, A outputs a guess bit 8 € {0,1}. If § = ', then B outputs 1. Otherwise, B outputs 0.
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Observe that ifB =0, ie., ?RB = g7 & Gy, , then B perfectly simulates Hyb, by implicitly viewing

9 = o. On the other hand, if 8 =1, i.e., Ry = 9°9° & Gp,p,, then B perfectly simulates Hyb, by viewing
w = R 5. This completes the proof of Lemma O

Lemma 4.3. If the SD-Il assumption holds, then for any probabilistic polynomial-time adversary A, for
any security parameter X, |Adv§f)(/\) — Advf)()\)| < negl(\), for some negligible function negl.

Proof. In order to prove Lemma we consider a sequence of 4¢ intermediate hybrid experiments,
namely, {Hyb, . o, Hyby 1 }r¢[2¢ between Hyb, and Hyb, as follows:
Sequence of Intermediate Hybrids between Hyb, and Hybg

Hyb, . o(7 € [2€]): This experiment is similar to Hyb, except that while setting up the ABE system,
, ’l§TOZL,+ Z ’l§j613-,
B sets @, = u® § j€lr—1 v, for /€ [2€], where O1,...,9;,80,...,8,-1 < Zp, § & Gp,, and

u = gH, with p & Y/

Hyb, . (7 € [2€]): This experiment is identical to Hyb, . ; except that for all « € [2], B replaces g

AD-_ AL s . ~ ~ 8 . . . . .
by §V~% in the expression of @,, where &, < Z,, Le., in other words, this experiment is analogous to Hyb,
P . $

with the exception that B sets @, = u® §icl") i, for J/ € [20], where Dy,...,07,é4,...,4; <& Zn,

g & Gp,, and u = g, with p & /.

Analysis

Let Advffmﬂ )()\) represents the advantage of the adversary A, i.e., the absolute difference between 1/2

and A’s probability of correctly guessing the challenge bit selected by the challenger B, in Hyb2 s for

T € [20,53 € {0,1}. Clearly, Hyb, o 1 coincides with Hyb, while Hyb, 5, ; corresponds to Hybs. Hence,
AV (1) = AVE Y () and AdvP (M) = AdvF*V (X). Therefore, we have

AT () —AVP ) < 2 AT ) —AVETO ]+ T JAVETO () — AdVET ().
TE[2¢) T€[2¢)
(4.2)
Now, observe that for all 7 € [24], Advf’T’O)()\) = Advf’T’l)(/\). This follows from the fact that & mod p;
and @ mod py are uniformly and independently random values by the Chinese Remainder Theorem, as
well as @ mod ps is completely hidden to the adversary A given MPK, (CT*, EK}), and all the sK(</)’s

queried by A. Therefore, & mod ps can be replaced with &, mod py for a fresh &, & Zy,. Moreover,
Claim shows that the first term in the RHS of Eq. (4.2) is negligible. Hence, Lemma follows. O

Claim 4.1. If the SD-Il assumption holds, then for any probabilistic polynomial-time adversary A, for
any security parameter X, |Advff’(771)’1)()\) — Advf’T’O)(/\)| < negl(A), for some negligible function negl.

Proof. Suppose that there exists a probabilistic polynomial-time adversary A for which |Advf’(7_1)’1) (N)—

Advf’T’O)()\ﬂ is non-negligible. Below we construct a probabilistic polynomial-time algorithm B that
attempts to solve the SD-II problem using A as a sub-routine.

$

e [ receives an instance of the SD-II problem w; = ((n,G,Gr,e),g,d,v,s, %B), where (n = p1paps, G,
Gr,e) & G(1*, symmetric, composite), g & Gp,y § < Gp,, v

~5 8 NI
9797 < Gpipsy s = §797

>l

Gyp,ps, and %B = g¥g® & Gp,ps OF gvGv g &g according as § = 0 or 1 with § & Gyp,, and

0,0,0, P, W, 0,0 & Z,,. B then initializes A on input 1* and obtains a challenge attribute set 1™ C U
from A.

e In order to setup the ABE system, B proceeds as follows:

~ ~ 3 4 v vl v o 3 9 A o
1. Bfirst selects o, G, ..., &r—1,07,..., 001, 3,0, V1, ..., V4 < Ly, and sets 7 = §*0, 7, = §

~ ’
! AL
, ﬁjaj

J € [24], along with @, = 5)%3 si€lr=1 7, for J/ € [24].
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2. After that, B computes ho = g7( [[ @) % and e(g, tg41)-
verx

3. Then, B uniformly samples H : Gz — {0,1}* from a pairwise independent hash family Hs.
4. B provides A with MPK = ((n,G,Gr,e), g, §, ho, {T, }eu, e(g, Tet1), H).

e To frame the challenge, B executes the following steps:

* *

1. B first selects vp« & Zp, and sets #p« = §'r*, ¢f = v, ¢5 = vV¥p«, together with EK} =
H(e(v,Upy1). B also selects EK} & {0, 1}

2. Then, B chooses a bit & {0,1} and gives (cT* = (I, ], ¢3), EK}) to A.

e In response to a decryption key query of A corresponding to some MAS &/ = (M, p) € 4, where M €
Z7*™ and p : [m] — U is the labeling of the rows of M with attributes in U, subject to the restriction

that &7 does not accept I'*, B creates the decryption key sk(&) = (427, {/ﬁ, Ak Y oen (o)) }Le[m])
exactly as in Hyb, ., ;. While generating SK(«/), B computes the required random elements of G,,

by uniformly sampling elements from Z, and placing them in the exponent of g & Gp, included
within the challenge SD-II problem instance. B hands sk(/) to A.

e At the end, A outputs a guess bit 5’ € {0,1}. If 8 = 5/, then B outputs 1. Otherwise, B outputs 0.

A a7 AL/
’ E ‘pﬁjaa

v

Observe that in case # = 0, i.e., §R3 =g“g” & Gp,ps, thenforall /' € [20], T, = (g@)" gret—1 P

~ ’
! oAl
y E 9,6

where 7, = (§%)* (§#)ic— 7, and thus B perfectly simulates Hyby . _; ;. On the other hand,
,wa 3 @day

L

if 3 =1, ie., R; = g“G°g®, then for all ' € [2], T, = (¢¥)* § j€lr=1l 7., where 7,, =

A ’
! AL
y E ﬁjaj

(G=)" (g#)ret—1 7, and hence B perfectly simulates Hyb, , ;. This completes the proof of Claim {.

o2 ]

Lemma 4.4. For any (possibly computationally unbounded) adversary A, for any security parameter A,
|Adv£j)()\) - Advf)()\)\ < negl(\), for some negligible function neg|.

DY b6y
Proof. The difference between Hyb, and Hyb, is that for all o/ € [2], @, is set as @, = u® §7€120 7, in

Hyb,, whereas, i, = u® gR(%)(b')fy in Hyb,, where O1,... 000,41, ..., Gy & Z,, and R(?0 : [20] — Ly,
is a truly random function. Hence, Lemma [£.4] follows in a similar fashion as Lemma [3.3] from the core
lemma of the Déja Q framework (Lemma [2.2)) stated in Section and the fact that & mod ps,..., A&y

mod ps are distinct with overwhelming probability over &1, ..., &g ﬁ Lo, O

Lemma 4.5. For any (possibly computationally unbounded) adversary A, for any security parameter X,
|Advfj)()\) - Advfi)(/\)\ < negl()\), for some negligible function negl.

Proof. The only difference between Hyb, and Hyby is that while preparing the challenge, B selects
EK{ & {0,1}* in Hyb; rather than computing Bk} = H(T), with T = e(w,s+1) as in Hyb,, where

w & Gpypss Tot1 = uO‘ngR(w(“l)mH, and H : Gr — {0,1}* is uniformly sampled from a pair-
wise independent hash family Hs. Now, note that in Hyb,, while creating the queried decryption keys
SK(&) = (,@7,{k“kf,{ki:b,}b/eU\{p(L)}} o }) corresponding to some MAS & = (M,p) € @, where

M e Z"™ and p : [m] — U is the labeling of the rows of M with attributes in U, the components
k., k;, and k]’ , are formed exactly as in hyb; in the following manner:

i) (e€lp)

YAl B AR —p! -1
_ M, o P ~ ©u ~ 11
kL =49 Y g’Y(KJ ) H (o H u€+1+L’—p(L) r,,
el \{p(4)} el \{p(+)}
r /+a@+1*0(b) "o ~K’£~ 7
I{JL = gp“ s kL,L' = UL/ u‘€+1+L,—P(b)TL,L/7
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— 7

= r — o7 _ — —M,d

Y (o +M,d ottt p(e) - ©, ~ ¢ m v//
k, = g Y g’Y(P,, ) H Uy H Upt 141 —p(1) up(b) )

Ver* verx
-7
L+1— p(L)
ol +a M, d "o ~pL~M d 2!

k= g% y Ky =1 Uy p() Tt

where I« = {¢ € [m] | p(¢) € I'*}. Thus, it can be readily seen that the components of the decryption keys

provided to A depend ony,...,ug, Ugto,- - -, Ue. Also, the master public key MPK provided to A includes

ho=¢7( [1 @)%, G, for/ € U, where '* CU = {1,...,¢},and e(g,Ups1) = e(g7u"‘“1). Hence, it is
JVerx

clear that the MPK involves only @y, . . ., T. Thus, the decryption keys sk()’s and the public parameters

MPK given to A only reveal information about R(Z9(1),...,RZO(¢),REZI( + 2),...,R2Y(2(), and

leak no information about R (¢ + 1). Therefore, the quantity, from which EK} is derived in Hyb,,

a1y Je(w, gRE7 (4 D)

namely, T' = e(w, Us41) = e(w, u has min-entropy Hoo (T') = log p; = ©(\) coming

from R (¢ + 1). This holds as long as the sz—component of w is not the identity element of the
group, which happens with probability 1 — —. Hence, with overwhelming probability the relation A =

Hoo (T') —2log 2 — O(1) is satisfied by e = 2~ Q(A) Further, note that H : Gy — {0,1}* is sampled from a
pairwise mdependent hash family Hy uniformly and independently of T'. Thus, by the left-over hash lemma
(Lemmal2.1)) stated in Sectlon 3} it follows that the statistical distance A((?—l( ), H), (U, H)) <2790,
where Uy, is the uniform random variable over {0, 1}*. Hence, Lemma follows. O

5 Owur Online-Offline Multi-Input Inner Product Encryption Sc-
heme

In this section we introduce the notion of online-offline multi-input functional encryption (OO-MIFE) and
present the first OO-MIFE construction for the bounded-norm multi-input inner product functionality in
the private key setting. Our construction is developed in asymmetric bilinear groups of prime order with
security under the k-LIN assumption.

5.1 Notion

Definition 5.1 (Multi-Input Bounded-Norm Inner Product Functionality [ARW16]). A multi-

input bounded-norm inner product function family F4B over Zy,, for some n,¢,m,B € N with n > mB,

consists of functions 9};(1) —my : (ZE)™ — 7Z, associated with a tuple of vectors (g}(l), . ,Z/(m)) €

(ZE)™, where fg(l) S @(1)7'”,‘%(7@) =(> @(j),g}(j))) mod n, for 71 ),...,fv(m) € 7! with the
""" j€[m]
norm of component inner products, \(5:(]),@(])>| < B, for j € [m].

m

In order to simplify naming conventions, we will omit “bounded-norm” for the rest of the paper, but we
will always refer to a multi-input inner product functionality with this property.

Definition 5.2 (Online-Offline Private Key Multi-Input Inner Product Encryption: OO-
MIPE). A private key online-offline multi-input inner product encryption scheme for an inner product
function family ;[Ff,’LB over Z, consists of the following polynomial-time algorithms:

OO-MIPE Setup(1*,4,m,B) — (PP, {ENK(j)}je[m],MSK): The setup authority takes as input the unary
encoded security parameter 1%, the length £ € N of vectors, the arity m € N of the multi-input inner
product functionality, and the bound B € N. It generates m private encryption keys {ENK(j)}je[m],
the master secret key MSK, and the public parameters Pp. It publishes PP, provides ENK(/) to the j™
encrypter, for j € [m], while keeps MsSK to itself. Observe that we are considering private key setting
and hence PP are not sufficient to encrypt. It merely includes some public informations such as the
group description in a bilinear-map-based construction.

OO-MIPE.OfflineKeyGen(PP, MSK) — ITg: Taking as input the public parameters PP and the master
secret key MSK, the setup authority creates and stores an intermediate decryption key ITg.
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OO-MIPE.OnlineKeyGen(PP, MSK, ITg, (gj(l), o ,gj(m))) — SK@(U, o 7Q(m)): On input the public pa-

rameters PP, the master secret key MSK, a fresh intermediate decryption key 1T generated in the

7™

offline phase, together with an m-tuple of vectors @(1)7 .. € (ZY)™, the setup authority pro-

vides a decryption key SK(@(D7 . ,gj(m)) (which includes the tuple (@(1), . ,gj(m)) in the clear) to a

legitimate decrypter.

OO-MIPE.OfflineEncrypt(pP, j, ENK(j)) — ITer(): The 5% encrypter takes as input the public parameters
PP, its index j, together with its private encryption key ENK(), prepares an intermediate ciphertext
IT.(), and stores it.

*

OO-MIPE.OnlineEncrypt(PP, j, IT¢r0) , 7Y )) — o1 (z (j)) The j* encrypter upon input the public pa-
rameters PP, its index j, a fresh intermediate ciphertext 1T, generated in the offline phase, and a
vector 727 ¢ 7! outputs a ciphertext CT(j)(%(])) which includes the index j.

00-MIPE.Decrypt (P, sk (3", ..., 5", {1 @) jep) = & (3Y,5)) or L: On input the pub-

J€lm]
lic parameters PP, a decryption key SK@(l), e, ;D(m)) corresponding to a vector tuple (g}(l), . ,Q(m)) €
(Z4)™, together with a set of m ciphertexts {CT(j)(i(J))}je[m], where CT(j)(fc(J)) encrypts the vec-
(4)

tor T € Zf}, for j € [m], a decrypter either outputs the multi-input inner product function value

) @(] )’g(a )> or L indicating failure.
Jj€[m]

The algorithm OO-MIPE.Decrypt is deterministic while all the others are randomized.

m Correctness: A OO-MIPE scheme is correct if for any security parameter A € N, any n,¢,m,B € N,

any (27,2, @™, ... 3" e @)™ with |@Y,57)| < B, for j € [m], we have

Pr[(PP, {ENKD} e (), MSK) <& OO-MIPE.Setup(1*, £,m, B); ITg > OO-MIPE.OfflineKeyGen (PP, MSK);
sk(i'", . ..,gj(m)) & 00-MIPE.OnlineKeyGen (PP, MSK, 1Tsc, (5, .., 5™)):
{IToy0) < OO-MIPE.OfflineEncrypt(pPp, j, ENK(j))}je[m];
{CT(J)( ) & 00-MIPE. OnllneEncrypt(PP Gy 1Ty, T )}je [m]
00-MIPE.Decrypt(pp, k(5. ...,5"™), {19 @)} jepu) = 3 @V, 5] = 1.

Jj€[m]

m Security: The selective indistinguishability-based (SEL-IND) security notion for a private key OO-
MIPE scheme in the multi-challenge model is formalized through the following experiment involving a
probabilistic polynomial-time adversary A and a probabilistic polynomial-time challenger B5:

e For each j € [m], A submits some polynomial number g; of pairs of vectors {(z (ks 0) 7 1))}t €lq

e B3 generates (PP, {ENKY)} [, MSK) & 00-MIPE.Setup(1*, ¢, m,B) and provides PP to A.

e Bselects a bit 3 & {0, 1} and creates cT*U:ts) & OO-MIPE.OnlineEncrypt(pp, j, OO-MIPE.OfflineEncrypt(pPp,
Js ENK(j))79?(j’tj’ﬁ)), for j € [m],t; € [g;]. B gives {CT* Ut} e 11e(q,) t0 A

e A may adaptively make any polynomial number of decryption key queries. In response to a decryp-

tion key query of A corresponding to some m-tuple of vectors (f/(l), . ,g}(m)) € (Z4)™ subject to the
restriction that for any (t1,...,tm) € [q1]X...X[gm], D <£73(]’tj’0), 7}(”> = > <:E(J’tj’1), f/(])>, B forms

jelm] jelm]
the decryption key SK@(l)7 . ,g}(m)) & OO-MIPE.OnlineKeyGen(pPP, Msk, OO-MIPE.OfflineKeyGen(pP
=(1) = (m)

MSK), (g ,...,y )) and hands the decryption key SK@(D7 e ,g](m)) to A.
e A eventually outputs a guess bit 8’ € {0,1}.

A private key OO-MIPE scheme is said to be SEL-IND secure if for any probabilistic polynomial-time
adversary A, for any security parameter ), the advantage of A in the above experiment,

AdyOO-MIPESELIND () _ Pr[8 = 8] — 1/2| < negl()),

for some negligible function negl.
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Remark 5.1. As observed in [BSW11/O’N10|, for single-input FE, e.g., NIPPE or ABE, the single and
multi-challenge security models are equivalent through a standard hybrid argument. However, as pointed
out in |[GGGT14], such a hybrid argument does not work in case of MIFE. In this work, we consider the
stronger of the two models, i.e., the multi-challenge security |GGG ™14] for OO-MIPE.

5.2 Construction

OO-MIPE.Setup(1*,¢,m,B) — (PP, {ENKW} (), MSK): The setup authority takes as input the unary
encoded security parameter 1%, the length ¢ of vectors, the arity m of the multi-input inner product
function, and the bound B. It proceeds as follows:

1. Tt first generates (n, Gy, Go, G, €) & G(1*, asymmetric, prime) such that n > mB.

9. Next it selects AWM, ... A & zE+DxE ypr) pyom) S gkt @) Nm) &

- (1) - (m)
Zﬁx(kﬂ), f ... f & ZE | for some appropriate k € N, g; & G1, and go & Go.

3. Then, it computes Agj) = gf‘('j), ng) = g}’V('i)A('j) F(j) = gN(j)A(j) forj € [m], and G = e(g1, g2).

4. Tt sets the public parameters PP = ((n, G1, G2, G, €), g1, g2, G, {AY) | D} ,F(J)}]e 1), the encryp—

. - ()
tion keys ENK() = f ! , for j € [m], and master secret key Msk = ({W ) NU) Yiems 2 f )
JG [m]

It publishes PP, provides ENK) to the j™ encrypter, for j € [m], while keeps MSK to itself.
OO-MIPE. OfflineKeyGen(PP MSK) — ITg: Taking as input the public parameters PP = ((n, G1, Gg, (GT, e),

91,92, G, {AY) Dt ,F(J)}Je im)) and the master secret key Mk = ({WW NW}, 00 3 f ) the

Je[m]
setup authority executes the following steps
1. It first picks 5(1), .. .,H(m) i ZE+1 ) and hd Zk.
=) -
, - Z £
~(1, =) j ~(2
2. After that, it computes k:( D 95 +hN' ), for j € [m], kz( ) )

22, and K®) = @ slm

~(2) =3) (2

Yiemm) kB KW, Y }je[m])'
(1) -(m)

(y y )

cey

3. Tt stores the intermediate decryption key 1Tgx = ({k ( 7

OO-MIPE.OnlineKeyGen(PP, MSK, ITgy, (37(1), e, Z/(m))) — SK

On input the public parameters PP = ((n, Gl,GQ,GT, e), gl,gg,G {Agj),ng), F(j)}JE (m]), the mas-
ter secret key MsK = ({WU), j)}]e[m]a > f ), a fresh intermediate decryption key ITgx =

j€lm]
~(1 .
({k:( ) }je[m], VKB (2 (])}je[m]) formed in the offline phase, along with an m-tuple of vectors
(37(1), . ,;T/(m)) (Zfl)m, the setup authority performs the following steps:
) ~(1,5 ~(2 ~ ~(4,5) .
1. It sets k(1) = k( j), for j € [m], k? = k( ), K® = KO and k - (J)W(J) 30 , for
j € [m].

ey 5

2. It gives a legitimate decrypter with the decryption key SK@(U,...,Q(m)) = (@(1)7.

. -(4,5)
(60D ey kD, KO e e,
OO-MIPE. OffllneEncrypt(PP 4, ENKU)) — ITCTU) The j*™ encrypter takes as input the public parameters
PP = ((n,G1,G2,Gr,€),91,92,G, {A(]) j)}je[m]) its index j € [m], along with its private

T

)]
encryption key ENkU) = f LIt operates as follows:

1. It first selects u( 2 % Z/ and S(J) <~ Zk

~(J) iy, = @) 2D 3D ADTWOT (2,5 7 )
2. Next, it computes &) = gl (D(J )S = gy e ATTWIT e = g{ (ng))s
20 =) 4y T =+(7) =(3) 4 (5
o
+577AOTN . and @ (3,4) _ (A(J)) = g5 AT

f
(17j)7E(2:j)

g1

3. It stores the intermediate ciphertext 1T,y = (€ 3, (j))

,C
OO-MIPE.OnlineEncrypt(PP, 4, 1T¢ 0y , & 7V .)) — CT(J—)(%( -)) An encrypter upon input the public parame-
ters PP = ((n, Gy, Ga,Gr,€), 91,92, G, {Agj), F(])}Je 1), its own index j € [m], a fresh interme-

diate ciphertext 1T ) = (619, e®9) @9 4 (J)) created in the offline phase, and a vector 79 e zt,
proceeds as follows:
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1. Tt sets ¢t = E(l’j) c(29) = E(Q’j) cB3d) = E(S’j), and 6(4’j) = %(j) — &(j).
2. Tt outputs the ciphertext cTV)(z (J)) (j, D) e(29) ¢(3:9) 4(4’j))
00-MIPE.Decrypt(pp, sk (7', ..., 5"™), {ct@ @) jep) — £ @7,5Y) or L: A decrypter

J€[m]
takes as input the public parameters PP = ((n,G1,Gao,Gr, €),491,92,G, {Agj),ng),ng)}jE[m]),
~(m (1 ~(m . . ”(47].)
a decryption key sk(3'",...,5"™) = (G, 5" )NEOD} e, KDL K (B Y jepm) corre-
sponding to an m-tuple of vectors (g}(l),...,ﬂ(m)) € (ZY)™, and m ciphertexts {CT(j)(i(])) =

(4,19, (29 (3:7) 5(4’j))}je[m]. It executes the following:
1. Tt first computes

—+(4,7)

. —(3) .
{Ee(c(l’” 95 L9y )Ei(c®P, k(z))-l

=11 v | . (5.1)

—=(4,5)

a€lm] Eji1(c®9), k0 gb )

2. Next, it computes T' = 7Ok

3. Finally, it attempts to determine a value ¢ € Z, such that ' = G¥, by exhaustively searching
a polynomial size range of possible values and outputs 1, if successful. Otherwise, it outputs L
indicating failure.

m Correctness: The correctness of the proposed OO-MIPE construction can be verified as follows:
Consider any decryption key

=(1) =(m) =(1) =(m) j 29 LN h
K i) = (@) R = i N B ®) = gh
~()
(2170
ieim PAN =(4) =)
E® =e(gr,go) 5™ (k=37 WO -2} 00)
corresponding to the m-tuple of vectors @(1), e ,g}(m)) € (ZL)™, and m ciphertexts
{CT(j)( (])) (] L) g (])+§(J)A(1)TW(j)T’6(2,J) gf >+ﬁ<J>A<j>TN(j>T’
, () 4 ; ; ;
(34) — 5 ADT ~(45) _ =) _ ~()
c g7 ,C T U )}Je[m}
encrypting the vectors 50(1)7 . ,:E(m) € Zfl. We have,
- " - ()
N By (e gi"” gl Y B (@), k@)
=TI 1 2
- ] R
J€[m] | EkJrl(c(?uj),].:(1,3)95c )
- =) 2D 1@ 2@ @) =) Y 1D qT NG 7
_ By AW GO0 O o] . 95)
jelm] | Ert1(9f § a0 92 +hN(J)gg<J)W(]) ;(J))
r =) | =) 4 ) ) (J) =) 4 () W\ 7
- e(g1,92)" s ADTWT, G e(g1, 92)<f AT )
jelm] | e(g1,92)C 39 40T FV W@ NG
. -6(91792)<am »(a>>+<f< >,zH;(a‘)A(]-)T(&»(j)W(j)Jr;LN(j))T
_je[m] I e(g1,g2)° D AT GV WO NG
~() = ~G)
Z (z('n,y(])) ( Z fJ )
= e(g1, g2)’<™ e(g1,92) 7™
Therefore,
<) = S
N Z @57 (SR T G059
ro T _elgga) e(g1,g2) 7€ _ Fr T
KB =G = e(91,92)
<Z P

e(g1,92) <"
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Hence, if > <§:U),§(j)> is contained within the specified polynomial range of values searched by OO-
F€[mM]
MIPE.Decrypt, then the algorithm correctly outputs the functional value.

5.3 Security Analysis

Theorem 5.1 (Security of Our OO-MIPE Scheme). The OO-MIPE scheme proposed in Section
is SEL-IND secure as per the security model described in Section [5.1 under the k-LIN assumption.

Proof. In order to prove Theorem we demonstrate that any probabilistic polynomial-time adversary
A with a non-negligible advantage in breaking the SEL-IND security (according to the security model
introduced in Section of the OO-MIPE scheme proposed in Section which we would represent as
&oo-mipe = (00-MIPE.Setup, OO-MIPE.OfflineKeyGen, OO-MIPE.OnlineKeyGen, OO-MIPE.OfflineEncrypt,
OO-MIPE.OnlineEncrypt, OO-MIPE.Decrypt), can be employed to build a probabilistic polynomial-time
adversary B that breaks the SEL-IND security (as per the security model of [ARW16] described in Fig. [5.1)
of the private key multi-input inner product encryption (MIPE) construction of [ARW16], which we
represent as &vipe = (MIPE.Setup, MIPE.KeyGen, MIPE.Encrypt, MIPE.Decrypt). We note that the OO-
MIPE.Setup algorithm is exactly identical to MIPE.Setup, while the OO-MIPE.Decrypt algorithm is the
augmentation of MIPE.Decrypt by adding the terms framed by boxes in Eq. . The description of the
algorithms MIPE.KeyGen and MIPE.Encrypt are provided in the relevant places below in this proof. The

The selective indistinguishability-based (SEL-IND) security notion for a private key MIPE scheme in the multi-
challenge model is formalized through the following experiment involving a probabilistic polynomial-time ad-
versary I3 and a probabilistic polynomial-time challenger C:

F Ot D)

e For each j € [m], B submits some polynomial number g; of pairs of vectors {(z Yeielas-

e C generates (PP’, {ENK/(j)}jE[m],MSK/) & MIPE.Setup(1*, £, m, B) and provides PP’ to B.
e C selects a bit 8 ﬁ_ {0,1} and creates c1/*(:ti) & MIPE.Encrypt(PP’, j, ENK'\Y) | :f/(j’tj’[i))
[g;]- C gives {CTMJ'U>}j€[m],tj€[tu] to B.

, for j € [m],t; €

e B may adaptively make any polynomial number of decryption key queries. In response to a decryption key
query of B corresponding to some m-tuple of vectors @/(1)7 .. .,g},<m)) € (Zfl)’” subject to the restriction

that for any (t1,...,tm) € [@1] X ... X [gm], D (E:,(j’tj’o),ﬁlm) = > (il(j’tj'l),f/,(j)), C forms the de-
J€[m] J€[m]
. 7 =1(1) =/(m)y $ / ;=) =/(m) .
cryption key sk’(y = 7,...,y ') < MIPE.KeyGen(PP’',MSK',(y ',...,y )) and hands the decryption key
sk'@™, .., 7 ™) to B.

e B eventually outputs a guess bit 8’ € {0,1}.

A private key MIPE scheme is said to be SEL-IND secure if for any probabilistic polynomial-time adversary B,
for any security parameter \, the advantage of B in the above experiment,

AdVIPESELIN® () — |Pr{3 = 3] — 1/2| < negl(),

for some negligible function negl.

Fig.5.1. SEL-IND Security Model for MIPE

description of B is presented below:

e B initializes A on input 1* and receives back the pairs of vectors {(ic(j’tj’o), Fta D)

) )}tjE[q]'] fOI‘j € [m]
from A. Then, for each j € [m], B picks git) 8 Zt, for t; € [gj]. For each j € [m], B submits
the pairs of vectors {(il(J’tj’()) = 300 _ Zt(j’tj),i/u’tj’l) = 30D ﬁ(J’tj))}tje[qj] to its SEL-IND
challenger C for Sy pe.

e B obtains the public parameters PP’ = ((n, Gy, Go, G, €), 91, 92, €(g1, g2), {Agj),ng),ng)}je[m]) from
its SEL-IND challenger C, where PP’ is generated by C by running MIPE.Setup(l)‘,E,m,B). Here,
(n,G1, G, Gr,€) & G(1*, asymmetric,prime), g; &Gy, 92 & G, and for all j € [m], A(lj) = gi“(j)7

DY) = W R = gND with AG) & GOk pyr() B gD NG E gk D Glearly, ppf
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has the same distribution as the public parameters PP in $po.mipe. B provides the public parameters
PP = PP’ to A.

e Next, B receives the set of challenge ciphertexts {10t} cpn o f[q }B)frox(n it)s SEL-IND challenger
4/ Jrti —-(J,t i i .
C such that for each j € [m], t; € [g;], cT*Ut) = (j,/13t) = gf T T AVTWOT 20t) =
792G 4)r NG ‘ ~(ht5)
AVTNWIT . [©))
s s = A

g & {0,1} is the random bit selected by C. Here, { f }]e is the set of vectors uniformly sampled

from Z¥ by the MIPE.Setup algorithm and for each j € [m], t; € [g;], s g0t 8 7k is the randomness
chosen by the MIPE.Encrypt algorithm. For each j € [m], t; € [g;], B sets the challenge ciphertext
o1 lits) = (j, biti) = Lt e(29t:) = /(2dti) e(Birts) = c/(&j,tj)’g(‘l»jvt-f) — 39"y, B gives the
set of ciphertexts {CT*(j’tﬂ‘)}je[m]’tje[qj] to A.

<">7 =/(3:t:6) )

MIPE Encrypt(PP ,j,ENK') = f , where

(€0) =(m)

e In response to a decryption key query of A corresponding to an m-tuple of vectors (§° ...,y )€
(Z£)™ subject to the restriction that for any (t1,...,tm) € [q1] X ... X [gm], D <i(]’tj’0),§(J)> =
) j€lm]
> (ﬁ(J ot 1), Y ) B queries a decryption key to C corresponding to the tuple (y (1), .. .,;ﬁ/(m)) =
j€[m]

(37(1), . ,ﬂ(m)) and receives back a decryption key SK'@(U, .. .,f/(m)) = (@(1), .. .,fZ/(m)), {k'19) =

~() -
2D W) L E NG > { Z 77 s
g9 Yiemm)s K2 = g, K'® = e(g1,92) 7€ ) < MIPE.KeyGen(PP’,MSK’ =

(WO NOY g, S f ) (4(1) ..,ﬂ(m))) from C. Here, h < ZF is a random vector selected
j€[m]

by the MIPE.KeyGen algorithm. Observe that @(1), . ,Z/(m)) constitutes a valid decryption key query
in the SEL-IND security experiment for &vpg since for any (t1,...,tm) € [q1] X ... X [gm], we have

Z <i'/(j7tj70),33(j)> _ Z <‘%(j7tj70) _&(jatj) g(])>

)

jelm] JE€m]
_ Z <‘%(j,tj,0)’@(j)>_ E <&(J»t7)7g(])>
j€lm] je[m]
_ Z <£(jvtjvl)7§(j)>_ Z <&(j7tj)7g(j)>
j€lm] J€[m]
.S <£(j,tj,1)_a/(j,tj) f/(j)>
F€E€[mM]
= ¥ @),
J€[m]
+(1) -(m) ¢ . () =(m)
B selects b ,...,b — Zk 1, and provides A with the decryption key SK( ey ) =
) o -(4) ~(4,5)
(@Y, )) (k) = D gty RO = K KO = KO (5 -5 }jE[m])~

e A eventually outputs a guess bit 8/ € {0,1}. B also outputs ' as its guess bit in its SEL-IND
experiment for Sy pg.

Note that all the challenge ciphertexts and decryption keys queried by A are correctly simulated by B.
This can be readily verified by checking the decryption equation of $go.mipe. Moreover, the ciphertexts
and decryption keys are randomized by B to have the proper distributions. Also, it is immediate that for
all j € [m], t; € [g5], B € {0,1}, if c1*U%) encrypts 7/ 0t:P) , then c1*(:t) encrypts 729598) a5 well.
Hence, it follows that the simulation of the SEL-IND security experiment for ®oo.mipe by B is perfect.
Further, if A correctly guesses the challenge bit in this simulated SEL-IND experiment for $po_mipe, then
B correctly guesses the challenge bit in its SEL-IND security experiment for &ype. Hence, Theorem [5.]]
follows as &wype is SEL-IND secure under the k-LIN assumption. O
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6 Conclusion

In this paper, we have employed the extended Déja Q framework [CM14,Weel6] for constructing NIPPE
and ABE systems with succinct ciphertexts and decryption keys without relying on g-type complexity
assumptions. We have also defined and constructed online-offline MIPE scheme. Although, the Déja Q
framework has already proven itself as a strong technique for avoiding the need of ¢-type assumptions
in constructing various cryptographic primitives with very short parameters, as pointed out in [CM14],
the current version of this technique is not readily amenable to use in prime order bilinear group setting.
Developing a prime order variant of this classic framework is undoubtedly a fascinating research problem
as it can lead to further efficiency improvements. On the other hand, in view of the emerging trend of
performing complex applications in small device and the wide range of potentials of MIFE, it is instructive
to make further progress in the field of online-offline MIFE, both towards supporting expressive multi-input
functionalities of practical significance as well as achieving stronger security guarantees.
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