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Abstract. We present two practically efficient functional encryption schemes for a large class of
quadratic functionalities. Specifically, our constructions enable the computation of so-called bilinear
maps on encrypted vectors. This represents a practically relevant class of functions that includes, for
instance, multivariate quadratic polynomials (over the integers). Our realizations work over asymmetric
bilinear groups and are surprisingly efficient and easy to implement. For instance, in our most efficient
scheme the public key and each ciphertext consist of 2n 4+ 1 and 4n + 2 group elements respectively,
where n is the dimension of the encrypted vectors, while secret keys are only two group elements. Our
two schemes build on similar ideas, but develop them in a different way in order to achieve distinct
goals. Our first scheme is proved (selectively) secure under standard assumptions, while our second
construction is concretely more efficient and is proved (adaptively) secure in the generic group model.
As a byproduct of our functional encryption schemes, we show new predicate encryption schemes for
degree-two polynomial evaluation, where ciphertexts consist of only O(n) group elements. This signifi-
cantly improves the O(n?) bound one would get from inner product encryption-based constructions.

1 Introduction

Traditional public key encryption allows the owner of a secret key sk to decrypt ciphertexts created
with respect to a (matching) public key mpk. At the same time, without sk, ciphertexts should not
reveal any non trivial information about encrypted messages. This all-or-nothing nature of encryp-
tion is becoming insufficient in applications where a more fine-grained access to data is required.
Functional Encryption (FE) allows to overcome this user-centric access to data of encryption in a
very elegant way. Intuitively, given Encrypt(m) and a key sk corresponding to some function f,
the owner of sky learns f(m) and nothing else. Apart from being an interesting theoretical object,
Functional Encryption has many natural applications. Think about cloud storage scenarios where
users can rely on powerful external servers to store their data. To preserve their privacy, users might
want to store their files encrypted. At the same time, the users may wish to let the service providers
perform basic data mining operations on this data for commercial purposes, without necessarily
disclosing the whole data. Functional Encryption allows to reconcile these seemingly contradicting
needs, as service providers can get secret keys that allow them to perform the desired computations
while preserving, as much as possible, the privacy of users.

In terms of security, the standard notion for functional encryption is indistinguishability. Infor-
mally, this notion states that an adversary who is allowed to see the secret keys for functionalities
f1, ... fn should not be able to tell apart which of the challenge messages mg or mi has been en-
crypted, under the restriction that f;(mg) = fi(m1), for all 7. This notion was studied in [1335]
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and shown inadequate for certain, complex, functionalitiesﬂ They also explored an alternative,
simulation-based, definition, which however cannot be satisfied, in general, without resorting to the
random oracle heuristic.

Background on Functional Encryption. The idea of functional encryption originates from
Identity Based Encryption (IBE) [37/T1] and the closely related concept of Searchable Encryption
[10/1]. In IBE, the encrypted message can be interpreted as a pair (lI,m), where | is a public
string and m is the actual message (often called the “payload”). More in general, the index | can be
interpreted as a set of attributes that can be either public or private. Public index schemes are often
referred to as attribute based encryption [36/27], a primitive that is by now very well understood
[25]. For private index schemes, the situation is more intricate. A first distinction is between weakly
and fully attribute hiding schemes [5]. The former notion refers to schemes where the set of secret
keys the adversary is allowed to see in the security games is significantly restricted. The adversary
is allowed to ask only keys corresponding to functions that cannot be used to decrypt the challenge
message. Examples of these schemes are Anonymous Identity based encryption [1122], Hidden
Vector Encryption [I5] and (private index) predicate encryption [28//26].

Things are less well established for the setting of private index, fully attribute hiding schemes, a
notion that turns out to be equivalent to full fledged functional encryption [13]. Indeed, all known
constructions supporting arbitrary circuits, either work for the case of bounded collusions [24/23]
or rely on powerful, but poorly understood, assumptions (e.g., [20]). Moreover, they are all terribly
inefficient from a practical point of view.

To improve efficiency, a very natural approach is to try to realize schemes using a different,
bottom up, perspective. Rather than focusing on generality, one might focus on devising efficient
realizations for specific functionalities of practical interest. In 2015, Abdalla et al. [2] addressed
this question for the case of linear functionalities. In particular, they show a construction which is
both very simple and relies on standard, well studied assumptions (such as LWE and DDH). The
construction was proved secure in the so-called selective setting where the adversary is expected to
choose the messages on which she wants to be challenged in advance, even before the public key
is set up. Not too surprisingly, this result sparkled significant interest in this bottom-up approach,
with several results proposing new schemes [6], models [94] and improved security [6/3].

Still, none of these results managed to efficiently support more than linear functionalities. In
particular, the technical barrier is to find FE schemes in which ciphertexts have size linear in the
number of encrypted elements, in contrast to quadratic, as it can be achieved by using a scheme
for linear functions | This motivates the following question:

Can we construct a practically efficient functional encryption scheme supporting more than linear
functionalities?

1.1 Owur Contribution

In this paper we answer the question above in the affirmative. We build two efficient functional
encryption schemes for quadratic functions with linear-size ciphertexts. In terms of security, our

4 Here by complex we intend, for instance, functions that are supposed to have some computational hiding properties.
In particular, Boneh et al. [13] argue that, in applications where security relies on such properties, indistinguisha-
bility might become problematic.

5 Indeed, we note that a functional encryption for linear polynomials can be used to support, say, quadratic polyno-
mials, by simply encrypting all the degree-two monomials in advance. This however leads to an inefficient solution
where the size of the ciphertexts is quadratic in the number of variables.



first scheme is proven selective-secure under standard assumptions (Matrix Decisional Diffie Hell-
man [I8] and 3-party DDH [12]), whereas our second scheme is proven adaptively secure in the
generic group model, and is more efficient. In terms of functionality, to be more specific, our
schemes allows to compute bilinear maps over the integers: messages are expressed as pairs of vec-
tors (x,y) € Z™ x Z™, secret keys are associated with (n x m) matrices F, and decryption allows
to compute z 'Fy = Zi,j fijziy;. Bilinear maps represent a very general class of quadratic func-
tions that includes, for instance, multivariate quadratic polynomials. These functions have several
practical applications. For instance, a quadratic polynomial can express many statistical functions
(e.g., (weighted) mean, variance, covariance, root-mean-square), the euclidean distance between two
vectors, and the application of a linear or quadratic classifier (e.g., linear or quadratic regression).

In addition to the above applications of quadratic functions, we also show that our FE for bilinear
maps can be used to construct new Predicate Encryption schemes (PE for short) that satisfy the
fully attribute hiding property, and yield efficient solutions for interesting classes of predicates, such
as constant-depth boolean formulas and comparisons. In a nutshell, in our PE scheme ciphertexts
are associated with a set of attributes (x1,...,z,) and a plaintext M, secret keys are associated
with a degree-two polynomial P, and the decryption of a ciphertext Ct(;, . 4.,
skpez(X,,..,Xn], deg(P)<2 Tecovers M if, and only if, P(x1,...,7,) = 1. The attribute-hiding property
refers to the fact that Ct(,, . .,.)ez» leaks no information on its attribute (21, ...,z,), beyond what

czn With a secret key

is inherently leaked by the boolean value P(z1,...,x,) L1 Using our new functional encryption
schemes as underlying building blocks, we obtain PE constructions for quadratic polynomials where
ciphertexts consist of only O(n) group elements. This is in sharp contrast with the O(n?) solutions
one would get via inner product encryption schemes (e.g., [2§]).

An informal description of our FE schemes. Our solutions work over asymmetric bilinear
groups G1, Go, Gy and are quite efficient. They are both essentially optimal in communication size:
public key and ciphertexts are both linear in the size of the encrypted vectors; secret keys are only
two group elements. Both our schemes share similar underlying ideas. These ideas are however
developed in different ways to achieve different security and efficiency goals. Our first scheme, can
be proved (selectively) secure under standard intractability assumptions but achieves somewhat
worse performances in practice. The second construction, on the other hand, is (concretely) more
efficient but it can be proved (adaptively) secure only in the generic group model. In what follows
we will highlight some of the core ideas underlying both schemes. How these ideas are implemented
and developed in the two cases will be discussed when introducing each specific scheme.

Let us recall that the functionality provided by our FE scheme is that one encrypts pairs of
vectors @, y, functions are matrices F, and decryption allows to obtain « ' Fy.

The initial idea of the construction is to encrypt the two vectors € Z" and y € Z™ in a sort
of “matrix” ElGamal in the two groups G; and Go respectively. Namely, we set

Ctizy) = {[PATi +bxi|1}iz1, 0, [0Bs; + ayjla}j=1,..m

where: p, o are randomly chosen, {Ar;, Bs;}; ; are in the public key, and are constructed from two
random matrices A and B and a collection of random vectors {r;, s;}; j, and a, b are more carefully
chosen vectors (see below) ﬂ Towards finding a decryption method, we first observe that, given

5 Here we adopt the, by now standard, implicit representation [x]s = g® € Gs. This notion can be easily extended
to vectors and matrices (see [18]).



Ct(,y) and a function F, one can use the bilinear map to compute

U = [(po) Z fiiri ATBs; + pz firi Alay; +o Z f,;jszBTbxi +(b'a) -z Fy]r.
ij ij ij

Moreover, if we let [}, fijr] ATBs;]1 be the secret key for function F and include [po]s in the
ciphertext, one can remove the first term in U.

Our two schemes then extend this basic blueprint with additional (but different!) structure so as
to enable the extraction from U of the value [x ' Fy]z. From this, in turn, the function’s result can
be obtained via a brute force discrete log computationﬂ At a very intuitive level (and deliberately
ignoring many important details) a key difference between the two schemes lies in the way A, B,
a and b are constructed.

In our first scheme, A and B are carefully sampled so that to be able to prove (selective) security
under standard intractability assumptions (e.g. Matrix Decisional Diffie-Hellman). Moreover a and
b are chosen such that ATa = BTb = 0 and b"a = 1. This ensures that the intermediate values
pZij fijrd ATay;, JZU fijszBTbxi cancel out at decryption time.

In our second scheme, on the other hand, the public key values Ar; and Bs; are simple scalars,
and the “canceling” is performed via an appropriate choice of vectors a,b and simple algebraic
manipulations. This makes the resulting construction (concretely) more efficient. At the same time,
we lose the possibility to rely on (general) matrix assumptions and we are able to prove (adaptive)
security in the generic group model. To this end, as a contribution that can be of independent
interest, we state and prove a master theorem that shows hardness in the generic bilinear group
model for a broad family of interactive decisional problems (notably, a family that includes our FE
scheme), extending some of the tools and results of the generic group framework recently developed
by Barthe et al. [§].

Concurrent and Independent work. In concurrent and independent work, Lin [31], and Ananth
and Sahai [7] present constructions of private-key functional encryption schemes for degree-D poly-
nomials based on D-linear maps. As a special case for D = 2, these schemes support quadratic
polynomials from bilinear maps, as ours. Also, in terms of security, the construction of Lin is
proven selectively secure based on the SXDH assumption, while the scheme of Ananth and Sahai
is selectively secure based on ad-hoc assumptions that are justified in the multilinear group model.
In comparison to these works, our schemes have the advantage of working in the (arguably more
challenging) public key setting.

2 Preliminaries

Notation. We denote with A € N a security parameter. A probabilistic polynomial time (PPT)
algorithm A is a randomized algorithm for which there exists a polynomial p(-) such that for every
input x the running time of A(z) is bounded by p(|z|). We say that a function ¢ : N — R*
is negligible if for every positive polynomial p(A) there exists \g € N such that for all A > Ag:
e(A) < 1/p(N). If S is a set, © <5 S denotes the process of selecting x uniformly at random in S.
If A is a probabilistic algorithm, y < A(-) denotes the process of running .4 on some appropriate
input and assigning its output to y. For a positive integer n, we denote by [n] the set {1,...,n}.

7 This means that in our scheme messages and functions coefficients are assumed to be sufficiently small integers.



We denote vectors & = (x;) and matrices A = (a; ;) in bold. For a set S (resp. vector x) |S| (resp.
|z|) denotes its cardinality (resp. number of entries). For any prime p and any matrix A € Z;*™
with n > m, we denote by orth(A) := {a* € Ly - ATat = 0}. For all square matrices A € Zy<",
we denote by det(A) the determinant of A. For any n € N*, we denote by GL,, the general linear
group of degree n, that is, the set of all n x n invertible matrices over Z,,.

Bilinear Groups. Let G(1}) be an algorithm (that we call a bilinear group generator) which
takes as input the security parameter and outputs the description of a bilinear group setting bgp =
(p,G1,Ga,Gr,e,91,g2), where G1, Gy and G are groups of the same prime order p > 2%, g; € G;
and go € Gy are two generators, and e : G; X Gy — G is an efficiently computable, non-degenerate,
bilinear map. We define gr = e(g1, g2) as the canonical generator of Gp. In the case G; = Go, the
groups are said symmetric, else they are said asymmetric. In this paper we work with asymmetric
bilinear groups in which there is no efficiently computable isomorphisms between G and Gy (these
are also known as Type-IIT groups [19]).

We use implicit representation of group elements as introduced in [I8]. For s € {1,2,T} and
x € Zp, we let [z]; = g¥ € G,. This notation is extended to matrices (and vectors) as follows. For
any A = (a; ;) € Zy"*" we define

a1 ain
gs ... 0s
[A]s = = ngxn
am,1 am,n
Js ... 0s

Note that from an element [z]; € G4 and a scalar a it is possible to efficiently compute [az]| € Gs.
Also, given group elements [a]; € G1 and [b]2 € G2, one can efficiently compute [ab]r = e([a]1, [b]2)-
Furthermore, given a matrix of scalars F = (f; ;) € Zy*" and two n-dimensional vectors of group
elements [al1, [b]2, one can efficiently compute

@ " Fblr=| > fij-ai-b| =Y fij-e(al, [bl2)
]

i.j€n T €M
As above, for an easier and more compact presentation, in our work we slightly abuse notation and
treat all groups G1, Go, Gr as additive groups.
2.1 Complexity assumptions

We recall the definitions of the Matrix Decision Diffie-Hellman (mddh) Assumption [18].

Definition 1 (Matrix Distribution). Let k € N. We call Dy, a matriz distribution if it outputs

i polynomial time matrices in ZI(,kH)Xk of full rank k, and satisfying the following property,
Property 1.
1
Prlorth(A) C span(B)] = ——,
orth(A) C span(B)] = 5.

where A, B < Dy,.

Without loss of generality, we assume the first k& rows of A < Dj form an invertible matrix. Note
that the basis property is not explicit in [18], but, as noted in [16, Lemma 1 (basis lemma)], all



examples of matrix distribution presented in [I8, Section 3.4], namely Uy, L, SCi, Cr and ZLy,
satisfy this property.

The Dj-Matrix Diffie-Hellman problem in Gy for s € {1,2,T} is to distinguish the two distri-
butions ([Aly, [Aw]s) and ([A],, [u]s) where A <= Dy, w < ZF and wu < Z5 .

Definition 2 (Dp-Matrix Diffie-Hellman Assumption Dy-mddh). Let Dy be a matriz dis-
tribution. The Dy-Matriz Diffie-Hellman (Di-mddh) Assumption holds relative to G in Gg, for
s €{1,2, T}, if for all PPT adversaries A,

Advp ™M () == | Pr[A(bgp, [A],, [Aw],) = 1] — Pr[A(bgp, [As, [u],) = 1]| = negl()),
where probabilities are over bgp <y G(1*), A < Dy, w Z’Ij, U g Z];H.

For each k > 1, [1§] specifies distributions (Uy, Ly, SCk, Cy, and ZLy,) over ZékH)Xk such that the
corresponding Di-mddh assumptions are generically secure in bilinear groups and form a hierarchy
of increasingly weaker assumptions. Li-mddh is the well known k-Linear Assumption k-Lin with
1-Lin = DDH.

We also recall the definition of 3-party Decision Diffie-Hellman (3-pddh) Assumption introduced
n [12]. We give a variant in the asymmetric-pairing setting.

Definition 3 (3-party Decision Diffie-Hellman Assumption 3-pddh). We say that the 3-
party Decision Diffie-Hellman Assumption (3-pddh) Assumption holds relative to G if for all PPT
adversaries A,

Advg;‘l’ddh()\) := | Pr[A(bgp, [a]1, [b]2, [c]1, [c]2, [abc]y) = 1]
- PT[A(bgpa [a]la [b 2, [C]b [C]Qa [d]l) = 1” = negl()‘)

where the probability is taken over bgp +— G(11), a,b,c,d <y Zj.

2.2 Functional Encryption

We recall the definitions of Functional Encryption as given by Boneh, Sahai and Waters [13].

Definition 4 (Functionality). A functionality F' defined over (I, M) is a function F : KX M —
YU{L} where K is a key space, M is a message space and Y is an output space which does not
contain the special symbol 1.

Definition 5 (Functional Encryption). A functional encryption scheme FE for a functionality
F is defined by a tuple of algorithms FE = (Setup, KeyGen, Encrypt, Decrypt) that work as follows.

Setup(1*, F) takes as input a security parameter 1*, the functionality F : KK x M — Y, and outputs
a master secret key msk and a master public key mpk.

KeyGen(msk, K) takes as input the master secret key and a key K € K of the functionality (i.e., a
function), and outputs a secret key sk .

Encrypt(mpk, msk , M) takes as input the master public key mpk and a message M € M, and
outputs a ciphertext Ct. It can take as an additional input the master secret key, in which case,
we talk about private-key functional encryption. By opposition, when msk is not an input of
the encryption, algorithm, we say that FE is public-key.



Decrypt(skx, Ct) takes as input a secret key skx and a ciphertext Ct, and returns an output Y €
YuU{Ll}.

For correctness, it is required that for all (mpk, msk) <x Setup(lA), all keys K € K and all mes-

sages M € M, if sk < KeyGen(msk, K) and Ct <— Encrypt(mpk, msk , M), then it holds with

overwhelming probability that Decrypt(skg, Ct) = F(K, M) whenever F(K, M) # L.

Indistinguishability-Based Security. For a functional encryption scheme FE for a functionality

F over (K, M), security against chosen-plaintext attacks (IND-FE-CPA, for short) is defined via

the following experiment, denoted Expi,:"g:;e_c’)a_’g (M), which is parametrized by an adversary A, a

bit 5 € {0,1}, and a security parameter \.

Setup: run (mpk, msk) < Setup(1*) and give mpk to A.

Query: A adaptively makes secret key queries. At each query, A specifies a key K and obtains
skx <—r KeyGen(msk, K) from the challenger.

Challenge: A chooses a pair of messages Mo, M; € M such that F(K, My) = F(K, M) holds for
all keys K queried in the previous phase. The challenger computes Ct* < Encrypt(mpk, M3)
and returns Ct* to A.

Query: A makes more secret key queries. At each query A can adaptively choose a key K € K,
but under the requirement that F(K, My) = F(K, M).

Guess: A eventually outputs a bit 8’ € {0,1}, and the experiment outputs the same bit.

For any stateful adversary A, any functional encryption scheme FE for a functionality F' over

(K, M), any bit S € {0, 1}, and any security parameter \, we give a compact description of exper-

iment Expgg_je_‘:pa_ﬁ (M), and its selective version Exp,s)ellz_nd_pe_CPa_ﬂ (A), in Figure

r . a -
: Expl'?g’—v\;e—cpa—ﬁ ()\) | Exp’s:eEI—’Lr:\d—fe—cpa—B (A) .

(Mo, M) + A1) ]
(mpk, msk) < Setup(1*)
] Ct := EncO(Mo, M) KeyGenO(K € K):
KeyGenO(»),‘rEnCo(', )1‘ Return skx := KeyGen(msk, K)

L

B A(mpk,[Ce]) T I N s
Return 3'.

EnCO(Mo, Ml)l
Return Ct* := Encrypt(mpk, msk , M3)

Fig. 1. Experiments Exp?éjﬁ_cpa_ﬁ (M) and ExpieE'_’Ed_fe_cpa_B (M) for b € {0,1}, used to define adaptive, and selective
security of FE, respectively. In each procedure, the components inside a solid (dotted) frame are only present in the
games marked by a solid (dotted) frame, and the components inside a gray frame only appears for private-key FE

schemes. In both games, the oracle EncO(-,) is queries at most once (by A or the game itself), on My, M, such
that for all queries K to KeyGenO(-), we have: F(K, My) = F(K, M;). Note that in the case of private-key FE, this
corresponds to single-ciphertext security (which does not imply many-ciphertext security).

We define the advantage of A for adaptive security as:
AQVEET P () = [Pr{BxpRg " (V) = 1] — PriBxpfg " (1) = 1]

FE, A
/3 FR {07 1}
1—-2Pr|f =4: ind=fe-cpa-
p=0 EXPFS,;\e P B()\) =p




We define the a.dvantage Adv,szeé:izd_fe_q)a()\) for selective security similarly, with respect to
experiments ExpieEl_lzd_fe'cPa'ﬁ (A) for g € {0,1}.

Definition 6 (Indistinguishability-Based Security). A functional encryption scheme FE is
adaptively secure (resp. selectively secure) against chosen-plaintext attacks if for every PPT algo-
rithm A, Advg‘g;ze{pa()\) (resp. Adv;eéjﬁd_fe{pa()\)) is negligible.

2.3 Bilinear Maps Functionality

In this work we consider functional encryption schemes for the following bilinear map functionality.
Let bgp = (p,G1,G2,91,92,Gr,e) <x G(1) be a bilinear group setting, and let n,m € Nt be
positive integers. We let the message space M := Zj x Z;' — every message M is a pair of vectors
(x,y) — the key space K := Z;*™ consists of matrices — every key K € K is a matrix F = (f; ;) —
and the output space is ) := Gp. The functionality F'(K, M) is the one that computes the value
[T Fy]r € Gr. As we discuss below, this functionality allows for interesting appliations.

BILINEAR MAPS OVER THE INTEGERS. We note that for appropriate choices of M C Zj x Z;' and
K C ngm, the output space of F(KC, M) can be made of size polynomial in the security parameter.
In this case, there exist efficient methods to extract ' Fy € Z,, from [T Fy]r € Gr.

For example, one can fix integers By, By, By € N, and define M := {0,..., B, }" x{0,..., B,}",
IC:={0,...,Bf}"*™. Then the quantity B = mnB,ByBf < p must be small enough to allow for
efficient discrete logarithm computation.

MULTIVARIATE QUADRATIC POLYNOMIALS. We also note that bilinear maps over the integers
capture an interesting class of quadratic functions, such multivariate quadratic polynomials:

p(m) =po + Zpi M+ Zpi,j SMm My
( 1]

This can be captured by setting * = y = (1,m) € Z;}“ and by encoding p’s coefficients in an

upper triangular matrix F = (f; ;) € ZI(,nH)X(nH) where: f11 = po, f1,, = pi—1 for all i € [2,n+ 1],
fi’j =0 for all 4 > j, and fi,j = Pi—1,j-1 for all 7 € [Q,TL + 1] and j > 1.

2.4 Predicate Encryption

We recall the definition of predicate encryption, as originally defined in [2829].

Definition 7 (Predicate). A predicate P defined over (X,)) is a boolean function: P : X x Y —

{0,1}.

Definition 8 (Predicate Encryption). A predicate encryption (PE) scheme for a predicate P :
X xY — {0,1} consists of four algorithms (Setup, Encrypt, KeyGen, Decrypt):

Setup(1*,P, M) — (mpk, msk). The setup algorithm gets as input the security parameter X, the
predicate P : X x Y — {0,1}, the message space M and outputs the public parameter mpk, and
the master key msk.

Encrypt(mpk, z, M) — Ct,. The encryption algorithm gets as input mpk, an attribute © € X and
a message M € M. It outputs a ciphertext Ct,.



KeyGen(mpk, msk, y) — sk,. The key generation algorithm gets as input msk and a value y € Y,
and outputs a secret key sky. Note that y is public in sk,.

Decrypt(mpk, sk, Ct,) — M. The decryption algorithm gets as input sk, and Ct, such that
P(z,y) = 1. It outputs a message M.

For correctness, it is requires that for all (x,y) € X x Y such that P(z,y) =1 and all M € M,
Pr[Decrypt(mpk, sk, Encrypt(mpk, z, M)) = M] =1,

where the probability is taken over (mpk, msk) ¢« Setup(1*, X, Y, M), sk, < KeyGen(mpk, msk, y),
and the coins of Encrypt.

Fully Attribute-Hiding Security. We recall the notion of fully attribute-hiding security for
predicate encryption as defined in [28]. The fully attribute hiding property refers to the fact that
an adversary cannot distinguish a ciphertext for attribute 2(9) from a ciphertext for z(!), as long
as it only queries keys sk, where P(z(®,y) = P(z(M),y). This is stronger than the so-called weakly
attribute hiding property, which requires the adversary to only query keys sk, where P(ac(o),y) =
P(zM,y) = 0.

Fully attribute hiding security is essentially the specialization of the indistinguishability based
security notion for functional encryption, for the functionality Fp(y, (x,M)) that outputs M if
P(x,y) = 1 and L otherwise.

For any stateful adversary A, any predicate encryption scheme PE, any bit 5 € {0,1}, and
any security parameter )\, we define the experiments Expg‘gjze'c"a'ﬁ (X) and Exp‘;‘,egijd'pe{pa'ﬁ (\) in
Figure 2l We define the advantage of A for adaptive security as:

AQVEERTP () 1= [PrBxpg P (\) = 1] = PrExpre 577 () = 1]

, v {0,1
1-2Pr [5 =0: é):)i;é{—je-c}pa-ﬁ()\) — 5/]

We define the a_dvantage Adv?eEl_’Ed_pe_Cpa()\) for selective security similarly, with respect to
experiments Expf:eé_lzd_pe_CPa_ﬂ (A) for g € {0,1}.

Definition 9 (Fully Attribute-Hiding Security). A predicate encryption scheme PE is fully
attribute hiding, adaptively secure (resp. selectively secure) against chosen-plaintext attacks if for
every PPT algorithm A, Adv'Fr,"Ejje_Cpa()\) (resp. Adv,sjelE_de_pe_cPa()\) ) is negligible.

3 Our Functional Encryption for Bilinear Maps from MDDH

In this Section we present a functional encryption scheme that supports the bilinear maps func-
tionality described in Section and is proven selectively secure under standard assumptions.

To begin with, in Section we describe a simple FE scheme that works in the private-key
setting, is only single-ciphertext secure, and supports the bilinear maps functionality F' : K x M —
Y, where M C Zy x Zy* and K C Zy*™ are such that for for all (z,y) € M, F € K,

F(F,(xz,y)) =z Fy € {0,1}.

This private-key scheme is used as a building block in the security proof of our main public-key
FE scheme that we present in Section We stress that our public-key FE scheme supports the
bilinear map functionality without the restriction on boolean outputs as above.



\rExpind-pe-cpa-B ()\)T\ Expsel-ind-pe-cpa-B ()\) .

! PE, A v PE, A
(x(o)’ Mo,m(1>, M) A(l)‘) EncO(:c(O), Mo, aj(l), M;):
(mpk, msk) < Setup(1*) Return Ct* := Encrypt(mpk, =), M)
[t = EncOW®, Mo s M) | KeyGenO(y € V):

eyGen0 (), EncO(-, -, -, Return skx := KeyGen(msk, y)
B A(mpk,[Ce) @S EnOC )
Return 5’

Fig. 2. Experiments Expg‘gjf'c"a'ﬁ (\) and Exp,sfgud'pe'cpa'ﬁ (M) for b € {0,1}, used to define adaptive, and selective
security of PE, respectively. In each procedure, the components inside a solid (dotted) frame are only present in the
games marked by a solid (dotted) frame. In both games, the oracle EncO(:,,-,-) is queried at most once (by .A or
the game itself), on (), Mo,z My, such that for all queries y to KeyGenO(-), we have: P(z(?,y) = Pz, y).
Moreover, if P(z(?),y) for some query y to KeyGenO(-), then My = M;.

3.1 Private-key, single-ciphertext secure FE for bilinear maps with boolean ouput

In this section, we present a family of private-key, single-ciphertext secure functional encryption
schemes for bilinear maps with boolean outputs, parametrized by an integer k£ > 1 and a matrix
distribution Dy, (see Definition . That is, for each & € N, and each matrix distribution Dy,
the scheme FEqne(k,Dy), presented in Figure |3 is single-ciphertext, selectively secure under the
Di-mddh assumption, on asymmetric pairings.

TECHNICAL OVERVIEW. Before describing the scheme in full detail in Figure 3] we give an informal
exposition of our techniques. The basic idea in our private-key, single ciphertext secure FE is to
create the ciphertext and the secret keys of the form:

Ct(%y) = {[A’I’Z + bJ—»’Uz‘]l}ie[n]a {[st -+ aJ‘yj]g}je[m], skp 1= [Z fi7j7’—irATBSj]T,
i,J

where A, B < Dy, and (A[bh), (Blat) are bases of ZE™ such that a’ € orth(A) and b* €
orth(B), & la [I6]. The vectors [Ar;]; and [Bsj]s for i € [n],j € [m], a* and bt are part of a
master secret key, used to (deterministically) generate Cty 4 and skg. Correctness follows from the
orthogonal property: decryption computes »; ; fije([Ar;+bta]], Bs;+atyjls) = skp+(at) bt
[F'(F, (x,y))]r which is equal to sky if, and only if, F(F, (x,y)) = 0. Security relies on the Dg-mddh

Assumption [18], which stipulates that given [A];, [B]2 drawn from a matrix distribution Dy over
k+1)xk
Zy

[AT]; =~ [u]1 =~ [AT + bJ‘]l and [Bs]s ~. [v]2 =~ [Bs + aL]g,
where 7, 8 ¢ Z’p", and u, v <y Z];H. This allows to change Ct,0) ) into Ct(wu),y(l)), but creates
an extra term [az(l)TFy(l) — w(O)TFy(O)]T in the secret keys skg. We conclude the proof using the
fact that for all F queried to KeyGen, F(F, (), y©)) = F(F, (™, y1)), as required by the
security definition for FE (see Section for the definition of FE), which cancels out the extra

term in all secret keys.
In the following theorem we prove the correctness of the scheme FEgpe.

Theorem 1 (Correctness). For any k € N* and any matriz distribution Dy, the functional
encryption scheme FEone(k, Dy) defined in Figure @ has perfect correctness.
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Setup(1*, F): Encrypt(mpk, msk, (@, y) € Z, X Z;"):

bgp <= G(1), A, B < Di; For i € [n]: ¢; := Ar; + bra;,

a’ € orth(A), b c orth(B) s.t. (bX) a™ =1 For j € [m]: €; := Bs; + a'syj,
For i € [nl,j € [m], 74, 85 = Zp, 7,5 ¢=x Zyp- Ctiay) = {leil1: [€5], el sepm)
Return mpk := bgp and Return Ct(, ) € Grlz(k+1) % G;n(k+l)

msk := (A, a,J-7 B7 bJ-7 {7'2'7 8j,T, S}ie[n],je[m])

Decrypt(mpk, Ct(z,y), Skr):

KeyGen(msk, F € Zp™*™): - 2
TAT . Return the boolean: } =, (1 ic(n) fiiel[ci]n, [€]2) =

K = [Zie[n],je[m] fi,jTi st]l - [U’]la K = [u]Qu where e(K, [1]2)%—6([1}17[?).

U 4 Zyp

Return skr := (K, I?) € Gy X Go

Fig. 3. FEone(k, Dy), a family of private-key, functional encryption schemes parametrized by & € N* and a matrix
distribution Dy, single-ciphertext, selectively secure under the Di-mddh assumption on asymmetric pairings.

Proof of Theorem[1] To prove correctness, we first use the fact that for any matrix distribution Dy,
by Property |1 of Definition |1} with probability 1 — % over the choices of A, B < Dj, we have:
orth(A) ¢ span(B). Thus, there exist vectors a' € orth(A), b+ € orth(B) such that (b)) at = 1.

Note that we can sample these vectors efficiently given A, B € Z](okH)Xk.

Then, we use the fact that for all i € [n],j € [m],
e(lejl1, [€]2) = [rfA"Bs; + (a) b rsaiyj]r,

=1
since ATa™ = BTb+ = 0. Therefore, the decryption gets
D JuriABs; +rs Y figriysle = e(K [U2) = e([Us, K) + sy fijraylr.
i,j i,J 1,J
which allows to check if 3, ; fi jiy; is 0. O

Next, we show that FEqne is selective-secure, for adversaries that make a single challenge en-
cryption query, under the MDDH assumption.

Theorem 2 (Security). For any k € N* and any matriz distribution Dy, if the Dy-mddh assump-
tions hold in G1 and Go, then the functional encryption scheme FEgne(k, Dy) defined in Figure @ 18
selectively secure, in a single-ciphertext setting (see Definition @) Namely, for any PPT adversary
A, there exists a PPT adversary B such that:

—ind-fe- _ 2

AV ) < 6 AdvgE™ () +

Proof of Theorem . We prove the security of FEqne(k, Dy) via a series of games that is compactly
presented in Figure [4 Before going to the details of the proof and proving the indistinguishability
of each consecutive pair of games, we provide below a high level view of the game transitions:

Game G is the selective security experiment for scheme FEgpe.

11



9,y @), (@™, y ")) « A1)
mpk := bgp < G(1*); A, B < Dy; 8 <= {0,1};
at corth(A),bt corth(B) s.t. (b5) at =1

For i € [n],j € [m]: 7i —x ZL, 85 <—n Zh, h 4= ZETY 1,5 4 Zppy w 44 Zyp

ci = Ar; +mc§3>bL; c; = Ar; +1:§B>h j1Cii= Ar;

¢; :=Bs; + syj(.ﬁ)al; ¢; :=Bs;
Ct" == {[eil1, [¢)]; Hiepn,jemm)

B AKeyGenO(J(mpk, Ct(z([i)yy(ﬁ)))
Return 1 if 8’ = 3, 0 otherwise.

KeyGenO(F € Zp*™): Go, G1, Gz, Gs,Ga
K= [uli ¢ Gi; K= [, fuseile — [uls — (rs +w) - [, ; izt )"
Return skr := (K, K)

Fig. 4. Games G, for i = 0,...,4 for the proof of selective security of FEone(k, D) in Figure [3| In each procedure,
the components inside a solid (dotted, gray) frame are only present in the games marked by a solid (dotted, gray)
frame.

Game G is the same as game Gy except that in the ¢; ciphertext components we replace the
vector r - b+ with a fresh vector h <y Z’;“. In Lemma 1| we show that Gg is computationally
indistinguishable from G; under the MDDH assumption.

Game Gs is the same as game G; except that the ¢; ciphertext components encrypt 0. In Lemma
we show that G; is computationally indistinguishable from Go under the MDDH assumption.

Game Gg is the same as game Go except that in the secret keys we switch the value rs used for
computing K := > i fijeici — s>, f@ja:gﬁ)yj(ﬂ) — u]p into rs + w, for a fresh w 3 Z,. In
Lemma [3] we use a statistical argument to show that G is negligibly close to Gs.

Game Gy : here we change the ¢; ciphertext components so that they encrypt 0 instead of y® In
Lemma [4) we use the MDDH assumption to show that G4 is computationally indistinguishable
from Ggs. Finally, in Lemma [5| we argue that the adversary’s view in this game is independent
of the bit 8, and thus the adversary’s advantage in this game is zero.

More formally, in what follows we use Adv; to denote the advantage of A in game G;, that is
Adv; := |1 — 2Pr[G; returns 1]|. Note that Gg is defined as:

B« {0,1}
Go: f' « ExpSFeE:'n:fjje_Cpa_ﬂ (\)
Return 1 if 8/ = 8, 0 otherwise.

Where Expieé;in:dje_c"a_ﬁ (A\) is  the experiment used in  Definition |§| of
indistinguishability-based security for functional encryption. In particular, we have

Advg = Advi " TP (),
Lemma 1 (Go to Gi). There exists a PPT adversary By such that:

|Advg — Advi| < 2- Adv(i™ ().
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Proof of Lemma . Here, we use the mddh assumption on [A]; to change the distribution of the
challenge ciphertext, after arguing that one can simulate the game without knowing a* or [A]s.
Namely, we build a PPT adversary By as described in Figure and we prove that [Advo—Adv;| <
'Dk—mddh
Advg (N).

Bo (bgp, [A]1, [h]1):

((az(o),y<°)),(az(l),y<1))) — A1)

mpk := bgp, B < Di; 8 <= {0,1}; b+ < orth(B)

Fori € [n],j € [m]: 7 +—x ZL, 8j < Zk, 2 < ZET, 1 <1 Z,p
ci = Ar;, + ml(-B)h + racgﬁ)bi

¢; :=Bs; + yj(-B)z;

Ct" == {[eir, [¢j]2}ierneim)

B/ — AKeyGenO(~)(mpk7 Ct*)

Return 1 if 8 = 3’, 0 otherwise.

KeyGenO(F € Zp™™):

U Zp, K = [u]a;

K:=[%,; fijeie; = 3, ; fusmr(®") &) — [uh
Return sk := (K, K)

Fig. 5. Adversary By against the Dp-MDDH assumption, for the proof of Lemma

First, assume that By is given a real mddh challenge, that is, [h]; := [Ar]; for r < Z’;. We
show that in that case, By simulates Gg.

8)

-Simulation of Ct*: First, we use the fact that for all 335 € Lp, T € Z’; , the following distributions
are equal: {r;};cp, and {r; + a: 7’}2e |, where 7; <— Zk. Therefore, we can argue that {¢; :=

A(r; + :J:(’B) ) + rxgﬁ)bL]l}ie[n], is identically distributed to {¢; := Ar; + rwl@bl}ie[n] as in Go.
Note that here, we are relying on the fact the games are single-ciphertext, and challenge (m?, xll) is
independent from the vectors {r;};c[n), since the games here are selective.

Then, we use the fact that z < Z’;H is identically distributed to Bt + sa’, where t < Z’;

and s ¢y Z,, since (B|at) is a basis of Z’;“ (this is implied by the fact that (b+)Ta’ # 0, for
bl € orth(B)). This allows to write {¢; := B(s; + y(ﬁ)t) + syj(-ﬁ)aj-}je[m}, which is identically
distributed to {¢; := Bs; + syj(-’g)al}je[m] as in Go.

-Simulation of KeyGenO(F € Z;*™): As we argued previously, {¢i, €;}ic[n) je[m) simulated by By
are identically distributed to those in Gg. Therefore, we have:

Zf”c G — mex ¢l — [uly
mec ¢ - wax L (Bs; + sy a1~ [uls
Zfzjc cj — Tstmx yj — [u]1,
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and K = [u]2, which is distributed exactly as in Go.
Now, assume that By is given a uniform challenge, that is, [h]; <& G’f“. We show that in that
case, By simulates G.

-Simulation of Ct*: First, we use the fact that for all b+ € Z’;H, the following distributions are
equal: b+ bt and z, where h, z + Z];H. Therefore, we can argue that {¢; := Ar; + :nl(-ﬁ)z}ie[n},
as in Gj.

Then, since the vectors {C;} ;[ are identically distributed in Go and G1, we can argue exactly
as before (for the case where By is given a real mddh challenge), that the {C;};c[n are distributed
as in Gj.

-Simulation of KeyGenO(F € Z;*™): As we argued previously for the case where By is given a real

mddh challenge, the key computed by By is of the form: K := [}, ; fijci¢;—rs ), fi,jxgﬁ)y§ﬂ)]1 —
[u]1, as in G. O

Lemma 2 (G; to Gg). There exists a PPT adversary By such that:
|Advy — Adva| < 2 Advi™ ().

Proof of Lemma[3 Here, we use the mddh assumption on [A]; to change the distribution of the
challenge ciphertext, after arguing that one can simulate the game without knowing a' or [A]s, as
for the previous transition.

Namely, we build a PPT adversary B; as described in Figure[6] and we prove that [Advi —Advs| <

Advgim ().

Bi (bgp, [Al1, [h]1):

(@, 59), @®,y™)) « A1)

mpk := bgp, B —x Di; B <= {0,1}; b < orth(B)

For i € [n],j € [m]: s < ZE, 85 < Zp, z < ZET' 1 < Z,
ci = Ar; + xl(.’ﬁ)h

¢; :=Bs; + y§5>z;

Ct* = {[Ci]h [Ej]2}i€[n],j€[m]

,6/ — ~/4KeyGenO(-)(rnpk7 Ct*)

Return 1 if 8 = B’, 0 otherwise.

KeyGenO(F € Zp*™):

U g Ly, K= [u]2;

K :=[,; fijeie; =, fusrProh) e — [ul
Return sk := (K, K)

Fig. 6. Adversary B; against the Di-MDDH assumption, for the proof of Lemma

First, assume that By is given a real mddh challenge, that is, [h]|; := [Ar]; for r <4 Z’;. We
show that in that case, By simulates Gs.

-Simulation of Ct*: First, we use the fact that for all 331('3 ) € Lp, T € Z’; , the following distributions

are equal: {r;}cp, and {r; + a?l(ﬂ)r}ie[n], where 7; < ZE. Therefore, we can argue that {¢; :=
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A(r; + xz@r)]l}ie[n], is identically distributed to {c; := A7;};c[, as in G2. Note that here, we are

relying on the fact the the games are single-ciphertext, and the challenge (29, z}) is independent

1%
from the vectors {7;};c[n], since the games here are selective.
Then, since the vectors {c;} je[m) are identically distributed in G1 and Ga, we can argue exactly
as before (for the transition from Gg to Gy, see Lemma , that the {C;},c[m are distributed as in
Ga.

-Simulation of KeyGenO(F € Z;*™): The key K is exactly as in Gz, namely, of the form:

Zfzgc Cj — Zfz,]x ] - [u]l

mec ¢~ me:c L (Bs; + sy a1 — [uh
Zf”c Cj —rstmx y]ﬁ) — [u]1,

where the {¢;};c[n) are distributed as in Ga.

Now, assume that By is given a uniform challenge, that is, [h]; <& Glerl. In that case, it is
clear that By simulates Gj. O

Lemma 3 (G2 to G3). |Advy — Advs| < 1%.

Proof of Lemma [3 Here, we change the distribution of the keys computed by KeyGenO, using a
statistical argument.
Namely, we use the fact that the following distributions are %—close: (s,rs) and (s,rs + w),

where 7, s, w <y Z,. This allows to switch the value rs used when computing K= [Zl ; fijcic;—

DYy fmmgﬂ)yj(.ﬁ)]g — [u]2 to rs + w, where w <—g Zj. O

Lemma 4 (Gs to Gy). There exists a PPT adversary Bs such that:
|Advs — Advy| < 2+ AdvpM (V).

Proof of Lemma . Here, we use the mddh assumption on [B]s to change the distribution of the
challenge ciphertext, after arguing that one can simulate the game without knowing b or [B];.
Namely, we build a PPT adversary B3 as described in Figure and we prove that |Advs—Advy| <
Adv g%3mddh ()\)
First, assume that Bs is given a real mddh challenge, that is, [h]|2 := [Bs]2 for s <— Z’;. We
show that in that case, B3 simulates G4.

-Simulation of Ct*: We have {c; := Ar;,¢; := BSs; }ic[n] jem]> @ in Gy.

-Simulation of KeyGenO(F € Z;*™): Using the fact that the following distributions are equal:

(s,rs +w), and (s,v), where r,s5,v,w <y Z,, we can argue that the key K = >, fijeic; —
v e g1 — [uy is identically distributed than in Gy.

Now, assume that Bs is given a uniform challenge, that is, [h]s g G’;H. We show that in that
case, B3 simulates Ggs.
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Bs(bgp, [B]2, [h]2):

(@.5). @D,y D)) e A1)

mpk := bgp, A < Di; S <= {0,1}

For i € [n],j € [m]: v; < ZL, 8; ¢ Zk, v <1 Zp
C; = ATZ‘

¢; :=Bs; + yj(-mh;

Ct" :={[ci]v, [¢jl2}iein),sem)

5/ . AKeyGenO(<)(mpk7 Ct*)

Return 1 if 8 = B’, 0 otherwise.

KeyGenO(F € Zy™™):

U g Zp, K :=[u]1;

K= [Zi,j fijeic; — UZM fi,jxgb)yj('b)h — [u]2
Return sk := (K, K)

Fig. 7. Adversary Bs against the Dp-MDDH assumption, for the proof of Lemma [4]

-Simulation of Ct*: We use the fact that z < Z’;“ is identically distributed to Bt + sa™,
where t <y ZI;, s < Zp, and a* € orth(A) such that at ¢ span(B) (such a vector exists by
Property |1 in Definition , since in this case, (Bla') is a basis of Z’;H. This allows to write
{¢; = B(s; +y](-ﬁ)t) + sy](ﬁ)aL}je[m}, which is identically distributed to {¢; := Bs; + sy(ﬁ)al}je[m]
as in Gg.

-Simulation of KeyGenO(F € Z;*™): As we argued previously for the case where Bj is given
a real mddh challenge, the key computed by Bs is of the form: K := [u]; & G, and K :=

[0 fog€i€ — v figelyi]s — [u]z, as in Ga.
O

Lemma 5 (Gy4). Advy = 0.

Proof of Lemma E‘i] In this game, the random bit § < {0, 1} sampled by SetupO only shows up in

Zi,j fiyjmz(ﬁ)y](ﬂ) in the secret keys. However, recall that the challenge messages (29, y(©), (), y()

and the functions F € Z7*™ queried to KeyGenO are such that
Zf,-Jxl(O)y](-O) _ Zfi,jﬂfgl)yj(‘l)v
1,3 i,

by definition of the security game. Therefore, the adversary’s view in G4 does not depend on 5. O

Combining Lemma [I}j] gives Theorem O

3.2 Public-key FE for Bilinear Maps

In this section, we propose a family of public-key functional encryption schemes for the bilinear map
functionality, that is F' : K x M — Y, where K := Zp*™, M := Zy x Z', and Y := Gp. The family
of schemes is parametrized by an integer k¥ > 1 and a matrix distribution Dy, (see Definition [1)) so
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that, for each k € N, and each matrix distribution Dy, the scheme FE(k, Dy,), presented in Figure
is selectively secure under the Di-mddh and the 3-pddh assumptions, on asymmetric pairings.

TECHNICAL OVERVIEW. We first give a high level view of our techniques. Our public-key FE builds
on the private-key, single ciphertext secure FE presented in Section but differs from it in the
following essential way.

— In the public-key setting, for the encryption to compute [Ar; + rbtz;] and [Bs; + saty;] for
i €[n],j € [m] and any & € Z!,y € Z", the vectors [a*]y and [b']; would need to be part of
the public key, which is incompatible with the mddh assumption on [A]; or [B]s. To solve this

Albt Blat
problem, we add an extra dimension, namely, we use bases ( |0b ?) and ( ’(? (1)> where

the extra dimension will be used for correctness, while (A|b") and (B|a’) will be used for
security (using the mddh assumption, since a* and b+ are not part of the public key anymore).
— To avoid mix and match attacks, the encryption randomizes the bases

Albt|o ud Blat|0
o 1)* 0 |1

1 (AbH|0 Blat|0
W 1 W'
< 0 1) and < 0 |1

into

for W <y GLj42 a random invertible matrix. This “glues” the components of a ciphertext that
are in 1 to those that are in Gs.

— We randomize the ciphertexts so as to contain [Ar; - v]; and [Bs; - o]z, where v, 0 < Z, are
the same for all i € [n], and j € [m], but fresh for each ciphertext. The ciphertexts also contain
[v - o1, for correctness.

DiscussioN ON THE TECHNIQUES. We note that the techniques used here share some similarities
with Dual Pairing Vector Space constructions (e.g., [33lI34J30/17]). In particular, our produced
ciphertexts and private keys are distributed as in their corresponding counterparts in [33]. The
similarities end here though. These previous constructions all rely on the Dual System Encryption
paradigm [40], where the security proof uses a hybrid argument over all secret keys, leaving the
distribution of the public key untouched. Our approach, on the other hand, manages to avoid this
inherent security loss by changing the distributions of both the secret and public keys. Our approach
also differs from [12] and follow-up works [I4]21] in that they focus on the comparison predicate (see
Section @, a function that can be expressed via a quadratic function that is significantly simpler
than those considered here. Indeed, for the case of comparisons predicates it is enough to consider
vectors of the form: [Ar; + z;b1]1, [Bs; + yjat]z, where x; and y; are either 0, or some random
value (fixed at setup time, and identical for all ciphertexts and secret keys), or are just random
garbage.
In the following theorem we show that the scheme satisfies correctness.

Theorem 3 (Correctness). For any k € N* and any matriz distribution Dy, the functional
encryption scheme FE(k, D) defined in Figure[§ has perfect correctness.

Proof of Theorem[3. Correctness follows from the facts that for all i € [n], j € [m]:

e([cili, [€5]2) = [yri A"Bs; + zyjlr and e([cnyili, [Cmjl2) = [v7n A" Bsplr.
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Setup(1*, F):

bgp R g(1A)7 A,B < Dx;
For i € [2n],j € [2m], 74,8 < ZE.
Return mpk := {[Ar;]1, [Bs;]2}

and msk := (A,B, {ri,s;}

i€[2n],jE[2m]

icl2n],je[2m]

KeyGen(msk, F € Zy™™):

K = [C et jeim fii(riATBs; + i, ATBsjim)|i — [u]1 € Gy

K .= [u]2 € G2, where u <y Zp.
Return skr := (K, K) € G1 x G2

Encrypt(mpk, (&, y) € Z; x Z,"):
W,V < Gliya, v 4—x Zp; co = Co :=; for all i € [n],j € [m]:

T T
C; = (7 i"'z) ‘Al_l7 Cn+ti i=— (’Y ’ AO'rn+i> \/_17

¢ =W (B;;]>7 Cmyj =V (BS(T)”H)

Ct(z,y) = {[co]1, [C0]2, [ei]1, [€5]2}icizn) jej2m

e an(k+2)+1 % Ggm(k+2)+1

Decrypt(mpk, Ct(g 4, Skr):
Return 3,1 e fivs (€@t [€]2) + e([entilt, [@mis)2)) — e(leols, K) — e(K, [Go]a).

Fig. 8. FE(k, Dy), a family of functional encryption schemes parametrized by k& € N* and a matrix distribution Dy,
selectively secure under the Di-mddh and 3-pddh assumptions.

Therefore, the decryption gets

[ Z fi’j’y(TzATBSj + T;_‘_iATBSerj)]T

i€[n],j€[m]

+ [ Z fijziyslr — e([col1, K) — e(K, [col2)
i€[n],j€[m]

=0 > furwlr
i€[n],j€[m]

O

Next, in the following theorem we prove that the scheme satisfies indistinguishability based
security in a selective sense.

Theorem 4 (Security). For any k € N* and any matriz distribution Dy, if the Di-mddh and the
3-pddh assumptions hold relative to G, then the functional encryption scheme FE(k,Dy) defined in
Figure[§ is selectively secure. Precisely, for any PPT adversary A, there exists PPT adversaries B
and B' such that:

Advi TP (0) < 24 Advp ™M) + 4 Advd BN () + 2790,

Proof of Theorem . We prove the security of FE(k,Dy) via a series of games that are compactly
presented in Figure 0] Before going to the details of the proof and proving the indistinguishability of
each consecutive pair of games, we give below a more intuitive description of each game transition:
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=
Go,| G1,, G2, Gz , Ga |, G5 :
L J

(@, y @), (@, y)) « A1)
bgp = G(1*); A, B ¢ Dy; B < {0,1}; ] a't < orth(A), bt < orth(B) s.t. (b5) at = 1.

For i € [2n],j € [2m]: v; < Z, 8j < Zk, m

mpk := { [Am + m:E’e)bL , {Arn+i — 7"3650)bl , {st + sy](-ﬁ)aL
1

1 2
[Bsm_,.j + syj(.o)aL }
5 7 i€[n],j€[m]
| "
W <—¢ Glgga, ¥ ¢r Zp; 1 v ¢r Zpt; co = Co : =7
L e - - - =
Bpl ] B\ OpL ] @i\
YAr; +|yrz;” b" |+, vx;" b YAT s —|yra; b | — vz, b,
c; = Lo - 4 w1 i Cngi = Lo — - a -1
wiﬂ) _ mgﬁ) 0+ 5”50)
N Bs; + syéﬁ)aJ‘ R Bsmyy; + sy](O)aJ‘
GEWL s T | e ©
Y~ Y 0+ 'y

Ct* := {[co]1, [c0]2, [ei]1, [€5]2}ieran) jerzm)
B/ — AKeyGenO(~)(mpk7 Ct*)
Return 1 if 8’ = 3, 0 otherwise.

KeyGenO(F € Zy™™):

K =Xty iepm fii (r;A"Bs; + 7, A"Bsimi;)]1 — [ul1 € Gy
K :=[u]z € Gg, WhEI‘e U 4 Zp.

Return skr := (K, K) € G1 x G2

Fig.9. Games G;, ¢ = 0,...,5 for the proof of selective security of FE(k, D) in Figure 8| In each procedure, the
components inside a solid (dotted, gray) frame are only present in the games marked by a solid (dotted, gray) frame.
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Game Gq is the selective security experiment for scheme FE. For the sake of the proof, we look
at the public key elements {[Ar;]1, [Bs;]2}ic(an),jel2m] @S a ciphertext of the FEone scheme en-
crypting vectors (0,0) € Z2" x Z2™.

Game Gi: with the above observation in mind, in this game we change the distribution of the
public key elements so as to be interpreted as an FEq,e ciphertext encrypting the vectors

. 2B\ [ y® R
@0 =((Zn) (Gon) ) <~

In Lemmal[6] we show how to argue the indistinguishability of G; from Gg based on the selective,
single-ciphertext security of FEqne (that in turn reduces to Dg-mddh).

Game Gg: in this game we change the distribution of the ¢; components of the challenge ciphertext.
We switch from using {yAr; +7; -’yrbL}ie[gn] to {vAri—i-Ei‘(’yr—kv)bl}ie[gn], for a random v <
Zy. In Lemma [7| we argue the indistinguishability of this change under the 3-pddh assumption.

Game G3 : by using a statistical argument we show that in this game the challenge ciphertexts
can be rewritten as

. CIAN .
ci = <7Ar’ + (o )b ) W cpyi= (’VArnJrz’ —(yr+ v)wgo)waEO)) v

0
~ Bs; + sy(fg)aL ~ Bsm4; + SyJ('O)CLJ‘
ci =W iCnyj =V 0) .
0 0
J
This step essentially shows that the change in game Go made the ciphertexts less dependent on

the bit 3.

Game Ggy: in this game we change again the distribution of the challenge ciphertext components
c; switching from using {yAr; +Z; - (yr +v)b* }ielon) to {7VATi +T; -vrbL}ie[Qn]. This change is
analogous to that introduced in game Gg, and its indistinguishability follows from the 3-pddh
assumption.

The crucial observation is that the public key in this game can be seen as an FEqe ciphertext
encrypting vector (&, y), while the challenge ciphertext of game G4 can be seen as an encryption

of vectors
0 0 2n 2m
() (o)) <5<

using such public key. At a high level, the idea is that we moved to a game in which the
dependence on the challenge messages (x(ﬁ),y(ﬁ)) is only in the public key.

Game Gs: in this game we change back the distribution of the public key elements so as to be
interpreted as an FEgne ciphertext encrypting vectors (0,0). The indistinguishability of this
game from game G4 can be argued based on the selective, single-ciphertext security of the
FEone scheme.

The proof is concluded by arguing that in this game the view of the adversary is independent
of the bit j.

In what follows we use Adv; to denote the advantage of A in game G;, that is Adv; = |1 —
2 Pr[G; returns 1]|. Gg is defined as:

/B <_R {07 1}
Go : ﬁ, — Expls:eé—izd—fe—cpa—ﬂ()\)
Return 1 if B’ = 3, 0 otherwise.
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Where Exp,szeé_izd_fe_c')a_ﬁ (A) is  the  experiment used in  Definition |§| of
indistinguishability-based security for functional encryption. In particular, we have
Advg = Advig 7P ().
Lemma 6 (Go to Gi). There ezists a PPT adversary By:
} 4
Dy, -mddh
|Advg — Advy| < 12- Advgf;gom (A + s
Proof of Lemma [0 Using the selective, single-ciphertext security of the underlying private-key

scheme (which is exactly the scheme in Figure |3, we can change the distribution of the public key
elements from {[Ar;], [st]2}ie[2n],je[2m] to

{[Ari + rxgﬁ)bﬂla (ATt — sz(O)bL]b [st + Syj('ﬂ)a’Lb’ [Bsm+j + Syj('O)alb}ie[n] je€lm]’

In order to apply Theorem [2| we rely on the fact that the FE public key can be seen as an FEgne
encryption of longer vectors

z9 =p¢ ZZQ)" and g¥ =0 ¢ Zf,m in G,

~(1 0 2n e 0 2m
1 — (w('B)H _ g )) € Z2" and y( ) — (y(ﬁ)Hy( )) € Z,™ in G.

Also, secret keys in FE can be seen as FEqpne secret keys corresponding to matrices

r F|0 2nx2m
- (28)

With this observation in mind, it can be seen that the restriction
2T Fy) = 207 F 40

in the queries made by A translates into legitimate queries by By since BT F yB) — O 40 = o
and 07 Fﬂ(o) = g1 Fﬂ(l) = 0. Thus, by Theorem (security of the single-ciphertext secure
scheme), we obtain the lemma. 0
Lemma 7 (G; to Gg). There exists a PPT adversary By such that:
2
Advy — Advs| <2 Advy 2N (\) + =,
’ p

Here, we change the distribution of the challenge ciphertexts, using the 3-pddh assumption.
Proof of Lemma[7 Upon receiving a 3-pddh challenge (bgp, [al1, [b]2, [c]1, [c]2, [2]1) (see Definition [3)),
and the challenge messages (2?0, y(0), (), y™M), B; simulates the output of the Setup phase by
picking A, B ¢ Dy; 8 <& {0,1}; at < orth(A), bt < orth(B) s.t. (b+) @t = 1, and setting:

[r]1 == [a]1, [s]2 := [b]2, [7]1 == [c]1 and [7]2 := [c]2.

Then, for i € [2n],j € [2m], B picks r; <3 Z’;, 8j < r Z'; and computes

mpk := { [Ari + rwl@bJ‘] L {Arnﬂ' — ngo)bJ‘] L [st + syj(ﬂ)al} . [Bsmﬂ' + Syj(-o)aJ‘] 2} S
icn],jelm
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It picks W, A +r GLg1o and implicitly sets

< (Bl|s-at|0 - & (Bls-at|o -
W.—W< 0 1> andV.-V( 0 1 .

Here we use the fact that (Bla™) is full rank since a* ¢ span(B) (this is implied by the fact that
(bY)Tat # 0, with b+ € orth(B)), and that with probability 1 — % over the choices of s <y Zy,
s # 0.

Then, for i € [n],j € [m], it computes

T /A'B 0 0

o 0 [0 a0 | & [
¢ = z - xl(ﬂ) — W~ and [Cjla = |W | y;
NE) =1 0
v 0 0 1 1 J 2
YT n4i ' ATB|0|0 B _ Sm+j
lentili == || =2 2l¥ 0 10 | V7| and [Eniglai= |V | 4
0 0 |01 . 0 ,

Bi1 computes [col1 := []1, [co]2 := [7]2, and simulates KeyGenO as in G (see Figure [9)). Finally,
if A outputs 8/, By outputs 1 if 8/ = 3, and 0 otherwise.

It can be seen that when [z]; is a real 3-pddh challenge, i.e., [z]1 = [abc]i, then B simulates Gy;
whereas it simulates G when [z]; <—x Gi. In particular, while this is easy to see for the elements
of the public key and for ciphertexts [¢j]o, [Cm+j]2, for the ciphertext elements [c;]1, [cnyil1 we
observe that they can be written as

.
7BTAr; . ) )
C; := Z - :B(-B) <B|S o 0) w1l = YAr; + ZZ 1 'fb’gﬂ) w1
G o |t N
VB A7\ | B Ll —1 o\
Cn+i ‘= —z- x(o) ( ‘3 - Q O) Vfl _ ’yAT’n_H + zs T, V*li
0 0 Q1 0

So, if z = abc, then zs~! = rv and the ciphertexts are distributed as in G1; otherwise if z is random

2571 is identically distributed to (ry+v) as in Gg. This proves |Advi —Advs| < 2-Advéjl§1ddh()\)+ %.
O

Lemma 8 (G2 to G3). |Advy — Advs| < %.

Here, we change the distribution of the challenge ciphertexts, using a statistical argument.
Proof of Lemma [§ First, we use the fact that for all 7, € Z,, the following are identically dis-
tributed: (r,~,v) and (7,7, v+7r), where v <— Z,. Therefore, we can write the challenge ciphertexts

vAT; + vrPpt\’ Ar o — o Dpt '
as follows. For all i€ [n],j € [m]: ¢; := ! @) " WLcpyyi= [ 1T 0 i v-1L
Z;
Then, we use the facts that:
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— (s,v) where s,v <y Z, and (s,v) where s < Z; and v <y Z, such that sv + 1 # 0 are

statistically %—close distributions.

Blat|0

— W < Gl andVv.( o7

) .

ldgxx| O 0 Lip\ ¢
Bla—|0 —
0 |1— sv{f—l svj—l ’ < ‘O 1> ’ where W o GL]H—Q,
sv+1 sv+1

8 < Zy,and v <y Zjp such that sv+1 # 0, are identically distributed, since (Bla't) is full rank

1— 1 s
(this is implied by the fact that a® ¢ span(B), since (b-)"a' # 0), and det ( fFutl S”t,l) =
. sv+1 sv+1
sv+1 7& 0.
Therefore, we can change the distribution of {c;, ¢;}ic(n) je[m) as follows:
Idsk 0 0 Sj
. < (Blat)0 T B)
C]_W<01> 0 1—msvs+1 SY.;
0 I =5 (75)
sv+1 sv+1 yj
S
_w. (Blato (8)
_w (Bat [
0
—W. Bs; + syj(ﬁ)aL
0
and
v\ [ATBlol0) /Id 0 o\
? kxk 1 -1
Bla—|0 So—
ci = | vz’ 0 [1]0 ( 0 1-Hl < |0 1> -W!
1 —
1:1(5) 0 0] 0 sv+1 svil
-
V7 ATB|0] 0 JR
=|v-2? 0 [1 1).<B(‘)’ (1)) Wl
;1;56) 0 % —v
.
yri ATB|0/0 Liay —1
Bla—|0 oo
=(@+Y-2) | 0 Jio ( ’0 1) Wl
0 0 |01
T

0
Then, we use the facts that:

(yAfri +w+1)

— (8,v) where s <—y Zy and v <y Z, such that sv + 1 # 0 is statistically

s < Z, and v <y Z;, such that sv +1 # 0.

1
— V ¢y Glype and V - Bla~|0

0 |1

(

) .

1

-close to(s,v) where

p
Idkxk 0 0 L -1
0o |1 1 : (B’a 0) , where V <« Gljo,
. . 0 |1
0 f1+L

8 r Zp,and v <y Z,, such that sv +1 # 0, are identically distributed, since (Bla™t) is full

1
1

SV

rank, and det <} v
<1+

s

)-1
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Therefore, we can change the distribution of {44, €m+jticin] jejm] as follows:

Idjxx[0] 0 8
o _v. (Bl (5T 0
Cm+j = 0 |1 v SY;
0 [Ti+2 0
Sj
:\7.<BGLO>. 50
Yj
0
5. st+(€63)/§ Jat
Yj
and
yrnsi\ | (ATBlO[0  /Idpil0] 0\ Blat0\ " -
enpi = | —vzl” o 1o}-{ o 1] 1 < 0 1) v
0 0 ot 0 [Mi+ZL
T
VT n+i ATB|0/0 Liny 1
= | ~(w+ 1)z 0 [10 -(B(‘)’ (1)> v
2\ 0 o1
;
<7A7'n+i —(v+ i)xz(‘o)bL) -1
= (0) v
L

Finally, we use the fact that for all v € Z,, the distributions: (v+%, s) where s,v < Zy, such that
sv+1#0, and (v++,s) where s,v <y Zp, are statistically %—close. Thus, we obtain, for all i € [n]

Ari+ (v +7)a bt & VAT~ (0 + )bt o
and j € [m]: ¢ = VAT 0 T)E WL ey = nrt ) i v
L
N . B) L ~ [Bs: +uv9ql
¢ =W <7BSJ —By' a ), Cmtj =V (Fy 5 —EO?J @ , as in Ggs.
Yi
This proves |Adve — Advs| < 17?. O

Lemma 9 (G3 to Gy). There exists an adversary Bs such that

|Advs — Advy| < 2- Advy 24"(\) + ]29.

Here, we change the distribution of the challenge ciphertext, using the 3-pddh assumption, as
for Lemma [7.
Proof of Lemma[9. Upon receiving a 3-pddh challenge (bgp, [a]1, [b]2, [c]1, [c]2, [2]1) (see Definition|[3),
and the challenge messages (a:(o),y(o)), (a:(l), y(l)), By simulates the output of the Setup phase by
picking A, B ¢ Dy; 8 ¢ {0,1}; at < orth(A), bt < orth(B) s.t. (b*) @ = 1, and setting:

[r]1 = [a]1, [s]2 := [b]2, [v]1 := [c]1 and [7]2
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Then, for i € [2n],j € [2m], By picks 7; < ZF, s; < ZF and computes

mpk := { [Am + rxl(-ﬁ)bﬂ L [ArnH- — rmgo)bﬂ L [st + sy](-ﬁ)al} . [Bsm+j + syj(-o)aL} ) }ie[n] e

It picks W, \Y% <& GLjio and implicitly sets

< (Bl|s-at|0 - & (Bls-at|o -
W.—W< 0 1> andV.-V( 0 1 .

Here we use the fact that (Bla') is full rank since a* ¢ span(B) (this is implied by the fact that
(b5 at # 0, with b+ € orth(B)), and that with probability 1 — % over the choices of s < Zj,
s # 0.

Then, for i € [n],j € [m], it computes

T (ABL_0 0 .
2 0 bJ_ T T 0 ~ R N J
leilii= || 2- 1:55) u,i/ W and [¢j]z = |W y](.ﬁ)
=1
0 0 0 1 1 0/ 1,
YPn+i ATB|0|0 Sm+j
lenili = || —=-al” 0 10 | V7| and Enigloi= |V | 4
nill = S and [Cp5]2 1= Y;
20 0 |01 0
7 1 J 2

Finally, B; computes [col1 := [7]1, [6o]2 := [7]2, and simulates KeyGenO as in G3 (see Figure [9).
Note that when [z]; is a real 3-pddh challenge, i.e [z]; = [abc]1, then B; simulates Gs; whereas it
simulates G4 when [z]; <—x G1. This proves |Advs — Advy| < 2- Advg_Bplddh()\) + %. O

Lemma 10 (G4 to Gs). There exists an adversary By such that
- 4
|Advy — Advs| < 12 Advgi ™" (\) + 5

Proof of Lemma [10} This transition is symmetric to that between Go and G;: we use the selec-
tive, single-ciphertext security of the underlying private-key scheme (in Figure , to switch: {[Ar;+
0 0
ra VoM (AT —ral Vbt [BSjJrSy](ﬂ)aﬂQy [Bsm+j+8y§- )aL]2}i€[n},j€[m} to {[Ari]1, [Bs;l2}ieizn),je2m)»

Z('B )TFyEB ) mEO)TFy§O) = 0, by definition of the security game. Thus, by Theorem (security

of the single-ciphertext secure scheme), we obtain the lemma.

Theorem [ follows from Lemmas [0 and the fact that Gs is independent from the bit § <
{0,1}. O

since x

4 Our Efficient Functional Encryption for Bilinear Maps in the GGM
In this section, we present a functional encryption scheme, FEggm, that supports the bilinear map

functionality, and is proven secure against adaptive adversaries in the generic group model. In
addition to be proven adaptive secure, this scheme enjoys a simpler structure, and is more efficient,
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as it admits shorter ciphertexts that comprise 2(n+m+1) group elements (as opposed to 6n+6m-+2
in the SXDH instantiation of the scheme of Section |3.2). For ease of exposition, the scheme is
presented for the case in which the functions act over vectors of the same dimension n. It is easy
to see that the case in which (z,y) € Z; x Z;' with n > m can be captured by padding y with
zero entries Bl

TECHNICAL OVERVIEW. We first provide a high-level view of the techniques used in this con-
struction. The initial idea of the construction is to encrypt the two vectors * and y a la ElGa-
mal in the two groups G; and Gy respectively, i.e., the ciphertext includes ¢ = [r - a + x]; and
d = [s- b+ y|2 where 1, s are randomly chosen and the vectors ([a]1, [b]2) are in the public key. At
this point, we observe that, given ¢, d and a function F, one can use the bilinear map to compute
U= a+x)"F(s-b+y)r. This basic idea is similar to that of the scheme of Section
However, here we develop a different technique to enable decryption.

The basic scheme presented above is extended as follows. First, we let the secret key for function
F be the element [a Fb];. Now, if in the ciphertext we include the element [rs]z, one can extract

[s:cTFb + raTFy + acTFy]T =U- 6([(1TFb]1a [73]2)_1-

Above the function’s result is still “blinded” by cross terms s(x "Fb) 4 r(a' Fy). Our second idea,
to solve this issue and enable full decryption, is to add to the ciphertext the ElGamal encryptions
of the vectors s - x and r - y. Namely, we add to the ciphertext the elements ¢ = [t - a + s - x]; and
d = [z b+ -y for random t,z, and the element [rs — ¢ — z]2 (instead of [rs]2). With all this
information, one can compute the value U in the same way as above, and then use the public key
([a]1, [b]2) and the ciphertext components ¢, d to compute

U=[t-a+s-x) Fb+a F(z-b+7r-y)r.
By a simple calculation, the function’s result can be finally computed as
[ Fylp =U-U""-e(la"Fbly, [rs — z — t]5) L.

As a final note, in the full scheme secret keys are slightly different, we randomize them in order to
achieve collusion resistance.
Below we present our second FE scheme in detail.

Setup(1*,n) runs the bilinear group generator bgp <+ G(1*) to obtain parameters bgp = (p, Gy,
G2, Gr, 91,92, €). Next, the algorithm samples a scalar w <y Z, and two vectors a,b < Ly,
uniformly at random. The message space is M C Zj x Z; and the key space is the set of
matrices K C Zy*". It returns the master secret key msk := (w,a,b), and the master public
key mpk := (bgp, [a]1, [b]2, [w]2).

KeyGen(msk, F) takes as input the master secret key msk and a matrix F € K and it returns a
secret key skp = (51,52, F) € G? x K where Sy, Sy are computed as follows. It samples a
random vy <y Z, and computes

(S1,82) = ([a"F b+~ wli, ().

8 Furthermore, with a close look one can see that the last n — m components of the vectors [b]2, d and d would
become useless and thus can be discarded.
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Encrypt(mpk, (z,y)) takes as input the master public key and a message consisting of two vectors
x,y € M, and returns a ciphertext Ct := (¢, ¢, d, d, E, E) computed as follows.
Choose 7, s,t, 2 € Zj, uniformly at random and compute

Decrypt(skg, Ct) parsing skg := (S1, 52, F) and Ct := (¢, ¢, d, (i, E, E), it computes and outputs

Vi=c Fd—[a]; Fd—¢  F[bly — e(S1,E) + ¢(Ss, E) € Gr.

4.1 Correctness
To see the correctness of our scheme, let
A=c'Fd= [7“~a—|—w]1TF[s-b+y]2
=[(rs)-a' Fb+r-a' Fy+s-x' Fb+z' Fyr
B=la],"Fd+¢ ' Fbly=[a]] Flz-b+r-yla+[t-a+s x|]] F[b]
=[z-a'Fb+r-a'Fy+t-a Fb+s-x' Fblp

and note that

A-B=|[rs—t—z)-a Fb+a' Fylp =e(S —[w-1]1,E) + [z Fylr
:€<51,E) —6(52,@) + [CCTFy]T

Since V.= A — B — ¢(S1, E) + (92, E) it is casy to see that V = [z F y]r.

5 Proof of Security of FEggm

In this section we state and prove the security of the functional encryption scheme FEggm of Section
in the generic group model.

Theorem 5. The functional encryption scheme FEggm described in Section |J] satisfies security
against chosen-plaintext attacks (i.e., indistinguishability-based security) in the generic bilinear
group model. Precisely, for every adversary A which makes at most Q key derivation oracle queries
and QQ generic group oracle queries its advantage is

5(6n 4 6 + Q + 2Q)?
p

AdvEEE () <

The proof consists of two main steps. We first state and prove a master theorem that shows
hardness in the generic bilinear group model for a broad family of interactive decisional problems,
notably a family which includes the indistinguishability-based experiment for our functional encryp-
tion scheme. Slightly more in detail, our master theorem states that these problems are generically
hard under a certain algebraic side condition on the distribution of the elements received by the ad-
versary. Then, following the guidelines of our master theorem, the second step of the proof consists
in showing that the scheme FEggm meets the algebraic side condition of our master theorem.
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State: Lists L1, L2, Lt over G1, G2, Gr respectively.

Initialization: Lists L1, La, L7 sampled according to distribution D.

Oracles: The oracles provide black-box access to the group operations, the bilinear map and equalities:
— For all s € {1,2,T}: adds(h1,h2) appends Ls[h1] + Ls[h2] to Ls and returns its handle (s, |Ls|).
— For all s € {1,2,T}: neg,(h) appends —L[h] to L, and returns its handle (s, |Ls]).
— map,(h1, h2) appends e(L1[hi], L2[h2]) to L and returns its handle (7', |Lr|).

— For all s € {1,2,T}: eqg(hi,he) returns 1 if Ls[h1] = Ls[hz] and 0 otherwise.
All queries return | when given invalid indices.

Fig. 10. Generic group model GG Mb,fp for bilinear group setting bgp = (p, G1, G2, Gr, e, g1, g2) and distribution
D.

5.1 Generic Bilinear Group Model for Interactive Problems

In this section we introduce the generic group model framework that we use to prove the security
of our functional encryption scheme. We adopt the framework of Barthe et al. [8] for analyzing
assumptions in generic k-linear groups, and specialize their definitions to our case of interest,
that are asymmetric (Type-III) bilinear groups. In addition, since the results in [8] for interactive
assumptions can only model computational problems, we provide extensions that allow us to deal
with interactive decisional problems.

Generic Bilinear Group Model. Let bgp = (p, G1, G2, Gr, €, g1, g2) be a bilinear group setting,
L1, Lo, L7 be lists of group elements in G, Gy and Gp respectively, and let D be a distribution over
L1, Lo, L7. The generic model for a bilinear group setting bgp and a distribution D is described
compactly in Figure[5.1] In this model, the challenger first initializes the lists L1, La, L by sampling
the group elements according to D, and the adversary receives handles for the elements in the lists.
For s € {1,2,T}, L[h] denotes the h-th element in the list Ls. The handle to this element is simply
the pair (s, h). An adversary running in the generic bilinear group model can apply group operations
and bilinear maps to the elements in the lists. To do this, the adversary has to call the appropriate
oracle specifying handles for the input elements. The challenger computes the result of a query,
stores it in the corresponding list, and returns to the adversary its (newly created) handle. Handles
are not unique (i.e., the same group element may appear more than once in a list under different
handles), but the adversary is provided with an equality oracle to check if two handles refer to the
same group element. This generic group model follows closely that of Maurer [32] (which slightly
differs in presentation, although it is equivalent, to that of Shoup [39]) in that the adversary has
access to the state of the challenger via handles, and equality queries have “free” cost in the sense
that they are not counted for measuring the adversary’s computational complexity.

Below we recall a specific class of distributions on lists of group elements that is used in our work.

Intuitively, it considers group elements that are generated by sampling random values x1, ..., x, <x
Zy and by computing [p(x1,...,2,)]s € G5 for some multivariate polynomial p.
Definition 10 (Polynomially Induced Distributions [8]). Let P = (Py, P2, Pr) be three lists
of polynomials in Zy[ X1, ..., Xy] such that each list contains the constant polynomial 1. We define
the distribution Dp as follows: uniformly sample a vector x < Z;, and return three lists L =
(L1, L2, Lt) where, for every s € {1,2,T}, Ls = {[p1(®)]s,-- -, [p|p,|(x)]s} with p;j(X) being the
j-th polynomial in the list P;. We compactly denote this process as L <+ Dp. A distribution D is
called polynomially induced if D = Dp for some P.
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To give an example, the input to an adversary for the computational Diffie-Hellman assumption
(in G1) can be described as a polynomially induced distribution where P; = (1, X7, X2) contains
three polynomials in Z,[ X1, Xa].

Definition 11 (Completion). Given lists of polynomials P = (Py, Py, Pr), we define their com-
pletion C(P) as
C(P) := PrU{p1i(X) - p2;(X) :Vp1; € P1,p2j € Po}

Intuitively speaking, for lists of polynomials P their completion represents the list of all polynomials
that can be computed by the adversary by applying bilinear maps (i.e., multiplications) to the
polynomials in P. Our definition given above is a specialization (which gets somewhat simplified)
of the completion definition for k-linear groups given in [§].

To give an example, if P = (Py, P», Pr) with P, = {1, X1, Xo}, P» = {1, X2}, Pr = {1}, then
its completion is the list {1, X7, Xa, X1 X2, X2}.

Symbolic Group Model. The symbolic group model for a bilinear group setting bgp and a
polynomially induced distribution Dp, denoted as SG M%glg, gives to the adversary the same interface
as the corresponding generic group model, except that internally the challenger stores lists of
polynomials in Z,[X7, ..., X,] instead of lists of group elements. The oracles addg, neg,, map and
eq, compute addition, negation, multiplication, and equality in the polynomial ring. For any event
€ in the generic group model, we define a symbolic version of it, S(£), where equalities over group
elements are replaced by equalities over polynomials. In the case where £ is an event which does not
involve equality tests on group elements (e.g., in decisional problems where the finalization event

can be a simple check Z 1 on the adversary’s output bit) it holds S(&) = €£.

Generic and Symbolic Group Model for Simple Interactive Problems. The definitions
given so far work for adversaries that receive statically defined lists at the beginning of the game,
and then can interact through the oracles to compute group operations and bilinear maps over
them. In what follows we generalize the generic and symbolic group models in order to capture a
family of interactive decisional problems which includes the indistinguishability security experiment
of our functional encryption scheme. The difference in modeling interactive problems in the generic
(and symbolic) group model is that the adversary is provided with access to additional oracles that
compute further operations on the elements stored in the lists maintained by the challenger in its
state. To formalize this setting, we build on the notion of oracles given by Barthe et al. [8] to model
interactive assumptions. One difference, though, is that in our work we consider oracles that do not
take as inputs group elements (i.e., handles to elements in the challenger’s lists) from the adversary
— we call these problems “simple interactive problems”. In other words, we consider oracles that
take as inputs scalar parameters in Z, and return handles to group elements that are computed
from these scalar parameters, values randomly sampled by Dp and other Z, values freshly sampled
by the oracle itself. This restriction on the type of oracles simplifies the presentation, and allows
us to state a master theorem which deals with interactive decisional problems, whereas the master
theorem for interactive assumptions given in [8] can only deal with computational problems.
We begin by defining the notion of an oracle in the generic bilinear group model.

Definition 12 (Oracles in the generic bilinear group model). An oracle is a tuple O =
(Q', ¢, m,p,v) where:

— @' is the number of oracle queries that are allowed;
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— { is the number of variables 61, ...,d; in Zy that are taken as scalar parameters;

— m is the number of values w1, ...,wn randomly sampled by the oracle in Z,;

—p = (p1,...,pe) is a vector of polynomials in Zy[X1,..., Xy, A1,..., Ay, $21,..., 2] that de-
scribes the ¢ values returned by the oracle;

— v = (v1,...,0:) is a vector of indices such that every v; € {1,2,T} describes in which group the
polynomial p; belongs to.

Basically, in the generic bilinear group model, the oracle takes as input a vector & € Zﬁ from
the adversary and returns handles to group elements [p;(x, d,w)]y,, - - -, [Pc(x, §,w)],. computed by
sampling w <—x Z,'. In the symbolic group model the oracle has the same interface, except that:
instead of sampling new values w;, it creates new formal variables (2;; instead of returning handle
to group elements, it returns handles to formal polynomials in the polynomial ring augmented with
the newly created formal variables, i.e., p;j(X, 9, £2) € Z,[ X, £2].

As an example, the reader may consider the key derivation oracle corresponding to the functional
encryption scheme FEggm. It takes as input £ = n? values { fi;j}ijepn) Which are the coefficients of
the bilinear form F'; it samples m = 1 random value w; = 7; returns ¢ = 2 elements of G; which
can be described by polynomials ATFB + ;W and (2, in Z,[A, B,W,F, (2;].

Now we state and prove a theorem which shows that one can switch from a generic group
model experiment to a corresponding symbolic group model experiment. This theorem extends to
interactive problems of Theorem 1 in [§].

Theorem 6 (From Generic to Symbol Group Model with Oracles). Let bgp be a bilinear
group setting, where p is prime, Dp a polynomially induced distribution, O = (Q',£,m,p,v) an
oracle such that ¢ = |p|, A an adversary performing at most QQ generic group oracle queries, and
E an event without group equality tests. If d is an upper bound on the degree of the polynomials
occurring in the internal state of SGM%gIS, and N = |Pi| + |P2| + |Pr| is the sum of the lists
cardinalities, then

d-(N+Q+c-Q)?
2p

Pr[GGMYP (A) : £] — Pr[SGMAP ,(A) : S(£)]| <

where the probability is taken over the coins of GGM%gI'j and A.

Proof. The proof of this theorem is essentially the same as that of Theorem 1 in [8], which however
does not consider oracles. Given the similarity to [8], we only provide an intuition here. The basic
idea is that the adversary, who only sees handles and the outcome of equality queries, can notice
a difference between the two games only if an equality query would be answered differently. For
a single equality check, the probability of seeing a difference (that occurs when two polynomials
f1 # fo are different in SGM, but fi(x) = fo(x) for a random & in GGM) is bounded using the
Schwartz-Zippel lemma, and is < d/p. The final bound is then obtained by a union bound on
the maximum number of equality checks between group elements (resp. polynomials) in the lists.
This number is upper bounded by T2/2, where T is the maximal length of the lists, which is
T=N+Q+c-Q for an adversary that makes at most () queries to the generic group oracles,
and has additional access to @ which can be queried at most @’ times, each time returning c
polynomials. a

Looking ahead to defining our master theorem for simple interactive decisional problems, we
introduce a notion of parametric completion which works in this interactive setting where the
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adversary gets access to more polynomials in addition to those statically defined in the initial lists
P.

Definition 13 (Parametric Completion). Given lists of polynomials P = (Py, Py, Pr) and an
oracle O = (Q', £, m,p,v), we define their parametric completion CO(P) as follows. Assuming that
the ¢ polynomials in p are in Zy| X, A, £2], we define an extended set of formal variables

A= {4 }Yicijeio 2= {5 }icim)jc)]

The parametric completion CO(P) consists of polynomials in Zp[X,AA, !AZ], and is computed as
follows:

1. PP=P

2. foreach i € [Q']:

3. foreach j € []:

4. Py i=pi(A1:i=Ar, .o, Api= A, 1= Q1 iy oo, o= Qi)
5. Pé]. = P;j u{pi}

6. CO(P):=C(P)

Basically, for every query and every polynomial which is to be returned by the oracle, line 4 redefines
the polynomial by making a change of variables (so that the newly introduced variables are unique in
the game instead of being only locally unique in the query), while line 5 simply adds this polynomial
to the corresponding list (i.e., group) according to the index v;. Finally, the parametric completion
is just a completion (as per Definition computed on the lists of polynomials P’ which include
the initial lists P plus all the polynomials returned by the oracle. We also note that the notion
extends naturally to be parametrized by more than one oracle.

5.2 A Master Theorem for Simple Interactive Decisional Problems

Equipped with the framework and the tools introduced in the previous section, we are now ready
to state our master theorem. First, we define what we call simple interactive decisional problems.

Definition 14 (Simple Interactive Decisional Problems). A simple interactive decisional
problem in the generic and symbolic bilinear group model for oracles O = (Q', ¢, m,p,v), Ou =
(1,05, m*, f,v*), and O, = (1,£*,m*, f',v*), and a legitimacy predicate H is an experiment where:

— The adversary A gets the same input and the same oracles as in Figure[5.1].

— A can interact with two more oracles, either O and Oy, or O and O.,, such that O, (Tesp.
0., ) can be queried only once.

— A can make (adaptive) queries to its oracles under the restriction that A is “legitimate”, where
legitimacy is defined by some predicate H over its oracle queries. Specifically, if 6* € Zf;* is A’s

query to oracle Ogp, (or O, ), and 5 = (31, ... ,gQ/) € Zf,’Q/ are the Q' queries of A to oracle
O, then H is defined as a predicate H(8,6*) € {0,1}.

— A returns a bit 8, and the finalization event £ is “B L7

Note that the two oracles Oy, O, differ only in their output polynomials. Namely, it can be f # f/
(while their length is clearly the same).

Below we state and prove our master theorem whose goal is to bound the difference between
the probabilities of the winning event £ in the two executions of the experiment, provided that a
certain algebraic condition on the parametric completions is met.
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Theorem 7 (Master Theorem for Simple Interactive Decisional Problems). Let bgp be
a bilinear group setting, Dp be a polynomially-induced distribution, and O = (Q', ¢, m,p,v) be an
oracle. Furthermore, let O, = (1,05, m*, f,v*) and O, = (1,0*,m*, f',v*) be two other oracles.
Let N = |P| + |P| 4+ |Pr|, ¢ = |p|, ¢ = |f| = |f'], r = |COC(P)|, and let d denote an
upper bound on the total degrees of the polynomials in the parametric completions. If for all vectors
8 € 7y 6 € ZL such that H(8,8%) =1 it holds

(keZ)|k-C=0}={keZ|k-C =0}, (1)
where C = CO0n(P)(A = §, A* = 6*) and C' = CO%u(P)(A = §, A* = &%), then

- (N+Q+cQ +c*)?-d
- P

Pr(GGM®P , o (A): €] — Pr[GGI\/I%g;QOéh (A) : €]

holds for all legitimate adversaries A that perform at most QQ group operations.

Proof. To prove the theorem we first apply Theorem [6]in order to switch the two experiments from
the generic to the symbolic group model.

N+Q+cQ +c¢)*-d
[PHGGMEP o, (A) : ] = PrISGMED o, (A) : S(E)]| < (N+Q+cQ +¢)

< %
N+Q+cQ +c*)?-d
‘Pr[scmg)g;w,chm) . S(E)] —Pr[GGMngIS’O7O;h(A) : 5]] < ( o )

To complete the proof we claim that

‘Pr[scm%g;wch (A) 1 S(8)] = PrISGMEEP ) o, (A): S()]| =0
Since we are quantifying over legitimate adversaries, we take for granted that .A’s queries are such
that H(d,0*) = 1. A’s view in the symbolic game depends only on the outcome of the equality
checks which are performed on the polynomials appearing in the lists stored by the challenger. At
this point, the key observation is that the parametric completion C' = Caoch(P)(AA =9, A* =
5\*) can be viewed as the generating set of a vector space V which describes all the polynomials
computable by the adversary starting from the polynomials in P and the polynomials returned by
the oracles. So, every polynomial v € V' can be expressed as a linear combination of polynomials
in C (i.e., v =A-C for some A) and K = {k € Z;, | k- C = 0} is the kernel of this linear map.
Moreover, since the lists Py, P» are assumed to contain the constant polynomial 1, we note that the
parametric completion C' in the target group is sufficient to express all polynomials in V. Therefore,
the side condition on the equality of the kernels of the two linear maps (i.e. condition [I) means
that the adversary sees exactly the same equalities in the two experiments. To see this, consider
an execution of the SGM experiment where the adversary has two handles hq, ho, and assume that
these point to polynomials v1,vs in the left game (i.e., with oracle O,;,) and v}, v} in the right game
(i.e., with oracle O.,), such that vy = vy (i.e., eq (h1,h2) = 1 in the left game) and v] # v (ie.,
eqy(h1,h2) = 0 in the right game). Notice that in both experiments the polynomial v; (resp. v])
can be expressed using the same linear combination of elements in the respective completion, i.e.,
for I = 1,2, in the left game we have v; = A; - C whereas in the right game we have v] = X\; - C'.
However, this means that (A — Ag) - C' = 0 whereas (A1 — A2) - C' # 0, which contradicts our side
condition. O
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5.3 Security of the Functional Encryption Scheme FEggm

In this section we use the generic group framework presented in the previous section to prove
Theorem [5l We proceed as follows. First, we show that the indistinguishability security game for
the scheme FEggm is a simple interactive decisional problem as per Definition [I4], and thus it fits
our Theorem [7] Next, we give the core part of the proof which is to show that the scheme is
symbolically hard, in the sense that it satisfies the side condition of equation in Theorem m

Indistinguishability Security is a Simple Interactive Decisional Problem. Let us consider
the indistinguishability security experiment for our scheme FEggnm in the generic bilinear group
model. At the beginning the adversary is given handles for the following lists

Ly = {11, [a1]1, .- -, [an]1 }
Ly = {[1]2, [w]2, [b1]2, - - ., [bn]2}
Ly = {{1]r}

which can be seen as output of the polynomially induced distribution (L1, Lo, L7) < Dp, where
P={1,A4,..., A}, B={1,W,By,...,B,}, Pr ={1}

are lists of polynomials over Z,[A, B, W].

The adversary is also given access to the key derivation oracle that we can write as O =
(-,n2,1, (p1,p2), (1,1)) since it can be queried an unbounded number of times, it takes as input the
description of a quadratic form which is an (n x n)-dimensional matrix F = (f; j), samples a single
value v, and outputs two elements of G; which can be described with polynomials

pr= Y fij-AiBj+T W, py=I €Z,A BWF,I]
i,j€[n]
Also, A can query the challenge oracle that is either O, (1, 4n, 4, p*, v*) or O, (1,4n,4,p*, v*).
To see the definition of these oracles, note that they can be queried only once, they take as input

two challenge messages (x,y), (x’,y'), sample four random values r, s, ¢, z, and output polynomials
corresponding to the ciphertexts, that are either:

{SBZ—F}/%}?:M {ZBZ"’_RY;}?ZM
RS—Z-T, W([RS—-Z-T))
or
p*/ = ( {RAZ + X?f 'LT'L:la {TAZ + SXZ{}ZT'LZD
{SBZ + }/;/}?:17 {ZB’L + RYZ}?ZM
RS—Z-T, W([RS—-Z-T))
over Z,[A, B,W,X,Y,X'\Y',R,S,T, Z].

Moreover, for an adversary A that makes @ queries Fy,...,Fg € Zp*" to the key derivation
oracle, one query x,y, ',y € Zy, to the challenge oracle, and returns a bit 3, then by the security
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definition we have that A is legitimate if “H(F1,...,Fg,x,y,2',y') = 1”7, where the predicate H
is true iff 2 TF,y = 2’ Fyy for alli =1 to Q.

It is easy to see that the indistinguishability security experiment for the FE scheme FEggy is a
simple interactive decisional problem as per Definition In order to obtain a proof of Theorem
then we invoke our master Theorem [7]

Instantiating the master theorem. Before focusing on the main part of the proof, which is to
show the satisfaction of the side condition, we briefly show how the bound of Theorem [5]is obtained.
This follows by observing that: the sum of lists cardinalities is 2(n + 1) + 2, the key derivation and
challenge oracles give 2Q) and 4n + 2 polynomials respectively, and, as we shall see a bit later, the
maximal total degree of polynomials in the parametric completions is d = 5.

Satisfaction of the master theorem side condition. The remaining part of the proof focuses
on showing that the interactive decisional problem corresponding to the security of the functional
encryption scheme FEggy satisfies the side condition of equation . To this end, our first step is to
compute the parametric completions C?:%¢ (P) and COcn (P). In the completions computation we
consider directly the adversary’s queries as scalars instead of formal variables. Namely, we consider
the polynomials in the parametric completions evaluated at X = z,Y =y, X' =2/, Y’ = vy’ and
F,= F*) Yk € [Q]; this is indeed what we need for analyzing the side condition of equation (T)).

NOTATION. In the rest of the proof, for presentation’s convenience we use the following vector
notation to express a bilinear map:

(fzey)= Y fimziy

i,j€[n]

Above, f is the n?-dimensional vector obtained by concatenating all the rows of F, ie., f =

(firs fiz,- s fim, fa1s- -y fan—1, fan) For any n-dimensional vectors @, y, we denote by  ® y
their tensor product that we write as an n?-dimensional vector (xy;)i; where the entries 4, j are
ordered lexicographically, e.g., € @ y = (x1y1, T1Y2, - - - s TnYn—1, TnYn)-

PARAMETRIC COMPLETIONS. Consider an adversary A which queries x,y, ', y’ to the challenge
oracle Ou,, and f, ..., f@ to the key derivation oracle. The computation of the parametric
completion COOer (P) (evaluated at X = =, Y = y, X' = 2/, X' = ¢/ and Fp=fb vk € Q)
first builds the following lists:

Pl = {1} U{Ai, RA; + xi, TAi + 2:S} i U {(fP, A® B) + IW, Ti}iepo)
Py={1, W, RS —Z—-T, W(RS —Z—T)}U{Bi, SBi + yi, ZBi + yiR}ic[n),
Pr={1}
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The last step of the parametric completion computation, C(P’), then yields:

C={1,W,RS—Z—-T, W(RS—Z—-T)}U
{A;, B;, WA;, RSA; — ZA; — TA;, RSWA; — ZWA; — TW A }iep U
{AiBj}ijem U
{Le, W, RSy — ZI}, =TTy, RSWI} — ZW T} — TW I} jeiq) U
{(f®, A B) + LW, (f& W(A® B)) + [W }ieiq U
{(f®, (RS- Z -T)(A® B)) + (RS — Z — T)W I} }reiq U
{(f® (RS — Z ~T)W(A® B)) + (RS — Z — T)W?I}.}reiq) U
{(f(k), Bj(A® B)) + B;IWW, BjI}jcin) keio Y
{RA; + z;, TA;j + ;- S, SBi +yi, ZBi +¥; - R}icpn), U
{RWA; + ;- W, TWA; + 2 - SW}icpn), U
{R*SA; — RZA; — RTAi + x; - (RS — Z — T}y U
{R*SWA; — RWZA; — RTWA; + ;- (RS — Z — T)W };¢n), U
{RSTA; —TZA; = T*A; + ;- (RS® — SZ — ST)}iem) U
{RSTWA; — TWZA; — T*W A; + a; - (RS® — SZ — ST)W }igfn), U
{SA;iBj +y; - Ai, ZA;Bj +y; - RA;, RA;Bj + ;- B, TA;Bj + ;- SBj}; jen) U
{RSA;Bj + xiyj +vj - RA; + x; - SBj}; jepn) U
{RZA;Bj + z;y; - R+ vy; - R2A; + a; - ZBj}i,je[n] U
{STA;Bj +z;y; - S+vy; - TA; + ;- SQBj}z‘,je[n] U
{TZAiBj + xiy; - RS +y; - RTA; + x; - SZB}}; jepn) U
{(f®,(SB; + y;)(A® B)) + SWB;T} + y; - Wi} jenhefo) U
{(FN.(ZB; +y; - R)(A@ B)) + ZWB; I + y; - RW i} el pef) U
{SBily +y; - Ik, ZBjlk +yj - Rk} jem) keQ)

The completion ¢/ = €% (P) is the same as C except for replacing coefficients x; with
z; and y; with y}, for all 4,7 € [n]. In total, both completions consist of r = |C| = |C'] =
44+15n+9n2+8Q+6nQ polynomials in the ring Z,[A1, ..., Ay, B, ..., By, W, I,...,Ig, R, S, T, Z].
Also it is possible to see by inspection that the maximal total degree of the polynomials in C' and
C"is d =5 (this is the degree of the monomials R2SW A;).

TOWARDS SHOWING EQUALITY OF THE TWO KERNELS. Let us recall that the goal of the proof is
to show that

K={keZ) |k-C=0} = {keZ)|k-C'=0} =K' (2)

under the condition that (f*), z @ y) = (f*) &’ @ ¢/) for all k = 1 to Q. One way to show this
equality is to compute bases for both kernels K and K’, and show that these bases generate the
same space (or that they are actually the same). This is what we eventually do. However, instead of
proceeding straight to computing bases for the two kernels, we first show that showing the equality
in is equivalent to showing a similar equality for a much simpler (smaller) vector space.
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Lemma 11. Let C' and g” be the parametric completions computed above. There exist two sets of
polynomials C C C and C' C C', both of cardinality 7, such that if

K={keZ |k-C=0} = {keZ |k -C'=0} =K (3)
is satisfied then equation 18 satisfied as well.

Proof. As a first step, we show the existence of a set of indices S C [r] and a corresponding vector
subspace U = {k € Z;, : k; = 0,Vi € S} C Zj, such that both K and K’ are contained in U, i.e.,
K Cc U and K’ C U. This fact implies that the equality of equation is the same as

K={kecU|k-C=0} = {keU|k-C'"=0}=K' (4)

We show the existence of this set S by observing the specific shapes of the polynomials in C' and
C’. S is the set of indices i € [r| such that the i-th polynomial in both C' and C’ contains a unique
monomial, i.e., a monomial which appears only in that polynomial. For every polynomial p; (resp.
p;) such that ¢ € S it holds that any vector k € K (resp. K') must have k; = 0.

By inspection, the set of such unique monomials (which implicitly determines S) is

{WA;, RSA;, ZA;, RST A;, RSTW A;, RSW A, ZW A, R*SAi, RZ A;} i) U
{R*SW A;, RZW A;, RTW A;, RW A;, TZ A;, T*A;, TZW Ai, T*W A}y U
{STA;B;, TZA;B;, RZA;Bj, SA;B;}; jein U

{RSTy, ZI},, Ty, W? I}y, RSW? Ty, ZW? T, TW? I} (g U

{B;I,SB; I, WB; Iy, ZB;I,, SWB; T, ZW B; I} jen) ke (@]

Then we define C (resp.~6’ ) as the subset of C' (resp. C’) including all those polynomials whose
index 7 is not in S, ie., C={p; € C|i¢ S} and C' ={p;eC'|i¢g S} Let7=|C|=|C"|
By the definitions of U, C' and C’ given above, it is easy to see that if the following equality

K={keZ) |k-C=0} = {keZ |k -C'=0} =K'

is satisfied, so is the equality of equation , and thus that of equation . This completes the
proof of the lemma. N
For convenience, we show explicitly the simplified completion C'

C={1,W,RS—Z—-T, W(RS—Z—-T)}U
{Ai; Bi}igin U
{AiB;}i jem Y
(I, W, RSW I}, — ZW I}, — TW I} e U
{(f®, A® B) + W }4e(q U
{(fW, (RS — Z —T)(A@ B)) + (RS — Z — T)W T} }peiq) U
{RA; + xi, TAij+ ;- S, SBi +yi, ZBi +yi - R}icpn), U
{TWA; + ;- SW }icpn), U
{RA;Bj + z; - Bj, ZAiBj + y; - RA;, TA;Bj + ;- SB;}; jen U
{RSA;Bj + ziyj +y; - RA; + 7 - SBj}; jeln)

36



C’ is the same except for having coefficients x,,y; instead of z;, ;. O

By using the result of Lemma we are left with showing the equality of equation . To this
end, we apply below an analogous simplification.

Lemma 12. Let C and C' be the sets of polynomials as defined in Lemma . There exist two sets
of polynomials CcCandC' C C' both of cardinality N, such that if

K={keZ)|k-C=0} = {keZ) |k -C'=0} =K' (5)
1s satisfied then equation 1s satisfied as well.

Proof. The proof of this Lemma is quite similar to that of Lemma [T} As a first step, we show the
existence of a set of indices S C [N] and a correspondlng vector subspace U = {k € ZT ki =0,Vi €

St c Zi such that both K and K’ are contained in U, i.c., K ¢ U and K' C U. ThlS fact implies
that the equality of equation (|3]) is the same as

K={keU|k-C=0} = {keU|k-C'"=0}=K' (6)

To see the existence of this set S we again look at the specific shapes of the polynomials in C and
C’. S is the set of indices i € [r] such that the i-th polynomial in both C and C' contains a unique
monomial, i.e., a monomial which appears only in that polynomial. For every such polynomial p;
(resp. pf) it holds that any vector k € K (resp. K' ) must have the corresponding i-th coefficient
ki =0.

By inspection, the set of such unique monomials is
{W, RS, Z,T,RSW,WZ, TW} U {Fk}ke[Q] U {Al, B;, TA;, TWA,, ZBZ}ze[n} U {RAiBj}i,je[n]

Similarly to the previous lemma, we define §’ (resp. C') as the subset of C (resp. ") including all
those polynomials whose index 7 is not in S, ie., C'= {p; € C'| i ¢ S}, C'={p;eC'|i¢S}
Let N =|C| = |C|.

By the definitions of U ) C and C' , it is easy to see that if the following equality
K={keZ)|k-C=0} = {keZ) |k -C'=0} =K'

is satisfied, so is the equality of equation @, and thus that of equation . This completes the
proof of the lemma.
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For convenience, we show the simplified completion C:

&=

Cri = {RA; + i}ic[n),

62,7; ={SBi + ¥Yi}icn
Cs.i5 = {AiBj}ijem
64’1-7]- ={RSA;Bj + wyyj +yj - RA; + ;- SBj}i jeln)
Csij = {TAiBj + ;- SBj}i i
Coij = {ZAiBj +y; - RAi}i jepn)

Crix = {WTi}elq)

Csjo = {RSW I}, — ZW Ty — TW i} ke

Cos = {(f*, A® B) + Wi}repq
Crow = {(f®, (RS - Z — T)(A® B)) + (RS — Z — T)W i }re(q)

~

C' is defined analogously, except for having values 2} and y, instead of z; and y; respectively. O

By using the result of Lemma we are left with showing the equality of equation that we
recall below
K={keZ)|k-C=0} = {keZ) |k-C'=0} =K'

All the polynomials in the completions C and C’ can be seen as linear combinations of the
following set of monomials, that we call the monomials basis

Hyp=1 {H1i = RAi}icpn) {Hz,; = SBi}icn)
{H3ij; = AiBj}ijem) {Haij = RSAiBj}ijem) {Hsij =TAiBj}ijem) {Heij = ZAiBj}ijem)
{Hrp =Wlitreqp {Hsk = RSWIklreiqy {Hok=TWIitieiqn {Hiok=ZWIihielq)

Let us write the above monomials basis as a vector H of N entries. Then, H is a monomial basis
in the sense that for every polynomial p € C' (resp. p’ € C’) there exists a vector v € ZIJQV (resp.
v') such that p = (v, H) (resp. p’ = (v', H)). (Precisely, v has coefficients in {0, 1} U {2, yi}icfr U
{ziy;}ijem U {fi(,j)}i,je[nme[cg] while v" has coefficients in {0, 1} U {2}, y;}iepm) U {25; }ijefn Y

k
(Y setmlver@r)

Let M € ZZ])V *N be the matrix obtained by concatenating, row after row, all these vectors
v1,...VN, i.e., such that all polynomials in the completion can be compactly expressed as C =
M - H. And let us define analogously M’ such that ¢/ =M’ - H.

Using this representation in the monomial basis, then showing the equality in is the same

as showing
{(keZ)l k" M=0}={keZ):k" -M =0}

namely that M and M’ have the same left kernel.
We finalize the proof of Theorem [5| by proving the following lemma.
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Lemma 13. Let M and M’ be the matrices defined above. Then ker(MT) = ker(M'").

Proof. We prove the lemma by computing bases for the kernels of both transposed matrices M "
and M’". Below we write the matrix M using a “block representation” that we explain slightly
below:

(@)
OQ)
Q)
9)

2/C; €4 Cs Gy

o

CoC; C 7
H, il  y[0Oz®y 0O 0 ]0 0 0 O
H, RA[0 I 0|0 I®y 0 I®yl0 0 0 O
H, SBI0 0 I|0 z2Ixz®I O 0O 0 0 O
Hs AQB|0 0 0|1 0 0 0 0O 0F O
MT— HiRS(A@B)jo 0 0o I 0 0000 F
H; T(A®B)|o 0 0/]0 0 I 0|0 0 0 -F
H¢ Z(A®B)|o 0 0/]0 0 o0 I |0 0 0-F
H- wrjo o 0|0 0 0 O I 0I O
Hg RSWI|0 O 0|0 0 0 0 0I oI
Hy TWI|i0o 0 0|0 0 0 0 0 -I0 I
Hi ZWIrjio o 0|0 0 0 0 0 -To0 -1

Above, the elements on the left and above the double rules || are intended as labels for the rows
and columns of the matrix.

In our “block representation” we have that:

— () is a single column, C1, Cy consist of n columns each, Cs, ..., Cg have n? columns each, and
Cr,...,Cyp have Q) columns each.

— Similarly to above, Hy is a single row, Hy, Hy consist of n rows each, Hs, ..., Hg have n? rows
each, and Hvr,...,Hyg have ) rows each.

— x,y are n-dimensional row vectors.
— I is the identity matrix of dimension n x n, or n? x n? or Q x Q.

— 0 denotes a vector or a matrix of zeros whose dimension is easily extrapolated from its position.

F is the (n? x Q)-dimensional matrix F = [f(l) |- | f(Q)], which essentially represents a
concatenation, column after column, of all the queried functions, each represented as a column
vector.

— Tensoring notation: For any vectors @,y of dimension n, we denote by @ ® y their tensor
product that we write as an n2-dimensional row vector (23y;)s,j where the entries ¢, j are ordered
lexicographically, e.g., € ® y := (1Y1, Z1Y2, - - - , TnYn—1, Tnyn). Clearly, ® is not commutative.

Moreover, abusing notation, we define the tensor product between an (¢ x n)-dimensional matrix
A and an n-dimensional vector y as the component-wise tensor product of every row of A with
y, i.e., letting A; be the i-th row of A, we define

Ai®y YA
ARy := and similarly y® A := :
Ar®y YR Ay
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As an example, using the just introduced notation, one can take a block-column such as 61 € Zi,v xn
in M, and compactly write

_m®y-
I®y

Cioy= 0 GZ;JDVXTLZ
L 0 -

This block representation of M is convenient as it allows us to perform gaussian elimination on M "
by expressing multiple column operations with single block-of-columns operations (i.e., intuitively
treating every block as if being of constant size). Namely, we will express operations using blocks
and observe that these get easily translated into corresponding column operations as follows:

— swap of column-blocks is translated into component-wise swapping of columns,

— addition/subtraction of two column-blocks becomes a component-wise addition/subtraction of
the corresponding columns,

— tensoring of a column-block by a vector is translated into (simultaneously) multiplying several
columns by field constants.

Now we proceed to computing a basis for the kernel of M ". To this end, we first extend below
M ' with the identity matrix. This gives us the following matrix T:

HC'o C1 GG Cy G5 GCg |C7 Cg Gy Cyo
1l  y|0xzwy 0 0 ]0 0 0 0
Hi0 I 0/0Ioy 0 Iy0 0 0 O
Hs|0 0 T|0 z®Ix®I O |0 O O O
Hs3|0 0 0|1 0 0 0O |0 0OF o0
Hy0 O 0|0 I 0 0 |0 0O 0 F
Hs|{0 0 0|0 O I 0 |0 0 0 —-F
Hg|0O O OO0 O 0 I |0 0 0 -F
H;|0 0 0|0 O 0 0O |I 0TI O
Hg|{0O 0 0|0 O 0 0 0I 0 I
HolO O OO0 O 0 0 |0 -TO —-I

Ti = Hpl|lo 0 0j0 0 0 0 |0 -TOo —I

1 0 0j]0 O 0 0O |0 00 O

0TI 0/j0 O 0 0O |0 0 0 O

00 I|{0 O 0 0O |0 0 0 O

0 0 O|I O 0 0O |0 0 0 O

0 0 0/0 I 0 0O |0 0 0 O

00 0j0 O 1 0 |0 0 0 O

00 0|0 o 0 I {000 O

00 0|0 O 0 0O |I 00 O

00 0|0 O 0 0 |0OI 0 O

00 0|0 o 0 0O |0 OI o

00 0|0 O 0 0 |0 00 I

W
(an)}



In what follows we perform gaussian elimination on the above matrix via a series of column
transformations until the upper matrix gets in column echelon form. In order, we apply the following
column transformations (expressed in block notation):

1. 61 = 61 —TQ® 60 and 62 = 62 -y 60; this yields matrix T5.
2. 64 = 64 —(zRyYy)® 60 — 65 — 66; this yields matrix T's5.

65 —r® 62 and 66 = 66 — 61 ® vy; this yields matrix T}.

Q)

5

69 = 69 — 63 -F — 67 and 610 = 610 — 64 . F; this yields matrix T5.

AN

610 = 610 — 68 and 64 = 64 + 65 + 66; this yields matrix Tg.

The matrices T1—T¢ appear in the following.

[Co C1 C2/C5 €4 Cs  Cg |C7 Cs Gy Cug
Hpll 0 0|0 z®y O 0O (0 OO0 O
Hi{0 I 0/{0Ivy 0 I®y 0 0 0 O
H5/|0 0 T |0 z®Ix®I O (0O O O O
Hs3|0 0 0|1 0 0 0O |0 OF O
H4|O0 O 010 I 0 0O |0 00 F
Hs|0 0 0|0 0 I 0O |0 0 0 —-F
Hs|0 0O 010 0 0 I 0 0 0 —-F
H;||0 0 010 0 0 0 I 0o0I O
Hgl|0 0 0|0 0 0 0 |0I 0 I
Hy|lO O 010 0 0 0O [0 -ITO0 I

T, = Hi,0 0 0|0 0 0 0O |0 -TO0 —-1I

1 —xz—y|0 0 0 0O |0 0 O O

0OI 0|0 0 0 O |0 0 0 O

0O 0 IO 0 0 0O |0 0 0 O

0 0 0|1 0 0 0O |0 0 0 O

0O 0 0|0 I 0 0O |0 0 0 O

0O 0 0|0 0 I 0O |0 0 O O

0O 0 0|0 0 0 I |0 00 O

0O 0 0|0 0 0 0 I 00 O

0 0 0|0 0 0 0O |0I 0 O

0O 0 0|0 0 0 0O |0 0OI o0

0O 0 0|0 0 0 0 [0 00 I
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0 00 O

0 00 O

0 0F O
0 0 0 F
0 0 0 -F
0 0 0 —-F

I
-1
-1

0 I o
0 -1I0
0-1I0
0 00 O

0 00 O

0 00 O

0 00 O

0 0 0 O

0 00 O

0 0 0 O

I 00 O
01 0 O

I

0 0O

0
0 Ioyl0 0 0 O

z®I O

0
0
0
0
I
—I
-1

0

0
0
0
I

0
0
0
0

0
0
0

0
0

0

0

0
0
0
0
1
0
0

0

0
I
-1
-1

0
0
0
0

0

0 I 0]0

I

00

l —z—-y|0 —z®y O

01 0]0

0 0 I
0 0 0]|I

0 0 0]0
0 0 0]0
0 0 0]0
0 0 0]0
0 0 00
0 0 0]0
0 0 00

Hyl1 0 0]O0

H,

H,

Hs;|0 0 0|1

Hy{O O O0]O

Hs;[0 0 00

Hg|O O 0O

H7[|0 0 0O

Hg|0O O 00

Hoyl|O O OO
Hy|0 0 00

T
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I
-1
—I

0 00 O
0 00 O
0 00 O
0 0F O
0 0 0 F
0 0 0 -F
0 0 0 —-F
0 I O

0 -I0
0-I0

© o o

y|0 0 0
y0 0 0
0 00

H,
H,
Hg
Hy

Ty

S ® 9o S
-

8

>_®

¥ o g

8

>
OOOOIJJOOOOMOOOIJJOOOO

[
CooNooOClocoOCOlcoO~NOOOCOOOO
comoococloococo|Po~ococoocooocoo
oc~olocoocolocooco|ifmoococoocococooo
~ocCcloocoolcooCOolHNoO0O0 0000000
(=] [ A To] I~ o0 o]
T TETEETE o

0 0 0 O
0 0 0 O
0 0 0 O
0 0 0 O
I 0 0 O
01 0 O
0 0I O
0 00 I
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67 68 69 610

Cq

-1
-1

0-1I0
0-10

0

0 0 —F

-1

I 0

0
0
0
0
I
-1
-1
0
0
0
0

0
0

y|0 O
y 0 O
00

0 -I®
I O

0
0

0

0
I
-1
-1
0
0
0
0

0

0I 0|0

0 0 IO

0 0 00

0 0 0]0

1l —z—9y|0 0y TRy

0OI 0]0

0 0 IO

0 0 0]|I

0 0 0|0
0 0 0|0
0 0 00
0 0 0|0
0 0 00
0 0 0|0
0 0 00

Hopl 0 O0]O

H;

H,

Hz|0 0 0 |1I

Hyl0 0 0|0

Hs;|{0 0 00

Hg

H;l0 0 0|0

Hg |0 0 00

Hy

Hy|0 0 00

Ts

44



[60C 8,8 6 8 G 6:G)6] S
Hyl|l 0 0 O 0 0 0 0 00 0
H{{0O I 0 O 0 0 0 0 0O 0
H>j0 0 I O 0 0 0 0 0|0 0
Hs;/0 0 0 I 0 0 0 0 0O 0
Hy|O O 0 O I 0 0 0 00 0
Hs|{0 0 0 O 0 1 0 0 0|0 0
Hg|0O 0O 0 O 0 0 I 0 00 0
H;|0 0 0 O 0 0 0 I 0O 0
Hgl{0O O 0 O 0 0 0 0O I|o 0
Hg|O O 0 O 0 0 0 0 —-IjoO0 0

Te = Hp0 0 0 0 0 0 0 0 -I0 0

l —z-y 0 zRy zRy z®y 0 0| 0 ((zx®y)F
0I 00 -Iey 0 —-IxyO0 0[O0 0
0 0 0 —=xzxxI-zxI O 0 0O 0
0 0 0 I 0 0 0 0 0 |-F 0
0 0 0 O 1 0 0 0 0|0 -F
0 0 0 O 0 I 0 0 00 F
0 0 0 O 0 0 I 0 0|0 F
0 0 0 O 0 0 0 I 0|1 0
0 0 0 O 0 0 0 0O I|oO —1I
0O 0 0 O 0 0 0 0 0| I 0
0 0 0O 0 0 0 0 0|0 I

As one can see, in the above matrix Tg the upper part is in column echelon form. Hence, the
basis K of the kernel of M is represented by the two rightmost block-columns of the lower matrix.
These columns are a collection of 2¢) N-dimensional vectors as follows

(e} © o O

o o

o = O

0
0
0

(x @ y)F

7/

Nx2Q
€ zZ)

It is easy to see that when applying the analogous set of transformations on M’ T (where  and
y are replaced by @’ and vy’ respectively) one obtains the same basis K. Precisely, the analogous
transformations lead to the same vectors of the kernel except for having (2’ ® y')F instead of
(x ®@y)F. However, by the legitimacy condition of the security game it holds (x®@y)F = (2’ ®@y')F.

Hence, M and M’ have the same basis for their left kernels, which completes the proof.
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6 Predicate Encryption for Bilinear Maps Evaluation

Here we show how to use our functional encryption schemes to build a Predicate Encryption (PE)
scheme for the evaluation of bilinear maps over attributes. Specifically, we give a scheme for the
predicate P : X x Y — {0,1} where X C Zy x Z*, Y C Zy*™, and for all (z,y) € X and F € )

z'Fy € {0,1} and P((z,y),F) =1 iff ' Fy = 1.

In Figure we present a generic construction of PE for P from any functional encryption scheme
FE for the bilinear maps functionality F' : I x M’ — ', where M’ := Z} x Zy}, K = Zp*™,
YV :=Gr and for all (x,y) e M, F e Kk

F(F,(z,y)) = [z Fyl;.

The PE scheme can be instantiated by using one of our FE constructions presented in Sections
and [4

Setup(1*,P, M := Gr): Encrypt(mpk, (z,y) € X, M € Gr):
Return (mpk, msk) < Setupge(1*, F) w ¢ Zp; Co = [w]r + M

C1 = Encryptee (mpk, (w - @, y))
KeyGen(msk, F € )): Return Ct(y ) := (Co, C1)

Return skg := KeyGengg (msk, F)
Decrypt(mpk, Ct(g 4 := (Co, C1), skr):
K := Decryptge (mpk, C1, skr)

Return Cp — K.

Fig.11. PE, a predicate encryption scheme, selectively (resp. adaptively) secure if the underlying FE scheme
(Setupgg, KeyGengg, Encrypteg, Decryptee) is selectively (resp. adaptively) secure.

Theorem 8 (Correctness). If FE := (Setupgg, KeyGengg, Encrypteg, Decryptgg) is a perfectly cor-

rect functional encryption scheme for functionality F, then so is the predicate encryption scheme
PE defined in Figure[11]

Proof of Theorem[§ By correctness of FE, we have for all (z,y) € X, w € Zy, F € Y
F(F,(w-z,y)) = [w-z'Fyly = [w-P((z,y), F)ly.

Thus, when P((x,y),F) = 1, decryption recovers the encapsulation key [w]p. a

Theorem 9 (Security). IfFE := (Setupgg, KeyGengg, Encryptrg, Decrypteg) is an adaptively (resp.
selectively) secure encryption scheme for F, then so is the predicate encryption scheme PE defined
in Figure[I1l Namely, for any PPT adversary A, there exists a PPT adversary B such that:

Advpg () < 4 Advig T ().

Similarly, in the selective case, for any PPT adversary A, there exists a PPT adversary B such
that: _ _
AdvEERTEP0) < 40 Advig ().
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r— -1

G(), Gl,‘ G2 N
L-Za

B = {0,1}, (mpk, msk) < Setupgc(1*, F)
ﬂ/<_AKeyGenO(-),EncO(-,-,-,-)(mpk)
Return 1 if 8’ = 3, 0 otherwise.

EncO((mw),y(O)),Mo, (w(1)7y(1>)7M1):
W 4 Zp, Co := [w]r + Mg, C1 := Encryptgg (mpk, (w - x® 4By
If Mo # M., C1 := Encryptge(mpk, (0, 0)) ‘

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1
|

L e e e e e e e e e e e e e e e e e e m— -

Return Ct := (Co, Ch)

KeyGenO(F € Zy™™):
Return skg := KeyGengg(msk, F)

Fig. 12. Games G;, for i = 0,1,2 for the proof of adaptive security of PE in Figure In each procedure, the
components inside a solid (dotted) frame are only present in the games marked by a solid (dotted) frame.

Proof of Theorem |9, adaptive security. We prove the adaptive security of PE via a series of games
described in Figure [12] and we use Adv; to denote the advantage of A in game G;, that is Adv, :=
|1 — 2 Pr[G; returns 1]|. Go is defined as:

6 R {07 1}
Go: 8 < Exppg i7" (\)
Return 1 if 8/ = 8, 0 otherwise.

Where Expi;g_je_c"a_ﬁ (M) is the experiment used in Definition @ of fully attribute-hiding security
for predicate encryption. In particular, we have Advg = Advg‘g_ze_ma()\). We explain in Remark

how to obtain the same results for selective security.

Lemma 14 (Gg to G1). There exists a PPT adversary By:
Advy — Advi| < 2 Advisg 77 (N).

Proof of Lemma [14 By definition of the security game, we know that if My # M, then it must
be that for all queries F to KeyGenO(.), z®TFy® = 0 (ie., the predicate over the challenge
attributes is false). Therefore, using the adaptive security of the underlying FE scheme, we can
switch: Encrypt(mpk, (w - %), y(#)), computed by EncO when My # M, to Encrypt(mpk, (0,0)).
(|

Lemma 15 (G to Ga). There exists a PPT adversary By :

|Advy — Adva| < 2 Advisg 57 (N).

Proof of Lemma . By definition of the security game, we know that for all queries F to KeyGenO(-),
P((z®,y©),F) = P((zM,yV),F). Together with the fact that for all (z,y) € X and F € )
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x'Fy € {0,1}, we obtain that: (OTFy©) = z(MTFy1) Therefore, using the adaptive security of
the underlying FE scheme, we can switch: Encrypt(mpk, (w - (), y(®)), computed by EncO when
My = M, to Encrypt(mpk, (w - 20 y(o))). O

Lemma 16 (G3). Advy = 0.

Proof of Lemma [16, We show that the A’s view is independent of 3 <5 {0,1} in this game. If
My # My, the challenge ciphertext is of the form (Cy, Cy) where Cy := [w]r + Mg for w < Z,,
and (1 is independent of w and 3. Thus, the message My is completely hidden by the one-time
pad [w]r, and the ciphertext is independent of .

If My = M, the challenge ciphertext is of the form (Co, C1) where Cy := [w]p+ Mg for w < Zj,
which is independent of 8 since My = My; and Cy := Encrypt(mpk, (w - (9, y(©))), which is also
independent of 3. a

Theorem [J] follows readily from Lemmas and 0

Remark 1 (Selective FE = selective PE). We can adapt straightforwardly the proof of Theorem |§|,
to the selective setting, simply by constructing PPT adversaries By and B; against the selective
security of the underlying FE, exactly as those in Lemmas [14] and except that those adversaries
first receive a challenge (z(©),y©), (M), y(1)) from the adversary A, playing against the selective
security of the PE, upon which they sample w < Z,, and send (w‘w(o) , y(o)), (w‘a:(l), y(l)) as their
selective challenge. Finally, we use the statistical argument from Lemma which works exactly
in the same way for the selective setting.

6.1 Applications of PE for Bilinear Maps Evaluation

In this section, we discuss two applications of our fully attribute-hiding PE scheme supporting
bilinear maps evaluation.

PE for constant depth boolean formulas. As a first application, we can use the PE scheme
in Figure [11| to handle boolean functions of constant degree d in n variables. This yields a solution
where ciphertexts comprise O(n%?) group elements, in contrast to O(n?) group elements in [28]
(the asymptotic is taken for large n, constant d).

The idea is to encode a predicate for boolean formulas into a predicate for bilinear maps eval-
uation. This can be done as follows. Consider the following predicate P : X x Y — {0, 1}, with
X =7y and Y :={T € Zs[X1,...,X,],deg(T) < d}, such that forall z € X, T € X, P(x,T) =1
iff T(x) = 1. Below we describe how to encode & € X and T € ) into a vector Z and a matrix T
such that P(z,T) = 1 iff # T = 1.

To see this, assume for simplicity that d is even, and let us consider the setting where n > %.

~ ~ d
First, we map every & € X to & := (Mi(x),..., Mzx)) € Z3, where d := Y2 (%), and for all

i

j € [(2‘)}, M; is the j-th monomial of degree at most g on n variables (there are exactly d such
2

T%J‘MZ'M]', where

monomials, which we order arbitrarily). Second, we write every 7' € ) as ) _, icld
for all 7,5 € [(ﬂ, Tij € Zy, and we map T' € Y to Te nggsuch that for all ¢,j € [d], T;; := T; ;.
This way, for all x € X and T € ), we have P(z,T) =1 iff z' Tz = T(x) = 1.
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Therefore, using the PE which supports bilinear maps evaluation presented in Section [6], we

obtain a PE for boolean formulas with ciphertexts of size O(d). Using a similar encoding to the PE
from [28] that support linear maps evaluation yields a solution with ciphertexts of dimension O(c/l\)
where d := Z?:o (?) When considering asymptotic for large n, constant d, our ciphertext size is
O(n%?), against O(n?) for [28].

Finally, we note that boolean formulas can be arithmetized into a polynomial over Zs, a la
[38]. Namely, for boolean variables x,y € Zo, AND(x,y) is encoded as z -y, OR(z,y) is encoded as

x4y —=xy, and NOT(z) =1 — .

PE for comparison. Let us consider the comparison predicate P< : [N] x [N] — {0, 1} that for
all z,y € [N] is defined by
P<(z,y)=1iff z < y.

We can reduce this predicate to a polynomial of degree two, as done (implicitly) in [12], as follows.
First, any integer x € [N] is canonically mapped to the lexicographically ordered pair (z1,z2) €
[VN] x [VN] (we assume VN is an integer for simplicity). Then z; is mapped to vectors z :=

0™
(1 \/ﬁ_$1> € {0, 1}‘/ﬁ where 1¢, 0 denote the all-one and all-zero vectors in {0, 1}, respectively;

and Z = ey, € {0,1}VN, where for all i € [V/N], e; denotes the i’th vector of the canonical basis of
. B Oxg—l
ZI‘)/N. Finally, 29 € [V/N] is mapped to & := (1\/Nx2+1>' For all (z1,22), (y1,92) € [VN] x [VN]:

P§(<1‘1,$2), (y17y2)) = 1iff Eyl +§y1 "ny =1,

where for any vector z € ZI;/N , and any i € [V N], we denote by z; € Z, the i-th coordinate of z.
This means that by using the above encoding, for an integer attribute z € [N] one can use a
PE for bilinear maps evaluation to encrypt the pair of vectors

(&) () ez

This gives a PE for comparison with ciphertexts of O(v/N) group elements, as in [12/21]. More
precisely, by instantiating our PE scheme with the FE of Section[3.2] we obtain a PE for comparison
with ciphertext size (12v/ N +1) - |G1| + (6v/N +7) - |G2|, and secret-key size |G|+ |G2|, compared
to ciphertext size 5v/N - |G1| + 4V/N - |Ga| + |Gr| and secret-key size |G| for [21], where both
schemes are selectively-secure based on SXDH. When using our FE of Section [d we obtain a PE
for comparisons that is adaptive secure in the generic group model and that has shorter ciphertexts
of size (4V/N 4+ 1) - |G1| + (2N +3) - |Go|.
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