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Abstract

In this paper, we extend the recent work by Wang et al., who proposed a new framework
for secure two-party computation in the preprocessing model that can be instantiated efficiently
using TinyOT. We show that their protocol can be generalized to the multi-party setting, where
the preprocessing functionality is based on the multi-party TinyOT-like protocol. Assuming
there are n parties where at most n — 1 parties are corrupted, the function-dependent phase has
a total communication complexity of O(kn?) bits per AND gate; the online phase has a total
communication complexity of O(kn?) bits per input/output bit.

In the second part of this paper, we propose a new multi-party TinyOT protocol. The new
protocol uses a set of new techniques that allow parties to distributively check the correctness
without the need for cut-and-choose. The resulting protocol is much more efficient compared
to previous protocols: with statistical security parameter p, the complexity to generate one
AND triple is O(ﬁnz), where |C| is the circuit size. The best previous multi-party TinyOT
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protocol by Frederiksen et al. has a complexity of O(#\Q”Z) per AND triple. The complexity

is measured in terms of number of symmetric key operations/number of symmetric key messages.
The resulting protocol enjoys extremely high efficiency, compared to the state-of-the-art
protocol by Lindell et al. that combines the BMR protocol with the SPDZ protocol.

1 Introduction

Secure multi-party computation (MPC) allows a set of parties to privately compute a function on
their joint inputs. The protocol ensures that an adversary corrupting a set of parties cannot learn
anything more than the output of the function.

Most works on MPC [KOS16, FKOS15, BDOZ11, DPSZ12, FLNW17] suffer from one huge
drawback: the protocol requires a number of round-trips proportional to the depth of the circuit
being evaluated. When the parties are geographically separated, or when the number of parties
becomes high, such round-trip time can be overwhelming, compared to the time required for the
other parts of the protocol. For example, the AES circuit has a depth of around 50. If parties are
located in the U.S. and Europe, round-trip time is 75 ms even with dedicated networks provided by
Amazon EC2. This means a total of 3750 ms is spent on round-trips, not to mentioned the time to
perform cryptographic operations and to send messages. Most of these works are based on secret
sharing: for each AND/Mult gate, they require at least one round-trip.

Another completely different approach that constructs constant-round MPC protocol is by
Beaver, Micali, and Rogaway [BMR90]. Their protocol uses any interactive MPC protocol to jointly



Complexity

Choi et al. [CKMZ14] O (ICl3L)

Lindell et al. [LPSY15] + Keller et al. [KOS16] O (|C|kn?)
Section 4 + Frederiksen et al. [FKOS15] @) ( C| logp22|c|n2)
Section 4 + Section 6 O <|C]10gp|c‘n2)

Table 1: Constant-round Multi-party protocol secure against n — 1 corruption. Choi et
al. is only for three party.

garble a circuit, which can be then evaluated. This approach was regarded as only a theoretical
solution until recently: Damgard and Ishai [DI05] applied this idea to a setting with honest majority;
Choi et al. [CKMZ14] applied to a setting with three parties and dishonest majority; Lindell et
al. [LPSY15, LSS16] uses the SPDZ protocol and Somewhat Homomorphic Encryption to garble a
circuit achieving constant round MPC protocol with all-but-one corruption.

Authenticated Garbling. A recent work by Wang et al. shows that in the two-party setting,
BMR protocol can be made practical. In particular, the paper discusses two techniques: 1) how to
use the TinyOT protocol to distributively garble a single circuit efficiently. The distributed garbled
circuit is “authenticated” such that an adversary cannot arbitrarily change it; 2) how to use ideas
from zero-knowledge garbled circuit [JKO13] to, in turn, construct an improved TinyOT protocol.

Contribution. In this paper, we fully extend the authenticated garbling in the multi-party setting:

1. We present an extension of the main protocol by Wang et al. to the multi-party setting.
The resulting protocol is in the (TinyOT-like) preprocessing model, with communication
O(kn?|C|) bits and only has a constant number of rounds.

2. The above preprocessing functionality can be instantiated using existing work. However, we
design a new protocol that generalizes TinyOT for the multi-party setting. The cost to pre-
process a single AND gate is O(Bn?) where B = while the best previous work [FKOS15]

requires O(B%n?).
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3. The resulting protocol is very simple, and we intend to implement it to test its practical
performance.

Outline. In the next section, we will provide some high-level intuition on how our main protocol in
the preprocessing model works. In Section 4, we provide complete description of the protocol, with
proof in Section 5. Finally in Section 6, we discuss an efficient instantiation of the preprocessing
functionality.

2 Notations and Preliminaries

We use k to denote the computational security parameter and p to denote the statistical security
parameter. We also use = to denote equality and := to denote assignment.



We represent a circuit as a list of gates. Each gate is represented as («, 3,7,7"), which means
a gate with input-wire indices as a and (; output wire index as vy and gate type as T € {®, A}.
Furthermore, we use Z; to denote the set of all input wire indices for P;’s input; W to denote the
set of output wire indices for all AND gates, O to denote the set of output wire indices of the
circuit. Parties are denoted as Py, ..., P,. Since our main protocol is based on garbled circuits, we
designate P; as the circuit evaluator. M is used to denote the set of parties that are corrupted and
H is used to denote the set of honest parties, which means M UH = [n].

Information-theoretic MAC (IT-MAC). We use a multi-party variant of the information-
theoretic message authentication code originally used by Nielsen et al. [NNOB12]. We follow the
description from Wang et al. [WRK17]. Each player holds a global key A;. To allow the player
P; to hold a MAC tag for the value b towards player P;, we give a s-bit long random key K;[b]
to P; and give M;[b] := K;[b] & bA; to player P;. We also allow a player P; to authenticate a
single value = towards all other players: for each j € [n],j # i, we give, P; a random key K;[z]
and give M;[b] := K;[b] & bA; to P;. This is equivalent to authenticating the same bit to all other
parties. (We use Flg;, to model this as an ideal functionality and discuss an efficient instantiation
in Section 6.1.)

We will use [x]° to denote a multi-party IT-MAC for a bit x held by P;. [z]" therefore means
(z,{Mg[2]}rz) for P;, and [2]* means K;[z] for P; with j # i. Note that [z]" is XOR-homomorphic:
given two authenticated bits [z]", [y]*, it is possible to generate an authenticated bit [z]* whose value
is the XOR of the two authenticated bits by doing the following:

1. z:= @y
2. Kjlz] = Kjla] & Kjly], Vj # i
3. Mjlz] := Mjla] & M;y], Vi # i

It is also possible to negate [z]’ resulting in [y]:

= @1
ily] = [x]@AmW%i
J[] [:c] Vj £

In the above construction, x is known to one party. To generate a distributed authenticated
bit x, where the value is not known to any party, we generate shares for x, namely @, z' = z. For
each 2!, parties also obtain [2!]’, that is, multi-party MACs on z* with P; holding 2. We also use
[z]* to denote [z]" as a simplified notation when it is not ambiguous. It is easy to see that such
distributed authenticated bit is also XOR-~homomorphic.

Note that, we use the notation [z]’ to denote an multi-party authenticated bit z* where the
global key are A’s. In the case where global keys are some G’s, we explicitly add a subscript to
the representation: [:L’]’G denotes an authenticated bit 2’ under global keys G’s. Similar, when
the global key is some G;, we then use M;[z]q,, Ki[z]g, to represent the MAC and keys. That is

x@
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Related functionalities. The MPC functionality that our main protocol instantiates is shown
in Figure 1. We focus on a simplified version where only P; gets the output. Our main protocol
works in the Fpre-hybrid model. The detailed ideal functionality Fp is shown in Figure 2. From
a high level view, Fp,e generates multi-party IT-MAC on some value z,y, z such that z =z Ay. In
the later section, we also refer to this set of multi-party IT-MACs as a AND triple.



Functionality Fpc

Private inputs: P; has input «* € {0, 1}

1. Upon receiving (input, z') from P;, store the message (4, ') if no message of the form (4,-) is present in
memory. If (¢,2") is present in memory for all ¢ € [n], the box computes z := f(z1,...,x,) and sends z to
P

Figure 1: Functionality Fmpc for multi-party computation.

Functionality Fpe

1. Upon receiving init from all P;’s, sample {A; € {0,1}"};¢c},; and send A; to P;. Corrupted parties can
choose their own A;.

2. Upon receiving random from all P;, sample a random bit  and a random multi-party IT-MAC, namely
{(ri, {M;[ri], K;j[ri] }ji) bicin)- The box sends (ri, {M;[ri], Ki[r;]}j:) to P;. Corrupted parties can choose
their own randomness.

3. Upon receiving (AND, (1, {M;[r:], Ki[r;]}i4), (si, {Mj[si], Ki[s;]}j2:) from P;, the box checks that each
IT-MAC is valid, picks random {t:}ic(n), such that @, ti = (Bjcpn i) A (Bie(y) s:) and random IT-
MACGs {(t:, {M;[t:], Kj[ti]}j2i) }ien) on them, and sends (73, {M;[r:], Ki[r;]}j:) to Pi. Corrupted party
gets to choose its own randomness.

Figure 2: The multi-party preprocessing Functionality.

3 Protocol Intuition

Our main protocol can be viewed as a (non-trivial) extension of a recent work by Wang et al. that
proposed an authenticated garbling protocol for maliciously-secure two-party computation. From
a high-level view, their protocol constructs shares of a garbled table where permutation bits are
authenticated in the following way.

TDAa YDA P»’s share of Garbled Table Py’s share of Garbled Table
0 0 H(La,0,Lg,0,7,00) & (13, M1[rdy], Roo ® Ly,z00)  (rdy = Zoo @ Too’ K1[rgol, Roo)
0 1 H(La 0, Lﬁyl,'y,()l) (7‘01, Ml[TO } Ro1 & L%ZOl) (7’61 Zo1 © 7‘01, Kl[T‘ ] ROl)
1 0 H(La,1,Lg,0,7,10) @ (125, M1[r%)], R1o ® Ly,z,9)  (riy = Z10 ® ry, K1[r3;], Rio)
1 1 H(La,1,Lp,1,7,11) @ (17, Mi[r} ], Rt ©® Ly z,,)  (rfy = 211 @ rfy, Ka[rfy], Rin)

With an appropriate choice of the preprocessing functionality, each row of the garbled table can
easily be computed as follows.

TDAa YDAg Py’s share of Garbled Table P»’s share of Garbled Table
0 0

H(La,0,L3,0,7,00) ® (ro0, M[roo], Lw 0 ®ro0ld1 @ K[soo])  (s00 = Zoo @ 700, K[roo], M[s00])
H(La,0,Lg,1,7,01) ® (ro1, M[ro1], L0 ® ro1A1 ® K[so1])  (so1 = Zo1 @ 701, K[ro1], M[s01])
H(La,1,L5,0,7,10) & (r10, M[r10], L w,o ® rioA1 ® K[s1o])  (s10 = Z10 @ 710, K[r10], M[s10])
H( ) [r11], [s11]) [s11])

0 1
1 0
1 1 La,1,Lg,1,7,11) @ (r11, M[r11], Ly,0 ® r11A1 & K[s11 (s11 = Z11 ® r11, K[r11], M[s11

Our main goal is to generalize these ideas to n > 2 parties where n — 1 parties jointly garble
and then let the excluded party evaluate the garbled circuit. Since up to n — 1 parties can be
malicious, the garbled circuit and associated permutation bits need to be shared among all parties



such that no subset of the parties can recover the garbled circuit.

Similar to the original 2PC

protocol, permutation bits also need to be authenticated.
In the following example, we will restrict ourselves to the three-party setting. The first step is
to extend the garbled table without considering how to construct the authenticated garbling.

P3’s share of Garbled Table

P»’s share of Garbled Table

H(Lao, ﬁo,'y,OO)EB(roo,Ml[roo} R3, @ R @ L3 -, 58)
H(Loé07 5 1,7,01) ® (TOl,Ml[TO 1y R01@R EBL,Y Zo1? S 1)
H(Lap 507%10) (3, M1[r3], Ry @ Ri, GBL%zw 5%0)
H(L /317%11) (r{,Mi[r},], RY, @ Ry @ L3 -, S%))

H(La ()7 [307’7700)
H(La(): [317’7:01
H(L2
H(La,p ﬁ7177711

(180> M1[rgo), S50 @ Sgo © L3 =, Ro)

) @ (11, Mi[rg,], S5, @ Sgy @ L3 5, RGy)

%007, 10) ® (179, M1[ri,], Sy @ Sip @ L%zw’ Ry)
)@ (7"117M [7"11] 511 @S ®L3 %1)

al’

¥,211°

Py’s share of Garbled Table

(
(
(
(

o = 210 @ iy ® 17, K
ri =21 @ @rd Kalrd

1
Too = Zo0 B Too @ 7’007 Ka[rg 00>
1
ro1 = Zo1 @ 7“01 @ ’”017 Ky
1
1
1

T’

1(T10ls

[
[
[
[

,K1[rgo], Roo» Soo)
,Ki[r3y], R017501)
Kl[”w] Rlov
Kl[”u] R117

1

1o)
11)

In the above example, ¢,

» s are random bits while R

L s St are random k-bit strings. As can

be noticed, there are two sets of garbled labels used by P» and Pj3 respectively. Furthermore, both
of these sets are shared among the three parties such that the garbled circuit remains private even
when the adversary corrupts all-but-one parties. The last ingredient that we need is a protocol for
constructing these “shared and permuted garbled labels” distributively. Observe that

L3

v.Z00 Li,o ® Z00As3
= Li,o D (roo ® 130 ® i) A3
= (L3 o ® o3 @ Ks[rgo) & Kalr,

('—3 0D 1603 @ Kalrge] @ Ks[rg

50l) &

(Ka[rgo] @ ro0A3) ® (Ka[rge] @ r5oAs)

o)) ® Mslro] & Ms[r]

Applying this to the construction above, with the Fp functionality described in Section 2:

P3’s share of Garbled Table

H(L?, o, LB 0:7,00) @ (0, M1 [, L o @ 780 As @ Ks(rgo) @ Ka[rgo], Ma([rgo])
H(Li o L3 1’7’01) ® (g, M1, ], Li,o © A3 @ Kslrig] @ Kslrigl, Ma[rd;])
H(Lgv1 Lﬂ 0,7, 10) @ (r3y, M1[r3], Li,o @13 Az D Kslrd,] @ Ks[rd;], Ma[r,])
H(LS 1 L3 1,710 @ (rfy, Ma[rdy ], LS o @ rf As @ Kslri,] @ Ks[rf, ], Ma[r,])
P5’s share of Garbled Table
H(L2 o, LB 0+, 00) @ (rgo, M1[rgy], '—7 0 ® 1302 ® Ka[rgo] ® Ka[rdo], Ms[rg,))
H(LZ LB 157, 01) @ (rgy, M1 [, ], '—7 0 @ 7902 & Ka[rig] @ Ka[rfo], Ms[rg;])
H(Lig LB 0,7, 10) @ (riy, M1[r3], L,Y 0 @ ré A2 ® Kard,] @ Ka[rd;], Ms[ri])
H(Lig Lg 11 11) @ (rfy, Marg ], L’y 0 @ 17182 & Ko[ry,] @ Ka[r], Ms[ri;])

Py’s share of Garbled Table

9=

0=

Zoo B T3, B T3y, Ki[rdy], Ku
=Zz01 @715, drE Ki[rd,], Ky
Z10 © T?o ® T%O? Ky [T?o]v Ki

Md[’"oo} M2[7’(1)0]
Ms|[rg,], Ma[rg, ]
Ms|[rio], Ma[r{o]
;M3 [rl;], Ma[r],]

T00ls

1ol

2
0
2
To1ls
2
1
2
1

)
)
)
)

1




4 The Main Scheme

In Figure 3 and Figure 4, we present the complete MPC protocol in the Fpe-hybrid model. In
Section 6, we will introduce an efficient instantiation of Fp., which extends two-party TinyOT
protocol. Note that similar to [NNOB12], the preprocessing functionality needs a global key query
instruction. This does not affect the security for PPT adversaries.

5 Proof

Theorem 5.1. The protocol in Figure 3 and Figure j, where H is modeled as a random ora-
cle, securely instantiates Fmpc i the Fpre-hybrid model with security negl(x) against an adversary
corrupting up to n — 1 parties.

Proof. We will consider separately the case where P; € ‘H and the case where P, € M and P, € H.
The case when P; € M and P, € H for some i > 3 is similar to the second case. This covers all
cases.

Honest P;. Let A be an adversary corrupting {P;}ierr. We construct a simulator S that runs A
as a subroutine and plays the role of {P;};ca in the ideal world involving an ideal functionality
Fmpe evaluating f. S is defined as follows.

1-4 S acts as honest {P;};cx and plays the functionality of Fpe, recording all outputs. If any
honest party or Fpre would abort, S outputs whatever A outputs and then aborts.
5 S interacts with A acting as an honest {P;}ic3, using input {z’ := 0}'€. For each i €
M,w € I;, § receives 2}, and computes z!, := i, O @ie[n} r;,. If any honest party would
abort, S outputs whatever A outputs and aborts.

6 S interacts with A acting as honest {P;};c3, using input x! := 0.

7-8 S interacts with A acting as honest { P, };c%. If an honest P; would abort, S outputs whatever
A outputs and aborts; otherwise for each i € M, S sends (input, z*) on behalf of P; to Fnpe-

We now show that the joint distribution over the outputs of A and the honest parties in the
real world is indistinguishable from the joint distribution over the outputs of & and the parties in
the ideal world.

Hybrid;. Same as the hybrid-world protocol, where S plays the role of honest {P; };c#, using the
actual inputs {z?}€™.

Hybrids. Same as Hybridy, except that in step 5, for each i € M,w € Z;, S receives £, and
computes !, = !, P ®i€[n] rl,. If any honest party would abort, S outputs whatever A

outputs; otherwise for each i € M, S sends (input, %) on behalf of P; to Fmpc.

The views produced by the two Hybrids are exactly the same. According to Lemma 5.1, P;
will learn the same output in both Hybrids with all but negligible probability.

Hybrids. Same as Hybridsa, except that, for each i € H, S computes {r }yez, as follows: S
first randomly pick {u’,}wez,, and then computes ri, := uf, & z?,.

The two Hybrids produce exactly the same view.



Protocol Ilmpc

Inputs: In the function-independent phase, parties know |C| and |Z|; in the function-dependent phase, parties
get a circuit representing function f : {0, 1}‘11| x ... x {0, 1}‘I"| — {0, 1}'0‘; in the input-processing phase, P;
holds z; € {0, 1}/%l.

Function-independent phase:
1. P; sends init to Fpre, which sends A; to P;.

2. For each wire w € ZUW,1i € [n], P; sends random to Fpre, which sends (rfu, {m i[re], K [rw]} Py ) to P;,
where @ rw = \w. For each i # 1, P; also picks a random r-bit string L%, 0
Functlon—dependent phase:

3. For each gate ¢ = (a,8,7,®), each i € [n], P, computes (ri,, {Mj[ri], Ki[rﬂ}#i) =
(rfl @ rg, {Mj['f'é] @ Mj[rfg}, Ki[rl] ® Kl[ré]} ) For each i # 1, P; also computes Lf,,o = LZ’O ® L%,o
i

4. For each gate G = (a, 8,7, N):

(a) For eachi € [n], P; sends (and, (r;, {Mj[ré],Ki[rg]}j#) , <r;;, {Mv i), Kil rg]} )) to Fpre, which
sends (rz‘,, (M), Kalrd ]}, ) to Ps, where @),y = (@iew rg) ( e rﬁ)
(b) For each i # 1, P; computes the following locally.
P MGl o) Kl o)) o= (et (Mo M) Kible ki) )

) (rfy,o ®r, {Mj[Tfy,o} OM,;[ril,  Kilr? Jl @ K; [Ta]} )
bo) = (o @7 {MiIh ol @ Myl Kilrd o] @ Kilrd) } )
b)) = (oo (M oMb, KoKl eAl)

UMl @ Msirs), Kbl e K]}

{M [re] & M;[r)], Kl[ri]@Kl[rﬁ
73,0 B T {M [73,0] © Mj[ral, Kilr] o] @ K [r] ]}

{Milrd o) & M, [r3], Kulrd o] & Kalr g]}m)
T;J @r;, @1, {Mj[ry,l] ® Mj[rﬁ}, Kilr! ] @ Kl[rﬂ]} )

’L

[ Zw I}, 20l) @75 0A

H (L ) [ral}; [ Al) &rla

N2 = ( ol Lé 07 2) 52 Tfy,27 {Mj[r—ly,z]} i b0 @ @#l 1[7"1,,2} D Tf},zAz‘
H (L 3) [r.al}; Kilr] 5]) @ s

Figure 3: Our main protocol instantiating Fmpc.

Hybridy. Same as Hybrids, except that S uses {z° = O}iEH as input in step 5 and step 6.

Note that although the distribution of {z?}*¢* in Hybrids and Hybridy are different, the



Protocol Ilnpe, continued

Input Processing:

5. For each i # 1,w € Z;, for each j # i, P; sends (rJ,, M;[r},]) to P;, who checks that (ri,, M;[rd], Ki[rd]) is
valid, and computes z¢, ® Ay := i, (@ie[n] TL) P; broadcasts the value =%, @ \y. For each j # 1, P;
sends LiieaAw to Pi.

6. For each w € 71,4 # 1, P; sends (r’,, M1[r}]) to Pi, who checks that (%, My[ri], Ki[rh]) are valid, and

computes x}u D Ay 1= x}u ® @ie[n] rfu . P sends xb ® Ay to P;, who sends qu,x}u@xw to Pr.
Circuit Evaluation:

7. Pi evaluates the circuit following the topological order. For each gate G = (o, 3,7,T), P1 holds
(za D Ao, {LQ’ZQ@,\Q}#J and (Zﬁ D As, {L%’Zﬁ@’\ﬂ}i;ﬂ) , where z.,zs are the underlying values of

the wire.
(a) T =@, P1 computes z4 DAy := (26 Do) ® (28D Ag) and {LQVZWEBM =LY% . or, D in,z,geakg }#1
(b) If T = A, Py computes £ := 2(za @ Aa) + (23 @ Ag). For i # 1, P; computes

<Tfy,év {Mj[ri/,é]}j#i ) Lfy) = ny,lf ® H (fo,za@Aav L%,Z[:!GBAB y Y Z) .

Py checks that {(r% ,, M1[r? ], Ki[r? ,]) }i;ﬂ are valid and aborts if fails. P; computes z, ® Ay :=
®i€[n] Tf/,l7 and {Lf‘hz'y@)\ﬂy = Liv & (@j;ﬁi Mi[ri,z])}

Output Processing:

i#1

8. For each w € O,i # 1, P; sends (v, M1[rs]) to Pi, who checks that (ri,, M1[ri], Ki[ri]) is valid. Py
computes zy 1= (Aw ® 2w) ® (@ie[n] Tziu)

Figure 4: Our main protocol instantiating Fmpc, continued.

distribution of {z! @r '€ are exactly the same. The views produced by the two Hybrids are
therefore the same, we will show that P} aborts with the same probability in both Hybrids.

Observe that the only place where P;’s abort can possibly depends on {z}*€* is in step 7(b).
However, this abort depends on which row is selected to decrypt, that is the value of A\, & z,,
and A\g @ zg, which are chosen independently random in both Hybrids.

As Hybridy is the ideal-world execution, this completes the proof when P; is honest.

Malicious P; and honest P,. Let A be an adversary corrupting {P;},cam. We construct a
simulator S that runs A as a subroutine and plays the role of {P;};c ¢ in the ideal world involving
an ideal functionality Fnpc evaluating f. S is defined as follows.

1-4 S acts as honest {P,;};cx and plays the functionality of Fpe, recording all outputs. If any
honest party would abort, S output whatever A outputs and aborts.

5-6 S interacts with A acting as honest {P;};e3;, using input {z% := 0}*¢*. For each i € M,w €
T;, S receives 2%, and computes z¢, 1= 3, @ @ie[n] ri . If any honest party would abort, S
output whatever A outputs and aborts.



8 For each i € M, S sends (input, z%) on behalf of P; to Fmpe- If Fmpe abort, S aborts, outputting
whatever A outputs. Otherwise, if S receives z as the output, S computes 2’ := f(y*, ..., y"),
where {y* := 0}'€M and {3 := 27}'*M. For each i € H,w € O, if 2/, = z,, S sends

(ri ;M[ri]) on behalf of P; to A; otherwise, S sends (r, @ 1,My[r}] & Ay).

We now show that the joint distribution over the outputs of A and honest parties in the real world

is indistinguishable from the joint distribution over the outputs of S and honest parties in the ideal

world.

Hybrid;. Same as the hybrid-world protocol, where S plays the role of honest {P;};c3 using the
actual inputs {z?}%€™.

Hybrid,. Same as Hybrid;, except that in step 5 and step 6, for each i € M, w € Z;, S receives
Z!, and computes z!, 1= 2!, B @z‘e[n] r.,. 1f any honest pgrty would abort, S outputs whatever
A outputs; otherwise for each i € M, S sends (input, z*) on behalf of P; to Fmpc.

Pj does not have output; furthermore the view of A does not change between the two Hybrids.

Hybridz. Same as Hybrids, except that in step 5 and step 6, S uses {z’ := 0} as input
and in step 8, S computes 2’ as defined. For each w € O, if 2/, = z,, S sends (r,, M{[r¢]);
otherwise, S sends (ri, @ 1,My[ri] ® Aq).

A has no knowledge of 7% | therefore r’, and 7! @ 1 are indistinguishable.

Note that since S uses different values for & between the two Hybrids, we also need to show
that the distribution of garbled rows opened by P; are indistinguishable for the two Hybrids.
According to Lemma 5.2, P is able to open only one garble rows in each garbled table G ;.
Therefore, given that {Ay }wez,uw values are not known to Pj, masked values and garbled
keys are indistinguishable between two Hybrids.

As Hybrids is the ideal-world execution, the proof is complete. O

Lemma 5.1. Consider an A corrupting parties {P;}ica such that Py € H, and denote ¢, :=
e b, i where &, is the value A sent, rl, are the values from Fpye. With probability all but
negligible, Py either aborts or learns z = f(x',...,z").
Proof. Define 27, as the correct wire values computed using x defined above and y, z,, as the actually
wire values P; holds in the evaluation.

We will first show that P learns {z% © Ay = 2, ® Ay }weo by induction on topology of the
circuit.

Base step: It is obvious that {2} & A\, = 24 ® Ay }wez,uT,, unless A is able to forge an IT-MAC.

Induction step: Now we show that for a gate (o, 3,7, T, if P1 has {2, ® Ay = 2w © A\ }we{a,8)
then P; also obtains z:'; DN =2,D N\,

o T'=: It is true according to the following: 25 & Ay = (23, & Aa) @ (25 & Ag) = (2a & Aa) &
(28 @ Ag)zy @ Ay

e T = A: According to the protocol, P; will open the garbled row defined by i := 2(z4 ® o) +
(28 ® Ag). If Py learns z, ® Ay # 23 @ Ay, then it means that P learns ri“m # 1. However,
this would mean that A forge a valid IT-MAC, happening with negligible probability.



Now we know that P; learns correct masked output. P; can therefore learn correct output
f(z,y) unless A is able to flip {7y }weo, which, again, happens with negligible probability. O

Lemma 5.2. Consider an A corrupting {P;}iepm and that Py € M, with negligible probability, P
learns both garbled labels for some wire generated by an honest party.

Proof. The proof is very similar to the proof of semi-honest garbled circuit protocol by Lindell and
Pinkas [LP09]. Let’s use z.,’s to denote the correct value on all input wire and internal wires if
and y defined above are used to evaluate the circuit, and use z,, to denote the actual wire values
when P; is malicious.

We will show that zj, & Ay = 2 @ Ay, and Ly 22 @x, = Luw,z,@r,, and that P; does not learn
Lu,zperee1 for all w € O.

Base step: Honest P, only sends one garbled labels to Py, and A; is hidden from A, therefore the
base step is true.

Induction step: It is obvious that P; cannot learn the other label for an XOR gate and we will
focus on AND gates.

Note that P; only learns one garbled keys for input wire o and 8. However, each row is encrypted
using different combinations of L, ; and Lgy. In order for P; to open two rows in the garbled table,
P needs to learn both garbled keys for some input wire, which contradict with assumptions in the
induction step. O

6 Instantiation of the Preprocessing Functionality

In this section, we describe an efficient instantiation of Fpr. All previous protocols [LOS14,
BLN"15, FKOS15] for multi-party TinyOT relies on cut-and-choose with bucketing to ensure cor-
rectness and at least an additional round of bucketing to ensure the privacy, resulting a complexity
at least O(B?n?) per AND triple, where B is the bucket size. In order to achieve better perfor-
mance, we instead propose a new distributed checking protocol that allows parties to distributively
check the correctness of each triple, without cut-and-choose. The adversary is able to perform
selective failure attacks on a triple where the probability of being caught is at least one-half. We
then used bucketing to eliminate such leakage. Overall our protocol has complexity O(Bn?).

6.1 Multi-Party Authenticated Bit

The first step of our protocol is to design a multi-party variant of authenticated bit [NNOB12]. One
naive solution for P; to obtain an authenticated bit is to let P; to run a two-party authenticated
bit protocol (FZ;,) with every other party using the same input z. This solution does not work,
since a malicious P; can potentially use inconsistent values when running ]:E?Bit with other parties.
In our protocol shown in Figure 6, we use this general idea and in addition, we also perform checks
to ensure that the values are consistent. The check is similar to the recent malicious OT extension
protocol by Keller et al. [KOS15], where parties perform some random linear check, which reveals
some linear relationship of the input. To eliminate such leakage, a small number of additional
random authenticated bits are computed and checked together. They are later discarded to break
the linear dependency.

Theorem 6.1. The protocol in Figure 6 securely instantiates the Flg;, functionality with statistical
security 27° in the ffBit—hybrid model.
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Functionality F.g;

Honest Parties: The box receives (input, i, ) from all parties and picks random bit-string x € {0, l}é, For each
j €[4,k # i, the box picks random Kg[z;], and computes {Mg[z;] := Ki[z;] ® ©;Ak}rxi, and sends them to
parties. That is, for each j € [¢], it sends {Mg[z;]}r=: to P; and sends Ky[z;] to Py for each k # .

Malicious Party: Corrupted parties can choose their output from the protocol.

Global Key Queries: The adversary at any point can send some (p, A’) and told if A’ = A,.

Figure 5: Functionality ., for multi-party authenticated bit.

Protocol IIg;

1. Set ¢ := £+ 2p. P; picks random bit-string = € {0, 1}6/.

2. For each k # i, P; and Py runs F;, where P; sends {z;}jepen to F2... From the functionality, P; gets
{Mez;]} e, Pe gets {Kelz;]}jere

3. For j € [2p], all parties perform the following:

(a) All parties sample a random £’-bit strings .

(b) P; computes X; = @ﬁ;zl T'mTm, and broadcast X, and computes {Mk[Xj] = @ﬁ;zl rka[xm]} .
ki

(¢) Py computes Ki[X;] = @l/ TmKi[Tm].

m=1

(d) P; sends My[X]] to Pr who check the validity.

4. All parties return the first ¢ objects.

Figure 6: The protocol I}, instantiating Fg;,.

Proof. Case 1: P, € H. Note that in this case, the only way malicious parties can break the
protocol is to learn some information about {z;};c[q in the checking step. However, we will show
that, because we “throw out” the last 2p authenticated bits, the adversary can learn nothing about
x’s.

Using s; to denote the last 2p bits of r in the j-th check. According to Lemma 6.1 and the
parameters we chose, the probability that any subset of {s;}e[2,) is linearly independent is 1 —277.
Now we will show that if linear independence holds then the adversary cannot learn anything.

For the j-checking, X = (@ﬁz:l rmxm) & (@35:1 Sm$g+m>. Note that @727?:1 SmTpsm from

each checking are independent random bits, where {J:m}f;:e is random. This is true because the s;’s

h—1SmTo+m acts as one-time pad to @fn:l TmTm. Given

the above, the simulation is straightforward. Note that for all global key queries, S can send the
query to FZg,. and send the answer from Flg, to A.

are linearly independent. Therefore, @ZP

Case 2: P; € M. The simulation is straightforward if we could show that for any .4 who uses
inconsistent x’s can pass all 2p checks with at most negligible probability. This is what we will
proceed to show.

Suppose that A sends z! to ffBit when interacting with one honest party, and uses a different
22 with another honest party, where ! # 22. We also assume that A passes all checks. Note that
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for the j-th checking, if A is not able to forge a MAC, then the probability that the checking passes
is the probability that X; = @, rpl, and that X; = @, rma?,.

Pr {@rmx}n = @rmxfn} =Pr {@rm(x}n ®z2) = O}

=Pr {@ m = 0 : I is the set of indices where z} # x%l}
mel
=1/2

Each checking is independent as long as r is selected independently. Therefore, A can pass all
checks with probability at most 2727, O

Lemma 6.1. Let rq,...,7; be random bit vectors of length k. With probability at most 21=F, there
exists some subset I C [l], such that
B o

el

Proof. Note that given a fixed interval I C [l], the probability that @, ;r; = 0 is 27k According
to the union bound, the probability that any subset I C [I] has @,.;m =0is 27% x 2 =27F. O

6.2 Multi-Party Leaky Authenticated AND Triple

Once we have multi-party version of authenticated bit, our next step is to compute leaky authenti-
cated AND triples. The adversary can perform selective failure attacks where he gets caught with
some probability.

The first step is to compute the AND triples, such that the triples will be correct if every party
behaves honestly without revealing any party’s share. This is done in our protocol by letting every
distinct pair of parties, namely P;, Pj, compute XOR-shares of 2y’ @2/y’. Similar to the improved
TinyOT protocol [WRK17], each pair of the computation only requires 4 bits of communication.
The next step is to check the correctness of the computation. Note that this is main challenge. In
existing protocols, they follow the cut-and-choose with a sacrifice and merge step. Cut-and-choose
ensures that only small number of triples that are not checked are incorrect; bucketing is used twice
to gain correctness and privacy, leading to a B?n? term.

Our checking phase differs substantially from existing works. We design an efficient checking
protocol, that always ensures the correctness of the triple (if no party aborts) which allows malicious
parties to learn k bits of some specific information with probability 2=%. This leakage can be easily
eliminated using bucketing discussed later. In the two-party protocol, one party construct “checking
tables” and lets the other party to evaluate/check. In the multi-party protocol here, we instead let
all parties distributively construct the “checking tables”. Interestingly, distributively constructing
these checks is inspired by the main protocol where parties distributively construct garbled tables.
In the distributive checking, all parties compute the checking as if @, 2 =0 and D, z'=1,1in a
way such that each party obtains some share H; and D;. If P, z' = 0 and the correctness holds,
then @, H; = 0; if @, 2* = 1 and the correctness holds, then @, H; & D; = 0. Then all parties will
jointly perform an oblivious comparison to check if one of the above equation is correct.

In more detail, the correctness proof proceeds as follows: First, each value will be given new
MACs under fresh random global keys. This will be done by using the MACs and keys under €2

12



Functionality F\"anp

Honest parties: For each i € [n], the box picks random [z]*, [y]’, [2]° such that (P z*) A (P y*) = D 2"
Corrupted parties:

1. Corrupted parties can choose all their randomness. Furthermore, adversary can send (R, {Qi}ic[n), D),
which are k-bit strings, to the box and perform a linear combination test. The box will check

RePa'Q: € {0,D}

If the check is incorrect, the box outputs fail and terminates, otherwise the box proceeds as normal.

Global Key Queries: The adversary at any point can send some (p, A’) and will be told if A" = A,,.

Figure 7: Functionality |, snp for leaky AND triple generation.

and then using these keys as garbled labels. We will then use these fresh values to produce H;, D;,
D := @, D; with two properties. The first property is:

1. if @,z;=0and @,z =0then @, H; =0
2. if @,zi=1and P,y ®z =0then H,H; =D

If on the other hand none of these conditions are met and we reveal D to the adversary then
it should be infeasible for the adversary to influence the H; held by honest parties such that the
adversary can select H; for the malicious parties such that @, H; € {0,D }.

Given such a construction for H; and D;, it seems that all we need to do is open up the H; and
verify that @@, H; € {0, D }. However revealing H; does not work since it would reveal @, x; which
needs to remain secret. However by having each player random sample a bit b; € { 0,1 } and then by
having each player reveal T; := H; @ b; D instead of H;, then we can verify that (6, z;) A(D, vi) =
D, zi without revealing information. As noted before, this protocol is vulnerable to selective failure
attacks. The full description of this protocol is presented in Figure 8.

6.2.1 Correctness of the protocol

We want to show first that if all parties behave honestly, then the protocol outputs correct AND
triples. Defining ¢ = @), %, we would like to show that €, H; € {0, D}.

13



Protocol 11, snp

Compute the triple with semi-honest security
1. For each i € [n] each party calls Flg; and obtains random authenticated bits {[x], [¢]%, [r]‘};
2. For each i,j € [n] such that ¢ < j, P; computes and sends the following values to P;:

Go,o := Lsb(H (K;[27], [yj] Ne ez )A0@y He rt
G = Lsb(H(Ki[a?] @ Ai,  Ki[y'] N@Aez)A00y)®
Go,1 = Lsb(H (K;[27], [Z/]] )) O®w ) (1o v )
P; computes s; := ' @ x'y’; P; computes 8; 1= st(H l\/li[x]} [y ])) ® Gy ® 'y

3. For each i € [n], P; computes 2" := z'y' @ (EB,#Z sk). P; also broadcasts e’ := z' @ r" to all other parties.
All parties computes [2]* := [r]* @ €.
Check the correctness

4. For each i € [n], P; randomly sample a ®;. For every pair of 4, j € [n], P; compute and sends the following
to P]'Z ] ]
Uijo = H(Ki[2"]) @ Ki[z']e,
Uz‘yjyl = H(KZ[I]]EBAJEBKZ[IJ]¢1 D b; .
P; computes M;[z’]s, := U, ; ,; ® H(M;[z’])
5. For i € [n], P; computes the followings
Hii= 0 & (@, Kila o, @ Mila'lo, ) & 22 & (D4 Kl & Mu[2'])

D= 0 & y'A 6 (@ Kily" & Mily'])
and broadcast D*. All parties computes D := @, D"

6. P; picks a random bit b, compute and simultaneously broadcast T; := H; @& bD. All parties compute
T := @, T; and check if T € {0", D} or not.

Figure 8: The protocol II}’, snp-

Case 1: ¢ =0. In this case, the relationship we would like to check is €9, z* = 0.

@Hi = @ (liq’i &) <@ Ki[fﬂk]@i @ Mk[libk) © 2N (@ Ki[z*] ® Mk[zl]>>

k#i ki

— @ (g; o, 0 <@K [2*e, ® Milz]s )) @@ (ziAi ) (@ Ki[z"] @ Mk[zi]>>
k#i k#i

- @ (ac ;@ (@K [z*]s, ® M;[z"]s )) @ (a‘Ai ® (@ Kilz*] ® Mi[zk]>>
k#i k#i

@ [rae (@)} e ()
-(@) (&%) (&) (@) -
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Case 2: ¢ =1. In this case, the relationship we would like to check is @, (2" @ y') = 0, because
@, x* = 1. We would like to show that @, H; = D, which means that €,(H; & D*) = 0.

D (H: @ DY)

CER 230 EBK [z"]s, ® My[z ]%) ®(Z' y")A: @ (EB Ki[zk}@Mk[zi]@Ki[yk]@Mk[yﬂ»

ki

:@(@ EBz@’@(@K[:c lo;, ® Mgz ]@k)> ((z ®y) (@Kz[z @Mk[zz]@K[k]@Mk[yO)
i ki ki

Il
D
®
@
8,

>9<
@
D
X
5
»

5]
=
;7

))@@((z ay")A (@Kz[z @M[’“]@K[k]@M[y}))
k#1 2 k#1

6.2.2 Unforgeability

Lemma 6.2. If (P, z;) A (6D, vi) # €D zi then the protocol results in an abort except with negligible
probability.

We Define ¢ = @, z'. We define K;[27]g, from Uy and define ®; from D’. We denote Qij =
U @ Uy, where U is what an honest party would compute based on values defined above. We
further use H; to denote the value that an honest P; would have computed. For ¢ € M, we
define R; := T; @ H For ¢« € H, honest parties computes H; affected by the malicious parties:

Case 1: ¢ = 0. We will prove by contradiction, and assume that the equation does not hold,
meaning that @, 2* = 1. We also assume that the check goes through, meaning that @, T; € {0, D}.
In the following, we will derive a contradiction. Note that

= (@) ()¢ (@) (@) -@>
Therefore, we know that
@Ti = @(H ©b;D)
2 = EB (H; ®b;D) & @D (Hi ® b; D)

ieM i€EH

=P HobDoR) & P (H ®b;D @ (EB kulm))

ieM i€EH k#i

- @ e@ure @ rod (@mﬁ

ieEM i€EH \ k#i

—@A @@bD@EBR @@(@x ka)

iEM i€H \ k#i
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In order to make €, 7; to be in the set {0, D}, the adversary needs to find paddings such that

ProP P | < {@Ai,q}meﬂ)}

ieM i€H \ ki
The above happens with at most negligible probability.
Case 2: ¢ = 1. We will prove by contradiction, and assume that the equation does not hold,

meaning that €, (z’ @ yZ) = 1. We also assume hat the check goes through, meaning that €, T; €
{0, D}. In the following, we will derive a contradiction. Note that

- @us (@) (@0)o (Bren) (©2) @
(@)=
Similar to the above,

=P Hiwb:D)o P (H; @ b;D)

ieM 1EH

= EB (Hf @b, DS R;) @ EB (H S b;D D (@m’“%))

ieM = ki

- @HZ* @G}biD@ @ R; ® @ (@kum>

ieM i€H \k#i

=@aenePuve D rod (@kukz>

ieM i€H \k#i

In order to make @, T; to be in the set {0, D}, the adversary needs to find paddings such that

PrioP P | < {@Ai,@Ai@D}

ieM i€H \ ki

The above happens with at most negligible probability.

6.2.3 Proof

Theorem 6.2. The protocol in Figure 8, where H is modeled as a random oracle, securely instan-

tiates F\',anp Junctionality in the Flgi -hybrid model.

Proof. We constructor a simulator in the following. For all global key queries, S redirect them to

Flii and redirect the answer to A.

1. S plays the role of F;, storing all information sent to parties.

2. For each i € H, S simulates P; as follows: When P; interacts with P; with ¢ < j, P; sends
four random bits to P;.
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3. § simulate each honest P; by broadcasting a random bit.

4. For each i € M, S receives {U; jb}jem pefo,1y from P;. S picks random {Uj;p}jen pefo,1) and
sends them to P; playing the role of P; for each j € H.

5. For each i € H, S acts an honest P;, using some random D;, and awaits for {D; };cr broadcast
from malicious parties.

6. For each i € M, § defines ®; as

P, :=D; YA @ @ Ki[yk] S My[y']
ki

using values when S plays the role of Fl5.,. S computes 2= e @ r', where €' is the value
broadcast by the malicious parties, * is the value when S used to play the role of Froiee If
(@Z xl) A (@Z yi) #+ (@z zi), S acts as honest parties until the protocol aborts, outputting
whatever A outputs. In detail, S can use values that S used when playing the role of Flg.,.
If the equation hold, & will perform the following to check if A launched a selective failure
attack:

S computes ¢ = ), 7', and K;[27]g, := 570D H(K;[z7]q,), and computes ®; := D; ®y'A; &
(@k# Kily*] @ Mk[y’]) S then computes Q; ; := U; j1 DU ; |, where U}, | is what an honest

P; would have sent based on values defined above. We further use H; to denote the value
that an honest P; would have computed. For i € M, we define R; :=T; ® H}. For i € H,

honest parties computes H; affected by the malicious parties: H; = H © (EBk 4 kak,) S
defines Qf = @iik,iEH Q}m. S sends (691 R;, {Ql}ze[n]vD) to FLaanDp- If FLaanD terminates,
S aborts outputting whatever A outputs; otherwise, S obtains {T;};eps and picks random

{T;}ien such that @,T; = rD for some random bit r and follow the protocol using these
values.

Note that the first five steps are perfectly indistinguishable given that H is a random oracle. We
will focus on the last step. If in step 6, it is the case that (@l xz) (@l yi) % (@l zi), then it
is easy to see that the views are indistinguishable: all parties behave the same between hybrids.
According to the unforgeability lemma, the protocol will abort with all but negligible probability.
In the following, we will focus on the case when the equation holds.

First, given definition in step 6, we can express an honest parties’ T; as T; := H @® (@Z kuk,i),
where Q. ; are values defined based on A’s message. Note that @, ,, H; is already defined, since
@, H = 0. Now we will show that for any proper subset S C H, @, g H; is indistinguishable
from random to the A. It is easy to see: we use e to denote an honest party such that e € H,e ¢ §.
Such e always exists, since S is a proper subset of . Observe that in the computation of H*:

Hf =2'%; & | PKile"le, & Mila']e, | ©2'A; @ | @D Kilz"] & Mi[2]
ki ki

The value F = (EB kot Ki[z¥]e, © M k[azi]@k> is independent of the remaining part. Therefore we
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Functionality F,anp

Honest parties: For each i € [n], the box picks random [z]*, [y]’, [2]° such that (@ =*) A (By’) = P 2°.
Corrupted parties: Corrupted parties get to choose all of their randomness.

Global Key Queries: The adversary at any point can send some (p, A’) and will be told if A’ = A,,.

Figure 9: Functionality F.,\p for generating AND triples

Protocol I o

1. P; call Fianp ¢ = (B times and obtains {[z;], [y;]*, [z;]'}jee)-
2. All parties randomly partition all objects into £ buckets, each with B objects.

3. For each bucket, parties combine B leaky ANDS into one non-leaky AND. To combine two leaky ANDs,
namely ([z1]", [y1]", [z1]") and ([z2], [y2]', [22]") :

(a) Each party P; reveals d* := yi @ y% with MAC checked, All parties compute d := @ ; dt.
(b) Each party P; sets [z]" := [z1]" @ [x2]", [y]" := [n1]’, [2]* := [21])" @ [22]" @ d[x2]".

Parties iterate all B leaky objects, by taking the resulted object and combine with the next element.

Figure 10: Protocol II},yp instantiating Fanp-

will show @, ¢ F;" is indistinguishable from random.

Dr=pPp (Kz‘[wk]@- o Mk[xi]cbk)

ieS i€S ki
- PP (Ki[xk]cpi) o PP Milz']e,)
ieS ki i€S ki
= <Ki[xk]q>i> @ @ @ (Mi[xk]q%)
ieS kti kES ik
— (Ki[xk]cpi) ® @ @ (Mz’[ﬂfk]%>
i€S ki i€[n] kES,kFi

From the equation, it is clear that for i € S, K.[2?] is not in the computation, while M.[z?] is. Since
Ke[z'] is randomly picked by P., @,cq F;* is random. Therefore we can see that for any proper
subset S C H, @, 4 T; is indistinguishable from random, which concludes the proof.

6.3 Multi-Party Authenticated AND Triple

Once we have a protocol for leaky authenticated AND triple, it is straightforward to obtain an
non-leaky authenticated AND triple, using the combine protocol in [WRK17]. We show the details
of the protocol in Figure 10.
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