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Abstract. In this paper | propose fully homomorphic public-key encryption (FHPKE)
with the recursive ciphertex. A ciphertext consists of three sub-ciphertexts
corresponding to one plaintext. When we execute the additional operation or
multiplicative operation, a new three sub-ciphertexts are generated from the three
sub-ciphertexts recursively without revealing the plaintexts. The scheme is based on
the discrete logarithm assumption (DLA) and computational Diffie-Hellman
assumption (CDH) of multivariate polynomials on octonion ring with composite
number modulus. The scheme is immune from “m and - m attack”.
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81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving the ring
structure of the plaintexts) is known as fully homomorphic encryption (FHE) and is very powerful.
Using such a scheme, any circuit can be homomorphically evaluated, effectively allowing the
construction of programs which may be run on encryptions of their inputs to produce an encryption
of their output. Since such a program never decrypts its input, it can be run by an untrusted party
without revealing its inputs and internal state. The existence of an efficient and fully homomaorphic
cryptosystem would have great practical implications in the outsourcing of private computations, for
instance, in the context of cloud computing.

With homomorphic public-key encryption, a company could encrypt its entire database of
e-mails and upload it to a cloud. Then it could use the cloud-stored data as desired—for example, to
calculate the stochastic value of stored data. The results would be downloaded and decrypted without
ever exposing the details of a single e-mail.

In 2009 Gentry, an IBM researcher, has created a homomorphic public-key encryption scheme
that makes it possible to encrypt the data in such a way that performing a mathematical operation on
the encrypted information and then decrypting the result produces the same answer as performing an
analogous operation on the unencrypted data.

But in Gentry’s scheme a task like finding a piece of text in an e-mail requires chaining together
thousands of basic operations. His solution was to use a second layer of encryption, essentially to

protect intermediate results when the system broke down and needed to be reset.
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In previous works | proposed some fully homomorphic encryptions [11],[12],[18],[19],[20],
[21],[22],[23],[24]. But the encryption schemes in previous works may be vulnerable to “m and -m
attack”.

In this paper I propose fully homomorphic public-key encryption (FHPKE) with the recursive
ciphertex. A ciphertext consists of three sub-ciphertexts corresponding to one plaintext. When we
execute the additional operation or multiplicative operation, a new three sub-ciphertexts are
generated from the three sub-ciphertexts recursively without revealing the plaintexts. The scheme is
based on the discrete logarithm assumption (DLA) and computational Diffie-Hellman assumption
(CDH) of multivariate polynomials on octonion ring with composite number modulus. The scheme
is immune from “m and - m attack”. The scheme is also based on computational difficulty to solve
the multivariate algebraic equations of high degree while the almost all multivariate public-key
cryptosystems [13],[14],[15],[16] proposed until now are based on the quadratic equations avoiding
the explosion of the coefficients. Our scheme is against the Grébner basis [3] attack, the differential
attack, rank attack and so on.

82. Related works

The utility of fully homomaorphic encryption has been long recognized. The problem of constructing
such a scheme was first proposed within a year of the development of RSA [4]. For more than 30
years, it was unclear whether fully homomaorphic encryption was even possible. During this period,
the best result was the Boneh-Goh-Nissim cryptosystem which supports evaluation of an unlimited
number of addition operations but at most one multiplication.

Craig Gentry [1] using lattice-based cryptography showed the first fully homomorphic
encryption scheme as announced by IBM on June 25, 2009 [5],[6].

Gentry's Ph.D. thesis [7] provides additional details. Gentry also published a high-level overview
of the van Dijk et al. construction [8].

In 2009, Marten van Dijk, Craig Gentry, Shai Halevi and Vinod Vaikuntanathan presented a
second fully homomorphic encryption scheme [9] , which uses many of the tools of Gentry's
construction, but which does not require ideal lattices. Instead, they show that the somewhat
homomorphic component of Gentry's ideal lattice-based scheme can be replaced with a very simple
somewhat homomorphic scheme that uses integers. The scheme is therefore conceptually simpler
than Gentry's ideal lattice scheme, but has similar properties with regards to homomorphic
operations and efficiency. The somewhat homomaorphic component in the work of van Dijk et al. is
similar to an encryption scheme proposed by Levieil and Naccache in 2008, and also to one that was
proposed by Bram Cohen in 1998 [10]. Cohen's method is not even additively homomaorphic,
however. The Levieil-Naccache scheme is additively homomorphic, and can be modified to support
also a small number of multiplications.



In 2010, Nigel P. Smart and Frederik Vercauteren presented a refinement of Gentry's scheme
giving smaller key and ciphertext sizes, but which is still not fully practical. At the rump session of
Eurocrypt 2010, Craig Gentry and Shai Halevi presented a working implementation of fully
homomaorphic encryption (i.e. the entire bootstrapping procedure) together with performance
numbers. Recently, Nuida and Kurosawa proposed (batch) fully homomorphic encryption over
integers [17].

83. Preliminaries for octonion operations

In this section we describe the operations on octonion ring and properties of octonion ring. The
readers who understand the property of octonion may skip the section 3.

83.1 Multiplication and addition on the octonion ring O

Let r=pq be a composite number modulus to be as large as 22°® where p and q are primes. Later (in

section 6) we discuss the size of r, one of the system parameters.

Let O ,0p and Oq be the octonion [2] rings over a residue class ring R=Z/rZ, Ry=2/pZ, and
Rq=2/qZ each such that

O={(aoas,....&7) | 8 € R (7=0,1....,7)} (1)
Op={(a0,a,....a7) | & ERy (j=0,1,...,7)} (1b)
Og={(a0,a1,...,a7) | 8 ERq (j=0.,1,...,7)} (1c)
where
R=Z/rZ,
R,=2Z/pZ,
R=2Z/qZ.

From Chinese remainder theorem k €R and h &R exist such that

pk+gh=1 mod . )

We define the multiplication and addition of A,B €0 as follows.

A=(ap,ay,...,a7), 8 R (j=0,1,...,7), (3a)
B=(bo,b1,...,07), b€ R (j=0,1,...,7). (3b)
AB mod r

= ((agho - a1b1- axb,- asbz-asbs- asbs-asbe-azb; mod r,
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aobs+asho+azhs+aghr-ayb,+ashs-aghs-azbs mod r,
aph-a1hg+azho+aghs+agh;-ashs+agbr-azbs mod ,
apbs-a1h7-axbs+agho+asbes+ash,-ashs+azb; modr,
aoba+ay b, -axby -asbs+aybo+asbs+ ashs-azbs mod r,
agbs-ay s +azhs-asby-asb7+ashe+ash +ashs mod r,
aobs+aybs -axb7+ashs -aubs -asbi +ash +azh, mod r,

apb7+a bs+asbs-ashi +asbs-asbs-agh,+azby mod r) (4)

A+B mod r
=(ap+bomod r, a;+b; mod r, a;+b, mod r, az+bzmod r ,
ay+bsmod r, as+bsmod r, ag+bgmod r, a;+b; mod ). 5)
Let
IAP= ag®+a.®+...+a;"mod r. (6)
If GCD(JAP, r)=1, we can have A%, the inverse of A by using the algorithm Octinv(A) such that
A= (a/ AP mod r, -a;/ |AF mod ..., -a;/ JAF mod r) < Octinv(A). @)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the Appendix A.

§3.2 Order of the element in O

In this section we discuss the order “J ”” of the element “A4 " in octonion ring, that is,
A™=Amod reo.

Theorem 1

Let A:==(a,a11,...,217) €0q, ajERq  (j=0,1,...,7).

Let (@no,an,...,an7) :=A"E0q, a ERy  (n=1,2,...;j=0,1,...,7).

ao , anj 's(n=1,2,...;J=0,1,...) and by’s (n =0,1,...) satisty the equations such that

N:= ag,’+...+a;7° mod q

ago:=1, by:=0, by:=1,



ano= &r-1.0a10 — braN mod g ,(n=1,2,...),

bn= an-1,0*+ bradso mod g ,(n=1,2,...),

anj= bhaz; mod q,(n=1,2,...;j=1,2,...,7) .

(Proof:)

Here proof is omitted and can be looked up in the Appendix B.

Theorem 2
For an element A=(ayo,a11,. . .,817) €O,
A=Amod g,
where
Jg=LCM {q*1, a-1}=q°-1,
N:=ay,’+ ag,>+...+a;7°#0 mod g.
(Proof: )

Here proof is omitted and can be looked up in the Appendix C.

In the same manner we have
For an element A=(ayo,a11,. . .,817) €O,
AP =A mod p,
where
Jp=LCM {p*1, p-1}=p*1,

N:=ay+ ap+...+a> 70 mod p.

For an element A=(ay,a11,. . .,817) €O,
A=A modr,
where

J=LCM {Jp, Jg}= LCM { p*-1,4°-1}.

(8)
©)
(10)



83.3. Property of multiplication over octonion ring O

A, B, C etc. =0 satisfy the following formulae in general where A,B and C have the inverse Al Bt
and Ctmod .

1) Non-commutative

AB+BAmodr.
2) Non-associative
A(BC)# (AB)C mod r.
3) Alternative
(AA)B=A(AB) modr, (12)
A(BB)=(AB)B modr, (12)
(AB)A=A(BA) mod r. (13)
4) Moufang’s formulae [2],
C(A(CB))=((CA)C)B mod r, (14)
A(C(BC))=((AC)B)C modr, (15)
(CA)(BC)=(C(AB))C modr, (16)
(CA)(BC)=C((AB)C) mod r. 17)

5) For positive integers n,m, we have

(AB)B" =((AB)B"")B=A(B(B"'B))=AB"! mod, (18)
(ABMB =((AB)B"*)B=A(B(B"'B))=AB™! mod r , (19)
B" (BA) =B(B"(BA))= ((BB"")B)A=B™'Amod (20)
B(B" A)=B(B"}(BA))= ((BB"*)B)A=B"Amodr. (21)

From (15) and (19), we have
(ABMB=[((AB)B ")B]B=[(A(B (B"'B))]B =(AB™)B= AB™*mod ,

(ABMB>=[((AB)B")B]B*=[(A(B(B"'B))]B’= (AB™)B?*= AB™*mod r,

(ABMB™=AB™™ mod .

In the same manner we have



B"(B" A)=B"™Amod .
6) Lemma 1
AB((AB)))=(AB)™* mod r,
(((AB)")A)B =(AB)™* mod .
where n is a positive integer and B has the inverse B™.
(Proofy)
From (14) we have
B(A(B((AB)")=((BA)B)(AB)"=(B(AB))(AB)"=B(AB)™* modr.
Then
B™(B(A(B(AB)"))= B™(B (AB)™*) mod,
A(B(AB)")= (AB)™! mod .
In the same manner we have
(((AB)MA)B=(AB)™! modr. g.e.d.
7) Lemma 2
A(AB)=Bmodr,
(BA)A'=Bmodr.
(Proof:)

Here proof is omitted and can be looked up in the Appendix D.

Theorem 3
A?=wl1+vA modr,
where
WVER,
1=(1,0,0,0,0,0,0,0)=0,
A=(ap,as....,a7) 0.
(Proof:)

AZmod r



=( aoag-a1ay- Ayap- A3a3-a434- AsAs-aeds-azay Mod I,
aay +a189+azay+azay-asay+asds-asas-azaz Mod I,
pA-a184+a80+a3a5+ayd-asaz+asar-azas Mod I,
pA3-a1a7-Apa5+azdo+asds+asaz-agdstaza; mod r,
pdy+aydp-apay-a3ds+aydp+asay+asas-azas mod r,
Aoas-a186+apa3-azay-asdrt+asag+asaitazas mod r,
A5 +a185-8,87+8384-8483-8581 +agAp+aza; Mod I,
Qa7 +a133+ar86-83a1 +4ds-A5a4-36Ap+a780 MOd 1)
=(2ap’- La mod r, 2apa; mod r, 2aga, mod r, 2apaz mod r,
2apa, mod r, 2apas mod r, 2agas mod r, 2a,a; mod r)
where
La= ag+ay +ay’+ag’+a, +as’+asc+a;> mod .
Now we try to obtain u, vER that satisfy A>=w1+vA mod r.
wl+vA=w(1,0,0,0,0,0,0,0)+v(ap,ay,...,a7) mod r,
A= (2a’- L mod r, 2apa, mod r, 203, mod r, 2agas mod r,
2apa, mod r, 2 agas mod r, 2apas mod r, 2apa; mod r).
Then we have
A’=W1+VA=- La 1+2 agAmodr,
w=-Lamodr,
v=2aymod r. g.e.d.
14) Theorem 4
Al=w,1+v,A mod r
where t is an integer and w;, vi<R.
(Proof?)
From Theorem 3

AZ=w,1+V,A=- La 1+2a,A mod r.



If we can express A'such that

At:Wt1+VtA mod re0 , W, VER,

Then
A" =(w1+v:A)A mod r
=WA+Vi(-La 1+2 apA ) mod r
=- Lavid+(wi+2aov)Amod r.
We have

W= - La Vi mod rER,

Ve = Wit2a9v; mod rER.  g.ed.

We can use Power (A,n,r) to obtain A" mod r. (see the Appendix E)

84. Preparation for fully homomorphic public-key encryption scheme
84.1 Definition of homomaorphic public-key encryption

A homomorphic public-key encryption scheme HPKE:= (KeyGen; Enc; Dec; Eval) is a quadruple
of PPT (Probabilistic polynomial time) algorithms.

In this work, the plaintext m&R(=2Z/rZ) of the encryption schemes will be the element in finite
ring, and the functions to be evaluated will be represented as arithmetic circuits over this ring,
composed of addition and multiplication gates. The syntax of these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1", system parameters
(r,G,H:F(X)) where r=pq and p and q are secret large primes, outputs (pk, sk) <« KeyGen(1*r) ,
where pk is a public key and sk is a secret key.

-Encryption. The algorithm Enc, on input system parameters (r,G,H;F(X)), public-key pk, and a
plaintext mER, components of plaintext u,vER, random noises w,zER, outputs a ciphertext C=('C,
2C, 3C)={O[X]}® —Enc(pk; m) where F(X)=O[X].

-Decryption. The algorithm Dec, on input system parameters (r,G,H;F(X)), secret key sk and a
ciphertext C=(*C, °C, *C) €{O[X]¥, outputs a plaintext m*—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameters (r,G,H;F(X)), an
arithmetic circuit ckt, and a tuple of 3Xn ciphertexts (Cy.. .., Cr) E{O[X]}**", outputs a ciphertext C’
=(c’*C’ 3C’)={O[X]}*—Eval(ckt; Cy,..., Cy).



84.2 Definition of fully homomorphic public-key encryption

A scheme FHPKE is fully homomorphic if it is both compact and homomorphic with respect to a
class of circuits. More formally:

Definition (Fully homomorphic public-key encryption). A homomorphic public-key encryption
scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it satisfies the following
properties:

1. Homomorphism: Let CR = {CR;},cn be the set of all polynomial sized arithmetic circuits. On
input (pk,sk) —KeyGen(1r),Vckt € CR,,V (my,..., m)ER" where n = n(d), V(Cy,....Cn)
where Cj«— Enc(pk;m;), it holds that:

Pr[Dec(sk;Eval(ckt; Cy,...,Cy)) # ckt(my,..., my)] = negl()).

2. Compactness: There exists a polynomial x = u(2) such that the output length of Eval is at most u
bits long regardless of the input circuit ckt and the number of its inputs.

84.3 Basic function

We consider the basic function before we propose a fully homomorphic public-key encryption
(FHPKE) scheme based on the enciphering/deciphering functions on octonion ring over R

Let r be a composite number modulus selected by system centre where r=pg, p and g are secret
large primes.

Let X=(xo,...,X7) €O[X] be a variable.
Let F(X) be a basic function.
S, T,E0 are selected randomly by system centre. such that ;" mod r and T;* mod r exist (i=1,...,k).
Basic function F(X) is defined as follows.
F(X):= ((Sk((...((S1X)T1))...)) Tk mod r€0[X] ,
=(fooXo+forXo+ ... fo7Xs,

fioXoH11Xo+ ... Hfi7X7,

froXo+Hf71X07+ ... +f77X7) mod r,

={f;} (1,j=0,...,7)
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with f; =R (i,j=0,...,7) which is published.
84.4 Square root on composite number modulus
We discuss the calculation for the square root on composite modulus r.
Let xR be the square root of a=R. That is, x*=a mod r.
Here we consider to find the square root of a. We obtain next Theorem 5.

Theorem 5
If there exists the PPT algorithm AL1 for obtaining the square root of a on composite modulus r,

there exists the PPT algorithm that factorizes modulus r where a is a quadratic residue on modulus r.
(Proof:)
Let e=R be any element in R.

We can express e and e mod r such that
e=eqgkp+ephg mod r, 64<Ry, 6 <R,
e*=(egkp+e,hq Y’mod r,
=e, kp+e,’hq mod ,

By using the PPT algorithm AL1 we can obtain e’ which is one of e; (i=0,1,2,3), the square root of e?
on composite modulus r such that

eo=eqkp+e,hq mod r,
e1=eqkp-eshgmod r,
e,=-e4kp+ephg mod r,
e3=-eqkp-ephg mod r.

As
GCD(e+e1,1)=GCD(2 egkp, pg)=p,
GCD(e+e,,)=GCD(2 e;ha, pg)=q,

the composite number r is factorized with 1/2 of probability.  g.e.d.
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85. Fully homomorphic public-key encryption scheme
85.1 Public-key enciphering function

Here we construct the public-key encryption scheme by using the basic function F(X)
FO)=(Sk((...((S1X)T1))...)) Tk mod r€O[X] ,
={f;}(i,j=0,...,7).
Anyone can calculate F(X), the inverse function of F(X) such that
FLX):= oM ((SCHXTEY)..) Trh) mod re0fX]
=(9 ooXot ... +g 07X,

g 10Xot... +9 17X7,

g 70X+ ... +g 77%7) mod r,
={9}i,j=0,....7)

with g’ <R (i,j =0,...,7).
AL INVF denote the algorithm for calculating the inverse function of F(X).
We can calculate F*(X) = O[X] which is the inverse function of F(X), given F(X) €O[X].
[ALINVF]
Given F(X) and r,

F(F'(X))= F(F (X))=X mod reO[X]

=(foo(9 0oXot ... +9 o7X7) + ... Ho7(Q X0t ...+ 77X7),

f10(g ooXot ... 9 o7X7)+... f17(9 7oXot ... 9 77X7),

f70(g ooXot ... +g ’07X7)+ +f77(g 20Xt ... +0 ’77X7)) mod r,
=((foog 0ot . .+ forg 70)Xo+ ...+ (food orXot ...+ forQ 77)X7,

(f100 oot. ..+ f170 70)Xo+ ... +(f100 orXot ...+ 179 77)X7,

(f209 ‘0ot ..+ 7720 70)Xo+ ... +(F00 07Xt ...+ 779 77)x7) mod r,

:X:(Xo, .. .,X7).
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Then we obtain
— food oot...+ fo7g 70=1 mod r

flog ‘wot...t f17g "20=0 mod r

— f7og ‘ot...t f77g 20=0 mod r
0io(i=0,...,7) is obtained by solving above simultaneous equation.
foog at...t f07g 77=0 mod r

flog ‘nt...t f17g 21=1 mod r

f7og t...t f77g 17=0mod r

0i1(i=0,...,7) is obtained by solving above simultaneous equation.

J—

foog o7t. ..+ forg 77=0 mod r

flog ort...t f17g "27=0 mod r

f7og ‘ort.. .t f77g 77=1 mod r
gi7(i=0,...,7) is obtained by solving above simultaneous equations.

Then we have F *(X) from F(X) and r. [J

We define F '(X) and F “(X) as follows where i is a positive integer.

F2(X):=F(F(X)) mod r,

F'(X):=F(F /(X)) mod r,

F2(X):=F{(F*(X)) mod r,

13



F):=FFE (X)) mod r.
The system centre publishes the system parameters (r,G,H;F(X)).(G and H are defined later)

We consider the communication between user A and user B. User A downloads the system
parameters (r,G,H;F(X)) from system centre. User A selects the random integer a=Z to be secret
and generates the public function F?(X) by using algorithm Power(F(X),a,r). (see the Appendix F)

User A sends the coefficient of F*(X), f<R (i,j =0,...,7) to system centre that is a part of the
public-key of user A.

On the other hand user B downloads the system parameters (r,G,H;F(X)) and selects the random
integer b =7Z to be secret and generates the public function F°(X) by using algorithm
Power(F(X),b,r). User B sends the coefficient of F°(X), foij R (i,j =0,...,7) to system centre that is a
part of the public-key of user B.

User B tries to send to user A the ciphertexts of the plaintexts which user B possesses. User B
downloads the public-key of user A, F(X),that is, f;; R (i,j =0,...,7) from system centre.

User B calculates F #(X) from F #(X) by using ALINVF.

User B generates the common enciphering function Fga(X,Y) between user A and user B as follows.
By using algorithm Power(F #(X),b,r) user B obtain F ®(X).

User B obtains F #(X) from F ®(X) by using ALINVF.
Then user B generates Fga(X,Y), the common enciphering function of user A and user B such that

Fea(X,Y):= F 2(YF ®(X)) mod r€0[X,Y]

In the same manner user A generates the common enciphering function
Faa(X,Y):= F P2(YF "3(X)) mod r €O[X,Y]
where

FBA(X,Y): FAB(X,Y) mod r.

We notice that

Fea(X,1) = F 2(1F "(X))= F *3(F "(X))= X mod r.

14



User B confirms the system parameters (r,G,H;F(X)) downloaded from the system centre where

G=(90.91.92,--..97) €0,

GCD (go(90-2).,1)=1,

H=(ho,hy,hy,...,h7) €0,

Le:=|GP= g?+g:°+...+g7"=0mod r,

Liy:=[HP= he®>+h,?+...+h,*=0mod r,

ho=0 mod r,

gih1+...+g7h;=0mod .

From Theorem 3 we have

G?=-Lgl+2 goG=2goG mod ,
H?=-Lj1+2 hoH=0mod r,
[GH]o=[HG]o= goho-( g1h1+...+g7h7)=0 mod r, (22)
Loh= LgLn= Lhc=0 mod r,
(GH)?=-Lgn1+2 [GH]oGH=01+0GH =0 mod r,

(HG)?*=-Lyc1+2 [HG](HG=0 mod r.

Theorem 6
(GH)G=0modr, (23a)
(HG)H=0mod . (23b)
(Proof)

Here proof is omitted and can be looked up in the Appendix G.

Theorem 7
GH+HG= 2goH mod r. (24)
(Proof:)

Here proof is omitted and can be looked up in the Appendix H.
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Theorem 8
(GH)(HG) =0 mod r, (25a)
(HG)(GH) =0 mod . (25b)
(Proof:)
From (17)
(GH)(HG)= (G(HH))G= (G(0))G =0 mod r,

(HG)(GH) = (H(GG))H=2go (H(G))H=0mod r.  g.e.d.

85.2 Medium text

Here user B calculates the medium text *M, 2M and M from the plaintext m which user B possesses
as follows.

Let meR be a plaintext.
Let u ,vER be the components of the plaintext m such that
m:=su+tv mod r where s, t &R are secret parameters such that
GCD(s,r)=1 and GCD(t,r)=1.
Let 'w, 'ZER (i=1,2,3) be random noises.
Three medium texts *M , 2M and *M corresponding to one plaintext m are defined by
M:=*ku 1+'VG+WGH+'zHG mod r€0,
2M:=*ku 1+ IVG+WGH+?zHG mod r 0,
M:=%u 1+*IVG+WGH+Z2HG mod r<0,
GCD ('k,r)=1 and GCD ('I,r)=1 (i=1,2,3),
m:=su+tv mod r€R
=a[*M]o +B[*M]omod ,
where o and 3 satisfy the following equation,
a(*ku +vgo) +8Cku +Ivgo)

= (a *k+B %K) + (o lgo+ Algo)v
16



=su+tv =mmod r,
where

GCD (K% - %M ,r)=1 modr. (26a)
Then relation between s, tand «, £ is as follows.

(a *k+p %K)=s mod r, (26b)

(o g+ %Igo)=t mod r. (26¢)
hA,

o 3 are published as a part of the user’s public-key while s, t, *k, %, k ,1,%1 ,’ are secret.

As
G%=29,G mod r , G(GH)=2goGHmodr , G(HG)=0modr,
(GH)G=0modr , (GH)>=Omodr ., (GH)(HG)=0modr,
(HG)G=2goHG modr, (HG)(GH)=0modr , (HG)’=0modr,
we have

(*M ’=(ku 1+'NG+HWGH+ZHG) (*ku 1+IVG+WGH+'zHG) mod r
=(Kk)ut1+(2%utlv +2g0 (V)?)G+(2ku'w +2g0tIv Hw )GH+(2 ku'z+2g, 2 IV)HG
=-((*K2u?+2 go (Iv) (tku )1+ 2 (ku+go (Iv)) (tku 1+ IVG+HWGH+ZHG)
=-(ku+2 go (Iv) )(tku ))1+2 (ku+go (Iv))*M mod r
=-(*ku+2 go (*1v) )(*ku ))1+2[*M]¢*M mod r.
On the other hand from Theorem 3
(*M )2=-Lym1+2["M]'M mod r.
From ["M]o= (*ku+go (Iv)) mod r
(M )2=-Lyml+ (ku+go (Iv))*M mod r.
Then for any m,u,v,'w,'zER
Liv=["M[=| *ku 1+ VG+HWGH+'ZHG] =(*ku+2 go (*Iv) )(*ku ) mod . (27a)
In the same manner we have
Lovi=PMP=Pku 1+ WG+ WGH+2HG [* =(ku+2 go (*Iv) )(ku ) mod r. (27b)

Lav="M[*=Pku 1+3WG+wWGH+*2HG * =(*ku+2 go (Iv) )(ku ) mod r. (27¢)
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Theorem 9 (linear independence)

If

M:=ku 1+'VG+HWGH+ZHG =0 mod
then

u=v="w='z=0 mod .
(Proof)

As [G]o=go mod r,[|GH]o=0 mod r and [HG]o=0 mod r,
[*'M Glo="kgou +2'1 gov=0 mod r,
[*M Jo="ku +'1 gov=0 mod r.

As GCD(*kgo 'Igo- 'k2'1go,r)=GCD( k™ go(go-2),1)=1,
u=v=0mod .

We have
'WGH+'zHG=0mod r.

By multiply G from right side from Theorem 6
'W(GH)G+'zHGG=0G mod r,
'wo+'22goHG=0 mod .

We have
z=0 mod r,

Ww=0modr. qed.

In the same manner

2M=2ku 1+2IvG+WGH+?zZHG mod r=0€ 0,
3M=%ku 1+ IVG+WGH+%zHG mod r=0€0,
then

u=v='w='z=0 mod r (i=2,3).
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(Associativity of medium texts)
Let
"My:=tkuy 141V G+Hwi GH+2HG mod rE0,
"Ma:=tkup 1+ v,G+w,GH+'2,HG mod r€0,
"Ma:=tkus 1+ vsG+waGH+'23HG mod r€0.
Then we have
MM, =(tkuy 1+ v G+ Wi GH+HZ HG) (tkup 1+ 1v,G+HwWoGH+2,HG) mod r
=(k)? uptp1+(tkurtva +1viku, +2g0tIviHIv,) G+
(kuy 'watwitkug+2got vatws YGH+( tkustzo+ 1 kuat+2g0 21 Hv,)HG mod .
(*M:*M2)*Ms
= [(K)? ugup+(tkugtiva +Hivikuz +2goHvatIva) G+
(kuy 'watwitkup+2got vatwa YGH +( tkurzo+ 2 kuat+2g0 21 Vo) HG]
('kus 1+ vsG+WsGH+'23HG) mod r
=((*k)uruaus)l
+K) s va+Cku v+ Ive kupt 296 vt ive) thus+2g (Pku Hvs +Hvitkus +2g0tIvitIv,) HIvs] G
+[(K)?uguz Wt (Ckug wottwi ko200 v W) kus+2g0(tkus v+ vy kua+ 296 v Hv,) twis] GH
+[(K)? Ul zs+( kustzo+ 2, kuo+ 200 21t Iv,) thus +2g0(tkus ' zo+ 21 kup+ 200 2 V) HvsHG
=((*k)uruaus)l
+[CK)? (1) (UrlaVa+usVals vty Us)+200(K ) CDA(VaValiaHusVa Vs v Via) +(200)? (1)Pvavovs] G
H[(K)? gtz wa+(kuy W+ wa Kuz+2g0 Tve ' wa) kus+2go(kuy Iva+ v kuz+2g0t va 1v,) "wi] GH

+[(K)? uguz'za+(kur 2o+ 2 KU+ 290 2 vo) hus+ 290 (kus 2o+ 2 tkug+2g0 21 Hv,) Hvs]HG mod .

My ("M Ms)
= (*kuy 1+ v AHWLGH+ZHG) [(k)? upusL+(kusttvs +Hvotkus +2g0 Ivo vs) G+

(ku s+ Wotkus+2go o 'wa)GH +( tkus'zs+1 2, kus+290' 25 Ivs)HG]mod r
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=((*k)%usuaus)l
+[*kur (kuztvs +HvoTkus +2g0 Vo Iva)+ Hve () uus
+(200) Hv1 (Kot lvs +Hvstkus +2g0H Vo1 Ivs)]G
+[ ks (Ko s+ o kus+ 200 Vo i)+ 200 Hva (tkus wat wotkus+2g0 v, wa)+ wa (k) Uous]GH
+[*kuz( 'Kz zs+ 2o kus+200 2o vs)+ 121 (tk)? Ul +200™za (KU Vs +HIvoTKus +2g0M Vo Ivs)JHG
=((*k)usuzus)l
K1) (UglaVa+UsValiz+ViUs Us)+20o(CK) ()2 (Vavals+Uava Vs +iUs vs) +(200)° (13 vavavs] G
+[(K)?urur wat (Ckug Worwi kuo+2g0 v wa) kus+2g0 (tkus v+ v tkup+ 296 Ivitiv,) tws] GH
+[(K)? Ul zs+(ku 2o+ 21 kup+ 200 20 vo) Kus+2g0 (Ckus 2o+ 21 kua+ 290 21 Hv,) v HG mod .
Then we have
(*M:*M2)*M5= My (*M,"M3) mod .
That is, it is said that My, 'M, and *Mj have the associative property.
In the same manner we have

(M1'M,)'M3="M1(‘M;'Ms) mod r, i=2,3.]

(Homomorphism on medium text)
We can obtain the plaintext m;+m, and m;m, from *My, My, 2M1,*My, *My, ®M as follows.
"My:=kuy 1+ v G+'w; GH+'2HG mod r€0,
2My:=2kuy 1+%Iv;G+w; GH+*2,HG mod r€0,
My:=kuy 1+3Iv,G+w,GH+°2;HG mod re0,
"My:=kup 1+1v,G+Hw,GH+2,HG mod r€0,
2My:="kuy 1+°IvoG+W,GH+°2,HG mod r€0,
3Mp:=3ku, 1+3Iv,G+3wW,GH+32,HG mod r0.
M= M+M; mod r
2My+2:=*My+*M, mod r

My1:=3M+*M, mod r
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My:= Sug+tvy mod r

My:= SUp+tv, mod r

My =a["Muz]o +8[*MuzJomod r,
=a(*ku 1+1vi2g0+ kuo+Iva2g0) +8(kuy +2Ivi 200+ kus+Iv:200)
= (o ku 48 2K)(U 1+U2)+ (o 1290+ %1200) (V 1+v2).

From (26b) , (26¢) we have

=s(U 1+Up)+H (V 1+V)
= SUp+vy+ SUxHV,
=my+ mymodr.

We can consider that (Mg, “Mys2, *Mi42) is the medium text of the plaintext my.».

Next we try to calculate the multiplication of medium texts.

MM, =(kuy 1+ v, G+Hwi GH+ 2 HG) (tku, 1+ v,G+Hw,GH+'2,HG) mod r
=(K)? urtp 1+ (M) (UpVovaln) G200 v IvaG+ Wi GH +21,°HG mod r
where wy,’ 121’ ER.

2My*M; =(kuy 1+2vi G+ W, GH+221HG) (Pkuy 1+21v,G+2wW,GH+2,HG) mod r
=(%K)? Ul 1+ (KD ) (UrVatvaln) G +290°Ivi2IvaG+aWio GH +221°HG mod r
where 2wiy’,%21,° €R,

M2Mo=Ckuy 1+ Vi G+3 Wi GH+2.HG) Ckus 1+3IV,G+Hw,GH+32,HG) mod r
=CK)? Ut 1+ (IR (UpVotvaln) G200 v IvoG+3 W GH +21,°HG mod 1
where 3wy’ %21’ €R,

We define *My,, °My, and *My, as follows.

"Mi2:=011 "My Mo+ diMi Mo+ dia®Mi*M,

=[dua (k) + dio(Ck)*+ dia (k) Jurup1+
[du kM + dio?Kk3 + dys kel (Uavotviun) G+

[du )%+ dio C)*+ disCl)?2govavaG+Hwi,GH +21,HG mod r

21
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where 'wi,,'71, ER.
Miz: =0o1"My Mo+ 022" M * Mo+ dos*Mi My
=[da("k)” + dz2 (k)™ da(K)TurueL+
[dor 'K + dpo?kPl + g lCH] (UgVotvaln) G+
[ds (1)>+ dap ClY*+ ds(*1)?]2govavaG+wi,GH +°21,HG mod r
where 2wy, %23, €R.
*Miz: =031 "Mq Mo+ dgo"Mi* Mo+ dsa®Mi*My
=[ds1(*K)? + daa(*K)*+ das (k) Jurup 1+
[day (k™ )+ dap (K1 )+ dga (k3] (Urva+vaUp) G+
[da1 (M) s (1)*+ ds(Cl)?12govavoG+wi,GH +321,HG mod r
where *wy,,%21, ER.
We define ujy, vi2 and my; as follows.
U12:= SUslp mod rER
V12:= S(UpV2 + Upva)+ tvivomod reR
My2:= SUp2+tvi, mod rER.
We select (d;) that satisfy the following equations.
"Mo=01" My Mo+ di”Mi* Mo+ dis*Mi*M,
='kuyp 1+'1v1,G+wi,GH+'21,HG mod r
= 1k sugup1+M S(Ugvs + Upva) G+ tvvaG+Hwi,GH+121,HG mod r
M12=01 "My Mo+ 02" My *Mo+ dos®Mi M,
=%kup 1+%Iv12G+W1,GH+%21,HG mod r
=K SUUL1+1 S(UgVo + UpVy)G+21 tviVaG+wi,GH+221,HG mod r
*Mi2:=031"Mi" Mo+ d32”Mi*Mo+ d3s®Mi°M,

=3kU12 1+3|V126+3W126H+3212HG mod .

= 3K sULUp 1431 S(UgV2 + UpVy) G+ tvavoG+wa,GH+21,HG mod .

Then we have the equations that the public parameters (d;;) have to satisfy as follows.
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- dia("K)? + dio(®)%+ diaCk)’="k s mod r

{ du (kM) + dia(3k% )+ disCke)=1's mod r

| dna(M1)?+ iz ClY?+ dysCly’="1 t/(2go) mod r
- oy ("K)? + do(3k)*+ das(k)*=2k s mod r

{ doa (kM )+ doo(3KkP1 )+ das(CK1)=?1 s mod 1

| daa (1Y% daa (1) das(l)>=21 t/(2g0) mod 1
- day(*K)? + da(3k)*+ das(k)*=>k s mod r

| daa (kM) + do(3k31) + dasCk)=1 s mod r

| day(M1)%+ dap (G1)%+ das(1)?=11 ¥/(2g0) mod 1
where k'l (i=1,2,3) satisfy
(‘kh? Ck?* Ck?
A= | e kL kL |
tn*  ¢n* Cn?
GCD(A,r)=1.
Here we show that my;=a[*M12]o +A[*M12]omod r= mym, mod .
From (29c¢), (29a) and (29b) we have
M1o= SUp+tvi; mod r
= 5(SUzU2)+(S(UgVz + Upvp)+ tvVy)
= (Supt tvy) (Suz + tvy)
=mmymod r.
On the other hand we have from (29c), (29a) , (29b) ,(26b) and (26¢)
M12= SUgp+tvi; mod r
=(ox "kt %K) SusUz+(ex Tlgo+f 21go) (S(Uavz + Upv)+ tvavy)
=a[ *k s+ Mgo(s(UgVa + Ugvi)+ tviva)]+B[ 2K Susto+ 2o (S(UsVa + UaViy)+ tvavs)]
=a['My2]o +A[*Miz]omod r.

We can consider that (‘Miz, "My, *My,) is the medium text of the plaintext my,.
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We have shown that we can obtain the plaintext my+m, from *My.,, 2Myo, the plaintext m;m; from
"M, M. [

8§5.3 Enciphering
Let (r,G,H;F(X)) be the system parameters where r=pqg, p and g are secret primes.

Let [F°(X),(0hi).c,50] (1,j=1,2,3) be user B’s public keys and [b,(ks),('lo),(Wo, Zo),sn.t] (i=1,2,3) be
user B’s secret keys.

Let Fga(X,Y) or Fag (X,Y) be the common enciphering function between user A and user B.

User B generate medium text *M, M, *M by using the plaintext mER, the components uvER of
the plaintext m , secret parameters ko, 1y, ko, 2lp, ko, b, ER and random noises "W, 2y, W, 25, “Wp, Zs
&R such that

M:=Yu 1+HvG+HwW,GH+2,HG mod rE0,
2M:=%kou 1+ VG +WyGH+%2,HG mod r€0,
M=o 141G+ WyGH+32,HG mod r€0,
m:= Spu+tyv mod rER

=ap[*"M]o +Bo[*M]omod r,

where

(ap Ko+ *ko)=Sp mod ,

(Oﬁb1|bgo+ﬂb 2|bgo):tb mod r.

User B calculates three sub-ciphertexts Fga(X, “M) by substituting medium texts “M <0 to Y of
FBA(X,Y) (k:1,2,3)

Fea(X, "M) €0[X]
=( I(CooXo+- . ~+kCo7X7 ,

I(C 70Xo07. . .+kC77X7 ) mod r
={*c;} (i,j=0....,7;k=1,2,3) .
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Ciphertext C(m, X) consists of three sub-ciphertexts Fga(X, I‘M) (k=1,2,3) such that

C(m, X):=( Faa(X,"M), Fea(X,*M), Fea(X,’M)) {0 [X]}*.

User B sends {kci,-} (1,j=0,...,7;k=1,2,3) to user A through the insecure line.

85.4 Deciphering

User A deciphers C(m, X)=(Fsa(X,'M), Fsa(X,’M), Fga(X,*M)) to obtain m from {c;} (i,
j=0,...,7;k=1,2,3) sent by user B as follows.

Fas(X, °M): ={%c;} (i, j=O0.,...,7;e=1,2,3),
F "(Fea(F ™(1).°M))

= F % F (°MF ®(F (1)))) mod r
="M (e=1,2,3),

m=ap[*M]o +As[*M]omod r,

= spu+t,v mod rER,

where

(a koo 2Kkp)=Sp Mod T,

(o 1905 2lbg0)=t, mod T.

After this the lower subscript “b " is omitted.
Theorem 10
Foranym, m’ER,
if C(m, X)=C(m’, X) mod r, then m=m’ mod r.
Thatis, ifm #m’mod r, then C(m, X)#C(m’, X) mod r
where
C(m, X)=(Fas(X,"M), Fag(X,"M))
C(M’, X)=(Fas(X,"M"), Fag(X,’M’) , Fag(X,’M"))

M:=ku 1+ VG +WGH+ZHG mod rE0,
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"M’ :="ku’ 1+'lv ' G+'w 'GH+'z2 HG mod r€0,
2M:=%ku 1+ IVG+WGH+*ZHG mod r<0,
2M”:=%u’ 1+4lv G+ 'GH+’2'HG mod r€0,
M:=*ku 1+’ IVG+WGH+*2HG mod r<0,
M ”:=%u’ 1+%Iv 'G+*w 'GH+’2'HG mod rE0,
m:= su+tv mod r,
m’:=su’+tv’mod r.
(Proof)
If C(m, X)= C(m’, X) mod r, then
Fas(X,"M) = Fag(X,'M ),
FEME 2(X)= F P(M°F (X))
F (M ®(F = ()= F 2(MF2(F (1))
F 2 IM)= F (M)
F2(F 2 (*M))= F *(F **(*M")) mod ,
'M="M"mod r
'ku 1+ VG+WGH+'ZHG = 'ku’ 1+'lv 'G+'w 'GH+'2’HG mod r.
Then we have
% (u - u)2+M (v- v))G+('w-'W’)GH+(*z-'2)HG =0 mod .
From Theorem 9 we have
u- = v-v’=tw-'w=z-'2=0 modr,
u=u’mod r,
v=v’mod r,
2= modr,
'w="w’ mod r.
We have

m=su+tv=su’+tv’=m’ mod r. g.e.d.
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85.5 Addition scheme on ciphertexts

Let
"My:="kuy 1+ v, G+ Wy GH+'2HG mod r0,
2My:=kuy 1+2v; G+ W1 GH+°2;HG mod r€0,
M1:=3kuy 1+3IviG+*wiGH+*2HG mod re0,
"My:="ku, 1+ v,G+W,GH+'2,HG mod r€0,
2My:=*ku, 1+°Iv,G+W,GH+2,HG mod r€0,
Mo =3k, 1+3Iv,G+w,GH+*2,HG mod re 0,

be medium texts to be encrypted where
my:= sug+tv; mod r =a[*M1]o +8[*MJomod r,
My:= SUp+tv, mod 1 =a[*My]o +B[*Mz]omod r.

(o *k+p %K)=s mod r,

(o g+ %lgo)=t mod r.

Let
C(ml,X)::(FAB(X,lM]_),FAB(X,ZM]_) ,FAB(X,SM]_))
C(My,X):= (Fas(X,"Mo),Fas(X,2M,) ,Fas(X,*M,))

be the ciphertexts. We define the additional operation between C(m,X) mod r and C(m,,X) mod r
such that

C(my,X)+C(m2,X) mod r:=
(Fas(X, M)+ Fag(X,"M2) mod r, Fag(X,"Mu)+Fas(X,"Mz) mod r, Fag(X,"Ma)+Fas(X,"M2) mod r)
=(Fas(X,"Mr+'Mz) mod r, Fag(X, "M +"Mz) mod r, Fag(X, "My +"Mz) mod )
:(FAB(X'1M1+2) mod r, Fag(X, 2M1+2) mod r, Fag(X, 3|\/|1+2) mod r).
Then we have
C(my,X)+C(m2,X) mod r

= C(mys2,X) mod r,
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= C(my+my, X) mod r.(From (28))

We can consider that C(my2,X) =(Fas(X,"M1+2) mod r, Fag(X, *M1+2) mod r, Fag(X, *M1+2) mod r) is
the ciphertext of the plaintext my..,.

It has been shown that in this method we have the additional homomorphism of the plaintext m.

85.6 Multiplication scheme on ciphertexts
Here we consider the multiplicative operation on the ciphertexts.
Let
C(my,X):=(Fag(X,"M1),Fas(X,"M1) ,Fas(X,*My))
C(My,X):= (Fag(X,"M2),Fas(X,"M) Fas(X,*My))
be the ciphertexts where
"My:="kuy 1+ v G+ Wy GH+'2HG mod r€0,
2My:=kuy 1+2v; G+ Wi GH+%2:HG mod r€0,
3M1:=3kuy 1+3IviG+*wiGH+*2HG mod re0,
"My:=tku, 1+ v,G+W,GH+'2,HG mod r€0,
2My:=*ku, 1+°Iv,G+W,GH+2,HG mod r€0,
M=%k, 1+3Iv,G+w,GH+*2,HG mod re 0,
my:= suy+tv; mod r =a[*M1]o +8[*MJomod r,
My:= SUp*+tv, mod 1 =a[*M]o +8[°Mz]omod r
where
(a *k+B %K)=s mod r,
(a g+ *lgo)=t mod r.
We can calculate the ciphertext C(mimj, X) of the plaintext mym; by using
C(M1,X) =(Fas(X,"M1),Fas(X,°M1) ,Fas(X,’My))
and
C(M2,X) = (Fas(X,"M2),Fag(X,"M2) Fag(X,*M,))

with a part of user A’s public-key (d;) as follows.
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K1(X):= Fas(Fas(X,"M2),"M1) = Fag(X, "My "Mz)mod r
K2(X):= Fa(Fas(X,"Mz),"M1) = Fag(X, "My*Mg)mod r
Ka(X):= Kua((Fas((X,"M2),M1) = Fag(X, *M1*Mz) mod r
'C1a(X):= dut Ka(X)+ dip Ka(X)+ iz Ka(X) = Fag(X, "Mzz)mod r
2C1o(X):= dag Ky(X)+ dap Ka(X)+ daz Ka(X) = Fag(X,"Myz)mod r
3C1a(X):= dag Ky(X)+ dap Ko(X)+ daz Ka(X) = Fag(X, *Mz)mod r
where
"Myo=d1 "M Mo+ dio?My®Mo+ dis®M1°M, mod r
Mis: =0p1 "My Mo+ dpo”Mi*Mao+ dos®M;°M, mod r
*Mi2:=031"M; Mo+ dar”M1°Mo+ d3z®M;*M, mod .
Here we show that (Fas(X,"M12),Fas(X,°M12) ,Fas(X,*M12)) is the ciphertext of the plaintext m;m,.

First we decipher (Fag(X,"Mz2),Fas(X,°M) ,Fas(X,’My)) to obtain the medium texts ‘M,
M1z, *My, by using the F ®(X) and F @ (X) with a part of user A’s public-key[o.4].

F "(Fas(F (1), "M12))
= F "(F ?(*MyF ®(F ™(1)))) mod r
="My, (e=1,2,3).
From (30a) and (30b)
my=a[ Mz]o +[*Miz]o mod T,

=a[*k s+ s(UgVa + Upvi)go+ tviVa go]+B[2K SUUz*+2l S(UgVa + Uvi)go+l
tvavogo] mod r

=(a*k +A%K)sustp+ (oM +821)s(Uusvo + Uava)go+ (ol +821)t viva gomod r
=5%Ug U+ St(UrVa + Upvy)+ £ vivomod 1
=(sup+ tvy)( Suxt tvy)
= mimymod r.
We have shown that we can obtain the plaintext mym, from C(mg,X), C(m,X).[]
We can define that
C(M2.X) := (Fae(X,'M12), Fas(X,"M12) Fag(X,°My))
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We can consider C(mj2,X) as the ciphertext of the plaintext my,.

It has been shown that in this method we have the multiplicative homomorphism of the plaintext m.

85.7 Discrete logarithm assumption DLA(F,F ?; r)
Here we describe the assumption on which the proposed public-key scheme bases.

Let r be a composite number. Let a, b and k be integer parameters. Let S:=(Si.....5) €0,
T:=(Ty,...,TOEO suchthat S;* ..., Sctand To ..., Tt exist.

Let FOX)=(Sk((...((S1X)T1))...)) Tk mod r €O[X] be a basic function.
Let FA(X) mod r&O[X] be the public function.
Xisavariable.

In the DLA(F,F ?; r) assumption, the adversary Aq is given F 4(X)={ f4 } (i,j=0,...,7), system
parameters (r,G,H;F(X)) where F(X)= {f}(i,j=0,...,7) and his goal is to find the integer a. For
parameters k = k(}), a= a(A) defined in terms of the security parameter A and for any PPT adversary
Ay We have

PrF(X)={ f; 3, F2X)={ faj }: @ < Ag (1", { f }, { fa PI= negl().

To solve directly DLA(F,F #;r) assumption is known to be the discrete logarithm problem on the
multivariate polynomials.

§5.8 Computational Diffie-Hellman assumption CDH(F,F 2, F ;1)

Let r be a composite number. Let a , b and k be integer parameters. Let S:=(S,...,S) €0,
T:=(Ty,....,T) E0"suchthat S, ..., Stand T ..., Tyt exist.

Let FOX)=(Sk((...((S1X)T1))...))Tx mod r €O[X] be a basic function.
Let F (X) mod rO[X] be the public function of user A.

Let F °(X) mod r0O[X] be the public function of user B.

X is a variable.

In the CDH(F,F*F"r) assumption, the adversary Aq is given F(X)={fs}, F(X)
={ fyj }i,j=0....,7), system parameters (r,G,H;F(X)) and his goal is to find Fuy(X, Y)= F ®(YF
(X)) mod r. For parameters k = k(1), a= a()) ,and b= b(1) defined in terms of the security parameter
A and for any PPT adversary Aq we have
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PrIFOO={fi}, FPO)={faik FO)={foik: Fuv(X,Y)=F (Y F (X)) —Aa(1*{fiy 3 {faid i P]=negl(V).

To solve directly CDH(F,F% F°;r) assumption is known to be the computational Diffie—Hellman
assumption on the multivariate polynomials.

85.9 Numerical example

In this section we simply show numerical example relating proposed fully homomorphic
encryption scheme and | specify the lower subscript such as “a”,”b”.

[Data communication]

1)  System centre publishes system parameters [r,G,H;F(X)]
where

r=pg=1927, p=41, q=47, p and q are secret parameters.

G=(35,33,39,3,3,1,0,0), H=(0,62,43,24,1,56,15,2).
We notice that |G[>=0 mod r, |[H*=0 mod r,
GH=(0,174,1802,605,920,339,237,1428),
HG=(0,312,1208,1075,1077,1654,813,639),
Example of F(X)={fi} is omitted here.

2)  User A selects secret key aER and calculates F?(X) to be user A’s public-key.
User A sends public-key F?(X) with (daij), o and S, to system centre.
3)  User B selects secret key b €R and calculates F°(X) to be a part of user B’s public-key.

User B sends F°(X) with (dyij), o and Sy, to system centre.
His public-key is [F°(X), (dbij), o, o)

where
(a koo *Kkp)=sp mod T,

(o 1IbeO"‘ﬁb 2|bgbo):tb mod .
(dyij)=(1865,482,1705 ; 1111,733,1747 ; 253,1802,1462).

4)  User B downloads user A’s public-key F?(X) from system centre and generates common
enciphering function Fag(X,Y)=F ®(YF ®(X)) mod r.
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5)

6)
7)

8)

9

10)
11)
12)

13)

User B selects [(k),(1s),(Wb, zs), Sb,ts] to be secret

where

(ko)=(7,9,13), (15)=(11,17,19),

(W, '201)=(2,3), (Wba,°Z61)=(3,11), (W1, 21)=(7,13),

(Wi, '200)=(2,2), (Wh2,°202)=(1,2), (W2, 252)=(3,1),

Sp=59, 1,=1818,

User B selects the plaintexts (m;, my) =(313,1915) which he has.

User B calculates (us,v1)=(111,234), (u,,v2)=(12,95) which satisfy the following equations,
M= SpUz+tpvy mod r=59*111+1818*234 =313mod r,

My= SpUo+t,vo mod r=59*12+1818*95 =1915mod r.

By using the plaintexts (m;, my) =(313,1915) user B calculates the medium texts

(*My, 2My, *My), (*Ma, 2M,, ®M,) such that

M=o 1+ v, G+ wiy GH+'25,HG mod r=(298,1438,1629,595,1231,506,986,919),
M1 ="koU1 1+21pv1 G+ Wiy GH+°2,,HG mod r=(1485,1161,1304,617,234,1107,1192,282),
M1 =3oU1 1+l v1 G+ iy GH+320,HG mod r=(966,1686,1304,716,1020,1343,666,960),
"My=koUp 1+ VoG +H Wiy GH+120,HG mod r=(46,459,1246,1566,271,1450,1287,1568),
2Mo="KoUp 1+21,V,G+ Wi, GH+°25,HG mod r=(750,137,1685,1819,211,1408,1863,779),
M=3koUo 1+ 1oV G+ WioGH+320,HG mod r=(1667,662,1856,597,1544,622,1524,1069).
User B enciphers the medium texts (*My,”M1,°My), (‘M,,>M,,3M,) to generate cipher texts
C(my,X) =(Fas(X,"My), Fas(X,°M1) , Fag(X,*My)), C(m2,X) =(Fas(X,"My), Fag(X,"My) ,
Fas(X,M)).

User B sends C(my, X) , C(my, X) to user A.

User A receives C(my, X) , C(my, X) from user B.

User A downloads user B’s public-key [F°(X), (dvij), o, fp] from system centre and
generates common enciphering function Fag(X,Y)=F ®(YF ®(X)) mod r.

User A deciphers C(mi, X):=(Fas(X,'Mi), Fag(X,’Mi) , Fag(X,*My) (i=1,2) to obtain m;,m,

as follows.
F "(Fas(F ™(1),"M)))

= F "(F (M F ®(F ™(1)))) mod r
="M,
mi=ap[*Mi]o +Bu["MiJo mod r (i=1,2).

[Data processing]

14)

User B wants to process his data. He selects random number y ER.
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He generates another encryption function Fg~(X,Y)=F ~° (YFY°(X)) mod r.
He calculates C*(my,X) , C*(m5,X) such that
C*(my,X):=(Fe+(X,"My), Fg«(X,*My) , Fg=(X,*My)), C*(Mz,X):=(Fe~(X,"My), Fa~(X,"My)
Fex(X,*My)).
15) User B sends his ciphered data C*(mj, X) , C*(m;,X) with the method for processing to data
processing centre D. He requires to have C*(my+my, X), C*(mym;,X).
16) Data processing centre D receives user B’s ciphered data C*(my, X) , C*(m,, X) with the

method for processing.

17) Data processing centre D downloads user B’s public-key [F°(X), (dvij), aw, Bo]- He uses only
(dyij). Data processing centre D calculates C*(mg+my, X), C*(mimy,X) without knowing
My, "M, 2M1,2M,,*My,*M, and so on as follows.

C*(My+ma, X):=(Fe=(X,"My)+F«(X,"My), Fg=(X,2M1)+Fg=(X,2My), Fg=(X,*My) +
FBa«(X,*M>)),

=(Fg~(X,"M1+ M), Fa«(X,2My+ *My),Fa«(X,*M1+M,)),

= (Fe+(X,(344,1897,948,234,1502,29,346,560)),

Fe+(X,(308,1298,1062,509,445,588,1128,1061)),
Fe+(X,(706,421,1233,1313,637,38,263,102))),

K1(X):= Fex((Fe<(X, Y)=(X, M), *My)= Fg~(X,"M:*M,) mod r

= Fe~(X,(1078,1474,1153,162,391,850,157,1640))
Ka(X):= Fax((Fa+(X,Y)=(X,2M5)),2M1)= Fg«(X,"M1°M,) mod r

= Fa«(X,(1709,233,1247,992,604,1703,634,562))
K3(X):= Fax((Fus(X,Y)=(X,*M,)),*M1)= Fg+«(X,*M:*M,) mod r

= Fe~(X,(1228,1401,474,1590,988,1391,1693,1377))
YK 12(X):= 11K (X)+d1o Ko(X)+di3 Ka(X)

= Fa«(X, di"Mi Mo+ dio®M:?Mo+ di*M1*My) mod r

= Fe~(X,(609,873,400,1427,1302,718,942,327))
2K12(X):= a1 K (X)+0p Ko(X)+03 K3(X) mod r

= Fax(X, dzr* M1 M+ dM1*Ma+ dos®M1*My) mod r

= Fe~(X,(1703,1134,1576,424,1719,1780,1038,1316))
3K 12(X):= K (X)+0s2 Ka(X)+ds3 K3(X) mod r

= Fgx(X, d31*M;*Ma+ d3®M;*Ma+ da®M;*M,) mod r

= Fe«(X,(671,652,212,465,1432,905,1836,1123))
C*(mmy, X):= (Kea(X), 2Kia(X), *Kra(X)).

18) Data processing centre D sends C*(my+m,, X), C*(mymy, X) to user B.
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19) User B receives C*(m;+my, X) , C*(mym,, X) from Data processing centre D.

20)

21)

User B deciphers C*(m;+my, X) to obtain m;+m; as follows.
Fe~ (X,"M): ={%c;} (1,j=0,...,7;6=1,2,3),
F¥ [Fe~(F ™ (1),"My)+ Fe«(F ™ (1),"M,)] mod r
=F® (F Y (MF (F P )+ F° (F 7 CMF (F 7 (1)))) mod r
=*M;+°*M; mod r,
m1+2:06b[1M1+ 1|\/|2]0 +ﬁb[2|\/|1+ 2|\/|2]0 mod r,
=2[344]+5[308] mod r,
=301

[verification]
m;+m, =313+1915=301=my, mod r,
User B deciphers C*(m;m,, X) to obtain mym, as follows.
F* (Kez (F 7 (2)))
= FP (F % ((de"M1"Mo+ deo®™i Mo+ deg®Mi*My) F* (F 7 (2)))) mod r
= der" M1 ' Mo+ deo®Mi? Mo+ deg®Mi* My, (€=1,2,3)
Miz=afdi1 M1 Mo+ dio”Mi*Mo+dia M *Mo]o+Bdar M Mo+ doaMi* Mo+ dag®Mi°MJomod ,
=2[609]+5[1703] mod r,
=08

[verification]
mym, =313*1915=98 mod r = my,

86. Analysis of proposed scheme

Here we analyze the proposed fully homomorphic public-key encryption scheme described in

section 5.

86.1 Computing plaintext m from coefficients of ciphertext Fag(X,M)

Ciphertext C(Mn,X):=(Fas(X,"My), Fag(X, 2My) , Faa(X, *M)) is given such that

Fas(X, “Mn)= F 22(*M,F *3(X)) mod rE 0[]
=( kCnooXO"'kCnleJr JFkCno7X7,

K K K
CnioXo+ CnuaXat ...+ Cn17 X7,

K K K
Cn7oXo+ Cn71X1t ...+ Cnz7 X7) mod T,
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={*Cyij}(i,j=0,...,7;n=1,2,...; k=1,2,3)
with *coi €R (i,j,n=1,2,...;k=1,2,3),
where
"M==k un 1+ G+ "W, GH+'2,HG mod r€ 0,
2My= %K un1+2Iv,G+ W, GH+22,HG mod r€ 0,
Mo= *k un1+3Iv, G+ *w,,GH+%2,HG mod r€0,
Un,Viy “Wa, “Zn, Wi, 2Zn, Wh, “Zn ER (n=0,...,7).
Let Fag(X, Y):= {5ijn}(i.,j,h=0,...,7) such that
Fas(X, Y)= F *(YF (X)) mod g = O[X,Y]
=( v000X0Yotr001Xoy1 T ... Ha077X7Y7,

r100XoYo+r101Xoy1t ... TX177X7Y7,

r700XoYo+a701Xoy1t ... Ha7rrXzy7) mod r,
={iin}(i,j,h=0,...,7)
with ¥ R(i,},h=0,...,7) which is secret.

Anyone except user A and user B does not know {wjn} (i,j,h=0,...,7) which is a common
enciphering function between user A and user B. Here we try to find “M,=(“myo,...,“m.7) from
{"cnij}(i,j:O,...,7;n:1,2,3;k:1,2,3) in condition that i (i,j,h=0,...,7) are unknown parameters. \We
have the following simultaneous equations from Fag(X, Y) and Fag(X, “M) where %ijn(1,J,h=0,...,7)
and ("Mg,....“my7) are unknown variables.

— k k k _k
¥ioo Mno  +ior Murt ... +2j07 Mz = Chip Mod r

K K k. _k
¥i10 Mno+2ia1 Mg+ ... +2j27 Mpz= Cpiz mod r

K K k. _k
¥i70 Mno+¥i71 Myt ... +j77 Mpz= Cniz Mod r

(i=0,...,7)
For “Mj, (n=1,2,3;k=1,2,3) we obtain the same equations, the number of which is 576(=64*3*3).

We also obtain 8 equations such as
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| Fag(L, “Mo)P=(¥cnoo)’+ (Kenio)®+. .. +(cro)® mod r
=*MoP=(*mno) >+ (M) >+. . . +(*mi7)? mod r,(n=1,... 4;k=1,2,3).

The number of unknown variables “M,(n=1,2,3;k=1,2,3) and ¥ijh (1,J,0=0,...,7) is 584(=512+8*3*3).
The number of equations is 584(=576+8). Then the complexity G, required for solving above
simultaneous quadratic algebraic equations by using Grébner basis is given such as

— W _ w_n~1818 80
Greb>Greb’—(576+dregcdreg) —(8470271) =2 >>2 )

where Gy’ is the complexity required for solving 576 simultaneous quadratic algebraic equations
with 576 variables by using Grébner basis,

where w=2.39, and

Oreg = 271(=576*(2-1)/2 - 1/ (576*(4-1)/6) ).

It is thought to be difficult computationally to solve the above simultaneous algebraic equations
by using Grobner basis.

86.2 Attack by using the ciphertext of m and -m
I show that we cannot easily distinguish the ciphertexts of -m by using the ciphertext C(m,X)
= (Fas(X, 'M), Fag(X, 2M) , Fag(X, *M)). We try to attack by using “m and -m attack”.

Given the ciphertext C(m, X)=( Fag(X,"M), Fas(X,’M) , Fas(X,’M)), we try to find the ciphertext
C(m ., X) corresponding to the plaintext m.= -m mod r

where
'M="ku 1+'IVG+'WGH+'zHG mod r<0,
2M:=%*ku 1+ IVG+WGH+ZHG mod r€0,
M:=%u 1+*IVG+WGH+Z2HG mod r<0,
m:= su+tv mod r&R
=a[*M]o +B[*M]omod ,
where
(a *k+B %K)=s mod r,
(a *lgo+8 *lgo)=t mod r.

Let
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'N="ku. 1+'lv.G+'W.GH+'ZHG mod r€0,
N:=%ku. 1+2Iv.G+*W.GH+°2HG mod rE0,
3N:=%ku. 1+3Iv.G+W.GH+2HG mod rE0,
m.:=-m= su_+tv. mod rER,
wv.w, 'z A ZZER.
We calculate *M+'N such that
"M+IN="ku 1+'IVG+'WGH+'ZHG +ku. 1+'lv.G+'w.GH+'z.HG mod r
=Tk(utu. )1+ (vt v)GHw+w.)GH+("z+'2)HG mod r.
As m + m= s(u+u.)+t(v+v. )=0 mod r, we have
utu=-(v+v.)t/smodr.
1M+1N
=- (v+v.) *kt/s 1+ (v+ v)G +(w+w)GH+('z+'2)HG mod r
#0<0 (in general).
Then we have
Fas(1, "M)+ Fag(1, 'N)
= F((M+N) (F (1))

#0<0 (in general).

Next we calculate |[Fag(L, 'M)+ Fag(L, “N)P* where j,k€{1,2,3}.
1) |Fag(L "M)+ Fag(l, *N)P

='M+'N

= (v+v.) *kt/s 1+ (v+ v)G +(tw+Hw)GH+(*z+'2)HG F mod r
From (27a)

= (v+v. ) K t/s[- (v+v. ) Tk t/s +2 go (1 (v+ v.))]mod r

= (v+v. )k ts[-k t/s +2 go Jmod r

#0E<R (in general).

2)  [Fas(d, *M)- Fuv(1, 'N)P
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="M -INf
= (v-v.) *kt/s 1 +1 (v- v.)G +(w-"W)GH+(*z-'z)HGF mod r
= (v-V.) Yk t/s[- (v-v. ) *k /s +2 go (1 (v- v.))]mod r
= (v-v. )* Yk t/s[-*k t/s +2 go Jmod r
#0€<R (in general).
3) |Fas(L, "M)+Fag(l, “N)P
=[*M+*N]* mod r
M+N="ku 1+ IVG+WGH+'ZHG +%ku. 1+°Iv.G+W.GH+?2.HG mod r
=|(tku +%ku. )1 + (1 v+ A V)G +w+W)GH+H(z+%2)HG P mod r
=|(-*k(u. +(v+v. ) ts) +2ku )L + (lv+ A v)G +(w+w)GH+(z+°2)HG [P mod r
=(-Tk(u. +( vHv. ) ts) +2ku. ) [(-k(uo +( v+ ) 1s) +2Kku. )+ 2 go (1 v+ 2 v)] mod 1
= (U. (k + %k ) =Tk (Vv ) US) [(U- (K + %Kk ) =Tk (vv. ) ts)+ 2 go (1 v+ 21 v)] mod r

#0€ER (in general).

It is said that the attack by using “ m and -m attack” is not efficient. Then we cannot easily
distinguish the ciphertext of -m by using the ciphertext C(m,X) =( Fag(X, ‘M), Fag(X, M) , Fag(X,
3

M)).

§6.3 Attack by using 'k, 'l (i=1,2,3)

We try to obtain the plaintext m directly from the ciphertext C(m, X) =( Fag(X, ‘M), Fag(X, *M),
Fas(X, *M)) by using 'k, 'l (i=1,2,3) where

Fas(X.Y) = F (YF (X)),
m=su+tv mod rER,
1M1:=1kU1 1+1|V;|_G+1W]_GH+1Z]_HG mod re0,
2 2 2 2 2
M:=ku; 1+Iv,G+W,GH+“2;HG mod r€0,
My:="kuy 1+°v,G+wy GH+2;HG mod r€0,

The public parameters (dj) are given as follows.
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- du(PK)? + dio(?k)*+ dis(Ck)*="k s mod r

{ du k! + do?k3 + dy3kCI=H s mod r (31a)
| du () do ()*+ dysCl)>=M t(2g0) mod r

- don((K)? + doa(PK)2+ doaPk)>=%k s mod

{ dor KM + dp?k?l + ds’k1=21 s mod r (31b)

| dan (M) daz Gl)*+ dosCly?=?1 t/(2g) mod r
- day(*K)? + daa(PK)>+ daCk)>="k s mod

{ dar™kM + da?k3l + da®i1=31 s mod r (31c)

| day(1)%+ dap (G1)%+ das(1)?=11 /(2g0) mod 1

We try to obtain 'k, 'l (i=1,2,3) from public parameters (dij) where s,and t are unknown parameters.
Let

'k="koka+ 'kghp mod r, 'I="loka+ 'kshp mod r(i=1,2,3),s=s.kq+sghp mod r, t=t.kg+tshp mod r,
'k’="kokg-'kghp mod 1, 1°=l,kg- 'kghp mod r(i=1,2,3),s '=sykg-sshp mod r, #’=t,kg-t;hp mod r,

'k =- "k ka+ 'kghp mod r, 7= -lkag+ 'kghp mod r(i=1,2,3),s "=-spkq+sqhp mod r, £ ”=-tkg+t;hp mod r,
k= -kokg-kehp mod r, '77=- 'l kg-'kghp mod r(i=1,2,3),s ’=-skq-sghp mod r, 7 ’=-t,kg-t;hp mod r,
where

kg+hp mod r=1,r=pq,

ko :='k mod p, 'ky :='kmod g, I, :='Imod p, 'l, :="I mod q, (i=1,2,3)

Sp:=smod p, Sq :=smod g, t, :=tmod p, ty :=t mod q.

Let ALSQE be the PPT algorithm for solving the above simultaneous equations.

If a tuple of (k, 'ls;t) (i=1,2,3) satisfies above equations, (k’,'I’s’¢), (k”, '1”.s”¢”) and (k"
1" s ) satisfy above equations because

(kY=Y =('k”)* =('k”)* mod r (i=1,2,3),
(=1 =("1")? =('1"y mod r (i=1,2,3),

W=k =" "1"="k"1""mod r (i=1,2,3),
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'ks="k 5’ ='k’s 7 ='k”s” mod r (i=1,2,3),
s="75" ="’ =15 mod r (i=1,2,3),
=71 =1 =177 mod r (i=1,2,3).
If the PPT algorithm exists, by using ALSQE we can solve the following equations.
din (k)2 + di(3)*+ dis(Ck)>=-'k smod r
dia kM + di?l + dig®kCl=-"1 s mod r (32)
dis () dip 1)+ dia(l)>=-'1 t/(2go) mod r
(i=1,2,3).

We have (&, 'I"s”¢™), (k7 '17s), (k'L s ™) or (k' st) as the solutions of above
simultaneous equation with a quarter probability each.

For example, we can factorize r from ('k, I,s,t) and (%’,'7’,s "¢ ) such that
GCD(k+ 'k, r) = GCD('koka+ 'kghp +'kokg-'kghp ,H)= GCD(2k-kg, N)=q.

To solve the above equation (31a)~(32) is as difficult as factorizing modulus r. It is said that the
attack by using 'k, 'l (i=1,2,3) is not efficient.

86.4 Attack by using @ and g

We try to obtain the plaintext m directly from the ciphertext C(m,X) =( Fag(X, M), Fag(X, M),
Faa(X, M)) by using « and 8 where « and £ satisfy the following equation,

(o *k+p %K)=s mod r,
(a Mg+ Algo)=t mod .
If F P2(X) is known, we can obtain the plaintext m directly from the ciphertext C(m,X) as follows.
F**(Fas(F (1) M)
= F "( F ®("MF ®(F (1)))) mod r
=M, (e=1,2,3),
"My:=tkuy 1+ vy G+ Wy GH+'2;HG mod r€0,
2My:=kuy 1+°lv; G+ Wy GH+*2;HG mod r€0,

3M1::3kU1 1+3|V1G+3W1GH+321HG mod re0,
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m=a[*M]o +[*M]omod r (= su+tv mod r).

But the adversary Aq does not know F ®(X). Though he knows o and 8, he cannot obtain the
plaintext m directly from the ciphertext C(m,X).

Even if he obtains u and v, he cannot obtain the plaintext m without knowing s and t where
(o *k+ %k)=s mod r,( 'k, %k are secret)

(a g+ %lgo)=t mod r (1, 2l,go are secret).

87. The size of the modulus r and the complexity for enciphering/deciphering
We consider the size of one of the system parameters, r.

Theorem 2 shows that the order | of an element ASO is LCM { p>1, g>1} in general. The
complexity required for obtaining the discrete logarithm of A*€0 is O(sqrt(l)) where | is the order
of an element A=O[25]. We select the size of r such that O(sqrt(l)) is larger than 22°®. Then we
need to select modulus r such as O (r)= 22°°,

We calculate the size of the parameter and the complexity required for the opration in k=8 of
FOO=(S((-- ((S:X)T4)... )T mod r ={fj} (i,j=0....,7) EO[X].

1) The size of f; ER(i,j=0,...,7) which are the coefficients of elements in F(X) mod r € O[X] is
(64)(logz r) bits =128kbits,

2) The size of f4; €R(i,j=0,...,7) which are the coefficients of elements in F #(X) mod q € O[X] is
(64)(logy r) bits =128kbits, and the size of system parameters (r,G,H;F(X)) is as large as
162kbits.

3) The complexity G; to obtain F(X) is (64*8*15)(log,r)*= 2* bit-operations.

4) The size of Fag(X,M) = F (YF "(X)) €O[X,Y] is (512)(log r) bits =1024 kbits.

5) The complexity G, to obtain F #(X), fa €R (i,j =0,...,7) from F(X) and a, is

(8*8*8)*2*(log,r)*(log,r)*= 2* bit-operations.

6) The complexity Gs to obtain F*(X) from F(X) by using Gaussian elimination is
{8*(8%+.. +22+1%+1+2+. . +7)+7*(8+7+6+...+2)}(logor)*+8*(log,r)®
=2101* (log,r)*+ 8*(log,r)*=2%" bit-operations,

because 8 simultaneous equations have the same coefficients and 8 inverse operations are
required.

7) The complexity G, to obtain F ®(X) from F #(X) and b, is
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(8*8*8)*2*(log,q)*(logzq)* = 2* bit-operations.
8) The complexity Gs to obtain Fuy(X,Y):= F (YF ®(X)) from F #(X) is
G3+(512*8)*(log,r)? = 2*7 bit-operations.

9) The complexity Gencipher fOr enciphering to calculate C(m, X)=(Fag(X,"M), Fag(X,"M) ,
Faa(X,>M)) from Fag(X,Y) , 'M "M and*M is 3*(64*8)*(log.r)* = 2* hit-operations.

The size of C(m, X)=(Faa(X,"M), Fas(X,"M), Fag(X,*M)) is (64*3)* (log.r) bits =384Kkbits.

We notice that the complexity Gencipner required for enciphering every plaintext m is only 2%
bit-operations.

10) The complexity Gecipner required for deciphering from Fag(X,"M),Fag(X,2M), F (X) and

F ™2(X) is given as follows.

As
Fas(X,"M): ={c;j} (i,j=0,...,7;e=1,2,3),
F **(Fas(F (1) "M))
= F 3 F *CMF ®(F (1)))) mod r
=M,
m=a["M]o +B[*M]omod rER,

the complexity Gecipher is (64*2+2)(logar)*= 2°° bit-operations.

11) The complexity Gy required for generating C(mymy,X) from C(my,X) and C(my,X) is given as

follows.

As
C(mMimz,X) = (Fas(X,"M12),Fag(X,"M12) ,Fas(X,*My2))
Ky(X)= Fag(X, "M1"M2) = Fag(Fas(X,"M),"My) mod r
Ko(X)= Fag(X, °M1*Mp) = Fag(Fag(X,"Mz),"My)mod r
Ka(X)= Fag(X, *M*My) = Ku1((Fas((X,°M2),M1) modr,
Fas(X, "M12) = dyt Ki(X)+ 1o Ko(X)+ di3 Ks(X) mod r
Fas(X, “M12) = da1 Ky(X)+ daz Ka(X)+ das K(X) mod r
Fas(X, *Mi2) = dg1 Ky(X)+ da, Ka(X)+ dss Ke(X)mod ,
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the complexity Gmur is (512*3+64*3*3)(log,r)*= 2 bit-operations.

On the other hand the complexity of the enciphering a plaintext and deciphering a ciphertext in
RSA scheme is

0(2(log n)*)=0(2*) bit-operations each
where the size of modulus n is 2048bits.

Then our scheme requires smaller complexity to encipher a plaintext and decipher ciphertexts
than RSA scheme.

88. Conclusion

We proposed the fully homomorphic public-key encryption scheme with the recursive ciphertext
based on the discrete logarithm assumption and computational Diffie—Hellman assumption. Our
scheme requires not too large complexity to encipher and decipher. It was shown that our scheme is
immune from “m and -m attack”.

As theoretically a part of the system parameter G and H needs not to be published, G and H are
able to be belonged to user’s secret keys. In this case the system parameter is [r, F(X)].
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Appendix A:

Octinv(A)

S — ag’+a’+...+a"modr.

% S mod r

r[1] < r div S ;% integer part of r/S
Res[1] < rmod S ;% Residue
k<1

rMoJ «—r

Res[0] «— S

while Res[k] # 0

begin

ke—k+1

k] < Res[k—2] div Res[k—1]
Res[k] «— res[k—2] mod Res[k—1]
end

Q [k—1] = (-1)«r[k—1]
L[k-1]«1

1—k-1

while i>1

begin

Q[i~1] « (-I-Q[i]{i-1]+L[ 1]
L[i-1]<Q[i]

1—i-1

end

invS «— Q[1] mod r

invA[0] «— ag«invS mod r
Fori=1,....7,

INVA[i] < (-1)+aixinvS mod r

Return A™= (invA[0], invA[1]...., invA[7])
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Appendix B:
Theorem 1
Let A=(aso,au1,...,217) €0, a& Ry (7=0,1,...,7).
Let A"=(ang ,ant,....an) €0, & ERq  (N=1,...,7;=0,1,...,7).
aoo ,an S(n=1,2,...;j=0,1,...) and by’s (n=0,1,...) satisfy the equations such that
N=ay’+...+a17” mod g
ago=1, bo=0, b;=1,
ano= an-10a10 -baN mod q,(n=1,2,...)
bn= an10+ bp1ai0 mod g ,(n=1,2,...)
anj= brazy mod q,(n=1,2,...;7=1,2,...,7) .
(Proof:)
We use mathematical induction method.
[step 1]
When n=1, (8) holds because
a10= ago a10 - boN=a30 mod q.
(9) holds because
1= ago+ boaso =ag=1mod q.
(10) holds because
ayj= bag;=a;;mod q, (j=1,2,...,7)
[step 2]
When n=k,
If it holds that
ak= ak-1,0a10 - bk.aN mod g ,(k=2,3.4,...),
bx= @10+ bk1a10 Mmod q,
ay= bag;;mod q,(j=1,2,...,7),

from (9)
bx.1= ax20t bkoazo mod q,(k=2,3,4,...),
then
AM=AA=( a0, beaw, ..., barr) (@011, . .,a17)
=( axoazo - bk, & a1+ bau aso,.. ., ako A17+ ka7 a0 )
=( a0 a0 - bkN, (ako + brato)aus,. . ., (Ao + brdo)as7)
=( A+1,0, Dr+1,0 A11,.. - -, D10 A17),
as was required. g.e.d.
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Appendix C:

Theorem 2
For an element A=(ay0,a11,. - -,17) ERyg,
A™=Amod q,
where
J:=LCM {g*1,0-1}=q¢*-1,
N:=ay®+ ag’+... +a17°#0 mod q.
(Proof:)

From (8) and (9) it comes that
ano= an-10a10 - bpyN mod q ,
bn=an10+ bp1a10 mod q ,
ano A10 + by N= (an-1,0a10 - br-1N) @10 +(@n-1,0+ brad1g)N
= ap10a10°+anio Nmodq,
bn N= @1 0@10° + @n-10 N- anp agomod q,
br-1 N= @n20810° + 820 N- .10 &0 mod g,
ano= 2 a108n-10- (810> +N) anzomod g, (N=1,2,... ) .

1) In case that — N # 0 mod q is quadratic non-residue of prime q,
Because - N0 mod q is quadratic non-residue of prime q,
(-N)4D2=_1 mod g
8n0- 2 @10 8n1.0+( a10” +N) @an0=0mod q,
ano=(A"(a10-0) + (B- az0)a")/( - &) over Fq[a]
bh=(8"-a")/( - &) over Fq[o]
where o,/ are roots of algebraic quadratic equation such that

t2-2a10t+a102+N:0.
a =a;o +V—N over Fqla],
B =a;p—V—N over Fq[a].

2
We can calculate 59 as follows.

BT = (a;o —V—N)?"  over Fq[q]

= (a1 — V=N(=N)@~/2)4 over Fq[o]

= (a0 — V-N(=N)4D/2)4 over Fq[q]

= (a1 — V=N (=N)=D72(=N)@=D/2) over Fq[a]
=a;0 —V-N(=1)(-1) overFg[qd]

=a;o — V=N over Fq[a]

= f§ over Fqla].

In the same manner we obtain
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a?’ = a over Fqla].
ag20 = (BT (a0 — @) + (B —a50)a®) /(B — @)
=(B(aio-a) + (B- ar0))/( - a)=a;o mod q.
byz = (BT —a®)/(B~a)=1 modg.
Then we obtain

A%=(agy,bgpan1,. . ..0gR17)

=( a0, 311,...,817)=Amod g

2) In case that -N+#0 mod q is quadratic residue of prime q
an=(/"(a0-01) + (- awo)")( f- ) mod q,
bro=(5"o)(f-@) modq,

As o, Fq, from Fermat’s little Theorem
f*=p mod g,
a%=a mod q.

Then we have
aq =(/*(aso-a) + (8- a)a™)/( - o) mod g

=(B(2a0-a) + (B- d10)a)/( f- @) mod g
=a;p modq,
b =(8%a")/( - #)=1 mod g.

Then we have

a¥=(aq0,bgau1,. . ..bga17)

=(ayg, au,...,a17)=a mod g.

We therefore arrive at the equation such as
A=A mod q for arbitrary element A<O,
where
J= LCM { ¢*1,g-1}=0*1,

as was required. g.e.d.
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We notice that
in case that N=0 mod q

From (8)

then we have

From (9)

Then we have

ag=1, b():O, b1:1.

ano= an-10a10 mod q,(n=1,2,...),

an=az 'modq,(n=1,2,...).

aq= a1 "= ajomod g.
bn=an10+ bp1a10 mod q ,(n=1,2,...)
=a "l bn-lalo mod q

= 2ay "l bn-2a102 mod q

= (n-1)ay "+ brae™ mod q

= nay " mod q.

an= nay "a;; mod g ,(n=1,2,...;j=1,2,....7) .

ag= ga™ay; mod q =0,(j=1,2,...,7) .
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Appendix D:
Lemma 2

A*(AB)=B mod r
(BA)A'=Bmod r
(Proof)

A= (ao/ AP mod r, -a;/ |AF mod ..., -a;/ JAF mod r).

AB mod r

= ((agho-a1b1- asb,- ashs-ashs- asbs-aghg-a707 mod r,
agb1+aybg+ahs+aghr-asby+ashs-ashs-azbs mod r,
aobz-a;bs+asbg+aghs+ash;-ashs+aghz-azbs mod r,
aghs-a;b7-asbs+azby+asbs+ashr-aghs+azh, mod r,
aobg+agbo-asbi-ashs+aubo+ashr+ashs-azbs mod r,
aobs-a1bg+asbs-ashy-asbz+ashe+ashi +azhs mod r,
aobs+asbs-a,b7+azhs-asbs-ashs +aghe+azb, mod r,

agh7+absz+asbe-asbi +asbs-ashs-agho+azby mod r).

[A"(AB)]o

={ ap(aobo-azbs- axb,- aghz-asbs- ashs-ashs-azby)
+a(apbs +a1b+azbs+ash7-ayb,+ashs-aghs-azbs)
+ az(aobz-ashs+azho+agbs+asbs-ashs+ashz-azbe)
+a3(aohz-a1b7-axbs+agbo+aybs+ash,-aghs+azbs)
+ay(aobs+a1bz-axb1-a3bs+asbo+ashy+aghs-azbs)
+ as(aobs-a10s+azhs-aghy-asb7+asho+aghi +azhs)
+ag(aobs+a1bs-82b7+a3b4-a4b3-a5h1 +agho+arh,)
+ay(agb7+aibs+asbs-ashi+asbs-ashs-agho+asbo)} /AP mod r

={(ag*+a>+...+a:?) bo} /A =by mod r
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where [M ];denotes the i-th element of M.
[AY(AB)x
={ ap(aghi+aibg+ahs+asbr-asb,+ashs-aghs-azhs)
-ay(apbo-a1b1- a2by- ashs-asbs- asbs-aghs-azby)
-a2(Qobs+a1hp-azbs-aghs+asbo+ashy +ashs-azhs)
-a3(aob7+a1h3+apbs-ashy +asbs-ashs-agh,+arzho)
+au(agh2-a1bs+axbo+asbs+ashs-ashs+ashy-azbes)
- as(aphs+aybs-axb7+ashs-asbs-ashy +aghe+ashs)
+a(aghs-a1bs+ahs-aghs-asbr+ashy+agh; +azhs )
“+ay(aghs-a1b7-azbs+aghe+asbs+asb-aghs+asby)} /JAF mod r

={(ag+a;+...+a;°) by} /|AP=b; mod r.

Similarly we have
[A*(AB)]i=bimod r (i=2.3,...,7).
Then

A(AB)=B modr. g.e.d.
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Appendix E:
P=A"mod r€0

Power(A,n,r)

P—1

whilen# 0

begin

if nis even then A —A*Amodr,n«n/2
otherwise P<—A*P mod r, n «—n-1

end

Return P

Appendix F:
P(X)=A"(X) mod r€0[X]

Power(A(X),n,r)

P(X) — 1€0

whilen#+ 0

begin

if nis even then A(X)«—A(A(X)) mod r, n «—n/2
otherwise P(X)«<—A(P(X)) mod r, n «—n-1

end

Return P(X)
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Appendix G:
Theorem 6

Let O be the octonion ring over a finite ring R such that
O={(av,as,....a7) | 3= R(=0,1,...,7)}.
Let A,B €O be the octonions such that
G=(90,01.---.97). g € R(=0,1,....7),
H=(ho,hs,....h7), hj& R (j=0.1....,7),
where
ho=0 mod r,
go>+g:i>+...+g~=0mod r,
ho+hi*+...+h,"=0mod r
and
g1h1+ goho+gshs+shs+ gshs+gshs+g7h7=0 mod r.
A,B satisfy the following equations.
(GH)G=0modr,
(HG)H=0mod .

(Proof:)
GH mod r

= (goho - g1h1- g2hs- g3hs-gsha- gshs-gshe-g7zhy mod r,
goh1+91ho+g2ha+9g3h7-gah2+gshe-gshs-gzhs mod r,
goh2-01hs+g2ho+gshs+gsh;-gshs+gshz-gzhs mod r,
goh3-01h7-g2hs+0g3ho+gshs+gsh2-gshs+g7hy mod r,
Joha+d1hz -g2h1 -gshe+gaho+gshy+ gehs -g7hs mod r,
gohs-g1hs+g2h3-gshp-gsh7+gshe+gshs +g7h, mod r,
gohs+01hs -g2h7+gshs -g4h3 -gshs +gsho +g7h, mod r,

goh7+91h3+02he-gshi+94hs-gshs-gsha+g7ho mod r)
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[(GH)G]o mod r

= (9oho - 9aha- Gohz- gshs-gahs- gshs-gshe-g7h7 ) do
-(9oh1+g1ho+92ha+gshr-gsho+0shs-gshs-g7hs) Os
-(goh2-g1hs+g2ho+gshs+gshi-gshs+gsh7-g7he ) 02
-(9oh3-91h7-g2hs+g3ho+gahe+gshz-gsha+g7he ) gs
-(9oNa+9g1N2 -g2hy -Gahe+gaho+gshy+ gehs -g7hs) ga,
-(9ohs-g1h6+g2h3-gshz-gah7+gsho+gsh +g7hs) gs
-(Qohe+01hs -g2h7+03hs -gahs -gsha+gsho +g7hz ) G,

-(9oh7+91h3+092h6-g3h1 +dahs-gsha-gsho+g7ho ) g7) mod r

As
ho=0 mod r,
go+g:>+...+g=0mod r,
ho?+h*+...+h;=0mod r
and
911+ goho+gshs+4hs+ gshs+gshs+g7h7=0 mod r,
we have

[(GH)G]o mod r

=( goho - 91ha- Gohz- Gshs-gshs- gshs-gshe-g7h7 ) go
-(Qoh1+01ho+02N4+gsh7-gaha+gshe-gehs-g7hs) g
~(9oh2-g1ha+goho+gshs+gahi-gshs+gsh7-g7hs ) g2
-(90h3-01h7-02Ns+g3ho+0she+gsha-geha+a7hs ) gs
-(9oh4+01h2-g2h1 -Gshe+0aho+gsh7+ gshs -g7hs) G,
-(9ohs-91he+g2N3-g3hz-gah7+gsho+gshi+07hs) gs
~(9ohe+01Ns -g2N7+0sha -gah3 -gshi +gsho +g7h2 ) gs
-(9oh7+01h3+02N6-g3h1 +0ahs-gshs-gehz+97ho ) 97

=(900-0) 9o
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- 0o (91 ha+0g2hp+gshs+gshs+gshs+gshe+g7hy)

- 01(92h4+93h7-g4h2+0s5he-gshs-07hs-02hs-g3h7+9sh; -gshs+gshs+g7hs)
- 02 (93hs+gsh;-gshs+gsh7-g7hs-03hs-gshi +0shs-gshz+g7hs)

- 03 (94he+gsh2-gsha+97h1-g4hs —gsho+ gshs-g7h;)

- 94 (9sh7+ gshs -g7hs-gsh7- gshs+g7hs)

- 5 (961 +g7ha-geh1-g7ha)

-(97h2) g6-(-g6h2) 97

=0modr,

[(GH)G]y mod r

= (Goho- 91h1- Goho- gshs-gaha- gshs-gehe-g7hy )a:
*+( gohs+91ho+g2hu+gahr-gaha+0she-gshs-g7hs)go
*+( goh2-01h4+02ho+03hs+gahi-gshs+gshr-g7he)ga
*+( 9oh3-01h7-g2hs+gsho+gahe+gsh2-gehs+g7h1) g7
-( gohs+91h2 -g2h1 -gshe+gaho+gshs+ gehs -g7hs)ge
*+( 9oNs-91he+02hs-gshz-gahr+gsho+0shi +07ha)de
-( 9ohe+01hs -g2h7+03h4 -Gahs -gshy +geho +07h2)0s
-( 9oh7+01hs+02he-g3h1 +0ahs-gshs-gehz+07ho)gs

= (1900-g1h1- G2z~ gshs-gaha- gshs-gshe-g7h7 )
+2( 911 +gohy+gshs+0aha+gshs+gshs+g7hy )0
+( gohy+0+092h4+03h7-gshz+0she-gshs-g7hs)do
*+( gohz-01h4+0+gshs+0sh1-gshs+gehr-g7Ne) 0
+( 9ohs-91h7-g2Ns+0+gahe+gsh2-geha+g7h1)gr
-( 9oha+91hz -g2h1 -gshg+0+gsh7+ gehs -g7hs)g2
*+( gohs-01he+02h3-g3hz-gah7+0+gsh: +07N4) 06

-( 9ohe+91hs -g2h7+0shs -gah3 -gshi +0 +g7h2)gs
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-( 9oh7+01h3+02N6-gsh1 +0ahs-gshs-gsho+0)gs

= hy (9100 +0 +07 +02" +06 + 05 +05)
+ hz ( 9291-9490+ 9004 +09507-0102-0306-0705+Je03)
+ hs (9391 -9790 -9594+0007 -J6J2+0206+0ahs- 0103)
+ hy (9491%+0200-0104-0697-092+9706-0305+J505)
+hs (9591-9690+0304-0207+9792+00Js-195-0403)
+ he (9691+0500-0704+0407+0302-0106-0o05-020s)

+ h7(9701+09300+0604-0107-0502-0406+0205-0003)

=0mod .
In the same manner we have
[(GH)G]i=0 mod r (i=2,...,7).
Then we have
(GH)G=0 mod r.
In the same manner we have

(HG)H=0 mod r. g.e.d.
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Appendix H:
Theorem 7

Let O be the octonion ring over a finite ring R such that

O={(av.as,....a7) | gy R(=0,1,...,7)} .
Let G,H €0 be the octonions such that

G=(g0,01,---,97), g € R(=0,1,....,7),

H=(ho,hs,....h7), hj& R (j=0,1,...,7),
where

ho=0mod r,

go*+g1+...+g=0mod r,

ho™+hy*+...+h;*=0 mod r

and

g1h1+ g2ho+03hs+gshs+ gshs+gshs+g7n7=0 mod .

G,H satisfy the following equations.

GH+HG=2goH mod r.

(Proof:)
GHmod r

= (. goho - 91h1- g2h2- g3hs-gahs- gshs-gshe-g7znz mod r,
goh1+g1ho+g2hs+gsh7-gsho+gshe-gshs-gzhs mod r,
goh2-01h4+g2ho+gshs+gsh;-gshs+gshz-gzhs mod r,
9oNs-01h7-g2hs+0sho+gshe+gsho-geha+gzhy mod r,
Joha+d1hz -g2h1 -gshe+gaho+gshy+ gehs -g7hs mod r,
9ohs-01he+02h3-03h2-gah7+gsho+gshi+g7hs mod r,
9ohe+01hs -g2n7+093h4 -gahs -gsh; +gsho +g7h, mod

goh7+091hs+02he-g3h1 +gshs-gshs-gsho+g7ho mod 1),
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HG mod r
= (hoQo- h101- h202- h303-h4Qa- hsgs-hegs-h7g7 mod r,
hog1+h19o+h294+h3g7-hag2+hsgs-hegs-hzgs mod r,
hoG2-h19a+h20o+hsgs+ha01-hsgs+hegz-hzgs mod r,
hogs-h197-ags+h3go+Nags+hsgz-hega+hzgr mod,
hoga+h1g2 -N2g1 -hsge+hago+hsg7+ hegs-hzgs mod ,
hogs5-h106+203-h302-h4g7+hsgo+hegi+h7gs mod r,
hoge+h1gs -N2g7+hsga -hags -Nsga+hego +h7g, mod r,
hog7+h193+h206-h301 +h405-hs04-heg2+h7go mod r).
[GH +HG]o= goho - 91h1- g2h2- gshs-gshs- gshs-gshe-g7h7
+ Nodo - h1g1- NGz~ haga-Naga- hsgs-hede-h7g7
=0-0+0-0=0 =2goho mod r.
[GH +HG]1= gohy +g1ho+g2ha+gsh7-gsho+gshe-gshs-g7hs
+ hog1+higo+hz0s+hsg7-hagz+Nsge-Negs-hrgs
= 2gohymod r.
In the same manner
[GH +HG]=2gohi  (i=2....,7).
We have

GH +HG =2gogH mod r.  g.e.d.
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