Determining the Nonexistent Terms of
Non-linear Multivariate Polynomials: How to
Break Grain-128 More Efficiently

Ximing Fu!, and Xiaoyun Wang!?>4* and Jiazhe Chen®

! Department of Computer Science and Technology, Tsinghua University, Beijing
100084, China
2 Institute for Advanced Study, Tsinghua University, Beijing 100084, China
xiaoyunwang@mail.tsinghua.edu.cn
3 School of Mathematics, Shandong University, Jinan 250100, China
4 Key Laboratory of Cryptologic Technology and Information Security,
Ministry of Education, Shandong University, Jinan 250100, China,
% China Information Technology Security Evaluation Center, Beijing 100085, China

Abstract. In this paper, we propose a reduction technique that can be
used to determine the density of IV terms of a complex multivariable
boolean polynomial. Using this technique, we revisit the dynamic cube
attack on Grain-128. Based on choosing one more nullified state bit and
one more dynamic bit, we are able to obtain the IV terms of degree 43
with various of complicated reduction techniques for polynomials, so that
the nonexistent IV terms can be determined. As a result, we improve the
time complexity of the best previous attack on Grain-128 by a factor of
216 Moreover, our attack applies to all keys.
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1 Introduction

Most cryptanalytic problems of symmetric ciphers can be reduced to the problem
of solving large non-linear multivariate polynomial systems. This problem is NP-
complete [6]. Solving the system using linearization or relinearization methods
directly will result in space and time complexities that are beyond the power of
current computers. As a result, algebraic attacks such as cube attack [3], cube
tester [5I1] and dynamic cube attack [4] were proposed in order to reduce the
complexities.

Stream cipher Grain-128 [7] is a refined version of Grain scheme, one of the
finalists of eSTREAM Project. The output bit is a high degree boolean function
in initial vector (IV) bits and key bits. Since the proposal of Grain-128, a num-
ber of cryptanalytic results have been presented in the literatures. Fischer et. al.
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applied the statistical analysis to recover the key of reduced Grain-128 up to 180
out of 256 iterations with a complexity slightly better than brute force [5]. They
pointed out that Grain-128 may be immune to this attack due to the very high
degree of the polynomial of the output bit. Knellwolf et al. proposed the condi-
tional differential cryptanalysis on NLFSR-based stream ciphers including Grain
scheme ciphers [8]. Conditional differential cryptanalysis exploited the message
modification technique introduced in [I0J9], which controlled the diffusion by
controlling the plaintexts. It was applied to recover 3 bits’ key of the Grain-128
reduced to 213 rounds with a probability up to 0.59 and distinguish Grain-128
reduced to 215 rounds from random primitives [8]. Another message controlling
method is to nullify some state bits which may be more important than the
others for reducing the degree or enhancing the sparsity. After nullifying some
state bits, the representation of the output bit with IV bits can be simplified;
and the output bit becomes nonrandom. This technique is called dynamic cube
attack which combines the conditional differential and cube tester. With dy-
namic cube attack, Dinur and Shamir [4] proposed two key-recovery attacks on
reduced-round Grain-128 for arbitrary keys and an attack on the full Grain-128
that holds for 2710 of the key space. Furthermore, Dinur et al. [2] improved the
dynamic cube attack on full Grain-128, and tested the main component with a
dedicated hardware. Their experimental results showed that for about 7.5% of
the keys, the proposed attack beat the exhaustive search by a factor of 238.

In this paper, we further improve the attack in [2] by obtaining the IV terms.
The time complexity of our attack is about 27 cipher executions, which is ap-
plicable to all keys of Grainl28.

Our Contributions. The contributions of this paper are three fold. Firstly, we
exploit the nullification technique introduced in [2] and improve the nullification
by a better choice of nullified state bits and dynamic IV bits. Secondly, we
propose IV controlling techniques to reduce the IV terms of high degrees. Thirdly,
we give several reduction techniques for boolean functions in order to reduce
the number of terms we need to process. The primary techniques are those to
remove the repeated terms and covered terms. Furthermore, we present the data
partition techniques so that we do the removal in parallel with super computers.

With the aforementioned techniques, we mathematically compute the IV
terms of degree 43. The major difference between our attack and the previous
dynamic cube attacks is that we focus on obtaining the IV terms mathematically
instead of choosing the suitable (sub)cubes with testing technique. In this way,
our method not only improves the previous attacks but also can naturally be
applied to all keys with the same complexity.

Due to the difference, we also simplified the attack procedure of the dynamic
cube attack. Briefly, our attack can be decomposed to the following phases:

1. Determine the dynamic variables, state/IV bits to be nullified, as well as
the key bits to be guessed. Calculate the IV terms of degree 43 afterwards.
The cube can be chosen freely from those disappeared IV terms. This is the
preprocessing phase of the attack. However, most of the dedicated work in
this paper contributes to this phase.



In this phase, we exploit various of techniques to obtain the exact IV terms.
We exploit two algorithms to remove the repeated and covered terms, which
help reduce the polynomial dramatically. We also use IV representation to
calculate the IV terms of degree 43.

2. Guess the key bits, and get the output bits with IVs chosen according to the
principle in the previous phase. The summation of the output bits over the
cube can be used as a distinguisher since for the correct key the summation
will always be 0, while for wrong keys 0 and 1 are supposed to occur with
the same probability. This is the only on-line phase of our attack.

The detail of our attack will be demonstrated in the rest of the paper. In
Section[2] the outline of Grain-128 and basic concepts of cube attacks, cube tester
and dynamic cube attack will be introduced. In Section [3] we present a couple
of methods to control the IV terms and reduction techniques in order to reduce
the number of terms to be processed. The preprocessing phase is introduced in
Section [3] as well. Section [4 will give the on-line phase of the attack. Finally,
Section [5] summarizes the paper.

2 Preliminaries

In this section, we will first briefly introduce Grain-128. Then the techniques
related to our work will be introduced, including cube attack/tester, dynamic
cube attack and nullification technique.

2.1 Outline of Grain-128

The state of Grain-128 is represented by a 128-bit LFSR and a 128-bit NLFSR.
The feedback function of the LFSR and NLFSR are defined as

Si+128 =S; + Sit7 + Sit+38 + Sit70 + Si+81 + Si+96,
bitr128 =8; + b + biyos + biyse + biror + bitoe + bit3biver + biy11bir13+
bit17bi418 + biyorbitsg + bitaobiyas + biye1bit65 + bitesbiysa.

The output function is

2 =bjpo + biy15 + bit36 + biyas + bitea + bigrz + biygo + Site3 + bir125i48+

8i4+135i4+20 + bit955i+42 + Sit605i+79 + bit12bi1955i+95.

During the initialization step, the 128-bit key is loaded into the NLFSR and
96 bits of IV are loaded into the LFSR, with the other IV bits setting to 1. The
state runs 256 rounds with the output feeding back, and the first output bit is
z957. For the detail of Grain-128, we refer to [7].

The output bit z957 is a boolean function over IV bits and key bits. We define
in this paper the degree of the polynomial in terms of the IV variables, since the
key bits are constant though they are unknown in our attack.



Next, we will give some more definitions used throughout the paper. Assum-
ing that there are n IV bits, i.e., v1,vs,...,v, and m key bits, i.e., k1, ko, ..., kn,
the output bit x can be illustrated as

r = Ztlgl(k)> (1)
7

where t; is the multiplication of all the IV bits whose indices are in I, i.e., it
can be represented by t; = [[,c;vi, I and J are subsets of {1,2,...,n} and
{1,2,...,m} respectively. g;(k) is defined as the coefficient function, which is a
function over key bits:

grk) =T ko + [] ko +---+ [ Fu (2)
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where Ji, Jo, ..., Jp, are subsets of {1,2,...,m}. In the rest of the paper, we will
call it coefficient for short, when there is no ambiguity. Each ¢; Hljer ki, in
is a term of x, and ¢; is called an IV term. Note that any term has a unique
term. But an IV term may occur in a large number of terms because g;(k) is
probably very complicated.

2.2 Cube Attack and Cube Tester

Cube attack [3] exploits the IV terms whose coefficient is linear over key bits, and
then retrieves the keys once enough independent linear functions are obtained, by
solving linear equations. A methodology is proposed [3II] to test if a coefficient
is linear and which key bits are involved.

Even if the coefficient is nonlinear but only involves a small number of key
bits (where the degree on key bits is low), the coefficient can also be obtained
by the technique called cube tester [I]. This technique is constitute of two steps:
First testing which key bits are involved in the coefficient, and then determining
the specific expression (if it is linear, then the first step is enough).

2.3 Dynamic Cube Attack

In [4], Dinur and Shamir proposed the dynamic cube attack to recover the secret
key by exploiting distinguishers obtained from cube testers, with application to
Grain-128.

In dynamic cube attack, some dynamic bits in the IV that are determined by
key bits are chosen in order to nullify some state bits that will greatly simplify
the output function. Then one expects to acquire certain nonrandom property
which can be exploited by cube tester. The nonrandom property can be used as
a distinguisher for key recovery.

As mentioned in Section 1, the attack in [2] is an improvement of that in [4].
The dynamic cube attacks introduced and exploited in [4)2] are based on the



nullification technique. The major difference between the two work is the differ-
ent choices of nullified bitslﬂ As a consequence, we will detail the nullification
technique in the next subsection.

2.4 Nullification Technique

For Grain-128, the first output bit 2957 can be represented by state bits as

2957 =bagob3s525352 + b3525299 + 53175336 + 2705277 + b2coS265 + 5350 + b3+
b330 + ba21 + baoz + bags + bara + baso.

The most significant term of its ANF (algebraic normal form) is bagobss25352-
In fact, the terms resulted from bsggbss25352 are much more than those from
the other terms. Similarly, the most significant terms of the ANF of bogg, b3so
and s352 are bis3bazes236, 23603195319 and bazebsz195319 respectively. The common
factor is bagg, SO bagg, b3s2, S352 and zo57 can be simplified if nullifying bosg. But
base is too complicated, i.e.,

bazs =b120b2035203 + b2035150 + b176b192 + S1685187 + b169b173 + b148b156 + b135b167+
bi25b126 4 b119b121 + b111b175 + S1215128 + b1205116 + 204 + S201 + b199
+ big7 + b1g1 + bi72 + b16a + b153 + b14aa + b134 + b123 + b110 + b10s + 1.

Nullifying bosg needs too many guessed key bits, so the scheme in [4] retrieved
a subset of 2719 of all possible keys by fixing 10 key bits to be zero.

Another approach is to simplify bozg by nullifying bog3, which is adopted
by [2]. boos is still too complicated to be nullified directly, i.e.,

baos =bg7b1705170 + bi705117 + b143b159 + S1355154 + b136b140 + b115b123 + b1o2bi13s
+ bo2bgs + bgebss + brgbiaa + SssS95 + bgrsss + bi71 + S168 + biss + biea+
b1ag + bizg + b131 + bi2o + bi11 + bio1 + bgg + br7 + brs + s7s.

In order to nullify bgog7 one should first nullify b170, b159, 5138, 5135, b136, b134,
b133, and by31. All of these bits but bi7g can be nullified directly by choosing IV
bits. We know that

bi70 =bsabi375137 + b137584 + b110b126 + S1025121 + b1o3bior + bgabgg + begbio1+
bsgbeo + bs3bss + basbiog + S55562 + bsasso + bizg + s135 + b133 + b131 + b11s
+ b1os + bos + b7 + brg + bes + bs7 + baa + baa + S42.

In order to nullify bi7¢, bi37 can be nullified first by setting sg to be a dynamic
value. In fact, by7¢ can be nullified directly as well since it is not too complicated.
However, nullification of b137 can not only nullify b;7¢ but also simplify bos3 which
contributes a lot to the degree and IV terms. The term b143b159 can be nullified

5 The authors also experimentally verified the main component of the attack by a
dedicated hardware in [2]



Table 1. Nullification Scheme in [2]

nullification \b,5, 135, b13a, 5135, biss, biar, biss, bias, biss, bise, biro, bi7e, b2os

dynamic bits|s, 55, 56, 577, 58, 59, 510, 517, 525, 531, 542, 583, 51

by nullifying either bi43 or by59. The authors chose to nullify bi59 because it can
help reduce by7s whose ANF significant term is by59b2408242. b145, bis3 and bizg
are also nullified in order to simplify so61, bagg and bago. The nullified state bits
and dynamic IV bits of [2] are shown in Table

3 Obtaining the IV terms of Boolean Polynomials

In this paper, the main purpose is to obtain all the IV terms of degree 43. In
order to achieve this goal, we first propose new nullification (Section and IV
choosing (Section techniques. Then term reduction techniques (Section
are also presented to remove the terms that will not contribute to the IV terms
of degree 43 in the polynomial. With these techniques, we are able to obtain the
exact IV terms of degree 43 in the output bit in Section [3.4]

3.1 Nullification of State Bits

Motivated by the nullification technique in [4J2], we choose to nullify some state
bits. In order to simplify boggbss28352, we also need to nullify bygs. In addition
to the nullified state bits in Table m b143 is also nullified in our attack in order
to simplify bosg, where

basg =b143b2265226 + b2265173 + b199ba1s + S1915210 + b1920196 + b171b179 + bi58bi90
+ b1agbiag + b142b144 + b134b19g + 51445151 + b1435139 + b2y + S224 + baga+
ba2o + baoa + bigs + big7 + bi7e + D167 + bis7 + bias + b133 + bi31 + S131.

Note that the nullification of b143 only leads to 1 more guessed key bit. The
state bits to be nullified are shown in Table 2l

Next we will explain why we choose to nullify these state bits. First, in order
to nullify byp3, some other bits should be nullified. We substitute the terms
and preserve the terms with high degree, and then calculate the frequency of
occurrence of each state bit involved. Nullifying the high frequency state bits
and setting them to 0, then the corresponding terms will disappear. As a result,
the nullification of these state bits decreases the degree and terms of high degree
dramatically. Then we substitute again and repeat the procedure above. Finally
we can determine the dynamic IV bits and the corresponding key bits that have
to be guessed during the on-line attack. The dynamic IV bits are shown in
Table B as well. The more details of the nullification are shown in Table [7 in

Appendix [A]



Table 2. Our Nullification Scheme

nullification \p,4, b33, bi3a, s135, biss, biar, bias, bras, bias, biss, bise, bi70, bi7e, baos

dynamic bits

S3, 85,86, S77, S8, 89, S10, S15, S17, $25, $31, $42, 583, S1

3.2 IV Choosing Techniques

After the nullifications shown in Table[2] there are 82 IV bits left, which probably
leads to a very high degree of the output bit polynomial. Thus in this subsection
we will show how to choose some IV bits to reduce the degree and make some
IV terms disappear as well.

For Grain-128, the output is generated by iteration of IV and key bits, some
IV or key bits tend to (dis)appear simultaneously in high degree terms. For
example, for state bits in the first 32 initialization rounds, the only degree 2
terms are S;y135;420 and S;ye0Si4+79. Choosing to nullify s;;13 may result in
disapperance of s;20.

Furthermore, the degrees of some state bits are decreased to 1 by nullifying
some IV bits of the terms. However, some state bits may have higher degrees
due to the higher-degree dynamic bits. As a result, the high frequency IV bits
in the high frequency state bits and terms are chosen to be nullified, in order to
make as many dynamic bits disappear as possible.

Since some IV bits will disappear in high degree terms after setting some
other IV bits to zero, IV terms with these IV bits such as sgyp will be sparse
in high degree terms. We call these common IV bits that lead to sparse terms
low-frequency bits. We find out at least 7 of them, which are listed in Table
along with the corresponding state bits in the first 32 rounds.

In addition, the IV nullification is a iterative process since nullifying any IV
bit may result in changing the degree of many state bits.

In summary, carefully choosing the nullified IV bits will result in the disap-
pearance of many IV terms. The fact of the disappearance of IV terms can be
used to derive distinguishers.

3.3 Reduction Techniques for Polynomial Terms

We presented the methods to reduce the boolean function of the output bit
in Section [3.1] and Section [3:2] However, the specific IV terms that appear are
under consideration, so that distinguishers can be deduced. Thus we propose
in this subsection the manners to obtain the IV terms of boolean functions of
Grain-128.

Degree estimation of state bits After the nullification and IV choosing
scheme introduce in Section [3.1] and Section we first estimate the degree of
some state bits. Degrees of some state bits are shown in Table [3] which can be



Table 3. Degree of partial state bits

1 1281129(130|131(132{133|134|135|136|137|138|139(140(141|142|143|144|145|146

degb)( 121 ]0[1|0]O0][1[0]0]O|1][2[2[2]0[1]0]1

—_
—_
—_
[ew]
—
—
—
—
[\]
—
[\]
[ew]
—
—
—

deg(si)| 1 | 2 | 2

[\
\o}
—
—
—
o
[\
[\
w
w
\o}
\o}

degb)| 1 [1]|1]0] 21

deg(si){ 1|1 |1 |1 |2 |1|1|2|2|1]1|1(0|2|2|3|3|2]2

degbi)| 2 [2 21

—
V)
w
w
w
o
[\
[\
[\
V)
[\
[\
[\
w

deg(si){ 1|22 |1 |1 |1|2|3 3|3 |2|2|2|2|2|2]|2]2]3

1 185|186|187|188(189(190(191|192{193(194|195|196{197|198{199|200|201|202|203

[\
[\
w
)
V)
V)
[\
w
w
(S48
>
w
w
w
w
w
w
o

deg(bi) 2

deg(si)|[ 2 2|23 |2|2|2|2[3[3|5[4(33|3[3]3[3]2

1 204|205(206|207|208|209|210(211|212|213|214|215|216|217|218|219|220|221|222
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deg(s;)| 3 |3 |5 | 4|43 4443 |3[4|3|5|4]|4][4]5]4

Table 4. deg(b;) + deg(s;) — deg(b;s:)

) 129]140(142|151{154(155|160|161|162{163|164|165|167
deg(b;) +deg(si) —deg(bss;)| 1 |1 |1 |1 | 1|1 |1]1]1]21|1]|]1
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) 195(196{197|198(199(206
deg(b;) + deg(s;) —deg(bsss)| 2 |3 |1 | 1|11

obtained directly on PC by obtaining their boolean function in IV bits and key
bits. In fact, the exact degree of state bits before round 150 can be obtained,
while the others can be estimated by substitution.

In addition, we can obtain deg(b;) + deg(s;) — deg(b;s;) , which can help
reduce terms in advance and is shown in Table Fl

Remove the Repeated Terms We know that it is much easier to illustrate
the output with the state bits than using the key and IV bits directly. Moreover,
the state bits can be expressed by earlier ones that are simpler functions of the
IV and key bits. As a consequence, we can iteratively express the output bits.
During this procedure, we will try to reduce the complexity of the polynomial
by removing the so called repeated terms (RT).

Two terms are repeated terms if they are the same by ignoring s; (i €
[96,127]) (which are all 1s). It is obvious that the boolean addition of two RT is
zZero.

Before introducing our RT algorithm, we will introduce a simple but useful
property for Grain-128.



Table 5. Low frequency bits

low-frequency bits|corresponding state bits
S0 b12s, s128, b160, S160
52 b130, 5130
537 bis7, S157, 5158
543 5133
S60 b1467 5146, S150
580 bi29, 5129, 5138, b14s, S148
590 5137, 5148, S158

Property 1. Let b;1108 = b§+128—|—zi and s;4128 = Sé+128+2}i, then b; 12854128 =
bi 1908574108 + i (Ui 108 + i 108) + 2i, Where z; is the feedback bit, b} |54 and
5i4108 are the state bits before the feedback of z;.

Property [1| holds because there is a collision, i.e., z; - 2; = z;, which can result in
a number of repeated terms when substituting the terms of z;. Actually we find
that the repeated term are mostly caused from collisions. Property [1] is trivial,
however, it helps a lot when we remove the RT with computer program but not
manually before our RT removing algorithm, which is shown in Algorithm [}
Suppose that there are n terms, the complexity of Algorithm |1}is O (n2)

Algorithm 1 Repeated-term Removing Algorithm
Input: The vector T' with n terms, i.e., Ty, Ta, ..., Ty.
Output: Updated T with m terms, where m < n.

1: for i< 1:n—1 do

2: for j+«i+1:n do

3 if (Tl = T7) then
4: T; <0

5: Tj +~—0
6

7
8

end if
end for
: end for
9 m<+1
10: for i + 1:n do
11: if T; # 0 then

12: T < T;
13: m<+—m-+1
14: end if

15: end for

In our attack, we hope to use Algorithm [I| as much as possible. However,
the number of terms can grow dramatically in the process of substitution even
though we have removed some of them. Applying Algorithm [I] to one million



terms needs about half a day with a single core, which is practical. However,
there are billions of terms; the complexity is beyond the power of a single PC.

In this paper, we present a method to partition the terms into non-overlapping
sets so as to apply Algorithm [1| in parallel. In order to guarantee that all the
repeated terms can be removed, we propose to partition the terms according
to the common factor. The reason is the fact that two repeated terms must
have common factor(s). Then the terms can be partitioned into different sets
according to the common factor, which is shown in Algorithm

Algorithm 2 Term Partition Algorithm

Input: The vector T of n terms, i.e., Ty, To, ..., Th.

Output: m sets s1,82,...,5, with ni,ne,...,n, terms.

1: for k< 1:m do

Calculate the occurrence frequency of each state bit in T'.
Select a state bit x with frequency n that is closest to
Include the terms with common factor z in set sy.
nn—ng

end for

n
m—(k—1)"°

The complexity of Algorithm []is

1
m m m 2

If n is large, then m may be also large because the number of terms in a set
cannot be too large due to the computing ability of a single core. Then we refine
the partition scheme as follows. Suppose that n terms are going to be partitioned
into m = my X mq sets, n terms can be partitioned into m; sets first, then each
set can be partitioned into my sets. The complexity of the first partition is mlTHn
and the complexity of the second partition is % on average in a single core.

After partitioning n terms into m sets. Algorithm [I| is applied to each set,
which will run in parallel with m cores. The total computing complexity on m
cores is about % of the original total complexity.

Identifying the IV Terms of Degree 43 Removing the RT is not enough
since the number of terms still increases dramatically, which pushes us to reduce
the terms furthermore.

IV representation. Replacing the terms with their corresponding IV terms
is called IV representation. Due to the neglect of the key information, using IV
representation will result in repeated IV terms.

Repeated IV terms. When two IV terms are the same, then one of them
can be removed directly, which is shown in Algorithm[3] In Line 4 of Algorithm 3]
the repeated IV term is set to —1 but not 0 so that the constant information
will not be lost.

10



Algorithm 3 Repeated-IV term Removing Algorithm
Input: The vector T' with n IV terms, i.e., T1, To, ..., Tp,.
Output: Updated T with m IV terms, where m < n.

1: for i+~ 1:n—1 do

2 for j<i+1:n do
3 if (Tz = TJ) then
4: T; +— —1

5: end if

6 end for

7: end for

8 m+1

9: fori < 1:ndo
10: if T; # —1 then

11: T < T;
12: m<+ m-+1
13: end if

14: end for

Covered IV terms. In addition to repeated IV terms, we give the definition
of covered IV terms: If I C J, then IV term s; = HZ—GI v; is said to be covered
by IV term s, = HjeJ’ where I and J are subsets of {0,1,...,95} respectively.
So repeated IV terms are special cases of covered IV terms.

Covered IV terms will show up frequently using IV representation, so we
develop an algorithm to remove the covered IV terms, which is shown in Algo-
rithm [l

Here we give an example to illustrate the use of IV representation, repeated
IV term removing and covered IV term removing. Assume that 1 = vo(k; +
koka) 4+ vov1ka, o = v1ko + v1v2k1, then the IV representations of z; and xo
are vy + vou and vy + vivs respectively. After removing the repeated IV terms
of z1x9 = vov1 + vov1v2 + Vou1 + Vo1V using Algorithm 3] the resultant IV
terms are vgv; and vguivg, so that the IV terms can be determined. If only
the highest degree is under consideration, then Algorithm [] can be used. After
removing the covered IV terms, 1 = vgv1, 2 = v1v3. Then T12T9 = vov1V1IV9 =
voU1v2. So the highest degree of x1x2 is 3, within the IV term wvgvivse. Using the
IV representation and Algorithm [4 only 1 IV multiplication is needed for this
concrete example, while 4 IV multiplication and 6 key multiplication are needed
in the trivial way.

Since the coefficient function on key bits is usually quite complicated, the
proposed method reduces the computing complexity dramatically, which enables
us to obtain the IV terms of degree 43.

The computational complexity of Algorithm (3| and Algorithm || is O(n?) if
there are n IV terms. This is the worst-case complexity; while for Grain-128 the
complexity will be much lower due to the fact that there are large number of
repeated IV terms and that an higher degree term may cover a larger number
of lower degree ones. Normally, processing 10 million IV terms by Algorithm [3]

11



Algorithm 4 Covered-(IV)term Removing Algorithm

Input: The vector T of n terms, i.e., T1, To, ..., Tp.
Output: Updated T' with m terms, where m < n.
1: for i< 1:n—1 do

2
3
4
5:
6.
7
8

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

if T; # 0 then
for j<i+1:n do
if T; # 0 then
if (T; is covered by T;) then
TZ‘ ~—0
1141
else if (7Tj is covered by T;) then
Tj +«—0
j+<J+1
end if
end if
end for
end if
end for
m <+ 1
for i+ 1:n do
if T; # 0 then
T < T;
m<+—m+1
end if
end for

12



and 30 million IV terms by Algorithm [f] only needs about several minutes on a
single core, which is quite efficient.

It is obvious that Algorithm [3] will not lose any information of IV terms.
Now we have to make sure that the above method does not lose any information
about the degree, i.e., the degree of the original polynomial will be bounded by
the deduced degree.

Property 2. The degree of the multiplication of two state bits is strictly bounded
by the estimated one deduced by IV representation and Algorithm [4]

Proof. This proof is composed of two steps. First, we need to prove that IV
representation of the state bits with Algorithm [4] will guarantee the keeping
of the IV terms with the highest degree. Then, we need to prove that applying
Algorithm [ on the multiplication of two IV-represented state bits will guarantee
the keeping of the IV terms with the highest degree. It is obvious right for the
latter one, we just need to prove the former one.

Consider state terms A = ay +as + -+ ay, and B = by + by + -+ - + by,
where a; and b; are IV terms. Assuming that a;, is covered by a;,, then a;, B
will be covered by a;, B. Hence, a;, can be removed from A, which is done by
Algorithm [d] The removal of IV terms in B is similar.(]

This property can be easily extended to the multiplication of multiple state
bits, which holds by iteratively using Property

Actually, Algorithm [f] can be used to remove the so called covered terms
(CT), where CT is defined as follows:

Let state terms
= H bi, H biy H Sis

i1€l7 i9€ls i3€l3

and

to = H bj1 H bjz H Sjs»

J1€J1 J2€J2 Jj3€J3

where I, J; C [0,127], I, Jo C [128,352], I3, J5 C [0,95] | [128, 352]. Term t; is
covered by ty if I C Jo and I3 C J3.

If the degree of a state term can be bounded by a bound using IV represen-
tation, then IV terms produced by the covered state terms will also be covered
and hence will be removed using Algorithm [4] So covered state terms can be
removed first. As a result, the state terms are partitioned into two sets, of which
degrees of state terms in the first one are bounded by our bound while degrees
of state terms in the other may be higher. Of course, most state terms will be in
the first set. Algorithm [] can be applied to the first set and most terms would
be dropped off.

When there are billions of terms, removing the covered terms by executing
Algorithm [4] on all terms with a single core is difficult as well, so we remove
the covered terms in parallel. Similarly, here we propose a partition scheme that
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guarantees all covered terms can be removed. A term covers another if only the
degree of the first is no less than that of the second. So the terms can be parti-
tioned into different sets according to their degrees. First we apply Algorithm
to the highest degree terms, and remove the second highest degree terms that
are covered by the highest ones. Then we operate Algorithm [ on second highest
degree terms, and so on, until all covered terms are removed. Algorithm [ is
much faster than Algorithm [T although they have the same computational com-
plexity in worst case. Normally, operating Algorithm [4]on 10 million terms needs
just several minutes in a single core when analyzing Grain-128. This is because
a term may cover a large number of terms. Therefore, these terms will be set
to 0 after a scan of all the terms. In fact, two terms are repeated terms only if
they have the same degree. So the partition scheme for covered terms can also
be used to partition terms into different sets with no repeated terms. However,
removing repeated terms in this way will lead to a higher complexity since it
cannot partition the terms uniformly. Thus we will not use it for repeated terms
removing.

For state terms in the second set, we need to substitute the terms and remove
the repeated terms using Algorithm[[Juntil the IV terms can be obtained using I'V
representation. Combined with Algorithm [3] all IV terms of degree 43 can be
obtained.

3.4 Preprocessing Phase of the Proposed Attack

Now we are ready to describe the preprocessing phase of our attack, using the
techniques proposed in the previous three subsections.

1. We deduce the key bits to be guessed (the number is 40), as well as the
corresponding dynamic IV bits, to nullify the state bits shown in Table
The nullified IV bits and low-frequency bits shown in Table[f]are also chosen.

2. Iteratively express the output bit and discard the terms whose degrees are
likely to be below certain threshold. Algorithm [T]is then used to remove the
repeated terms. Note that there is no information lost in Algorithm

3. Use Algorithm [4] to reduce the number of state terms, and to deduce the IV
terms that may exist.

4. Obtain the IV terms that may exist using IV representation, combined with
Algorithm [3] and Algorithm [

In Step 2, we will remove as many repeated terms as possible within our
computing and storage ability. After Step 2, a large number of state terms are
discarded. However, most of the terms are of degrees lower than our bound,
which is actually proved by using Algorithm [

The preprocessing process is quite complicated, so we use a computer cluster
with 740 nodes (8880 cores in total) to do most of the time consuming work.
A dynamic number of cores are used (which are between 600 and 4000), de-
pending on the specific program to be paralleled. Finally, we can determine all
the IV terms that may appear, which are shown in Appendix [Bl The IV terms
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Table 6. Nullified and low-frequency IV bits.

nullified bits

S14, S16, 520, S22, 523, 524, 528, S30, 32, $33, S35, $36, 538, 541, S44, S50, S51, S53
555, 556, S61, 564, S67, S68, S69, S70, S71, S75, S76, S79, S81, 582, S84, S85, 586, 594

low-frequency bits

S0, 52, 537, 543, S60, S80, S90

in Appendix [B| occur with probability 1/2 while the others do not occur with
probability 1 in zo57.

4 On-line Phase of the Attack

In this section, we will introduce the on-line phase of our attack on Grain-128
and analyze its complexity. Actually, the on-line phase of our attack is much
simpler than the preprocessing phase.

Since we determine that totally 2581 IV terms of degree 43 are possible to
be existent, which means there are C'j3 7 — 2581 = 6558 nonexistent IV terms.
The density of IV terms is about 28%. We choose cubes from these nonexistent
IV terms. It is known that summing over each of the cubes, the output will be
always zero, which results in distinguishers for key recovery. Since for the correct
key guess the summation is always 0, while for the wrong ones the summation
could be 0 or 1 with random probability. On average, 40log40 ~ 213 cubes are
needed to get the correct key.

Thus, in this phase, we first guess the 40 key bits and sum over the output
bits with the first chosen cube. If the result is 1, then we conclude that the guess
is wrong. About half of the keys will be discarded in this way. For the remaining
keys, we repeat the procedure with the second cube. And so on. Then after all
the 213 cubes are used, it is supposed that only the correct key will be kept.

The time complexity is about 243 (240 + 1+ % R N 2;27(31) =~

22

284 Dbit operations, equivalent to 27* cipher executions. The data complexity is
213 - 214 . 243 x5 265,

After recovering the 40 key bits, there are various of methods to recover the
remaining key bits. For example, bosg can be easily nullified with 23 key guesses.
Then cubes of dimension 42 can be chosen as distinguishers. So the complexity
to recover these bits is about 23 - 223 . 242 &~ 272 bit operations. Then the other
key bits can be recovered by guessing with a complexity of 26°. As a result, the
complexity of our attack is dominated by the recovery of the first 40 bits.

5 Conclusion

In this paper, we improved the attack on full-round Grain-128. Our attack is
based on the knowledge that a lot of IV terms will disappear, after nullifying
some state bits and IV bits. In addition, we find out the low-frequency IV bits
and exploit them in the high degree terms. We also propose a method to cancel
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the terms with lower degree, and exploit the IV representation to obtain the
IV terms with much lower complexity. Then the nonexistent IV terms are used
as distinguishers so that we improved the attack in [2] by a factor of 2'¢. Our
attack is not based on any key information, so we can attack Grain-128 with
any arbitrary selected keys. Although the nonexistent IV terms can be tested by
cube tester technique on super computers, our method can also work for higher
dimensions, in which case the computing complexities for cube tester are beyond
our ability.

In this paper, we have various of strategies in choosing IV bits such as choos-
ing the low-frequency IV bits, so that the IV terms of degree 43 are very sparse.
We believe that attacker can enhance the sparsity with lower degree, which is
much more complicated. So finding the lowest degree for sparse IV terms is an
open problem for further research.
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A The details of nullifications
The nullification detail is shown in Table [[l The first column is the state bits

to be nullified and the second column is the corresponding equation. The third
column is the subkey bits guessed for nullifications. For example, in order to
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nullify b131, we just need to set s3 to byi5bgg + b9;8545 + b71bg7 + Se3582 + bgabgs +
ba3bs1 + b3obea + baob21 + b1abie + bsbro + s16523 + b1sS11 + bog + bga + b2 + b7 +
b67 + b59 + b48 + b39 + b29 + blg + b5 + b3 + ]., where bgg and b15 underlined are
the key bits guessed. Besides these two bits, one expression on key bits indicated
by *, that is bisbgg + br1bg7 + beabes + bazbs1 + b3obe2 + bagba1 + b14b16 + bebro +
bgg 4 bgs + bga 4 b7 + b7 4 bsg + bag + bag + bag + b1g + bs + bs should be guessed.
Hence, three bits need to be guessed to nullify by3;. Totally, 40 bits should be
guessed for nullifying the state bits in Table

B All IV terms of degree 43 in z257

The resulted IV terms that may appear are shown in Table [§] [9] [[2hnd
Each hexadecimal number in this table indicates a multiplication of 43 IV
bits. Let H = HyH1HoHsH,Hs Hs H; Hs Hy, where H; is a hexadecimal number
with the range of [0, 15]. As there are 39 bits, so Hy is within the range of [0, 7].
Define h;; as the j-th lowest bit of H;. Let S be the vector whose elements are
4,7, 11, 12, 13, 18, 19, 21, 26, 27, 29, 34, 39, 40, 45, 46, 47, 48, 49, 52, 54, 57, 58,
59, 62, 63, 65, 66, 72, 73, 74, 78, 87, 88, 89, 91, 92, 93 and 95 sequently, then the
cube defined by H is VoV2V37V43V60V80V90 Hie[O,Q] ’Ugiv

- s We use this expression
due to the convenience for programming.
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Table 7. Nullification equations

ullified bitgEquations for nullification

Bubkey bits guesse

b203

1 = bi115b123 + bgabgs + bggbgs + sggsgs + bgrsgs + br11b127 + b1oabiros + bg3bg1 + byg
Fbeobe1 + bs4bse + bagbi10 + 556563 + b107 + bog + bgg + brg + bsg 4 bas + baz + s14521
Fs43 + bsasag +b113 + b10oa + bgs + b55 + bag + s78 + s47 + s40 + bioebi22 + bogbi03 + b5
rFb7gbge + besbo7 + bssbse + bagbs1 + ba1bios + bsosae + bro2 + bg3 + bea + bs3 + bogsas
tb40 + b10o4b120 + bo7bro1 + b7ebga + be3bgs + bszbsg + ba7bag + 0390103 + b120 + s3b13b9g6
o101 + bgo + bi2s + b1og + b1oo + bg2 + bg1 + b72 + be2 + bs1 + b3 + br7 4 brs + sg2
rs75 + b32bi1s + bi15s62 + bygbioa + s8o 1 bg1bgs + beobes + barbrg + b37b3g + s39 + s8
031033 + bagbg7 + b111 + b1og + bg3 + bga + b7e + bes + bse + bae + b7ob102 + P16 + b3
rrb3s + bag + bag + b100sa7 + s18s25 + b17513 + brg + bso + ba1 + bi13sg + sga + boo + bes
tb20 + b7 + s101 + sg6 + s43 + s12 + s5b15bgg + bogsas + bissi1 + bg2 + be7 + by + b37
tb1g +b39 + s73 + s10 + 1

87,52, 115, bo6»
b13, *

b176

83 = 548 + bag + b7a + b104 + s11 +b11 + 037 + be7 + b14abrg + baobag + bagbag + b3gbro
Fb51b59 + brabre + brobgs + b13 + bag + ba7 + bse + brs + bioo + s19b23 + b2gbioe + bie
b4z + b7a + b1gbga + ba7b2g + b33b34 + bya3brs + bsebea + b77b81 + bgabipo + b1g + P31
rrbs2 + bg1 + bgo + bgg + b1os + bagbii1 + s58b111 + bs1b115 + bsobel + besbee + brsbio7
tbggbge + b109b113 + s4b116 + babrie + 030116 + beob116 + bosbiie + P1oobi1e + b7b71b116
b15b17b116 + b21b22b116 + 0310630116 + baabs2bi16 + besbeobiie + b72bggbiie + bebi1e
rbigbi16 + baobi1e + bagbiie + begbiie + b77b116 + bo3 + bgsbiie + s12b16b116 + 160990116
Fbi16 + sa6b99b116 + b50 + be3 + b121 + 513 + bis + bag + byg + bsg + by7 + bge + s21b25
tb25b108 + s73592

23, b111, b16b116/
P25, bogbiie, *

a2 = br1obi26 + 1030107 + bg2bgo + beob101 + b59beo + b53bss + basbioo + s55562 + bsasso
to115 + b1o6 + bog + bg7 + brg + beg + bs7 + bag +bg2 +1

b

F31 = bazbi2e + b126573 + bogbi1s + s91 + bgabge + br1b79 + bsgboo + bagbag + baobag
rb34bgg + 544551 + bg3s39 + b127 + b122 + bi20 + b104 + bos + bg7 + bre + b7 + b7 + byg
b33 +b31 +1

pa3 ;bi26: *

b153

p25 = b37bi20 + b120567 + bg3biog + s85 1+ bgeboo + besb73 + bs2bgs + baobsz + b3ebzg + bi21
rtb2gbga + s38s45 + b37s33 + b116 + b114 + bog + bgg + bg1 + b7o + b1 + bs1 + by + bo7
bbos + 1

b

b1as

17 = bagbi12 + bi12559 + bgsbi0o1 + 77 + brgbge + bs7bes + basabre + b34b35
tb2gb3o + b2obga + 530537 + bagsas + b113 + bios + bioe + boo
tbg1 + b73 + b2 + bs3 + ba3 + b33 + b1g + 017 + 1

29, b112, *

b143

15 = b27b110 + 2110557 + bg3bgg + s75594 + b7ebgo + bs5be3 + ba2brg + b32033
Fb2ebag + bigbga + s28s35 + bars2z +bi11 + bioe + bio4 + besg + brg
tb71 + beo + bs1 + ba1 +b3p +b17 +b15 +1

27, b110, *

b138

510 = b22b105 + b105552 + b7gbgs + s70589 + b71b75 + bsobsg + b37beg + ba7bag
rb21ba3 + b13b77 + 523530 + bags18 + bioe + b1o1 + bog + b3 + bra
tb66 + bs5 + bge + bze + bas + b1z +b1p +1

22, b105, *

b137

59 = b21b104 + b104551 + b77b93 + se9s8s + brobra + bagbs7 + b3ebes + bagbar
tb20b2z + b12b76 + s22529 + b21s17 + b1os + b1oo + bog + bg2 + b73
tb65 + bsq + bas + b3s + bag +b11 +b9 +1

b136

F8 = b20b103 + 103550 + b7ebo2 + se8s87 + begb73 + bagbse + b35b67 + b2sbag
tb19ba1 + b11b75 + s21528 + b20s16 + b104 + bgg + bg7 + bg1 + b72 + beg
tb53 + bag + b3g + b33 + 10 +0g+1

S135

77 = b1gb1o2 + b102549 + se7s86 + 20527 + b19s15 + boe + s88
tog80 + s7 + b7y + bsa + s45 + by3 + baz + s14 + g

19 b102, *

b134

56 = b18b101 + b101548 + b74b90 + see6s85 + be7b71 + bagbss + b33bes + ba3zbay
rb17b1g + bgb73 + s19s26 + b1gs14 + b1o2 + b7 + bgs + b7g + b7 + be2
tbs1 + bgo +b3a +b21 +bg +bg + 1

101> *

b133

F5 = b17b100 + b100547 + b73bgg + se5584 + beeb70 + basbs3 + b3abea + baobaz
rb1ebig + bgbra + s1gs25 + bi7s13 + bio1 + boge + boa + brg + beg + be1
tbso + b4 +b31 +boo + b7 +b5 +1

P17, b100: *

b131

3 = bisbgg + bggsas + br1bg7 + se3582 1+ beabes + bazbs1 + b3obe2 + bapbal
tb14b16 + beb70 + s16523 + bi5s11 + bogg + bgg + bg2 + b7 + b7
tb59 + bag + b3g + bgg +b1g +b5 +b3 +1

15, bog, *

1T Each * in this table indicates a different expression of partial key bits.
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Table 8. IV terms of degree 43 in

zas7-part 1

FFFFFFDFB6

FFBFFFFFB6

FFFFFFDBB7

FFFFFFDFA7

FFDFFFDFB7

FFBFFFFBB7

FFBFFFFFA7

FFOFFFFFB7

BFFFFFDFB7

FDFFFFDFB7

BFBFFFFFBT7

FDBFFFFFB7

FFFFFFD7TB7

FFBFFFF7B7

FFFFBFDFB7

FFFFFDDFB7

FFBFBFFFB7

FFBFFDFFB7

FFBFFFDFB7

FFFFFFDFB3

F7FFFFDFB7

FEFFFFDFB7

FFBFFFFFB3

F7BFFFFFB7

FEBFFFFFB7

EFFFFFDFB7

EFBFFFFFB7

FFFFFFDF97

FFFFDFDFB7

FFEFFFDFB7

FFFFFFDEBT

7TFFFFFDFB7

FFBFFFFF97

FFBFDFFFB7

FFAFFFFFB7

FFBFFFFEB7

7TFBFFFFFB7

BFEFFFEFF7

9FFFFFEFF7

9FEFFFFFF7

DFEFFFEFF7

BFFDFFEFF7

BFEDFFFFF7

9FFDFFFFF7

DFFDFFEFF7

DFEDFFFFF7

FFEFFFFEF6

FFEFFFFCF7

FFFFFFF6F6

FFFFBFFEF6

FFFFFDFEF6

FFFFFFFEF2

F7TFFFFFEF6

FEFFFFFEF6

FFFFFFEEF6

FFFFFFFEE6

FFFDFFFEF6

FFBFFFFEF6

FFFFFFFEDG6

FDFFFFFEF6

FFFFFFDEF6

FFFFDFFEF6

FFFFF7TFEF6

FFFFFFFCF3

FFFFFFECF7

FFFFFFFCET7

FFFDFFFCF7

F7FFFFFCF7

FEFFFFFCF7

FFFFFFF4F7

FFFFBFFCF7

FFFFDFFCF7

FFFFFDFCF7

FFBFFFFCF7

FFEDFFEFF7

FFFFFFFCT77

FFEFDFFDF7

FFEFFFFDF3

7TFEFFFFDF7

FFEFFFFIF7

EFEFFFFDF7

F7TEFFFFDF7

FFEFFFF5F7

FFEFBFFDF7

FEEFFFFDF7

FFEDFFFDF7

FFAFFFFDF7

FFEFFFFDE7

FFCFFFFDF7

FFEFFDFDF7

7TFFFFFFDF3

FFFFFFF9F3

EFFFFFFDF3

FFFFFFF5F3

FFFFBFFDF3

FFDFFFFDF3

FFFFFDFDF3

FEFFFFFDF3

FFFFFFFDE3

FFFDFFFDF3

FFBFFFFDF3

FFFFDFFDF3

7TFFFFFFDE7

7TFFDFFFDF7

7TTFFFFFDF7

7TEFFFFFDF7

FFFFFFF9E7

FFFDFFF9F7

F7TFFFFFOF7

FEFFFFF9F7

EFFFFFFDET7

EFFDFFFDF7

E7FFFFFDF7

EEFFFFFDF7

FFFDFFF5F7

FFFDBFFDF7

FFFDFDFDF7

7TFFFFFF5F7

FFFFFFF1F7

EFFFFFF5F7

7TFFFBFFDF7

FFFFBFF9F7

EFFFBFFDF7

7TFFFDFFDF7

TFFFFDFDF7

7TFBFFFFDF7

FFFFDFF9F7

FFFFFDF9F7

FFBFFFF9F7

EFFFDFFDF7

EFFFFDFDFT7

EFBFFFFDF7

F7FFFFF5F7

FEFFFFF5F7

F7FFBFFDF7

FEFFBFFDF7

FFFDFFFDET7

FFDFFFFDE7

FFDDFFFDF7

FFBDFFFDF7

F6FFFFFDF7

F7TFDFFFDF7

FEFDFFFDF7

F7TBFFFFDF7

FEBFFFFDF7

F7FFFFFDET

FEFFFFFDE7

F7DFFFFDF7

FEDFFFFDF7

F7FFFDFDF7

FEFFFDFDF7

F7TFFDFFDF7

FFFFDFF5F7

FFFFFFF5E7

FFDFFFF5F7

FFBFFFF5F7

FFFFOFFDF7

FFFFBFFDE7

FFDFBFFDF7

FFBFBFFDF7

FEFFDFFDF7

FFFDDFFDF7

FFBFDFFDF7

FFFFDFFDE7

FFDFDFFDF7

FFFFDDFDF7

FFFFFDFDE7

FFDFFDFDF7

FFBFFFFDE7

FFOFFFFDF7

FFBFFDFDF7

FFEFFFEEF7

FFEDFFFEF7

FFFDFFEEFT7

DFEFFFFEF7

DFFFFFEEFT7

DFFDFFFEF7

FBFFDFFEF7

FBEFFFFEF7

FBFFFFEEF7

FBFDFFFEF7

FBFFFFFAF7

EBFFFFFEF7

FBFFFFFG6F7

FBFFFFFEF3

FBFFFFFEE7

FBDFFFFEF7

FBFFFDFEF7

FBBFFFFEF7

F3FFFFFEF7

FAFFFFFEF7

FBFFBFFEF7

DBFFFFFEF7

FOFFFFFEFT7

FBFFFFDEF7

FBFFFFFED7

FBFFF7FEFT7T

BFFFDFFEF7

BFEFFFFEFT7

BFFFFFEEF7

BFFDFFFEF7

BFFFFFFAFT7

AFFFFFFEF7

BFFFFFF6F7

BFFFFFFEF3

BFFFFFFEET

BFDFFFFEF7

BFFFFDFEF7

BFBFFFFEF7

B7FFFFFEF7

BEFFFFFEFT

BFFFBFFEF7

9FFFFFFEFT7

BDFFFFFEF7

BFFFFFDEF7

BFFFFFFED7

BFFFFTFEF7

FFEFDFFEF7

FFFFDFEEF7

FFFDDFFEF7

DFFFDFFEF7

FFFFFFFE76

FFFFF7FF76

7TFEFFFFEF7

7TFFFFFEEF7

7TFFDFFFEF7

FFEFFFFAF7

FFFFFFEAFT

FFFDFFFAF7

7TFFFFFFAFT7

EFEFFFFEF7

EFFFFFEEFT7

EFFDFFFEF7

6FFFFFFEF7

EFFFFFFAFT7

FFEFFFF6FT7

FFFFFFEGFT7

FFFDFFF6FT7

FFEFBFFEFT7

FFFFBFEEF7

FFFDBFFEF7

FFDFFFFEF3

FFFFFDFEF3

FFEFFFFEF3

FFFFFFEEF3

FFFFFFFEE3

FFFDFFFEF3

FFEFFFFEE7

FFDFFDFEF7

FFCFFFFEFT7

FFEFFDFEF7

FFFFFFEEET7

FFDFFFEEF7

FFFFFDEEF7

FFFDFFFEET7

FFDFFFFEET7

FFFFFDFEET

FFDDFFFEFT7

FFFDFDFEF7

FFFFFFFG6F3

FFFFFFF6E7

FFDFFFF6FT7

FFFFFDF6F7

7TFFFFFF6F7

FFFFFFF2F7

EFFFFFF6F7

7TFFFFFFEF3

7TFFFFFFEE7

TFDFFFFEF7

7TFFFFDFEF7

FFFFFFFAF3

FFFFFFFAE7

FFDFFFFAF7

FFFFFDFAF7

EFFFFFFEF3

EFFFFFFEET

EFDFFFFEF7

EFFFFDFEFT7

FFFFFFFCF6

FFAFFFFEFT7

FFBFFFEEFT7

FFBDFFFEF7

F6FFFFFEF7

F7EFFFFEF7

FEEFFFFEF7

F7FFFFEEF7

FEFFFFEEFT7

F7FDFFFEF7

FEFDFFFEF7

F7BFFFFEFT7

FEBFFFFEF7

7TFBFFFFEFT7

TTFFFFFEF7

TEFFFFFEF7

FFBFFFFAFT

F7TFFFFFAFT7

FEFFFFFAF7

EFBFFFFEF7

E7FFFFFEFT

EEFFFFFEFT

FFBFFFF6F7

F7FFFFF6F7

FEFFFFF6F7

FFBFFFFEF3

FFBFFFFEE7

FFOFFFFEF7

FFBFFDFEF7

F7FFFFFEF3

FEFFFFFEF3

F7FFFFFEET

FEFFFFFEET

F7DFFFFEF7

FEDFFFFEFT7

F7FFFDFEF7

FEFFFDFEF7

7TFFFBFFEF7

FFFFBFFAF7

EFFFBFFEF7

S5FFFFFFEFT7

DFFFFFFAFT7

CFFFFFFEF7

FFFFBFF6F7

DFFFFFF6F7

FFFFBFFEF3

FFFFBFFEE7

FFDFBFFEF7

FFFFBDFEF7

DFFFBFFEF7

DFFFFFFEF3

DFFFFFFEET

DFDFFFFEF7

DFFFFDFEF7

FFBFBFFEFT7

F7TFFBFFEF7

FEFFBFFEF7

DFBFFFFEF7

D7FFFFFEF7

DEFFFFFEFT

FDEFFFFEF7

FDFFFFEEFT7

FDFDFFFEF7

FFEFFFDEFT

FFFFFFCEF7

FFFDFFDEF7

FFEFFFFED7

FFFFFFEEDT7

FFFDFFFED7

FFEFF7TFEF7

FFFFF7TEEF7

FFFDFT7TFEF7

DDFFFFFEF7

DFFFFFDEFT7

DFFFFFFEDT

DFFFFT7FEF7

7TDFFFFFEF7

FDFFFFFAF7

EDFFFFFEF7

FDFFFFFGF7

FDFFBFFEF7

FDFFFFFEF3

FDFFFFFEE7

FDDFFFFEF7

FDFFFDFEF7

FDFFFFFCF7

FFFFFFDCF7

FFFFFFFCD7

FFFFF7FCF7

FDBFFFFEF7

F5FFFFFEF7

FCFFFFFEFT7

FFEFFFEFF6

FFEDFFFFF6

FFFDFFEFF6

DFEFFFFFF6

DFFFFFEFF6

DFFDFFFFF6

TFFFDFFEF7

7TFFFFFDEF7

7TFFFFFFED7

FFFFDFFAF7

FFFFFFDAFT7

FFFFFFFAD7

EFFFDFFEF7

EFFFFFDEFT

EFFFFFFED7

7TFFFF7FEFT7

FFFFF7FAF7

EFFFFTFEF7

FFFFDFF6F7

FFFFFFD6F7

FFFFFFF6D7

FFFFOFFEFT7

FFFFBFDEF7

FFFFBFFED7

FFFFDFFEF3

FFFFDFFEET

FFDFDFFEF7

FFFFDDFEF7

FFFFFFDEF3

FFFFFFFED3

FFFFFFDEET

FFDFFFDEF7

FFFFFDDEF7

FFFFFFFECT7

FFDFFFFED7

FFFFFDFED7

FFFFFTF6F7

FFFFB7FEFT

FFFFF7FEF3

FFFFF7FEE7

FFDFF7FEFT7

FFFFF5FEF7

FFBFFFDEF7

FFBFDFFEF7

FFBFFFFED7

F7TFFDFFEFT7

FEFFDFFEF7

F7TFFFFDEF7

FEFFFFDEF7

F7FFFFFED7

FEFFFFFEDT7

FFBFF7FEF7

F7FFF7FEFT7

FEFFF7TFEF7

FDFFDFFEFT7

FDFFFFDEF7

FDFFFFFED7

FFFFDFDEF7

FFFFFFDED7

FFFFDFFED7

FFFFD7FEF7

FDFFF7FEF7
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FFFFF7TDEF7

FFFFF7FED7

FBEFFFFFF6

FBFFFFEFF6

FBFDFFFFF6

DBFFFFFFF6

FBFFDFFFF6

FBFFFFFBF6

FBFFFFF7F6

FBFFBFFFF6

FBFFFFFFF2

FBFFFFFFE6

FBDFFFFFF6

FBFFFDFFF6

FBBFFFFFF6

F3FFFFFFF6

FAFFFFFFF6

7TBFFFFFFF6

BBFFFFFFF6

EBFFFFFFF6

FOFFFFFFF6

FBFFFFDFF6

FBFFFFFFD6

FBFFF7FFF6

FFEFDFFFF6

FFFFDFEFF6

FFFDDFFFF6

DFFFDFFFF6

FFFFDFFBF6

FFFFDFFT7F6

FFFFOFFFF6

FFFFDFFFF2

FFFFDFFFEG6

FFDFDFFFF6

FFFFDDFFF6

FFBFDFFFF6

F7FFDFFFF6

FEFFDFFFF6

7TFFFDFFFF6

BFFFDFFFF6

EFFFDFFFF6

FFEFFFFBF6

FFFFFFEBF6

FFFDFFFBF6

FFEFFFFTF6

FFFFFFETF6

FFFDFFFT7F6

FFEFBFFFF6

FFFFBFEFF6

FFFDBFFFF6

FFDFFFFFF2

FFFFFDFFF2

FFEFFFFFF2

FFFFFFEFF2

FFFFFFFFE2

FFFDFFFFF2

FFEFFFFFEG6

FFDFFDFFF6

FFCFFFFFF6

FFEFFDFFF6

FFFFFFEFE6

FFDFFFEFF6

FFFFFDEFF6

FFFDFFFFE6

FFDFFFFFE6

FFFFFDFFEG6

FFDDFFFFF6|FFFDFDFFF6 |[FFFFFFF7F2 |[FFFFFFF7E6 |[FFDFFFF7F6 |FFFFFDFT7F6
FFFFFFF3F6 |[FFFFFFFBF2 |[FFFFFFFBE6 |[FFDFFFFBF6 |FFFFFDFBF6 |[FFAFFFFFF6
FFBFFFEFF6 [FFBDFFFFF6 |F6FFFFFFF6 |[FTEFFFFFF6 |[FEEFFFFFF6 |[F7TFFFFEFF6

FEFFFFEFF6

F7TFDFFFFF6

FEFDFFFFF6

F7TBFFFFFF6

FEBFFFFFF6

7TFEFFFFFF6

7TFFFFFEFF6

7FFDFFFFF6

BFEFFFFFF6

BFFFFFEFF6

BFFDFFFFF6

EFEFFFFFF6

EFFFFFEFF6

EFFDFFFFF6

6FFFFFFFF6

TFBFFFFFF6

TTFFFFFFF6

7TEFFFFFFF6

EFBFFFFFF6

E7FFFFFFF6

EEFFFFFFF6

FFBFFFFBF6

F7FFFFFBF6

FEFFFFFBF6

BFBFFFFFF6

B7FFFFFFF6

BEFFFFFFF6

TFFFFFFBF6

3FFFFFFFF6

BFFFFFFBF6

EFFFFFFBF6

AFFFFFFFF6

FFBFFFF7F6

F7FFFFF7F6

FEFFFFF7F6

FFBFFFFFF2

FFBFFFFFE6

FFOFFFFFF6

FFBFFDFFF6

F7TFFFFFFF2

FEFFFFFFF2

F7FFFFFFE6

FEFFFFFFE6

F7TDFFFFFF6

FEDFFFFFF6

F7FFFDFFF6

FEFFFDFFF6

7TFFFFFF7TF6

BFFFFFF7F6

EFFFFFF7F6

7TFFFFFFFF2

TFFFFFFFEG6

7TFDFFFFFF6

7TFFFFDFFF6

BFFFFFFFF2

BFFFFFFFEG6

BFDFFFFFF6

BFFFFDFFF6

EFFFFFFFF2

EFFFFFFFEG6

EFDFFFFFF6

EFFFFDFFF6

FFFFBFFBF6

DFFFFFFBF6

FFFFBFF7F6

DFFFFFF7F6

FFFFBFFFF2

FFFFBFFFE6

FFDFBFFFF6

FFFFBDFFF6

DFFFBFFFF6

DFFFFFFFF2

DFFFFFFFEG6

DFDFFFFFF6

DFFFFDFFF6

FFBFBFFFF6

F7FFBFFFF6

FEFFBFFFF6

DFBFFFFFF6

D7FFFFFFF6

DEFFFFFFF6

TFFFBFFFF6

BFFFBFFFF6

EFFFBFFFF6

S5FFFFFFFF6

9FFFFFFFF6

CFFFFFFFF6

FDEFFFFFF6

FDFFFFEFF6

FDFDFFFFF6

FFEFFFDFF6

FFFFFFCFF6

FFFDFFDFF6

FFEFFFFFD6

FFFFFFEFD6

FFFDFFFFD6

FFEFF7FFF6

FFFFF7EFF6

FFFDF7FFF6

DDFFFFFFF6

DFFFFFDFF6

DFFFFFFFD6

DFFFF7FFF6

FDFFDFFFF6

FFFFDFDFF6

FFFFDFFFD6

FFFFD7FFF6

FDFFFFFBF6

FFFFFFDBF6

FFFFFFFBD6

FFFFF7FBF6

FDFFFFF7F6

FFFFFFDT7F6

FFFFFFF7D6

FFFFF7F7F6

FDFFBFFFF6

FFFFBFDFF6

FFFFBFFFD6

FFFFBTFFF6

FDFFFFFFF2

FDFFFFFFE6

FDDFFFFFF6

FDFFFDFFF6

FFFFFFDFF2

FFFFFFFFD2

FFFFFFDFE6

FFDFFFDFF6

FFFFFDDFF6

FFFFFFFFC6

FFDFFFFFD6

FFFFFDFFD6

FFFFF7TFFF2

FFFFF7FFE6

FFDFF7FFF6

FFFFF5FFF6

FFBFFFDFF6

FFBFFFFFD6

FDBFFFFFF6

F5FFFFFFF6

FCFFFFFFF6

F7FFFFDFF6

FEFFFFDFF6

FT7TFFFFFFD6

FEFFFFFFD6

FFBFF7FFF6

F7FFF7FFF6

FEFFF7FFF6

7TDFFFFFFF6

7TFFFFFDFF6

FDFFFFDFF6

FFFFFFDFD6

FDFFFFFFD6

7TFFFFFFFD6

7TFFFF7FFF6

BDFFFFFFF6

BFFFFFDFF6

BFFFFFFFD6

BFFFF7FFF6

EDFFFFFFF6

EFFFFFDFF6

EFFFFFFFD6

EFFFF7FFF6

FDFFF7FFF6

FFFFF7DFF6

FFFFF7FFD6

FBFFFFFE77

FBFFFTFF77

BFFFFFFE77

BFFFF7TFF77

TFFFFFFE77

TFFFF7TFF77

BBFFDFFFF7

3BFFFFFFFT

BBFFFFFBF7

ABFFFFFFF7

BBFFFFF7F7

BBFFBFFFF7

BBFFFFFFF3

BBFFFFFFE7

BBDFFFFFF7

BBFFFDFFF7

BBBFFFFFFT7

B3FFFFFFF7

BAFFFFFFF7

BOFFFFFFFT

BBFFFFDFF7

BBFFFFFFD7

BBFFF7FFF7

FFEFFFFET77

FFFFFFEE7T

FFFDFFFET7

FFFFFFFATT

EFFFFFFET77

FFEFFTFF77

FFFFFTEFT77

FFFDF7FF77

FFFFF7FB77

EFFFFTFFT77

FFFFFFF677

FFFFFFFE73

FFFFFFFE67

FFDFFFFE77

FFFFFDFE77

FFFFFTF777

FFFFF7FF73

FFFFF7FF67

FFDFF7FF77

FFFFF5FF77

FFBFFFFE77

F7FFFFFE77

FEFFFFFE77

FFBFFT7FF77

F7TFFFTFF77

FEFFF7TFF77

FFFFBFFET77

DFFFFFFE77

FFFFBTFF77

DFFFF7FF77

FDFFFFFE77

FDFFF7FF77

FFFFDFFET7

FFFFFFDE77

FFFFFFFE57

FFFFD7FF77

FFFFF7DF77

FFFFFTFF57

FFFFFTFE77

FFEFDFFFET7

FFEFDFFFF3

FFEFDFEFF7

FFEDDFFFF7

FFCFDFFFF7

FFEFDDFFF7

FFFDDFEFF7

FFEFDFF7F7

FFEFDFFBF7

FFAFDFFFF7

F7TEFDFFFF7

FEEFDFFFF7

FFEF9FFFFT7

DFEFDFFFF7

DFFFDFEFF7

DFFDDFFFF7

TFEFFFEFFT7T

TFEDFFFFF7

TFFDFFEFF7

FFEFFFEBF7

FFEDFFFBF7

FFFDFFEBF7

EFEFFFEFF7

EFEDFFFFF7

EFFDFFEFF7

6FEFFFFFFET

6FFFFFEFF7

6FFDFFFFFT7

FFEFFFETF7

FFEDFFF7F7

FFFDFFETFT7

FFEFBFEFF7

FFEDBFFFF7

FFFDBFEFF7

FFDFFDFFF3

FFCFFFFFF3

FFDFFFEFF3

FFFDFFFFE3

FFDFFFFFE3

FFDDFFFFF3

FFEFFDFFF3

FFFFFDEFF3

FFEFFFEFF3

FFFFFDFFE3

FFEFFFFFE3

FFFDFDFFF3

FFEDFFFFF3

FFFFFFEFE3

FFFDFFEFF3

FFCFFDFFF7

FFEFFFEFET7T

FFDFFDEFF7

FFCFFFEFF7

FFEFFDEFF7

FFFDFDFFE7

FFEDFFFFET7

FFDFFDFFE7

FFCFFFFFET

FFEFFDFFE7

FFDDFDFFF7

FFCDFFFFF7

FFEDFDFFF7

FFFDFFEFE7

FFDFFFEFE7

FFFFFDEFET7

FFDDFFEFF7

FFFDFDEFF7

FFDFFFFT7F3

FFFFFDF7F3

FFEFFFF7F3

FFFFFFET7F3

FFFFFFF7E3

FFFDFFFT7F3

FFEFFFFTE7

FFDFFDF7F7

FFCFFFF7F7

FFEFFDF7F7

FFFFFFETE7

FFDFFFETF7

FFFFFDET7TF7

FFFDFFF7E7

FFDFFFF7E7

FFFFFDF7E7

FFDDFFF7F7

FFFDFDFT7F7

FFEFFFF3F7

FFFFFFE3F7

FFFDFFF3F7

FFDFFFFBF3

FFFFFDFBF3

FFEFFFFBF3

FFFFFFEBF3

FFFFFFFBE3

FFFDFFFBF3

FFEFFFFBE7

FFDFFDFBF7

FFCFFFFBFT

FFEFFDFBF7

FFFFFFEBE7

FFDFFFEBF7

FFFFFDEBF7

FFFDFFFBE7

FFDFFFFBE7

FFFFFDFBET7

FFDDFFFBF7

FFFDFDFBF7

FFFFFFF3F3

FFFFFFF3ET

FFDFFFF3F7

FFFFFDF3F7

FFEFFFFDF6

FFFFFFEDF6

FFFDFFFDF6

FFAFFFEFF7

FFADFFFFF7

FFBDFFEFF7

F7TAFFFFFF7

FEAFFFFFFT7

F6EFFFFFF7

F6FFFFEFF7

F7EFFFEFFT7
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FEEFFFEFFT

F6FDFFFFF7

F7TEDFFFFF7

FEEDFFFFF7

F7FDFFEFF7

FEFDFFEFF7

F6BFFFFFF7

F7TBFFFEFF7

FEBFFFEFFT7

F7BDFFFFF7

FEBDFFFFF7

FFAFFFFBF7

FFBFFFEBF7

FFBDFFFBF7

F6FFFFFBF7

F7TEFFFFBF7

FEEFFFFBF7

F7FFFFEBF7

FEFFFFEBF7

F7FDFFFBF7

FEFDFFFBF7

F7BFFFFBF7

FEBFFFFBF7

FFAFFFF7F7

FFBFFFETF7

FFBDFFFT7F7

F6FFFFF7TF7

F7TEFFFF7FT7

FEEFFFF7F7

F7TFFFFE7TF7

FEFFFFETFT7

F7FDFFF7F7

FEFDFFF7FT7

F7BFFFFT7F7

FEBFFFFT7F7

FFOFFFFFF3

FFBFFDFFF3

FFAFFFFFF3

FFBFFFEFF3

FFBFFFFFE3

FFBDFFFFF3

FFAFFFFFE7

FFOFFDFFF7

FFS8FFFFFF7

FFAFFDFFF7

FFBFFFEFET

FFOFFFEFF7

FFBFFDEFF7

FFBDFFFFE7

FFOFFFFFE7

FFBFFDFFE7

FFODFFFFF7

FFBDFDFFF7

F7TDFFFFFF3

FEDFFFFFF3

F6FFFFFFF3

F7FFFDFFF3

FEFFFDFFF3

F7TEFFFFFF3

FEEFFFFFF3

F7FFFFEFF3

FEFFFFEFF3

F7FFFFFFE3

FEFFFFFFE3

F7FDFFFFF3

FEFDFFFFF3

F7BFFFFFF3

FEBFFFFFF3

F6FFFFFFE7

F7TEFFFFFE7

FEEFFFFFET

F6DFFFFFFEF7

F6FFFDFFF7

F7DFFDFFF7

FEDFFDFFF7

F7CFFFFFF7

FECFFFFFFT7T

F7EFFDFFF7

FEEFFDFFF7

F7TFFFFEFE7

FEFFFFEFE7

F7TDFFFEFF7

FEDFFFEFF7

F7FFFDEFF7

FEFFFDEFF7

FTFDFFFFE7

FEFDFFFFE7

F7DFFFFFET7

FEDFFFFFET

F7FFFDFFET

FEFFFDFFET

F7TDDFFFFF7

FEDDFFFFF7

F7FDFDFFF7

FEFDFDFFF7

F7TBFFFFFE7

FEBFFFFFE7

F79FFFFFF7

FEOFFFFFF7

F7TBFFDFFF7

FEBFFDFFF7

FFBFFFF7F3

FFBFFFF7E7

FFOFFFF7F7

FFBFFDF7F7

F7TFFFFF7F3

FEFFFFF7F3

F7FFFFF7E7

FEFFFFF7ET7

F7DFFFF7F7

FEDFFFF7F7

F7FFFDF7TF7

FEFFFDF7F7

FFBFFFF3F7

F7TFFFFF3F7

FEFFFFF3F7

FFBFFFFBF3

FFBFFFFBET7

FFOFFFFBF7

FFBFFDFBF7

F7FFFFFBF3

FEFFFFFBF3

F7TFFFFFBE7

FEFFFFFBE7

F7DFFFFBF7

FEDFFFFBF7

F7FFFDFBF7

FEFFFDFBF7

FFEFBFFBF7

FFFFBFEBF7

FFFDBFFBF7

S5FEFFFFFF7

5FFFFFEFF7

5FFDFFFFF7

DFEFFFFBF7

DFFFFFEBF7

DFFDFFFBF7

CFEFFFFFF7

CFFFFFEFF7

CFFDFFFFF7

4FFFFFFFF7

FFEFBFF7F7

FFFFBFETF7

FFFDBFF7F7

DFEFFFF7F7

DFFFFFE7TF7

DFFDFFF7F7

FFDFBFFFF3

FFFFBDFFF3

FFEFBFFFF3

FFFFBFEFF3

FFFFBFFFE3

FFFDBFFFF3

FFEFBFFFE7

FFDFBDFFF7

FFCFBFFFF7

FFEFBDFFF7

FFFFBFEFE7

FFDFBFEFF7

FFFFBDEFF7

FFFDBFFFE7

FFDFBFFFET7

FFFFBDFFE7

FFDDBFFFF7

FFFDBDFFF7

DFEFBFFFF7

DFFFBFEFF7

DFFDBFFFF7

DFDFFFFFF3

DFFFFDFFF3

DFEFFFFFF3

DFFFFFEFF3

DFFFFFFFE3

DFFDFFFFF3

DFEFFFFFET7

DFDFFDFFF7

DFCFFFFFF7

DFEFFDFFF7

DFFFFFEFET

DFDFFFEFF7

DFFFFDEFF7

DFFDFFFFET

DFDFFFFFE7

DFFFFDFFE7

DFDDFFFFF7

DFFDFDFFF7

DFFFBFFFF3

DFFFBFFFE7

DFDFBFFFF7

DFFFBDFFF7

FFFFBFF7F3

FFFFBFF7E7

FFDFBFFT7F7

FFFFBDFT7F7

DFFFBFF7F7

DFFFFFF7F3

DFFFFFF7E7

DFDFFFFT7F7

DFFFFDF7F7

FFFFBFF3FT7

DFFFFFF3F7

FFFFBFFBF3

FFFFBFFBET7

FFDFBFFBF7

FFFFBDFBF7

DFFFBFFBF7

DFFFFFFBF3

DFFFFFFBE7

DFDFFFFBF7

DFFFFDFBF7

DFFFFFFDF6

FFAFBFFFF7

FFBFBFEFF7

FFBDBFFFF7

F6FFBFFFF7

F7EFBFFFF7

FEEFBFFFF7

F7FFBFEFF7

FEFFBFEFF7

F7TFDBFFFF7

FEFDBFFFF7

F7BFBFFFF7

FEBFBFFFF7

DFAFFFFFFT

DFBFFFEFF7

DFBDFFFFF7

D6FFFFFFF7

D7EFFFFFF7

DEEFFFFFF7

D7FFFFEFF7

DEFFFFEFF7

D7TFDFFFFF7

DEFDFFFFF7

D7BFFFFFF7

DEBFFFFFF7

FFBFBFFBF7

F7FFBFFBF7

FEFFBFFBF7

DFBFFFFBF7

D7FFFFFBF7

DEFFFFFBF7

FFBFBFF7F7

F7FFBFFT7F7

FEFFBFFT7F7

DFBFFFF7F7

D7FFFFF7F7

DEFFFFF7F7

FFBFBFFFF3

FFBFBFFFE7

FFOFBFFFF7

FFBFBDFFF7

F7FFBFFFF3

FEFFBFFFF3

F7FFBFFFE7

FEFFBFFFE7

F7DFBFFFF7

FEDFBFFFF7

F7FFBDFFF7

FEFFBDFFF7

DFBFBFFFF7

D7FFBFFFF7

DEFFBFFFF7

DFBFFFFFF3

DFBFFFFFET7

DF9FFFFFF7

DFBFFDFFF7

D7FFFFFFF3

DEFFFFFFF3

D7FFFFFFE7

DEFFFFFFET7

D7DFFFFFF7

DEDFFFFFF7

D7FFFDFFF7

DEFFFDFFF7

FDEFFFEFFT7

FDEDFFFFF7

FDFDFFEFF7

FFEFFFCFF7

FFEDFFDFF7

FFFDFFCFF7

FFEFFFEFD7

FFEDFFFFD7

FFFDFFEFD7

FFEFF7EFF7

FFEDF7FFF7

FFFDF7TEFF7

DDEFFFFFFT7

DDFFFFEFF7

DDFDFFFFF7

DFEFFFDFF7

DFFFFFCFF7

DFFDFFDFF7

DFEFFFFFD7

DFFFFFEFD7

DFFDFFFFD7

DFEFF7FFF7

DFFFF7EFFT7

DFFDF7FFF7

FDEFFFFDF7

FDFFFFEDF7

FDFDFFFDF7

FFEFFFDDF7

FFFFFFCDF7

FFFDFFDDF7

FFEFFFFDD7

FFFFFFEDD7

FFFDFFFDD7

FFEFF7TFDF7

FFFFF7TEDF7

FFFDF7FDF7

DDFFFFFDF7

DFFFFFDDF7

DFFFFFFDD7

DFFFF7FDF7

FBFFDFFFET7

FBFFDFFFF3

FBEFDFFFF7

FBFFDFEFF7

FBFDDFFFF7

FBDFDFFFF7

FBFFDDFFF7

FBFFDFF7F7

7TBFFDFFFF7

FBFFDFFBF7

EBFFDFFFF7

FBBFDFFFF7

F3FFDFFFF7

FAFFDFFFF7

FBFFOFFFF7

DBFFDFFFF7

FFFFDFEBF7

FFFDDFFBF7

FFFFDFETF7

FFFDDFF7F7

FFFF9FEFF7

FFFDO9FFFF7

FFDFDFFFF3

FFFFDDFFF3

FFFFDFEFF3

FFFFDFFFE3

FFFDDFFFF3

FFDFDDFFF7

FFFFDFEFET7T

FFDFDFEFF7

FFFFDDEFF7

FFFDDFFFE7

FFDFDFFFE7

FFFFDDFFE7

FFDDDFFFF7

FFFDDDFFF7

FFFFDFF7F3

FFFFDFFTE7

FFDFDFF7F7

FFFFDDF7F7

FFFFDFF3F7

FFFFDFFBF3

FFFFDFFBE7

FFDFDFFBF7

FFFFDDFBF7

FFBFDFEFF7

FFBDDFFFF7

F6FFDFFFF7

F7FFDFEFF7

FEFFDFEFF7

F7FDDFFFF7

FEFDDFFFF7

F7BFDFFFF7

FEBFDFFFF7

FFBFDFFBF7

F7FFDFFBF7

FEFFDFFBF7

FFBFDFF7F7

F7FFDFF7F7

FEFFDFF7F7

FFBFDFFFF3

FFBFDFFFE7

FFOFDFFFF7

FFBFDDFFF7

F7FFDFFFF3

FEFFDFFFF3

F7FFDFFFET7

FEFFDFFFE7

F7DFDFFFF7

FEDFDFFFF7

F7FFDDFFF7

FEFFDDFFF7

FFFFOFFBF7

DFFFDFFBF7

FFFFOFFTF7

DFFFDFF7F7

FFFF9FFFF3

FFFFI9FFFET

FFDF9FFFF7

FFFF9DFFF7

DFFF9FFFF7

DFFFDFFFF3

DFFFDFFFE7

DFDFDFFFF7

DFFFDDFFF7

FFBFOFFFF7

F7FFOFFFF7

FEFFOFFFF7

DFBFDFFFF7

D7FFDFFFF7

DEFFDFFFF7

7TBEFFFFFFT

7TBFFFFEFF7

7TBFDFFFFFT7T

FBEFFFFBF7

FBFFFFEBF7

FBFDFFFBF7

7TBFFFFFBF7

EBEFFFFFF7

EBFFFFEFFT7

EBFDFFFFF7

6BFFFFFFF7

EBFFFFFBF7

FBEFFFF7F7

FBFFFFETFT7T

FBFDFFF7F7

FBEFBFFFF7

FBFFBFEFF7

FBFDBFFFF7

FBDFFFFFF3

FBFFFDFFF3

FBEFFFFFF3

FBFFFFEFF3

FBFFFFFFE3

FBFDFFFFF3

FBEFFFFFE7

FBDFFDFFF7

FBCFFFFFF7
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FBEFFDFFF7

FBFFFFEFE7

FBDFFFEFFT

FBFFFDEFF7

FBFDFFFFET7

FBDFFFFFET7

FBFFFDFFE7

FBDDFFFFF7

FBFDFDFFF7

FBFFFFF7F3

FBFFFFF7TE7

FBDFFFF7F7

FBFFFDFT7FT7

7BFFFFF7FT7

FBFFFFF3F7

EBFFFFFT7F7

7BFFFFFFF3

TBFFFFFFE7

7TBDFFFFFF7

7TBFFFDFFF7

FBFFFFFBF3

FBFFFFFBE7

FBDFFFFBF7

FBFFFDFBF7

EBFFFFFFF3

EBFFFFFFE7

EBDFFFFFF7

EBFFFDFFF7

FBFFFFFDF6

FBAFFFFFF7

FBBFFFEFF7

FBBDFFFFF7

F2FFFFFFF7

F3EFFFFFF7

FAEFFFFFF7

F3FFFFEFF7

FAFFFFEFF7

F3FDFFFFF7

FAFDFFFFF7

F3BFFFFFF7

FABFFFFFF7

7TBBFFFFFF7

T7T3FFFFFFF7

7TAFFFFFFF7

FBBFFFFBF7

F3FFFFFBFT

FAFFFFFBFT

EBBFFFFFF7

E3FFFFFFF7

EAFFFFFFEF7

FBBFFFF7F7

F3FFFFF7F7

FAFFFFF7F7

FBBFFFFFF3

FBBFFFFFET

FBOFFFFFF7

FBBFFDFFF7

F3FFFFFFF3

FAFFFFFFF3

F3FFFFFFET

FAFFFFFFE7

F3DFFFFFF7

FADFFFFFF7

F3FFFDFFF7

FAFFFDFFF7

TBFFBFFFF7

FBFFBFFBF7

EBFFBFFFF7

5BFFFFFFF7

DBFFFFFBF7

CBFFFFFFF7

FBFFBFF7F7

DBFFFFFTF7

FBFFBFFFF3

FBFFBFFFE7

FBDFBFFFF7

FBFFBDFFF7

DBFFBFFFF7

DBFFFFFFF3

DBFFFFFFET7

DBDFFFFFF7

DBFFFDFFF7

FBBFBFFFF7

F3FFBFFFF7

FAFFBFFFF7

DBBFFFFFF7

D3FFFFFFF7

DAFFFFFFFET

FOEFFFFFF7

FOFFFFEFF7

FOFDFFFFF7

FBEFFFDFF7

FBFFFFCFF7

FBFDFFDFF7

FBEFFFFFD7

FBFFFFEFD7
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