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Abstract. Connectivity becomes increasingly important alsosimall embed-
ded systems such as typically found in industraitol installations. More and
more use-cases require secure remote user acegesasimgly incorporating
handheld based human machine interfaces, usindeséréinks such as Blue-
tooth. Correspondingly secure operator authenticab@comes of utmost im-
portance. Unfortunately, often passwords with ladit well-known pitfalls re-
main the only practical mechanism.

We present an assessment of the security requiterfaerthe industrial setting,
illustrating that offline attacks on passwords-lthseithentication protocols
should be considered a significant threat. Cornedjmgly use of a Password
Authenticated Key Exchange protocol becomes ddsirlle review the signif-
icant challenges faced for implementations on ressuonstrained devices.
We explore the design space and shown how we siiedee tailoring a partic-
ular variant of the Password Authenticated Conoackstablishment (PACE)
protocol, such that acceptable user interface respeness was reached even
for the constrained setting of an ARM Cortex-M0+ lbB&uetooth low-energy
transceiver running from a power budget of 1.5 mVtheut notable energy
buffers for covering power peak transients.
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1 I ntroduction and motivation

Connectivity becomes increasingly important alsosimall microcontroller-based
embedded systems found in industrial control itetiahs, such as so-called field
devices. More and more use-cases require secukggearser access, e.g. for mainte-
nance and configuration involving subsystems sughndustrial control units and
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home automation electronics. Increasingly smarinphar tablet computers are used
as handheld units providing the Human Machine fater (HMI). The continuously
growing Internet of Things will only add to thisxddopment.

It is of great interest to provide efficient crygtaphic primitives and protocols
suitable also for the resource-constrained embedtirds typically employed in
these environments. In most applications, userestitation by use of iris scanners,
fingerprint analysis or based on smart cards ionmfiately not practical. On the
other hand, implanted identification chips are adyin wide-spread use, but mainly
in the context of production animals and for somecgic reason rather not for hu-
man operators.

In many circumstances, the old-fashioned passwerdains the only practical
means for authentication of human operators. Wsupne that frequently the crucial
weakness of the security solution is the passwaskt authentication protocol,
namely if the protocol exposes the password tanefftlictionary attacks. Astonish-
ingly weak challenge-response-type protocols setiihtces be in wide-spread use in
many critical systems.

In the context of resource-constrained devicespasdword authentication, the as-
pect of efficiency becomes of utmost importanceceithe computational complexity
directly translates into the delay experiencedhgyuser during the login procedure.

This article summarizes the results of researcHeémpnted in the context of se-
curing a Bluetooth-low-energy based human-machiterface for an industrial field
device hardware.

Contribution of thiswork. The contribution of this work is threefold.

* We present the result of our review of PAKE protecipom the perspective of
efficient implementations in small microcontrollers

* We explore the design space for efficient impleragohs of one option, the
PACE protocol family, considering Weierstrass cgnas well as more recently
suggested Montgomery or Edwards curves.

* We provide experimental results for implementationsan ARM Cortex MO+ for
both, 128 and 96 bit security level.

Noteregarding side-channel protection

All of the software presented in this paper avaidsret data-dependent branches
and is, thus, inherently protected against timittgcks on targets with constant in-
struction execution and memory access timings.

2 Organization of thispaper

This paper is organized as follows. First in setBahe reader is given a review of
the security requirements for operator authenticaiti industrial control installations.

In section 4 properties of different PAKE protocate reviewed from the perspec-
tive of suitability for resource-constrained indiat control devices. As a result of



this analysis the PACE protocol family suggestedBeynder, Kugler and Fischlin [1]
was assessed to be particularly well adapted.

In section 5 the specific particularities of the ®A protocol are reviewed and the
most important points with respect to efficiencg analyzed.

The subsequent section 6 considers issues that ghavhen trying to specifically
tailor the PACE protocol for the constrained setti@ptimization for efficiency in-
cludes selection of a suitable finite field usedtfee elliptic curve point group, a suit-
able elliptic curve and a matching choice of synriogtrimitives.

In Section 7 we introduce a new Montgomery curvar@19119” for a legacy se-
curity level.

In Section 8 we describe the specific tailoringsdgmofor PACE in the experiments
and describe our optimization strategy.

Section 9 combines both, presentation of the erparial results and comparison
with other related work.

3 Security requirements and implementation constraints

In industrial control installation it is common ¥gre many so-called field devices
still by using a purely analogue interface, e.q:agling measurement values in a cur-
rent ranging from 4...20 mA. This holds even in 20D@pending on the installation
up to 90% of the instrumentation does not use agiyatidata transmission. This is an
advantage regarding security.

Field devices often have to withstand high tempeest and humidity. One conse-
quence is that the user interface often only allfovsa few buttons and one line of
LCD, not providing good usability for the operators

This is one motivation for integrating wirelesseriaices based on standards such
as Bluetooth 4.0 low energy. Wireless access allfawscomfort by referring the
graphical user interface to a powerful handheld. dnfortunately many wireless
standards were originally not designed for the sBcuequirements in industry
plants, where manipulation of the integrity of asiegle field device might result in
explosions or other severe damage. Note thatpktance, the security layer of Blue-
tooth low energy 4.0 is not providing any protectagainst a passive eavesdropper!
Providing protection is difficult, since any simplballenge-response protocol expos-
es the passwords to the risk of offline attacks.

Field devices also often face the requirement efrigato be intrinsically safe with
respect to the risk of explosions, for instance nvhsed on refineries. Most strategies
for intrinsic safety base on circuit-designs thatitl peak currents, peak voltages and
the amount of energy in buffers like capacitorbatteries. The limitation guarantees
that ignition of explosive gas or dust becomes isgile. As a consequence a large
portion of so-called “2-wire” field devices hasdperate from 15mwW to 30mW func-
tional power for its full operation. Note that thi@wer is constantly available but
cannot be exceeded transiently since intrinsicgdlfe barriers and interfaces prevent
that any more current will be delivered. If circyinheeds transients, e.g. for a meas-
urement circuit, this needs to be buffered locally.



An important aspect in the context of this papeahéslimitation of the actual size
of the energy buffers, since levels sufficient foggering an ignition must be pre-
vented. Batteries often may not be integrated dudaé continuous maintenance re-
quirement and the temperature rating. A typicaugdbr the energy stored in buffer
capacitors for transients is in the range of sdvadaonly. Note that most of the tran-
sient buffer will be allocated for the main functadity of the field device and only a
small fraction will be made available for wirelgsansmission or for complex calcu-
lations. The algorithms and protocols implementetineed to have both in mind, low
power consumption on average and limited energfelsifor covering transients.

4 Review of PAKE protocols from the per spective of resour ce-
constrained devices

Since the initial pioneer papers from Bellovin,N&.and M. Merritt [2] regarding
key generation based on weak “user memorable”|{ve.entropy) passwords exten-
sive literature is available regarding the basiobfgm. Protocols typically are re-
ferred to by use of acronyms such as EKE [8], SPH®JE SRP [10], PACE[1],
PAK[11,15], AMP[7,12] and AugPAKE [13,16]. Many ¢ifiese base on the frame-
work of Diffie-Hellman key exchange [14].

At a first glance a plethora of protocol candidategds to be considered for the
setting of field devices. A closer look, howevexpeses that unfortunately most of
the protocols suggested are to be considered itigahéor this setting. For applica-
tions in extremely resource-constrained devicesntiost suitable algorithm subset
must not make use of multiplicative group operatjssuch that using elliptic curves
becomes possible.

This special subgroup of PAKE protocols seems tpdréicularly difficult to con-
struct correctly. Many protocols have been showhdansecure. We assessed only a
small subset of more carefully analyzed protocalshsas AugPAKE [13,16] or
PACE[1] to be good candidates. To make matters eyas additional aspect to con-
sider is the issue of pending patents on protomokfficient implementation of algo-
rithmic sub-steps. In particular a patent applaragifor the AugPAKE [13,16] proto-
col does apply under US020110145579A1. As a remultfurther analysis did con-
centrate on PACE [1].

5 Review of the Password-Authenticated Connection
Establishment (PACE) protocol

The PACE protocol designed by Bender, Kigler arsdhdin [1,18] might actually
rather be considered to form a tailorable familypaftocols involving different steps
that allow for specific implementation choices. Htgnay be implemented on large-
characteristic fields as well as on groups defibggoints on elliptic curves. Corre-
spondingly in the security analysis of the protgddlfour alternative variants of the
Map2Point sub-step of the protocol were suggestée. PACE protocol family as-



sumes that a cyclic finite group of a large orderich as provided by points on an
elliptic curve, is available. In the protocol badig four different sub-steps may be
distinguished (see also Figure 2 and 3 in [1] ffier $pecific definitions).

 In afirst step a random number “s” is exchangeasiveen the two parties by use of
purely symmetric cryptographic primitives and theak shared secret (password)
as key. It is the objective of the subsequent maitsteps to verify that both sides
initiate the PACE protocol run by using the samevalue without exposing any
information on its actual value to passive or actittackers.

* In a second step of each protocol run the two @aititeractively agree on a ses-
sion-specific generator of the group: G = Map2RejntThis involves usage of
symmetric and asymmetric primitives and exchangenefor more messages.

* In a third step, the two parties implement a cotie@al Diffie-Hellman protocol
for agreeing on a shared session secret by use skession-specific generator G.

e Subsequently, in the last step, exchange of commaitauthentication code mes-
sages being derived from the shared Diffie-Hellrsaaret are used for mutually
proving that both parties share the same secred. SEission key is also derived
from the Diffie-Hellman result.

Efficiency analysis of PACE. With respect to computational efficiency one may
neglect the computational complexity of the symingirimitives altogether. The two
dominant components within the protocol are the Rfagint sub-step and the shared
secret generation by the Diffie-Hellman sub-step.

The Diffie-Hellman step in PACE works with a gerterabase point G that varies
in each protocol execution. This implies that ojtetions possible for fixed base
point algorithms could not be used.

The most important factor for an efficient implertation of the PACE protocol is
actually the efficiency of the Map2Point protocabsstep. In [1] four distinct alterna-
tives have been analyzed.

The DH2Point algorithm as used by the German gawernt authority BSI for the
German identiy card requires the equivalent of fiwed and one variable point expo-
nentiation, possibly for patent circumvention. Awsimilar option is the Coin2Point
alternative which is trading off a scalar multiglimn against an additional message
exchange.

The computational complexity may be significantyluced if a so-called integrat-
ed mapping [27] (in [1] referred to as hash to eun2c operation) algorithm is avail-
able for the selected curve. Such an operation maggbitrarily chosen scalar num-
ber to a point on the elliptic curve. Fortunatetnstant-time algorithms for efficient
integrated mapping are available for many curves. é&xamples see [3,31,4] and
references cited therein, notably the so-calledi@&&Voestijne-Ulas (SWU) algo-
rithm. The possible performance benefit of integglainapping is large since the order
of magnitude of efficient integrated mapping altforis accounts roughly for two
field inversions only and is thus only a small ffae of two exponentiations [28].



6  Tailoring of PACE for resource-constrained devices

Tailoring of PACE for an embedded target shouldt meser all relevant levels
within the implementation pyramid: Choice of a able finite field, a suitable finite
group, etc. . In this section we focus on the asginmoperations since they domi-
nate the computational effort.

Giving our final result at the very beginning, wenclude that best efficiency re-
garding all aspects might be obtained by using IJomery or Edwards curves such
as Curve25519 constructed over fields with spegiahes of the form 2— m and
Elligator2 as part of the Map2Point protocol.

In this paper we aim not only at presenting oualfiresult. We also would like to
present the reasoning why other approaches had disesrded in our industry set-
ting. We also aim at giving our rough estimatesarding their respective perfor-
mance disadvantages. For some applications actyiémentations might be forced
to use specific algorithms that might not besteslifrom a performance perspective
and also a rough assessment might prove helpful.

6.1 Choosingthefield

Despite some impressing results for binary fiekke(e.g. [6]) also on architectures
such as the ARM Cortex MO, the more complex segstitry of constructions on top
of binary extension fields [34-36] lead us to foausprime fields quite early.

Assessment of Performance for random prime fields. We did shortly assess the
penalty to expect for random primes (such as usethé Brainpool group [17,21])
and came to the conclusion that for the 128 bitssclevel on a small 32 bit CPU
like the ARM Cortex MO roughly a factor of ~2.750sld be expected for multiplica-
tions and a factor of ~4 for squarings. This stérmm the observation that the cost
for one fully optimized Karatsuba multiplication caalf a textbook multiplication
for Montgomery reduction makes multiply and squaperations almost equally ex-
pensive. According to our analysis the possiblégperance gain for the 1/2 multipli-
cation in Montgomery reduction is almost compergsdte by losing the possibility
of employing the Karatsuba stages that proved higbheficial in [5].

Assessment of Performance for the Solinas prime [23] for P-256. A very rough
assessment of the potential of the Solinas primé&$856 leads us to the expectation
that the larger number of additions and conditianales during the reduction being
expensive to implement in constant time accourtsafpenalty in the range of some
10% ... 30% for multiply and square operations in panson to the optimized
Curve25519 prime field implementation from [5]. @gpect penalties for addition
and subtraction to be somewhat larger. They migath even +100% since the nice
feature of the additional “carry bit” in the las2 Bit word available for Curve25519 is
missing. In our opinion this is one of the factt@ading to the speed difference factor
of 3 when comparing Curve25519 [5] and P-256 [29].



6.2  Selection of appropriate éliptic curve groups

Selection of appropriate elliptic curve groups itgeefficiency directly and indi-
rectly by a number of parameters, having both, riieeth and legal origin, such as
pending intellectual property rights. The lattepext is of major importance for all
industrial applications. Specifically industrialrtool devices typically are designed
for world-wide installation and already the compleandling of external licenses or
the mere theoretical risk of intellectual properight conflicts in a single country
typically force implementers to search for circumtiven approaches.

In the context of the PACE protocol family one bétmajor efficiency parameters
is linked to the Map2Point sub-step, specificallg tivailability of an integrated map-
ping primitive.

For the NIST standard P-256 with p mod 4 == 3 SVéuld be used. Unfortunate-
ly part of this algorithm seems to be covered hgipizs.

This drew our attention to a second set of candidatves, are more recent Ed-
wards or Montgomery curves such as Curve25519 [29fve25519 has recently
been standardized by ITEF [22] and independentiydoto be particularly suitable
for the Cortex MO by a group at the company ARMIit§25]. Moreover a patent-free
mapping algorithm, Elligator2, is available [4].FGurve25519, as a side-effect of
the original design goal of avoiding secret depahdable lookups in [29] highly
efficient algorithms are available without facingnalties for variable base point sca-
lar multiplications and with a small memory footptri

6.3 Tailoring on the protocol level

The by far most important parameter on the PACEqaa level for efficiency is
the choice of the Map2Point primitive. When chogsiWiontgomery curves as a ba-
sis, Elligator 2 is the natural choice.

When using Coin2Point for patent circumvention ttemplexity of PACE is
roughly doubled. Note that the penalty might everldsger since the requirement of
calculating full additions, precludes more memofficeent and possibly faster ap-
proaches working on x-coordinate only point repnéstons.

6.4  Exploring the potential of reduced security parameters

Use of a legacy-level curve for PACE might very Mz appropriate, however we
think that going below the 96 bit security levelgmi not be advisable. Also we would
only recommend this for a setting where sessioasshort and compromised confi-
dentiality due to lost forward security is not idtl. Note that this could possibly be
considered the case for some industry installatiwhere the integrity is the main
target and confidentiality is often considereddmf a target of a somewhat reduced
priority. We would recommend reducing security paeters only in case that the
alternative would be to be thrown back to challeregponse protocols.



7 Curvel9119:; A little brother of Curve25519

Due to the high computational complexity of PAKBarcols we aimed at explor-
ing the performance gain for a legacy security petar. Unlike the situation for
conventional Weierstrass curves there seem to bestablished Montgomery curves
for a security of say 80 or 96 bits. For this reas@ designed a new curve using a
field based on the 191 bit primé®219. We refer to the curve and the associated Dif-
fie-Hellman x-coordinate-only protocol by the acyors Curvel9119 and X19119
respectively.

Curvel9119 was constructed following almost the esaimid requirement set as
used for Curve25519, however for the primé' 2 19. The single exception in the
construction prescription is that we imposed thditamhal constraint on the curve
parameter “A” that “A+2” shall be a square. Notatthhis allows for application of
the most efficient Hisil-Wong-Carter-Dawson [20]ipaddition formula in extended
coordinates for the isomorphic Edwards curve. dasbr Curve25519 the Montgom-
ery curve equation reads

Y=+ AXP+ X 1)

with A = 528418 and the base point x = 11. The @atd A = 922 has been ruled out
due to the group order being smaller th&i-3

The group order of Curve19119 is 8%2+ 6805822842506810719592233527)
with a secure near-prime order quadratic twist.eNbat actually a very similar curve
with A = 281742 was suggested by Diego F. Aranhal.ef19]. This other curve, in
contrast to the Curvel19119 presented here, doealloet for the more efficient point
addition in extended coordinates.

8 Putting it together: PACE on the ARM Cortex MO

In the following paragraphs we will present our cfie choices and elaborate on
our optimization strategy. The full protocol oveawi of our implementation is given
in figure 1 and uses mostly terminology from [1]otM that the task of generating
fresh entropy for random number generation is @iatwaspect but due to its com-
plexity out of the scope of this paper. We impleteednthe full protocol with
Curve25519. For Curvel9119 we only aimed at beblg t assess the performance
gain and restricted the implementation effort te thost expensive component, the
X19119 Diffie-Hellman part.

According to our target security level in the paah we take 128 bit random
numbers for the valuesandt and chose a 64 bit nonce n for Salsa20-20.

Review of the ARM Cortex MO microcontroller architecture. The ARM Cortex
MO and MO+ cores (MO) are the smallest membersRfMs Cortex-M series target-
ing low-cost and low-power embedded devices. Theomant feature with respect to
asymmetric cryptography operation is the 32 bi2xb& => 32 bit single cycle multi-



plier engine available in virtually all actual ingtes. Previous research [5] has shown

that one of the key bottlenecks for efficiencyagister pressure in conjunction with

a

comparably slow memory interface (von Neumann-Asgture with a shared address

and data bus).

Alice (Server) Bob (Client
s— 7 t— 27"
Yam Z" Vo — 2"
n—27

z = s XOR Salsa20-20(n K n,z

s = z XORSalsa20-20(n, K,)

t

G = Elligator2(SHA512(s//' )

Ya=Yya.G %=ys.G
Yy
Ys
K=YA-YB K:yB-YA
abort if K = {0} abort if K = {0}
Kz = SHA512(K) K= SHA512(K)
Ta = K#[256..383] Ta = K#[256..383]
Ts = K#[384..511] B =K« [384.511]
Ta
abort if T invalid
Ts
abort if Tz invalid
return key = K[0..255] return key = K-[0..255]

Fig. 1. Overview over our PACE protocol choices



81 Symmetric encryption

For both, random number generation and symmetricyption we made use of
Salsa20-20 [32]. We selected the conservative B8dw variant because the amount
of payload to encrypt is small and efficiency coesations allow for the more con-
servative variant. We preferred Salsa20-20 becaaserding to our assessment it
was more extensively reviewed, specifically as mdrthe eSTREAM project than
other candidates, such as Speck or Simon [33]. dtniéce also avoided considera-
tions regarding cache timing attacks on the sntashp implementation for the client.

Assembly optimization strategy. The most important identified weakness of the MO
is the memory bandwidth. Luckily, the Salsa20 pdation runs in its inner loop on a
set of four 32 bit words being permuted one afterdther and, thus, fits into the reg-
ister set. Also the 32 bit rotation operation regsiionly one single instruction on the
MO architecture. Our assembly code of the hsalgps2thutation of the 64 byte block
runs in 2628 cycles (~41.1 cycles / byte) and ndédsbytes of program flash.

8.2  Cryptographic hash

We selected SHA512. An advantage provided by uSh#\512 was also that
when hashing the shared secret of the Diffie-Hefiraabstep, the 512 bit result al-
lowed for extracting all of, 256 bit session keylawo 128 bit authentification verifi-
cation messages from a single run. This avoidedhéleel for implementing a specific
symmetric message authentication code primitive.

Assembly optimization strategy. The main bottleneck for the SHA512 implemen-
tation is the fact that the small 32 bit registet of the MO is by far too small for
holding the intermediate state of the SHA512 sulesys Also the 64 bit rotations
require a large number of 32 bit shifts. The immatation is optimized for speed
rather than code size by unrolling the inner loompletely. This results in a rather
big memory footprint of 1448 Bytes. Hashing 10 Isytests 22031 cycles on the MO
and for 2048 bytes of data we end up with an efficy of 181.6 cycles per byte.

8.3 Point verification for PACE

Both, Curve25519 and Curvel9119 are of nearly prarger. Specifically, the
group order is 8 times a prime. During the X25508 X19119 scalar multiplication
each of the weak points is mapped onto the neekeahent and thus verification that
a point is valid may be implemented subsequentlghmscking, after each point mul-
tiplication, that the result of the point multigdibion differs from the neutral element.
Insertion of a twist point does not provide theaelter any advantage according the
security guarantees of X25519 and the identicadlystructed X19119.



84  Map2Point protocol substep

We use the Hash2Point procedure and Elligator2has
terminology from [1].

Elligator2. The implementation shares most arithmetic operatigith the elliptic
curve point multiplication. The most costly subpsteare formed by one field inver-
sion and one exponentiation witfP?— 10. Both of them are implemented in constant
time by an exponentiation operation. For the exptagon with 2** — 10 an im-
portant optimization goal was to reduce the nundfdemporary field elements. We
came up with a solution needing 255 field squarengs 11 field multiplications.

function according to

8.5 DiffieeHellman Protocol

Regarding Diffie-Hellman protocol, we implementedot variants, X25519 and
X19119 in order to assess the potential of perfagaagain when reducing the securi-
ty parameter from 128 bits to 96 bits.

Optimization for X25519. The optimized arithmetic on the prime field aneé th
basic algorithm used for the X25519 protocol spstis based on the strategy of [5].
We integrated only almost negligible improvemerggarding the integer squaring
operation. Differing from [5] we implement the catimhal swap operation after each
ladder step by swapping pointer variables instdfadata. We expect slightly better
performance and also a reduced side-channel legkdpe

Optimization for X19119. In order to allow for a fair comparison betweee th
legacy-level security curve Curvel19119 and the ligigtimized X25519 implemen-
tation from [5], an equivalent level of optimizatiovas considered necessary. We
followed the same approach that has been used[&% iDue to the almost identical
structure of the curve construction, reduction, itold and subtraction algorithms
could be re-used almost identically just as foratlgorithms for the x-coordinate-only
Montgomery ladder of X19119.

With respect to the optimization of Multiplicati@and Squaring, Curve19119 suf-
fers from the penalty of less symmetry. For theneri®® - 19 a cascade of three re-
fined Karatsuba stages could be used for mappiegb&5multiplications to the 32 x
32 bit level in a symmetric cascade. This is pdeditecause 256 is a power of two.
For the prime 2*— 19 our most efficient multiplication and squarimplementation
first uses a refined Karatsuba stage for mappirgy i operations to 96 bit opera-
tions.

On the 96 bit level, squaring was split into a @4suaring using one additional
level of refined Karatsuba, two 32 bit multiplicats and one 32 bit squaring. The 96
bit Multiplication correspondingly was mapped o4 bit multiplication (imple-
mented again with one level of refined Karatsuba) & remaining 32 bit multiplica-
tions.

The lack of symmetry in comparison to the 256 bisec results in a slightly in-
creased overhead due to additional memory acceSheswas only partially com-
pensated for by reduced register pressure.



It is also worth noting that the Montgomery curveougp constant “A” for
Curvel9119 is slightly less optimal than for Cuy®29. For Curve25519 the small
curve constant required within the Montgomery laddaculations fits into 17 bits
and multiplication could be implemented by using@ @udition and one 16 bit multi-
plication, while for Curve19119 18 bits length make 16 bit multiplications neces-
sary for each operand word.

8.6 Implementation strategy regarding absence of energy buffers:
Asynchronous Crypto Engine (ACE)

Due to the absence of large energy buffers in nii@igy devices it turned out to be
mandatory to setup a framework that allows for mmefrupt and resume” mode of
operation in case of temporarily insufficient powesources.

For this reason all of the calculations of the pcot were implemented by an
asynchronous crypto engine (ACE) object accounforgroughly % of the PACE
implementation effort. The ACE interfaces to thethapplication by accepting calcu-
lation tasks for complex operations and by genegatin asynchronous “requested
operation completed” event subsequently. The enigimriodically invoked from a
power supervision system in case that the respeetiergy buffer charge level allows
for a given number of CPU cycles to be allocatadcfyptographic calculations. De-
tails on the asynchronous calculation tasks wilylyen in the results section.

Note that the ACE object strategy also optimizasstack requirements since the
point within the source code where the actual datmn is triggered may be specifi-
cally chosen such that the call stack has onlyefilblevel.

9 Experimental results and discussion

In this section we will present experimental reswdf our implementations. We
first give details regarding the hardware usedlierexperiments. Then we use a bot-
tom-up approach for structuring the presentatiothefresults.

9.1  Environment used for collecting experimental data

The results reported here were measured on an r&2B5thicrocontroller with in-
tegrated wireless transceiver from the company NMds&miconductors. This device
includes a 32 bit ARM Cortex MO+ microcontrolle§&kByte of flash memory and
16 kByte of RAM in addition to radio frequency aiitty suitable for the Bluetooth
low energy protocol. Data flash and program memacgess do not require wait
states on this target platform. It does not incladehe and, thus, RAM access timing
does not depend on the actual address.

Specific properties of the target hardware platform. In the nRF51822 around
128/256 kByte of flash memory and 10/16 kByte ofNRAemory are required alone
for running the wireless protocol stack. Around Byte of RAM are available for
both, the communication application and securitgrafions, both for static data and



execution stack. In our setting first a Bluetootiniection is established, the PACE
protocol messages are exchanged with a smart plnwhéhe authentication calcula-
tions have to run while the wireless link is mainéal. |.e. the client-side implementa-
tion of the protocol runs on a smart phone.

A particular property of the nRF51822 setting iun@both operation is that the 16
MHz clock frequency cannot be divided down in sms&dips.

For this reason the CPU core is either “on” or "@ffid consumes roughly 4.3 mA
when running. Due to required operation in the stdal temperature range up to
85°C a supply voltage of 2V is used, being lardemtthe necessary value for con-
sumer temperatures. The value was obtained by rdumeasurements for repeated
X25519 protocol runs and takes into account sonfetysanargin for process varia-
tions and current consumption increase at 85°C ¢eatpre.

In the given setting the MO transceiver CPU integfato a main microcontroller of
the control unit by use of a communication softwlaseer using a serial interface. The
main microcontroller of the control unit monitotetenergy buffer state and allocates
a certain amount of the available energy buffergetido the Cortex MO running the
wireless interface and the security implementation.

Since the wireless interface for the HMI use-caseonsidered only to be an “add-
on” feature most of the net functional power of8® is allocated for the main field-
device functionality. Only an amount of power o5 InW is available for the MO
transceiver unit, a significant fraction of whickibhg consumed by the RF receiver
and transmitter unit and the Bluetooth protocotlsta

Cycle counts reported here were experimentally iobthby use of a hardware
timer block in the nRF51822 controller. The cryptghic part of the software was
compiled by use of the LLVM compiler with the satjs recommended in [5].

9.2  Efficiency resultsfor asymmetric cryptography

Table 1. Cortex MO cycle counts for prime field operatiomsla single point multiplication.
All field operations include reduction modul&®2— 38 and #°— 38 respectively.

X*X X*y X+y 1/x *a24 | *il6 | ¥2 ECDH
Curvel9119 666 983 95 140568 144 119 1801856
Curve25519 985 1475 117 268281 19( 145 3466086
relative factor 148 | 150 1.23] 1.91 132 122 192

Table 1 summarizes our results regarding synchmeaecution of the asymmet-
ric primitives for squaring, multiplication, additi and inversion. It also benchmarks
the performance of X25519 and Curve25519 field afi@ns against X19119 and
Curvel19119. The columns “*a24” and “*i16” refer moultiplication with the curve
constant and a 16 bit integer respectively. Thiedadperation is implemented for a
continuous re-randomization in projective coordésaas defense e.g. against horizon-
tal attacks [30,31] being out of the scope of trespent paper and not activated for the
X25519/X19119 speed measurements reported here.



The column denoted “1/2 ECDH” refers to one rurthef X25519/X19119 proto-
col respectively. The cycle count for X25519 is 804ycles lower in comparison to
[5]. We expect that this is mainly due to the fagt made use of constant-time swaps
of pointers by logic operations instead of swapphgfull field elements as in [5].

The only other published report regarding efficiefar prime-field curves for the
MO that we are aware of is found in [26]. There34(%0.73) million cycles were re-
ported for an assembly-optimized NIST P-192 (P-2&&jlar multiplication respec-
tively. Our implementations for the MO on the 96 d&md 128 bit security level are a
factor of 2.55 and 3.1 faster respectively. We dfge assume that our implementa-
tion establishes a new speed record for an impleatien for the 96 bit security level,
with timing side-channel awareness. In our opirtioa large difference stems mainly
from the fact that the multiplication and squaroygration is much better optimized.
A second important factor might be that the additiormulas for the Montgomery
curve provide better performance than what is pessiith P-192.

The cost of a synchronous execution of the Elligatgorithm costs 547338 cy-
cles for Curve25519. We did not implement it forr@19119, The operations re-
quired for Curvel9119 are essentially the samer@€lirve25519. The complexity is
almost identical to two field inversions since ttest is dominated by the field squar-
ings required by the exponentiation approach usedhe constant-time algorithm.
Therefore an improvement factor of equally 1.9 rbayaccurately predicted.

When comparing the efficiencies of X25519 and X1®e come to the conclu-
sion that roughly a speed improvement of 1.92 isjiide for the legacy-level curve
also on the PACE level.

9.3  Efficiency figuresregarding the asynchronous ACE engine

The results for the most important performance riiguregarding the asynchro-
nized protocol engine are summarized in table 2 flthe values were calculated for
the 16 MHz clock of our core and the energy valese calculated by using factors
for the supply voltage of 2V and the drawn curmefid.3 mA.

Table 2. Results for the asynchronized ACE protocol engine

Suboperation Cycle count Time | Energy /uJ
X25519 Ladder step 13,486 843us 7.2
Elligator step “v” 271,061 16.9 ms 145.7
Elligator step “epsilon” 276,291 17.3 ms 148.5
Field Inversion 268,289 16.8 ms 144.2
Short SHA512 Block hash 21,560 1121ps 11.6
Prepare random scalar for X25519 17,945 1121ps 9.6
Complete PACE protocol run 7,588,000 474 ms 4078.6

The respective state of the PACE protocaol is stametthe body of the Asynchro-
nous Crypto Engine (ACE) object. This object aleddh all intermediate results re-
quired for resuming an interrupted calculation. Btoring this state and intermediates



we need 264 bytes of static memory and measurextiditional execution stack re-
quirement of 432 bytes by using a stack guard patteethod. The sum of both is
only slightly larger than the 548 bytes reported5il probably due to the inclusion of
the SHA512 operations.

The total protocol including two point multiplicatis and the Elligator accounts
for 7.588 million cycles and a dissipated energyoofghly 4 mJ respectively.

Note that this amount of energy is about four tirtiestotal energy buffer size of
our explosion protected experiment hardware! StheeCPU cannot be clocked down
(not unusual for wireless transceivers!) we haddao sleep very frequently so that
the energy buffer may re-charge with the averageentigranted to the MO subsys-
tem until the calculation operation may be allowedesume. Recall also that we run
the calculation while the wireless stack maintaims link to the handheld unit run-
ning the client side implementation!

The interruption of the calculation was not allowesdarbitrary points within the
software but only at distinct boundaries. The bggddocks are formed by the field
inversion and the Elligator because otherwise weldvbhave had to place all of the
temporaries used during the field exponentiationthe ACE object reducing the
amount of memory available. In order to limit th@aunt of the maximum energy
chunk, the Elligator was split into two sub-bloat@ined “v” and “epsilon” in line
with the terminology of [4].

In total the maximum transient energy chunk is gibg the inversions and the two
Elligator2 sub-steps and amounts roughly to 150We assessed the additional over-
head due to the asynchronous interface to amountghly 3%.

9.4  Assessment of the user-perceived login delay

While the biggest amount of required energy busfee is determined by the max-
imum chunk size in the ACE state machine, the egperienced duration of the login
delay is controlled mainly by the granted averagesqr. If the core would be allowed
to run without interruption, the whole protocol @mahtion would have finished after
474 ms. This is clearly perfect from a usabilitygpective on the GUI interface.

However, when assuming that 5% of the total avepageer of 30 mW of the con-
trol unit may be allocated for the “add-on-featuoé’a wireless user interface, we end
up with roughly 1.5 mW. Subtracting 0.5 mW for ntaining the wireless link one
ends up with 1 mW average power for the securitctionality or 0.5 mA at 2V. If
the core consumes 4.3 mA it must sleep most oftithe. For this reason a time
stretching factor of 4.3 mA / 0.5 mA of 8.6 needse considered, such that the actu-
al protocol calculation needs roughly four seconds.

This is a value clearly perceivable by the userdtilitin an acceptable range. The
times calculated theoretically such as above atamhly correspond to the times
measured on the actual smart phone setting. Wetsonewobserve additional delay
of say 0.5s, since sometimes the ACE object needgait a bit until the amount of
energy required for the Elligator is fully availeblwakeup-cycles of the CPU are
triggered by the radio transmission periods coladoby the handheld device.



When considering a login delay of four secondg @bvious that there is not any
room left for loosing efficiency by avoiding therolen of assembly optimizations or
by choosing cryptographic primitives of lower efiocy!

The tight constraints also were the original mdtosa for developing the custom
curve Curvel9119 in the first line. It was mainlyedto the performance improve-
ments obtained in [5] that acceptable login delagse obtained without being forced
to use a security parameter that is no longer-siftiee art.

10 Summary

Summing up, in this paper we have explored thegtlespace regarding password
authenticated key exchange for the domain of ressoonstrained explosion protect-
ed industrial control devices.

We first reviewed PAKE protocols from the literatueind came to the conclusion
that the PACE protocol family is well suited foethjiven setting.

We then analyzed the impact of the choice of édliptirve candidates for PACE
for ARM Cortex MO devices and came to the conclnghmat best efficiency for soft-
ware-based implementations on small 32 bit micrtradiers is likely to be obtained
when using Montgomery or Edwards curves over prifiedds using Pseudo-
Mersenne primes of the forni 2 m.

Based on our analysis an implementation avoidiegrigk of intellectual property
violation without complicated licensing for the PEQprotocol on NIST curves
should be expected to be roughly a factor of 25§ kfficient. The main factor is pa-
tent circumvention regarding hashing of scalar® agltiptic curves and use of the
Coin2Point primitive of PACE as workaround. Forvag built on top of a random
prime field we derived an additional speed-redurctiactor of roughly 3 accounting
for the large cost of modulo reduction in a pursbftware-based solution on the
ARM Cortex MO.

We did evaluate the performance benefit stemmiogfreduction of the 128 bit
security parameter to roughly 96 bits and obseevegeed gain in the range of 1.92.
For this purpose we introduced a new elliptic cuBtevel9119 and a corresponding
Diffie-Hellman Protocol X19119 that we believe tet@p new speed records for the
96 bit security level for constant-time implemeitas on Cortex MO microcontrol-
lers.

We used our optimized elliptic curve cryptographigorithms in order to con-
struct a tailored solution based on the PACE pattamily.

Finally we have shown that the scheme allows foaetnal implementation in the
setting of a wireless Bluetooth transceiver cofégralunning the PACE protocol with
Curve25519 in parallel to the wireless operatioar B power budget of 1.5 mW
worst case login delays in the range of 4s wegerat! for the 128 bit security level.

This result was obtained in an explosion-protecetting where incorporation of
larger capacitors or batteries was impossible. @lne to circumvent the problem
generated by the absence of notable energy buffessdefinition of an asynchronous



operation mode for the cryptographic algorithmsisTlay the amount of required
energy buffer size was reduced down to 130

Our analysis brings us to the conclusion that wiverking on the conventional
Weierstrass curves, the limits imposed by acceethigin-delays on the user inter-
face would most likely have forced us to reducesbeurity parameter to a value that
might not be adequate nowadays. Ultimately thishingyen have driven us back to
weak challenge-response protocols.
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Concluding remark

Concluding this paper regarding rather complex #@mwledge protocols we ex-
press the hope that our contribution also mighp helre-explore the potential of spe-
cial types of challenge-response protocols. Weeder rspecifically to protocols that
might be constructed on top of isomorphic transtations from the space of crypto-
graphic protocols to Italian language, such ascéiest in figure 2.

Alice Bob

PACE?

PACE!

Fig. 2. Sketch of a Challenge-Response protocol canditi@iemight be benefi-
cial.
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