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Abstract

We study the quantum query complexity of finding a collision for a function f whose out-
puts are chosen according to a non-uniform distribution D. We derive some upper bounds
and lower bounds depending on the min-entropy and the collision-entropy of D. In partic-
ular, we improve the previous lower bound in [TTUL6| from Q(2%/9) to Q(2%/5) where k is
the min-entropy of D.
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1 Introduction

We study the quantum query complexity of finding a collision for a function f whose outputs
are chosen according to a non-uniform distribution D. We derive some upper bounds and lower
bounds depending on the min-entropy and the collision-entropy of D. Recall that a collision for
function f consists of two distinct inputs x; and xg such that f(z;) = f(z2). By Lemma A.9
in [KLO7], Q(2%/?) classical queries are necessary to find a collision with constant probability
where k is the min-entropy of D, and Theorem 3 in [Wie05] shows that O(2%/2) classical queries
are sufficient to find a collision with constant probability where k is the collision-entropy of D.
However, in the quantum query model this number of queries may be too high since one quantum
query may contain the whole input-output values of the function. The quantum collision problem
for a non-uniform distribution has been studied in [TTUIL6]. They prove an (2%/9) lower bound
for the problem where k is the min-entropy of D. We improve their bound to Q(2%/%) in this
paper, and additionally prove upper and lower bounds for a number of cases (see below).

One motivation for studying the quantum collision problem for a non-uniform distribution
is the interest in proving the security of classical cryptographic schemes against quantum ad-
versaries. Hash functions are crucial cryptographic primitives that are used to construct many
encryption schemes and cryptographic schemes and they may be distributed non-uniformly.
Even though in the random oracle model [BR93| they are modeled as random functions, they
are often used as a composition with other functions. Therefore the output of the combination
of a function f and a random function H may not be distributed uniformly at random and
finding a collision for this non-uniformly distributed fo H may break the security of the scheme.
For example the well-known Fujisaki-Okamoto construction [FO99| uses a random function H
to produce the randomness for an encryption scheme f. The security relies on the fact that the
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Figure 1: Summary of the bounds achieved in this paper. The columns marked H.. (D), H2(D) give

lower /upper bounds on the number of queries needed for finding a collision in terms of the min-entropy
and the collision-entropy, respectively. The “quantifier” column indicates for what quantification of
collision-finding algorithm A and distribution D the respective bound is achieved. For example, a lower
bound Q(B) with quantifiers V.A3D means that for any adversary A, there exists a distribution D such
that A needs at least {2(B) queries to find a collision.

adversary can not find two inputs of the random function that lead to the same ciphertext. This
is roughly equivalent to saying that f o H is collision-resistant. In fact, the quantum collision-
resistance of a non-uniform distributed function has been used for analyzing a variant of the
Fujisaki-Okamoto construction in the quantum setting [TUL6].

The table in summarizes our results. We give twelve bounds altogether, depending
on whether it is an upper or a lower bound, whether it is expressed in terms of the min-entropy
or the collision-entropy, and depending on the order of the quantification of the collision-finding
algorithm and the non-uniform distribution.

Why twelve bounds? Our work gives twelve different bounds (see . Why do we
need this number of bounds? First, when considering non-uniform distributions, there are a
number of entropy measures that can quantify the deviation from the uniform distribution. At
least in a cryptographic context, the min-entropy H., and the collision-entropy Hs are often of
particular interest. Thus we state our bounds in terms of these two entropy measures. (Other
entropy measures may be of interest in this context, too. We leave this as possible future work.)
Then, there are three main applications that we might be interested in:

o A cryptographic bound. For example, in the context of [TUL6|, we have a cryptosystem
which can be broken iff the adversary can find a collision in a function with non-uniform
distribution D (see above). All we know about D is a lower bound on its entropy. Thus
we need a bound of the following form: “for every algorithm A, and every distribution D
of entropy > k, finding a collision takes at least Q(...) queries.” Such lower bounds are
given in [Figure 1] in the row marked V AV D.

o An algorithmic upper bound. On the other hand, our analysis might be motivated by
algorithmic considerations. We wish to implement an algorithm that finds collisions in
functions with non-uniform distribution. That is, we look for a statement of the kind: “for
every distribution D of entropy < k, there is an algorithm A4 that finds a collision in at
most O(...) queries.” Such upper bounds are given in in the row marked VD JA.

o An algorithmic upper bound for universal algorithms. Still in the algorithmic setting, we
might not be content with an algorithm that depends on the distribution at hand. We may
search for an algorithm that works without needing to know what the distribution is. That
is, we look for a universal algorithm. (This might also be relevant if the distribution is
known, but too hard to describe.) In this case, we look for a statement of the form: “there
is an single algorithm A that finds a collision in at most O(. .. ) queries for any distribution
D of entropy < k (without needing to know from which distribution we draw).” Such upper
bounds are given in in the row marked JAV D.

And finally, in each of these three cases we may ask whether the bound is tight (and if not,
how loose it is). For example, to see whether the V. AVD lower bound is tight, we need to find
an 3. A3D upper bound. (Our bounds are not matching yet, we leave this as future work).



Similarly, to understand whether the 3.4VD upper bound is tight, we need a matching ¥V .A3D
lower bound. (We achieve a tight bound for the collision-entropy case here.) And finally, to show
that the VD 3.A upper bound is tight, we need an 3DV A lower bound. (We have matching
bounds in this case.)

Related works. The quantum collision problem has been studied in various previous works.
In the following, we mention the existing results on the number of queries that are necessary
to find a collision. In [TTUI6|, they prove an ©(2%/9) lower bound for the quantum query
complexity of the function f whose output are chosen according to a distribution with the min-
entropy k. An Q((N /7“)1/ 3) lower bound for an r-to-one function f is given by Aaronson and
Shi [AS04] where N is the domain size and r|N. Yuen [Yuel4] proves an Q(N'/5/polylogN)
lower bound for the quantum collision problem for a random function f with same domain and
co-domain of size N. They reduce the distinguishing between a random function and a random
permutation problem to the distinguishing between a function with r-to-one part and a function
without r-to-one part. Their proof combines the r-to-one lower bound from [AS04] and the
quantum adversary method [Amb00]. Zhandry [Zhal5] improves Yuen’s bound to the Q(N'/3)
and also removes the same size domain and co-domain constraint (/N is the size of co-domain
here.). They use the existing result from [Zhal2| to prove their bound.

The sufficient number of quantum queries to find a collision is given in the following works.
A quantum algorithm that requires O((N/ )Y/ %) quantum queries and finds a collision for any
r-to-one function f is given by Brassard, Hgyer and Tapp [BHT97|. Ambainis [Amb07| gives
a quantum algorithm that requires O(N 2/ 3) queries to find two equal elements among N given
elements and therefore it is an algorithm for finding a collision in an arbitrary function f with
the domain of size N given the promise that f has at least one collision. Yuen [Yuel4] shows
that the collision-finding algorithm from [BHT97] is able to produce a collision for a random
function with the same domain and co-domain using O(N 1 3) queries. Zhandry shows that
O(M'/3) queries are sufficient to find a collision for a random function f : [N] — [M] where
N = Q(M"Y?). They use Ambainis’s element distinctness algorithm [Amb07] as a black box in
their proof.

Organization of the paper. In we present some definitions and known results
that are needed in this paper. In we present upper bounds for the collision problem
and cover both the collision-entropy and the min-entropy. is devoted to lower bounds
for the collision problem and we divide the section into two subsections for the case of the

collision-entropy, (Subsection 4.1]), and the min-entropy, (Subsection 4.2)).

2 Preliminaries

In this section, we present some definitions and existing results that are needed in this paper.
We show the restriction of the function f to the set S by notation f|s. We represent the set

{1,...,m} by [m]. Notation x & X shows that z is chosen uniformly at random from set X.
If D is a distribution over X, then notation x <— D shows that z is chosen at random according
to the distribution D. Pr[P : G] is the probability that the predicate P holds true where free
variables in P are assigned according to the program in G. We say that the quantum algorithm
A has quantum access to the oracle O : {0, 1} — {0,1}™ denoted by A, where A can submit
queries in superposition and the oracle O answers to the queries by a unitary transformation
that maps |z, y) to |z, y @ O(x)).

Definition 1. Let D be a distribution on a set X. The min-entropy and collision-entropy of the



distribution D is defined as the following, respectively.

Hoo(D) = —logmax D(z), Ha(D) = —log ) D(w)*
reX

Lemma 1 (Theorem 7 [Zhald]). Let h : X — Y be a random function. Then any quantum

algorithm making q queries to h outputs a collision for h with probability at most C(f;rf)s where

C is a universal constant.

Definition 2 (Universal Hash Function [CW79]). A family of functions H = {h : {0,1}" —
{0,1}™} is called a family of universal hash function if for all distinct x,y € {0,1}":

Pr[h(z) = h(y) : h & H] < 1/2™.

Definition 3. Let D1 and Do be distributions on a set X. The statistical distance between Dy
and Dy is )
SD(Dy, D2) = 5 > | Pr[Dy(x)] - Pr[Da(x)]].
reX
Lemma 2 (Leftover Hash Lemma [HILL93|). Let D be a distribution with collision-entropy k
and e be a positive integer. Let h : {0,1}™ x {0,1}"* — {0,1}*72¢ be a universal hash function.
Then,

SD ((h(y, z),y). (ij)) Cpe

where & < {0,1}™y ﬁ {0,1}™ and z ﬁ {0, 1}F2e,

Lemma 3 (Proof of Theorem 1 in [HRSI6|). Let F : X — {0,1} be a function such that
F(x) := 1 with probability v, and F(z) := 0 otherwise. Then for any oracle algorithm A making

q queries,
|IPrb=1:b« AF] —Prjb=1:b+ AV]| < 8¢*~,

where N is the zero function on X.

Lemma 4 ([Zhal2]). Let D1 and Dy be efficiently sampleable distributions over some set Y,
and let X be some other set. Fori =1, 2, let DZ-X be the distributions of functions F; from X to
Y where for each x € X, Fi(z) is chosen at random according to the distribution D;. Then if A
be a quantum algorithm that makes q queries and distinguish D{( from D§ with non-negligible
probability €, we can construct a quantum algorithm B that distinguishes samples from D1 and
Doy with probability at least %.

3 Upper bounds

We divide this section to three following subsections according to the possible quantifiers. We
denote the set of natural numbers by N.

3.1 Quantifier order 3 A 3 D

Theorem 1. There exist a quantum algorithm A and a distribution D with the min-entropy k
such that A returns a collision for the function f < DN with constant probability using O(2k/3)
queries.

Proof. Theorem 6 in [Zhal5| presents a quantum algorithm that outputs a collision with constant
probability using O(2¥/3) queries where k := Hoo(D) and D is an uniform distribution. By
repeating their algorithm on distinct subset of N, we can amplify the success probability arbitrary
close to 1. O



We improve the bound above to O(2%/%) for the collision-entropy in the following theorem.

Theorem 2. There exists a quantum algorithm A and a distribution D with He(D) > k such
that A returns a collision for the function f < DN with constant probability using O(2F/*)
queries.

Proof. Let n be some integer such that 2—i; > 2k+1 for ~ := 1/2(k+1)/2. Let D be a distribution

(1-7)2
over {0,1}" such that D(0) = v and D(y) = 127?7(?) for any non-zero y € {0,1}". Simple

calculation shows Hy(D) > k. We define the boolean function g : Ny — {0,1} as:

o) = {1 if f(n) =0

0 otherwise

where N is an arbitrary subset of N and of size [2/~] and f < DY. Note that every query to
g can be implemented by 2 queries to f. Let X := _ _n g(n). Therefore yu:=E(X) > 2. We
use Chernoff inequality, Theorem 4.5 in [MUO05|, that states for any 0 < 6 < 1:

(52;1,

PrlX >(1—-0)pu]>1—e 2.

By choosing § = 1/2, there exists at least one pre-image for 1 with probability at least 1 — e~ /4,
Hence, Grover’s algorithm [Gro96, BBHT98] returns input 7 such that g(n) = 1 using O(y/|N1])
queries with constant probability C. We choose an arbitrary subset No C N\ N; and of size
[2/~] and define the function ¢’ : No — {0,1} similar to g and invoke Grover’s algorithm to
obtain n’ such that ¢’(n’) = 1. Note that (72,n’) is a collision for f and the success probability
of the algorithm is C?(1 — 6_1/4)2. By repeating this procedure on distinct subset of the domain
of f, we can amplify the success probability arbitrary close to 1. O

3.2 Quantifier order 3 AV D

Theorem 3. There exists a quantum algorithm A such that for any distribution D with Ho(D) <
k outputs a collision for the function f < DN with constant probability using O(2k/3) queries.

Proof. The proof follows by the reduction technique used in [AS04) Zhal5| and using Ambainis’s
algorithm [Amb07| for the element distinctness as a black box. Let S be a random subset of N
of size 2/2 4+ 1. By Theorem 3 in [WicO5], f' := f|s has at least one collision with probability
at least 1 — 2/e. Now, invoking Ambainis’s algorithm [Amb07] for f’ returns a collision with
bounded error. The query complexity of Ambainis’s algorithm is O(|S|?/3) = O(2¥/%). By
repeating this procedure on distinct subset of the domain of f, we can amplify the success
probability arbitrary close to 1. O

Theorem 4. There ezists a quantum algorithm A such that for any distribution D with Hx (D) <
k outputs a collision for function f < D using 0(2%/3) queries and with constant probability.

Proof. The proof follows by the theorem above and the inequality Ha(D) < 2H (D). O

3.3 Quantifier order V D 3 A

Theorem 5. For any distribution D with Hx (D) < k, there exists a quantum algorithm A that
finds a collision for the function f < DN with constant probability using 0(2]“/2) queries.

Proof. Let Y := sup(D). Fix some y € Y such that D(y) > 1/2*. We define the boolean
function g : Ny — Y as follows:

g(n) = {1 if f(n) =Y

0 otherwise



where Nj is a random subset of N and of size 2871, Note that every query to g can be imple-
mented by 2 queries to f. Using Chernoff bound and similar to the we can show
that there exists at least one pre-image for 1 with probability at least 1 — e~1/4 Hence, Grover’s
algorithm [Gro96, BBHTOS8| returns input n such that g(n) = 1 using O(y/|N1|) queries with
constant probability. We choose a random subset No C N\ N; and of size 2k+1 and define the
function ¢’ : No — {0,1} similar to g and invoke Grover’s algorithm to obtain n’ such that
g'(n') = 1. Note that (n,n’) is a collision for f. By repeating this procedure on distinct subset
of the domain of f, we can amplify the success probability arbitrary close to 1.

O]

Theorem 6. For any distribution D with Ho(D) < k, there exists a quantum algorithm A that
outputs a collision for the function f < DN with constant probability using O(2k/3) queries.

Proof. By [Theorem 3 =

4 Lower bounds

In this section, we prove the lower bounds on number of queries needed to output a collision.
We present them in two subsections based on the collision-entropy and min-entropy.

4.1 Collision-entropy
4.1.1 Quantifier orders 3DV AandV A 3 D.

Theorem 7. There exist a distribution D with Ho(D) = k such that for any quantum algorithm

A making q queries to f < D~ returns a collision for f with probability at most C(qzif)g where

C is a universal constant. That is,

Cla+2)°*

Prif(z) = f(a') Aa #a': f < DY, (z,2) - AT} < =3

Proof. If we consider the uniform distribution D over {0, 1}* then shows the result for
the reason that Hy(D) = k. O

Theorem 8. For any quantum algorithm A, there exist a distribution D with Ha(D) = k such

that A making q queries to f < DX returns a collision for f with probability at most C(%i—,?)g
where C is a universal constant. That is,
Clq+2)3
Prf(z) = f(@) Az # 2 : f DX (x,2) « A < (21:)
Proof. It follows immediately from the above theorem. O

4.1.2 Quantifier order V A V D

In the following, we prove that for any quantum algorithm A and for any distribution D, Q(2+/9)
quantum queries are needed to output a collision.

Lemma 5. Let D be a distribution over {0,1}". Let f : {0,1}™ — {0,1}"2 be a public function
and X = {0,1}™. If A is a quantum algorithm that makes q queries to the function O drawn
from distribution DX and finds a collision for f o O with some probability, then there exists a
quantum algorithm B that makes 2q queries to f o O and outputs a collision for f o O with the
same probability.



Proof. Let S, = f~*({y}) for y € Imf. Let Yy := {y € Im f : D is zero on S,}. For any
y € Im f\ Yy, we define the distribution D, over Sy as

D(z)
ZzeSy D(Z> ‘

Let D’ be the distribution of functions F : {0,1}" x (Im f \ Yy) — {0,1}"™ where for any
x €{0,1}" and y € Im f \ Yy, F(x,y) is chosen at random in S, according to the distribution
D,. Let (F®g)(z) := F(z,9(z)). We show that output of F®(fo0O) are chosen independently
according to the distribution D when F is chosen according to distribution D" and this shows that
O and F ® (foO) have the same distribution. For every z € {0,1}" and z € {0,1}" \ Uyey, Sy

Dy(z) :=

Pr[(F®(fo0))(z)=2: O« DX, F«+ D

:Pr[F(a:, f(Ox)) —2: 0« DX, Fe D)

=Pr[F(z, f() =2: 2« D, F+«+ D

=Pr[/ =2: 2+ D, ¢ <—Df(z)]

Yprx’ =207 € Spzy: 2D, 2" < Dy
[

(¥ o)) 28 _p),
(, )

z ESf(z> ZlGSf(Z)

where (%) holds for the reason that if 2 = z be true, then f(z) = f(z’) and 2’ will be in the set
St(z), and (*x) holds because 2’ and 2" are independent. Note that when z € Uyey, Sy, then

Pr(FO (foO0))(z)=2: O« DY, F«+ D]=0=D(z).
Let O := fo0O. As a result:

Pr[O(z) = O(z') Az # 2" : O « DX (z,2') « A9
=Pr[fo(FOO)(z)=fo(FOO)z)Ax#1' :0+ D* F D, (x,2) <—AF®O].
Now, we construct a quantum algorithm B. The algorithm B with oracle access to O runs

AFO0 with F + D', The way that the quantum algorithm 5 handles quantum queries is shown
in the following circuit.

Input wire: |x) — H m — |z)
a T
U, Ul
Ancillary wire:  |0) — H Up U} - —10)
Ancillary wire :  |0) 10)
Output wire:  |0) ¥ |[F ©O(x))

"), as a collision for O after 2¢q queries to

The algorithm B returns the output of A, say (x,2),
oracle O. Note that from fo(F®O)(z) = ( O)(a: ), we can deduce O(x) = O(x') because
FoO(z) e f1{O(z)}) and F © O(2') € f~1({O(2")}). Therefore, we prove the existence of

the quantum algorithm B stated in the lemma. O



Theorem 9. Let D be a distribution with Hy(D) > k over set {0,1}™. Let f be a function

drawn from distribution DX . Then any quantum algorithm A making q queries to f returns a
C’'(q+2)°7°

o5 Where C" is a universal constant. That is,

collision for f with probability at most

C'(g+2)°°
2k/5

Let h: {0,1}™ x {0,1}™ — {0,1}¥72¢ be a universal hash function. implies that:

Pr[f(z) = f(2) Az #a': f DX, (z,2)) « A] <

SD ((hy(d),), (2,9)) <2771, (1)

where hy(d) := h(y,d), d < D, y ul {0,1}™ and z & {0,1}*=2¢. Let U be the uniform
distribution over {0,1}*72¢. The upper bound can be concluded by the following steps:
Prf(z) = f(@) ANz # 2’ : f « DX, (z,2) « A/
i)
< Prlhy o f(a) = hyo fl@) Aa # o'y & {0,1)7, f DX, (a,2') = A

= > Q%Pr[hyof<x>=hyof<a:/>mséx’:f%DX,@,x’)H‘fl

—

yef{0,1}m

(ﬁ) i — / /. X / hyof

= Z 2mPr[hyof(a:)—hyof($)/\x7éx cf D (z,2") — B (y)]
ye{0,1}m

(iii) )

P ) = ) Ax £ U, (00) < BT+ \/6Irigae 13

(i) Clg + 2)3 64723
= (2k2%) 3(2¢+1)

where
(i) follows from the fact that collisions for f will also be collisions for hy o f;
(ii) follows from that implies the existence of quantum algorithm B;
(ili) can be seen as follows: Let

€y = ‘Pr[hy of(z)=hyof(@)ANw#a:f+ DX, (z,2) + Bhyof(y)]_
Prf*(z) = f*(a")Ax # o' f* «UX, (z,2") « B

Let for any y € {0,1}™, Dy, be a distribution over {0, 1}¥72¢ where for any ¢ € {0, 1}*~2¢,
D1y (¢) = Pr[hy(d) = ¢ : d < D]. Using [Lemma 4] we can conclude that there exists an

adversary 4 such that
365
SD(Dly,u) > |PI‘ [A($) =1:z+ Dly] —Pr [A(x) =1:z (—UH > m,

and implies that

1 e
> o SD(Duy U) <27°¢ 1
ye{0,1}m
Therefore, we can deduce
32

1 Y
R < 2—6—1'
om Z 6471'2(]3 -

ye{0,1}m

Using Jensen’s inequality [Jen06], we can obtain Zye{o 1jm 2%611 < /64m2g32—e1/3.

8



Let

€:= ‘ Z QLmPr[hy o f(x) =hyo fa)ANa#a 1 f DX, (x,2) « BT (y)]—
ye{0,1}m

Pr(f*(z) = f (@) na £ f* <« UX, (v,2)) « B

By triangle inequality, € < > c{0,1)m Q%ey < /64m2g32-e-1/3,
(iv) follows from applying to the random function f*.
So far, we have the upper bound
87Tq3/2
5

_ 22e’u v

ner= 2ty D here o= Clg 42 and b=

It is minimized by choosing

2 2 v
) M
c=5"t 5%,

Substituting this value of e gives us

92/5,1/5,4/5 B C”(q+2)9/5

Pr[f(a:):f(w’)/\a:#x’:f(—DX,(x,a:’)<—Af]S e < e

4.2 Min-entropy
4.2.1 Quantifier orders 3DV Aand V A 3 D.

Theorem 10. For any k, there exists a distribution D with min-entropy k such that for every
adversary A making q queries,

Pr[f(z) = f(x') Aa £« f < DX, (z,2') « AT] < O(maX{q2/2k’q3/23k/2}>'

Proof. Let n > 3k/2. Let D be a distribution over {0,1}" U {a} such that D(a) = 1/2* and
D(y) = (1 —1/2F)/2" for y € {0,1}". Let A be a quantum adversary that makes g queries to
the function f < DX and outputs a collision with probability e.

e :=Pr[f(z) = f(a') ANz #2": f <« DX, (2,2)) « A7)
=Prlf(z) = f(@') =anz#a : f« DX, (z,2)) « AT|(=e1)
+Prf(z) = f(&) #£anz#2' : f DX, (z,2)) « AT](:= ).

First we obtain an upper bound for €;. Let B be a quantum adversary that want to distinguish
between the function
1 with probability 1/2*
g(x) == .
0 otherwise

and the zero-function F on X. B picks a random function fy : X — {0,1}" and the constant
function f; : X — {a} and runs the adversary A. It answers to A’s queries by function
f'(%) := fo(z)(z) where O is either g or F. Simple calculation shows that f and f’ has the
same distribution when B has oracle access to g. To simulate a quantum query to f’, B makes
two queries to its oracle (a quantum circuit that simulates the queries has been presented in the
proof ofthat uses the same idea). The adversary B outputs 1 if A outputs z # 2’ such
that f'(x) = f'(2’) = a and 0 otherwise (this includes when A halts without an output). Note
that since the element ’'a’ is not in image of fr, B outputs 0 with probability 1 when it interacts



with F'. Therefore, the adversary B distinguishes g from a zero-function with probability ¢; and
making at most 2q + 2 queries (two extra queries needed to check that x, 2" are pre-image of a).
By we can conclude €1 < 8(2¢ + 2)%/2*.

To prove an upper bound for €9, let B be a quantum adversary that has oracle access to a random
function f’: X — {0,1}" . The adversary B picks function f as the following,

I

~ a with probability 1/2%
flx) =9, . /
f'(x) otherwise

and runs A, Note that f and f has the same distribution, hence, after ¢ queries A returns

x # 2’ such that f(z) = f(2') # a with probability e;. By [Lemma 1| e < C(q27t2)3 and therefore

e < O(max {q?/2%,¢%/2%/2}) since n > 3k/2. O

The theorem above implies that the adversary needs Q(Qk/ 2) queries in order to find a collision
with constant probability.

Theorem 11. For any k and any quantum adversary A there exists a a distribution D with
min-entropy k such that Q(Zk/Q) quantum queries are needed to output a collision with constant
probability.

Proof. The proof follows from the theorem above. O

4.2.2 Quantifier order V D V A.

It is left to prove a lower bound for any adversary A and any distribution D. One could try
to use the fact that every distribution of min-entropy k is a convex combination of some flat
distributions over subsets of size at least 2* [CG88| and reduces the collision problem for a non-
uniform function to the uniform case . However, when the number of the flat distributions are
exponentially large, the derived bound might not be suitable. To circumvent this problem, we
use a similar idea used in [FRS16], namely leveling approach, and work with some nearly flat
distributions. This gives us an Q(2%/5) lower bound.

Leveling approach. Let D be a distribution with Hy(D) > k over Y := {0,1}". For

i =k,...,m, we define the distributions f)z as the following:
~ Di(y)
DZ(Z/) = ’
Zye{og}n Di(y)
where fori =k,...,m —1,

D(y), if D(y) € (270, 277]
0, otherwise

and
D(y), if D(y) € (0,27™
Doy {PW i D) € 0.2
0, otherwise

We define the distribution (i) := 3_ o 13n Di(y) over {k,...,m}. It is clear that the distribu-
tion D is equivalent to the distribution D” obtained by choosing i according to the distribution
o and then picking an element according to the distribution D;. (Note that there are no values
i with D(i) > 27% since Hoo(D) > k.) For i = k,...,m, let Y; := {y € {0,1}" : D;(y) # 0}.
Note that the sets of {Y%,...,Y,,} is a partition of the set sup(D) := {y € {0,1}"; D(y) # 0}.
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Lemma 6. Fori==k,...,m—1 with Y; # 0, any set X and any quantum adversary A making
: =X
q queries to the function f < D, ,
3

Pr[f(x) = f(x’) Nx# a2 f(—f?f(, (x,2) <—.Af] < O(in(z))

Proof. In order to prove the lemma, we need to define the new distributions Dj : Y;U{L} — [0, 1]
as the following:

Di(y) = {YZ|D212(9)7 ifyey; .
1-— Wa(z), ify=1
It is easy to show that D; is a distribution for i = k,...,m —1. Then we prove that the function
f* < D} is collision-resistant in the claim below and use it later on to show the lemma.

Claim 1. Fori=k,...,m —1 with Y; # (), and any quantum adversary A making q queries to
the function f* < D,fX :
3

= Plf (@) = ['@) e ol A f @) €V S e DY, () < A7) < Ok,

Proof. Let U; be the uniform distribution over Y; and B be a quantum adversary that has access
to the function f < UiX. The adversary B picks the function g : X x Y; — {0,1},

1, with probability 2¢ D;(y)
gla,y) = .
0, otherwise

and answers to 4’s queries by the following function:

fuw:{f@% if g(a, f(2)) = 1

. )
1, otherwise

and returns A’s output. The quantum circuit corresponding to the function f’ is drawn below.

Input wire:  |x) — N B — |z)

T

Ancillary wire:  |0) — —H Uy UgT -
Ancillary wire:  |0) ——— — U ‘.

Output wire:  |0) |f'(x))

where U is an unitary operator such that

ly, b,z L), ifb=0
ly,b,z@y), ifb=1

Uly,b,z) = {

We show that the outputs of f’ are chosen independently at random according to the distribution
D?. Therefore, f' and f* have the same distribution. For any x € X and y € V;,

Pr(f'(z) = y]

9(x, f(z)) = 1A fz) = y]
g(z, f(x)) = 1] f(z) = 9]
2'Di(y) - (1/Yi]) = D (y),

= Pr
=Pr

-Prif(z) =y

11



and consequently for any x € X, Pr[f'(z) =1] =1 — |Y‘ a(i) and it is easy to see that f/(z)
are independent. Now since f* and f’ have the same distribution, given f’ the adversary A
outputs z # &’ such that f'(z) = f/(2’) € Y; with probability €. The adversary B returns the

output of A as a collision for function f and by [Lemma 1| € < O(‘Y|) < O(#?’(i)) where the
last inequality follows for the reason that |Y;| > 2'a(3). O

Now using [Claim 1 we prove [Lemma 6} i.e.,

:Pr[f(x):f(x')Ax#xlzfeﬁf(, (:E,m’)(—Af] <O( 4 ).

- - X
Let A be a quantum adversary that makes ¢ queries to the oracle f < D; and outputs a
collision with probability €;. Let B be a quantum adversary that has oracle access to the function
f* < DX and does the following. The adversary B picks function g : X x (Y; U{L}) = Y,

Y, ify #L
g(z,y) == N ,
y<D;, ify=1

(let say B picks the function g according to the distribution D,) runs the adversary A and
answers to its queries by function H(z) := g¢(x, f*(x)) and returns A’s output. Let Dy« be
the distribution of this function. We show that f and H have the same distribution. For any
re X, yeY

Pr[H (x) = y]
= Prlg(x, ( ) =l
= > Prlg(z, f*(x)) =y A f*(z) =] + Prlg(z, f*(2)) = y A f*(x) =1]

y' eY;

= > Prlgle, f* (@) =y | f*(&) = 9] - Pr(f*(z) =y} + Prlg(z, f*(2)) = y | f*(x) =L1] - Pr[f*(x)

y'eY;

= Z Prly’ = y] - Prf*(z) = /] + Prly « Di] - Pr[f*(2) =]
y'eY;

= Pr[f*(x) y]+a(i) (1 m!)

_2Di(y) | Dily),,  2a(i),  Dily) =

Y * a(i) (1 Y;] ) (i) = Di(y)-

It is easy to see that H(x) are independent. The quantum circuit corresponding to the function
H is drawn below.

Input wire: |z) — — — — |x)
Uy Ul
Ancillary wire:  |0) — — Uy
Output wire: |0) |H(x))

The quantum adversary B7  returns the output of A as a collision for f*. Let ez be the
probability that B finds a collision. Note that H(x) = H(a') implies f*(z) = f*(2’) when
f*(x) #L and f*(2") #L1. We show that

eg = Pr[f*(x) = ff(@) Ax # 2 A fH(x) €Y f* « DX (x, m)er]zi

12



Let D(L) := 8, and f* be a function with the following distribution, called D P
~ ' f(x), with probability 1 — &
' 4, with probability 6§
We show that f* and f* have the same distribution. For any z € X and y € Y,

Di(y) 2

Pr(f*(z) = y] = Pr[f(z) = y] - (1 - 0) = ' |Yi|0é(i) =D;(y),

and it is easy to see that f*(x) are independent. It is clear that (H, f*) and (f, f*) have the
same distribution and § < 1/2. Therefore,
Prlf*(z) = f*(2/) Ao # 2/ A f*(2) #L: [* DY, (2,2) B

= Prf*(z) = f(&") o # ' A fH (@) AL [ DY, g & Dy, H(z) := g(a, f*(2)), (v,2') « AT
Pr[H(z) = H@@) Az # 2" A f*(x) #L A f5 @) #1 : f* « D H « Dy« (z,2") + A

And by|Claim 1} &5 < O(5L5) and thus & < O(5L5)-

O]

Lemma 7. Let D be a distribution with Hs (D) > k over {0,1}" and X be some other set.
Then for any i € [m|, any quantum algorithm A making q queries to the function f < DX
outputs x € X such that f(z) € Y; with probability at most 8(2q + 1)%a(i).

Proof. Let §; := Pr[f(z) € Y; : f + DX x « A/]. Let B be a quantum adversary that has
oracle access either to the zero function over X or the function g : X — {0, 1},

1, with probability (%)
g9(x) := : '
0, otherwise

B chooses the functions f1 : X — Y; and fo: X — {0,1}™\ Y; as follows:

fi(x) :=y with probability D(y)/a(z)

fo(x) := y with probability D(y)/(1 — «(i)) (2)

The adversary B° runs A and answers to its queries by function f’ (%) := fo()(x). The following
circuit depicts how the queries are simulated.

Input wire: |x) — - |z)
Un U,
Output wire: |0) Us Ug L ()
Ancillary wire:  |0) @—4

At the end, B outputs 1 if f’(x) € Y; where x is the output of A, and it outputs 0 otherwise (this
includes when A halts without any outputs). Simple calculation shows that f and f’ has the

13



same distribution when B is interacting with g, and therefore A outputs x such that f'(z) € Y;
with probability d; in this case. In the other hand, when B is interacting with the zero-function
never output 1. Therefore BC can distinguish g from the zero-function over X making at most
2q + 1 queries (an extra query needed to check f’'(z) € Y;) with probability §;. By
8 < 8(2q + 1)%a(d). O

Theorem 12. Let D be a distribution with Hs (D) > k over {0,1}™ and X be some other set.
Then any quantum algorithm A making q queries to the function f < DX outputs a collision

for f with probability at most O( 232)
Proof. Let
Bii=Prlf(2) = f@) Aw £/ A f(a) € Vi f DX, (,2) = A]
for any i € [m]. By [Lemma 7 m it is clear that 3; < 8(2¢ + 1)2a(i). We obtain another upper

bound for 5; when i < m. Note that the distribution D is equivalent to the distribution D"
obtained by choosing 7 according to the distribution a and then picking an element according to
the distribution D;. We define distribution D’ over partitions of the set X into subset Xg, ..., X,
as follows: for every x € X we put z in the set X; with probability a(i). Let P be the set of all
such partitions. We can conclude:

)= f(e YNz # 2 A f(x)eY;: f+ DX, (z,2') « A/
)= f@)Ax £ Af(x)eY;: f D", (x,2) « A
f@YNe £ Nfx)eYi: (Xp,..., Xm) <D\ Vje{k,-- ,m}
5D = (@,a) < AT)
= Z D' ((Xky.oo, X)) - Pr[f(z) = f(a") ANx # 2" A f(z) €Y;:Vj € {k,--- ,m}

(Xp,os Xm)EP

fj <_’Z~)j)'(j7f:UfJa (l’,l’) <_“4f]

)—U
=
=

8
S~—
I

< Z D/((Xk,...,Xm)) ZPr ( )/\x7é$ /\f]()GYzIVjG{k,---,m}
=k

(Xpyors Xon )EP
fje@j{j,fZUfp z,a') = Al]
DS D (X X)) SO P ) = ) A £ A ) € Vi € ()
(Xgyoos Xom )EP j=k
fieDr f =l @a) < Bl ]
@S DNk X)) Prlfie) = i) Ax A2 A file) €Yis fi e Dy

(Xk o Xm)EP

(2.0) = Bllx,....x.)

. -~ X
where (%) holds because we define B;?ka_’ x,, to be a quantum adversary that picks fy < D, ¢

for ¢ € {k,--- ,m} and £ # j, runs AU and returns A’s output. The equality labeled by (xx)
holds since for any = € Xj, fj(x) ¢ Y; when j # i. Finally, (x * %) is obtained by [Lemma 6]
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Using the bounds derived above:

Prf(z) = f(z') Az # a2 : f DY, (z,2)) « A/

m
= Prlf(x) = f(@') Aa # ' A f(x) €Yi: f DX, (3,2)) « A
i=k
m—1 q3
. 2 s 2
< 2 O(mm{%a(i) q a(z)}) + O(q*a(m))
*) ¢°/?
<(m—k— 1)O(W) +0(q*a(m))
where (%) holds because min {#B(i),qQa(i)} will be maximised when 22.‘33(2.) = ¢?a(i) and the
. 3
maximum value is ¢°/2/2%/2 (Note that the function f(z) := 5 is strictly decreasing and
the function g(z) := ¢%v is strictly increasing.). Choosing m = n + k results in ¢?a(m) <
@|Ym|/2™ < ¢?27™ < ¢ /2% and this proves the bound stated in the theorem. O
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